
Larry M. Arjomandi  

Nemai Chandra Karmakar

Chipless RFID  
Systems Using 
Advanced Artificial  
Intelligence

B O S T O N   L O N D O N

www.artechhouse.com

Include bar code

ISBN 13: 978-1-63081-948-4

A R T E C H  H O U S E

MICROWAVE

This book shows you how to develop a hybrid mm-wave chipless radio frequency identification 
(RFID) system, which includes chipless tag, reader hardware, and a detection algorithm that 
uses image processing and machine learning (ML) techniques. It provides the background 
and information you need to apply the concepts of artificial intelligence (AI) into detection and 
chipless tag signatures printable on normal plastic substrates instead of the conventional 
peak/nulls in the frequency tags. You’ll learn how to incorporate new AI detection techniques 
along with cloud computing to lower costs. You’ll also be shown a cost-effective means of 
image construction, which can lower detection errors. The book focuses on side-looking 
airborne radar (SLAR) with a combination of deep learning to provide a much safer means of 
chipless detection than the current inverse synthetic aperture  radar (iSAR) techniques. Each 
chapter includes practical examples of design and a Q&A section to answer the possible 
doubts in simpler phrases. With its emphasis on mm-wave band and the practical side of 
design and engineering of the chipless tags, reader, and detection algorithms, this is an 
excellent resource for industry engineers, design engineers, and university researchers.

Larry M. Arjomandi received his BSc and MSc degrees in electronics/telecommunications 
from Ferdowsi University of Mashhad, Iran, and a PhD degree in electrical and computer 
science from Monash University, Melbourne, Australia in 2019. He currently holds a senior 
system engineer position at Transport Certification Australia in addition to participating in 
research and teaching activities with Monash, Melbourne, and Swinburne Universities.

Nemai Chandra Karmakar obtained his BSc and MSc from Bangladesh University of 
Engineering and Technology, Dhaka, his MSc degree in electrical engineering from the 
University of Saskatchewan, Saskatoon, Canada, his PhD degree from the University of 
Queensland, Brisbane, Australia, postgraduate diploma in teaching in higher education 
from the National Institute of Education, Nanyang Technological University, Singapore, 
and master’s in higher education from Griffith University. Currently, he works in the Faculty 
of Engineering at Monash University as an associate professor within the Department of 
Electrical and Computer Systems Engineering.

C
hip

less R
FID

 S
ystem

s U
sing A

d
vanced

 A
rtificial Intelligence

A
rjom

andi  
K

arm
akar



Chipless RFID Systems Using  
Advanced Artificial Intelligence



For a listing of recent titles in the  
Artech House Microwave Library, 

turn to the back of this book.



Chipless RFID Systems Using  
Advanced Artificial Intelligence

Larry M. Arjomandi

Nemai Chandra Karmakar



Library of Congress Cataloging-in-Publication Data
A catalog record for this book is available from the U.S. Library of Con-
gress.

British Library Cataloguing in Publication Data
A catalog record for this book is available from the British Library.

ISBN-13:  978-1-63081-948-4

Cover design by Andy Meaden Creative

© 2023 Artech House

All rights reserved. Printed and bound in the United States of America. 
No part of this book may be reproduced or utilized in any form or by 
any means, electronic or mechanical, including photocopying, record-
ing, or by any information storage and retrieval system, without per-
mission in writing from the publisher.

All terms mentioned in this book that are known to be trademarks 
or service marks have been appropriately capitalized. Artech House 
cannot attest to the accuracy of this information. Use of a term in this 
book should not be regarded as affecting the validity of any trademark 
or service mark.

10 9 8 7 6 5 4 3 2 1



v

Contents

Preface    xi

1
Introduction    1

1.1  Overview Model of RFID    2

1.2  Different Types of RFID     3

1.3  Different Types of Chipless RFID    4

1.4  Market Aspects for Chipless RFID     8

1.5  RFID Frequency Spectrum    9

1.6  Challenges in Implementing Chipless RFID in the mm-Wave 
Spectrum    11

1.7  Book Outline    15

References    16

2
Chipless Tag Design    19

2.1  Introduction    19

2.2  Chipless RFID Tags    22

2.2.1  Time-Domain Tags    22



vi	 Contents

2.2.2  Frequency-Domain Tags    24

2.2.3  Image-Based Tags    25

2.2.4   Letter-Based Tags    28

2.2.5  Screen Printing for the Chipless Tags    33

2.2.6  Screen Printing Experimental Observations    34

 2.3  Letter-Based Tag Design    37

2.3.1   Effect of Substrate on Backscattered Signal    37

2.3.2  Encoding Capacity Considerations    39

2.3.3  Tag Design Based on the Peyote Alphabet    40

2.3.4  Peyote Tag Frequency Response    42

2.4  Backscattering Theory and RCS Calculations    43

2.5  Tag Performance Simulations    49

2.5.1   Tag Design Improvement    51

2.5.2  Discussion of the Results    52

2.6   Tag Response Measurements    56

2.7  Conclusions    59

2.8  Tag Design Questions and Answers    60

References    61

3
Chipless Reader Design    67

3.1  Introduction    67

3.2  Chipless RFID Readers    70

3.2.1  Frequency-Based Readers    70

3.2.2  Image-Based Readers    71

3.3  A 60-GHz System Block Diagram    72

3.3.1  Maximum Reader Power and Link Budget Calculations    73

3.3.2  Maximum Reading Distance Calculations    75

3.4  60-GHz TX/RX Boards    77



	 Chipless RFID Systems Using Advanced Artificial Intelligence	 vii

3.5  Designing and Integration: RF, IF, Controller,  
and Peripheral Circuits    78

3.5.1  60-GHz Transmitter/Receiver    80

3.5.2  Local Voltage-Controlled Oscillator    87

3.5.3  Gain/Phase Comparator    89

3.5.4  Digital Control Board    92

3.5.5  Peripheral Circuits    97

3.6  Reader Characterization    100

3.6.1  Scanning Time and Frequency Resolution Calculations    100

3.6.2  RCS Calibrations    102

3.7  Conclusions    104

3.8  Chipless Reader Questions and Answers    105

References    109

4
Tag Decoding    113

4.1  Introduction    113

4.2  Machine Learning and Pattern Recognition    115

4.2.1  Tag Decoding Using Feedforward Networks and Backpropagation    116

4.2.2  Feedforward Concept    117

4.2.3  Support Vector Machines    120

4.2.4  KNN as a Lazy Learner    120

4.2.5  Decision Trees Ensembles    123

4.2.6  Deep Learning Methods and Frameworks    124

4.2.7  Machine Learning in Chipless RFID and the Gaps    126

4.3  Data Collection Methodology    126

4.3.1  Data Collection in the Simulations    128

4.3.2  Data Collection in the Experiments    130

4.4  Using Feedforward Networks    131

4.4.1  Feedforward Network Results    132



viii	 Contents

4.5  Using Pattern Recognition Methods    135

4.5.1  Pattern Recognizer Results    137

4.6  Using CW-SLAR Imaging    142

4.6.1  One-Port VNA    147

4.6.2  Two-Port Reader    150

4.6.3  Computational Costs    150

4.6.4  Tag Imaging and Experimental Results    151

4.7  A Reliable Tag Decoder Architecture    153

4.8  Conclusions    155

4.9  Chipless Tag Decoding Questions and Answers    156

References    157

5
Cloud-Based Deep Learning    163

5.1   Introduction    163

5.2  Cloud Computing Considerations    164

5.2.1  Cloud Computing Challenges    167

5.3  Cloud Computing Hardware Architecture    169

5.3.1  IaaS Model    170

5.3.2  SaaS Model    171

5.4  Deep Learner in Action    173

5.4.1  2-D Image Representation of 1-D Frequency Data    173

5.4.2  Data Augmentation    174

5.4.3  Deep Learner Structure    176

5.4.4  Deep Learning Results    177

5.5  A Reliable Reader Based on Cloud Deep Learning    178

5.6  Conclusions    182

5.7  Cloud-Based Deep Learning Questions and Answers    183

References    184



	 Chipless RFID Systems Using Advanced Artificial Intelligence	 ix

6
Conclusions    187

6.1  Conclusions    187

6.2  Fulfilling Research Goals    190

6.3  Recommendations for Future Work    191

References    191

Appendix A 
Code Listing    193

Appendix B 
PCB Layout    205

List of Acronyms    207

About the Authors    213

Index    215





xi

Preface

When I was a student at Ferdowsi University of Mashhad I was 
passionate to learn about neural networks and microwave tech-
nology. I visited several research facilities across the nation in 
search of a trustworthy microwave simulation program. In one of 
these research facilities, I saw the CNL2 simulation software from 
Artech House books. I put together a letter and sent it by snail mail 
to the publisher, requesting an evaluation copy. To my amazement, 
Artech House sent me a floppy disk with the CNL2 demo on it. It 
greatly aided me in finishing my master’s thesis.

The years passed, and I chose to pursue a PhD after becom-
ing a senior engineer. I approached an Artech House editor at an 
international conference to see if they might publish my study, and 
they said yes. This is where the inspiration for this book’s narrative 
began.

I wanted to make the reader’s task easier when I began to 
compose this book. Instead of using tedious pure engineering 
mathematical formulas, I placed more focus on the application 
method in this work. 

The book’s major objective is to give readers—both practic-
ing engineers and engineering students—modular design thinking 
and problem-solving abilities to help them with cutting-edge ap-
plications in the chipless RFID field. A wide range of applications 
in signal processing, digital electronics design, wireless sensor 
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design, and the incorporation of machine learning into routine en-
gineering processes are covered by the methodology presented in 
the book.

The reader’s opinions, inquiries, and recommendations will 
be greatly welcomed. Please don’t hesitate to get in touch by email 
at m.arjomandi@gmail.com.

Larry Arjomandi 
January 2023
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1
Introduction

The Internet of Things (IoT) is a real phenomenon around us, with 
more and more intelligent devices interconnected and managed by 
the internet. These “things” or “objects” are identified by various 
means and their data is processed, normally without human inter-
action. IoT can make the world more visible for everyone: a world 
where every product can be uniquely traced and analyzed. A shoe 
manufacturer would know where their products are all around 
the globe, how long they are used by consumers, and when and 
how they are recycled. Consumers would benefit from automated 
counterfeiting checks to ensure purchased goods are not knockoffs 
[1, 2]. A piece of clothing would interact with the washing machine 
and ask for a particular wash cycle setting [3]. And in general, theft 
would be a problem of the past because every product could be 
traced and located [4]. As well, the final consumer of a particular 
medicine could be determined from the location where the medi-
cine container is opened, and the effect of the medicine could be 
measured on the patient as the bathroom analyzes and reports on 
the wastewater contents.

For the IoT to operate, there are many technologies to read 
and process the data, including visible bar codes, �radio frequency 
identification (RFID), and biometric information readers such as 
fingerprint, face, and voice recognition. In all of these techniques, 
a transducer converts the analog data (such as the tag’s frequency 
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response data in the RFID or the face captured in the cell phone) 
to the digital form. This digitized data is then processed by a local 
processor (or remotely by a cloud processor) or stored in a data-
base for the later use.

RFID technology is used as a part of wider IoT for tracking 
livestock, tracking products in factory assembly lines, and for 
many other applications. The RFID’s means of capturing data is by 
using electromagnetic waves. This technology does not require a 
line of sight (LoS), which allows the RFID tags to be perfectly em-
bedded inside of objects. This makes RFID tags better in manag-
ing shoplifting problems compared to optical barcodes as the tags 
are not necessarily visible and therefore have less chance of being 
tampered with. RFID tags attached to products during the manu-
facturing phase are not only stopping shoplifters and employees 
attempting to leave a store with stolen items, but they also provide 
meaningful data for lost items from factory to sale. As well, com-
pared to visible bar codes or quick response (QR) codes, RFID tags 
also have a longer reading range, and an automatic readout can be 
done for real-time tracking without human intervention.

RFID applications are spread throughout many different mar-
kets and industries, including livestock identification and auto-
mated vehicle identification (AVI) systems, because of their capa-
bility to trace objects on the move. In manufacturing lines, where 
other identification methods fail during the rough and constant 
handling environment, RFID is able to track the items to the end 
of the process. 

In this introduction chapter a brief description of the different 
parts of an RFID system and their characteristics is presented and 
problems identified in current practices.

1.1  Overview Model of RFID

The overall view of an RFID system is shown in Figure 1.1. It fol-
lows the general idea of the IoT: a reader (transducer) sends an 
interrogation signal to the tag, and the back scattered signal is cap-
tured by the reader. This received signal then is converted to the 
digital form using a high-speed analog-to-digital converter (ADC). 
This digitized data is then sent to a local processor (or a remote 
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cloud processor) for processing or is stored in a database for any 
further analysis.

1.2  Different Types of RFID 

As previously said, any RFID system has three components: tags, 
a reader, and some decoding algorithms in the host. The evolu-
tion of RFID is interesting: the first RFID system was introduced in 
the 1940s during the last years of World War II [5]. The Germans 
knew that the radar reflection of an airplane is different once the 
airplane is rolling, so they asked their pilots to roll the planes be-
fore landing as a signal of being friendly. This was the first passive 
RFID tag system. British scientists expanded that exciting idea in a 
secret project under Watson-Watt’s supervision. A transmitter was 
placed on each British plane, which was quiet until it received the 
ground station radar signals. The transmitter then began broad-
casting a signal back to show the identification of the airplane as 
friendly. This was the first active RFID tag system [6].

Figure 1.2 illustrates the different types of RFID tags. RFID 
tags can be chipped or chipless. Chipped tags can be active/semi-
active or passive. The chipped RFID tags contain application spe-
cific integrated circuits (ASIC) chipsets and they are powered up 

Figure 1.1  The RFID system working overview. The system has three main compo-
nents: tags, a reader, and detection algorithms. The local/cloud host in this picture is 

normally integrated into the reader itself.
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by either an onboard battery in the active/semiactive tags or by 
the interrogation signal energy in the passive tags. An example 
of an active tag is your contactless credit card, where the chipset 
is powered by the electromagnetic energy generated by the card 
reader. The chipped tags respond to the readers by their commu-
nication protocols and reveal their encoded data. The other type 
are chipless tags. Chipless RFID tags are simply printed metallic 
patterns and contain no chipset. Chipless tags are all passive [7, 8]. 
An illustration of chipped and chipless tags is shown in Figure 1.3.

The absence of any smart elements in the chipless tags makes 
the design of their readers much more challenging compared to 
their chipped tag reader counterparts. The chipless tag detection 
on the reader side is based on the fact that tags act as backscatters 
and data encoders simultaneously. Based on the detection method, 
this backscattered signal is being processed and the tag’s data is 
extracted. Chipless tag design should consider three factors: maxi-
mum backscatter reflection, maximum data encoding, and sym-
metrical design. These areas are covered in detail in Chapter 2, 
where the design aspects of the tags are discussed.

1.3  Different Types of Chipless RFID

As per Figure 1.2, based on the detection method of the backscat-
tered signal, chipless RFID is classified into the four main catego-
ries: time-based, image-based, frequency-based, and other mixed 
(or hybrid) domains, such as polarization-phase or space-frequen-
cy [8, 11, 12].

Figure 1.2  Different types of RFID tags at a glance. Our focus in this book will be 
frequency-domain and image-based tags, indicated in red.
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In the time-domain method, a sharp pulse is sent to the tag. 
The tag substrate is typically made of piezoelectric material, and 
an interdigital transducer (IDT) is used to transform the electro-
magnetic pulse into a surface acoustic wave (SAW). This SAW 
goes through some discontinuities in the tag’s surface, which cre-
ates some different delays in the response. The return SAW is then 
converted back to an electromagnetic wave using IDT. This signal 

Figure 1.3  An example of (a) chipped [9] and (b) chipless tags [10]. The coil in (a) 
amplifies the received signal and powers up the chip. The printed circles in (b) act like 
an antenna in the specific range of interest, and the small coils represent the encoded 

bits by making cavities in the frequency response. (Printed with permission.)
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has therefore some train of delayed pulses that correspond to the 
position of those discontinuities in the tag’s surface. Figure 1.4 il-
lustrates a time-domain tag based on SAW substrate [8, 13].

Because of the time delay nature, the time domain method 
has more robustness in harsh environments, such as in railroad 
cars, compared to the other methods [14, 15]. Harsh environments 
for the chipless RFID here are places with lots of metal surround-
ings or moving objects. The time domain tags however need ex-
pensive SAW substrates and the reader is required to make and 
detect sharp narrow pulses with very fast ADCs. 

In the frequency (or phase) domain method, the reader sends 
a broadband signal to the tag and “listens” to the echoes. The at-
tenuation or cavities in the response signals indicate the presence 
of the encoded data in the tag. Frequency domain methods are by 
far the most commonly used ones and are the easiest to imple-
ment in the reader side. There are a few problems with frequency 
domain methods, however. If the substrate is not appropriate for 
the microwave or mm-wave frequency spectrum (like using ge-
neric papers or plastics as the tag’s substrate), the Q-factor in the 

Figure 1.4  A time-domain tag based on SAW substrate. The tag consists of IDTs plus 
an antenna, and a few reflectors that act as encoders. The tag’s surface is normally 
piezoelectric or diamond. Each reflector creates a delay in the nanosecond order, as 

shown by the reflected signal.
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frequency response is not high, which results in reading difficul-
ties and restricts the detectable bits and reading range. Changing 
the angle and distance of the reader to the tag results in a change 
in the frequency response. Putting a few tags together also shifts 
the frequency response of the individual tags. Figure 1.5 shows a 
frequency-based tag, which is widely used in this book.

In the image-based method, which is mainly based on �syn-
thetic aperture radar (SAR) technology [16], successive scanning 
is normally used to illuminate the tag in a two-dimensional (2-D) 
image. The tag is placed in a linear rail in front of the reader and 
its position changes as the linear rail moves. For each tag/reader 
position, the reader sends a pulse or a broadband signal and the re-
sultant backscatter echoes are captured. Based on the relative posi-
tion/angle of the reader to the tag, these backscattered signals are 
processed to make a high-resolution 2-D image of the tag. Instead 
of linear rail SAR, sometimes the tag is rotated in a fixed distance 
from the reader. This is similar to inverse synthetic aperture radar 
(iSAR) in radar applications. An alternative of physical movements 
for the tags and reader is using multiple-input-multiple-output 
(MIMO) technique, in which many real (or virtual) transmitters 
and receivers are implemented.

As the image-based methods produce a 2-D image of the 
tag, their decoding capacity is potentially higher than the other 
methods, and many well-developed image processing techniques 
are available for recognition and interpretation of the tag’s data. 

Figure 1.5  Sample of an alphanumerical chipless tag printed on a plastic substrate. 
Depending on the detection methods, these tags can be considered as frequency- or 

image-based tags.
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However, image-based methods need high-precision rails in the 
SAR mode, many frequency band captures in different angles in 
the iSAR mode [17, 18], or a number of transmitters and receivers 
in the MIMO mode [14, 19, 20]. Their implementation is therefore 
more expensive and computation costs are higher once compared 
to the time or frequency methods. 

Chemical tags are sensitive to the condition changes on their 
surroundings. The condition can be something like temperature or 
smell in perishable food. These tags may be used for storage of a 
few data encoded bits in the presence or absence of certain chemi-
cals. Chemical tags are normally referred to as sensors. We will go 
into more details of frequency and image-based tags in Chapter 2.

1.4  Market Aspects for Chipless RFID 

In the RFID domain, chipless tags have the advantage of being 
very cheap (less than a cent) and printable on different substrates. 
This includes printing on hard substrates (like �printed circuit 
board (PCB), Taconic, and FR-4), plastic substrates (such as poly-
ester), and, recently, on plain paper [21] or on paper with a thin 
layer of plastic cover (flexography) [22, 23]. Therefore, much like 
bar codes, chipless RFID tags cost very little and they can be placed 
and printed onto any item [12].

Chipped tags cost less than 10 cents for quantity orders of 
one million, and as stated above, chipless are less than a cent for 
100,000 or more ordering quantities [24]. If data handling is the 
primary focus, chipped tags are usually best, and if certain physi-
cal properties (like sensing aspects) or the tag price is important, 
chipless tags are often prioritized. However, other factors, such as 
security, environment noise, and reading distance are also impor-
tant in deciding which type of tag to use.

Figure 1.6 shows the forecast trend for both the whole RFID 
and chipless RFID markets, with an increasing trend of about 33% 
per year for the chipless RFID. While the total current (2018) mar-
ket for RFID is around 20 billion U.S. dollars, chipless RFID has 
a share of 6.4 billion dollars, and growth estimation expects it to 
reach 11 billion dollars (red line) by 2020. This market value in-
cludes chipless tags, readers, and their accessories [24, 25].
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1.5  RFID Frequency Spectrum

For RFID, the �industrial, scientific, and medical (ISM) band can 
be used. The ISM radio bands are portions of the frequency spec-
trum reserved internationally for industrial, scientific, and medical 
purposes. The original intention of the ISM band allocation was to 
exclude applications in telecommunications, but as those bands do 
not require licenses, more and more communication-based appli-
cations are using this spectrum. These include near-field commu-
nications (NFC), Wireless Fidelity (Wi-Fi), and Bluetooth applica-
tions. As a general rule, the ISM spectrum is becoming smaller to 
open up space for the data-hungry application of the fifth genera-
tion of cellular networks (5G) in many countries [26].

At the higher side of the ISM band, there will be less inter-
ference expected as communications become more point-to-point 
and the behavior of the wave gets closer to the infrared spectrum. 
A wavelength between 1 and 10 mm (30–300 GHz) is called a mm-
wave. In this spectrum, the frequency bands of 57–64 GHz and 
244–246 GHz comprise the ISM band, so no licensing is needed for 
radio-location applications, including RFID. The availability of the 
57–64 GHz spectrum is subject to local acceptance. In the United 

Figure 1.6  Projected global RFID market growth. Note that COVID-19 pandemic ef-
fects have not been considered.
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States, only 61–61.5 GHz is available for the ISM application. In 
Australia, the whole spectrum is currently free for point-to-point 
communications [27].

There are a variety of uses for mm-wave spectrum, especial-
ly at the 60-GHz band. For RFID, the other applications that use 
this spectrum are considered to be noise. The main possible noise 
sources for RFID in this band are those from radio broadcasting 
(the IEEE 802.11ad protocol is licensed for Wireless Gigabit (Wi-
Gig) [28]) and cellular phone backbone transmissions for mobile 
telecommunication links. The main attenuators of this band are at-
mospheric absorption caused by water vapor and oxygen, as seen 
in Figure 1.7 [29–31]. Path loss air attenuation is a serious limita-
tion factor in the mm-wave band compared to lower frequencies 
commonly used for chipless RFID. As will be explained in Chapter 

Figure 1.7  The main attenuators in mm-waves are water vapor and oxygen, with up 
to 10 dB/km for 60 GHz [29]. The attenuation graph is for moist air (101 kPa). The 
attenuation peaks around 60 and 120 GHz are caused by oxygen, and the rest of the 

peaks are due to water vapor.
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3, the air attenuation in the 60-GHz spectrum is more than 10 times 
higher compared to the 25-GHz spectrum and 30 dB higher than 
the 6-GHz ultrawideband (UWB) spectrum for the same reader-to-
tag distances.

The penetration depth and surface effects of the mm-wave 
band is also important. Because the wavelengths of mm-waves are 
large compared to natural and synthetic fibers, mm-waves tend to 
pass through most materials, such as clothing, plastic, and papers, 
and have deeper dielectric penetration. This makes mm-wave 
spectrum an ideal candidate for scanning technologies as they can 
achieve higher resolutions [32].

Implementing chipless RFID in the 60-GHz ISM band has its 
own advantages and disadvantages. The advantages are higher 
bits per tag’s footprint, or equivalently, lower tag size for any spe-
cific data, miniature reader components, and antennas, ability to 
use more directive reader antenna arrays with narrower beam-
widths, and higher gain, and hence less tag collision problems. 
The disadvantages are more attenuation in air and substances as 
it gets closer to the infrared spectrum (700 nm to 1 mm), and more 
complicated circuits.

This book addresses the practical challenges in implement-
ing and detecting printed tags in mm-wave. These challenges are 
described next.

1.6  Challenges in Implementing Chipless RFID in the mm-Wave Spectrum

There are many challenging issues for implementing chipless RFID 
tags and reader systems in the mm-wave in real-world scenarios. 
These issues are explored below.

• Detecting chipless tags in low-cost substrates is challenging. 
Frequency and image-based systems depend on the tag 
resonances. The microwave substrates (such as Taconic and 
Rogers) provide higher backscatter reflections and less ab-
sorption, but those substrates are neither flexible enough 
nor cheap. In this book, we examine the screen printing tech-
nique used on plastic substrate for making chipless RFID 
tags, which results in fewer backscattering signals compared 
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to the microwave substrates, so tag detection and decoding 
is much more challenging.

• Letter tags on plastic substrates have low Q-factors. There are a 
few advantages in using alphanumerical tags (i.e., tags that 
are represented by letters and numbers). Letters and alpha-
bets have already been used as chipless RFID tags in the fre-
quency domain [33–35], but they were mainly developed for 
single-letter tags with limited encoding capacities, and they 
are not used in the mm-wave frequency range on printable 
materials.

• Decoding a chipless tag in different angles/distances is not always 
possible. Chipless tags are perfectly decoded in the following 
ideal conditions: if the distance and background noise are 
controlled thoroughly (such as inside anechoic chambers), 
and if the reading conditions are kept the same. In practice, 
however, changing the relative tag-to-reader distance and 
angle makes decoding hard in a dynamic environment be-
cause there will always be shifts in the frequency response 
and changes in the amplitude and phase. This is a common 
problem for all types of chipless tags regardless of their de-
tection methods.

• Chipless tag misdetection is a real issue. Although current read-
ers have an acceptable level of detection, there is always a 
possibility that the system will misdetect a tag. This simply 
means the reported tag identification (tagID) by the reader 
is wrong. This is quite a dangerous situation in sensitive ar-
eas such as finance and grocery stores. The problem comes 
from the fact that a chipless tag is simply a piece of printed 
conductive on a dielectric material and does not have any 
smart elements, and therefore there is no error correction 
handshake signaling between the tag and the reader.

• Hardware implementation at 60 GHz becomes challenging. The 
higher the frequency, the more difficult it is to work with 
radio frequency (RF) components. As an engineering ap-
proach, using a modular system is recommended, which 
enables the designer to evaluate each receiver section inde-
pendently before going ahead to connect them in a circuit. 
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The modular design procedure also reduces the design and 
troubleshooting time significantly.

• Machine learning (ML) needs higher computations costs. ML 
needs massive amounts of data to learn and generally has 
higher computation costs compared to traditional chipless 
readers. Data should be kept safe but also has to be shared 
with other readers if needed. Cloud storage/computing is an 
answer to all of these challenges, as will be described later.

As we will see in Chapter 4, the detection method in this book 
is based on pattern recognition and machine learning, which re-
quires massive datasets for the training, testing, and verification 
phases. A large combination of different tags can be made by dif-
ferent combinations of individual alphanumeric tags (so a letter 
tag of “5ENST” has a different frequency response to “ES5ET”). 
Another advantage of using letters in this particular application 
comes down to reader hardware architecture. The proposed reader 
in Chapter 3 uses separated transmitter (Tx) and receiver (Rx) an-
tennas (bistatic) in a cross-polar configuration. This configuration 
provides the advantage of suppressing copolar waves, but at the 
same time, the tags need to have components in both the x- and y-
directions, as otherwise no cross-polarization scattering reflection 
is possible. Letters normally have components in both polariza-
tions. And last but not least, letters are human- and machine-rec-
ognition friendly. This feature is quite important in a tag’s double 
decoding verification, which is covered in Chapter 5.

Figure 1.8 shows a generic response of the typical low-cost tag. 
Detecting these highly underdumped resonant frequencies is dif-
ficult and also lowers the encoding bits in the frequency response. 
In general, for a specific bandwidth and detection algorithm, the 
higher the Q-factor the more encoding capacity there is. Using let-
ters on paper and plastic substrates can lead to very low Q-factors 
and therefore less encoded bits in the frequency response.

Table 1.1 summarizes the current challenges in both frequen-
cy and image-based tags and their proposed remedies. The follow-
ing section presents the approaches to mitigate these challenges.
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Figure 1.8  Chipless tags on paper and plastic substrates have low-Q resonator re-
sponses. The sharper the null in the frequency response, the higher the Q factor.

Table 1.1 
Challenges in the Chipless RFID Domain and Their Proposed Solutions in This Book 

Challenges Details Proposed Solutions
1. Tag detection Not enough backscatter 

signal from the letter 
plastic tag

Use 5-letter tags to increase RCS. 
Alphanumeric tags can be also better
detected in cross-polarization modes, 
where the aim is to suppress in-band 
inteference (Chapter 2)

2. Data encoding Fewer data can be stored 
in plastic tags as Q-factor 
is low

Tags are detected by their difference in 
the response patterns not their nulls. 
Letter-based optimization is done to 
make tags more distinguishable. A 6 
bits/cm2 capacity per letter, or 30 bits 
for 5-letter tag is expected
(Chapter 2)

3. Orientation insensitivity Letter tags are not 
symmetrical

Using ML helps with mis-orientation 
reading (Chapter 4)

4. Mis-decoding tagIDs might be decoded 
wrongly

Using two parallel decoding methods: 
image-based and frequency-space 
pattern recognition will reduce 
detection errors (Chapter 4)

5. 60-GHz reader hardware RF design in mm-wave is 
difficult

Using a modular hardware design 
approach (Chapter 3)

6. Expensive processing 
and data storage per 
reader

ML and image processing 
need powerful computers, 
and data sharing between 
readers is essential

Using cloud storage/computing to 
share the data between readers and 
reduce processing cost per device 
(Chapter 5)



	���������������������������������������������������������������  Chipless RFID Systems Using Advanced Artificial Intelligence��� 	 15

1.7  Book Outline

The book is divided into six chapters.
This chapter has listed the current problems in the chipless 

RFID domain by focusing on the 60-GHz spectrum, introduced the 
relevant research questions, and has made the goal of this book as 
using intelligent techniques in the tag decoding phase.

Chapter 2 describes the first part of the system, designing chi-
pless tags in the mm-wave spectrum. After a short introduction, 
the design approach to letter-based tags, including backscatter-
ing theory and efficient tag designs, are discussed. This includes 
explanation of the tag’s orientation dependency and data encod-
ing capacity. Simulations are introduced for optimizing individual 
letter responses and choosing the best-performing combination of 
letters. RCS analysis and tag post-optimization are discussed. The 
findings are outlined in the conclusion.

Chapter 3 describes the second part of the system, the modular 
designed reader. After the introduction, the most important design 
considerations are highlighted, namely, link budget and calculat-
ing the maximum radiation power and reading distance, as these 
have the biggest impact on designing RF parts. After selecting the 
60-GHz module, the chapter describes different components of the 
design. These include digital controlling board components, lo-
cal oscillator (LO), and peripherals such as linear rail controllers 
and keyboards. For those modules, the integration problems are 
identified and solution steps are discussed. After integration of the 
whole board, final parameters of the system are discussed, which 
are the scanning time, frequency resolutions, and reader calibra-
tion. The chapter concludes with some brief results of the technical 
difficulties and possible improvements.

Chapter 4 is about using artificial intelligence (AI) and side-
looking airborne radar (SLAR) implementation for the third part of 
the system, which is tag detection and decoding the tag’s encoded 
data. Tag decoding techniques are closely related to the type of 
chipless tag developed in Chapter 2. This chapter starts with an 
introduction section, describes how system-level decoding simu-
lations are carried out in MATLAB® and CST®, and how the ex-
perimental method is done for data collection. The AI decoding 
techniques start with feedforwarding networks and expand to re-
cent pattern recognizers such as k-nearest neighbors (KNNs) and 
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support vector machines (SVMs). This chapter also addresses the 
main problem of chipless RFID decoding, which is uncertainty of 
the results and misdecoding. A method of SLAR is developed in 
the next section to make a low-resolution image of the tag, which 
is combined with pattern classifiers to lower the misdecoding rate. 
The chapter ends with conclusions about both methods.

Chapter 5 describes expanding the capability of the reader 
developed in Chapter 3 and the decoding algorithms in Chapter 
4. After an introduction, the overall architecture of the proposed 
cloud system is described, with the methodology and deep-learn-
ing architecture.

Chapter 6 summarizes the methods of the enhanced alpha-
betic tag designs in Chapter 2, the reader in Chapter 3, and algo-
rithms in Chapters 4 and 5.

To make it easier to grasp the concept in simple terms, every 
chapter ends with an informal question and answer section. These 
were questions that came to us as we developed each chapter.
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2
Chipless Tag Design

2.1  Introduction

Chipless RFID tags are the first part of any RFID system. In this 
chapter, we go through the design concepts and implementation of 
mm-wave chipless tags. Figure 2.1 shows a simplified illustration 
of a chipless RFID system.

There are five major considerations for designing tags in the 
microwave and mm-wave:

• Having maximum backscatter;

• Having high encoding capacity;

• Using cheap substrate and printing techniques (the final tag 
price should be far less than a cent);

• Tag flexibility;

• Symmetrical design (for orientation-insensitive tag reading).

Chipless tag detection is based on a backscattered signal 
from the tag to the reader, and if the signal level is below a certain 
threshold compared to the surrounding area, the tag might not be 
detected. Encoding capacity is normally defined as number of bits 
in each cm2, which should be as high as possible. Having a cheap 
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and flexible substrate and printing technique to make cheap tags in 
high volume is a big requirement. A tag’s flexibility by itself is also 
not dealt with in much of the research, but it is a main requirement 
in some applications in the real world. Having tags with a sym-
metrical design results in the same frequency response once the 
tag is read from different angles perpendicular to the tag’s plane.

It is very important to note that all passive tags (tags that rely 
on reader power) suffer from the reading angle blindness prob-
lem as well. This means that the received backscatter signal will be 
highly attenuated if the reader view angle to the tag is not perpen-
dicular. An illustration of this concept is shown in Figure 2.2. The 
plot of Figure 2.2(b) is based on the assumption that the tag has no 
grounding plane in the back of the tag. Although having a ground-
ing plane is useful to reduce electromagnetic interference (EMI) 
and cross talk and results in higher-Q nulls, it has the disadvantage 
of the tag not being readable in some angles if the reader is facing 
the tag’s ground plane. The code for the plot in Figure 2.2(b) is 
available from the authors’ repository [1].

Conventional tags and ones available in the literature and 
market [2–5] cannot achieve all of the desired requirements at 
once but involve a compromise between tag cost, encoding ca-
pacity, size, and symmetrical design. In this chapter, we first go 
through the details of different chipless tags, and then introduce a 
new design method for chipless tags in the frequency (and image) 
domains. Our frequency tags are designed based on letters and 
symbols (alphanumerical), and will be part of a bigger RFID sys-
tem that uses AI for decoding. The main goal is to use cheap and 
flexible substrates such as plastic and paper for mm-wave chipless 
RFID tag design with a target of obtaining a subcent price tag. This 
chapter demonstrates the design procedure for the letters so that 

Figure 2.1  A simplified illustration of a chipless RFID system. Chipless tags, the focus 
of this chapter, act as backscatters and data encoders simultaneously.
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Figure 2.2  An illustration of angular sensitivity in RFID systems. In (a), the reader 
is shown perpendicular to the tag. If the tag rotates along the x-axis as shown by (a), 
the backscattered signal from the tag to the reader will have an attenuation similar to 
the measured pattern illustrated by (b). The attenuation values shown are typical for 
tags with no ground planes [1]. The tag has no ground plane; otherwise the received 

data from the tag between 90° toward 270° would be almost unreadable.
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desired backscatter frequency response is achieved from the tag 
while enough backscatter signal and encoding capacity is assured.

The chapter is organized as follows: After this introduction, 
Section 2.2 reviews different tag categories, such as time-domain, 
frequency-domain, and image-based. Since this book is based on 
alphanumerical tags, this review will include letter-based tags and 
their printing techniques as well. Section 2.3 discusses the alphanu-
merical tags, including their encoding capacity and frequency re-
sponse. A bit of handful backscattering theory and radar cross sec-
tion (RCS) is discussed in Section 2.4, as these will be needed later 
for calibration purposes in the next chapter. Section 2.5 discusses 
the simulation procedure for alphanumerical tags, and their experi-
mental results are shared in Section 2.6, followed by the conclusion.

2.2  Chipless RFID Tags

As mentioned before, the chipless tag detection on the reader side 
is based on the fact that tags act simultaneously as backscatters 
and data encoders. Based on the detection method, this backscat-
tered signal is processed and the tag’s data is extracted.

As shown in Figure 1.2, there are four categories of chipless 
tags: time-domain, frequency-domain, image-based, and chemi-
cal [6]. There are also hybrid tags, which are combinations of these 
methods, such as phase deviation-frequency [7], impedance-load-
ing [8], polarization-phase, or space-frequency [2]. Chemical tags 
are not as common as the other types. Since chipless tags are still in 
the inception and development phases, there is no standard avail-
able for these types of tags. The only commercially successful chi-
pless tags are SAW tags in the time-domain tags category, which is 
described in the following section, along with the other two main 
categories of tags, highlighting their advantages and disadvantages.

2.2.1  Time-Domain Tags

In time-domain tags, which are also referred to as time-domain re-
flectometry (TDR) tags, the tag reflects the incoming wave through 
some discontinuities or delays. The return signal from the tag has 
some trains of delayed pulses that correspond to the position of 
these discontinuities [9, 10]. SAW tags fit into this category. Figure 



	���������������������������������������������������������������  Chipless RFID Systems Using Advanced Artificial Intelligence��� 	 23

2.3 shows a schematic of a typical SAW tag. These tags consist of 
an IDT plus an antenna, piezoelectric (or diamond) surfaces [11], 
and a few reflectors that act as the encoders. The IDT structures at-
tach to the piezoelectric substrates and convert electrical signals to 
mechanical vibrations and vice versa. The slot size for every bit is 
limited by the time difference the reader can distinguish between 
consecutive received pulses (25 ns in this case) [12].

There are several ways to encode data in time-domain SAW 
tags [13]. In on-off keying (OOK) modulation, for example, the re-
flection comes from capacitive impedance mismatches. The pres-
ence or absence of signals within a predetermined duration of time 
is considered as 0 or 1. In the pulse position modulation (PPM) 
technique, n-bit encoding is achieved by dividing each time slot 
into 2n pulse positions.

Although time-domain chipless RFID is a well-known con-
cept, it is plagued with technical difficulties such as an inability to 

Figure 2.3  Time-position encoding in SAW substrates. The bytes (4 bits) are separat-
ed by an empty bit, as shown in blue. Each time slot creates a 25-nS delay, and 1s and 

0s are represented by the presence or absence, respectively, of a metal bar.
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make a sharp-edge interrogation signal in the reader, very rapid 
sampling rate requirements in A/D converters, and the need for 
UWB active and passive components. The SAW substrate is also 
too expensive for mass production of chipless tags.

2.2.2  Frequency-Domain Tags

The main purpose of frequency (or phase) domain tags is to pro-
duce resonant frequencies (or shifts in the phase) that are suitable 
for data encoding. In the frequency domain, the RFID reader sends 
a broadband signal, a chirp, or several distinct continuous wave 
(CW) frequencies, and listens to the echoes from the tag. The at-
tenuated or missing information in the response signal indicates 
the presence of encoded data bits. This happens because the infor-
mation is stored in the frequency signatures or resonant cavities. 
Frequency-based tags are so common that almost every tag not in 
the time domain will fall into this category.

As with time domain, there are many tag designs within the 
frequency domain. Space-filling tags, which use Peano or Hilbert 
curves to fill out gaps to reach to lower resonant frequencies in a 
smaller footprint [14], and spiral resonator tags, which are com-
posites of a spiral passive filter and two monopole antennas [15], 
are examples of tags using the frequency domain.

Frequency-domain tags are the most prevalent type found in 
the chipless RFID arena. This is because of the simplicity of both 
the tags and the readers. Their disadvantages are substrate costs, 
lower Q-factor that reduces number of encoded bits, and frequen-
cy and amplitude change if the relative position of the tag to the 
reader changes. Figure 2.4 shows an example of frequency tag re-
sponse. Higher Q-factors nulls and peaks result in more bits to be 
detected in any determined frequency range.

We present a few samples of frequency-based tags. Figure 2.5 
shows a circular patch with slot resonators. Circular patch tags 
have the advantage of orientation/rotation independency from 
the reader to the tag. Moreover, the dominant spurious frequency 
of the circular patch is their third harmonic, in contrast to the ma-
jority of the frequency tags that have dominant second harmonics 
[16]. The fundamental resonant frequency of a circular patch with 
radius r is given by [17]:
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where h is the height of the substrate. In addition, putting two 
symmetrical quarter-length slots within the circular tags makes an 
extra bit [19]. To make more bits, more circular patches with dif-
ferent radii can be used, and/or more quarter-length added slots 
within circles.

2.2.3  Image-Based Tags

Although the technology for image-based tags is derived from 
SAR, which dates back to the 1950s, it is considered a new method 
in the chipless RFID domain. The concept of image-based tags is 
similar to airborne radars, where successive pulses are used to il-
luminate the target. The reader (radar) position changes compared 
to the tag (target) in a linear line. The resultant echoes from the 
tag are processed based on the relative position and angle of the 
reader to the tag to make an image of the tag. The resultant image 

Figure 2.4  A typical response of the tag in the frequency domain, with high-Q and 
low-Q nulls (encoded bits).
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resolution depends on the antenna’s aperture size. This aperture 
size can become smaller using MIMO antennas and the concept of 
virtual aperture [21, 22]. A resolution of a few millimeters for air-
borne earth images was reported using this technology [23].

Image-based tags are basically image-friendly frequency-
based tags that are scanned in a few angles. There are not many 
known image-based tags available in the literature, but two can be 

Figure 2.5  (a) A 2-bits quarter-wavelength slots circular patch with their typical 
planar incident wave perpendicular to the tag’s surface response of (b). The radius of 
the patch and the length of the “d” slot in (a) are the causes of the two nulls in (b) 

[16, 19, 20].
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found in the following: a microwave readable dielectric barcode 
with a minimum length of λ/2 [24], and 45° stripline and meander-
line polarizer tags by Zomorrodi et al. [25]. In Figure 2.6, the con-
cept of a 4-bit tag is shown using meander lines. Each two-line pair 
represents one bit, which is done to increase the RCS, and cross-
polarized antennas with the tags oriented 45° opposite from the 
reader are used to lessen the coupling effect.

For chipless tag imaging to be functional, frequency scanning 
of the tag should be done at different angles. One simple way of 
doing this task is putting the tag in a linear rail, moving it in front of 
Tx and Rx antennas, and capturing the frequency response in each 
position. Another method is using MIMO with SAR. MIMO-SAR 

Figure 2.6  A 4-bit image-based tag using meander lines. Each meander line total 
length is λ/2 and the 45° orientation is used for a cross-polarized reader [26, 27].
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is MIMO added to SAR technology to make the reading process 
easier and faster. There is no need to accommodate relative move-
ments for the tags toward reader antennas in this scenario, as dif-
ferent angle readings are done simultaneously. A MIMO reader, 
similar to MIMO radar, transmits mutually orthogonal signals 
from multiple transmit antennas, and these waveforms can be ex-
tracted from each of the receive antennas by a set of matched filters. 
As an example, if a MIMO reader has two Tx antennas and three 
Rx antennas, a total of six different waveforms can be extracted 
because of the orthogonality of the transmitted signals [28]. Figure 
2.7 illustrates the concept of linear rail and MIMO reading of the 
tags. Deploying MIMO normally means less physical movement 
of the tag, which is a great advantage.

In MIMO, the concept of virtual phase centers is defined, in 
which the location of the virtual transmitters/receivers are deter-
mined by the spatial convolution of the physical location of the 
transmitters/receivers. An illustration of phase centers in MIMO is 
shown in Figure 2.8. If the vector location of transmit and receive 
antennas are represented by hTx and hRx, respectively, the place-
ment vector of virtual phase centers would be [28]:

	 = ∗MIMO Tx Rxh h h 	 (2.3)

Although MIMO-SAR is an enhanced version of SAR, which 
eliminates relative antenna-to-tag movement requirements and 
facilitates faster microwave image capturing, it is coupled with a 
demand for more complicated hardware and higher synchroniza-
tion and processing power to handle the orthogonal signals. These 
facts make MIMO reader implementation on handheld devices 
challenging.

2.2.4   Letter-Based Tags

Letter tags can be generally considered as frequency-based tags, 
but they are used in this book both as pure frequency-based and 
also as frequency-position based, enabling a developed SLAR al-
gorithm to create their images. Because of their prominent use in 
this book, a brief background on letter tags is presented.

Letters have been used as tagIDs in the frequency domain 
since 2011. Singh et al. [30] showed how some individual letters 



	���������������������������������������������������������������  Chipless RFID Systems Using Advanced Artificial Intelligence��� 	 29

Figure 2.7  Multiple tag-reading scenario for image processing using (a) linear rail 
and (b) MIMO technique. In each position in (a), the tag is being read and then moved 
to the next position using a linear rail. For a three-position scenario, three-frequency 
capturing of the tag can be done. In (b), two transmitters send the orthogonal signals 

simultaneously and each receiver will get two signals, with a total of six signals re-
ceived. Less or no tag movement is needed in the MIMO scenario.

Figure 2.8  An illustration of the virtual phase center concept in MIMO. The location 
of the virtual transmitters/receivers are determined by the spatial convolution of the 

physical location of the transmit/receive antennas [29].
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with calculated dimensions had dominant peak resonances in 
some specific frequencies. Tedjini et al. [31] used letters on a Taconic 
TLX-8 substrate, and showed that each letter could create specific 
frequency resonances. Their tag concept is shown in Figure 2.9. A 
tag is read in the vertical and horizontal planes. It is shown in their 
simulations that the letters can be decoded based on the frequency 
spectrum response of two copolar measurements: horizontal plane 
wave excitation with horizontal probe (HH) and vertical plane 
wave with vertical probe (VV). Boularess et al. [32] examined the 
frequency pattern of Arabic letters in a two-polarization configura-
tion using a flexible Kapton substrate, and concluded that if both 
polarizations were used, the individual letters could be identified 
accurately. The tags were chosen from a set of 28 Arabic alphabets 
and the tag sizes were 37 by 37 mm2.

In this book, alphanumerical tags are used as they can produce 
many different combinations in a five-letter tag, which is required 
to train AI networks. Less emphasis will be placed on a tag’s null 
Q-factors, as the only requirement will be how the frequency re-
sponses of different tags are distinguishable from each other. These 
design concepts will be more expanded in Section 2.3.3.

A comparison of available letter-based frequency-domain 
tags and image-based tags is shown in Table 2.1. Tags are in time, 
frequency, or image domains. Their data density, which is defined 
as number of encoded bits per cm2, is an important comparison 
column. It is important if the tags can be printed on low-cost sub-
strates, such as paper or plastic, and if they are flexible enough to 
be attached as a label to the objects, similar to barcode or QR codes. 
The expandable column shows whether adding several tags would 

Figure 2.9  A letter tag on a ground plane. Letter sizes are selected to obtain 
resonance peaks in the frequency band of 6–10 GHz [30, 31]. Using a ground plane 
makes higher-Q nulls in the frequency response of the tag but restricts the reading 

angles as well.
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Table 2.1 
Comparison Table for Available Chipless Tags with Emphasis on Frequency- and Image-Based Tags

Domain Type
Frequency 
(GHz)

Data 
Density 
(bits/cm2) Printable Flexible Expandable

Orientation-
Independent

Time SAW [34] 2.44 (F.M.) >1 No No Yes Yes
Time TDR [35] 3.1–10.6 0.17 Yes No Yes No
Frequency Space filling 

curve [14]
3-4.5 0.55 Yes No Yes No

Frequency Multiband 
dipole [36]

2.4-2.5; 
5-6

0.81 Yes No Yes No

Frequency Elliptical dipole 
[37]

3–14 0.36 Yes No No No

Frequency LC resonant 
[38]

5–8 MHz 1 Yes Yes Yes No

Frequency Split-ring 
resonator (SRR) 
array [39]

8–12 2.8 Yes No Yes No

Frequency Coplanar strip 
[40]

2–6 3.3 Yes No No No

Frequency Letter ID [30] 1–10 5 Yes No No No
Frequency Letters [31] 6–12 >3.1 No No No No
Frequency Arabic letters 

[32]
2–8.4 2.1 No No No No

Frequency Spiral resonator 
[41]

3–7 0.61 No No Yes No

Frequency Stub resonators 
[42]

2–4 0.16 No No Yes No

Frequency Multiple-
resonant 
dipole antenna 
(MRDA) [43]

3–7 0.16 No No Yes No

Frequency Fractal [15] 1.8–2.8 0.03 No No Yes No
Frequency Slotted 

monopole [44]
3–7 1 No No No No

Frequency Wheel 
resonator [45]

3–6 1 Yes No Yes No

Frequency C-shaped 
resonator [46]

2–4 1.14 Yes No Yes No

Frequency THz tag [47] 100–900 3.5 No Yes No NG
Frequency BW division 

[48]
2–5 3.6 No No No No

Phase Stub loaded 
microstrip 
patch antenna 
(SLMPA) [49]

2.1–2.6 0.18 No No Yes No

Phase C-phase 
resonator [7]

2.0–3.5 2.88 Yes No Yes No

Phase Multilayer 
patch [50]

5.4–7.4 0.61 No No Yes NG



32	 Chipless Tag Design

result in higher encoding bit tags. The last row in the table shows 
whether the tags can be read correctly in different reader-to-tag 
angles. Table 2.1 is mainly based on the work of our former and 
current colleagues [4, 33], with additional columns and recently 
developed tags.

In Table 2.1, in the time domain, SAW and TDR tags are 
used for the comparison. The frequency range column has many 
tags, such as space-filling curves, MRDA, SLMPA, and multilayer 
patch. Phase domain is part of frequency tags, but that information 
is coded in the different part of the phase of the signal. There are 
hybrid tags, which combine frequency and phase to gain higher 
encoding capacities. Finally, image-based tags are a subdomain of 
frequency tags, in which frequency and spatial data are combined 
to make a 2-D representation of the tag.

The developed tags in this book are alphanumeric tags, which 
are scanned in the frequency domain and treated as frequency 
tags, and they will be image-scanned in Chapter 4, so they are 
freq-image tags, which is the last row of Table 2.1. Although the 
proposed tags, which are alphanumeric, are not symmetrical and 
hence would not have orientation independency, but the nature of 
the detection method (AI) would help to detect the misaligned tags 
in some content, as will be shown in Chapter 4.

Table 2.1  (continued)

Domain Type
Frequency 
(GHz)

Data 
Density 
(bits/cm2) Printable Flexible Expandable

Orientation-
Independent

Freq-
polarization

Dual-polarized 
slot-loaded 
[52]

6–12 5.22 No No Yes No

Freq-
polarization

Hybrid dual Pol 
[4]

2–8 1.56 No No No No

Image-
based

SAR [26] NG >1 Yes Yes No No

Image-
based

Barcode [24] 10 NG Yes NG Yes No

Image-
based

45° meander 
lines [10]

57–64 2 Yes No Yes No

Freq-image Letters [53] 57–64 6 Yes Yes Yes No

F.M. = fundamental frequency; NG = not given.
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The developed tags in this book are also screen-printable on 
low-cost substrates, have a data capacity of 6 bits/cm2, and the 
combination of letters can multiply the encoding capacity. As AI 
and tag 2-D image formation using SLAR is used, the tags can be 
read from different angles with acceptable accuracy.

2.2.5  Screen Printing for the Chipless Tags

In this book we used alphanumerical tags on PCB and screen print-
ing, which is why screen printing is briefly discussed here. Screen 
printing is one of the earliest (and relatively slowest) printing 
technologies used for printed electronics, including chipless tags. 
Screen printing produces the thickest printed layers in the order 
of 3–300 µm, which results in higher conductivity compared to the 
other printing techniques. These other suitable printing techniques 
are [54–56]:

• Gravure printing, which transfers inks from small engraved 
cavities on a gravure cylinder to a printing substrate, and is 
mainly used for magazines and newspapers;

• Flexographic printing, which uses a flexible relief plate (typi-
cally made of rubber) to print to the substrate;

• Inkjet printing, in which the ink streams directly from the 
nozzles in the printer onto the substrates.

Screen printing uses a mesh to transfer the ink from the screen 
onto the substrate. The mesh screen contains an emulsion that ex-
poses the tag pattern to be deposited. First, the mesh is covered 
with conductive ink that is gently distributed using a squeegee. 
This is called the flooding phase. Second, the substrate is placed 
under the screen and the ink is pushed through from the top of 
the mesh to the bottom. The ink is transferred from the mesh to 
the substrate only in areas that are permeable. This is called the 
printing phase. The substrate should then be placed in an indus-
trial oven (sintered) for a predefined period of time. Figure 2.10 
illustrates the flooding and printing process. To obtain a uniform 
print on the substrate, printing pressure and ink viscosity should 
be carefully adjusted [57, 58]. The effect of heating on metallic ink 
tracks is shown by Figure 2.11.
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2.2.6  Screen Printing Experimental Observations

Figure 2.12 illustrates one of the screen printings used in this book. 
Film is attached to a metal frame before being covered by the dif-
ferent conductive inks.

Several ways of implementing the tags are shown in Figure 
2.13. The tags were printed on 100-µm Mylar polyester substrate 
film using two different inks, conductive InkTec TEC-PR-041 [59] 
and M-creative 118-09A [60]. They were both sintered at 140° for 20 
minutes [57]. Here are some of the observations about the screen 
printing:

Figure 2.10  Screen-printing process for chipless RFID tags [57]. (Reprinted with 
permission.)

Figure 2.11  Heat sintering process in which metallic tracks attach together and form 
a connected shape [54].
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• The quality of the ink as a conductance. Ink quality is important 
as we could not see enough backscattering from some of the 
inks tested. InkTec has far less reflection than M-creative ink, 
although the conductivity after the oven was quite similar 
(Figure 2.13).

• Quality of the ink. Although the screen-printed films with dif-
ferent inks were all done at the same time, fading and oxida-
tion of the InkTec ink after a few hours was observed.

Figure 2.12  Screen printing film of the alphanumeric tags used in this book.
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• Depth of the ink. Although it is theoretically possible to use 
several additional layers of ink after the first layer dries out, 
in practice it ended up in disturbed inks over the cliffs and 
sharpness degradation at the corner of the letters. Even for 
one layer of printing, printing pressure and ink viscosity 
need to be carefully adjusted [57].

• Viscous inks. To avoid movement of the ink after being trans-
ferred to the substrate, normally inks should be rather vis-
cous. The viscosity of the ink is the result of a large amount 
of additives to satisfy the rheological requirements for print-
ing, but those additives degrade the electrical performance 
of the patterns [54].

Although screen printing on low-cost plastic substrates ap-
pears to be very attractive for RFID applications, special care 
should be taken in choosing the right conductive ink and sintering 
and curing process time and temperature. Correct handling and 
housekeeping of the inks is also a very important step in the final 
results. And note that screen printing is a very slow process. Even 
if the transparent films are ready, the whole production process 
takes a few hours in the lab.

Figure 2.13  Letter tags screen-printed on Mylar polyester substrate using (a) M-
creative ink, and (b) InkTec ink. Lower thickness (and hence less conductivity) and 

early metal oxidation are observed in (b) [61]. (Image courtesy of IEEE.)
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The next section presents the design aspects of letter-based 
tags, which includes the effect of low-cost substrates on encoding 
capacity aspects. This is followed by Peyote tag design procedures.

 2.3  Letter-Based Tag Design

The proposed chipless RFID system in this book is based on AI tag 
detection and decoding. To train a data-hungry network such as 
an AI system, many different tag samples are normally required. 
Using alphanumeric characters printed with conductive ink as 
tags can produce as many combinations as possible with very low 
cost. Current studies of letter-based tags are mainly focused on 
implementing single letters only, with data encoding 3.1 bits/cm2 

[31] and 2.1 bits/cm2 [32]. Those tags are not expandable, are not 
orientation-independent, and cannot be printed on low-cost ma-
terials like Mylar polyester films [62]. Their operating frequency 
is normally in the S, C, and X bands of 3–10 GHz. In the next two 
sections two main considerations of chipless tags—substrate back-
scatter and encoding capacity for the tags in use—are analyzed in 
detail.

2.3.1   Effect of Substrate on Backscattered Signal

As nonmicrowave lossy substrates are used in this book, the ef-
ficiency of the materials are to be considered carefully. Figure 2.14 
illustrates a low-cost letter-based tag screen-printed on a lossy sub-
strate (Mylar laminate properties are considered similar to a thin 
polycarbonate sheet). For the tags to be detectable, there should be 
enough reflections available once an interrogation signal hits the 
tag’s surface. In other words, for the best results in the frequency- 
or image-based domains, the tag’s substrate has to have minimum 
absorption of the interrogation signal and the highest possible re-
flectivity index (backscattering from the tag).

The reflectivity of electromagnetic energy of a single-layer 
substrate as a function of frequency can be calculated using the 
following equation [63]:

	 ( ) ( )
( )

−
=

+10

j Z tan 1
20log

j Ztan 1
kd

R dB
kd 	 (2.4)
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where Z µ ε=  is the intrinsic impedance of the substrate in ohms, 
and µ and ε are the complex permeability and permittivity of the 
material, respectively, k = (2π f/c) is the wave number, f is the fre-
quency of the incident electromagnetic wave, c is the speed of light 
in a vacuum, d is the thickness of the absorbing layer, and 1.j = −  
The permeability and permittivity might also be functions of the 
frequency [64].

A lower permittivity (εr in the range of 1 to 4) results in mini-
mized cross talk and decreased propagation delays, whereas a 
medium or high permittivity (εr bigger than 8) results in smaller 
circuits but generates some phase changes. A low dissipation fac-
tor (DF) (tanδ < 5 × 10−4) results in the less heat generated and 
less signal attenuation [65]. The minimum absorption comes from 
the mismatch of the tag impedance to the incoming wave (antenna 
mode mismatch), as well as the substrate’s intrinsic parameters.

Based on (2.4), Figure 2.15 shows a comparison between the 
reflectivity of a few materials used or considered [64–66]. Nonpro-
fessional mm-wave substrates, like the ploy-carbonate and FR-4, 
have a lower reflectivity index compared to usual mm-wave sub-
strates, meaning that they are far less suitable for mm-wave appli-
cations. This is the same for the paper and plastic.

Some techniques are therefore needed to increase the reflec-
tion, or increase the RCS, when using high abstract substrates like 

Figure 2.14  Isometric view of a letter-based tag printed on a lossy substrate (εr = 
2.9, µ = 1, tand = 0.01).
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paper or plastic (polycarbonate) at the mm-wave frequency band. 
Low absorption mode of the substrates is especially important for 
screen printing, in which metal is placed on the surface as a mesh, 
and it is not uniform. More reflection (and less absorption) of the 
substrate behind a chipless tag results in high RCS of the tag. This 
low-cost substrate problem is addressed in later sections of this 
chapter by using combinations of a few letters as one tag, therefore 
increasing the reflected signal.

2.3.2  Encoding Capacity Considerations

The next important design consideration for chipless tags is their 
encoding capacity. In the frequency domain and image-based tags 
the Q-factor will determine the number of bits in the frequency 
range. The higher the Q-factor of the responses, the more bits can 
be encoded in any particular frequency spectrum. Figure 2.16 
shows the generic frequency response of a multiresonator passive 
tag. As can be seen, the 3-dB bandwidth is inversely proportional 
to the Q-factor of the tag.

As the detection method in this book is based on a tag’s fre-
quency differences, an important factor in the capacity concept is 
how distinguishable a tag response is from that of the other tags. 

Figure 2.15  Reflectively comparison graph for the ISM band of 57–64 GHz. The 
higher the reflectivity, the lower the absorption of the substrate. Highly reflective sub-

strates are more suitable for mm-wave chipless tags [61]. (Image courtesy of IEEE.)
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Hence, the focus will be on designing tags that have more chang-
es in their frequency responses and thus a higher chance of being 
uniquely identified.

2.3.3  Tag Design Based on the Peyote Alphabet

Letter-based chipless tags printed on low-cost laminates are the 
main focus in this book. Making combinations of letters will lead 
to different tag responses, which is needed to train a data-hungry 
network of AI-based processing. There are many ways to make 
letter-based tags, but one of the most structured is Peyote beading 
alphabets [67, 68] because all the alphabets are made using small, 
adjustable-in-size building blocks. Figure 2.17 shows the design 
concept of the Peyote alphabet with a few alphanumeric characters.

The letters are made of small building blocks. Hereafter we 
use the terms building block and cliff as equivalent words. The tags 
are made in a mesh size of 11-by-7 cliffs. In this design the cliffs 
are chosen in the way that the tag fits in the 1-by-1 cm2 space. The 
distance between the middle of every two tags is also considered 
to be 1 cm. Although the number of cliffs per tag is 11-by-7 as in 
Figure 2.17, they are considered 22-by-7 in practice as some cliffs 
need to be placed in the middle of the other cliffs (in the vertical 
dimension), and the space between them is 0.5 cliff-size wide (refer 
to the highlighted cliff in letter “B,” where the cliff is halfway up 
from its neighbors).

These alphanumerical tags have the following characteristics:

Figure 2.16  Generic frequency response of a multiresonator tag. If the nulls have 
high-Q, more bits can be encoded.
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• They are based on 30-by-30 mil2 (0.762 cm2) cliffs. Each char-
acter occupies 1 cm2, considering the space between charac-
ters.

• They have increased data capacity in comparison to their 
microwave substrates counterparts. This is because in each 
symbol position of 1 cm2 space, at least 52 different alpha-
betical symbols (26 uppercase and 26 lowercase letters) + 20 
numbers/symbols can be placed. This results in a 72-sym-
bols/cm2 capacity. Considering 64 = 26 symbols means 6 bits, 
the encoding capacity will be slightly higher than 6 bits/cm2.

• They have components in the x- and y-planes. As will be 
reported in the reader design presented in Chapter 3, the 
reader in this work is based on a cross-polarized antenna 
configuration. Having components in the x- and y-planes 
makes the tags less sensitive to orientation issues compared 
to the meander-line and bar tags. The tag reflects sufficient 
cross-polarization backscattering signal to guarantee detec-
tion in any orientation.

• They are less sensitive to printing imperfections because of 
the AI detection method.

• In particular, any substrate can be used for the tags provided 
that the backscatter signal is large enough and the link bud-
get condition is preserved.

Figure 2.17  Peyote alphanumeric design method showing the building blocks (cliffs). 
Each character will occupy a 1-by-1 cm2 space, so a four-character tag like this will be 

4-by-1 cm2 [61]. (Image courtesy of IEEE.)
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Other factors that affect the overall designed tag performance 
are the resolution of the tag scanning, number of scans in differ-
ent tag/reader angles and distances, and type of detection method 
[53]. These factors are covered in the next chapters, which go into 
detail of the hardware development and detection methods.

Figure 2.18 is a photograph of the tags on different substrates 
with different printing techniques. Out of these tags, the SATO 
printer results were unsatisfactory because of their lower and un-
detectable RCS in the measurements. The low RCS of the SATO 
printer happened because of poor conductivity of the ribbon used 
in the printing process. The tags shown are measured using a one- 
or two-port vector network analyzer (VNA) with horn antennas 
connected to the ports, and the results are discussed in the follow-
ing sections.

2.3.4  Peyote Tag Frequency Response

Figure 2.19 illustrates the response of two 5-letter tags in the exper-
iment. The VNA amplitude response of the tags “MGAQ5” (TagID 
= 03) and “RLFPV” (TagID = 06) were done in the monostatic case 
reader with a tag-to-reader distance of 5 cm.

There are a few characteristics for this design response illus-
tration. First, the tag response is well above the noise level as the 
RCS is high. This is due to using a few letters at the same time to 
increase the reflection, and, hence, the RCS. Second, there is a 10-
dB difference between the top peak and bottom null, which makes 
the tag response clear. Third, there are enough peaks and nulls and 

Figure 2.18  Making peyote symbols on different substrates: (a) initial Peyote alpha-
numeric plan [67], (b) ink printing using InkTec on Mylar plastic substrate, (c) on FR4 
substrate and size compared to AUD $1 coin, and (d) letters printed using SATO printer 

(200 × 200 pixels/inch resolution) [53]. (Image courtesy of IEEE.)
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variations in the response to make the tag response unique and 
distinguishable compared to the other tags’ frequency responses. 
The place of the nulls and peaks can be adjusted based on the cho-
sen letters and their size, as will be shown in Section 2.5.1.

The next section presents the RCS analysis and measurement 
of backscattering responses of the tag using both monostatic and 
bistatic readers.

2.4  Backscattering Theory and RCS Calculations

In this section the theory and a practical path toward chipless tag’s 
RCS measurement in monostatic (transmit antenna and receive an-
tenna are the same or colocated) and bistatic (transmit and receive 
antenna are not colocated) reader cases are provided. Backscatter-
ing theory is the basis for the chipless tag design, as the tags need 
to be backscatterer and data encoder at the same time. The tag can 
be interrogated either in a bistatic or monostatic configuration. 

Figure 2.19  RCS comparison of two tags printed on low-cost Mylar substrate after 
background noise deduction, in the spectrum of 57 to 64 GHz. There is at least 10-dB 
difference between peak and nulls, and there are less flat areas in the response curve. 
Nonflat areas make it easier for the pattern recognizers to correctly identify the tag.
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In the development of the RCS theory, the main focus will be on 
the bistatic interrogation mode first, as shown by Figure 2.20, and 
thereafter the monostatic case will be explained.

In the mathematical mode analysis, once a CW signal of the 
form

	 ( ) ( )ω= ⋅ cosi i ix t K t 	 (2.5)

from a reader interrogates the tag, where i index is the index of the 
sinusoidal sent at a particular time, the tag response, or the signal 
received by the receiving antenna in the time domain, can be ex-
pressed as

	 ( ) ( ) ( )= +s ay t y t y t 	 (2.6)

where ys(t) corresponds to the tag’s structural mode RCS response 
and ya(t) is its antenna mode response. In (2.6), for the sake of sim-
plicity, index i has been omitted at the output compared to the 
interrogation signal in (2.5). The structural mode RCS is the part 
of the scattered signal from an incoming electromagnetic wave 
because of the scattering from tag’s supporting structure, such as 
its ground plane. Some part of interrogation signal energy will be 
absorbed because of the antenna effect. Antenna mode scattering 
comes from the impedance mismatching [2]. In the chipped RFID, 
the mismatch is intentionally created with a switching electron-
ics to vary the impedance of the tag, which in turn changes the 
tag’s antenna mode RCS. Such RCS modulation is called antenna 
load modulation. Usually in the “on” state of the switch, antenna 
impedance is matched and provides the least backscattering. This 
state is equal to the binary 0. On the other hand, when the switch is 
off, the impedance mismatch reflects the maximum backscattering 
RCS to the reader. This state is referred to as the binary 1. A micro-
controller that is programmed for coded tagID controls the switch 
and thus creates a stream of binary data.

The chipless tag, however, is not designed to have matching 
impedance to its structure, and the tag’s data is stored in this ya(t) 
signal. Normally the antenna mode is much smaller than the struc-
tural mode, and in the time domain responses, the antenna mode 
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is the delayed response compared to the structural mode response 
in the time sequence [69].

Figure 2.20  Backscattering theory explained on a chipless tag: (a) transmitter and 
receiver configuration, and (b) a closer view of a chipless tag.
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Hereafter, capital letters will be used to denote the signals in 
the frequency domain and lowercase letters will be used for the 
signals in the time domain. Figure 2.20(a) shows the bistatic read-
er. The reader response equation in the frequency domain is ex-
pressed as [70]
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π π π
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where Pr and Pt are the received and transmitted power, respec-
tively, S11 is the reflection coefficient of the transmitting antenna, 
S22 is the reflection coefficient of the receiving antenna, et and er 
are the radiated efficiencies associated with the transmitter and 
the receiver, respectively, Dt(θt, φt) is the directivity of the transmit 
antenna, Dr(θr, φr) is the directivity of the receiving antenna, R1 is 
the distance from the transmit antenna to the tag, R2 is the distance 
from the tag to the receiving antenna, λ is the wavelength, and σ is 
the RCS of the tag. The Tx signals hit every point in the tag and the 
Rx antennas receive the backscatter signal from each point. Figure 
2.20(b) shows a letter-based tag scanned at a highlighted angle of 
(φi, θi) that corresponds to (φt,i, θt,i), and (φr,i, θr,i). For simplicity in 
expression, the “i” subscript might be dropped.

Equation (2.7) can be written with a simpler radar response 
equation of [2]:
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as the transmitter’s gain toward the tag, Gt

	 ( ) ( )θ φ θ φ=, ,t t t t t t tG e D 	 (2.9)

as the receiver antenna gain toward tag, Gr

	 ( ) ( )θ φ θ φ=, ,t r r r r r rG e D 	 (2.10)

as the reflections coefficients of the transmitter and receiver anten-
nas (S11 and S22, respectively) are relatively low (normally below 
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–13 dB), the terms (1–|S11|2) and (1–|S22|2) are sometimes ignored 
(we still consider those terms hereafter).

For this book, the alphanumerical tags are normally printed 
on low-cost plastic or paper, such as Figure 2.18, and as there is no 
ground plane, it can be assumed that tag’s structural mode back-
scattering signal is not as significant as the antenna mode signal. 
A tag’s response can be found by removing the background noise 
from S11 and S22 parameters. This means

	 = −11 11 11
withTag withoutTagS S S 	 (2.11)

and

	 = −22 22 22
withTag withoutTagS S S 	 (2.12)

We know
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where Z0 is the characteristic impedance of the system. Substitut-
ing (2.13), (2.11), and (2.12) into (2.7), one gets
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Equation (2.14) provides the magnitude of the tag response in 
each point of the tag, and it depends on transmitter and receiver 
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antenna gains in the tag place. The final response of the tag will be 
a superposition of the signals received from all parts of the tag. In 
the CW sweep or frequency modulated continuous-wave (FMCW) 
mode, based on the resolution, there are a many xi(t) signals, (2.5), 
hitting the different parts of the tag’s surface, and many yi(t) back-
scatter signals from diffident angles (θt,φt) and (θr,φr). The super-
position of these received signals create the final tag response by 
the receiver, as illustrated in Figure 2.20. In the simulations, these 
time- or frequency-domain backscatter simulations require very 
high computational power if the size of the simulation workspace 
is large. For a computation mesh of 25 × 106 cells, for example, it 
took a few hours for this equation to be calculated in a finite ele-
ment simulation software such as CST or HFSS.

As said, the tag information is actually stored in ya(t). In the 
time domain, the antenna mode response term ya(t) in (2.13) is 
weaker and is delayed behind the structure mode of the tag, so 
putting a time domain window in theory can result in recovering 
the ya(t) [71].

In the monostatic case, R1 = R2 = R, φt = φr = φ, θt = θr = θ and 
S11 = S22, Gt(θt,φt) = Gr(θr,φr) = G(θ,φ) and (2.14) can be simplified to:
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in which

	 ( ) ( )θ φ θ φ
π

= 21
, ,

4
K G 	 (2.17)

These equations can be used to calculate the RCS (σ) or an 
estimation of the received signal for the tag, ya(t) if the σ is known. 
This is useful for calibration of the developed reader in Chapter 3.

In the next section the designed tag response characteristics 
are discussed, and a technique is developed to enhance the back-
scatter patterns.
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2.5  Tag Performance Simulations

The basis of simulations for the remainder of this chapter will be 
discussed in this section. A couple of simulations are carried out 
for various purposes through this study. These simulations, done 
with a time domain solver in CST, are as follows:

• RCS simulations. The main purpose of these simulations is to 
ensure that there is sufficient backscatter signal from the tag 
and how the size of the tag should be changed to match the 
desired response. This will be covered in detail in Section 
2.5.1.

• Rotation sensitivity analysis simulations. As already men-
tioned, one of the most important aspects of every chipless 
RFID system is to make it less sensitive to the reading angle. 
Since alphanumeric tags are not inherently symmetrical, a 
few simulations are performed to show how the detection 
AI system can correct the misaligned tags in different read-
ing angles. The results are also presented in Chapter 4.

• iSAR simulations. In these simulations, the tag (target) is 
moved in linear steps in a rail perpendicular to the Tx/Rx 
antennas (reader). This was used to create the image of the 
tag and create enough different angles for training the AI 
network. The results of these simulations will be discussed 
in detail in Chapter 4.

In the RCS simulation aspect, the main purpose is to design 
tags that satisfy the following backscratching conditions:

• The designed tag should be able to reflect enough signals 
in a detectable level. In these designs, the amount of the ink 
on the substrate, the conductivity of the ink, the size of each 
letter, and the distance are the influencing factors for bet-
ter RCS. Having five letters for every tag improves detection 
rate drastically by increasing the RCS.

• Besides sufficient reflection, which makes the received sig-
nal well above the noise level and satisfies the link budget, 
the difference between peaks and nulls is very important in 
this design. This is because tags with flatter responses have 
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much less data encoding capability than tags with differen-
tiable peaks and nulls once decoded by pattern recognizers.

• Letters can be designed in a way that they have dominant 
peaks/nulls at particular frequencies, which makes the fre-
quency response nonflat.

The basic simulation setup is shown in Figure 2.21. The far-
field distance for a horn antenna with an aperture size of 12 mm at 
60 GHz is

	
2 20.012

Far-field distance 2 2 5.7 cm
0.005

D
λ

= = = 	 (2.18)

In this formula, D is the antenna aperture used in the experi-
ments and CST simulations. A number of simulations for the per-
formance are conducted and reported in this section. As a general 
procedure, tag-to-reader distance is chosen to be 5 cm minimum 
in simulations and 5 to 10 cm in different experiments in this and 
the following chapters. This distance is a near-far-end, or a far-end 
as per the distance calculation of (2.18) for the horn antenna used.

It must be mentioned that most of the experimental results 
in this book come from a cross-polarized system such as the one 
in Figure 2.21. When both the Tx and Rx use one polarization (or 
share the same antenna), it is called copolarized. The copolar situ-
ation in this book mostly happens when VNA is in use for a tag’s 

Figure 2.21  CST simulation showing the reader dimensions and distance of the reader 
and the tag.
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reflection measurements, whereas cross-polar experiments are 
both done with VNA and the developed reader. As will be dis-
cussed in Chapter 4, the formulas for making a SLAR image of 
tags are similar for both co- and cross-polarized measurements. 
For long-distance radar imaging, such as polarimetric-SAR, the re-
sultant image from these two types of antenna configurations are 
different for smooth surfaces (like lakes or deserts), and are similar 
for rough surfaces (like rocks, forests, and human-made objects) as 
most of them have corner reflector type features [72, 73].

In the following section, the first simulation is used to get the 
best-performing tags, in the sense of RCS and frequency tunability.

2.5.1   Tag Design Improvement

In this section, methods of improving tag response are described. 
As mentioned in Section 2.3.3, using a five-letter tag increases the 
RCS, but at the same time the frequency response of the individual 
letters may adversely affect the desired overall response of the tag. 
Figure 2.22 compares the overall response of the “56ZW3” tag us-
ing the black dashed line as the magnitude of S21, along individual 
responses of every letter.

In observing the overall tag response in Figure 2.22, two 
important notes must be pointed out. First, overall tag response 
should not be flat. A flat response means less data can be encoded 
or extracted, and distinguishing the tag with pattern recognizers 
will be more difficult. AI decoding methods (tag pattern recogni-
tion method and deep learning, which are explained in Chapters 4 
and 5) can distinguish the final combination of tags; however, the 
more distinguishable the response of every tag is, the easier it is to 
recognize the total pattern. The higher peaks or deeper nulls in the 
individual tags are used as a signature verification means to in-
crease the detection rate and to lower possible errors. Second, from 
the overall response curve it is not really possible to decompose 
the individual letters, and being able to extract or decompose each 
letter provides a higher level of decoding rates as well.

The first step in optimizing the frequency response is enhanc-
ing the letters so that their influence on the overall five-letter tag 
can be improved. To satisfy the letter tag design of Section 2.5, a 
few simulations were carried out. Here each letter is individual-
ly characterized first, and then its overall frequency response is 
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improved by optimizing the letter size by changing its cliff sizes. 
For now, our focus is how to increase the peak/null depths by op-
timizing the size of the building blocks in every letter.

Figure 2.23 shows the effect of changing building blocks in 
the RCS for letter “W.” A sweep of 20 steps has been done from 0.1 
to 2 mm in the cliff’s size, and the effect of cliff size versus location 
of nulls in the frequency response is shown. From Figure 2.23, for 
example, it can be seen that a peak at frequency 57.504 GHz with a 
value of –18.9 dBm occurs for letter “W” if the size of its building 
blocks is chosen to be 1.2 mm. A similar simulation is carried on for 
character “6,” as shown in Figure 2.24.

2.5.2  Discussion of the Results

Based on the findings of Figures 2.23 and 2.24 and similar graphs 
for the other letters, a configuration is found to optimize the effect 
of every character in the final five-tag combination. In the larger 
scale, once this experiment is done on all of the letters, a simple 

Figure 2.22  Simulation results for the frequency response of the individual letters 
and their overall responses for the “56ZW3” tag for the cliff size of 0.8 mm for all let-

ters in the tag.
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Figure 2.23  Frequency responses of the letter “W” tag by changing its building block 
size from 0.1 to 2 mm [53]. (Image courtesy of IEEE.)

Figure 2.24  Frequency responses of the character “6” tag by changing its building 
block size from 0.1 to 2 mm.
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program is used to determine the cliff’s size for each letter in the 
letter combinations for maximum efficiency of null and peak place-
ments. Figure 2.25 summarizes the cliff size versus frequency for 
making a peak or null for three letters, “Z,” “6,” and “W.” To get 
reasonable results, a separation of few hundred megahertz should 
be considered between the null of one letter and peak of the adja-
cent letter in the five-letter tag. For example, to make a null at the 
frequency around 57.3 GHz for letter “Z,” a cliff of size 0.5 mm will 
be used for letter “Z,” and for a 57.6-GHz peak for the letter “W,” 
cliff size should be 0.26 mm for the letter “W,” and these two peaks 
and nulls have less interference with each other because there is a 
30-MHz frequency separation between them.

Simulation using three tag combinations of “6ZW” with dif-
ferent cliff sizes for each character is done to verify the concept. 
Figure 2.26 shows the frequency responses with the initial tag size 
and updated tag (the tag with different-sized cliffs for every letter). 
The overall frequency response is improved in peaks and nulls (red 
lines), both in the phase and magnitude responses. This makes the 
tag more distinguishable once it is presented to an AI decoding 
system, which is sensitive to different distinguishable signatures.

Unlike other types of frequency tags (discussed in Section 
2.2.2), the frequency response of the cliff-based alphanumeric tags 

Figure 2.25  Changing building block size for optimized nulls in the tag frequency 
response of a few characters in the tag [53].
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Figure 2.26  (a) “6ZW” tag with the same building block size for all letters and with 
different building block (cliff) sizes for each letter, (b) magnitude comparing the tags 
in (a), and (c) phase comparison. More changes in gain and phase are observed after 

building block adjustments per letter from Tag1 to Tag2. The blue lines in these graphs 
belong to Tag1 and the red lines belong to Tag2 [53].
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is not easy to interpret. Each tag is made of a few characters, and 
each character is made of many cliffs. The combination response of 
the cliffs is not easy to be interpreted in the mm-wave spectrum, 
as discussed in the scattering theory in Section 2.4. Some of this 
interpretation difficulty comes from non-mm-wave substrates 
(plastic or paper) used in this book, as their material absorption 
and reflectivity are not necessarily uniform/linear within the mm-
wave spectrum. Another notable observation in the simulations is 
shown in Figure 2.27. This figure shows the current density around 
two of the tags in the simulations, alphanumerics 3 and 6. In let-
ters that have a loop (like 6, 0, P, A), a circular current is observed 
around joint cliffs, which might be corresponding to the deeper 
nulls in the frequency response.

The next section explains the experimental setup and practi-
cal design considerations.

2.6   Tag Response Measurements

The experimental setup is demonstrated in Figure 2.28. The experi-
ments are not done in fully interference-free environments such 
as an anechoic chamber, but several microwave absorbers are set 

Figure 2.27  The current density around tags. For letters with a closed loop, such as 
“O” and “6,” a higher loop current is observed, which can lead to the deeper (higher-Q 

factor) nulls in the frequency response [53]. (Image courtesy of IEEE.)
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around to reduce unwanted environmental reflections. The re-
sponses of the five-letter tag “56ZW3” in the simulations and ex-
periment are shown in Figure 2.29. In the simulations the block 
size was 33 mil, and in the screen printing it was 30 mil on a 100-
µm Mylar polyester film. The size of the total tag is 5 by 1 cm2, 
which is roughly the size of an optical barcode. The tag’s building 
blocks are quite visible in the experiment setup in Figure 2.28.

In the experiment, the background backscatter is measured 
first with the presence of a jig, and then the measurements are 

Figure 2.28  Experimental measurement setup using cross-polarized antennas for 
the Tx and Rx. Microwave absorbers are used to reduce undesired environment 

reflections [53]. (Image courtesy of IEEE.)
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subtracted from those with the tag placed on the jig (similar to the 
S11 deduction formula of (2.16)). The results of the simulations and 
experiment of a one-port system are shown in Figure 2.29. There 
is a 2- to 4-dB difference in the magnitude of the simulated and 
experimented results, and there is one phase difference around 60 
GHz in that figure. This phase shift might be the result of perfect 
substrate consideration in the CST simulations, and not pure re-
moval of background noise in the lab practices. Also note that the 
S11 signal is around –40 dBm, or –70 dB. As

	 ( ) ( ) ( )= −11 _ _reflected signal transmitted signalS dB P dB P dB 	 (2.19)

And we set the transmitter power to

	 ( ) = = −_ 5 25trasmitted signalP dB dBm dB 	 (2.20)

Then

	 ( ) ( )= + = − − = −_ 11 _ 70 25 95reflected signal transmitted signalP dB S dB P dB 	 (2.21)

Figure 2.29  CST and VNA responses of the tag “56ZW3” in the cross-polar configu-
ration. The dashed line is the smooth average of the VNA output. The mismatch is 

normally less than 2 dB [61]. (Image courtesy of IEEE.)
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So, the reflected signal = 10−9.5 W or 50 × 10−9.5 ≈ 0.12 mV (as 
the impedance is 50Ω). The main goal here is to get a similar no-
tion of the RCS level so that each tag can be assigned with a unique 
code.

2.7  Conclusions

Based on the research presented in this chapter, it appears that 
letter-based chipless tags screen-printed on the plastic substrate 
are of great interest, as they are cheap and flexible enough to be 
used as hidden barcodes. The problems are that they do not have 
enough backscatter reflections to be detected effectively, they are 
not symmetric in their design to be orientation-independent, and 
their frequency response is difficult to adjust for peak and null 
locations.

In this chapter these main problems were illustrated and pos-
sible solutions were proposed. Combining a few letters as one tag 
was utilized to multiply the encoding capacity and boost the back-
scatter signal in order to achieve sufficient backscattering. Several 
inks were tested for conductivity and backscatter response, and 
the best ones were chosen.

Because the system is based on AI, as will be covered in Chap-
ter 4, the rotated tags could still be detectable with higher than 70% 
accuracy. This is inherent to the nature of intelligence added to the 
detection algorithm, similar to a human brain that can still read let-
ters correctly if they are rotated. This provides some flexibility for 
tag orientation errors.

Although alphanumerical tags were perfect for applications 
that require many different chipless tag sets, their frequency re-
sponse was not easily predictable if a combination of several char-
acters were used together. To address the adjustment of the fre-
quency response, a few simulations were conducted to tune the 
size of the cliffs. It was shown that with adequately sized cliffs 
in each letter, specific frequency peaks and nulls were achieved. 
Although each individual letter’s frequency responses interfered 
with one another, if the frequency difference between nulls and 
peaks were high enough, the overall response of the tag could be 
adjusted. Although the proposed letter tags were frequency-based, 
the only requirement was to make their frequency responses 
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distinguishable from each other by using different letters or ad-
justing their frequencies by changing their cliff sizes. Enormous 
flexibility in the tag design was shown to be possible compared to 
conventional frequency signature-based tags where a high-Q is a 
must for decoding.

2.8  Tag Design Questions and Answers

2.1	 What is the purpose of alphanumerical tags?

	 Any machine learning needs lots of samples, and by us-
ing letters and alphabets many different combinations can 
be made. Having a few letters as one tag also increases 
the RCS, increasing the chances of the tag being seen by 
the reader. As well, reading alphanumerical tags is easy 
for humans, and these tags can be considered for imaging 
purposes too, unlike other types of frequency-based tags 
(such as resonator tags).

2.2	 How do you calculate the encoding capacity of alphanu-
merical tags?

	 Imagine an empty position, X, which can be filled with any 
lowercase or uppercase letter, number, or special character. 
There are 26 uppercase characters (A to Z), 26 lowercase 
characters (a to z), 10 numbers (0 to 9), and many special 
characters (#, %, etc.). If we consider this to be 64 possi-
bilities, then as 64 = 26, we can encode 6 bits of data per 
each empty position. If the space of a letter is 1 cm2, the 
encoding capacity will be 6-bits/cm2. For a tag consisting 
of a combination of five letters, encoding will be five times 
more, or 30 bits.

2.3	 Why are five letters considered a tag, and not three or six?

	 Each letter is made in a 1 × 1 cm2 space, and five of them 
together will be 5 × 1 cm2, almost the size of an optical bar-
code. Having more letters in a tag also means higher RCS 
(detectivity) and higher encoding capacity per tag.

2.4	 Is a ground plane needed in a tag?
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	 In the experiments, it is shown that adding a ground plane 
(the tag’s back-plate is fully metal) increases the Q-factor 
of the nulls, and the tag will have a stronger backscattering 
signal toward the reader. A ground plane in the tag also 
helps with the depolarization effect, which is sensitivity 
of the reading tag in different polarizations [74]. Having 
a ground plane therefore makes it easier to separate the 
chipless tags from unwanted signals backscattered by the 
reflective background objects. But having a ground plane 
will increase the tag’s sensitivity to the reading angle, and 
in a 180° rotation it might blind the reader. It is also not a 
feasible option in tags on plastic substrates, such as tags 
produced with inkjet or screen-printing techniques.

2.5	 Why was a screen-printing technique used?

	 We tried printed tags using a SATO printer, but the RCS 
was very low. Screen printing can have much higher con-
ductivity on coated aluminum paper compared to using 
a SATO printer. Additionally, screen printing is a simple 
task that can be accomplished in the lab using small labo-
ratory furnaces.
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3
Chipless Reader Design

3.1  Introduction

In the preceding chapter the details of chipless RFID tag design, 
encoding, and decoding methods and practical implementation 
challenges were presented. Because a chipless tag is just a piece 
of metal, it is the reader’s responsibility to send the interrogation 
signal, capture the backscattered signal, and process it further to 
decode the information. The reader hardware is the next stage in 
the development of a chipless RFID tag detection and decoding 
system. Chipless reader development is based on the type of chi-
pless tag and detection method.

The method of detection can be categorized into those for 
time domain tags and frequency-domain tags [1–3]. Image-based 
tags can be considered as a special category of frequency tags in 
which scanning over the surface is done in a few positions or by 
using multiple transmitters/receivers.

Time-domain readers normally produce a sharp pulse/burst 
as the interrogation signal using a pulse generator [4]. The resul-
tant signal is an UWB one since sharp pulses require very high 
bandwidth. As a general rule of thumb, calculation for the re-
quired bandwidth (BW) of a 1-ns pulse with rise time of 0.1 ns, a 
bandwidth of
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	 ( )= =0.35 0.1 3.5Required bandwidth ns GHz 	 (3.1)

is needed [5]. The echoes from tags are delayed in a matter of nano-
seconds. After detection of the backscattered signal, the reader 
starts signal processing based on the delay times to decode the bits 
in the tag. The interrogation and reception process is quite fast thus 
requiring a very fast ADC as well; however, the pulse timing pro-
cess and the rest of the decoding hardware is not very complicated.

In frequency-based readers, a voltage-controlled oscillator 
(VCO) produces a CW or �linear frequency modulation continu-
ous wave (LFMCW) signal in the whole available spectrum, so 
the scanning time takes a bit longer compared to the time domain 
readers. The scanning time is a function of the frequency resolu-
tion in the UWB interrogation signal bandwidth. For a CW signal, 
the ADC does not need to be fast, while for a FMCW signal, the 
only ADC speed requirement is to effectively capture the scattered 
signal. However, the complexity arises in the interpretation of the 
detected signal,  which requires high to very high levels of signal 
processing.

In image-based tag readers, a burst of pulses, CWs, or LFMC-
Ws is sent to the tag. Either several antennas are used to record the 
scattered signal (MIMO), or the tag or reader are moved or rotated 
using the iSAR detection technique. These signals are processed 
based on the time and location of the tag/readers to provide a 2-D 
or three-dimensional (3-D) representation of the tag.

This chapter presents the design of a frequency and image-
based reader based on a modular design approach. Since a 60-GHz 
system on a chip was not available in the market at the time of this 
writing, it was a safe option to create the reader with a modular 
design, including separate transmitter, receiver, and control elec-
tronics. This is the first implemented mm-wave CW chipless RFID 
reader to the best knowledge of the authors. The main goal is to 
develop a fully automated 60-GHz chipless RFID using a modular 
design approach. This reader is a part of the first practical system, 
and uses a cross-polarized antenna for Tx and Rx to better sup-
press in-band interference.

Developing a 60-GHz chipless RFID reader is a nontrivial 
task. It needs sound planning, rigorous link budget calculations, 
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appropriate selection of the transceiver modules at 60 GHz and 
then integrating them into the system, development of in-house 
custom-built modules, mechanical considerations for linear rail 
and its control circuit, development of machine learning algo-
rithms for tag detection and decoding, and, finally, development 
of an appropriate graphical user interface (GUI) for the end user. 
Each of these tasks in turn need rigorous planning, logistics, con-
ducting of experiments, developing system blocks and peripher-
als, and, finally, integration into a functional system. Figure 3.1 
shows the flow chart of the complete hardware design procedure 
for the proposed 60-GHz RFID system.

The chapter is organized as follows: After this introduction, 
the overall blocks of the system are described in Section 3.3. Choos-
ing the right RF module is critical, and that will be discussed in 
Section 3.4. Next, Section 3.5 details the design and integration of 
RF, LO, gain/phase cooperator, digital controller, and peripheral 
circuits such as display and linear rail stepper motor controller. 
Specifications of the overall hardware, such as scanning time and 
resolution and calibration procedure, are described in Section 3.6, 
followed by the conclusions.

Figure 3.1  Different sections of development for the mm-wave reader system. The red 
squares indicate topics covered in this chapter.
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3.2  Chipless RFID Readers

This book is based on frequency and image-based systems, so this 
section mainly focuses on these readers.

3.2.1  Frequency-Based Readers

Frequency-based tags are essentially multiresonators. A typical 
frequency-based reader block diagram is shown in Figure 3.2 [1, 6].

In Figure 3.2, the microcontroller uses a digital-to-analog con-
verter (DAC) to generate a ramp signal with a VCO. This signal 
goes through a power amplifier and a� bandpass filter (BPF) and 
propagates toward the tag. The received signal is amplified and 
then compared with the pilot signal, and a gain/phase detector 
(AD8302) provides the change in the gain and phase.

The background interference and self-interference are the 
main problems with frequency-based chipless RFID readers. Re-
moving the background interference—the noise that comes from 
the reflection of other objects near the tag—normally requires a 
calibration process, in which background data (no tag) is saved 
and then subtracted from the tag’s measurements [7, 8]. As the 
background may change from time to time, a periodic recalibra-
tion is recommended.

Figure 3.2  A typical frequency-based chipless RFID reader for magnitude and phase 
detection. A microcontroller (mC) sends a ramp signal to the VCO to sweep the whole 

frequency spectrum. The sent/received signals are compared to visualize the tag’s 
response [1].
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Self-interference comes from a leaked transmitter signal to 
the receiver. This interference significantly degrades the sensitiv-
ity of a reader. Forouzandeh et al. [9] recently used a lookup table 
for the optimum compensation vector in each frequency to reduce 
this noise. In this book we use cross-polarized Tx/Rx, which sup-
presses the noise from the transmitter to the receiver.

3.2.2  Image-Based Readers

Image-based readers add frequency spectrum data to the rela-
tive location of the reader-to-tag to make a 2-D image of the tag. 
This process normally requires the tag or the reader to be placed 
in a linear rail, the use of a few antennas to compensate for the 
physical movement, or antenna arrays and adaptive beamforming 
techniques.

At least three readers have been reported in industry [2, 10, 
11]. Due to commercial concerns, the technical information is not 
that clear from the patents.

The first reader was developed by Somark Innovations Inc. 
[2, 10]. Somark has used its image-based barcode-like chipless tag 
reader using mechanical steering or switched beam transmit an-
tennas. The tags are printed like a tattoo into livestock ears. The 
ink used is compatible with multiple frequencies ranging from 100 
KHz to a few GHz [12].

The second reader is made by Vubiq Inc. [13]. Vubiq has used 
the phase and polarization in the reader and its tags for making 
2-D representation and revealing the ID of the tag. The third reader 
is made by InkSure Technologies [2, 11]. Inksure has developed an 
antenna array system to read the tag in different positions. The tag 
used in their system is printed with special shapes, such as lines 
and triangles, with their proprietary conductive ink.

The reader developed for this book is different than all the 
abovementioned technologies. It uses a 60-GHz band for the first 
time, cross-polarized antennas, and a linear rail to scan the tags 
and to form 2-D representations of the tag using SLAR and aug-
mented data. The advantages of our reader to the available market 
solutions are its higher frequency band (so smaller active compo-
nents, antennas, and tags), modular design, and open code, which 
makes it easier to replicate.
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3.3  A 60-GHz System Block Diagram

A simplified version schematic of the developed reader is illus-
trated in Figure 3.3. A mm-wave VCO (or digital frequency syn-
thesizer) makes the required main RF frequency in the 60-GHz 
band with 1.5-GHz steps. So, the main mm-wave VCO frequen-
cies are 56.5, 58, 59.5, 61, and 62.5 GHz. The LO (which is a digital 
synthesizer, ADF4350) produces the required continuous wave for 
the precision sweep, which is added to the main frequency with a 
mixer in the transmitter. The generated frequency of the LO is be-
tween 500 MHz to 2 GHz. The LO functionality is to make higher-
resolution signals within the mmVCO frequency steps of 1.5 GHz. 
This modulated signal is amplified and sent to the Tx antenna and 
toward the chipless tag.

The backscattered signal is received by the receiver, amplified 
by low noise amplifier (LNA) and downconverted by the original 
mm-wave VCO signal. The output of Mixer 2 is in the intermedi-
ate frequency (IF) band (the same as the LO frequency). A gain/
phase comparator compares the sent and received signals, and 
then sends their gain/phase difference to an analog multiplexer 
(AMux). A high-precision 20-bit ADC converts this analog signal 

Figure 3.3  The simplified reader schematic diagram implemented in this book. The 
gain/phase comparator creates two analog baseband gain and phase signals from the 

sent and received signals, which is used to decode the tag.



	���������������������������������������������������������������  Chipless RFID Systems Using Advanced Artificial Intelligence��� 	 73

to digital. These digitized gain and phase differences are processed 
by local or remote cloud computers.

Before explaining the component details, two main RF de-
sign considerations of the reader need to be investigated. These 
are the maximum allowed power or equivalent isotropically radi-
ated power (EIRP) of the reader, and the desired detection reading 
distance between the reader and tag. These two parameters deter-
mine the link budget requirements and derive the specification re-
quirements of the Tx and Rx modules, and choose adequate power 
levels for the voltage gain amplifier (VGA), power amplifier and 
LNA stages, and the desired antenna gains. In the following sec-
tion, link budget calculation is performed.

3.3.1  Maximum Reader Power and Link Budget Calculations

Tag detection for chipless RFID in frequency, time, and image-
based domains normally needs a wideband frequency spectrum 
(3–10.5, 22–26.5, and 57–64 GHz) [14, 15]. This wideband spectrum 
is needed in the time-domain to make a sharp pulse, in the fre-
quency domain to detect more frequency nulls (in higher-Q multi-
resonator tags), and in the image-based domain to reconstruct the 
image from time or frequency responses.

The EIRP, which is the product of transmitter power and the 
antenna gain in a given direction, is measured relative to the iso-
tropic antenna of a radio transmitter (with antenna gain in dBi 
units). The EIRP can be calculated as follows [16]:

	 = + −EIRP t t cP G L 	 (3.2)

where Pt is the transmitted power level in dBW or dBm, Gt is trans-
mitter antenna gain in dBi, and Lc is the cable and connector loss. 
If Pt is not known, a measurement should be done based on the 
following formula:

	 = + + − −r t t r c AttenP P G G L L 	 (3.3)

in which Pr is the measured received power level in dBW or dBm, 
Gr is the gain of the Rx antenna in dBi, and LAtten is the free-space 
propagation path loss in dB, which can be calculated from the fol-
lowing formula:
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	 ( ) ( )= + +20log 20log 32.4AttenL f d 	 (3.4)

in which the frequency f is in GHz and the measurement distance 
d is in m. The path loss, LAtten (or air attenuation as the media is air) 
can be a serious limitation factor in the higher mm-wave bands 
such as the 60-GHz spectrum. Using (3.4), the air attenuation ver-
sus distance is calculated and presented in Figure 3.4. The actual 
distance is the distance from the reader to the tag plus the distance 
from the tag to the reader.

From Figure 3.4, the air attenuation in the 60-GHz spectrum 
is almost 10 to 20 dB higher than other UWB of the frequently 
used lower bands. The RFID is not restricted to these three ma-
jor bands. In the United States, some other radio location bands 
used for RFID include 2.9–3.65, 5.25–5.925, 8.5–10.55, 33.436, 59–64, 
76–81 GHz, 92–100, and 231–241 GHz [15]. The EIRP limitation is, 
however, not the same in different countries. Based on Australian 
spectrum regulations [17, 18], there is a limitation of 20 mW/cm2 

(averaged over 6 min) for occupational exposures and 5 mW/cm2 

(averaged over 30 min) for public exposures. In our case, using an 
antenna with 10 dBi of gain with a 3-dB bandwidth of 55 [19], the 
maximum transmission power should be

	 = − =Max Tx power 13 dBi 10 dBi 3 dBm 	 (3.5)

Figure 3.4  Air attenuation versus distance for the middle-band frequencies of the 
common chipless RFID spectrum bands based on (3.4). The 60-GHz spectrum has  

almost 10 to 20 dB (10 to 100 times) more attenuation than the other common bands.
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This is because 20 mW = 13 dBmW.
In many circumstances, however, sending the higher power 

is not recommended as more unwanted backscatters from the en-
vironment are captured, and sending the lower power restricts the 
detection distance. So, there is always a compromise between the 
desired reading distance and the maximum available transmission 
power. In practice, power less than –5 dBm for the Tx in a 5- to 10-
cm distances from the tag to the reader is used in this book, which 
is chosen based on the experiments in our lab.

3.3.2  Maximum Reading Distance Calculations

Another consideration for chipless RFID is the reading distance. 
Ideally a tag’s reading distance is desired to be as far as possible, 
except for some secured applications. Calculations for the maxi-
mum possible reading range are as follows: From the radar range 
equation, the ratio of the received and transmitted power from a 
target with RCS σ is [20, 21]:

	 ( )
( )λ θ

σ
π

 
=  
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, ,
3

1 2
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4
Ant t Ant rr
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In this equation, P is the power, σ is the tag’s RCS, G is the 
antenna gain, t and r represent the transmitter and receiver, and R1 

and R2 are the tag distances to the Tx and Rx, respectively. The term 
cos2(θ) is the polarization loss factor (PLF) between the tag and the 
reader antenna. Consider a stripline tag in front of the reader, as 
per Figure 3.5. If the Tx/Rx antennas use the same polarization 
(ETx and ERx are in the same direction) and the tag is set straight, 
then the PLF is 1. For 90° angle between the reader antenna and 
the tags, the PLF is zero and ideally no power will be received by 
the Rx antenna.

In a bistatic mode reader, in which the Tx and Rx antennas are 
placed at different distances toward the tags, R1 and R2 are differ-
ent. In this work, the Tx and Rx are closely set to each other, so R1 = 
R2 and cross-polarized Tx/Rx is used, with tags in the straight po-
sition. If the tags were just striplines, no power would be received. 
Because the tags are alphanumerical, they would still be detect-
able, as they have components in both polarizations.
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Table 3.1 summarizes the link budget, noise, signal-to-noise 
ratio (SNR), and maximum reading distance to the tag using (3.6). 
The tag’s RCS is assumed1 to be σtag = 0.001 m2. The calculations are 
based on 60 GHz (λ = 0.005 m) and a reading angle of cos(45°) = 
0.5. Based on these calculations, the measurements in this book are 

1.  An insect’s RCS is 0.00001 m2 and a bird’s RCS is 0.01 m2 [22].

Figure 3.5  Illustration of the polarization loss factor concept in a bistatic reader: (a) 
the copolar Tx/Rx and the tag are in a straight position, and (b) the cross-polar Tx/Rx 

and the tag are in a 45° position (used in this book). In (b), the tag won’t be seen if it 
is put in a vertical or horizontal position.
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usually done for a 5-cm distance. For higher distances up to 10 cm 
between the tag and the reader, the power is adjusted accordingly 
to maintain the link budget.

In the next section, the details of our 60-GHz Tx/Rx boards 
will be explained.

3.4  60-GHz TX/RX Boards

After several designs of 60-GHz circuits and considering other pa-
rameters such as implementation time, flexibility, and risk in the 
development of a 60-GHz reader, it was decided to design the 60-
GHz board from scratch with individual components. An HMC6350 
Radio Link Transceiver [25] was selected as the only available can-
didate reader architecture at the time of this development.

The HMC6300/HMC6301 is a complete millimeter-wave 
transceiver that operates from the 57 to 64 GHz with up to 1.8 GHz 
modulation bandwidth. An integrated synthesizer provides tun-
ing in 250-, 500-, or 540-MHz steps to support up to 64 quadrature 
amplitude modulation (QAM) modulation. The differential output 
provides up to 15-dBm linear output power into a 100-Ω termina-
tion. Single-ended operation is also supported up to 12 dBm. The 
Tx and Rx boards can be used for several applications, such as small 

Table 3.1 
Calculated Link Budget Parameters for Our 60-GHz Reader*

Value Unit Comments
Transmit power 0 dBm HMC6300 [23]
Antenna gain 13 dBi [19]
Path length 0.1 m
Free-space attenuation –48.18 dB Based on (3.4)
Oxygen attenuation –0.0016 dB Oxygen attenuation, 16 dB/km at 60 GHz
Received power –35.18 dBm
Receiver sensitivity –60 dBm Not provided [24]

Thermal noise –82.07 dBm 10 log10(kBT), k is Boltzmann’s constant
Noise figure 10 dB HMC6301 [24]
SNR 46.89 dB Received_power - noise_level
Maximum reading 
distance

4.5 cm Using (3.6), with σtag = 0.001 and θ = 45°

*With a 0-dBm Tx, the tags at 5-cm distances should be detected with a received power of –35 dBm.
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cell backhaul, multi-Gb/s data communication, WiGig/802.11ad 
radio, high-definition video transmission, and radar or high-reso-
lution imaging.

Moving on from these 60-GHz Tx/Rx boards, the next sec-
tions explain how different digital components and RF boards are 
utilized to implement a chipless RFID system.

3.5  Designing and Integration: RF, IF, Controller,  
and Peripheral Circuits

In this section more details of the developed reader are presented. 
Figure 3.6 illustrates the overall hardware system. The main focus 
in this figure is the interconnections between the digital and ana-

Figure 3.6  Cloud-based RFID reader architecture used in this book. The heart of the 
reader is a PSoC5 processor, which communicates with different boards through various 
protocols (SPI, I2C, UART). For cloud connectivity, an Arduino Wi-Fi module (ESP8266) 
is added to the PSoC5 through the I2C protocol, which can communicate to the http 

web server through RESTful API.
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log parts, with Figure 3.7 showing the frequency steps of Tx and 
Rx over time.

The heart of the system is its main processor, which is accom-
plished here using a �programmable system-on-chip (PSoC). In 
this work a �programmable system-on-chip 5 low power (PSoC-
5LP) is used as it can provide enough �input/output (IO) pins and 
has some integrated ADC inside. Communicating to the RF and IF 
boards is done through serial peripheral interface (SPI) lines of the 
main processor.

A PSoC5 also controls less intelligent devices, such as the key-
board, the 20 × 4 lines liquid crystal display (LCD), and the linear 
rail controller through its different digital pins. There is a character 
LCD component in a PSoC5 to easily write on the LCD, and a C-
based function is needed to run the stepper motor driver. A PSoC5 
can directly send the data to the local computer through its uni-
versal asynchronous receiver transmitter (UART) component. As 
a PSoC5 does not have Wi-Fi connectivity, an Arduino-based Wi-
Fi module is added (ESP8266). The communications between the 
PSoC5 and the Arduino ESP8266 is through the Inter-Integrated 
Circuit (I2C) protocol.

A tag’s scanned data is put in a �JavaScript Object Notation 
(JSON) file format to be sent to the computer running an Apache 
web server through a �representational state transfer (REST) �ap-
plication programming interface (API). A REST API (also known 
as RESTful API) is an application programming interface that ad-
heres to the constraints of REST architectural style and allows for 
interaction with RESTful web services.

In the next sections, further details are provided for these 
hardware parts.

Figure 3.7  Illustration of the transmitter in Figure 3.6 over time. There are 1.5-GHz 
steps, and the LO produces the smaller steps (10 MHz) within these big steps. A time is 
also required to move the tag in the linear rail, which is in the [t0+T1, t0+T2] interval.
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3.5.1  60-GHz Transmitter/Receiver

HMC6350 evaluation boards from Analog Devices [25] are the main 
RF parts of this book. Their main ICs are HMC6300 (for transmis-
sion) [23] and HMC6301 (for reception) [24] that operate from 57 
to 64 GHz with up to 1.8 GHz of modulation bandwidth. Available 
frequency steps are 250, 500, and 540 MHz with low phase noises 
(lower than –93 dBc/Hz at 1 MHz and beyond). Output power 
is linear up to 15 dBm power for a 100-ohm load (using a MMPX 
cable and 1.85-mm antennas).

HMC6300 boards are initially designed for the half-duplex 
60-GHz millimeter-wave links. The Tx and Rx boards are separat-
ed but they are installed on the same mainboards, which initially 
requires two different computers for the operation. Eventually us-
ing a virtual windows machine, controlling both boards via one 
physical computer is made possible. HMC6300 boards can have 
four baseband (BB) or frequency modulation (FM) �in-phase and 
quadrature (IQ) signals as the inputs to the Tx circuit and can de-
liver those BB or FM signals in the Rx circuit after demodulation 
from the 60-GHz band.

HMC6300 boards are quite complicated, as they are mainly 
designed for backhaul data transfer for up to 2-GHz baseband 
signals. To more easily utilize them for a 60-GHz Tx/Rx board, a 
simplified schematic of the HMC6300 transmitter is illustrated in 
Figure 3.8. The baseband IQ signals are multiplied with their cor-
responding 16-GHz signal initially. An IF amplifier and a bandpass 

Figure 3.8  Simplified schematic of the 60-GHz transmitter. The IF amplifier and PA 
are programmed using the SPI port.
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filter amplifies the signal and a frequency multiplier brings the sig-
nal to the 60-GHz range. The final signal is amplified by a power 
amplifier (PA) and goes to the antenna. The IF amplifier and PA are 
programmable using SPI, and their values should be determined 
for the best results, as this will be needed later in this section.

On the receiver side, which is illustrated in Figure 3.9, the sig-
nal after the antenna (RF in) initially amplifies with a variable gain 
LNA. The frequency then steps down to 16 GHz by multiplying 
the received signal with a 48-GHz clock. The I and Q signals are 
available after multiplication with an IQ 16-GHz mixer. There is 
a� baseband voltage gain amplifier (BBVGA) in the end chain for 
further amplification.

The higher the transmitting power in the Tx, the more har-
monics are available in the received RF wave, and also more phase 
noise. Higher Tx powers also create more background noise, as 
more reflection from peripheral objects will be received. On the Rx 
side, having high gains for the LNA or the IF amplifiers normally 
leads to more harmonics and nonlinearity in the IF received signal. 
Therefore, for a few centimeters’ distance of the tag and Tx/Rx 
antennas, a trade-off has to be made between the Tx and Rx gains 
and the noise level.

The HMC6300 (Tx) has two variable gain controllers in the IF 
and RF stages, as shown in Figure 3.8. The higher the attenuation 
in the amplifiers, the lower the gain will be. The HMC6301 (Tx) has 

Figure 3.9  Simplified schematic of the 60-GHz receiver. The LNA, IF, amplifier, and 
BBVGA stages are programmed through the SPI port.
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four variable gain controllers, in the IF and RF stages, as shown in 
Figure 3.9. The optimized gain values, chosen through trial and er-
ror, are found in Table 3.2.

Figure 3.10 shows how the 60-GHz board is used in the exper-
iment. Utilizing these 60-GHz boards caused a few technical issues 
that are discussed in the next sections along with the proposed so-
lutions. This is done so readers can overcome the hardware chal-
lenges presented by the Tx/Rx boards.

3.5.1.1  Using Virtual Machines

To get used to the HMC6300 (Tx) and HMC6301 (Rx) board ini-
tially, Analog Devices has developed SoC transmitter and SoC 
receiver programs associated with the Tx and Rx boards, respec-
tively. These programs are supposed to be run on two individual 
computers, perhaps to reduce the interference between the Tx and 
Rx boards. However, using two separate computers to control the 
boards was inconvenient; in this project we needed to change the 
setting of the Tx and Rx boards often, and at the same time ac-
cess to other peripherals had to be monitored through one of these 
computers.

As Tx and Rx boards use the same COM port number, a COM 
port conflict issue occurs if one computer is used to control the 
two Tx and Rx boards. As said in the manual [25], using two sepa-
rate computers for controlling Tx and Rx boards is recommended. 
In this work, VirtualBox, a freeware virtual machine (VM) from 
Oracle is used inside the host computer to address this. VirtualBox 
is a general-purpose full virtualizer for x86 hardware, targeted for 

Table 3.2 
Optimized Amplifier Gains Used in Tx and Rx Circuits

System
Corresponding Stage 
Amplifier

Recommended Gain/
Attenuation (dB)

Tx IF 5.2
Tx RF (PA) 10
Rx LNA 12
Rx IF 10.4
Rx BBVGA coarse attenuation 12
Rx BBVGA I fine attenuation 5
Rx BBVGA Q fine attenuation 5



	���������������������������������������������������������������  Chipless RFID Systems Using Advanced Artificial Intelligence��� 	 83

server, desktop, and embedded use [26]. Figure 3.11 illustrates a 
snapshot of the VM used.

Without going into detail, if your computer hardware and 
operating system (OS) supports Hypervisor technology using Hy-
per-V, VMware ESXi, or Citrix Xen-server, VMs are recommended. 

Figure 3.10  60-GHz Tx and Rx with cross-polarized antennas.

Figure 3.11  Snapshot of the VirtualBox VM running inside the host computer, show-
ing the conflicting ports for Tx and Rx boards. We ran the SoC receiver program within 
the VM and took one of these FTDI ports first. The SoC transmitter ran through the host 

OS and took the other FTDI port with no conflicts.
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These are type 1 hypervisors. Otherwise, a type 2 hypervisor, such 
as Oracle’s VirtualBox, will work. Type 1 hypervisors work directly 
with the computer hardware, whereas type 2 rely on the host OS to 
communicate with the hardware. Therefore, type 1 VMs normally 
consume less resources.

3.5.1.2  SPI Signaling

The next step in the hardware part of this book is how to control 
the 60 GHz Tx and Rx boards through the SPI lines. Using this step, 
the need for a computer is eliminated. As illustrated in Figure 3.6, 
both the Tx and Rx boards are connected to the main processor 
(PSoC5) through their SPI interfaces. The register arrays for both 
the Tx and Rx are organized into 32 rows of 8 bits. Using the SPI 
interface, the arrays are either written or read one row at a time.

An illustration of timing diagrams to write an 8-bit data to the 
Tx/Rx ICs of HMC6300 and HMC6301 using ENABLE, CLK, and 
DATA lines is shown in Figure 3.12. Initially the ENABLE line goes 
low, then the first of 18 data bits (bit 0) is placed on the DATA line, 
the CLK line goes high to clock in data bit 0. For the correct opera-
tion, the DATA line remains stable for at least 2 ns after the rising 
edge of the CLK signal.

The 18 data bits and 18 clock pulses are required for a write 
operation, as shown in Figure 3.12. These 18 data bits contain the 
8-bit register array row data, with the LSB clocked in first. It is fol-
lowed by the register array row address (ROW 0 through ROW 
23,000000 to 010111, LSB first), the R/W bit (set to 1 to write), and 
finally the Tx chip address 110 (LSB first). For the Rx, the chip ad-
dress is 111 instead.

The ENABLE line returns high after the 18th clock pulse to load 
the register array on the Tx/Rx. A minimum of 2-ns line stability is 
needed for the DATA line before the rising edge of the CLK line and 
also the CLK line prior to the rising edge of the ENABLE line [23]. In 
the reading mode the ENABLE line should go to 1 with a complete 
CLK and then go to 0 again to read the bits in the SCAN OUT line.

As the SPI is based on a 1.2V complementary metal-oxide-
semiconductor (CMOS) technology, a voltage divider should be 
used to interface the PSoC5 and the Tx/Rx boards. A serial resis-
tance of 1 kΩ can be used instead to compensate for the voltage 
level difference.
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The trouble with the PSoC5 SPI master component is that it 
does not accept a customized SPI configuration, as the maximum 
bits its SPI component handles are 16 bits. According to Figure 
3.12, a sequence of 18 CLKS (and DATA bits) is needed in the writ-
ing mode and 27 CLK (and DATA) bits for the reading/verification 
modes of the Tx and Rx boards.

To do this customized SPI, a few functions are added to the 
PSoC5 main C program. SDI_TX and SCK_TX pins of PSoC5 (Fig-
ure 3.22) are used for DATA and CLK lines, respectively. To write a 
bit 0, SDI_TX goes to zero, SCK_TX goes from 0 to 1 and then to 0 
to make a complete clock. This is similar for the writing of a bit 1, 
as per the following code listing:

Code Listing 3.1: Write a bit 0 to the 60-GHz Tx board.

int  Putbit0_TX ( )
{
      SDI_TX_Write ( 0 ) ;
      SCK_TX_Write ( 0 ) ;
      SCK_TX_Write ( 1 ) ;
      SCK_TX_Write ( 0 ) ; 
      return ( 0 ) ;

}

With a PSoC5 clock speed of 80 MHz [27], the CLK pulse du-
ration (>12.5 ns) satisfies the stability criteria of 2 ns mentioned 
previously for the DATA line. The complete C-language code list 
for this book has been provided in Appendix A. Table 3.3 provides 
the list of functions used to program the HMC6300 60 GHz Tx 
module from Appendix A.

Similar functions are developed for the 60-GHz Rx module 
if the Tx in the function name in Table 3.3 changes to Rx. For ex-
ample, the Putbit0_RX function puts a bit 0 in the 60-GHz Rx mod-
ule, and so on. The difference between Tx and Rx functions is the 
3-bit chip address as seen in Figure 3.12. The Rx chip address is 111 
whereas Tx is 110.

3.5.1.3    Locking Time Calculations

The HMC6350 Tx/Rx modules are initially intended as a back-
haul transmitter/receiver [23]. Their minimum step frequency is 
250 MHz in the 56.5- to 66.5-GHz range. It is observed that in the 
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extreme range of this frequency spectrum the device is unable to 
lock properly, but it works fine in the ISM band of 57–64 GHz. If 
higher than 250-GHz resolution is needed, a VCO should be used 
in conjunction with the Tx/Rx modules, as illustrated in Figure 3.6.

As per our experimental observations, it takes a few seconds 
for the transmitter and receiver to update to the new frequency 
(register number 20 in HMC6300 and HMC6301). This time is more 
or less around 10 seconds, so it is generally advised to keep the 
step frequency of the Tx/Rx boards as high as possible, and use a 
LO to do the high-resolution frequency sweeping using the I or Q 
inputs of Tx module shown in Figure 3.8.

As there is a limitation of 1.8 GHz in the input IQ signals, in 
this work 1.5-GHz frequency steps are chosen for the Tx/Rx (five 
1.5-GHz steps from 56.5 to 62.5 GHz) and the LO sweeps from 0.5 
GHz to 2.0 GHz to cover the desired resolution (more details are 
provided in Section 4.3.2 in the next chapter). In practice, it is ob-
served that one input to I or Q inputs for Tx board (Figure 3.8) is 
sufficient. The same I or Q should be used in the output of Rx (Fig-
ure 3.9) as in the received IF-band signal. Using one input (I or Q) 
leads to a bit higher phase noise in the received signal compared 
to sending/receiving both the I and Q at the same time, as per our 
observations, but the circuity will be simpler.

3.5.2  Local Voltage-Controlled Oscillator

The ADF4350 local oscillator from Analog Devices was used in this 
work to create IF frequency using its high-precision phase-locked 
loop (PLL)-VCO. Its fundamental frequency ranges from 2,200 to 

Table 3.3 
PSoC5 List of C Functions for the Tx Board in Appendix A

Function Name Arguments Description
Putbit0_TX Puts a bit 0 into the 60-GHz Tx
Putbit1_TX Puts a bit 0 into the 60-GHz Tx
WriteReg_TX Reg_no, R Writes 8-bit R data into register Reg_no
ReadReg_TX Reg_no Reads 8-bit R data from register Reg_no
WriteAndVerify_TX Reg_no, R Writes 8-bit R data into register Reg_no and then 

verifies it by reading from the same Reg_no
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4,400 MHz, and its divide-by-1/2/3/8 or 16 circuits allows for cre-
ating outputs from 137.5 to 4,400 MHz. A precision channel spac-
ing as low as 500 Hz over the frequency range of interest (500 to 
2,000 MHz) is possible. The ADF4350 has a simple SPI compatible 
for writing to the device. The CLK, DATA, and LE pins are used to 
control the data transfer via SPI lines. When the CE pin is high, the 
32 bits that have been clocked into the appropriate register on each 
rising edge of CLK are transferred to the appropriate latch. The CE 
is always kept high through a pull-up resistor. The lock status is 
monitored via VCO_lock pin, as shown in Figure 3.13.

To fully operate the ADF4350 VCO, six registers of 32 bits 
are programmed. Table 3.4 shows the list of functions used in the 
PSoC5 for writing the data to the registers.

Unlike HMC6300 and HMC6301 (3.12), there is no way to ver-
ify if the registers are written correctly in ADF4350. The MAXOUT 
pin can be used as a lock detection indicator only, which is the 
input to the PSoC5, as shown in Figure 3.13. The developed LO cir-
cuit using ADF4350 is shown in Figure 3.14. A linear power supply 
is also used in the circuit to make a 3.3V supply for the board out 
of 5V input from the mainboard. The schematic circuit for this LO 
circuit is shown in Figure 3.15.

Figure 3.16 illustrates sent and received waveforms for a 61-
GHz signal sent to a tag at the distance of 5 cm. This 61-GHz is 
created using a BB signal at 1 GHz from the LO after modulation 
with a 60-GHz Tx. Almost 30 dB (28.1 dB) gain loss is observed 
in this trial. The difference between amplitude and phase of these 
two will be detected by the gain/phase circuit described in Section 

Figure 3.13  LO ADF4350 SPI connections with PSoC5. MAXOUT pin will indicate suc-
cessful frequency lock after data has been received by the ADF4350.
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3.5.3 and will be further processed as the whole architecture shown 
by Figure 3.6.

3.5.3  Gain/Phase Comparator

The gain/phase comparator in Figure 3.6 compares the sent and 
received signals and provides their difference. This is done using 
an AD8302 IC, which is a logarithmic gain/phase differential de-
tector that accepts a wide input range of –60 to 0 dBm. A schematic 
of the comparator is illustrated in Figure 3.17.

The gain and phase accuracy are 30 mV/dB and 10 mV/Deg, 
respectively, with a typical nonlinearity of less than 0.5 dB for the 
gain and less than one degree for the phase [28]. The developed 
comparator board based on the AD8302 is illustrated in Figure 3.18.

Table 3.4 
PSoC5 List of C Functions for the LO

Function Name
Input 
Arguments Description

Putbit0_ADF4350 Inserts a bit 0
Putbit1_ADF4350 Inserts a bit 1
WriteReg_ADF4350 R* Writes 32-bit R (including DATA and Reg_no)

*R is the register value.

Figure 3.14  Developed LO board for this project using the ADF4350 IC.
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Figure 3.16   (a) LO sent and (b) received signals to the tag at 1 GHz, modulated by 
a 60-GHz signal (RF sent at 61 GHz). A loss of –1.716 dBm + 29.83 dBm = 28.1 dB is 

visible for the received signal.
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3.5.4  Digital Control Board

The digital board in Figure 3.6 controls the RF and LO circuits and 
processes the ADC signals before sending them to the local host 
or cloud computer. Three versions of digital boards have been 
developed in this book, each with added functionalities. The lat-
est version is illustrated in Figure 3.19 with different components 
identified. In the next sections different hardware parts of the main 
digital control board are explained. The design evolution of the 
main digital circuit is shown in Figure 3.20.

3.5.4.1  Main Processor: PSoC-5LP

As mentioned, the Cypress PSoC-5LP (CY8C58LP) is used as the 
main hardware processor part (Figure 3.19). This chip includes a 
32-bit ARM Cortex-M3 core and a mixed-signal array of configu-
rable analog and digital peripherals chips. In particular, one delta-
sigma ADC (8 to 20 bits, 192 kSamples per second (SpS) 12-bit) is of 
interest in this work. As there is only one 20-bit ADC used for high-
er required precision, an AMux (AMuxSeq in Figure 3.21) is used 
to connect the same ADC for multiple inputs, namely, gain and 

Figure 3.17  Schematic diagram of the AD8302 board (gain/phase comparator).
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phase. The conversion rate of the used delta-sigma ADC depends 
on the resolution bits. With 12 bits resolution, the conversion rate is 
192,000 SpS, and for 20 bits resolution, it goes down to 187 SpS [30].

Each PSoC5 pin can be assigned as a digital/analog input/
output. As there is a capacitor (connected to the GND) for some 
pins, these pins should be avoided in higher-frequency digital 
communications.

The PSoC5 pin assignments for this book along with the other 
components are illustrated in Figure 3.21.

Figure 3.21 shows different PSoC5 pin allocations for control-
ling circuits. For example, to control the HMC6300 (60-GHz Tx) 
through the SPI interface, SEN_TX, SCK_TX, and SDI_TX pins 
are used as the output digital pins. The RST_TX pin resets the Tx 
when needed. Scan_TX is used as a bidirectional pin to verify that 
the register contexts are correctly loaded. The pin assignments are 

Figure 3.18  In-house developed AD8302 board (gain/phase comparator).



94	 Chipless Reader Design

Figure 3.19  Latest version of the in-house developed digital control board with func-
tional blocks identified [29].

Figure 3.20  Evolution version of the reader main digital boards. (a) The initial circuit 
on the breadboard, which contains a linear rail controller and an LCD to display data. 

(b) The first version on the PCB. (c) The latest version, with added functionalities such 
as a Wi-Fi module and DIP switches for data input. A level shifter circuit is used to 

match the logic voltage between the PSoC5 and Wi-Fi module (ESP8266).
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tricky in PSoC5 because some pins are specialized for specific func-
tions, like UART Rx_1 and TX_1 pins, and there are some lowpass 
filter capacitors connected to others. The complete list of pins and 
their assignments for this book is shown in Figure 3.22.

As mentioned, the HMC6350 Tx/Rx boards used require four 
quadrature inputs (baseband in-phase positive (BB-IP), baseband 
in-phase negative (BB-IM), baseband quadrature positive (BB-QP), 
and baseband quadrature negative (BB-QN)) for the lower phase 
noise outputs and higher transmission bit rates. Initially a test was 
carried out for the Tx/Rx using four inputs by a 5 GSpS arbitrary 
waveform generator. Afterward, a few attempts were made to pro-
duce those quadrature signals using four built-in PSoC5 DACs. 
Figure 3.23 clearly shows that the PSoC5 is not fast enough to 

Figure 3.21  PSoC5 allocated pins for different components. These pins control dif-
ferent functions of Figure 3.6 using SPI, I2C, or direct commands (for LCD, linear rail 

controller, etc.) [29]. (Image courtesy of IEEE.)
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make the right sinusoidal signals faster than 10 kHz, even with its 
highest sample per second (1,000 kSpS).

Another PSoC5 limitation is that it cannot utilize more than 
one wave digital-to-analog converter 8-bit (WaveDAC8) compo-
nent in the higher frequencies. The WaveDAC8 component enables 
waveform generation using sine/square/triangle/sawtooth/arbi-
trary waveforms and an 8-bit ADC. The dc-blocking capacitor in 
HMC6350 BB inputs board is 100 nF, with a 50Ω impedance at 31 

Figure 3.22  PSoC5 physical assigned pins. Careful pin assignment is needed to avoid 
using pins with lowpass filter (LPF) capacitors for the digital signals.
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kHz. This was one of the reasons the external LO is used (explained 
in Section 3.5.2).

3.5.5  Peripheral Circuits

Below is a list and functionality of the peripheral circuits used in 
the digital control board.

• Stepper motor controller. For the SAR scanning mode, a lin-
ear rail is needed to maintain the tag/antenna relative move 
positions. An aluminum rail is used in this work with an 
Easy Stepper motor driver (A3967) to drive the rail. The lin-
ear rail with the stepper motor is shown in Figure 3.24, and 
the linear rail controller module is the red block in Figure 
3.19. A translator inside the A3967 controls the input to the 
driver DACs and the direction of current flow. A low-to-
high transition on the STEP input pin sequences the transla-
tor and advances the motor by one increment. The size of 
the step increments is determined by the state of inputs MS1 
and MS2. It provides four speeds (full/half/quarter/eighth 
step), according to the manual [31]. Step configurations for 
MS1 and MS2 pins are shown in Table 3.5.

• Stepper motor in the linear rail. There are 200 steps per circle, 
or each one step of stepper motor is 1.8 degrees. The down-

Figure 3.23  PSoC5 WaveDAC function block cannot make sine waves fast enough, so 
an external LO is used to make the IF signals.
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side for the stepper motor is that it does not have a position-
ing feedback. Stepper motors are continuous, which is not 
ideal for precision rail cases. Lack of position feedback can 
also cause big errors if the motor shaft is stuck. Most step-
per motors have four controlling wires, and some have six. 
There is no polarity, so a simple ohmmeter can be used to 
find the connected poles. For the six-wire stepper motors, 
there are two separate coils, with three wires connected to 
each. Two wires are connected to the middle of each of these 
two coils, so all the wires can be easily identified with a re-
sistance checking. Six-wire step motors are not very com-

Figure 3.24  An early-stage hardware setup demonstration [29].

Table 3.5 
A3967, Stepper Motor 
Controller Microstep 

Resolution Truth Table
MS1 MS2 Resolution
0 0 Full step
1 0 1/2 step
0 1 1/4 step
1 1 1/8 step
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mon. An early stage of the reader hardware configuration is 
shown in Figure 3.24, which shows the tags, 60-GHz reader, 
and linear rail.

• LCD. The LCD is the auxiliary output that shows the status 
of PSoC5 in the different stages for testing purposes. It is a 
20-by-4 character display. To control the LCD, only 4 upper 
data bits (DB4-DB7) are used, together with E (Enable), RS 
(Register Select), and R/!W (Read/not Write) pins. The VEE 
is intended for backlight intensity control. The connects pins 
from the PsoC5 to the LCD are shown in Figure 3.21.

• UART. A UART with 115,200 bps is used to transfer the 
output of the ADC in different tag positions and different 
BB and carrier frequencies to the local computer. Although 
there are some hardware UART interfaces to send UART’s 
serial data directly to the cloud, they are not recommended 
because of added cost and the size. In the next section we 
will go through how to use ESP8266 low-cost Arduino de-
vice and its Wi-Fi interface work for sending data directly to 
cloud servers using RESTful APIs.

• Keyboard. A 10-key dual in-line package (DIP)-switch is used 
as auxiliary inputs for defining tagIDs to the system (as in 
Figure 3.19). To reduce the number of PsoC5 pins as the in-
put, a configuration similar to Figure 3.25 is used for every 
five keys. In this figure, one PsoC5 pin digitizes the ana-
log input of “To ADC” for every five DIP keys, so just two 
pins are used in PsoC5 for 10 inputs. Pins P0[3] and P2[7] in 

Figure 3.25  Keyboard layout. The output is connected to pin 2, which is 
configured as an ADC input in PSoC5 (port 2, pin 7 in Figure 3.22).
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PsoC5 are used as the ADC inputs for this resistor ladder, 
as per Figure 3.22. A lookup table in the PsoC5 decodes the 
key sequences after the ADC digitization, a concept similar 
to R-2R ladders.

• ESP8266 Wi-Fi module. As said, PsoC5 does not have any 
Wi-Fi or local area network (LAN) modules, so a comple-
mentary circuit is needed for cloud connection and data 
exchanges. The ESP8266 module enables other microcon-
trollers to connect to 2.4-GHz Wi-Fi, using IEEE 802.11 bgn 
standards (up to 300 Mbps of network bandwidth). There 
are many other ways to connect PsoC5 to the cloud. Some 
of the other alternatives to ESP8266 as a Wi-Fi module can 
be a Wi-Fi-enabled �Raspberry Pi (Rpi) device (such as Pico 
W or Pi 4 B), or with the Psoc6 with CYW4343W (Wi-Fi and 
Bluetooth module). We do not go into the details of ESP8266 
at this stage other than to mention that it can be used as the 
slave in I2C communication with PsoC5 to get digitized am-
plitude and phase of the reflected signal from the tag in each 
frequency, and then send the data to the cloud server using 
a HTTP GET/POST in a RESTful API configuration with the 
cloud http web server.

In this book we did not use the capabilities of ESP8266, as 
data was collected using UART (Figure 3.6) to the local PC and 
then presented to the cloud using Google Drive. We will go into 
more details of data processing in the following chapters.

3.6  Reader Characterization

In this section some aspects of the developed reader characteristics 
are explained, such as scanning time, frequency response, and RCS 
calibration.

3.6.1  Scanning Time and Frequency Resolution Calculations

One important point in RFID system design is the time required to 
scan a tag in the frequency band of interest. The major bottleneck 
in the system is usually the ADC acquisition time.
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There are two types of ADCs available in PSoC5, namely, �suc-
cessive approximation register and delta-sigma. The �successive 
approximation register analog-to-digital converter (SAR ADC) has 
either 8, 10, or 12 bits and delta-sigma ADC has a maximum of 20 
bits. Their difference in the operation is that SAR ADC uses sam-
ple-and-hold techniques for successive changes using a switch and 
a charging/discharging capacitor, whereas delta-sigma averages a 
series of binary outputs from a D-flip flop, which detects the dif-
ference between the output stage and input and an integrator that 
sums the analog input with a comparator in output. Because of its 
processing issues, delta-sigma is normally slower than SAR ADC, 
but it can have more accuracy.

Choosing between these two ADCs for any design comes 
down to which factor is more critical, reading speed or scanning 
accuracy. In this work, the voltage variations from gain/phase de-
tector (AD8302) is in the mV range, and considering the ADC in-
put range (–1.024 to +1.024V), at least 1,024 × 2 levels are needed, 
which corresponds to an 11-bit ADC. To provide extra allowance 
for safe operation, a 12 bit one may be chosen. So, any of the ADCs 
available are safe to use for a minimum resolution. In practice, 
however, the higher bits are more useful since noise averaging can 
be performed.

Assuming 12-bit sampling for ADC according to the PSoC 
creator software, the sampling rate will be 187,500 SpS maximum, 
or about 50 µs. Figure 3.26 magnifies the return path of the received 
backscatter signal after the RF stage of Figure 3.3.

According to Figure 3.26, for measuring each frequency, the 
LO should set up the frequency first, which takes 300 µs [32]. Re-
ceiving the backscatter is almost immediate, and it takes 60 ns for 
gain and 40 ns for phase to be processed in the AD8032 (although 
they might be done in parallel). Therefore, considering a safe delay 

Figure 3.26  Time delay calculation for received signal in each component.
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of 100 ns for AD8032 is logical [28]. The ADC needs 50 µs for each 
signal (gain and phase) [33], and so the total required time for gain 
and phase conversion is

	 ( ) µ+ + + × =300 100 8.1 50 2 516 s 	 (3.7)

With the resolution of 100 MHz in each 1.5-GHz RF step, there 
are 15 points to be sampled, so total time to scan a 1.5-GHz fre-
quency span with 100-MHz resolution is

	 µ= × =1.5 GHz span 15 516 7.74 mss 	 (3.8)

As discussed in Section 3.5.1.3, there is no information about 
the settling time of the HMC6300/HMC6301 as per their catalogs 
[23, 24]. From the experiments, a settling time of 10s is needed for 
these HMC6300/HMC6301 boards once the RF frequency chang-
es. Having five 1.5-GHz steps in a 7-GHz frequency range of 57–
64 GHz, the total scanning time for every tag in each position is 
around 50 seconds.

3.6.2  RCS Calibrations

The RCS is a property of the target’s reflectivity, meaning that 
the level of transmitted power and the distance do not affect the 
measured RCS. In practical measurements, the reader power level 
normally needs calibration through the RCS calibration process. It 
is usually done using a standard object with a known RCS. In ex-
tended research at �Palo Alto Research Center (PARC), a standard 
triangular trihedral corner reflector has been used whose RCS is 
1 dB square meters (dBsm) at a distance of 1m at 60 GHz. Figure 
3.27 illustrates the triangular trihedral shape. The scattering calcu-
lations for the trihedral objects can be found in [34, 35].

The RCS of the triangular trihedral reflector of Figure 3.27 can 
be calculated as [36]

	 π
σ

λ
=

4

2

4
3

a 	 (3.9)

where a is the length of one of the sides, as shown in Figure 3.27. If 
a = 5 cm in (3.9), the RCS will be 1 at 60 GHz as λ = 5 mm. Knowing 
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the RCS at different frequencies, the value of K(θt, φt, θr, φr) in (2.14) 
can be calculated using the calibration outcomes. The calibration 
procedure is as follows:

• In the lab or an anechoic chamber, measure S11 for the case 
of monostatic configuration by (2.16), or S11 and S22 for a bi-
static case by (2.14) just for the structure of the jig without 
a standard trihedral. The distance of the antenna to the jig 
that holds the tag should be 1m. Write down the Tx and Rx 
powers.

• Repeat the above step in the presence of a standard trihedral.

• Using (2.16) for monostatic case and (2.14) for a bistatic case, 
calculate K (at each frequency). σ is known as per (3.9).

Considering the graph with a known RCS value, the reader 
can be calibrated in a similar way. Figure 3.28 shows the measure-
ment done with a standard trihedral at a distance of 1m from the 
antennas. Using (2.16), and knowing the P_t (transmitted power), 
P_r (received power), G (antenna gain from the catalog), S_11, and 
R (distance from antenna to the trihedral), the calculated RCS is 
shown in Figure 3.28. From (3.9), the RCS should be 1 at 60 GHz, 
whereas it is –6.73 dBsm. Therefore, +6.73 should be added to 
the measured RCS at 60 GHz for it to be corrected. Doing this for 

Figure 3.27  An illustration of a triangular trihedral. The measured RCS at a certain 
distance and frequency is a known value.
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all of the frequency spectrum, the chipless reader values can be 
calibrated.

If the signal is considered to be narrowband, the average RCS 
trend, shown by the red line in Figure 3.28, can be used as the first 
estimation for the reader calibration. The bandwidth of 57–64 GHz 
is almost narrowband as

	
∆

= ≈7
12%

_ 60.5
f

freq center 	 (3.10)

3.7  Conclusions

A 60-GHz ISM band chipless RFID has been a research focus in 
recent years [37–40], but there was no RFID reader hardware de-
veloped for this spectrum. The problem with this higher spectrum 
is its much higher attenuation at the same distance for the received 
backscattered signals compared to lower microwave and mm-
wave frequencies.

After a few design trials, a modular design around HMC6350 
Tx/Rx modules was provided and developed. The HMC6350 

Figure 3.28  Modified RCS for the triangular trihedral corner reflector (blue) and its 
linear trend (red line). These values can be used for the calibration of the reader at 

different frequencies.



	����������������������������������������������������������������  Chipless RFID Systems Using Advanced Artificial Intelligence���� 	 105

initial intention design was for backhaul signal transmission, so 
many parameters had to be considered in order to integrate these 
boards into a chipless RFID system. In this chapter, those prob-
lems, such as USB port conflict, customized SPI signaling control, 
and low-resolution frequency scanning, were discussed, and prop-
er solutions were provided.

Running the HMC6350 boards required a complete set of RF 
and digital controllers and peripherals. For the higher-frequency 
resolutions and to avoid timely mm-wave step changes in the 
HMC6350, a LO was developed to provide high-resolution fre-
quency sweeps from 500 MHz to 2 GHz in the desired steps. A 
gain/phase comparator circuit was developed to compare sent 
and received signals, and a high-precision delta-sigma ADC was 
configured to digitize the output of this comparator.

As the reader system is based on the SAR concept, a linear rail 
and its controller circuit was inserted for precise movements of the 
tags in front of the reader antennas. Compact 10-bit DIP switches 
were used as an auxiliary input when some interaction from the 
user was needed. A special Wi-Fi module was used to transfer data 
to the local host or remote (cloud) computer for further processing 
of the digitized backscattered signals from the tag.

This chipless RFID hardware made it possible for the first 
time to read chipless tags without any need for lab measurement 
devices at the higher 60-GHz spectrum. This is the first developed 
60-GHz chipless RFID tag system, according to the open literature 
and to the best knowledge of the authors. Figure 3.29 shows the 
final reader from different angles.

3.8  Chipless Reader Questions and Answers

3.1	 Why use a reader at 60 GHz and not lower frequency 
bands?

	 The next available spectrum in the ISM band for radio lo-
cation applications like RFID after 24 GHz is 61 GHz [41]. 
Also, tags, readers, and antennas will be smaller in 60 GHz 
as the frequency goes higher. The next available ISM band 
after 60 GHz for RFID applications is 244–246 GHz, which 
is just out of reach for the current technology.

.
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Figure 3.29  The developed 60-GHz RFID reader from different angles.
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3.2	 Why not use the MIMO reader developed here?

	 The simple answer is the market availability at the start 
time of this project. Currently there are many MIMO based 
industrial mm-wave radar sensors to choose from. The 
modular design in this chapter can be used as a sample/
guideline for frequency and image-based tag readers no 
matter what RF boards are used.

3.3	 Why did we use a VM in this chapter?

	 The Tx and Rx boards of the HMC6350 use the same port 
number. A VM is used within the local PC to be able to 
capture one of these boards with a different port number. 
The VM is not used after the initial testing phase.

3.4	 Why do we need to perform a chipless reader calibration?

	 It is important to do calibration for your developed reader, 
especially if the results come from more than one device; 

Figure 3.29  (continued)
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for example, if different tags are read by the VNA or by dif-
ferent readers. A calibration process ensures that the results 
will be similar no matter what reader is used. The reader 
device resolution might be higher or lower than the VNA 
in use, but it is important that the measured points for the 
reader have the same magnitude/phase as the VNA. The 
VNA itself needs yearly calibration by accredited compa-
nies. These accredited companies must be certified them-
selves by a national authority, such as the National Asso-
ciation of Testing Authorities (NATA) in Australia.

3.5	 What are the recommendations for a linear rail for a chi-
pless tag reader?

	 The best linear rail should have as many nonmetal parts 
as possible, as any metal can interfere with the chipless 
tag detection. In addition, the stepper motor in a linear rail 
is a good source of audible and electrical noise. Using the 
MIMO reader will eliminate the need for a linear rail, but 
it will add to the computing costs.

3.6	 Are there any technical considerations for the developed 
circuit?

	 As shown in Figure 3.29, three separate power supplies are 
used to empower digital/analog boards Tx and Rx. This is 
to minimize coupling noise between the circuits.

3.7	 Any recommendations for the updated boards?

	 With the new technology, we recommend using a RPi pico 
board with Wi-Fi as a replacement for the local computer 
and Wi-Fi device instead of the Arduino ESP8266 in Figure 
3.6. The small version of Linux (Fuzix) on RPi can help to 
run a web-client for REST API communications to a cloud 
computer in �a platform-as-a-service (PaaS) configura-
tion, or to access Google Drive files and Google Colab for 
software-as-a-service (SaaS) configuration (more details in 
Chapter 5).

3.8	 Why is a PSoC5 used instead of an Arduino-based �micro-
controller unit (MCU)?

	 The PSoC5 has many components and more input/output 
pins than any Arduino-based MCU. An Arduino is an op-
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tion if multiplexing is used to increase its port numbers 
and components.

3.9	 Any useful tips for PSoC5 application development?

	 As a general engineering rule, no circuit will work right 
after the design phase. To make it work, each circuit needs 
extensive debugging. One very useful tip is to use the 
PSoC5 printout method using UART component and ter-
minal emulators (like Termite). We recommend watching 
tutorials from our former lab colleague, J. Lee, on his You-
Tube channel [42, 43].
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4
Tag Decoding

4.1  Introduction

A chipless tag is just a piece of metal with no intelligence, so it is up 
to the reader to be smart enough to detect the tag and decode the 
tag’s encoded data. After describing tag design in Chapter 2 and 
reader hardware in Chapter 3, this chapter deals with these smart 
processing methods.

Concerns arise when dealing with chipless tag decoding. First, 
as the distance or angle of reading from the reader toward the tag 
changes, the frequency response changes both in the amplitude and 
in phase. This is because the contact area for an interrogated sig-
nal from the transmitter changes, so the surface current will change 
and thus the resonant frequency and amplitude will vary. Second, 
moving the tag’s angle and distance toward the reader changes the 
background objects slightly, thus changing the total response of the 
tag. Third, chipless tags are always subject to some manufacturing 
tolerances. Although two tags may seem similar, their edge sharp-
ness may vary because of changed resolution or the metal thick-
ness may be different because of using different inks or even using 
different substrates. This chapter tries to resolve these nonlinear 
responses of the chipless tag to some extent by making tag SLAR 
images, and decoding using machine learning techniques.



114	 Tag Decoding

This chapter also tries to answer one of the main problems in 
a chipless RFID, which is misdecoding or a reading error. Some-
times the output of the decoder software is the wrong tagID. As 
the chipless tags have no handshaking means, this is quite a dan-
gerous situation. Using novel SLAR imaging, a trial around this is 
created. This image-based tag detection method is used in parallel 
with the AI methods to provide a more reliable system, which will 
be discussed in detail in Chapter 5.

The position of this chapter in this work is shown in Figure 
4.1 by the ML block.

The chapter structure is as follows: After this introduction, 
in Section 4.2 the concept of a feedforward network and several 
pattern recognizers are presented. In Section 4.3, methods of data 
collection in simulations and experiments are discussed. The ML 
problem is defined with the proposed solution, and some aspects 
of the performance, such as decoding success rate and orientation 
sensitivity analysis, are discussed in Section 4.4. Various methods 
of pattern recognition are presented and compared in Section 4.5. 
Because of the abovementioned misdetection problem, an imag-
ing method based on SLAR is proposed in Section 4.6. The section 
includes mathematical calculations to create the final image using 
one- or two-port (monostatic or biostatic) reader systems along 
with the computational costs. The chapter finishes by summing 
up the methods discussed. This chapter and the next one comprise 
the brain part of the proposed chipless RFID reader. Figure 4.2 il-
lustrates the material covered by this chapter.

This book is based on ML, which requires a large amount of 
storage, high demand for processing, and data sharing between 
different readers. Cloud computing is used here to facilitate these 
requirements, as will be explained further in Chapter 5.

Figure 4.1  Illustration of the machine learning section within the RFID system.
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4.2  Machine Learning and Pattern Recognition

With recent advances in AI, machine learning can now be used as 
a valuable decoding tool in RFID and IoT. Conventionally, a com-
puter is programmed to do a particular task. In contrast, with ma-
chine learning the computer learns how to do a difficult task by 
observing data. The way the computer breaks down the problem 
into smaller blocks and solves them is generally uninterpretable.

Every machine learning problem can be described in a few 
steps [1]. Figure 4.3 shows the steps in a typical machine learning 
method. After defining the machine learning problem, a dataset 
is produced. In the simulations reported in this book, a CST pro-
gram has been used to produce this data, and in the experiments, 
a VNA and the tag reader developed in Chapter 3 has been used 
for creating the dataset. The dataset generated in the simulation 
or experimental methods is firstly shuffled and then used to train 
the model until an acceptable mean square error (MSE) is reached 
in the training. The last step is to use this trained network to make 
predictions, which is the chipless tag decoding in this work.

In every neural network, there is a web-connected set of nodes 
called neurons and links between them. A neural network’s main 
function is to receive inputs, do complex calculations, and put it 

Figure 4.2  An overview of the different sections in this chapter. Topics in the red 
blocks will be covered here.
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to output as a solved problem. They can be used for many appli-
cations. For the classification problem, for example, temperature, 
height, and heartbeat rate can be the inputs, and the output level 
shows how likely a patient is sick.

Every network has input, output, and hidden layers. Each 
layer gets the input from the previous layer, processes it with its ac-
tivation function, and passes the result to the next level for further 
processing. The way this type of neural network propagates data 
from input layers to output is called feedforward propagation.

Each edge (link) has a weight and each node has a bias. This 
means that the combination for each activation is also unique. The 
process of increasing the �neural network (NN) output accuracy to 
the actual desired output from a provided set of input-output data 
is called training. Training is done with a comparison of current 
NN output to the actual desired output. The aim is to minimize the 
cost function of difference of these two. Figure 4.4 illustrates the 
biological neuron model of a nerve cell, with simple mapping of 
inputs and outputs (cell’s synapses). Millions of these nerve cells 
connect to each other to transfer an impulsive message from the 
body parts to the brain.

4.2.1  Tag Decoding Using Feedforward Networks and Backpropagation

Backpropagation (also known as the generalized delta rule) is one 
of the best-known methods for training an artificial neural network 
(ANN) [3]. The most common NN is composed of multiple layers 
with a connection between the nodes (neurons) in neighboring lay-
ers only, with no interconnection between nodes in the same lay-
er. Information flows in one direction, from the input layer to the 
output layer. This is also called a feedforward network. Initially, a 
feedforward network is used in the book to check the feasibility of 
using AI in chipless RFID decoding.

Figure 4.3  Machine learning steps.
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4.2.2  Feedforward Concept

A feedforward network is composed of a few layers. The computa-
tion in each layer (except the input layer) is based on a weighted 
summation of all connections from the previous layer by the node 
function plus a bias. This computation, also called collected func-
tion, can be of the form

	 = +∑pi ij pj i
i

net w a bias 	 (4.1)

where wij is the weight from current node i to the previous node 
j, apj is the activation function of the node j for the input pattern p, 
and biasi is the bias at the node i. An activation function can be a 
nonlinear one, normally a sigmoid in the following form:

	
−=

+
1

1 pipi neta
e

	 (4.2)

For training, this type of network is supervised. Supervised 
learning uses collected input/output sets from the previous 

Figure 4.4  A biological neuron model illustrated beautifully, showing input points, 
cell body, and the outputs [2]. Some of the inputs or outputs connect with weaker or 
stronger connections to the other neurons to form a neural network that is capable of 

learning and predictions.
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experiments and calculates the weights and biases to obtain the 
same results. Some sets of input-outputs are applied and the wij 

connections are adjusted to minimize the error function given by

	 ( )= −∑∑ 2

pi pi
p i

E t O 	 (4.3)

where tpi and Opi are the desired and actual values of the pattern p 
in the output node i. In this way, the ANN learns the input-output 
relations. Using the gradient descent method, the iterative weight 
up ε date rule will become

	 ( ) ( )εγ µ∆ + = + ∆1ij pi pi ijw n a w n 	 (4.4)

where ε is the learning rate parameter, µ is the momentum con-
stant, and γpi is the node i error for the pattern p, which can be writ-
ten in the form

	 ( )γ γ= − ∑1pi pi pi pk ki
k

a a w 	 (4.5)

where the summation collects the errors from the previous layer 
and the other terms are derivative of the activation function [4].

Backpropagation in neural network training is used with the 
gradient descent optimization method. It calculates the gradient of 
a loss function compared to all available weights in the network. 
When this gradient is used in an optimization problem for updat-
ing the neuron weights, the loss function will be minimized. The 
cost value, which is the difference between the current NN output 
and the desired output, is lowered by changing weights and biases 
until a minimum is reached [3].

Verifying through a few networks, Neilson [5] showed that 
neurons in the first layers of a network learn at a much slower 
rate than deeper layers. With lower learning speeds in earlier hid-
den layers, this phenomenon means that the first hidden layers 
simply throw away useful input information, making it harder for 
later layers to construct the desired output. The learning gradient 
is higher in the last layers and goes down in the first layers. The 
gradient at each point is the multiplication of gradients at former 
layers (from output to input, as this is backpropagation).
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In addition, it takes much more time to train the first layers 
compared to the last layers. Earlier layers are in charge of detect-
ing simple patterns and building blocks, but if they are not trained 
correctly, the whole result would be wrong. The smaller learning 
gradient toward the first hidden layers is called the vanishing gra-
dient problem. The instability in the learning gradient problem is 
unfortunately unavoidable in feedforward networks. The learning 
gradient sometimes vanishes and sometimes explodes in earlier 
layers. The vanishing (or exploding) gradient is the cause of very 
long training time and very low overall accuracy. Before 2006, 
there was no way to train deeper networks due to this vanishing 
or exploding gradient problem.

It can be proven that finite superpositions of a fixed, single-
variable function that is discriminatory can uniformly approxi-
mate any continuous function of any real variables [6]. Normally 
sigmoid functions are used for this discriminatory rule. The choice 
of the activation function is not by itself an influencing factor for 
universal approximation. The feedforward architecture is the one 
that can potentially approximate any function [7]. However, just 
because of the abovementioned proven universality theory, it 
should not be assumed that the feedforward architecture can es-
sentially be used in all sorts of problems.

Feedforward networks can be used for some applications if 
they are not stuck with a vanishing gradient. Catal et al. [8] used 
multilayer perceptrons (MLPs) in an ensemble of other networks 
for classification of human body activities. Wang et al. [9] used an 
improved particle swarm optimization to enhance the connection 
weights on the feedforward network for a location-based service 
application. Selvan et al. [10] used feedforward networks for de-
signing a spiral strip monopole antenna fed by a� coplanar wave-
guide (CPW) for RFID applications. Kuo et al. [11] used a combi-
nation of an optimization artificial immune network (Opt-aiNET) 
and artificial immune system (AIS) to train the connecting weights 
of a feedforward neural network for their RFID positioning meth-
od. A recent Pediatric Risk of Mortality Prediction Tool (PROMPT), 
for real-time prediction of all-cause mortality, is mentioned in [12].

In the next few sections, some important shallow networks 
are discussed and are used as the classifiers in this book. Shallow 
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networks usually have only one hidden layer compared to deep 
learners that might have several hidden layers of different types.

4.2.3  Support Vector Machines

SVMs are supervised learning models. In the known feedforward 
and perceptron algorithms, the aim is to get a local or global mini-
mum of misclassification errors, whereas in SVM the objective is to 
maximize the hyperplane margins between different classes. Fig-
ure 4.5 illustrates the SVM for a two-dimensional dataset.

The problem here is to find the right weight w and offset b to 
maximize the distance of the hyperlines in Figure 4.5.

The set of training set

	 ( ) ( )1y , , , , 1,1n iy y ∈−1 nx x 	 (4.6)

are linearly separable if there are a vector w and scalar b where 
inequality

	 ( ) { }1 1,1 , 1, ,i iy b y i n− ≥ ∈ − =iw.x  	 (4.7)

can be satisfied. As shown in Figure 4.5, the term 2/||w|| (the sep-
aration space) should become maximum or ||w|| should be mini-
mum. By solving this constrained minimization problem of (4.7), 
the optimal values for w and b can be found [13, 14]. In practice, 
however, it is computationally easier to minimize the reciprocal 
term ||w||2 using dual quadratic programming [15].

SVMs are already used for personal healthcare applications to 
process multichannel data [16]. In [17] SVM is used to distinguish 
the walking pattern of sensors on the arms and legs. Jo et al. [18] 
suggested an intelligent approach prediction method of tag detec-
tion rate using support vector machines. In this book, SVM is one 
of many classifiers used to distinguish between tag responses.

4.2.4  KNN as a Lazy Learner

K-nearest neighbors are called lazy classifiers because they do not 
learn from data. They just memorize the training dataset and use 
metrics to decide which category the new data belongs to. In this 
case, a KNN is a nonparametric or instant-based learning model. 
KNN’s algorithm is summarized as the following:
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• Choose the number of k (normally an odd number) and a 
distance metric;

• Use the metric and find the k-nearest neighbors;

• Assign the label to the majority vote class.

There are many metrics for the distance calculations, such as 
Minkowski distance [19], which is expressed as 

	 ( )
=

 
= −  ∑

1

1

,
n p

p

i i
i

D X Y x y 	 (4.8)

The Minkowski distance of (4.8) will be the Euclidean distance 
if p = 2, the city-block (Manhattan) distance if p = 1, and the Che-
byshev distance if p = ∞. The cosine distance is another successful 

Figure 4.5  SVM illustration for two data categories. The support vectors (shown with 
cross signs) are those data points that are closest to the separating hyperplane.
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metric, and the definition of its metric for the distance between 
vectors X and Y is

	 =

= =

= −

⋅= − = −
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Some of the weighted cosine and hamming distances for a 
better recognition can be also found in [20]. Figure 4.6 illustrates a 
KNN network decision for new data with two known categories. 
Data can be multidimensional.

Because of its light processing needs, KNN is of high interest. 
Xu et al. used KNN for an indoor RFID positioning algorithm [21]. 
Kyuwon et al. [22] used an adaptive KNN in their RFID location 
system. Jordy et al. [23] used KNN for location estimation of the 
Electronic Product Code (EPC) Gen2 tags with the help of the tri-
lateration technique, which is knowing the location of three mea-
surement antennas. Because of its simplicity and low training time, 
KNN is one of the best decoders in this book, as will be discussed 
later.

Figure 4.6  An illustration of KNN to categorize new data (indicated in yellow). If k = 
3, a new point will be in Cat A, and if k = 7, it will be in Cat B, so a mindful range and 

distance metric is needed for correct categorization based on the dataset.
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4.2.5  Decision Trees Ensembles

Decision trees have been around for a long time and have been 
used in probability and business decisions [24, 25]. The ensemble 
method combines several decision trees to produce a better predic-
tive performance rather than utilizing a single decision tree. The 
main principle behind the ensemble model is that a group of weak 
learners come together to form a strong learner.

If the goal is to reduce the variance of the error in a decision 
tree, a bootstrap aggregation tree ensemble or bagged trees ensem-
ble is used. As illustrated in Figure 4.7, a collection of data (A) is 
used to train the decision trees, and another subset (B) is used for 

Figure 4.7  Bucket ensemble model, in which a model selection algorithm is used to 
choose the best model for each problem [26].
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testing. The training is done for these random subsets for c times. 
The final result is an ensemble of the different models. The average 
of all the predictions with the highest score will be used, which is 
more robust than a single decision tree.

A bootstrap ensemble is another ensemble technique in which 
the mean of the error is intended to be reduced in the distance cost 
function. In this technique, learners learn sequentially with smaller 
sets of data and create the models. The best subsets of models with 
minimum errors are used as the estimators.

Here are a few examples of the background literature for us-
ing ensemble networks. Catal et al. [8] used an ensemble of clas-
sifiers (including MLP and logistic regression) for a better classi-
fication of accelerometer-based human body activity recognition. 
Yang et al. [27] used an ensemble of �online sequential extreme 
learning machines (OS-ELM) for RFID tag positioning. Decision 
tree ensembles will be used among other pattern recognition meth-
ods to decode a tag’s data in this chapter.

4.2.6  Deep Learning Methods and Frameworks

As deep learning is used in this work for recognizing 2-D tag im-
ages, a brief background is presented. Shallow networks, or net-
works with one or a few hidden layers, were first used around 
the 1980s. Both feedforward networks and pattern recognizers 
are shallow networks. There was a delay in teaching more com-
plex networks (with a few hidden layers) until 2006 [5, 28] when 
deep learning techniques were developed. Afterward, a new era 
of machine learning came to be in almost all big data areas, such 
as computer vision [29], speech recognition [30], and autonomous 
surveillance [31], to name a few.

Deep learning is the application of artificial neural networks 
that contain more than one hidden layer with various functions for 
each layer normally. The key point on what empowers a deep net 
to recognize complicated patterns is its ability to break complex 
patterns into simpler ones. For face recognition in an image, for 
example, a deep network will first try to detect edges and simple 
shapes. Then it begins to learn about more complex objects like 
eyes and noses. The last stage in learning is to decide which shapes 
should be put together to define a human face. The downside in 
deep net use is their demand for higher computation speed [32]. It 
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takes much longer to train a deep network compared to a shallow 
one. A fast central processing unit (CPU)/graphics processing unit 
(GPU)s can do the training in a matter of days or weeks.

A deep learning framework is a combination of interface and 
libraries that makes the development of deep learning models eas-
ier and quicker without getting into the details of the underlying 
algorithms. Machine learning could not get that advanced if there 
were no frameworks. Frameworks create the automation for many 
aspects of machine learning, and they make it possible for devel-
opers to reuse the code. The most popular high-level frameworks 
are Caffe, Theano, and TensorFlow.

Caffe was created in the Berkeley Vision and Learning Cen-
ter [33]. Caffe’s models are defined in a configuration file instead 
of being coded directly. Caffe developers claim to have the fastest 
convolutional neural networks (CNNs) implementation available 
[34]. Theano was initially designed for fast, stable, symbolic opera-
tions, including symbolic differentiation [35]. Theano’s power is 
generating dynamically optimized C-code, which can be transpar-
ently executed on a GPU up to 140 times faster than an equivalent 
CPU implementation. In Theano it is possible to efficiently define, 
optimize, and evaluate mathematical expressions involving mul-
tidimensional arrays. Finally, TensorFlow, the most recent of the 
three, was designed by Google and is currently experiencing the 
fastest growth in usage [36]. As of this writing, TensorFlow has 
slightly slower performance than the other two on benchmarks, 
but is easier to deploy on multiple GPUs.

There are a number of frameworks built on top of these plat-
forms, such as Lasagne and Keras, that allow further abstraction 
and thus ease and speed of development. Keras is a good choice 
because it uses either TensorFlow and/or Theano as a backend 
processor and it provides a simpler model for deep learning de-
velopment [37].

As a background review for using deep learning techniques 
on RFID domains, Li et al. [38] used CNN for moving activity rec-
ognition on a passive RFID system. Umbricht et al. [39] used deep 
learning with wearable sensor signals for the quantified evalua-
tion and continuous monitoring of behavioral problems. T. Wang 
et al. [40] used a stacked denoising autoencoder (SDA) for learning 
robust features from RFID sensor signals. C. Wang et al. [41] used 
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a deep belief network (DBN) along with multilayer backpropaga-
tion feedforward in an order completion time (OCT) prediction. 
General guidelines for choosing the right deep learning technique 
are summarized in Table 4.1.

4.2.7  Machine Learning in Chipless RFID and the Gaps

In the last few sections, different architectures of NNs have been 
discussed. These include shallow networks such as feedforward 
neural networks, SVM, KNN, decision tree ensembles, and deep 
learners, such as CNN and DBN. However, all of these methods 
are not being used in chipless RFID applications. In this book, first 
a set of known architectures will be used to decode the data stored 
on a chipless RFID frequency response at 60 GHz in the follow-
ing sections of this chapter, and the deep learning methods will be 
further discussed in Chapter 5. Before going into the training, our 
data collection method is presented in the next section.

4.3  Data Collection Methodology

Figure 4.8 shows the overall data collection method in these simu-
lations. This figure is used for the experiment and simulations, as 
explained in the steps of the flowchart:

Table 4.1 
Deep-Learning Method Application Comparison

Deep Learning Name Learning Method Characterization Example
Restricted Boltzmann 
machine (RBM)

Unsupervised Feature extraction, pattern 
recognition

Cancer classification [42], 
finding unknown patterns [43]

Autoencoders network
Recursive neural
tensor network 
(RNTN)

Supervised Text processing, parsing 
name, handwriting 
recognition, object 
recognition

Compositionality in language 
[44], sentiment analysis [45]

Recurrent nets Supervised/
unsupervised 
(semisupervised)

Character level operations, 
speech recognition, 
memorizing

Apple Siri [46], time series 
analysis [47]

DBN Supervised Image recognition Mood fatigue detection [48], 
Facebook image recognition 
[49], behavioral activity 
monitoring [39]

CNN

A deep learning system based on CNN and Keras frameworks will be developed in this book to decode 2-D image-based 
chipless tag data with high accuracy in Chapter 5.
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1.	 Initialize RF, LO, and put the linear rail to the first position.

2.	 Collect the background noise (structural mode data) in the 
whole frequency range. Move the linear rail to all other 
positions and collect the backscatter data for each position 
in all frequency steps.

3.	 Put the first tag in front of the reader.

4.	 Scan the tag in the whole spectrum. Move the rail in de-
fined steps and rescan the tag.

5.	 Subtract step 4 collected backscattering data from step 2. 
There is no background noise in the simulations.

6.	 Send the data in step 5 to the computer for further 
processing.

Figure 4.8  Flow diagram of the data collection method for this chapter. Data collec-
tion in simulations steps are in the red-outlined block only, and the experimental lab 

measurements includes all steps [50]. (Image courtesy of IEEE.)
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7.	 Recognize the tag using feedforward or pattern recogni-
tion methods. This is a vector-based method. In these AI 
methods, frequency-space-based backscattering data is 
provided as inputs to the supervised network, and tagID 
is the output.

8.	 Recognize the tag using vector-based image and pattern 
recognizers. As will be explained in Section 4.6, a vector of 
2 × 10 is made initially as a tag image, and a pattern recog-
nizer is used to detect the tagID.

9.	 If all the available tags are scanned, stop the process.

10.	  Continue steps 4 to 9 for all of the remaining tags.

The chipless tags are simulated in the CST and MATLAB in 
steps 3 to 10 in Figure 4.8. For the experiments, all steps in that fig-
ure are followed. Despite the decoding method used, in this book 
CST/MATLAB software is used for the simulated data collection 
and the VNA and the developed reader presented in Chapter 3 
for the experimental datasets. In this section, these data collection 
methods are illustrated.

4.3.1  Data Collection in the Simulations

Figure 4.9 demonstrates the simulation in the CST microwave stu-
dio suite. A tag made of five letters is centered in front of the cross-
polarized reader antennas, which are connected to the transmitter 
and the receiver of the system. The size of the antennas is the same 
as the one used in our experiments [51].

The technique for tag detection should match the tag used 
and its specifications. In this chapter a hybrid method of the fre-
quency and position has been followed, as shown in Figure 4.8. 
The method used is similar to the frequency-domain tags if just 
pattern recognition is used, and is similar to the SAR if image-con-
struction is used.

Figure 4.10 illustrates one of the tag’s responses in the linear 
rail. The scanning is done within the azimuth resolution, which is 
6 mm according to the maximum resolution possible by the SAR 
method. This maximum resolution of SAR is D/2, where D = 1.2 
cm is the antenna aperture, referring to (2.18). The strongest signal 
happens once a tag is directly facing the Tx/Rx antenna in position 
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0, which is illustrated by the dashed line in Figure 4.10. Moving 
the tag to the right or left by the D/2 creates weaker signals. These 
resultant scattering waveforms, along with the reader to the tag 

Figure 4.9  Moving tags in front of reader antennas in the simulations. Reader an-
tenna distance to tag is 5 cm, and there is 1-cm separation between cross-polarized Tx 

and Rx antennas. The horn antennas are from [51].

Figure 4.10  Simulation results of the tag movements in front of the reader. A few tag 
responses within the azimuth resolution spaces with δx = 6 mm are shown [50]. 

(Image courtesy of IEEE.)
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location, are the inputs to the neural network and pattern recog-
nizers discussed in the next sections.

4.3.2  Data Collection in the Experiments

In the experiments, there are two measurement cases: using two-
port VNA or using two-port developed modular reader, which is 
fully described in Chapter 3. In both cases, background noise data 
(without the tag) is collected first and then subtracted from the 
measurement in the presence of the tag.

Figure 4.11 shows the data collection method in the experi-
ments. For every position of tag/antenna, the 7-GHz bandwidth of 
57–64 GHz is split into five steps of 1.5 GHz each. This frequency 
range splitting is because of the restrictions in the Rx/Tx boards, 

 Figure 4.11  Tag scanning method in the experiments. This process is done for every 
available tag.
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as described in Chapter 3. First, the background noise data is col-
lected in all range positions and in all frequency steps. For every 
tag, the backscattered data from the tag is stored in a vector that 
contains tagID, backscattered data (subtracted from background 
noise), and frequency that is the sum of mm-wave VCO frequency 
and LO (according to Figure 3.6). The process continues for all the 
SLAR scanning locations (6-mm distance separations) and for all 
the available combinations of the tags.

Once all data is collected it is time for the decoding phase. In 
the next few sections, the two different decoding procedures will 
be discussed, as per Figure 4.8 blocks 7 and 8. In the pure decoding 
using AI of block 7 of that figure, feedforward and pattern recog-
nition methods are discussed, and in the image-based method of 
block 8, a new SLAR decoding method will be illustrated in detail.

4.4  Using Feedforward Networks

Figure 4.12 shows the feedforward network used for initial realiza-
tion of the system. The inputs are the tag location (as in Figure 4.9), 
frequency (in GHz), magnitude, and phase of the S21 parameter (as 
in Figure 4.10). The output is set to be the tagID.

In this fully supervised feedforward network, the expectation 
is that the trained network is able to recognize the tagID based on 
the four inputs given. Data vectors collected from Section 4.3 are 

Figure 4.12  Graph of the feedforward network used, showing inputs and the tagID as 
output.
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shuffled first, normalized, and then divided into three parts: train-
ing, validation, and test data. The validation and test data are not 
used during the training session. A few trials with different hidden 
layer neurons are done and the results are explained in the follow-
ing section.

4.4.1  Feedforward Network Results

Figure 4.13 shows the convergence graphs for one of the trials 
done. In this trial, the number of neurons in the hidden layer is 
chosen to be 100. In Figure 4.13(a), the MSE graph for the feed-
forward network is shown. Best validation performance is 0.22146 
at epoch 848, and in the Figure 4.13(b) gradient, µ and validation 
failure graphs are illustrated. For an ideally successful training, the 
MSE is in a global minimum, the gradient and mu1 have decreas-
ing trends, and the validation failure number does not exceed a 
certain defined error (here it is 6). If validation failure goes beyond 
that predefined error number, this is a sign that the network is get-
ting overtrained and training should be stopped.

Figure 4.14 demonstrates the error histogram for a bin of 20 
groups. Zero error is shown with a line in the middle. The bigger 
the bins closer to the zero error are, the better the overall perfor-
mance is.

The higher the number of hidden neurons, the more compli-
cated problems can be solved. In this initial research, networks with 
10, 25, 50, 100, 200, and 500 hidden neurons were tested. With high-
er hidden neurons, namely 250 to 500, the network had the ability 
to decode misaligned or rotated tags, as shown in Figure 4.15.

Higher neuron networks come with an obvious cost: training 
time. As illustrated in Figure 4.16, training a network with 50 neu-
rons takes just a few minutes on a core i7-4790 CPU 3.6-GHz, 16-
GB RAM machine (with no GPU), whereas for 500 neurons, train-
ing takes more than 6 hours, which is an exponentially growing 
trend (the red line in Figure 4.16). Training time is measured with 
MATLAB tic/toc commands.

1.	 Mu, or µ, is momentum constant which is included in weight update (4.4). Its purpose is to avoid 
the problem of the local minimum, in the case that the network training getting stuck into a local 
minimum and convergence does not happen. The value of mu can be between 0 and 1, although 
normally it is set from 0.8 to 1.
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Figure 4.13  Feedforward network training graphs. Data is shuffled initially, which is 
why the graphs in (a) are matched for different sets.
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Although feedforward networks are powerful enough in 
solving simple problems, their vanishing gradient problem as de-
scribed in Section 4.2.2 is sometimes challenging once the num-
ber of samples increases. The network training should also be 

Figure 4.14  Error histogram for a network of 100 hidden neurons.

Figure 4.15  Feedforward network output graphs for a different number of hidden 
layer neurons: detection success rate for misaligned tags.
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tried a few times to overcome the problem of sticking in the local 
minimum.

For the interested reader, the dataset outcome of this simula-
tion is available in [52].

4.5  Using Pattern Recognition Methods

Pattern recognition is one of the most important parts of AI. It fo-
cuses on the description, measurement, and classification of pat-
terns included in various data. Like any machine learning, a typical 
pattern recognition system involves the following steps: defining 
the problem, creating the dataset, and transforming the data (pre-
processing), feature extraction, and classifier design (training a 
model) and postprocessing. Pattern recognition ability to differen-
tiate between many samples decreases if the number of samples 
goes high and their responses become closer to each other. Pattern 
recognizers are normally composed of shallow networks with a 
few layers. The main steps in any classification algorithm are il-
lustrated in Figure 4.17 [53]:

Figure 4.16  Feedforward network output graphs for a different number of hidden 
layer neurons: training time.



136	 Tag Decoding

Feature selection and data collection. Out of the available data, 
some features are more important than others. In our study, for 
example, knowing the tag location might give more information to 
the classifiers than the tag’s phase at a particular frequency. There 
are a few techniques for feature selection. One of the most known 
ones is principal component analysis (PCA), in which the data is 
reduced into fewer dimensions by projecting it to onto a unique 
orthogonal basis. Another technique is nonnegative matrix factor-
ization used with physical-based data that does not have negative 
values. Proper feature selection has the following effects [54, 55]:

• Improving the accuracy of the algorithm;

• Reducing overfitting, as less redundant data is available;

• Boosting the performance on high-dimensional data;

Figure 4.17  Flowchart of the main steps in classification problems.
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• Reducing training time, because of less noisy or redundant 
data.

In this book PCA is used, and its results will be discussed 
further.

Choosing the right performance metric. Performance metrics in 
this book are chosen to be training accuracy, �area under curve 
(AUC), and training time.

Finding the right classifier (among the batch of tested classifiers) 
and choosing the best structure. Many classifiers were used and their 
initial performance comparison was done based on the metrics in 
step 2.

• Performance evaluation of the model. Further evaluation of the 
chosen classifiers of step 3.

• Fine tuning the model. After converging to the best pattern 
recognizer, its parameters are further tuned to improve the 
final performance metrics.

In this section, 54 classifiers (22 ensembles, 12 SVMs, 7 KNNs, 
12 trees, 1 linear discriminate) will be compared for their perfor-
mance and the metrics will be discussed.

For the interested reader, to replicate the results the dataset 
outcome of this experiment is available in [56].

4.5.1  Pattern Recognizer Results

The main pattern recognizers used in this book were discussed in 
Section 4.2. This section explains the results from many pattern rec-
ognition methods. A dataset of 27 different tags in three different 
positions in front of the antenna (81 data states) was collected. The 
dataset then was applied to the pattern recognition techniques.

Figure 4.18 shows one of the results. The total dataset is divid-
ed into the three batches: training, test, and verification. The test 
and verification dataset batches are not used during the training 
session. The term “accuracy” is the percentage of correct matches 
for verification data (verification is normally 10% of total data). 
The AUC is the percentage of the total data that can be classified 
correctly, which is a metric of the coverage.
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Besides accuracy and coverage, one of the most important as-
pects of the network is its training time. Every time new data is 
added to the training set, the whole network should be retrained 
to classify that new data. Although it might not happen right away, 
the scheduled retraining should not take longer that an accepted 
time.

Figure 4.18 illustrates the concept of the training time for the 
same set of pattern recognizers used.

Although “bagged trees ensemble” performs better than “fine 
KNN” in terms of accuracy and AUC in Figure 4.18, its training 
time is almost 20 times slower than the “fine KNN” network (3,114 
sec compared to 138 sec). So, obviously the KNN network is the 
optimum one comparing different factors. Fine KNN uses 1 to 3 
neighbors to find the classification for each point during predicting.

The faster training time of the KNN networks is not surprising 
though. As said in Section 4.2.4, KNNs are called the lazy learners, 
as they actually do not learn, but they associate every new sample 
to the nearest defined class.

Figure 4.18  Comparing accuracy, AUC (left vertical axis), and training time (right 
vertical axis) for some of the better-performing pattern recognizers for our dataset 

[57]. (Image courtesy of IEEE.) Positions in front of the antenna (81 data states) were 
collected. The dataset was then applied to the pattern recognition techniques.



	����������������������������������������������������������������  Chipless RFID Systems Using Advanced Artificial Intelligence���� 	 139

To choose the right pattern recognizers in practice however, 
many factors should be considered other than the accuracy and 
the training time. Figure 4.19 is based on the same dataset of Fig-
ure 4.18 but with an emphasis on two other parameters, subspace 
dimensions for the KNNs and the maximum number of splits for 
the decision trees. This figure further classifies the best optimizers 
from the previous figures. The last four columns to the right in 
Figure 4.19 refer to the KNNs with different subspace dimensions, 
and the other 10 columns to the left are for the decision trees.

A few interesting observations are noted from this chart:

• The accuracy and the AUC (the red and yellow lines in 
the left vertical axis) almost follow each other. This simply 
means that for a network with a higher accuracy normally 
AUC is also high, and vice versa.

Figure 4.19  Comparing best-performing pattern recognizers: decision trees and KNN 
parameters. Accuracy, AUC, and “Subspace dimension” are in the left vertical axis, and 
“Number of learners” and “Max no. of splits” are shown in the right vertical axis. “Sub-
space dimension” is a property of the KNNs and “Max no. of splits” is a property of the 

decision trees only [57]. (Image courtesy of IEEE.)
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• Both in decision tress and KNNs, the higher the number of 
learners (light blue bars in the secondary vertical axis), the 
higher the accuracy and coverage.

• The number of splits for the decision trees should be used 
with the right algorithm (boost or bag) with the proper num-
ber of learners to be effective. A higher number of splits in 
decision trees does not necessarily end up with a higher ac-
curacy.

• For the KNNs (the last four columns in the graph), increas-
ing the number of learners shows increased decoding ac-
curacy, but the higher subspace dimension (3 to 4) is only 
effective once the number of learners is big enough. Other-
wise increasing the subspace dimension can result in a lower 
accuracy.

• Enabling PCA normally degraded the performance metrics, 
such as accuracy and AUC. The PCA feature was tested on 
ensemble networks, decision trees, and KNN. This might 
happen because of low dimensions of the inputs.

Another detailed metric for the performance of the classifi-
ers is their confusion matrices. Figure 4.20 illustrates the confusion 
matrix for one of the KNN trials. A fine KNN classifier has been 
trained with a dataset of 12 chosen tags in three different positions 
in front of the antenna. A confusion matrix for more than 12 tags 
is difficult to display. For those 12 tags, the “true tag class” is the 
actual tag under the measure on the vertical axis, and the “predi-
cated tag class” is the predication results on the horizontal axis. 
The diagonal (green) shows the decoding success rate for each tag. 
That number is the chance that particular tag is in front of the read-
er and the reader detects it correctly. For each tag, there is a chance 
that the system detects them wrong (misdetection or failure rate). 
Those “green” success rates are also reflected in the right side of 
the table for each tag, with the pink failure rate (1 = success rate) 
next to it. The best decoding rate for this experiment is 99% (for 
Tag#03 and Tag#04), and the worst one is 86% (for Tag#11). Tags 
with better decoding rates have more distinguishable frequency 
responses and a better alphanumeric combination in the tag.
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One interesting but problematic observation is that a decoder 
system merely based on frequency data decoding has a chance of 
misdetection. Even for the best detectable tags in Figure 4.20, there 
is a 1% chance that the tag is detected wrongly. Another example is 
the “no tag” column. Even if there is no tag in the reader, meaning 
that the background noise is being measured, there is only a 15% 
chance that system correctly detects the situation. Otherwise the 
“no tag” state might be reported as one of the known classes. This 
situation can be avoided by some further actions, such as using 
two or three decoding methods at the same time and comparing 
their results.

As a brief conclusion, the different AI methods examined are 
very good at distinguishing different signatures in the frequency 
response of a chipless tag in low-cost substrates. These AI-based 

Figure 4.20  Fine KNN confusion matrix for a dataset of 12 tags. Although the misde-
tection (right-most column) rate is low, it is still a real concern with chipless RFID tags 

[57]. (Image courtesy of IEEE.)
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methods are not based on the Q-factor of the tags, which is a great 
advantage to using low-cost substrates.

Although different AI methods covered so far (including 
feedforward networks and pattern recognizers) can have tag suc-
cess rates as high as 98.1%, as in Figure 4.18 for chipless tags, their 
failure rate should be addressed as it can be a big concern for ap-
plications that require higher reliable decoding. These applications 
include chipless RFID in financial institutes, such as banknotes, 
and in grocery chains. This misdetection problem will be expand-
ed more in Section 4.6 and Chapter 5.

4.6  Using CW-SLAR Imaging

One of the initial ideas behind tag scanning in this book was to 
make an image of the tag using SAR techniques. This process is in-
dicated with light blue lines in Figure 4.8. Conventional SAR gen-
erally uses pulse radars and phased arrays to shape the pulse [58, 
59]. The image construction can be created with very different tech-
niques. Images are based on the fact that SAR determines the 3-D 
reflectivity from measured data. Basically, it is a sort of spectrum 
estimation, because for a particular pixel of the resultant image, 
the complex data SAR from measurements is a sampled version 
of the Fourier transform of reflectivity in the elevation direction. 
Because the Fourier transform is not balanced, the spectral esti-
mation techniques are used to improve the resolution and reduce 
speckle compared to the results of conventional Fourier transform 
SAR imaging techniques [60]. Here are the steps in use for image 
construction [61]:

• The raw data is acquired and then is segmented into subap-
ertures. It contains a 1-D signal.

• The range and azimuth of the received signal is created by 
a location dependent matching filter. Grid-division is now 
done as per azimuth (the azimuth at that particular time).

• Calculations for the slant range (the distance between the 
antenna’s phase center and the middle point on the beam 
footprint) are done for every azimuth time using coordinate 
transformations.
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• All the subapertures of the image are superimposed to make 
the final image.

Figure 4.21 illustrates this concept. Before going into details, 
it is worth mentioning that the approach for data collection in this 
study is similar to the stop-go in geosynchronous satellite synthetic 
aperture radar (GEO-SAR), meaning that there are no moving ob-
jects in the scene. In GEO-SAR, the assumption is that transmitting 
and receiving the pulses in the satellite are at a stationary point, 
which means that all movements between and within the signal 
pulse are ignored for the target and the satellite [58].

Assuming the reader has a slant angle of θ toward the middle 
of the beamwidth footprint of ABCD and the reader is scanning 
the tag with the speed of v, Figure 4.21 shows a simple illustration 
of the scene for SLAR technique development. The SLAR formulas 
from (4.11) to (4.18) are adopted or modified from [61]. The reader 
moves with speed v and perpendicular distance to the scanning 
tag is h. p(x,y) is the arbitrary point in the beam footprint, in which 

Figure 4.21  SLAR geometry concept in reading letter-based tags [57, 61]. (Image 
courtesy of IEEE.)
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p(vt,0) is the center. If L1 is the distance from point O to p(x,y), the 
L1 equation is

	 ( ) ( ) ( )θ= + + −2 2
1 , , sinL t x y R y x vt 	 (4.10)

in which θ is the beam incident angle. If the R is the distance from 
the antenna to the center of the beam footprint, r(t,x,y), the slant 
range from the antenna to the observation point of p(x,y) is ex-
pressed as
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Following a stop-and-go procedure, in which scanning is 
done in the steps once the reader has stopped moving, v will be 
zero. If s(t) is the continuous transmitted signal, the received signal 
sr(t) will be a superposition of a large number of backscatter signals 
from the beam footprint [58]; that is:
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In (4.12), σ(x,y) is the RCS of each (x,y) point in the scanning 
footprint. The output of the matched filter; that is, the constructed 
image in any pixel of (xi,yj), is determined as
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where T is the scanning time for this particular footprint in Figure 
4.21 (T is around 600 ms for 20,001 points sampling the VNA used). 
Substituting (4.12) into (4.13) we obtain
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Equation (4.14) can be rewritten as the following:
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in which Ax,y(xi,yj) is ambiguity function [61, 62] and expressed as
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The ambiguity function in (4.15) can be considered as a 
weighting function in each point for the RCS, σ(x,y). The range res-
olution is the first null of A0,0(0,y) = 0 and azimuth resolution will 
come as the first null of A0,0(x,0) = 0. Following the simplification 
assumptions made in [61], range resolution is expressed as

	 δ
θ

=
2 siny
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B

	 (4.17)

and the azimuth resolution is:

	 λ
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2 2
a

x
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L

	 (4.18)

in which B is the bandwidth and La is the antenna aperture.
Equations (4.17) and (4.18) prove that the same range and 

azimuth resolutions are achieved with SLAR as the FMCW and 
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pulse-based SARs. The interesting thing about this SLAR tech-
nique is that it converts the time (range)-space (azimuth) domain 
making of the traditional SAR into the 1-D frequency scanning. 
The other advantage is using a CW signal as the transmitter, which 
provides a simpler circuitry both for the Tx and Rx. Disadvantages 
are that this approach is not suitable for nonflat terrain scanning. 
Any height will result in increased ambitions error. The second 
problem is moving object detection. As this approach is based on 
the CW, it is assumed that there is no change in the scene during 
the scanning time [63], so any availability of any moving objections 
at that time will end up to the increased final image distortion.

Due to the limitations of the hardware design of Chapter 3, 
CW-SLAR is the only practical option for this book. The desired 
image resolution here is 30 mil (0.762 mm) based on the tag dimen-
sions of Chapter 2. Based on (4.17) and (4.18), assuming a θ = 45°, 
the range and the azimuth resolutions for the antenna in this study 
[51] are as the following:

	 δ  = × × × =  
8 9 1

3 10 2 7 10 4.3 mm
2y 	 (4.19)

and

	 δ = =
1.2 cm

6 mm
2x

	 (4.20)

Equations (4.19) and (4.20) simply mean that a 1 × 1 cm2 letter 
tag can only be represented by a shape of 2 × 2 pixels. This is obvi-
ously not enough to have a high-resolution image resolution for 
the tag, but the formed image can be used beside other methods to 
increase the tag detection success rate.

Using a stop-and-go scanning method, each tag is scanned in 
a 10 row by 2 column matrix, as shown in Figure 4.22. To create the 
image of the tag, two types of lab measurements are done: (1) us-
ing a one-port VNA, and (2) using the two-port reader developed 
in Chapter 3. These two approaches are presented in the following 
sections.
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4.6.1  One-Port VNA

Figure 4.23 shows tag scanning using a one-port VNA, and Figure 
4.24 shows the scanning. In this case, where the scanning of the tag 
area is done by just one port, (4.13) can be used for VNA measure-
ments, as

	 ( ) ( )
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11

rr s tS f
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S f s t 	 (4.21)

where Sr(f) and S(f) are the Fourier transforms of st(t) and s(t), re-
spectively. Replacing (4.21) into (4.13) will result in
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As r(t,xi,yj)/c (c is the speed of the light) in the RFID systems, 
(4.22) can be rewritten as
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Assuming s(t) is a series of linear frequency ramps, in discrete 
time domain it can be expressed as
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Figure 4.22  Continuous-wave side-looking airborne radar (CW-SLAR) scanning areas 
for a 5 × 1 cm2 tag with 10 × 2 scanning regions [57]. (Image courtesy of IEEE.)
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where N is the number of frequency steps in the sweeping time T, 
hence the S(f) becomes

	
( ) ( )πδ
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= −∑
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2
N

n
n

S t f f
	 (4.25)

where fn represents each of the frequency steps. Comparing (4.23) 
and (4.25), the term S11(f)S(f) simply becomes

Figure 4.23  SLAR measurement using a one-port VNA. The tag is angled at 45° in 
front of the antenna in a 50-mm distance [57]. (Image courtesy of IEEE.)
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which is S11 sampled over N points, so it is S11. Considering the 
resolution, for every image section in Figure 4.22, one can consider 
xi = yj = 0, as every region can produce one data pixel only. Follow-
ing the stop-and-go procedure, r(t,0,0) = R. Substituting R, (4.24) 
and (4.25) into the (4.23) provides
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where λn is the wavelength corresponding to fn. Equation (4.27) 
simply says that for every pixel in the final image, do an inverse 
Fourier transform on S11, multiply it with a series of 2 nj f te π−  for the 

Figure 4.24  A sample VNA outcome of the one-port tag scanning showing the 
number of sampling points in the sweeping bandwidth.
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resolution points (N), and integrate over the acquisition time (T). 
I(xi,yj) is changed to I(0,0) as the whole beam footprint is allocated 
to one point in the center of footprint. As the term δ(t − n) makes 
the whole phrase in front of the integral in the (4.27) quantized, 
one can rewrite the equation as
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4.6.2  Two-Port Reader

In the actual developed reader in Chapter 3, the received signal is 
Sr(f) instead of the S-parameters of the VNA. The calculations for 
image construction are quite similar to those in the previous sec-
tion. Equation (4.23) becomes
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Following the same simplification, the final equation of (4.28) 
becomes
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which is similar to (4.28).

4.6.3  Computational Costs

One important aspect of image-based tags is their processing pow-
er. In this section an approximation is provided to create each pixel 
in the scene.

To make the calculation faster using the fast Fourier trans-
form (FFT), one can put the number of points in each beamwidth 
scanning to 2k, where k is an integer in which 2k is closest to the 
number of points in the original signal. From [64], the least num-
ber of calculations in N = 2k FFT is 39

4 N log2(N). The sigma summa-
tion in (4.28) has N complex-number calculations, and the integral  
also has N complex sums, which creates an N × N matrix with the 



	����������������������������������������������������������������  Chipless RFID Systems Using Advanced Artificial Intelligence���� 	 151

computation cost of N2. Having 20 scanning areas per tag (as in 
Figure 4.22), the total calculation cost is approximately

( ) ( ) ( )≈ ∗ ∗ =2 3
2 2

39
Total calculations log 20 195 log

4
N N N N N 	 (4.31)

The scanning resolution for this book is 20,001 points over the 
7-GHz bandwidth of 57–64 GHz using available VNA. Resampling 
20,001 points to 214 = 16,384, the approximate calculations per each 
final pixel is 8.6 × 1014. This number for a resolution of 100 MHz 
in the bandwidth (64 points) is 51 million calculations. A trade-off 
between calculation time and resolution is needed if there is a com-
putation limitation.

4.6.4  Tag Imaging and Experimental Results

Figure 4.25 illustrates the steps needed to create the image of the 
tag in CW-SLAR technique. The image is made using the 1-D back-
scatter signal, which includes time delays and Doppler frequency 
shift [61]. To create the image, the following steps are done:

• The tag is put in the distance of 5 cm with θ = 45° (beam inci-
dent angle in Figure 4.21);

• A range of frequencies from 57 to 64 GHz (BW = 7 GHz) is 
sent to the tag and backscatter is recorded with 20,001 points 
(350-KHz resolution);

• The tag is moved in the range direction according to resolu-
tion of δx = 5 mm;

• The tag is moved in the azimuth direction by δy = 5 mm and 
the same process as above is done;

• The scanning in range and azimuth continues until all parts 
of the tag are scanned;

• Using (4.28) with T equal to the beam footprint scanning 
time (600 ms for 20,001 points sampling), calculate I(xi = 0,yj 

= 0) for each footprint area (Figure 4.22);

• Rescale |I(0,0)| to 0 to 255, create an image of 500 × 100 pixel 
size and put the |I(0,0)| in each 50 × 50 pixels.
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Figure 4.26 shows the detected tag using the CW-SLAR tech-
nique explained previously. There are a few considerations for this 
image. First, this is the maximum theoretical resolution available 
for the tag, as per (4.17) and (4.18). Although the resultant image 
resolution of 4.26 is low for human sight, there are 255 levels of 
gray scale available in each block, and each alphanumerical char-
acter in the tag is represented by four blocks. This makes distin-
guishing between different letters easy for a machine. It is worth 
mentioning that because of measurement difficulties, δx = δy = 5 

Figure 4.25  Flowchart of creating an image of the tag using the CW-SLAR technique.
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mm was used instead of actual 6 and 4.3 mm for the azimuth and 
range calculated resolutions.

Since the tag is now captured as a 2-D image, it is possible to 
use more sophisticated deep learning methods for decoding. We 
used Google Cloud for storing the data and machine learning; a 
more robust way to combine frequency and image data will be dis-
cussed in Chapter 5.

4.7  A Reliable Tag Decoder Architecture

As said, one of the main disadvantages of the chipless systems is 
the lack of verification in the final decoded tag. If both methods of 
the frequency pattern recognition and the SLAR imaging are com-
bined, a higher reliable system compared to a single method can be 
created. The overall flow graph for utilizing two parallel systems is 
illustrated in Figure 4.27. The main steps in the system are:

Figure 4.26  A plastic tag image reconstruction using the SLAR technique: (a) the 
original screen-printed plastic tag, and (b) the tag’s image created using the CW-SLAR 

technique. Image size is 500 × 100 pixels. Each letter is represented by four areas. 
Letters are shown on the tag’s background with very low transparency [57]. (Image 

courtesy of IEEE.)
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• Scan the tag. Using the method described in Section 4.3.2, 
the tag data is scanned in the whole frequency spectrum 
and in the required positions. This data is sent to the local or 
cloud computer, using ESP8266 in the mainboard, as shown 
in Figures 3.19 and 3.22.

• Create the vector image of the tag. Based on Section 4.6.4, 
a low-resolution image of the tag is produced. Each tag is 
basically a vector of 20-pixel values, as per the flow graph in 
Figure 4.25.

• Provide the data to the pattern recognizer A and B networks. 
The produced vector image is the input to the pattern recog-
nizer A, and at the same time the frequency-location data is 
presented to the pattern recognizer B. These two networks 
are different.

• The recognized tagID from both networks are compared in 
this stage. If the outcome of the two systems is the same, it 
means the systems are both trained for this tag, and also the 
chance of misdetection (i.e., recognizing the wrong tagID) is 

Figure 4.27  Flow graph of the parallel decoder system. Two pattern recognition ma-
chines are used at the same time for decoding [57]. (Image courtesy of IEEE.)
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very low. The two methods together provide parallel verifi-
cation of the tagID.

• If the outcome of the previous stage for both recognizers is 
the same tagID, the tagID is sent back to the handheld reader 
and the tagID is displayed.

• Human intervention is needed if the recognized tagID in 
stage 4 is not the same as from the previous stage. The user 
should confirm the tagID via direct observation.

• Both the pattern recognizers A and B are retrained with the 
available data from parts 1 and 2. These networks will be 
ready to correctly recognize the tag next time.

Providing more image samples is quite time consuming as 
each tag needs to be read 20 times. Human intervention is also 
needed for the first training of each tag, as well as if the paral-
lel systems give different results. The double verification method 
proved to be quite robust in the lab experiments. There was no 
misdetection problem for the available samples observed.

4.8  Conclusions

This chapter presented two methods of decoding for chipless RFID. 
It was shown that shadow networks such as feedforward and pat-
tern recognizers could effectively be used for high-accuracy de-
coding tasks. Choosing an appropriate classification algorithm for 
a particular problem was shown to be a matter of trial and error 
as each algorithm had its own advantages and disadvantages and 
was based on particular assumptions and datasets. As Wolpert’s 
proved with his no free lunch (NFL) theorems for optimization, 
there was actually no single optimization method that performed 
best around all problems [65].

As a matter of practice, several classifiers were tested and the 
best-performing ones were chosen for this particular classification 
problem with the given dataset. The final performance of the clas-
sifier depended heavily on underlying training data. To choose the 
right classifier, these parameters were considered: speed of train-
ing, accuracy of the prediction, and AUC. For some models such 
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as KNN, interpretability—meaning how easily the reason behind 
algorithm is understandable—was easier to explain.

Although pattern recognition and feedforward networks 
showed very high decoding rates, their false rate was quite prob-
lematic. To cover this intrinsic problem of chipless RFID, a SLAR 
method for making a low-resolution image of the tag was present-
ed. This practical way of using this imaged-based SLAR technique 
was developed and tested based on the VNA and the reader devel-
oped previously. The tags were scanned in a 2-D matrix, and the 
image was formed based on the CW backscatter received signals 
and their positions. The actual image resolution was 2 × 10 pixels, 
but it is shown as 100 × 500 pixels to be visible and comparable to 
the tag’s dimensions. The resulting image resolution was low, but 
every letter was associated with four different pixels/areas, and 
each pixel/area had 256 gray-scale levels. This made the image of 
each letter distinguishable. The resultant image from SLAR was 
used as a vector to train a parallel decoding system in conjunction 
with past AI decoding methods to create a more highly reliable 
chipless decoder. The proposed double verification method was 
quite robust in the lab experiments.

There was no misdetection problem for the available samples 
observed with our limited number of tags.

4.9  Chipless Tag Decoding Questions and Answers

4.1.	 Can I replicate the results of machine learning in this chap-
ter myself?

	 You are highly encouraged to replicate the experiments 
done in this chapter.

• For the feedforward network in Section 4.4, collected 
data is from the Computer Simulation Technology (CST) 
Studio Suite, in which a few tags are put in front of a 
cross-polarized Tx/Rx reader and the tags are moved 
in a linear path perpendicular to the propagation wave 
direction, as per Figure 4.9. The dataset can be found in 
[52]. We used MATLAB’s Neural Network Fitting app 
for the feedforward network training.
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• For the pattern recognition results (Section 4.5.1) the da-
taset is from [56] and MATLAB’s Classification Learner 
is used. The output parameters such as training time, 
AUC, and accuracy alongside input settings are collect-
ed manually and the graphs are created within Google 
Sheets and Microsoft Excel.

4.2	 How do I make 2-D SLAR images of the tag?

	 It depends on the aperture of the antenna in your experi-
ments. In our case, with an antenna aperture of D = 10 mm, 
the maximum resolution is D/2 = 5 mm, and scanning for 
each 5 × 5 mm2 of the tag’s area should be done at 45°, as 
per Figures 4.22 and 4.23. Using (4.27), one I(0,0) illumina-
tion point will be calculated for each scanning area. So for 
a tag of 1 × 5 cm2, 20 scans and 20 illuminations will be 
made. Those point illuminations will be converted to im-
age areas as shown in Figure 4.26(b).

4.3	 Will it be time consuming to make an image?

	 Yes, in our case, 20 individual scans are needed for a 1 × 5 
cm2 tag, and there is a bit of processing time to display the 
image.

4.4	 What is the limit of the number of different tags in the ML 
or pattern recognition methods?

	 Pattern recognition methods are based on the different 
distinguishable frequency signatures of the tag space. The 
more tags, the higher the chance that the pattern recog-
nition outcome is a misdetection. In our experiments, we 
avoided highly closed pattern tags, such as “ASD0K” and 
“ASDOK” (letter “O” and number zero). We have not gone 
beyond our sample space of 27 tags. In an average grocery 
store, the total different items can be above 15,000, so the 
tag space should be chosen carefully.
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5
Cloud-Based Deep Learning

5.1   Introduction

The RFID reader system developed in this book is based on AI, and 
it needs to handle and process a huge amount of data when the 
data volume increases with the number of tags. The cost of main-
taining the data, making efficient backups, and maintaining the 
hardware and security issues can be quite high if it is considered 
just for one reader. If more than one reader is involved, the collect-
ed data and the trained AI recognition network need to be shared 
between devices, enabling them to recognize the tags scanned from 
other devices without doing the time-consuming scanning process 
over and over again. This is where a shared backend processing 
unit for all the readers is desirable. This shared processing unit can 
be simply a remote server or a cloud computing service.

This chapter describes how the available state-of-the-art cloud 
computing facilities are used to realize the deep learning methods 
using Keras and Tensorflow backend languages [1] for chipless tag 
decoding. Initially, the total cloud connection and architecture is 
discussed using �infrastructure-as-a-service (IaaS) or SaaS models. 
Having enough data is essential for training deep learners, so in 
one section the method for dataset preparation is described, which 
includes the data augmentation technique used.
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The 2-D deep learning method is an enhanced version of the 
pattern recognizers introduced in Chapter 4. In the dataset prep-
aration part, a novel 2-D chipless RFID data representation and 
augmentation method is described. This is the first time a deep 
learning technique is used in the chipless RFID domain.

This chapter is organized as follows (Figure 5.1): After this in-
troduction, important aspects of cloud computing, such as security 
and costs, are discussed in Section 5.2. In Section 5.3, the details of 
preparing the hardware model for this project are discussed. Sec-
tion 5.4 illustrates an effective way of creating augmented images 
based on available 2-D frequency scans of the tags, followed by the 
structure of the CNN networks used and their results. Section 5.5 
explains how the RFID reader can interact with cloud processing 
facilities to make a more reliable system. The chapter ends with 
conclusions.

5.2  Cloud Computing Considerations

The cloud is revolutionizing the information technology (IT) in-
dustry in many ways. Cloud computing provides a model for per-
vasive and on-demand access to some shared group of comput-

Figure 5.1  An overview of Chapter 5. The material in the red boxes will be covered in 
this chapter. 
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ing resources (such as storage, servers, applications, and services) 
with quicker release times and less management efforts [2]. Cloud 
computing provides increased versatility, scalability, data security, 
and dramatically reduced costs because of cloud hardware sharing 
[3–5]. In this book, cloud computing data-sharing makes it pos-
sible for different readers to have access to a tag’s data from other 
readers. Any improvement in the detection algorithm can be im-
plemented directly on the server, and clients always get the benefit 
of having the latest data from all readers and improved detection 
techniques. Cloud computing also removes the need for data syn-
chronization between local hosts, thus dramatically reducing the 
cost per reader unit.

This book focuses on an AI-based reader, which deals with 
several million rows of data. Cloud computing has the following 
advantages for this AI-based reader over a traditional local proces-
sor reader:

Disaster recovery and preventing downtimes are easier. If one of 
the tag readers fails, no data is lost as no data is kept locally in the 
reader side. Data loss disaster is unlikely to happen in the cloud as 
data in the cloud is kept in several servers around the world [6].

The cost of cloud usage is shared between all the chipless tag readers 
using it. Initial setup cost of a cloud server is not high (around 50 
cents/hour for Amazon Elastic Computer Cloud (EC2) m4.xlarge 
[7] or Google large_model ML-Engine [8]). The more readers used, 
the lower the costs of cloud computing per unit would be. In this 
book, only the free tiers of the cloud servers are used.

One central storage location. All the scanned tag data is stored 
in one place, which gives the recognition algorithm a chance to 
train/recognize with different data coming from different readers.

Higher security can be preserved. Security is a matter of serious 
concern, especially for big data or if data sensitivity and confiden-
tiality is important. It is much easier to control clients’ access rights 
to the data using a cloud data storage model. Three concerns of 
security are:

• Internal data theft or altering data can be prevented. A stag-
geringly high percentage of data thefts occur internally by 
local employees.
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• It is claimed that 94% of businesses noticed an improvement 
in the security after switching to the cloud. The main key to 
this added security is the data encryption during transmis-
sion over networks (secured protocols) and data encryption 
in databases [3].

• Unlike local hosts, maintaining security (software, patches, 
updates) is not a matter of concern in cloud computing, es-
pecially in the SaaS model.

Scalability, or the flexibility with the growth of the data/tags/readers 
is easily preserved. All that is needed is to upgrade the cloud service 
to a higher computational or storage model.

Insight into the data is possible. Having all the data in one server 
makes it possible to use integrated cloud analysis, establish track-
ing mechanism, or build customized reports for different organiza-
tions [4].

Sustainability and green environment considerations are preserved. 
With more demands from local councils and governments for 
greener and more sustainable workplaces, shared cloud comput-
ing is a satisfactory solution. Customers consume 77% fewer serv-
ers, 84% less power, and reduce carbon emissions by 88% by using 
the cloud, so there is no doubt that using the cloud has a positive 
impact on the environment [5].

Cloud computing in general may be grouped into three cat-
egories: (1) SaaS, (2) PaaS, and (3) IaaS [9]. SaaS, which is also re-
ferred to as application-as-a-service, is a software licensing and 
delivery model in which software is shared and licensed on a sub-
scription basis and is hosted centrally (like Google Apps). In PaaS, 
the whole platform (Windows, Linux, etc.) is shared and enables 
customers to develop, run, and manage applications without get-
ting involved in the maintenance complexities. IaaS is the most 
flexible cloud computing model and enables customers to choose 
servers, processing power, storage, and networking. Although IaaS 
might be run on virtual environments, customers have much more 
control over their infrastructure compared to the clients of PaaS or 
SaaS [9]. A comparison of the three cloud computing services is il-
lustrated in Figure 5.2.

Container-as-a-service technology is another lightware ver-
sion of cloud computing, especially for IoT applications. A container 
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is like a sandbox, a method to package a cloud application so it can 
be run, with its dependencies, isolated from other processes. Ama-
zon Web Services, Microsoft Azure, and Google Cloud Platform 
have their own container software names, such as Docker, Apache 
Mesos, rkt (rocket), and Kubernetes [10, 11]. Container technol-
ogy takes its name from the shipping industry, in which instead 
of using a unique way to ship each product, goods are placed into 
different containers and are delivered to the destination docks. 
Adoption of PaaS services continues to increase with container-as-
a-service now reaching second place behind database-as-a-service 
[12]. Container challenges are illustrated in Figure 5.3.

5.2.1  Cloud Computing Challenges

Cloud computing has its challenges as well:
Data breaches. Despite its architecture, cloud data is, in gener-

al, three times more likely to have data breaches compared to local 
storage [2]. This is achieved by a man-in-the-cloud attack. Possible 
solutions to this attack are regular staff training, using data encryp-
tion to make stolen data useless to the attacker, enabling multifac-
tor authentication (MFA) as an extra layer of security, and using a 

Figure 5.2  Common cloud services in use. In this book, IaaS and SaaS are 
implemented.
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cloud access security broker (CASB) method to intermediate the 
authentication tokens for apps with the encrypted ones [13].

Hijacking accounts. Hijacking is a common problem once at-
tackers have login information for cloud-based users. Staff train-
ing, access rights control, and MFA are the best ways to prevent 
this security threat.

Malware injection. Malware injections are scripts that can be 
embedded into cloud services. Once malware injection occurs, 
user data integrity will be compromised.

Data abuse. Stored data in the cloud can be violated by legal 
authorities. Terms of agreement should always be considered be-
fore deploying any public cloud data for sensitive information.

Denial-of-service attack. Denial-of-service happens once the at-
tacker prevents access to the cloud service but deploys many zom-
bie computers to request access to the destination service at the 
same time. Denial-of-service attacks are not a breach of the data 
challenge, but they should be avoided in the early stages [14].

Insider attack. An insider attack is most probably the worst 
type of attack, in which an authorized employee uses cloud ser-
vices to exploit and misuse critical information.

Data loss. Although less unlikely for SaaS, there is a chance 
of data loss in the cloud, especially for IaaS and PaaS. Data loss 
protection is the shared liability of the cloud user and cloud service 
provider.

Figure 5.3  Top challenges of container use.
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Figure 5.4 illustrates the main contribution factors to cloud-
based data loss. Hardware failure is the most important one for 
data loss in IaaS and PaaS, but normally it is not a concern in SaaS 
as the main cloud providers have backups around the globe [2].

Figure 5.5 illustrates the top challenges of deploying the 
cloud, according to feedback from 750 professionals and organiza-
tions. Security is still the main concern, followed by cost manage-
ment of cloud utilization. An IT department may not be the only 
entity with full control over the provisioning and operations of the 
infrastructure of the cloud, so governance and control of the cloud 
is a challenge. Compliance with industry regulations and laws is 
also challenging once the data is placed in the cloud, especially for 
public and health records. Some companies use multiple clouds 
or a combination of private and public clouds, which makes data 
management difficult. And, finally, managing licenses for differ-
ent apps in the cloud is a challenge, as cloud resource availability 
should match the demand in the organization [15].

5.3  Cloud Computing Hardware Architecture

This section explains the hardware implementation part of the 
cloud-based server used in this book. Figure 5.6 illustrates the 
proposed cloud computing method using IaaS. After the tags are 
scanned and processed by the MCU, the data is sent through Wi-
Fi or Ethernet interfaces to the cloud. Two cloud services are used 
in this book, the National eResearch Collaboration Tools and Re-

Figure 5.4  Common causes of cloud data loss.
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sources (NECTAR) [16] IaaS cloud server and the Google Colab 
SaaS.

5.3.1  IaaS Model

Figure 5.6 shows this book’s first attempt at utilizing the cloud us-
ing IaaS. NECTAR has a self-service structure with a scalable com-
puting power to all Australian researchers. NECTAR’s structure is 
quite similar to the structure of the Amazon EC2 [7]. Within that 
NECTAR virtual machine, an Ubuntu instance is chosen to install 
MATLAB/Python and the SQL server software. The Microsoft 

Figure 5.5  Top cloud challenges.

Figure 5.6  Cloud computing architecture based on an IaaS model. Hosting the VM 
and two-way communications between the reader and the cloud host are the biggest 

challenges here. Communication between the reader and the cloud needs a correspond-
ing server in the cloud: web-sever, File Transfer Protocol (FTP) server or Secure Shell 

Protocol (SSH) sever for the HTTPS, and File Transfer Protocol Secure (FTPS) or SSH File 
Transfer Protocol (SFTP) communications, respectively.
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Structured Query Language (MS-SQL) provides enough database 
capabilities for storing a lot of tag frequency data as well as catego-
rized permissions for possible different clients.

Chipless tags are scanned by the reader in the mm-wave spec-
trum, and a microcontroller sends the digitized magnitude, phase, 
and location of the tag to the Wi-Fi module, ESP8266. The Wi-Fi 
modules wrap this data into a JSON or Extensible Markup Lan-
guage (XML) format and send it through Hypertext Transfer Pro-
tocol Secure (HTTPS) (PUT/POST in RESTful commands) to the 
Ubuntu VM provided by NECTAR. The received files are stored 
in a folder in the cloud host, and a scheduled Data Transforma-
tion Services (DTS) transfers this data to the Structured Query Lan-
guage (SQL). MATLAB/Python use the new data in the SQL to re-
train their 1-D (pattern recognition) or 2-D (image-based) learners. 
Once done, the result (like the decoding outcome, the probability) 
will be put in a file in the cloud server, and the reader will read 
the file (GET in RESTful commands). NECTAR can be replaced by 
an Amazon Web Services (AWS) EC2, a Microsoft Azure VM, or a 
Google Compute Engine.

Figure 5.6 explains the functionality of the system. This is the 
first cloud architecture used in the project.

The advantage of this IaaS NECTAR cloud configuration is full 
access to the Ubuntu VM. Disadvantages are the real complexity 
of communications between the reader and the server, and main-
taining the virtual machine and the scheduled programs within 
the provided host. NECTAR has a shared processing architecture, 
and it is best suited for the programs that need a certain processing 
power in a predefined time. NECTAR suspends the inactive tasks 
VMs, so better hosting is needed for longer time considerations.

5.3.2  SaaS Model

Because of the complexity of the IaaS, we decided to go with a 
simpler solution. This SaaS model uses Jupyter Notebooks and 
Google Colab. The Jupyter Notebook is an interactive environment 
for programming a few languages, including Python and R [17]. 
Since its popularity beginning in 2014, the major cloud provid-
ers have adopted the Jupyter Notebook or its derivative tools as a 
front-end interface for their cloud usages. These include Amazon’s 
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SageMaker Notebooks, Google’s Colab, and Microsoft’s Azure 
Notebook, to name a few [18].

As said, Google Colab is a cloud-based data science work-
space, which has many similarities to the Jupyter Notebook. The 
backend server for each Google Colab session is a virtual machine 
running 13 GB of RAM on either a CPU, a GPU, or a Tensor Pro-
cessing Unit (TPU) processor. The TPU is a Google proprietary 
ASIC specifically designed for neural network machine learning 
using Tensorflow language.

In this SaaS implementation, a direct connection to the Google 
services is needed. This is why a local PC (or a Raspberry Pi) is 
used in the last stage of the hardware in Figure 5.7. As with IaaS 

Figure 5.7  Cloud computing architecture based on Google SaaS. Top: the developed 
reader sends the digitized tag response data to the local PC using the UART protocol, 

in which the tag’s SLAR image is created and the data is then synced with Google 
Drive. The data is processed by Google Colab using the Keras/Tensorflow programming 
languages, and the results are synced with Google Drive so that the local PC may view 

them. Bottom: the reader hardware can be replaced by a VNA that sends the data 
using its Universal Serial Bus (USB) or General Purpose Interface Bus (GPIB) port. In 

this SaaS configuration, a secured two-way connection between the local host and the 
cloud processor is managed by Google Drive.
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implementation, in SaaS, chipless tags are scanned by the reader, 
and a microcontroller sends the digitized magnitude, phase, and 
location of the tag to the local PC (or Raspberry Pi). Separate Wi-Fi 
modules are not needed in this configuration as they are includ-
ed in the local host hardware. The local host makes 2-D images 
based on the 1-D frequency data and puts them in a shared Google 
Drive folder. The files in the shared Google Drive are synced with 
Google Cloud using Google file stream. The Python/Tensorflow in 
the Google Colab has access to this cloud-based shared folder, and 
the deep learning training can be done once it is needed, as will be 
explained in Section 5.4.

There are two advantages to using Google Colab. First, its file 
system, which is called Google Drive File Stream (Google Sync), 
can be fully integrated into almost any operating system, and thus 
any locally generated file can be easily accessible by Google Co-
lab without effort. Second, its basic 12-GB random access memory 
(RAM)/50-GB �hard disk drive (HDD) tier VM is free, which is 
enough for many applications, including this chipless RFID proj-
ect. In the next section, the connection between the chipless RFID 
reader and the cloud processors is explained.

5.4  Deep Learner in Action

In this section, we will go through the details of the CNN network. 
We start with how to make the image data, how to do data augmen-
tation, how to start with a typical CNN for image recognition, and 
how to improve it to reach to a certain accepted level of accuracy.

5.4.1  2-D Image Representation of 1-D Frequency Data

The most difficult part of every deep learning experiment is col-
lecting data and making trustworthy datasets. In this work each 
tag was measured in the frequency range of 57–64 GHz with 20,000 
samples for magnitude and phase, in a few different positions in 
front of the reader. To make a deep learning 2-D representation of 
the tag, the following steps are required:

1.	 Rescale the tag’s magnitude values to a 0 to 1 range. This is 
done by normalization of minimum and maximum values 
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in the magnitude of all measured tags, and not just this 
particular tag.

2.	 Resample the tag magnitude samples from 20,000 to 65,536 
samples. This is to make a 256 × 256 pixel square-sized im-
age. This step makes it easier to have a squared picture (28 

pixels in each dimension).

3.	 Put every 256 sequential frequency data into one column 
of a 2-D matrix.

4.	 Convert the resultant 256 × 256 matrix to a gray-scale im-
age in a portable graphics format (PNG) file format.

5.	 Repeat these steps for the phase of the tag to create a 256 × 
256 phase image.

An illustration of the outcome of these calculation procedures 
is shown in Figure 5.8. The magnitude response in a lower fre-
quency band (less than 60 GHz) is lower in the 1-D figure on the 
left, which corresponds to the darker left side of the 2-D image on 
the right.

5.4.2  Data Augmentation

The next step in deep learning preparation is making enough in-
puts for these data-hungry deep learner networks. As the frequen-

Figure 5.8  Normalized magnitude response of a tag (left) and its 2-D representation 
(right) [19]. (Image courtesy of IEEE.)
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cy data is now presented in 2-D gray-scale pictures (as in Figure 
5.8), using image-based data augmentation methods is possible. 
The goal of data augmentation is to increase the size of the avail-
able dataset by creating transforms of each image in the original 
dataset. Generally, these transforms can be simply done by chang-
ing the brightness or reflection, or altering the original image by 
zooming, rotating, or similar actions.

For chipless RFID 2-D images, this data augmentation comes 
with its own restrictions. The built-in ImageDataGenerator in 
Keras is avoided because it will make some transformations to 
the tag’s 2-D data, and these transforms make the underlying data 
meaningless. For example, changing the tag’s brightness will re-
sult in misleading 2-D augmented data, as the brightness level cor-
responds to the magnitude. Therefore, making random brightness 
levels cannot be utilized in data augmentation.

Figure 5.9 illustrates the random cropping method used in 
this work. The originally generated files from the magnitude and 
phase of the backscattered signals are 256 × 256 pixels. A random 
pixel from the area of the top left 106 × 106 pixels is selected, and 
this point is the upper left corner of the cropped 150 × 150 pixels’ 
red square shown.

This 150 × 150 pixel wide frame is our way of standardizing 
the data. Although the pictures are in gray scale, their values are 
still in the [0, 255] range. In general we seek to make input values 
to the deep learners small. Here, we normalize values to be in the 
[0, 1].

Figure 5.9  Random cropping windows from a 2-D magnitude image for data augmen-
tation [19]. (Image courtesy of IEEE.)
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5.4.3  Deep Learner Structure

After deciding on the requirements of the cloud computing, the 
next step is designing the deep learning structure. As training a 
deep learner needs lots of computing power, one easy way is to use 
already trained networks and customize that for the new dataset. 
For image-based classifiers, several powerful datasets are already 
available, but they are trained for real images and not for our study 
case of chipless RFID imaging. In this book, the data is specific to 
chipless RFID tags, so its training samples are merely coming from 
the experiments. With more users and more scanned tags, there 
will be more chances to create a pretrained network in the future. 
The proposed deep learning structure is shown in Figure 5.10. The 
descriptions for different layers used in Figure 5.10 are as follows:

• Image input layer. The InputLayer is where the image dimen-
sions are defined. It is 150 �× 150 × 1 as the pictures are 150 × 
150 pixels and gray scale.

• 2-D convolutional layers. Conv2D is a 2-D convolution with a 
defined filter size (3 × 3 here), with activation function of a 
rectified linear unit (ReLU).

• Pooling layer. MaxPooling2D reduces the size of the image by 
assigning the maximum number of each grid for every grid.

• Flatten layer. Flatten converts the pooled layer to a single col-
umn that is passed to the fully connected layer.

• Dense layer. Dense is a densely connected layer. It is used to 
transfer the number of layers to lower ones. The last dense 
stage is 27, which is this project’s tagID space.

This structure is decided after a few trials and errors for 
achieving better accuracy in the training sets. The system is tested 
with different sizes of datasets and augmented data. Figure 5.11 il-
lustrates one of the results for a trial of 50 epochs and 10 steps per 
epoch. The deep learner accuracy converges to 0.6549 after a few 
epochs and it does not improve too much afterward. This initial 
trained network is far from being perfect at this stage, but it will be 
improved as we go through the chapter. The behavior of any deep 
learner, including this CNN, is difficult to explain. But as a general 
rule, if the output accuracy does not improve (or saturates in some 
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points), it means the network is unable to learn all the features or 
the training dataset (or augmentation) has not been chosen prop-
erly. As the learning in the CNN is based on the convolutional lay-
ers, those layers should be adjusted or added.

5.4.4  Deep Learning Results

Adding extra convolutional and maxpooling layers to the struc-
ture proposed in Section 5.10 results in higher accuracy to some 
degree. This is illustrated in Figure 5.12.

Figure 5.10  Initial structure of the deep learning used in this RFID project.
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As per Figure 5.12, two layers of convolution and one layer of 
maxpooling is added. This is a standard way of adding complexity 
to a CNN network. Convolution layers with a set of kernels are the 
learners, and maxpooling layers reduce the dimensions. The initial 
accuracy does not start from zero, as the existing layers of the net-
work are already trained for the inputs of the first attempt.

After adding these layers, the final graph of validation accu-
racy is shown in Figure 5.13. This shows a great decoding improve-
ment over the initial network of Figure 5.11. The number of rec-
ognized tags is the output of the last dense layer. This means that 
after inputting the pictures, one binary output of the last layer (a 
vector of 27 cells) will indicate the actual tagID category detected.

5.5  A Reliable Reader Based on Cloud Deep Learning

The overall flow graph for utilizing deep learning in the cloud is 
illustrated in Figure 5.14. This is an upgrade to the previous highly 
reliable tag decoder architecture presented in Section 4.7. Com-
pared to Figure 4.27, Figure 5.14 uses only one learner and all in-

Figure 5.11  Initial validation accuracy vs epoch for the proposed deep learning sys-
tem of Figure 5.10. Validation accuracy reaches a certain point and does not improve, 
meaning that the current network cannot learn from all of the available features or the 

training dataset has not been chosen properly [19]. (Image courtesy of IEEE.)
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Figure 5.12  Details of the final layers used in the CNN. Layers in red are added in the 
second stage. The last dense layer is basically the same as the number of tags [19]. 

(Image courtesy of IEEE.)
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Figure 5.13  Improved validation accuracy vs epochs in the modified deep learning 
system. Two layers of CONV2D and one MaxPooling2D added to the initial CNN network, 

resulting in higher accuracy for the validation data [19]. (Image courtesy of IEEE.)

Figure 5.14  Flow graph of the cloud-based deep learner reader. Only one CNN network 
is used in the cloud for the SLAR and virtual images, in contrast to Figure 4.27 [19]. 

(Image courtesy of IEEE.)
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puts are in 2-D forms. The main decoding steps in this system are 
as follows:

1.	 Scan the tag. Using the method described in Section 4.3.2, 
the tag data is scanned in the whole frequency spectrum.

2.	 Make an image of the tag. Here two images of the tag are 
made, one SLAR image-based in Section 4.6.4, and one vir-
tual 2-D representation of the frequency response that is 
explained in Section 5.4.1.

3.	 Provide the two images data to the pretrained deep learner.

4.	 If the deep learner outcomes for both images of step 2 are 
the same, it means the systems are both trained for this 
tag, and also the chance of misdetection (recognizing the 
wrong tagID) is very low. This is because of the parallel 
verification mechanism. If the failure rate of each system 
(SLAR and virtual 2-D) is 1 − 0.975 = 0.025 (as in Figure 
5.13), then the final decoding rate of the two parallel de-
coders of Figure 5.14 is

	
decoding rate 1  false_rate

1 0.025 0.02 0.9993755
= −
= − × = 	 (5.1)

5.	 If the outcome of the previous stage for both recognizers 
is the same tagID, the recognized tagID is sent back to the 
handheld reader and the tagID is displayed. That is the 
end of the tag detection process.

6.	 Therefore, human intervention is needed if the recognized 
tagID in step 4 is not the same as from the previous step. A 
user should confirm the tagID via direct observation and 
provided DIP-Switch (as shown in Figure 3.19).

7.	 Finally, the deep learner network should be trained with 
the available SLAR image and virtual image from part 2. 
This network will be ready to correctly recognize the tag 
the next time.

The CNN-based deep learning method used in the RFID 
reader of Figure 5.14 has a few advantages over the previous net-
works used in Chapter 4 (Figure 4.27) as follows:
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• The deep learner method uses 2-D representation of the tag, 
both in the form of virtual 2-D frequency data and in SLAR 
imaging. This is a great advantage as augmented data is 
much easier to create and interpret in 2-D.

• The chipless RFID in Figure 5.14 uses one deep learning 
network for both backscattering frequency and SLAR cas-
es, whereas in the system in Figure 4.27 it uses two pattern 
recognizers simultaneously. Maintaining two different net-
works and making them up to date adds to extra complexity.

• The more significant advantage is using cloud facilities, 
which is accessible to all chipless readers and is empowered 
by a freely available deep learning architecture.

The disadvantage of using Google Colab is that there are 
no APIs for programmatic access to Colab. This means the local 
reader cannot call Google Colab directly through a code as of now. 
Therefore, some manual data handling is still in place.

5.6  Conclusions

As an extension to the chipless tag reader hardware presented in 
Chapter 3 and decoding algorithms of Chapter 4, a deep learning 
architecture was proposed and tested in two cloud-based environ-
ments, IaaS and SaaS, for a larger dataset and mass deployment of 
the proposed chipless RFID system.

A 2-D representation of the magnitude and phase signals over 
the frequency spectrum has been proposed. This 2-D image was 
created in a way that the augmented data based on random crop-
ping had an explainable and meaningful representation. A few 
structures for the deep learner were tested and the results com-
pared. The trained deep learner showed to have high decoding 
accuracy, in the order of 0.975%. Reaching a higher accuracy was 
shown to be possible to some extent by adding extra layers, at the 
cost of extra training time and processing power.

Based on the lab experiment observations and using 27 plastic 
tag samples, the combination of the two image-based methods in 
Figure 5.14 for SLAR and virtual 2-D of tags achieved a detection 
rate of 0.999%. That might change if the number of tags increases.
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5.7  Cloud-Based Deep Learning Questions and Answers

5.1	 How can I replicate the results of machine learning in this 
chapter myself?

	 Interested readers are highly encouraged to replicate the 
deep learning training. The Keras code and dataset can be 
found in in [20] and [21], respectively.

5.2	 Why do we use REST APIs?

	 If we plan to have remote or cloud hosting, we need a 
mechanism of two-way communication between our 
reader and the host. The tag’s scanned data would need 
to be sent to the cloud computer using a JSON or XML file 
format, for example. Using Message Queuing Telemetry 
Transport (MQTT), which is used in IoT applications, is not 
that feasible since a lot of tag data needs to be transferred. 
The RESTful API is an industry accepted way, especially 
for business-to-business (B2B) communications without 
any human interactions. Using RESTful API for data trans-
fer in a JSON or XML file needs web-server installation on 
the cloud side. It is possible to implement a web-client in 
the ESP8266 shown in Figure 3.6, but it is strongly recom-
mended to use a RPi or more powerful boards with any 
standard OS instead for making JSON files of scanned tags 
and sending them through to the cloud server.

5.3	 Are there any other ways to make a two-way communica-
tion between the reader and the cloud host?

	 Yes, of course. Using SFTP, or, alternatively, using the FTP 
or its secured version, FTPS, can be a work-around to 
avoid the RESTful API method. For any communication 
protocol you choose, you need to install its server version 
on the cloud computer, and the reader should support the 
client-side protocol.

5.4	 Do I need to use secure protocols in data transfer?

	 Although it is not mandatory, securing your server com-
munications is highly recommended once it goes through 
the open internet. So, in addition to having a username/
password (or Internet Protocol (IP) whitelisting if a fixed-
IP addressing is possible), you need to install a Secure 
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Sockets Layer (SSL)/Transport Layer Security (TLS) cer-
tificate in the cloud server to prevent impersonations. An 
alternative way of securing the data can be using a secured 
Virtual Private Network (VPN) between the reader and 
the cloud host if an RPi is used in the reader.
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6
Conclusions

6.1  Conclusions

This book set out to make a state-of-the-art chipless RFID system in 
the 60-GHz spectrum. We utilized AI combined with SLAR imag-
ing techniques on the low-cost and low Q-factor plastic substrates 
in the 60-GHz spectrum. The system was based on three main de-
velopment parts: designing the tags, designing the reader, and de-
veloping appropriate decoding algorithms.

Based on the research presented, it appears that letter-based 
chipless tags screen printed on cheap plastic substrate are of great 
interest, as they are cheap and flexible enough to be used as an 
electromagnetic barcode. The limitation of the tags are (1) they do 
not have enough backscatter reflections to be detected effectively, 
(2) they are not symmetric in their design to be orientation-inde-
pendent, and (3) their frequency response is difficult to be adjusted 
for peak and null locations.

For enough backscattering, two methods were proposed—a 
combination of several letters as one tag and screen printing the 
tags with double printing ink. Combining a few letters as one tag 
was used to increase the encoding capability. This upfolded the 
detectability of the tags in the real-world applications. A few tri-
als of different printing techniques and inks were carried out for 
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conductivity and backscatter response. Although the double print-
ing technique increased the ink thickness, it drastically affected the 
sharpness of the tag edges and resulted in surface roughness.

Although the proposed tags do not have a symmetric design, 
the rotated tags could still be detectable to some degree because 
of their other design advantages and the intelligence added to the 
detection algorithm.

To address the adjustment of the frequency response, a few 
trials were conducted to tune the size of the tags’ cliffs. It was 
shown that with adequate size of the cliffs in each letter, particular 
frequency peaks and nulls could be achieved. Although individual 
letter frequency responses interfered with each other, if the nulls 
and peaks were separated enough, the overall response of the tag 
could be adjusted. A mathematical representation of the RCS of the 
tag was represented and followed by a practical way of calibration 
using the S-parameters.

A modular reader hardware was developed and implement-
ed at 60 GHz for the first time. The design was around Analog 
Devices HMC6350 Tx/Rx RF modules. The cross-polarized Tx/
Rx configuration of this design had the advantage of suppressing 
copolarized signals from the Tx to the Rx, and also helped with 
the letter-based tags as the tags were detectable in cross-polarized 
scenarios. The integration problems including slow DAC and con-
flicts in the Future Technology Devices International (FTDI) ports 
were discussed and addressed in the design, using VM and cus-
tomized SPI signaling for LO and Tx/Rx RF modules.

The Tx/Rx RF boards were integrated into the chipless RFID 
system using a PSoC5 as the MCU. A customized SPI signaling 
was developed for direct RF board controlling and a LO circuit 
was created to cover the low-resolution scanning of the associated 
RF boards. With the in-house developed LO, a frequency sweep of 
500 MHz to 2 GHz in 10 MHz or less steps were possible. A gain/
phase comparator circuit was also developed in-house to compare 
LO sent and received signals, and a high-precision delta-sigma 
ADC configured to digitize the output of this comparator.

As the reader system is based on the SLAR concept, a linear 
rail and its controller circuit were implemented for precise move-
ments of the tags in front of the reader antennas. Then 10-bit DIP 
switches were used as the auxiliary inputs when some interaction 
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from the user was needed. As an interface to the computers, an Ar-
duino Wi-Fi module was added to the PSoC5 to transfer the data to 
the local or remote (cloud) computer for further processing of the 
digitized backscattered signals.

Three methods of decoding for chipless RFID tags were pre-
sented. It was shown that shadow networks, like feedforward and 
pattern recognizers, could effectively be used for high-accuracy 
decoding tasks. Choosing an appropriate classification algorithm 
for a particular problem was shown to be a matter of trial and er-
ror, because each algorithm had its own advantages and disadvan-
tages and the algorithms were based on particular assumptions 
and datasets.

As a matter of practice, several classifiers were tested and the 
best-performing ones were chosen for this particular classification 
problem with the given dataset. To choose the right classifier, these 
parameters were considered: (1) speed of training, (2) accuracy of 
the prediction, and (3) the AUC. For some models like KNN, inter-
pretability of the algorithm was easier to explain compared to the 
others.

Although pattern recognition and feedforward networks 
showed very high decoding rates, their false detection rate was 
quite problematic and misleading. To cover this intrinsic problem 
of a chipless RFID, a CW-SLAR method for making a low-reso-
lution image of the tag was presented. A practical way of imple-
menting this imaged-based technique was developed and tested 
based on the available two-port reader or the VNA. The tags were 
scanned in a 2-D matrix and the image was formed based on CW 
backscatter received signals and their positions. The image resolu-
tion was 2 × 10 pixels. The image resolution produced was low, but 
every letter was associated with four different pixels/areas, and 
each pixel/area had 256 levels of gray scale. This made the image 
of each letter distinguishable. The resultant image from SLAR was 
used as a vector to train a parallel decoding system in conjunction 
with former AI decoding methods to form a more highly reliable 
decoder.

As an enhanced version of decoding, a deep learning architec-
ture was proposed and tested in two cloud-based environments, 
IaaS and SaaS. A 2-D representation of magnitude and phase sig-
nals over frequency was proposed. This 2-D image was created in 
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a way that the augmented data based on random cropping had an 
explainable and meaningful representation.

A few adjustments were done for the structures of the deep 
learners and the results were shown. The trained deep learner 
showed very high accuracy in the order of 96% to 98%. Reaching 
higher accuracy was shown to be possible to some extent by add-
ing extra layers at the cost of extra training time and processing 
power.

6.2  Fulfilling Research Goals

This book has addressed the research gaps as follows:

• Using low-cost substrates as the screen-printed mm-wave 
chipless tags was addressed. A few letters were used as one 
tag to raise the RCS to the detectable level.

• Low data encoding was addressed in the proposed tags as 
the tags’ encoded data was not based on their Q-factor. Pat-
tern recognizers and image-based techniques were used 
with a very high decoding success rate as a distinguishable 
pattern that is necessary from the tag. A high throughput of 
6 bits/cm2 was achieved.

• Although letter-based tags were not symmetric, it was 
shown that AI methods could decode the rotated letter tags 
to some extent.

• The wrong decoding of tags addressed using a double veri-
fication method. This was done in two different chapters. In 
Chapter 4, the 1-D backscattered data from tag and vector-
based SLAR image was presented into two pattern recog-
nizers to double verify the tagID. In Chapter 5, a 2-D repre-
sentation of the backscattered data with a 2-D image-based 
SLAR was presented to a deep learner network and their 
outputs compared. Both methods were shown to suppress 
misdetection of the tagIDs effectively.

• A modular design approach was created to implement a 
nontrivial 60-GHz reader. The reader implementation prob-
lems were addressed in detail and some aspects of device 
characterization were presented.
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• To address higher computational and storage demands for 
the ML and image processing, cloud-based computing was 
implemented with many advantages, including increased 
reliability and reduced costs per reader.

6.3  Recommendations for Future Work

Although this book has presented new information and data, it 
has some shortcomings that can be used as recommendations for 
future researchers. These recommendations are:

• Moving the tags in a precise way in front of the reader to cre-
ate images is difficult, and the linear rail stepper motors need 
too much power, which makes the whole system slow and 
noisy. The MIMO technique now is feasible with the current 
solutions in the market [1–3]. It is recommended to make the 
next generation reader based on MIMO techniques, mainly 
to eliminate mechanical movements for reading from mul-
tiple angles or polarizations.

• Deep learning has great potential to decode chipless tags at 
different angles or distances, but preparing a reliable data 
augmentation function is necessary to train such a capable 
network. More research on these reliable augmentation 
methods is therefore recommended.

• The proposed double verification method in this book needs 
human interactions once a problem occurs. To avoid this, an 
image recognition in visible light can be added to the reader 
to observe the tag and send the necessary commands to deep 
learners directly. This will automate the whole process of de-
coding for the new and misdetected tags and may eliminate 
human intervention to a great extent.
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Appendix A 
Code Listing

This appendix brings the C-code within the PSoC5. The intention 
of bringing it here is to get some ideas about different parts of the 
system, like how to create a customized length SPI signal or how 
to communicate with Tx and Rx boards.

/* ========================================
Copyright (c) Larry M. Arjomandi
Permission is hereby granted, free of charge, to any person 
obtaining a copy of this software and associated documentation 
files (the “Software”), to deal in the Software without 
restriction, including without limitation the rights to use, 
copy, modify, merge, publish, distribute, sublicense, and/or 
sell copies of the Software, and to permit persons to whom the 
Software is furnished to do so, subject to the following
conditions:
The above copyright notice and this permission notice shall be 
included in all copies or substantial portions of the Software.
THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, 
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES 
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONIN-
FRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS 
BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN 
AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF 
OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS 
IN THE SOFTWARE.

1
2
3
4

5
6

7
8
9
10
11

12
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* ========================================
*/
#if defined (__GNUC__)
/* Add an explicit reference to the floating point printf library 
*/
asm (“.global _printf_float”);
#endif
#include <project.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
uint8 finishedDMA = 0u;
uint8 dataReady = 0u;
uint16 result;
unsigned long ADF4350_reg0,ADF4350_reg1,ADF4350_reg2,ADF4350_
reg3,ADF4350_reg4,ADF4350_reg5;
#define freq_step 10
#define freq_low_band 500
#define freq_high_band 1950
#define power_level -1
#define ADC_Sample_Num 20
#define Range (freq_high_band - freq_low_band) / freq_step + 1
#define ADF4350_low_band 1100
int main(void)
{
    CyGlobalIntEnable;
    int i,j,k,l;
    int BB_Freq,channel=0;
    char str[20];
    float Values;
    char8 resultStr[16u];
    int ADF4350_Freq,ADF4350_power;
    
    UART_Start();  /* Initialize components */
    AMuxSeq_Start();
    AMuxSeq_Next();
    sprintf(str,”Start\n”); 
    int32 adcResult;
    float adcVolts;
    char tmpStr[25];
    Driver_Sleep_Write(0);
    ADC1_Start(); 
    LCD_Start();
    LCD_Position(0u,0u);
    LCD_ClearDisplay();
    LCD_PrintString(“Welcome to RFID LAB”);
    CyDelay(1000u);
    LCD_ClearDisplay();

13
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53
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    Driver_Sleep_Write(0);  // Initiate the linear rail
    Driver_MS1_Write(0);
    Driver_MS2_Write(0);
    Driver_Direction_Write(1);
    Driver_Step_Write(0);

    LCD_Position(0u,0u);   
    VCO_CLK_Write(0);
    VCO_CLK_Write(1);
    VCO_DATA_Write(1);
    CyDelayUs(1u);
    VCO_CE_Write(1);
    VCO_DATA_Write(0);
    VCO_CLK_Write(0);
    CyDelayUs(1u);
    VCO_CLK_Write(1);

    LCD_ClearDisplay();
    LCD_Position(0u,0u);
    LCD_PrintString(“Scanning...”);
    UART_PutString(“Scanning... \n”);
    CyDelay(500u);
    Driver_Sleep_Write(1); 

    // This reg0 to reg5 values are for BB-VCO and come from 
ADF435X program. Make sure the “Ref Freq” under “Main Control” 
tab is correct
    // and is the same as XTAL used. (10 MHz here)
    ADF4350_reg0 = 0xC80000;
    ADF4350_reg1 = 0x8008011;
    ADF4350_reg2 = 0x4E42;
    ADF4350_reg3 = 0x4B3;
    ADF4350_reg4 = 0xB5002C;
    ADF4350_reg5 = 0x580005;
    ADF4350_reg4 = ADF4350_reg4 & 0xFFFFFFDF; //Turn off the VCO
    ADF4350_reg4 = ADF4350_reg4 | 0x00000020; //Enable RF Output
    WriteReg_ADF4350(ADF4350_reg0);
    WriteReg_ADF4350(ADF4350_reg1);
    WriteReg_ADF4350(ADF4350_reg2);
    WriteReg_ADF4350(ADF4350_reg3);
    WriteReg_ADF4350(ADF4350_reg4);
    WriteReg_ADF4350(ADF4350_reg5);
    VCO_Freq_set(500); //Under 500 MHz operation, ADF4350 shows 
many harmonics.
    RST_TX_Write(1); //reset HMC6300 (TX)
    RST_TX_Write(0); //Make it back to operational mode
    RST_RX_Write(1); //reset HMC6301 (RX)
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59
60
61
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64
65
66
67
68
69
70
71
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77
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100
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    RST_RX_Write(0); //Make it back to operational mode
    LCD_ClearDisplay();
    LCD_Position(0,0);
    if(WriteAndVerify_TX(3, 246) == -1) //Check to see if you can 
set the frequency on TX correctly. Reg3 is the most annoying one.
    { 
        LCD_PrintString(“NOOOO”);
    }
    else
    {
        LCD_PrintString(“YAEE”);
    }
    CyDelay(1000);
    // typical values for reg0 to reg23 of HMC6350 and HMC6301, 
from “SoC transmitter” and “SoC receiver” programs.
    // Frequency set at 60 GHz, with medium level power in TX 
and medium LNA gain in RX
    WriteReg_TX(0, 0); WriteReg_RX(0, 0);
    WriteReg_TX(1, 74); WriteReg_RX(1, 16);
    WriteReg_TX(2, 241); WriteReg_RX(2, 0);
    WriteReg_TX(3, 246); WriteReg_RX(3, 3);
    WriteReg_TX(4, 0); WriteReg_RX(4, 159);
    WriteReg_TX(5, 191); WriteReg_RX(5, 15);
    WriteReg_TX(6, 108); WriteReg_RX(6, 191);
    WriteReg_TX(7, 15); WriteReg_RX(7, 109);
    WriteReg_TX(8, 143); WriteReg_RX(8, 128);
    WriteReg_TX(9, 224); WriteReg_RX(9, 64);
    WriteReg_TX(10, 83); WriteReg_RX(10, 0);
    WriteReg_TX(11, 3); WriteReg_RX(11, 0);
    WriteReg_TX(12, 0); WriteReg_RX(12, 0);
    WriteReg_TX(13, 0); WriteReg_RX(13, 0);
    WriteReg_TX(14, 0); WriteReg_RX(14, 0);
    WriteReg_TX(15, 0); WriteReg_RX(15, 0);
    WriteReg_TX(16, 54); WriteReg_RX(16, 54);
    WriteReg_TX(17, 187); WriteReg_RX(17, 187);
    WriteReg_TX(18, 70); WriteReg_RX(18, 70);
    WriteReg_TX(19, 2); WriteReg_RX(19, 2);
    WriteReg_TX(20, 52); WriteReg_RX(20, 52);
    WriteReg_TX(21, 18); WriteReg_RX(21, 18);
    WriteReg_TX(22, 0); WriteReg_RX(22, 0);
    WriteReg_TX(23, 98); WriteReg_RX(23, 98);

    int TXRX_Freq;  //Tx and Rx RF frequencies
    int a=0;
    for (i=0;i<5;i++)
    {
        TXRX_Freq = i * 6 + 34; //34, 40, 46, 52, 58
        WriteAndVerify_TX(20,TXRX_Freq);
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        WriteAndVerify_RX(20,TXRX_Freq);
        CyDelay(1);
        for (j=0;j<100;j++) // (j=0;j<40;j++)
        {
            ADF4350_Freq= 500+j*10; //ADF4350_Freq=500+j*10;
            CyDelay(10);
            if ((float)ADF4350_Freq/1000.0+56.5+i*1.5 < 64.0)
                VCO_Freq_set(ADF4350_Freq);
            else
                break;
            LCD_ClearDisplay();
            ADC1_StopConvert();
            ADC1_StartConvert();
            while(ADC1_IsEndConversion(ADC1_RETURN_STATUS) == 
0);  //wait for the ADC to finish capturing data
            if(ADC1_IsEndConversion(ADC1_RETURN_STATUS) != 0) /* 
Check for result */
            {
                adcResult = ADC1_GetResult32(); /* Get Reading */
                adcVolts = ADC1_CountsTo_Volts(adcResult); /* 
Convert to volts */
                sprintf(tmpStr,”7 %2.2f %05.2f”,(float)ADF4350_
Freq/1000.0+56.5+i*1.5, (adcVolts/.03)); /* Create a formatted 
string */
                LCD_Position(0,0); /* Display on LCD */
                // LCD_PrintString(tmpStr);  //if the data needs 
to be written on the LCD
                UART_PutString(tmpStr);   // write on the UART 
port
                sprintf(tmpStr,”RF %03.1f+%03.2f= %4.2fGHz”,56.5+i*1.5, 
(float)ADF4350_Freq/1000.0,56.5+i*1.5+(float)
ADF4350_Freq/1000.0);
                LCD_PrintString(tmpStr);
                LCD_Position(1,0);
                sprintf(tmpStr,”Mag %05.2f dB”, (adcVolts/.03));
                LCD_PrintString(tmpStr);
            }

            ADC1_StopConvert();

            AMuxSeq_Next();   //Analog max to switch from analog 
gain to analog phase 
            
            ADC1_StartConvert();
            sprintf(str,”channel %d “,AMuxSeq_GetChannel());
            // UART_PutString(str);
            while(ADC1_IsEndConversion(ADC1_RETURN_STATUS) == 
0);  //wait for the ADC to finish capturing
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            if(ADC1_IsEndConversion(ADC1_RETURN_STATUS) != 0) /* 
Check for result */
            {
                adcResult = ADC1_GetResult32() ; /* Get Reading 
*/
                adcVolts = ADC1_CountsTo_Volts(adcResult) ; /* 
Convert to volts */
                sprintf(tmpStr,” %05.2f %d \n”, (adcVolts/.01), 
VCO_Lock_Read()); /* Create a formatted string */
                UART_PutString(tmpStr);
                sprintf(tmpStr,”Phase %05.2f deg”, (adcVolts/.01)); 
/* Create a formatted string */
                LCD_Position(2,0); /* Display on LCD */
                LCD_PrintString(tmpStr);
                // To Matlab //
                //UART_PutChar(tmpStr);
                // sprintf(tmpStr,”Phase %05.2f deg VCO_Lock? 
%d \n”, (adcVolts/.01), VCO_Lock_Read()); /* Create a formatted 
string */
            }
            AMuxSeq_Next();
            CyDelay(200u);
            Driver_Sleep_Write(1);
            for (j=0;j<22;j++)
            {
                Driver_Step_Write(1);
                Driver_Step_Write(0);
            }
            Driver_Sleep_Write(0);
        }
    }
        LCD_Position(3u,0u);
        LCD_PrintString(“Done. “);
        Driver_Direction_Write(0);
        for (j=0;j<22*20;j++)
        {
            Driver_Step_Write(1);
            CyDelay(5u);
            Driver_Step_Write(0);
        }
        Driver_Sleep_Write(0);
        ADF4350_reg4 = ADF4350_reg4 & 0xFFFFFFDF; //VCO Power 
down
        WriteReg_ADF4350(ADF4350_reg4);
        WriteAndVerify_TX(4,255); // TX power down
        WriteAndVerify_RX(0,255); // RX power down
}
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int VCO_Freq_set(int ADF4350_Freq)  /*Function to Set the VCO 
Frequency*/
{
    int Div1; //the div in reg0 calculations
    int value1,i;
    if ((ADF4350_Freq >= 500) && (ADF4350_Freq < 550))
    {
        ADF4350_reg4 = 0xB5002C;
        Div1 = 8;
    }
    if ((ADF4350_Freq >= 550) && (ADF4350_Freq < 1100))
    {
        ADF4350_reg4 = 0xA5002C;
        Div1 = 4;
    }
    if ((ADF4350_Freq >= 1100) && (ADF4350_Freq < 2200))
    {
        ADF4350_reg4 = 0x95002C;
        Div1 = 2;
    }
    if((ADF4350_Freq >= 2200) && (ADF4350_Freq < 2500))
    {
        ADF4350_reg4 = 0x85002C;
        Div1 = 1;
    }
    value1 = ADF4350_Freq * Div1 / 10;
    ADF4350_reg0 = ADF4350_reg0 & 0x80007FFF;
    ADF4350_reg0 = ADF4350_reg0 | (value1 << 15);
    ADF4350_reg4 = ADF4350_reg4 & 0xFFFFFFDF; //Disable RF Output
    WriteReg_ADF4350(ADF4350_reg4);
    WriteReg_ADF4350(ADF4350_reg0);
    ADF4350_reg4 = ADF4350_reg4 | 0x00000020; //Enable RF Output
    WriteReg_ADF4350(ADF4350_reg4);
    return 0;
}

int Putbit0_TX() //put a “0” into the Tx data line (SDI_Tx)
{
    SDI_TX_Write(0);
    SCK_TX_Write(0);
    SCK_TX_Write(1);
    SCK_TX_Write(0);
    return(0);
}

int Putbit1_TX() //put a “1” into the Tx data line (SDI_Tx)
{
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    SDI_TX_Write(1);
    SCK_TX_Write(0);
    SCK_TX_Write(1);
    SCK_TX_Write(0);
    return(0);
}

int Putbit0_RX()  //put a “0” into the Rx data line (SDI_Rx)
{
    SDI_RX_Write(0);
    SCK_RX_Write(0);
    SCK_RX_Write(1);
    SCK_RX_Write(0);
    return(0);
}

int Putbit1_RX() //put a “1” into the Rx data line (SDI_Rx)
{
    SDI_RX_Write(1);
    SCK_RX_Write(0);
    SCK_RX_Write(1);
    SCK_RX_Write(0);
    return(0);
}

int WriteAndVerify_TX(unsigned int Reg_no, unsigned int R) //
Write and then verify the written data in the Tx
{
    char tmpStr [100];
    WriteReg_TX(Reg_no, R);
    while (R != ReadReg_TX(Reg_no))    //if register value can’t 
be verified
    {
        WriteReg_TX(Reg_no, R);
        CyDelay(100);
            sprintf(tmpStr,”Regno_TX %d Read %d Actual %d\n”, 
Reg_no,ReadReg_TX(Reg_no),R);
        UART_PutString(tmpStr);
        return (-1);
    }
return 0;
}

int WriteAndVerify_RX(unsigned int Reg_no, unsigned int R) //
Write and then verify the written data in the Rx
{
    char tmpStr [100];
    WriteReg_RX(Reg_no, R);
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    while (R != ReadReg_RX(Reg_no))
    {
        WriteReg_RX(Reg_no, R);
        CyDelay(100);
            sprintf(tmpStr,”Regno_RX %d Read %d Actual %d\n”, 
Reg_no,ReadReg_TX(Reg_no),R);
        UART_PutString(tmpStr);
    }
}

int WriteReg_TX(unsigned int Reg_no, unsigned int R) // Wite 
Data to Reg_no in Tx
{
    SCK_TX_Write(0);
    SEN_TX_Write(0);
    int i;
    for(i=0;i<=7;i++)
        if (((R>>i) & 0x01) == 1)
            Putbit1_TX();
        else
            Putbit0_TX();
    for(i=0;i<=5;i++) //Register Address
        if (((Reg_no>>i) & 0x01) == 1)
            Putbit1_TX();
        else
            Putbit0_TX();
    Putbit1_TX(); // bit RW = 1
    Putbit0_TX();
    Putbit1_TX();
    Putbit1_TX();
    CyDelayUs(1);
    SEN_TX_Write(1);
    CyDelayUs(1);
    return(0);
}

int ReadReg_TX(int Reg_no)  //Read Tx register data
{
    int i, R=0xFF; //dummy input
    SCK_TX_Write(0);
    SEN_TX_Write(0);
    for(i=0;i<=7;i++)
        if (((R>>i) & 0x01) == 1)
            Putbit1_TX();
        else
            Putbit0_TX();
    for(i=0;i<=5;i++) //Register Address
        if (((Reg_no>>i) & 0x01) == 1)
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            Putbit1_TX();
        else
            Putbit0_TX();
    Putbit0_TX(); // bit RW = 0
    Putbit0_TX();
    Putbit1_TX();
    Putbit1_TX();
    SEN_TX_Write(1);
    CyDelayUs(1);
    SCK_TX_Write(0);
    SCK_TX_Write(1);
    SCK_TX_Write(0);
    CyDelayUs(1);
    SEN_TX_Write(0);
    int a=0;
    R=0;
    for(i=0;i<=7;i++)
    {
        SCK_TX_Write(0);
        SCK_TX_Write(1);
        CyDelayUs(1u);
        a = Scan_TX_Read();
        CyDelayUs(1u);
        R=R + (a<<i);
        SCK_TX_Write(0);
    }
    SCK_TX_Write(0);
    SEN_TX_Write(1);
    return(R);
}

int WriteReg_RX(unsigned int Reg_no, unsigned int R) // Wite 
Data to Reg_no in Rx
{
    SCK_RX_Write(0);
    SEN_RX_Write(0);
    int i;
    for(i=0;i<=7;i++)
        if (((R>>i) & 0x01) == 1)
            Putbit1_RX();
        else
            Putbit0_RX();
    for(i=0;i<=5;i++) //Register Address
        if (((Reg_no>>i) & 0x01) == 1)
            Putbit1_RX();
        else
            Putbit0_RX();
    Putbit1_RX(); // bit RW = 1
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    Putbit1_RX();
    Putbit1_RX();
    Putbit1_RX();
    CyDelayUs(1);
    SEN_RX_Write(1);
    return(0);
}

int ReadReg_RX(int Reg_no)  //read Rx register data
{
    int i, R=0xFF; //dummy input
    SCK_RX_Write(0);
    SEN_RX_Write(0);
    for(i=0;i<=7;i++)
        if (((R>>i) & 0x01) == 1)
            Putbit1_RX();
        else
        Putbit0_RX();
    for(i=0;i<=5;i++) //Register Address
        if (((Reg_no>>i) & 0x01) == 1)
            Putbit1_RX();
        else
            Putbit0_RX();
    Putbit0_RX(); // bit RW = 0
    Putbit1_RX();
    Putbit1_RX();
    Putbit1_RX();
    SEN_RX_Write(1);
    CyDelayUs(1);
    SCK_RX_Write(0);
    SCK_RX_Write(1);
    SCK_RX_Write(0);
    CyDelayUs(1);
    SEN_RX_Write(0);
    int a=0;
    R=0;
    for(i=0;i<=7;i++)
    {
        SCK_RX_Write(0);
        SCK_RX_Write(1);
        CyDelayUs(1u);
        a = Scan_RX_Read();
        CyDelayUs(1u);
        R=R + (a<<i);
        SCK_RX_Write(0);
    }
    SCK_RX_Write(0);
    SEN_RX_Write(1);
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    return(R);
}

int Putbit0_ADF4350() //put bit 0 on ADF4350 Data line
{
    VCO_DATA_Write(0);
    VCO_CLK_Write(0);
    VCO_CLK_Write(1);
    VCO_CLK_Write(0);
    return(0);
}

int Putbit1_ADF4350()  //put bit 1 on ADF4350 Data line
{
    VCO_DATA_Write(1);
    VCO_CLK_Write(0);
    VCO_CLK_Write(1);
    VCO_CLK_Write(0);
    return(0);
}

int WriteReg_ADF4350(unsigned long R) 
{
    VCO_CE_Write(0);
    int i,j;
    for(i=31;i>=0;i--)
    {
        if ((R>>i & 0x01) == 1)
            Putbit1_ADF4350();
        else
            Putbit0_ADF4350();
    }
    VCO_CE_Write(1);
    return(0);
}
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Appendix B 
PCB Layout

The PCB of the latest version of the digital controller board devel-
oped for this book is presented here (Figure B.1).

Figure B.1  The two-layer digital mainboard of Figure 3.19.
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1-D  One-dimensional

2-D  Two-dimensional

3-D  Three-dimensional

5G  The fifth generation of cellular networks 

ADC  Analog-to-digital converter

AI  Artificial intelligence

AIS  Artificial immune system

AMux  Analog multiplexer

ANN  Artificial neural network

API  Application Programming Interface

ASIC  Application-specific integrated circuit

AUC  Area under curve

AVI  Automated vehicle identification

AWS  Amazon Web Services

B2B  Business-to-business

BB  Baseband
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BB-QN  Baseband quadrature negative

BB-QP  Baseband quadrature positive

BB-IM  Baseband in-phase negative

BB-IP  Baseband in-phase positive

BBVGA  Baseband voltage gain amplifier

BPF  Bandpass filter

BW  Bandwidth

CASB  Cloud access security broker

CMOS  Complementary metal-oxide-semiconductor

CNN  Convolutional neural network

CPU  Central processing unit

CPW  Coplanar waveguide

CST  Computer simulation technology

CW  Continuous wave

CW-SLAR  Continuous-wave side-looking airborne radar

DAC  Digital-to-analog converter

DBN  Deep belief network

dBsm  dB square meters

DF  Dissipation factor

DIP  Dual in-line package

DTS  Data transformation services

EC2  Elastic Compute Cloud

EIRP  Equivalent isotropically radiated power

EMI  Electromagnetic interference

EPC  Electronic Product Code

FFT  Fast Fourier transform

FM  Frequency modulation

FMCW  Frequency modulated continuous-wave
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FTDI  Future Technology Devices International

FTP  File Transfer Protocol

FTPS  File Transfer Protocol Secure

GEO-SAR  Geosynchronous satellite synthetic aperture radar

GPIB  General Purpose Interface Bus

GPU  Graphics processing unit

GUI  Graphical user interface

HDD   Hard disk drive

HTTPS  Hypertext Transfer Protocol Secure

I2C  Inter-integrated circuit

IaaS  Infrastructure-as-a-service

IDT  Interdigital transducer

IF  Intermediate frequency

IoT  Internet of Things

IP  Internet Protocol

IQ  In-phase and quadrature

iSAR  Inverse synthetic aperture radar

ISM  Industrial, scientific, and medica

IT  Information technology

JSON  JavaScript Object Notation

KNN  K-nearest neighbors 

LAN  Local area network

LCD  Liquid crystal display

LFMCW  Linear frequency modulation continuous wave

LNA  Low noise amplifier

LO  Local oscillator

LoS  Line of sight

LPF  Lowpass filter
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LSB  Least significant bit

MCU  Microcontroller unit

MFA  Multifactor authentication

MIMO  Multiple-input multiple-output

ML  Machine learning

MLP  Multilayer perceptrons

MQTT  Message queuing telemetry transport

MRDA  Multiple-resonant dipole antenna

MS-SQL  Microsoft Structured Query Language

MSB  Most significant bit

MSE  Mean square error

NATA  National Association of Testing Authorities
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NFC  Near-field communications
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NN  Neural network

OCT  Order completion time
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Opt-aiNET  Optimization artificial immune network

OS  Operating system

OS-ELM  Online sequential extreme learning machines

PA  Power amplifier

PaaS  Platform-as-a-service

PCA  Principal component analysis

PCB  Printed circuit board

PLF  Polarization loss factor

PLL  Phase-locked loop
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PNG  Portable Graphics Format

PPM  Pulse position modulation

PROMPT  Pediatric Risk of Mortality Prediction Tool

PSoC  Programmable system-on-chip

PSoC5  Programmable system-on-chip 5

PSoC-5LP  Programmable system-on-chip 5 low power

QAM  Quadrature amplitude modulation

QR  Quick response

RAM  Random access memory

RCS  Radar cross section

ReLU  Rectified linear unit

REST  Representational State Transfer

RF  Radio frequency

RFID  Radio frequency identification

RPi  Raspberry Pi 

Rx  Receiver 

SaaS  Software-as-a-service

SAR  Synthetic aperture radar

SAR ADC  Successive approximation register analog-to-digital 
converter

SAW  Surface acoustic wave

SDA  Stacked denoising autoencoder

SFTP  SSH File Transfer Protocol

SLAR  Side-looking airborne radar

SLMPA  Stub loaded microstrip patch antenna

SNR  Signal-to-noise ratio

SPI  Serial peripheral interface

SpS  Samples per second
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SQL  Structured Query Language

SRR  Split ring resonator

SSH  Secure Shell Protocol

SSL  Secure Sockets Layer

SVM  Support vector machines

tagID  Tag identification

TDR  Time-domain reflectometry

TLS  Transport Layer Security 

TPU  Tensor processing unit

Tx  Transmitter

UART  Universal asynchronous receiver transmitter

USB  Universal Serial Bus 

UWB  Ultrawideband

VCO  Voltage controlled oscillator

VGA  Voltage gain amplifier

VM  Virtual machine

VNA  Vector network analyzer

VPN  Virtual private network

WaveDAC  Wave digital-to-analog converter

WaveDAC8  Wave digital-to-analog converter 8 bits

Wi-Fi  Wireless fidelity

WiGig  Wireless gigabit

XML  Extensible Markup Language
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