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Preface

This book introduces the readers to Docker, practicing the readers in writing the
Docker commands and how to create Docker files, images, creating containers. While
doing so, you geta stronghold on Docker tools like Docker Images, Dockerfiles, and
Docker Compose. The book explains the architecture of Docker, designing multi-
containers, understanding how to automate the work of containerization, working
with other tools such as Kubernetes and Jenkins, securing Docker containers, and
more.

This book is dedicated to developers, DevOps, QA automation, and operations
engineers interested in Docker containers and Kubernetes. No prior knowledge
of containers and container orchestration is needed as the book introduces the
concepts from the ground up. It is though highly recommended that the reader has
some basic knowledge of coding or scripting in one of the popular languages such
as JavaScript, Python, Java, NET C#, PowerShell, or Bash.

By the end of this book, the reader will become a successful developer or engineer
who can convert their complex stacks of applications into a single file and run it
with a single command, thereby simplifving the entire process of shipping and
deploying enterprise applications without worrying about their infrastructure.

The book is divided into 13 chapters. They will start from the basics of Docker
containers, progressing slowly to more elaborate topics such as building, testing,
shipping, and running individual containers and whole containerized applications
in Kubernetes on-premise or in the cloud.

Chapter 1: Explaining Containers and their Benefits — informs the reader about
what containers are and why they are crucial in modern software development. We
will start with a brief history of the evolution of containers and their surrounding
ecosystem. We will mention examples and present some case studies on where the
use of containers has brought significant benefits to the development, distribution,
and or maintenance of applications. We continue the chapter with an overview
of where containers are a good fit and where other technologics or approaches
may be appropriate instead. We will show how the use of containers and related
technologies brought a shiftin the demand for skills and resulted in new job roles.
We will present some quantitative information that may convince readers, such as
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salary info, job stability, and career progression. We conclude the chapter with a
short recap of what the reader has learned.

Chapter 2: Setting Up Your Environment - will guide the reader step by step on
how to set up a great working environment for the development with and the
use of containers. We will provide easy-to-follow and step by step instructions for
both platforms, Windows 10 and Mac OS, on how to install and configure Docker
Desktop, Docker Compose, a terminal, and the Visual Studio Code code editor.

Chapter 3: Getting Familiar with Containers — familiarizes the reader with how to
download a first Docker image from the Docker Hub and run a container from this
image. They will get to know the most important characteristics or attributes of a
container, such as its name and status. Furthermore, they will learn how to stop
and remove containers as well as how to visualize what's really running inside a
container. Finally, the reader will list and analyze the log of a running container
and run their own processes in the context of a running container. In this chapter,
we will mainly use Docker Desktop and the terminal.

Chapter 4: Using Existing Docker Images — teaches the reader how to use existing
container images, such as ones for SQL databases locally on their computer. The}r
will learn how an image is made up of layers, and they learn to define and use
Docker volumes to persist and share data and how to configure applications
running inside a container. Tools used in this chapter are Docker Desktop and the
terminal.

Chapter 5: Creating Your Own Docker Image —leads the reader through creating
their own Docker images and shows how to tag and publish them to a container
registry such as Docker Hub. To author Dockerfiles, we will use VS Code, and for
all other operations Docker for the Desktop and the terminal.

Chapter 6: Demystifying Container Networking —introduces the Dockercontainer
networking model and its single host implementation in the form of the bridge
network. This chapter also introduces the concept of software-defined networks
and how they are used to secure containerized applications. Furthermore, we
will demonstrate how container ports can be opened to the public and thus make
containerized components accessible to the outside world. Lastly, the reader is
introduced to network types that can span whole clusters of multiple nodes, We
conclude withsome tips on how toexcel inajob interview when container network-
related questions are asked, and we provide a short recap of the key learnings. In
this chapter, we will mainly use the terminal and some simple Linux tools
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Chapter 7: Managing Complex Apps with Docker Compose - introduces
the concept of an application consisting of multiple services, each running in a
container, and how Docker Compose allows us to easily build, run, and scale such
an application using a declarative approach. Tools used in this chapter are Docker
Desktop, the terminal, and VS Code to author the various Docker Compose files

Chapter 8: Testing and Debugging Containerized Applications — elaborates on
how to significantly reduce friction in the development process by enabling hot
reloading and debugging of an application running inside a container. The reader
will also learn how to write and run automated tests for such an app and how to
instrument the app optimally. The reader will get some valuable tips and hints on
how to best prepare for an interview as a Docker developer. In this chapter, we
mainly use our code editor VS code as well as its integrated terminal.

Chapter 9: Establishing an Automated Build Pipeline — explains why no SW
development team can be successful without building up and /or leveraging a fully
automated CI/CD pipeline. In this chapter, the reader learns how to build and use
the continuous implementation (CI) part of such a pipeline. Later, we will discuss
and compare some free and some commercial SaaS ofterings and implement a
complete Cl/CD pipeline using GitHub actions as an example. We then provide
some tips on how to prepare for a job interview for DevOps engineer covering
mainly the CI part. We conclude the chapter with a recap of the key learnings. The
tools used will be the terminal and VS Code.

Chapter 10: Orchestrating Containers— introduces container orchestration in
general and Kubernetes in particular. Kubernetes is currently the clear leader in
the container orchestration space. We will start with a high-level overview of the
architecture of a Kubernetes cluster and then discuss the main objects used in
Kubernetes to define and run containerized applications. Since many teams do
not want to manage their own cluster, we provide a brief overview of the most
popular fully managed Kubernetes offerings in the cloud. Finally, we discuss the
position of the container in the new context of so-called serverless computing,
Lastly, we will train the reader for a job interview where container orchestration-
related questions will be asked. In this chapter, we mainly use Docker Desktop
with its integrated Kubernetes, the terminal, and VS Code to author YAML files.

Chapter 11: Leveraging Docker Logs to Provide Insight inte Your Apps -
shows that once vour application is running in production, no outage is tolerated.
To prevent costly outages or readily fix them if they happen, you need insight
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into the inner workings of you app. In this chapter, we will discuss how to collect
Docker and application logging information and use it to monitor your application,
how to get notified in the event of a eritical event, and how to quickly find the root
cause in the event of a bug or an outage. We will be using Prometheus to collect
logs and Grafana to visualize key metrics.

Chapter 12: Enabling Zero Downtime Deployments - exemplifies how to deploy,
update, and scale applications into a Kubernetes cluster using different strategies
such as rolling updates or blue-green deployments. We will also explain how
zero downtime deployments are achieved to enable disruption-free updates and
rollbacks of mission-critical applications. To conclude this chapter, the reader is
provided with more tips and hints on how to excel in a job interview for a DevOps
position and a discussion of the key learnings.

Chapter 13: Securing Containers - introduce Kubernetes secrets to configure
services and protect sensitive data. The reader will learn how to provide trust in
container images and how to scan images to proactively identify and climinate
vulnerabilitios that bad actors could exploit. Finally, we will discuss the use of
software-defined networks, port, and protocol mapping as well as ingress and
egress rules to further firewall their precious applications.
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CHAPTER 1

Explaining
Containers and their
Benefits

Introduction

In this chapter, you will learn what containers are and why they are so important in
modern software development. We will start with a brief history of the evolution of
containers and their surrounding ecosystem. We will mention examples and present
some case studies on where the use of contamers has brought significant benefits to
the developmenlt, distribulion, and/or mainlenance of applications. We will show
how the use of containers and related technologies brought a shift in the demand for
skills and resulted in new job roles. We will present some quantitative information
that may convince readers, such as salary info, job stability, and career progression.
We conclude the chapter with a short recap about what the reader has learned so far.

Structure

In this chapter, we will discuss the following topics:
e  Whatis a container
¢ Evolution of containers and associated infrastructure
e Architecture and core capabilities
*  Main use cases and case studies

»  Skills, jobs, salaties, and career paths
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2 Daocker: Up and Runiing

Let us start by describing what a container is.

Objectives

In this chapter, the reader will learn what containers are by giving a very familiar
analogv and the most important use cases of containers. We will also learn ways
in which containers can help us to significantly reduce the friction in the software
development life cycle and, on top of that, how containers can make the software
supply chain more secure and resitient against cyber threals.

What is a container?

In this section, we want to provide you with a high-level description of what a Docker
container is. A container is a precess running on an operating system, such as Linux,
which is protected by namespaces and CCroups. This is a very simplified picture,
but it helps create a mental model in our heads. We will discuss namespaces and
CGroups in more detail later in this chapter. Contrary to common belief, a Docker
container is not some lightweight virtual machine (VM), although, in many regard,
a VM and a container look and behave similarty. Whilst a VM is a whole virtual
computer including a full operating system and all its drivers and interfaces, a
container is only containing the so-called user space with its application. A container
does never contain the Kernel of an operating system. Rather the container or the set
of containers uses the Kernel of their host computer:

Containerized Applications

2l

Virtual virtual virtual ‘ !

Machine Machine Machine

% -] <||lo||lOo]||o||w

Al 2PB 122 2|l 8| 8|l &8|| &

< << <C < <<

Guest Guest Guest

Operating Operating Operating

System System System Docker
Hypervisor Host Operating System

‘ Infrastructure ‘ Infrastructure

Fignre 1.1: Virtual machines (VMs) versus Docker conlainers
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Evolution of containers and associated
infrastructure

This section provides a short history of the evolution of containers and the associated
mirastructure. Docker did not invent containers. Docker made containers popular
by making them easy te use. It is similar to what Apple did with the iPhone. The
iPhone was not the first smartphone, but Apple brought the idea of smartphones to
the masses by making them easy and intuitive to use. Docker did a similar job with
containers.

To better understand software containers, let us look around us and come up with
a good analogy. In this case, we take physical containers as an example. You know,
those hig iron boxes that have a well-defined length, width, and height. They are
used widely to ship goods around the globe. Certainly, you have seen a container
ship transporting merchandise from China to Lurope or the USA live or in the
media. But traditionally, before those shipping containers existed, people had to
transport goods by ditferent means. Prior to the invention ot the wheel, goods were
transported in sacks or baskets on the shoulders of people or on the back of specially
trained animals such as donkeys.

The invention of wheels and later engines made transportation of merchandise a
bit more efficient since with a cart, a train, a steamboat, or a truck, we were able
to transport much bigger quantities at a time over much longer distances. But at
the same time, we started to transport mere types of goods. At times the handling
of those goods also became more complicated. What did not change through time,
though, wasthe need to unload goods from one means of transportation onto another
one. Let us take an example, wheat that is produced in Ukraine and then shipped to
Africa, where it is used to bake bread. Farmers in Ukrame grow wheat, and when
itis ready to harvest, they transport the grains with their fractors to the next village
and unload it inte a grain storage tank. Trucks will be loaded with the grain and ship
it to the next port, mest probably to Odessa. There they unload the wheat into big
ships that will then carrv massive amounts of grains to the destination port in Africa.
From there again, trucks will pick up loads of those grains and transport them to the
mill, and so forth. You will agree that during the many unload and load processes
that are time-consuming and tedious, a lot can go wrong. Some waste is produced,
or part of the goods can be stolen by corrupt workers, to just name a few issues.

The introduction of containers, those big and standardized iron boxes we mentioned
previously, revolutionized the shipping industry. Since the dimensions of a shipping
container are standardized, the whole ecosystem around it could start standardizing
as well. Truck, train, and ship makers could start to produce vehicles that are doing
nothing but transport one or many containers from lecation A to location B. Shippers
could start to buy those standardized vehicles and then standardize the process of
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shipping around them. Ports and other hubs could start using standardized tools
aptimized for handling cantainers such as cranes or forklifts.

Now, having said that, we can easily see that the unloading and loading process has
become much simplified. There is no need to open a container anymore during this
process. In fact, containers are often sealed to make sure that they have not been
opened in transit. With this, there is also less danger that part of the load gets lost or
wasted in the process of changing the means of transportation. The shipper, in most
cases, does not care what exactly is inside a container and how it has been packaged,
to avoid any damage during transportation. For the latter, the producer of the goods
is responsible. They best understand how their geods need to be handled to avoid
any damage and, as such, are best qualified to fill the container in the first place.
Once arrived at the final destination, the recipients of the goods are, in turn, most
qualified to unload the contaimer and handle the goods the right way. Shippers, in
the meantime, only care about a limited number of things, namely, the place from
where to pick up the container, its weight, and the destination to where they must
transport it. They may also care about if the container needs to be connected to a
power source; for example, if the goods in the container need to be cooled, then
those containers will need power for the cooling, yet the shipper is not responsible
for the cooling, only for the power needed by the cooler in the container.

This analogy will help give you a clear picture of why the introduction of shipping
containers has been such a paradigm change in the industry. So much has improved
with this new invention. Software containers represent the exact same paradigm
change in the software industry. Prior to having software containers, the Software
Development Life Cycle (SDLC) was similarly complex and non-standardized as
the shipping of goods was. But the introduction of software containers streamtined
all tools and processes around the building, securing, testing, shipping, and running
applications.

Architecture and core capabilities

Now, we are ready for a high-level description of the architecture and the core
capabilities of Docker. Let us present a high-level architecture diagram of a system
able to run Docker containers. The following illustration shows how a host system
on which Docker has been installed looks like. Any computer or server that has the
Docker daemon installed is sometimes called a Docker host.
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Figure 1.2: Docker nigh-level archifectitre

In the preceding diagram, we can see three main elements, all with grey backgrounds:
+ At the bottom, we have the Linux operating system
e In the middle, we have the container runtime
» Finally, the Docker engine sits at the top

The enabling factors for containers are low-level Linux—or, more specifically,
Unix—features such as namespaces, control groups {cgroups), layer capabilities,
and so on. All those are building blocks and are used by the container runtime and
the Docker engine. With the help of Linux namespaces, Docker can encapsulate
applications that run inside a container. Note that any application is made up of one
to several processes. All these processes will run in the same namespace defined by
the enclosing container. Examples of namespaces are the process namespace or the
nefwork namespace. cgroups can be used by containers to limit how much of the
available rescurces the processes inside the container can use. Resources are CPU
time, the amount of memory or disk, the available network bandwidth, and more.
By having this throttling mechanism in place, the system administrator can avoid
situations in which a single malicious container tries to monopolize all available
resources of the host system and, as such, starve all the other applications running
in different containers on the same host.

To be able to run containers on a host, normally, we need some low-level libraries.
I the case of Docker, these are containerd and runc. runc is a low-level library
providing very basic container runtime suppert. containerd, in turn, builds on
top of runc and provides more higher-level support lor containers and container
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images. Originally both have been part of the bigger Docker engine daemon but
have later been broken out of this monolithic struchire and modularived. Docker
did donate containerd and runc to the Cloud Native Computing Foundation
(CNCT). You may know this organization from other important software it owns,
such as Kubernetes.

The container runtime, made up of runc and containerd is managing the life cycle
of containers. It enables the pulling of container images from a central image registry,
instantiates a container from that image, and initializes and runs the container.
Furthermore, the runtime enables us to stop and restart or remove containers from
the system.

The Docker engine augments the container rantime by providing additional features
such as some networking libraries, the support for plugins used to extend the engine,
and finally, a REST interface through which all container-related operations can he
automated. In this book, we will frequently use the Docker Command Line Interface
(Docker CLI). This tool is one of the main consumers of the Docker engine’s REST
API.

Main use cases

In this section, we wanl Lo presenl a lisl of the main use cases for Docker conlainers.
In the following, we want to describe some of these use cases in more detail.

Prior to the advent of containers, developers would develop a new applications.
Once the application was completed by the definition of the developers, they handed
it over to the Quality Engineering (QE) department. The quality engineers then
tested the application according to the specifications. If everything was OK, then QE
handed the application over to the [T operations (IT OPS) department. The I1'OPS
engineers then tried to install and run the application on servers they had configured
before. Ideally, and if they were lucky, the developers had provided some kind of—
hopefully—accurate documentation on how te install and configure the application.
The situation was not ideal but manageable. It got a bit out of control, though,
when in an enterprise, many teams developed many different applications. If those
applications needed to be installed and run on the same set of production servers
to optimize resource usage, things got quickly quite complex. Each application
normally has some dependencies on libraries and frameworks. Unfortunately, not
all applicalions use the same libraries and frameworks, or even worse, they use the
same libraries but in different and sometimes incompatible versions. Think of two
applications written in Java. One uses Java 8, and the other, a more modern one, uses
Java 17. The TT OPS service providers had te really have their act together and be
creative in how they could put all those different requirements under a single hat,
that is, run the applications on the same servers without breaking anything.
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You may understand that in such a situation, upgrading applications introduces
major risks. A new release needed careful planning and testing that could easily take
months and bind a lot of engineering and management resources. This all meant a
lot of friction in the software supply chain. But nowadays, companies are not happy
with new releases every few months or so. The requirement is te deploy new features
in a short time, ideally daily. Companies that do not tollow the path of continuous
delivery will struggle or even go out of business. There are enough competitors out
there that are waiting to pick up where your company failed to deliver. What can
we do?

Standardize infrastructure

The first step was to Introduce Virtual Machines (VMs). This way, one could easily
divide the resources of a physical server among several VMs running on this very
same machine. Then OIS engineers would deploy one application per VM, and thus,
solve the problem quickly. Each VM is like a complete and impermeable sandbox,
and thus, everything inside of one VM is shielded from all the other applications
running in the other VMs.

Sadly, this solution fell apart quite quickly with the advent of the microservice
architecture. Now, a single application suddenly was made up of many pieces, the
micreservices. In theory, every microservice could be written in a different language
using different frameworks and libraries. With that, we are back to square one. Some
clever engineers wanted to solve the problem by only packing a single microservice
into a VM. Bul this is a huge wasle. VMs are quile heavyweight. They conlain a [ull
operating system such as Linux or Windows Server. Now imagine all this for just a
single microservice. Lt looks like we are using a whole container ship to transport a
single truckload of wheat.

The solution to this maze came with the introduction of what looks a lot like an
extremely lightweight VM, the Docker container. It is not a VM, though, mind you,
as it does not contain a whole eperating system and also does not provide the same
level of isolation as a VM. At the same time, it provides enough isolation for an
application or an application service packaged into it. [t encapsulates the service
and its dependencies in the form of libraries and frameworks. For some, the Docker
container looks like the holy grail of modern software development.

Like the intoduction ol physical conlainers in logislics—you know, Lhose
standardized metal boxes used to ship goods—has revolutionized the shipping
industry. Docker containers have similarly helped to revolutionize the IT industry.
While the introduction of virtualization in the form of VM5 has made the cloud
possible in the first place, containers represent the next paradigm shiftin the industry.
By standardizing how we ship and run the software, we have given a whole new
industry ofinfrastructure and service providers a chance to thrive. Operating systems
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have been created that are optimized to host containers. Container orchestration
engines such as Kubernetes or Docker Swarm have been created and popularized.
Many tools focussing on containers have been built. A whole ecosystem of software
is centered around containers. Most prominently, this can be seen by browsing the
project page of the CNCE which vou can reach via the following LRL: https://www.
cncf.iofprojects/.

Developers package their application services info containers and, on top of that,
add supporting libraries and frameworks to the package. Then they hand over those
self-contained containers to QA engineers that test them or operation engineers that
will run them. For QA engineers and operation engineers alike, a container, in this
sense, isjust a black box with some well-defined interfaces. This black box is coming
in a standard form, though, and thus, the engineers can treat them all equally. This
is true for all types of applicaions shipped in a container. If an operations engineer
has a container host at hand that can run a container, then most likely, it can run any
other container too. This is not a false promise but true for almost all cases, except
some special edge cases.

We can thus look at containers as a way of packaging applications or application
services, all their dependencies, and supporting frameworks and libraries in a
standardized way. Not surprisingly, Docker came up with the following slogan for
containers: “Build, ship, and run anywhere ™

Turbocharge a microservice architecture

As apptlications have grown in complexity and the range of features they cover,
developers and software architects have been looking for a means to break the
monelithic structure of an application apart and modularize it. If too many
developers were working on the same monelithic application at the same time, there
was a real danger that they did step on each other’s feet. Deploying code changes
became more and more difficult due to the fact that the work of all developers had
to be coordinated.

The solution was to break down the big and complex applications into smaller, less
complex pieces that ideally were somewhat loosely coupled with each other. This
way, one could assign such a piece or module of software to a team consisting of a
small group of people. This team could then work independently from all the other
leams and evolve lheir module. Again, this was possible due Lo the fact Lhatl their
medule was loosely coupled to the other modules and interacted with them through
well-defined interfaces. L'his was the birth of the so-called micro-service architecture.

In this new architecture, such a software module is now called a microservice. As
we mentioned previously, microservices can be developed independently from
each other and, as such, also have their own release cycle. A microservice was then
compiled and packed mte an executable orinto, say, a JAK or WARf you were using
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Java as your coding language of choice. A microservice could then be deployed side
by side with other microgervices onto a single host, a bare metal server, or a virtual
machine (VM). A microservice could also be exclusively deployved to a dedicated
server if one wanted to run it in isolation for better protection or if the service was
resource hungry and needed a lot of CPU or memory when running,.

Although, in principle, this architecture looks simple, in practice, there were a few
challenges to overcome. Let us asswne the case where multiple microservices run on
the same host. In this casc, we were facing the following potential problems:

e Every microservice running on the same host was running in the same
context, so to speak. They all used the same process, user, and network
namespaces. They all were fighting for the same resources, such as CPU
and memery or IO, A malicious service could easily compromise the other
services Tunming in the same context. A service could be very aggressively
monopolizing available resources and, at the same time, starving all the
other services, resulting in the so-called noisy neighbor problem.

¢ Let us assume all microservices were written in Java, but not every service
used the same version of Java. Thus, the infrastructure team had to make
sure to have all required versions of the Java Runtime Environment (JRE)
mstalled on the host. Things got even worse if the different teams were using
different languages and frameworks to develop their respective service. Just
magine a situation where team A developed service 51 in Java 8, team B
developed service 52 in Python 2.7, team C used Node JS 15.x to implement
service 53, and so on. In this case, the poor infrastructure team had to make
sure all of those runtime environments were installed and maintained on
the host. This was a huge burden and often resulted in quite a mess. To
make things worse, often, different versions of the same framework were
incom patible with each other and could not co-exist on the same host.

Now, let us assume we want to avoid all the preceding problems by placing each
microservice onto a dedicated host. But this creates ancther bunch of problems, as
follows:

»  Using a dedicated server or VM for each microservice is most often a huge
waste. A somewhat reasonable VM can easily cost several dozens of dollars
per day, and at the same time, its CPU will mest probably remain mostly idle
the whole day with just a single microservice residing on it. The problem is
that we cannot just provision the cheapest, low-power VM, though, since the
VM needs to be able to handle the occasional peek loads of the microservice,
which can by far exceed he average load.

» Ifourapplicationisunderload, wemay need to scale up certainmicroservices.
Scaling up and down additional VMs when a microservice needs to scale
when the load on the application changes significantly can take a leng time.
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Here, a long time means several minutes, which is not acceptable for high-
volime applications.

s Last but not the least, we should aiso be conscious about our environment,
More servers mean more energy consumption. Yet our cloud providers are
far from being carbon neutral at the time of this writing.

The sclution once again is containers. Microservices can be encapsulated into
conlainers, and mulliple conlainers can be packed on a single VM (o share the
available resources. Containers can scale cut and in near instantly, in a matter of
milliseconds or a few seconds at most.

Providing standard deployment model

An additional benefit of using containers is the fact that [T operations engineers
can focus on the specifics of their role. They are good at provisioning infrastructure
such as networks, clusters, routers, and so on. They are also good at monitoring
this infrastructure. The use of containers helps in standardizing infrastructure and
processes associated with it. When thinking of servers ot cluster nodes, every one of
those is almost identical all the time, and it is just another container host. There is no
need to install any specific frameworks or libraries on such servers. The only thing
required is an OS oplimized lo hosl conlainers such as CoreOS.

Therefore, operations engineers or, more specifically, system reliability engineers
(SREs), are not required to be familiar with the internal details of application services
running inside containers as those containers are supposed to be self-contained and
include everything necessary to successfully run the service on any compatible
container host. This way, SRE can look at a container and treat it as if it were a
black box. Lhis is not much different from how a shipper today looks at a physical
container. They do not care so much about what is inside but just the fact that they
need to transport the container from A to B.

We will look into this use case in more detail in Chapter 10, Container orchestration and
Chapter 12, Enabling zero-downtime deployments.

Improved security

It is no secret to us that cyber-attacks are on the rise. Every day we hear in the news
of high-profile companies that have been under attack and that highly sensitive data
got stolen from their servers. Often important data gets encrypted, and the attackers
ask for money, mostly in the form of cryptocurrency, to unlock the data. Sensitive
data ranges from perc.onal data such as names, phone numbers, and e-mail addresses
to financial data such as credit card numbers or bank account info. Depending on
the sector, it can also be sensitive health-related information that gets stolen. Apart
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from customer data, the attackers can also steal company secrets. Luckily the use of
containers can help usin mitigating the risk of such events. Throngh the use of Tinux
low-level functionality—we call them Linux primitives—an application running
inside a container is by default more secure than the same application running
natively on a server or VM. By using Linux namespaces, different applications are
sandboxed from each other. And through the use of Linux cgroups we can limit
the amount of resources each containerized application can request and thus avoid
scenarios where a malicious application can starve all the other applications running
on the same server.

Since container images are immutable, it is straightforward and simple to use special
tools that scan all the layers of an image for Commeon Vulnerabilities and Exposures
(CVEs). By identifying CVEs and eliminating them, we harden our applications and
further improve their security.

We can add an additional layer of protection on top of our containers by using
content trust. With content trust, the author ot a Docker image digitally signs it. The
recipient can then verify this crvptographic signature and make sure that the image
is indeed originating from the claimed source and that the content of the image has
not been tampered with on its way to the destination. This way, we can avoid so-
called man-in-the-middle (MITM) attacks.

Since applications running in a container are running inside their own namespace,
they are protected from the outside world. Each container defines a new user and
process namespace. If your application defines a user Bob, and another application
running in a different application also defines a user Bob, then these two users have
nothing in common, as they are living in different namespaces. It is like the real
world, where a person named Bab Doe living in Dallas has nething to do with Bob
Doe living in New York. The postal service can easily distinguish those two people
via their addresses. In that regard, the City, Street, and house number work as
namespaces and can be used to uniguely identify a persom whose name alone may
not be unique. On Linux, every process has an associated process ID. The fact that a
Docker container associates a new process namespace with each container makes it
possible and easy to isolate processes from each othey, although they are running on
the same computer or VM. Namespaces are only one part of the benetits, though. The
other ones are cgroups. cgroups allow us to define how many resources a container
may consume. Resources are thing% like the number of CPU cores, amount of RAM,
and network bandwidth, to just name the most important ones. By giving us the
ability to limit the respurce consumption of a container, we can limit the so-called
noisy neighbor problem. We will talk more about security and containers in Chapter
13, Securing a Containey.
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Reducing friction in the development
process

By using containers during the development of software, developers have the
ability to develop and test their applications in a production-like environment right
on their own computers. If their application uses a database such as PostgreSQL,
they can run this database inside a container right on their local machine. Similarly,
they can run other infrastructure or middleware such as document databases like
MongoDB, caches like Redis, blob storage such as AWS 53 compatible blob storage,
search engines such as ElasticSearch, and many more on their laptop or desktop
computer. The only requirement for them is to have encugh RAM available. Usnally,
a minimum of 16 GB of RAM gets you going, but 32 GB is better. With the ever-
lower prices for memory, though, this should not be a problem. We have seen
many developers using beefier laptops with up to 64 GB of RAM. The ability to
run all these containers locally makes for a much-improved developer experience
and a much-shortened teedback cycle. Instead of relying on shared servers or cloud
resources that may be in an ever-changing state, developers can now have their very
own setup that is not polluted by data from other developers or bogged down by
the activity of other team members. We talk more about this in Chapter 8, Testing and
debugging containerized applications.

Everything you have been told so far can, in principle, also be achieved without the
use of containers, but with a much bigger effort and resulting maintenance burden.
Containers have become the de facto global standard, and with this, it is so much
simpler to implement and enforce best practices.

Skills, jobs, salaries, and career paths

[n this section, we are going to look into the required skills, new job roles, salaries,
and career paths related to Docker containers.

Looking at a company that practices agile software development and invests in
continuous delivery, we can see a high demand for roles with the following skills:

Developers

Developers are expected to have a strong understanding of Docker containers
and how to use them to reduce friction in their daily development workflow. If
a candidate has advanced container skills and is proficient in using containers,
building custom container images, and running applications consisting of several
containers locally on their machine, he or she has a clear advantage over competing
candidates. Finally, if you can credibly show to have a working knowledge of and
familiarity with Kubernetes, you are definitely in a good position.
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DevOps engineers

Companies are also desperately looking for DevOps engineers that master Docker
containers and Kubernetes. lf you can prove your expertise in setting up a fully
auwtomated CL/CD pipeline, either from scratch or based on infrastructure provided
by cloud providers such as Microsoft Azure, Google Cloud, or AWS, then you are in
a good position. Intimate familiarity with Kubernetes as the deployment target is a
huge advantage.

These days companies develop applications that have to be up and running all the
time, 24x7. At the same time, applications need to be updated all the ime, mainly
when adding new fealures lo them. Those updales should happen al any lime while
requiring zero downtime. Thus, you should be familiar with concepts such as rolling
updates, blue-green deplovment, and canary releases. It is an advantage if you have
worked with tools such as Helm on Kubernetes. Authoring Dockerfiles or Docker
Compose files should be a breeze for you.

You chould also have a good understanding of Linux and, more specifically, of Linux
namespaces and cgroups that you will leverage to better protect the applications or
services running inside a container. Using the possibilities of cgroups you know how
to limit the amount of resources a container has access to. With Linux namespaces,
you isolate the ditferent services running in the various containers from each other,
providing optimal encapsulation and security.

QA automation engineers

Letus talk about testing now. QA automation engineers are in high demand. Relying
on manual testing is a thing of yesterday and is not scalable. Thus, manual testing
should only be used for exploratory testing. Consequently, you are a specialist in
wriling automated tests. Following the recommendations of the so-called test
pyramid, you write a ot of what we call component tests, where the system under
test runs in a container in isolation, and your test code probes this application or
service in the container via its public APls, such as REST APl or messages when
using a service bus. People also call this black-box testing. The test code will run
n a container as well, as will the other services the system under test uses, such as
dalabases and message queuing sysiems or caches. Thal said, the industry expecls
you to not only be familiar with the latest test frameworks but also to be very
familiar with Docker containers and the use of multi-container applications. It is a
big bonus if you are familiar with Kubernetes and can perform or run your tests on
a Kubernetes cluster to simulale a produclion environment as closely as possible.

You should have experience in using popular Docker images that allow you to run
a relational or no-5QL database such as PostgreSQL or MongoDB, a message queue
such as RabbitMQ or ActiveMQ, blob storage simulators compatible with the AWS
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53 format, distributed cache such as Redis, search engines such as ElasticSearch and
more, to support you in more efficiently test your assigned services and applicafions
in isolation and locally or on a build agent in the cloud.

Operations engineers

Finally, let us talk about operations engineers. You should be able to provision
and operate container hosts and Kubernetes clusters. You are familiar with tools
that enable you to monitor the infrastructure on top of which armies of containers
will run. Ideally, you are using Infrastructure as Code (1aC) to provision all your
Kubernetes clusters, network configurations, load balancers, data volumes, and
role-based access control. You know how Lo configure your Kubernetes clusters so
that they can grow and shrink on demand and that they are redundant and span
multiple availability zones. You are able to secure your Kubernetes clusters and
make them immune to all the cvber-attacks that happen all the time, every day.

But do not panic. Most, yetnot all, of the skills you have just read about are covered
in this book. Those skills that we do not cover in the book vou can easily acquire
once you have mastered the content of this book.

Salaries and career paths

According to data from salary comparison websites and job posting sites, the
average salary for a Docker container expert can range from $80,000 to $150,000
per year, depending on the location and level of experience. However, this is just a
rough estimate and may not accurately reflect the actual salary of a Docker container
expert in a specific location or industry.

There are several career paths thata Docker container expert might pursue, depending
on their skills, interests, and goals. Some potential career paths for Docker container
experts might include:

¢ Systems administrator: A systems administrator is responsible for the
installation, configuration, and maintenance of computer systems and
servers. They might work with Docker containers to deploy and manage
applications m a production environment.

¢ DevOps engineer: A DevOps engineer is responsible for designing and
implementing processes and tools to automate the development, testing,
and deployment of software. They might work with Docker containers to
automate the build, test, and deployment of applications in a continuous
integration and continuous delivery {CI/CD) pipeline.

* Software developer: A software developer is respensible for designing,
developing, and maintaining sottware applications. ‘They might work with
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Docker containers to package and deploy their applications in a consistent
and reproducible manner.

s Consultant: A consultant is an expert in a specific field who is hired by
organizations to provide advice and guidance on a particular problem or
challenge. A Docker container expert might work as a consultant to help
organizations adopt and implement Docker container technologies.

* Cloud compuling: Cloud compuling involves delivering compuling
resources and services over the internet, allowing erganizations to access
and use computing resources on demand. Dacker containers can be used
in cloud environments to package and deploy applications in a consistent
and reproducible manner, making it easier to scale and manage applications
across different cloud environments. A Docker container expert might work
in a cloud computing role, such as a clond solitions architect, cloud engineer,
or cloud operations engineer, and be responsible for designing, building,
and maintaining cloud infrastructure and applications.

¢ Data engineering: Data engineering involves designing, building, and
maintaining systems for collecting, storing, processing, and analyzing data.
Docker containers can be used in data engineering to deploy and manage data
processing and analytics pipelines in a reproducible and scalable manner.
A Docker container expert might work in a data engineering role, such as
a data engineer, data pipeline engineer, or data platform engineer, and be
responsible for desigming and building data infrastructure and pipelines.

¢ Cybersecurity: Cybersceurity involves protecting computer systems and
networks from cyber threats and vulnerabilities. Docker containers can
be used in cybersecurity to deploy and manage secure applications and
environments in a consistent and reproducible manner. A Docker container
expert might work in a cybersecurity role, such as a security engineer,
security analyst, or security architect, and be responsible for designing and
implementing security solutions to protect systems and data.

These ate just a few examples of potential career paths for Docker container experts.
There are many other job roles and industries that might be relevant for individuals
with expertise in Docker containers.

Conclusion

In this chapter, we looked at what containers are by giving a very familiar analogy.
We then discussed the most important use cases of containers. We showed ways
in which containers can help us to significantly reduce the friction in the software
development life cycle and, on top of that, how containers can make the software
supply chain more secure and resilient against cyber threats. We also showed how
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the use of containers and related technologies brought a shift in the demand for
skills and resnlted in new job roles.

In the upcoming chapter, we are going to setup our personal computers in the best
possible way so that we can work with containers efficiently and effectively. This
includes installing the Docker Desktop software that, to this day, remains one of the
developers’ favorite tools to work with containers. Stay tuned.

Questions

To assess your progress, please try to answer the following questions:
1. Containers and VMs are not the same. Provide three differences.

2. Name the two foundational capabilities of an operating system that enable
containcrs.

3. Name at least three typical use cases for Docker containers

4. Use a few short sentences to explain what the differences between containers
and Docker are?

5. Explain in a few short sentences what runC is.

6. Where can containers run? Name three to five different host systems.

Answers
Here are the answers o the preceding questions:
1. Afew important differences between VMs and containers are:
a. VM contains a complete operating system; the container does not
b. A VM is more secure than a container, as it contains its own OS5 kernel

and is, in general, having better isolation against the outside world
than a container

¢. A VM is considered to be long living; a container is supposed to be
ephemeral

d. VMs are heavyweight, whereas containers are (often) lightweight
VMs have a much longer startup time than containers
2. The two capabilities are namespaces and cgroups.
3. Here is a list of typical use cases for Docker containers
a. Supercharging microservice architecture

b. Removing friction from the development process



16 Dacker: Up and Runiting

the use of containers and related technologies brought a shift in the demand for
skills and resnlted in new job roles.

In the upcoming chapter, we are going to setup our personal computers in the best
possible way so that we can work with containers efficiently and effectively. This
includes installing the Docker Desktop software that, to this day, remains one of the
developers’ favorite tools to work with containers. Stay tuned.

Questions

To assess your progress, please try to answer the following questions:
1. Containers and VMs are not the same. Provide three differences.

2. Name the two foundational capabilities of an operating system that enable
containcrs.

3. Name at least three typical use cases for Docker containers

4. Use a few short sentences to explain what the differences between containers
and Docker are?

5. Explain in a few short sentences what runC is.

6. Where can containers run? Name three to five different host systems.

Answers
Here are the answers o the preceding questions:
1. Afew important differences between VMs and containers are:
a. VM contains a complete operating system; the container does not
b. A VM is more secure than a container, as it contains its own OS5 kernel

and is, in general, having better isolation against the outside world
than a container

¢. A VM is considered to be long living; a container is supposed to be
ephemeral

d. VMs are heavyweight, whereas containers are (often) lightweight
VMs have a much longer startup time than containers
2. The two capabilities are namespaces and cgroups.
3. Here is a list of typical use cases for Docker containers
a. Supercharging microservice architecture

b. Removing friction from the development process



Explaining Containers and thefr Benefits 17

¢. Powering CI/CD pipelines

d. Providing a standard deployment model for enterprises

e.  Enabling standard tooling and infrastructure (see CNCF)

f. Lowering the TOC and the time between new releases of legacy

applications

4. According to the official page: https://containerd.io, containerd is available
as a daemon for Linux and Windows. It manages the complete container
lifecycle of its host system, from image transfer and storage to container
execution and supervision lo low-level storage to network attachments and
beyond. Contrary to that, Docker is built on top of runC and containerd
and provides additional features on top of it, such as a robust CLI, Docker
compose, and more, which make the use of containers much easier for
developers, DevOps, and operations engineers.

5. According to Docker, the originator of runC, it is a lightweight, universal
container runtime. It incudes all of the plumbing code used by Docker to
interact with system features related to containers. 1t is desighed with the
following principles in mind:

a. Designed for security
b. Usable at large scale and ready for production
¢. Nounwanted dependencies: just the container runtime and nothing
else
6. Inthe meantime, containers can be hosted on a vast number of systems. Here
is an incomplete list:

a. Your laptop, be it a Windows machine, a Mac, or a Linux machine

b Server or VM running Linux (varions flavors)

¢ Server or VM running Microsoft Windows Server
d. AnIBM mainframe

e. Supercomputers

f.  Atiny single-board computer, such as Raspberry Pl

g. Anedge compuler (IoT)

Job interview sample questions

So, you finally got a chance for an onsite interview for a job as a software developer.
The job is offered by a cool new startup that develops a highly acclaimed new
mobile app for i0S and Android. During the interview, you are confronted with the
following questions:
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d. AnIBM mainframe
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f.  Atiny single-board computer, such as Raspberry Pl

g. Anedge compuler (IoT)

Job interview sample questions

So, you finally got a chance for an onsite interview for a job as a software developer.
The job is offered by a cool new startup that develops a highly acclaimed new
mobile app for i0S and Android. During the interview, you are confronted with the
following questions:
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Our company is not yet using Docker containers. The management is hesitant
and not sure whether ky invest in this new technology. Please provide the
“elevator pitch” for containers to our CEO.

We are an IT shop specialized in providing a cloud-native Saa$ solution m the
msurance business. The CTQ is on edge to start adepting Docker containers
in the company. What important use cases would you present him that speak
for quick and consequent adoption of containers? Why are these use cases
important for cur purpose?

In our company, there is a lot of confusion about what a VM is versus what
a container is. Some vocal engineers claim that they are basically the same.
And since we are already using VMs to tun our software, we do not have
to bother about containers, they say. Please help us understand why this
is not true by providing three to four clear differences between VMs and
containers.

Our company does not yet use containers. If vou had a say, where would vou
start? What would be your first use case for containers? Explain why vou
would start like this.

QOur head of securily claims thal conlainers are as secure as VMs. Is she right?
Justify your answer.

Sample answers

Here are some sample answers to the preceding questions raised during the
interview:

18

Containers have many advantages we should and can leverage. Similar to
what the introduction of physical containers did to the shipping industry,
the introduction of software containers can help our company to standardize
on infrastructure and processes in the Software Development Life Cycle
(SDLC). 1t can help reduce the friction during the development phase
by enabling our SW engineers to write, test and debug the software they
wrile in a produclion-like envirenment right on their local machines, as il
is possible to run middleware and infrastructure such as databases inside
containers right on their computers. Furthermore, containers isolate
applications and their dependendies inside containers and thus decouple
each application from all the others. No more version conflicts on the host
machine due to different requirements of different applications running on
the same machine, as the dependencies, such as frameworks or libraries,
are packaged with the applications inside their respective container. The
whole software release cycle will be streamlined and become more robust.
We can use containers as artefacts of our versioning strategy, and we power
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our whole CI/CD pipelines with containers. Containerized applications are
also inherently more secure than applications running natively on the host
computer, as containers provide a goed layer of isolation to the applications.
Many more advantages are available when using containers. But the ones we
named are some of the most compelling ones.

We would present the CTO with the following use cases:

a. Slandardize deployment model:

i. When using Kubernetes to run containerized applications,
the deployment always looks the same. Itis always based on
a Docker image, no matter what is running inside the image,
eg_aJavaor NFT application ar a legacy Cobol application;
if's “just a container”.

b. Streamline release cycle: ...

i. Using containers as versioning artefacts instead of files such
as JARs

ii. Application and dependencies torm a unit of deployment

iii. Rollbacks are easy; just redeploy the previous version of a
Docker image

¢. Improve security: image scanning, image signing, namespaces, and
cgroups.

d. Better scalability:
i. Faster to startup and tear-down

ii. Kubernetes solves many of the hard problems of a highiy
distributed, mission-critical enterprise applicatinn, such as
scaling, routing, self-healing, high availability, and more

On first look, containers look a bit like YMSs. But if we look closer, then there
are quite some differences between the two. A VM is like a perfect sandbox
and encleses a complete virtual server in it. A VM thus contains a complete
operating system such as Linux or Windows Server. Applications that run
on a VM are perfectly shielded from the outside. The only connection with
the outside world is over the network, which can be easily configured to be
saved. On the other hand, containers share the Kernel of the host system
with each other. Multiple containers can run on a single container host. A
VM can be a container host. It is not practicable, though, to run a VM inside
a container. Since containers share the Kernel of the container host, they are
much cleaner than a VM. Resource utilization is usually much better when a
server of a VM hosts many containers than if an application directly runs on
a VM. VMs are meant to be stable and run “forever”. Containers are meant to
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be ephemeral and come and go at will. This leads to the fact that containers
usually start up in a matter of milliseconds, whereas VMs need a few minutes
to be up and running.

We would start using containers to reduce the friction in the development
process. Developers should be able tosimulate a production-likeenvironment
on their local developer machines. For example, they should be able to
nun databases such as PostgreSQL or MongoDB locally. Other examples
include message queue applications such as RabbitMQ or ActiveMQ,
search providers such as ElasticSearch, and more. It is way easier to run
those supporting applications in containers than to install them natively
on the developers’ workstations. With this approach, the company can
gain familiatity with containers and their supporting ecosystem and then
gradually use containers for more advanced scenarios such as testing and
debugging. Using containers in production should be the last step. Only do
this once vou are very familiar with this new technology, its pros but also its
cons.

No, the head of security is wrong. A VM is still much more secure than a
container. A VM is a completely isolated sandbax containing a full operating
system such as Linux or Windows Server. All containers that run on the same
container host, on the other hand, share the kernel of the host among each
other. It 18, therefore, possible that a malicious application can use this fact to
exploit the other services running in the other containers on the same host.
Thus it is important te really understand the limits of container security
when running multiple containers in parallel on the same host.
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CHAPTER 2

Setting Up Your
Environment

Introduction

In the previous chapter, we have learned what Docker containers are and why they
have truly revolutionized the IT landscape. We also got compelling reasons why we
absolutely should use containers in our own projects.

Everv skilled craftsperson, whether a man or a woman, uses a toolbox that has
been carefully chosen, with exactly the correct amount of tools for the work and no
extraneous clutter. Similar to software engineers, DevOps or operations engineers
require a small number of properly chosen tools in order to be productive. It is far
preferable tohave a small number of highly specialized instriunents than a seemingly
endless array of devices that you onty have a cursory understanding of.

Many of you will have a Windows 10 or 11 machine to work with, and others will
be using a Mac. Maybe you are even using a laptop with a Linux OS installed.
To make sure that the instructions and commands presented mn this book will be
applicable in all those scenarios, it is important that we standardize on a set of tools
that are common on all operating systems mentioned. In most cases, the instructions
presented in this book apply to Windows, MacQS, and Linux alike. On special
occasions where they differ, the book provides alternatives.
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Structure
In this chapter, we will discuss the following topics:
e Selecting and preparing a package manager
s Installing and using Docker Desktop
¢ Selecting a code editor and useful plugins
* Configuring and using a great terminal
e Abrief introduction to play with Docker and Kubernetes
¢ Recap the learnings
e Questions

¢ Job interview sample questions

Objectives

By the end of this chapter, you will have installed all tools needed to efficiently
and effectively work with Docker containers. You will start by installing a package
manager onto your laptop, which makes subsequent installs much easier and
straightforward. You then will install the probably most important tool of all, Docker
Desktop. It is a versatile and powerful tool that you will use to manipulate and run
Docker containers locally. This will be followed by installing a powerful terminal
that you will be using all the time throughout this book to execute Docker-related
commands and more. Finally, you will receive a short introduction to Play with
Docker and Play with Kubernetes. Those online sandboxes provide you with an
easy and frictionless opportunity to experiment with Docker and Kubernetes if you
do not have a laptop at hand that has these tools tocally installed.

Let us start by installing the package manager on vour laptop.

Selecting and preparing a package
manager

Although any of the applications or tools we are going to touch on in this chapter
can be installed manually, we prefer to use a package manager for doing the same in
a more predictable and repeatable manner.

We will first install a package manager on a Windows 10 or 11 machine and then on
MacOS.
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Installing chocolatey on Windows 10 or 11

On Windows 10 and 11, our package manager or choice is Chocolatey. It is very
popular, and most popular applications, packages, and libraries can be installed
with it. More information about this package manager can be found here: hitps://
chocolatey.org/.

Technically, we could also use other package managers apart from chocolatey.
Specifically, the new WinGet package manager from Microsoft looks interesting
(https://docs.microsoft.com/en-us/windows/package-manager/wingetf). Due to
the fact that it is still in its infancy and that chocolatey has proven to be very reliable,
we stick with our choice.

Before we start, let us have a quick note about command line tools on Windows.
On a Windows computer, there are different tools available. The most familiar of
those all is probably the command shell. Il has been part of the OS since the very
beginning. It is a very basic shell.

Over the years and as requirements increased, Microsoft has developed PowerShell.
This tool is very powerful and popular among engineers working with and managing
Windows. Tt is also possible to install third-party tools such as Git that provide a
Bash shell.

We hence recommend that you either use PowerShell or any other Bash tool while
following the samples in this book. Now, Tet us continue.


chocolatey.org/
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To install Chocolatey on Windows 10 or later, go through the following steps:
1. Open PowerShell in Admin mode. ‘To do so, forexample, press the windows
key and type powersheil in the search bar. In the window that pops up, click
Run as Administrator.

Besl malch
E Windows PowerShell E
App
iy Windows PowerShell
B Windows PewerShall ISE > o
B Windows PavearShall (x86) >
A Windows PowerShell ISE (85 > Qpen
Settinge EX  Run as Administiatar
fl  Powershell Develope Settings > B Rur 1S a5 Admiistratar

>
W Allow lacal PowerShell seripte ta run B windows Powcishel 15t

without signing ~

L3 Replace Cemmand Prompt with
Windows PoveerShell m the Win ¢ X

Learch wark and weh

B powershel! - ces wark 3nd web tasilts >

el pmvz-rsr‘ell

Figure 2.1: Starfing PowerShell in Adniin snode

Note: It is essential to run PowerShell in elevated mode; otherwise, the
installation will fail.

2. Execute the following command inside the Powershell window:
Set-ExecutionPolicy Bypass -S5cope Process ~Force; [System.
Net.ServicePointManager]::SecurityProtocol = [System.Net.
ServicePointManager]::S5ecurityProtocol -bor 3872; iex ((New-
Object System.Met.WebClient).DownloadString('https://chocolatey.
org/install.psi'))

This command will download and run the install.psil script from the
Chocolatey website. If vou do not want to type this horriblv long and
convoluted command, you can also copy it from here: https://chocolatey.
orgfinstall.
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3. The preceding command will take a few seconds to execute. 1f you do not

see any errors in the output, you are now ready to use chocolatey. 1o verity
this, execute choco -v

In the PowerShell console. The version of the package manager should be
output. At the time of this writing, the version is 8.1@.15.

Exercise: Try to install a simple tool such as Notepad++ using Chocolatey.
Use the following link to find out what exact command to use: https://
community.chocolatey.org/packages

Hint: the command should lock similar to this:
choco install <app-name>

Where <app-name> is the name of the package to install.

5. Exercise: Do the same for Git, which we will be needing later on in the book.

NOTE: You can skip the next section and pruceed with the installation of Docker
Desktop.

Installing Homebrew on MacOS

On MacOS, the choice of a package manager is easy. The only real contender in this
space is Homebrew. Pretty much everybody uses it. More information about this
tool can be found here: https://brew.sh/index.

To install Homebrew, proceed as follows:

il

Start your default Terminal (type $£-SPACE to display the Spothght search
box and enter terminal in the search box and hit ENTER)

In the terminal, execute the following command (note that you will have to
provide your password for security reasens):

/bin/bash -c¢  "$(curl -fsSL https://raw.githubusercontent.com/
Homebrew/install /HEAD/install.sh)"

Now to complete the installation, you have to add brew to your path. Do this
with the following commands:

echo ‘'eval "3(/opt/homebrew/bin/brew shellenv)"' »> ~/.zprofile
eval "$(/opt/homebrew/bin/brew shellenv)"

Verify that your installation has succeeded with this command:
brew -version

You should sec an output similar to this:
Homebrew 3.1.7


community.chocolatey.org/packages
https://brew.sh/index
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Homebrew/homebrew-core (git revision b29880c865; last commit
2021-85-14)
Homebrew/homebrew-cask (git revision 21228459c¢5; last commit
2@21-05-14)

5. Exercise: Try to install a simple tool such as tree using ITomebrew. Use the
following link to find out what exact command to use: https://formulae.
brew.sh

Hint: the command should look similar to this:
brew install <app-name>
Where <app-name> is the name of the package to install.
6. Exercise: Do the same for Git, which we will be needing later on in the book.
You are now ready to use Homebrew to mstall additional software on your Mac.

Now that we have prepared our package manager on Windows 10 & 11 or MacOS,
we are ready to use it and install all the tools we need to work with Docker containers,

Installing and using Docker Desktop

Docker Desktop is the recommended tool for all engineers working with containers
on their focal machines. This tool is absolutely free and, according to Stack Overflow
(https://www.docker.com/blog/stack-uverflow-survey-reconfirms-developer-love-
for-docket/f), one of the most popular and beloved tools. This tool allows you to run
Docker containers locally in a specialized VM. The tool is available for Windows,
MacOS and Linux. If you want more detailed information about the product, please
refer to this page: https://fwww.docker.com/get-started.

Installing Docker Desktop on Windows 10 or 11

Until recently, Docker Desktop could only be ingtalled on Windews 10 Pro because
it required the use of Hyper-V, which was not part of the Windows 10 Home edition.
Luckily, this has changed with the introduction of the Windows Subsystem for
Linux (WSL2) on Windows 10 by Microsoft. Now, Docker Desktop also runs on the
Windows 10 Home edition.

TIP: WSL 2 is available on Windows 10 starting from version 1903.

To install Docker Desktop {(or short Docker) on your Windows 10 or 11 machine,
proceed as follows:

1. Open a PowerShell window in admin mode


https://formulae
https://www.docker.com/blog/stack-overflow-survey-reconfirms-developer-love-for-dockcr/
https://www.docker.com/get-started
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5. Exercise: Try to install a simple tool such as tree using ITomebrew. Use the
following link to find out what exact command to use: https://formulae.
brew.sh

Hint: the command should look similar to this:
brew install <app-name>
Where <app-name> is the name of the package to install.
6. Exercise: Do the same for Git, which we will be needing later on in the book.
You are now ready to use Homebrew to mstall additional software on your Mac.

Now that we have prepared our package manager on Windows 10 & 11 or MacOS,
we are ready te use it and install all the tools we need to work with Docker containers.

Installing and using Docker Desktop

Docker Desktop is the recommended tool for all engineers working with containers
on their focal machines. This tool is absolutely free and, according to Stack Overflow
(https://www.docker.com/blog/stack-uverflow-survey-reconfirms-developer-love-
for-docket/f), one of the most pepular and beloved tools. This tool allows you to run
Docker containers locally in a specialized VM. The tool is available for Windows,
MacOS and Linux. If you want more detailed information about the product, please
refer to this page: https://www.docker.com/get-started.

Installing Docker Desktop on Windows 10 or 11

Until recently, Docker Desktop could only be ingtalled on Windews 10 Pro because
it required the use of Hyper-V, which was not part of the Windows 10 Home edition.
Luckily, this has changed with the introduction of the Windows Subsystem for
Linux (WS5L2} on Windows 10 by Microsoft. Now, Docker Desktop also runs on the
Windows 10 Home edition.

TIP: WSL 2 is available on Windows 10 starting from version 1903.

To install Docker Desktop {(or short Docker) on your Windows 10 or 11 machine,
proceed as follows:

1. Open a PowerShell window in admin mode
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https://www.docker.com/get-started
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)

Install Docker Desktop with Chocolatey using this command:
choco install docker-desktop
After having successfully installed the application, make sureitis running. If

it is not already running, press the Windows key and type Docker desktop
into the search bar, select the application in the list, and press Enter.
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And click the icon. The Docker Desktep dashboard will be displayed.
i Jockec - o % B

Cantainel s f Agps
Imagss

O L vise: men

Jil

No containers running

129 FUP RErg 3 26NtaIver: L0PY and paste th = coan AR INte oL’ 1efrinal and then tome Back

Explor more = the Docker 2a63

Fignre 2.4: Dashhoeard of the Docker desktop application

3. Te finish our installation of Docker, we need to also install the docker-
compose toel that is not included with Docker Desktop by default. In your
terminal, execute the following:

choco install docker-compose

4. After completing the installation test, Docker-compose with the follewing
command:

docker-compose --version

If everything went well, you should see something along this:

gabriel®Solaris ~ % docker-compose --version
docker-compose version 1.29.2, build unknown

Figure 2.5: lesling Dacker-compose

Now that Docker Desktop is up and running on your Windows 10 or 11 computer,
it is time to start exploring the application with a few basic activities. Please proceed
to section First steps with Docker Desktop.

Installing Docker Desktop on MacOS

To nstall Docker Desktop (or short Docker) en your MacOS, please follow the
following steps:
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Open your terminat.

If you are on a new Mac with the M1 chip, then you need to install Rosetta
first with the folfowing command:

softwareupdate --install-rosetta

In a new browser, tab navigate to https://docs.docker.com/docker-for-mac/
install/

Select the appropriate CP’'U; in my case, having a new MacBook Air M1, it is
the Apple silicon.

Install Docker Desktop following the instructions.

Once installed, run Docker, e.g., by using spotlight (press 32-SPACE).

Q. docker

Figure 2.6: Sturting Docker Desktop with Apple spottignt

You should see a whale icon on the upper right of the screen.

e

Click on the whale icon to display the context menu of Docker:

v & O

i® Dashboard

Preferences...

Check for Updates...
Troubleshoot

About Docker Desktop

Documentation
Quick Start Guide
Docker Hub

Sign in / Create Docker ID

Kubernetes

Restart

Quit Docker Desktop

Figure 2.7: Docker Desktop conlext mznu
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To finish our installation of Docker, we need to also install the Docker-
compose tool that is not included with Docker Desktop by default. In vour
terminal, execute the following;

brew install docker-compose

3. After completing the installation test docker-compose with this command:

docker-compose --version

If everything went wetl, you should see something along this:

lgabriel@Solaris ~ % docker-compose —-version

docker-compose version 1.29.2, bulld unknown

Figure 2.8: Testing Docker-conpose

Now that Docker Desktop is up and running on our computer, it is time to start
exploring it with a few basic activities.

Using Docker Desktop to execute basic
container commands

Now that we have successfully inslalled Docker Desklop on either Windows 10 or 11
MacQS, itis time to do a few inikial experiments with it and verify thatitis working
as expected:

1. Open aterminal window.

2. Run the following command in the terminal

docker run -d -p 80:80 docker/getting-started
This is what you will see:

gabriel@solaris ~ % doc<er run -¢ -p 80:38 aocker/getting-started
Unable ta find image 'docker/getting-started:iotest' lacally
Tatest: Pulling from dncker/getting started

B6Nc5646d37F: Pull complete

203069465053 Pull camplete

cfced2s3agbd: Pull complete

C280 9: Pull campletc

#3380a3f4dde: Pull complate

vedflcu?7due: Pull complete

e45379%4bz1e: Pull complete

45643c41063¢c: Pull camplete

Digest: shaZbc:67944b53F8n7d16b3c2900315f9d557adel2cdued@83 (d9B0GEFOfeed2995808
Status: Downlouded newe- imuge for docker/getting-sturted:lotest
3¢12u2¢8fbl7¢ L3030 1383cuc 3639 fue dbo3ncdfoendSe8 13 fuedbbiSbud
gabriel@Solarts ~ % i

Fignre 2.9: Runening ke Docker fielic world
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Do not worry about the details yet, as we will explain everything in Chapter
3, Getting fanndiar with contatners.

Make sure the container runs:
docker container 1s

You gshonld see an output similar to this:

CREATED

-CAtrypoLet 3 siemites oy LD 3 moubes  ©.9.0.9:80-

Figure 2.10: Listing all runnimg coniainers

As you can see, Docker lists one container using the image called docker/
getting-started and having the status Up 3 minutes, among other
information.

Open a browser tab and navigate to http://localhost
You should see a Getting started Web page.

Get the version information of the Docker client and server with the
comunancl:

docker version

That is what vou should see:

gabriel@Solsris ~ % ciocker version

Client:

Cloud integration: 1.0.14

version: 29.19.6
varsion: 1.42

Go version: §01.16.3

Git commit: 370289

Built: Fri Apr 9 22:46:57 2021

0S/Arch: darwin/armés

default
Experimental: true

Server: Decker Engine — Community
Engi
Version: 20.10.6

API version: 1.41 {minimum version 1.12)
Go version: $02.13.15
Git commit: £§728dd2

Built: FrZ Apr 9 22:44:13 2921

0S/ALch: linux/armés

Experimental: false

containerd:

Version: 1.4.4

GitCommit: 85f9521a3781f4f2c1911bASeb1c168e9c3deaake
runc:

Version: 1.08.8-rc93

GitCommit: 12a44e614e25b@5dabfdB8a38FfaAcfel983fdec
docker=init:

Version: 8.79.8

CitCommit: de4@ade

Figure 2.11: Displaying the versioe information of Docker
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You are now all setup and ready to start working with Docker containers.

In the next section, we will be configuring Docker Desktop.

Configuring Docker Desktop

Web developers, DevOps, and operations engineers these days work with quite
powerful personal computers or laptops. At the same time, the applications that
we develop are more and more resource hungry. By default, Docker Desktop comes
configured with quite conservative settings. We may want to tune those values,
specifically the number of CPUs used and the memory consumed.

To alter the configuratien of Docker Desktop, proceed as follows:

1. Click on the Docker whale icon and select Dashboard on your Mac or just
click on the whale icon in the system tray of your Windows 10 or 11 machine
to display the dashboard of Docker Desktop.

2. On the dashboard, select the settings (gear) icon, and in the Preferences
popup, select Resources:

Jreterencas X i

& Eaterel Resources Asvanced
1B R rens [T
* EDuTE 4
HLL SHING =

PACNIES
Memaa: 263 G8
HEIN

& sekertapize =ik

|

Experincntal? 2uupes
viep 1 GB
@ Koown e

Dok Magacia 59006127 63 wwel;

Figure 2.12: Resource setitigs for Docker

3. Depending on the resources of ycur working machine, bump up the values
for CPUJ and memory. It is recommended to nse 8 GB memory on a machine

with 16 GB RAM.
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Sooner or later, you will want to work with Kubernetes. Docker Desktop supports
running a single node Kubernetes cluster for development purposes. This comes in
very handy at the moment you want to test the deployment and operation of your
app to and on Kubernetes. By default, Kubernetes support in Docker Desktop is
turned off. To change this setting, do the following:

1. Open the Docker Desktop dashboard.

2. On the Preferences popup, select the settings (gear) button

3. Select the Kubernetes tab and check the Kubernetes checkbox

preferenzes

2 Gerenl Kubemztes
AR

2 e kit

& Liker g

A Fapom onal P

| © whorscee

Cange)

Figuere 2.13: Lnable Kuberneles or Docker desklop
4. Only check the other checkbox called Show system container if you need to
debug Kubernetes.

5. Click the Apply & Restart button to restart Docker Desktop. This will take a
moment since Docker Desktop needs to download a list of container images
containing the whole Kubernetes infrastructure and then run it.

tHaving installed and configured the basic Docker tools, we now need a good code
editor. That is what we are going to mstall and configure next.

Selecting a code editor and useful plugins

Throughout this book, we will author and use many scripts, Dockerfiles, Docker-
compose files, and even whole application projects. It is, therefore, wise to use a
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4. Only check the other checkbox called Show system container if you need to
debug Kubernetes,

5. Click the Apply & Restart button to restart Docker Desktop. This will take a
moment since Docker Desktop needs to download a list of container images
containing the whole Kubernetes infrastructure and then run it.

tHaving installed and configured the basic Docker tools, we now need a good code
editor. That is what we are going to install and configure next.

Selecting a code editor and useful plugins

Throughout this book, we will author and use many scripts, Dockerfiles, Docker-
compose files, and even whole application projects. It is, therefore, wise to use a
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powerful yet simple to use code editor. There are, of course, many possibilities,
from very basic to extremely powerful and heavy-weight ones. Qur selection falls
somewhere in the middle. For this book, we have selected Visual Studio Code based
on the following reasons. It is:

¢  Completely free

»  Very lightweight

e Available for all major platforms, Windows 10 and 11, MacOS, and Linux
* Infinitely extendable through plugins

¢ The most beloved editor among developers by a wide margin (https://
insights.slackoverflow.com/survey/2020)

TIP: You can get more information about Visual Studio Code (also short VS
Code) from here: https://code.visualstudio.com.

Installing VS Code on Windows 10

The advantage of having installed a powerful package manager such as Chocolatey
makes il very easy [or us lo inslall addilional sollware packages. Visual Studic Code
is the first example. To install VS Code, pleasc proceed as follows:

1. Open a PowerShell windew in Admin mode.

2. In this window, execute the following command:
choco install -y vscode

This will install the latest version of VS Code on your machine. Depending
on your network speed, this may take a minute or two.

3. Once the application 1s installed, test it by executing
code.

In vour PowerShell window. Please note the point () at the end of the
command. VS code should start and have the current folder opened as a
working folder.

Once you got your VS Cede editor running, you can move on to the section Installing
VS Code Extensions.

Installing VS Code on MacOS

Since we have installed Homebrew as our package manager, it is now very easy to
install any further software on our Mac. To install VS Code, proceed as follows:

1. Open your lerminal.
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2. Execute this cormmand
brew install --cask visual-studio-code

3. Test the installation by executing code .

In your terminal. Please note the poeint (.) at the end of the command. VS
Code should start and have the current folder opened as a working folder

Now that we have installed the editor on our machine let us make it a bit more
versatile by adding a few powerful extensions to it.

Installing VS Code extensions

VS Code is so powerful due to the infinite number of extensions you can install for 1t
Let us install a few that are uselul for owr purpose. We will slarl with the exlension
for Decker. This extension will make working with Docker containers extremely
easy and pleasant from within the editor. Proceed as follows:

1. Start VS Code.

2 On the left side of the editor, select the extension sidebar {or hit SHIFT-
CTRL-X on Windows or #-32-X on MacQS)

EXTENSIONS N

Search Extensions in Marketplace

> INSTALLED
> RECOMMENDED

Figure 2.74: Visual studio code extenstons sudebar

3. In the search box, enier docker.
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3. In the search box, enter docker.
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4. Select the (recommended) extension called Docker, that is provided by
Microsoft:
Fateoabon. Docke
CXTENSIONS MARK.. %7 & =5 - = Exlonsien: Dockor X

Dacwer

Docker msazusstools vscedo-dockar

* Decker 112-
Makas it aasy m create. manage. an
MIELERRR Install wakes it sasy to create, marage, and debug containarized applications.
Dacker Explarer 713
Manage Docker Cantainers, Dacker
Jun Han Irietall

Microsoft T 8771204 * & & & Repository License | V1T

Rockar lintar 0 an
Lint perl, pythan andjr ruby in your... Datails
Henrik Sjoof natall
Dacker Compeaa 0.5C

Manzge Dewker Compass servieas
Ble2u gkl

Docker for Visual Studio Code = tietide o« SERSNG Lov: [RRE

& Azure Pipoiines Slicroedes

Figrere 2.15: Docker extension for Visual Studio Code

5. Click Install to install the extension.

Let us install another useful extension. This time it will be a set of extensions that
ate useful when vou develop Java applications. Still, from wilhin VS Code, do the
following:

1. Open the extension’s sidebar with SHIFT-CTRL-X (or #-32-X).
2. In the search box, enter Java.
3

Select the Java Extension Pack by Microsoft and click Install to install the
various plugins that belong to this package.

Feel free to install as many extensions as you find useful for your daily work.

An alternative, more automatable way of installing VS code extensions is from the
conunand line. Use the following command le inslall an exlension:

code -install-extension <extension-name>

where <extension-name> is the name of the extension you are trying to install.
This is equally valid on Windows 10 or 11 and on MacOS. For more details, please
refer to the excellent online documentation, which you can find here: https://code.

visualstudio.com/docs/editor/extensi on-marketplace# _command-line-extension-
management.

Now that we have a code powertful editor, let us install and configure a good terminal.

Configuring and using a great terminal

Depending on which platform you are running, we can highly recommend two
terminals. On Windows 10 and 11, it is the Windows Terminal, and on MacQOS, itis

1Term3. Let us start with the former.
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Installing Windows Terminal

On Windows, you have plentv of choices when it comes to terminals. Recently
though, Windows Terminal has become very popular and, at this moment, is by far
the best option out there. You can swiftly install it by following the menticned steps:

1. Open a PowerShell windew in Admin mode.

2. Execute the following command:
choco install microsoft-windows-terminal

Note that this package requires at least Windows 10 version 1903/0S build
18362

3. You may want to personalize your terminal with nice fonts supporting
ligatures, and a cusltom prompl. Scoll Hanselmann frem Microsofl has
written a few helpful blog posts about it. Here is a good start: https://fwww,
hanselman.com/blog/take-your-windows-terminal-and-powershell-to-
the-next-level-with-terminal-icons

Now that we have learned how to install and configure a terminal for Windows 10
or 11 let us lack into how to do the same on MacQOS.

Installing ITerm2 Version 3 for MacOS

Although MacOS has an integrated terminal, it is highly recommended to use a
more advanced terminal such as iTerm2 Version 3, which provides more advanced
features like split panes and more. You can find additional information about this
tool here: https:/fiterm2.com/version3.html.

1. Open aterminal window.

2. Install iTerm2 using this command:
brew install --cask iterm2

3. Press 33-SHIFT to bring up the spotlight and enter term in the search box,
and then press Enter. iTerm?2 should be started.

The next section provides a quick overview of some cool and useful playgrounds for
Docker and Kubernetes.

Experimenting online with Docker and
Kubernetes

At times we do want to do some quick experiments with containers or with
Kubernetes without having to first install a bunch of software on our computers. We
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would like to have a little playground that we can use with zero effort from our side.
This is where Play with Docker and Play with Kubernetes come into play.

Play with Docker

Afew years ago, the two Docker captains, Marcos Liljedhal and Jenathan Leibiusky,
came up with the idea to provide a playground to all interested people that want to
experiment with containers but did not have the time or knowledge to first setup
their own environment. The company Docker found this idea compelling and has

since then sponsored this project by providing the necessary infrastructure on top of
which Play with Docker runs.

Let us explore this playground a bit:
1. Open a new browser tab and navigate to https://labs.play-with-docker.com

2. Login using vour Docker account.

NOTE: If you do not yet have one, then please signup. It is free, and you will

need a Docker accounl anyways [or some of the exercises provided in this book
in later chapters.

If you have difficulties to access this site, please make sure you turn off popup
blockers for this site!

3. Onent yourself in the presented playground. It should look like this:

& labs play-with-docks: com

Add irstarices to your playcround

CLOBE SESSION Sessians and all their instances are deleted after 03:59721 hours

Instances L S « |

+ ADD NEW INSTANCE

Fignre 2.16: Play witk Docker
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In the upper left corner, you can see a clock that tells you how much time is
left in the current session. Using the playground is free, but itis limited to 4
hours max per session. At any time, vou can start a new session. Please also
notice the +ADD NEW INSTANCE link on the left side. With it, you can
create a new container host where you can play with containers. You can
create up to four hosts.

4. Click on the +ADD NEW INSTANCE link (o creale a new container hesl.
After a short time, a terminal and some additional information are displayed
on the right side of the page as shown:

= labs play-with-daekersom

c2138gnn_c213c5ngf8ul00fh8p0g

CLOSE SESSION P

192168.0 28 OPEN PORT
Instances Hertioty chL
* u 0.87% [32.50MiB / 3.906GIB) 0.38%
58
+ ADD NEW INSTANCE ssh ip172-1€-0-2-c2138gnnjsv0008kema( @ cirect labs. piay-with-do ||—_|
1927630 28 DELETE l B romor

raded

FARPETREERRPATERCNNESRTEFIRNOES, 8 PHEFFERPEITIGIEACIRETEL RV
WAR U
TRI1R 1A A SanABOX ANYiYanmenl. LAIng peraanal cvadent-als
ia HIGHTY! diacouraged. Any eorsequences af dsing an are
4 coripletaly the user n respon#ibilikes.

The BED tesm

Fignre 2.17: Rusuring Instance on Play wwith Docker

v

Inside the terminal, execule the hello world conunand thal we already ran
locally on our machine before:

docker run -d -p 80:80 docker/getting-started
6. Use curl to verify that the container is running:
curl localhost

You should get a bunch of HI'ML as a response, indicating that the container
is indeed up and running, serving the hello world page.
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7. Experiment with other Docker commands you have used before, such as

¢ Pulling a container image trom the Docker hub:
docker image pull alpine:latest

e Listing all container images available in the local cache:
docker image 1s

+ Listing all running containers
docker container 1s

» Retrieving the version information for the client and server used:
docker version

8. When done experimenting with Play with Docker, just close your browser
window.

Play with Kubernetes

For all those people who want to go a step further than just playing or experimenting
with a single container and who want to experiment with Kubernetes, the very same
two Docker captains have created another playground called Play with Kubernetes.
Here is the link: https://labs.play-with-k8s.com, following is the reference figure:

Play with Kubernetes

A RTIR, IMOREINE 30d fun BLYZ'OUNS 16 I Ku Bomaras

iy A Km0 TIN5 0 DG GG P v by Dosks and arested by Tircels, Diay win
KBTI 5 8 8 Bliioond wieh iighel used 1t A KB Chs10rS in & Buee o 4260038, 1
gires e experience of huvng 1 fone Aline i Vir xal WMachinin croses. Un o the hood
Dlbatiy-m-Cocker [N 8 252€ 18 31 E e arees of ML YIIFKS.

e ] (0 b s Sl GRS ISP A F . G o
ANch Orode s mire demc 160 maraig Ut e anintag 3 ke Sy wih Kibemedss
Gatona il

Figitre 2.18: Play with Kubernetes landing page
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Once again, you have to login. You can either use your Docker or your GitHub
account. When you have successfully logged in, click the start button to setup a
Kubernetes environment for vou. It may take a moment or twe; thus, please be
patient.

Note: If you have difficulties to access this site, please make sure you turn off
popup blockers for this site!

The enviromment you will see tooks pretty much identical to the Docker playground
presented in the previous section. At this point, we will not dive into this playground
any further as we first need to learn what Kubernetes is and how we can use it.
We will learn this in chapter 10, Orchestrating containers. Once you have a basic
understanding of how to use Kubernetes and want to experiment with it without
having to install anything as a prerequisite on your computer, vou may come back
to this plavground.

Conclusion

In this chapter, we have prepared our working environment by selecting, installing,
and configuring a small number of essential tools. We have selected Docker Desktop
to run Docker containers locally and Visual Studio Code to author and edit scripts,
Dockerfiles, and whole software projects. Finally, we have selected Windows
Terminal on Windows 10 or 11 and 1Term 3 on MacOS as our terminal, where we
execute container-related commands and scripts. For Windows 10 or 11 users, we
have also shown how to enable and configure WSL 2, which provides a native Linux
environment running inside Windows.

Last but not least, we gave a quick tour through two amazing online sites where one
can explm'e Docker containers and Kubernetes without having to prepare or mstall
anything.

[n the upcoming chapter, we will finally start to get our hands dirty and begin to
play with containers. We will start with the most basic example—the heflo world of
Docker containers—and move on from there.

Questions
To assess your progress, please try to answer the following questions:
1. What are package managers used for, and why are developers using them?

2. Name a few reasons why Docker Desktop is the most popular tool for
engineers working with Docker containers.

3. Name a few reasons why vou need a code editor, such as Visual Studio Code.
Why not just use a normal text editor?
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4. Name a few scenarios where you would use the Play with Docker site. What
are two or three of the main reasons to use it?

Answers

1. Package managers such as Chocolatey on Windows and Homebrew on
MacOS are used to download applications, packages, and libraries from
well-defined repositories and configure and install them on a computer or
server. Developers prefer to use package managers over traditional installers
since, with their aid, one can automate the whole process where traditional
installers often need manual intervention.

2. Docker Desktop has been so popular since it.

a. Ts developed by Docker, the company which invented Docker
containers

b. Provides all the necessary tools to download, run and inspect Docker
containers

c. One can show container logs and execute a shell inside any running
container
d. It integrates well with Docker Hub

e. It provides support for a single-node Kuberetes or Docker Swarm
cluster

3. Anormal text editor doesnot support color coding and IntelliSense. A simple
lext edilor also does not supporl the definilion of lasks such as compiling
and debugging. Normal text editors usually are not as extensible as code
editors such as VS Code.

4. Some reasons to use Play with Docker are as follows:

a. You are on a computer without any tools installed and want to
quickly demo or experiment with some Docker container features

b. You want to experiment with a multi-node Docker Swarm cluster

c. You want to deepen your knowledge about Docker and thus decide
to execute some of the workshops provided at https:/ftraining.play-
with-docker.com.

Job interview sample questions

So, you finally got a chance for an onsite interview for a job as a software developer.
The job is offered by a cool new start-up that develops a highly acclaimed new

mobile app for i05 and Android. During the interview, you are confronted with the
foltowing questions:


https://training.play-with-docker.com
dockcr.com
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We are running all our backend code in Docker containers. Which tools
would you recommend our engineers to use to facilitate their work with
containers? And why do vou suggest these tools?

Our engincers use VS Code. Are you familiar with this tool? If ves, what do
you like most about this code editor; how does it improve vour workflow as
a developer—specifically in regards to working with containers?

We are deploving all cur backend code to Kubernetes when running in
production. Our engineers use Docker Desktop to test everything locally on
their computers, including running a container on Kubernetes. What do you
have to do to enable this scenario in Docker Desktop?

You are starting your new job and have just installed all the necessary tools
on your brand-new MacBook Pro. When trying to run our containerized
software for the first time locally on your laptop, the containers will not start,
and you get some error messages that Docker ran out of space. What are you
doing to fix the preblem?

Possible answers to job interview
questions

i

1 would strongly recommend to use Docker Desktop to work locally with
Docker containers. Il is he most popular ool for developers and DevOps
engineers. It makes common tasks with containers easy and even makes
it possible to run containers in a single-node Docker Swarm or a single-
node Kubernetes cluster. When working with apps consisting of multiple
containers, I highly recommend the use of Docker-compose, which was
designed by Docker exactly for this purpose. Furthermore, we need a
powerful yet lightweight code editor that ideally runs on all platforms,
Windows 10 or 11, MacOS, and Linux. Visual Studio Code is such a tool,
and it helps that it is the favorite code editor by a large margin, according to
StackOverflow.

VS Code is a lightweight yet powerful code editor that gains most of
its flexibility and power through extensions. A vast ecosystem of such
extensions exists. Among them are many extensions that facilitate the work
with Docker containers. VS Code also has an integrated terminal, which
allows a developer to only have to use one single tool most of the time. One
other huge advantage of VS Codce is also that it runs onany of the important
platforms, Windows 10 or 11, MacOS, and Linux. This is important as most
developers work on either a Mac or a Windows machine, vet containers run
on Linux.
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Docker Desktop supports Kubernetes out of the box. It can be configured
to run a single—nnde Kubernetes cluster. L)eve!opers can, thus, eg., test
deployments to Kubernetes on their local machine. kubectl, the main
commangd line tool when working with Kubernetes, is automatically installed
when one installs Docker desktop.

I will first make sure that Docker Desktop runs. Then, I will start the
Dashboard via the conlext menu of Docker. On the Dashboard, I click the
settings button, and under Preferences—Resources, | adjust the settings for
CPU and Memery. Depending on the computer used and the requirements
of the application, | will bump up the default values of 4 CPUs and 2 GB
RAM. As an example, 1 would set the memory to 8 GB on a 16 GB computer.

Join our book's Discord space

Join the book's Discord Workspace for Latest updates, Offers, Tech happenings around the
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CHAPTER 3

Getting
Familiar with
Containers

Introduction

Now that we have learned about what containers are and why they are so useful
to us and the LT sector in general and have setup our working environment, we are
ready to start exploring containers and container images.

In this chapter, you will seriously get your hands dirty by learning how to work with
containers. You will get to know how to start a container from an existing image and
then how to stop and remove that container from the system. You will also leamn
how to list afl containers currently running on your system or hngering in a stopped
state in memory. You will further learn how to list all processes running inside a
container, how to retrieve the log entries gencrated by applications running inside
the container, and how to run additional processes in an already running container.
As you can see, there is quite some work ahead of us. Let us dig in, shall we?

While you are working thmug]‘l this chapter, I ]1ighl}~ recommend that you have
Docker Desktop running and your terminal started. To achieve an optimal learning
effect, try to reproduce each command or technique that you will be presented on
your own system.
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Structure
In this chapter, we will discuss the following topics:
e Downloading a first container image
¢ Running a container
s Listing container images and container instances
s Stopping and removing a container
s Listing processes running inside a container
e Retrieving the log of a container
s Running an additional process inside an already running container

We will start by downloading a first container image that we will also use to run
containers later on.

Objectives

In this chapter, the reader will learn how to download a Docker image from Docker
Tub. You will also learn how to run a container. Different types of containers will
be used in this chapter to familiarize ourselves with the run command. Also, you
will leatn to run a container interactively or in the foreground process as well as in
detach mode. The readers will get to know how to list all the Docker images that
currently reside in your local image cache, and we will leam how to list containers
that run on your system.

Downloading a first container image

To be able to run a container locally, its container image first has to be downloaded to
the local image cache of your machine. Once the image is available in the local cache,
Docker will use it whenever you want to run a container from this image. This has
several advantages. First, starting a new container instance from a cached image is
lightning fast, and second, not having to download the image from the internet each
time you run a container saves a lot of bandwidth and potentially cost.

Images can be downloaded in different ways, either explicitly using the Docker
pull command or implicitly using the docker run command. Let us start with
the first one and discuss it in detail. Let us try to download a Decker image called
alpine, This image contains the Alpin Linux distro and is one of the many curated
standard images on Docker Hub.
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NOTE: Docker Hub is a registry for Docker images managed by Docker. Many
images stored on Docker Hub are public and can therefore be downloaded by
anybody without needing any credentials. Docker also offers the possibility to
store private images that are only available to you if you have the necessary
credentials. This is very useful if you want fo store confidential images containing
proprietary code or applications.

Now, the command to download the said image into your local image cache looks
like this:

docker image pull alpine

This command has multiple parts, which have the following meaning:

e docker: Itisthe name of the command line interface (CLI) of Docker and
is always used to execute any Docker (container) specific command. Thus,
remembert, any container command always starts with the keyword docker.

e image: It denotes the context of the command. In this case, the context is
Docker images, meaning the command refers to an image.

e pull: is the actual command we want to execute. In fact, we want to
download (or pull) an image from Docker Hub.

e alpine: [tisthe name of the image we want to pull from Docker Hub.

Try to execute the preceding command in your terminal. The first time you do this,
vou should see an culput similar lo the following figure:

£, docker image pull alpine
Using default tag: latest
latest: Pulling from library/alpine

5408db68caf938: Pull complete

Digest: sha256:69e70a79f2d41ab5d637de98cle0bd55206bad@asl45e7bddb55cccedelldcfBf
Status: Downloaded newer image for alpine:latest
mMocker.io/library/alpine:latest

Figure 3.1: Pulling the alpine imiage from Docker Hub

As you will see further down, this output is only looking like this the first ime you
are trying to download a certain image; that is when the image is not already in the
imagre cache. Now, what do the individual parts of the output tell us?

The first line—Using default tag: latest—indicates that we are downloading
the version of the image that has a tag called latest. This means that if we omit to
specify a tag, Docker will automatically assume the latest. Thus, we could have also
used the following command:

docker image pull alpine:latest
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and the result would have been the same. We will talk about image tags in more
detail shortly.

The next line—latest: Pulling from library/alpine—indicates that the
image with version latest is pulled from the source called library/alpine. This is
the short form of docker.io/library/alpine:latest, which you can see on the
last line of the preceding output. We will talk about this in more detail a bit later in
this chapter.

The linc 548db68ca938: Pull complete tells us that a layer with a hash code
540db60ca¥38 has been completely downloaded and stored in the local image cache.
As we will see, an image consists of one to several layers, each with a unique hash
code. In our case, the alpine image is very simple in comparison and consists of a
single layer.

Next, the line Digest: sha256:69e78a79f2d41a... gives us the cryptographic code
of the downloaded image that is used to verify that no tampering has happened
with the original image and that we really got what we expected.

Finally, the line Status: Downloaded newer image for alpine:latest tells
us that a newer version of the requested image has been downloaded from Docker
Hub. In our case, there was no image in the local cache; thus, this makes sense.

Now, let us sce if we repeat the preceding command again. This time the output
should look like the one shown in figre 3.2, which is slightly different that the
previous output. Can you notice the difference?

% docker image pull alpine
Using default tag: latest
latest: Pulling from library/alpine

Digest: sha256:69e70a79f2d41ab5d637de98c1e@bB552058bad4Ba8145e7bddb55cccB4el3ct8f
Status: Image is up to date for alpine:latest
docker.i1o0/library/alpine:latest

Figure 3.2: Pullutg an ivaage thal alveady exists in the local {mage cache

Yes, you are right; the Docker CLI has discovered that the image 1s already present
in the Jocal image cache and thus did not download it again. This is indicated by the
line Status: Image is up to date for alpine:latest. This saves us alot of
time and possibly money, specifically if the image is large.

Now that we have successfully downloaded the first Docker image let us try to use
it.
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Running a container

In the previous section, we have downloaded a Docker image called alpine, which
contains the Alpine Linux distro. We can new use this image and run a container
from it. In youur terminal, execute the following command:

docker container run alpine echo ‘'Hello World'

On vour screen, you should see something similar, as shown in figuere 3.3.
¥ +y g ' Jig

% docker container run alpine echo 'Hello World'

ello world

Figure 3.3: Running a first Docker conininer

Although the result does not look dramatic, there is a lot going on. Let us analyze
the preceding command and explain the meaning of each individual part. We have
the following:

¢ docker: This we already had when we pulled the image; it is the Docker CLI

e container: This is the centext of the command; in this case, we are referring
to contaimers

e prum: This 1s the actual command that we want to execute—run (a container)
in this case
* alpine: This is the name of the container image from which we want to run

a container

*+ echo 'Hello World':Finally, the remains of the preceding run command,
we have a (Linux) command thal will be execuled inside the running
container

If we want to run another command, say, a ping command inside a container, we can
use the foliowing command:

docker container run alpine ping 8.8.8.8 -¢c 5
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This again will start a container from the alpine image and execute the ping 8.8.8.8
-¢5 command inside this container. The result looks like the following shown here:

4 docker container run alpine ping 8.8.8.8
PING 8.8.8.8 (8.8.8.8): 56 data bytes

-4 bytes from 8.8.8.8: seq=0 ttl=37 time=7.
.4 bytes from : seq=1 ttl=37 time

-4 bytes from seq=2 ttl=37 time=8.5
4 bytes from seq=3 ttl=37 time=9.
&4 bytes from seq=4 ttl=37 time=8.

8
18
.8:

8

--- §.8.8.8 ping statistics ---
5 packets transmitted, 5 packets received, 8% packet loss
round-trip min/avg/max = 7.303/8.593/9.152 ms

Figure. 3.4 Running ping inside an olpine container

As you can see, the DNS server of Google (IP address 8.8.8.8) is pinged five times
from within the running container.

You can run any complex command or script inside a container. We will be using this
capability many times throughout this book, as you will see.

Now, vou may ask yourself what happens with the container once the command,
such as the echo command, is finished. This is indeed an important question, and 1
want to explain this now.

The echo or ping commands are (mini) applications. To run an application on Linux,
a process is spawn. The application is run in the context of this process. Once the
application finishes, the process is terminated. Now, when the so-called main process
inside a conlainer is lerminaled, then aulomalically, the conlainer is also lerminated.
The main process is just the first process that is started inside a container. Thus, the
answer to vour question is that the container is terminated automatically when the
command is finished.

Now, let us execute this command and see what is going to happen:
docker container run centos ping 8.8.8.8 -c5
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The result should look like the following shown here:

% docker container run centos ping B.8.8.8 -¢ 5§

Unable to find image 'centos:latest’ locally

latest: Pulling from library/centos

7a0437f04783: Pull complete

Digest: sha256:5528eBb1l01719d34604c87elldcdlcRaz@bedf46e83b5632cdeacdlbBcBdefcl
Status: Cownloaded newer image for centos:latest

.H) sh(R4) hytes of dara.

.8 icmp_seq=1 ttl=37 tim

ING .B. 8.8 [K.H.
5] bytes from 8.

H

B
from B.8.8.8;
trom 8.8.8.8;
from 8 8.8:
from B 8.8:
--- B.8.8.8 ping statistics ---

packets transmitted, 5 received, @% packet loss, time l@ms
tt min/avg/max/mdev = 5.973/7.4563/8.392/8.516 ms

Figure 3.5: Typhcitly pulling an image and thea running a conlainer fron it

Ilease notice the part marked with the red rectangle. Evidently, the Docker CLI did
not find an image called centos in the local image cache, and thus, it automatically
downloaded it first and then ran a container from it. Thus, we realize that the Docker
run command implicitly pulls an image if it is not already available locally. This
comes in very handy in mast cases.

Great, now let us run another container that we have prepared spedifically tor this
boek. It is the so-called trivia container, and what it does is periodically calling a
public API on the Web to download a random trivia. The trivia is then output to
STDOUT. The script running inside the container and producing these trivia pauses
5 seconds between individual trivia calls.

Let us run this container with the following command:
docker container run gnschenker/trivia:1.8

Let the container run for at teast 30 seconds or so and observe what is happening,
Upon the first run, you should see something similar to the following shown here:

gabriel@Solaris ~ % docker contoiner run gnscherker/trivia:1.@
Unable to Find image 'gnsch iviaz1.3' locally

1.8: Pulling from gnschen

BdbcidoYacl: Already exis

c937c¢19c2d Alrcady exis

ha4ad?754376: Already exists

b36195¢h81f3; Alrcady cxists

@4652vbZb@0u: Already exists
Digest: sha25e:337459a03C49f 3e41Q20CabdI00bDASIECT 1dB+4503858e2059dt €811 829t L7
Status: Downloaded newier image for gnschenker/trivi 2
ish term for a thin pancake feolded around a filling of cottage & zream cheese”
s in this clue, ending a senterce with one of these is a practice some don't agree
t-dosh is WUAV"; o dot then o desh .5 these 2 letters, ulsu o Spielbvery movie ritle"

Figure 3.6: Running the Trivia condainer
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Since we did not previcusly download the image gnschenker/trivia:1.0 the
Nocker CIT does this antomatically for us, as we can see in the preceding output.
The first few lines are logging this. Then, the last three lines of the preceding output
show three trivia that my container produced.

You may wonder what is the meaning of the gnschenker and the 1.0 parts in the
container image name gnschenker/trivia:1.8. This is the fully qualified name
of a Docker image. And we will explain all the individual parts of this name in the
upcoming chapter. For the moment, let me just say this, the first part (gnschenker)
is the name of my account on Docker Hub, and the second one (1.0) is the tag {often
also referred to as the version) of the image.

You can terminate the container at any time by pressing CTRL-¢. You may have
to wait a few seconds until the contaimer quits (this is due to the fact that there
is a sleep 5 command executed after every call to the trivia API, and this sleep
cormunand canmet be interrupted by the CTRL-¢).

If you run the trivia container again, then this time it need not be downleaded, and
the container starts outputting trivia immediately.

Running a container in detach mode

So far, we ran all our containers interactively or in the foreground, that is, in a
blocking way. Most often, we may want to run a container in the background. also
called in detach mode. When we do that, Linux spawns a new process and runs
the container there, and our foreground process is not blocked. The docker run
command uses the parameter --detach (or short ~d) for this. Here is how we can
run our trivia container in detach mode:

docker container run --detach gnschenker/trivia:1.0

Since the container runs in a background process, the trivia generated by it will not
be displayed in our terminal, as the following figure shows:

gabriel®Solaris ~ % docker container run --detach gnschenker/trivia:1.0
4809351650608 ced10bce8094f8al05032cedfdaz42afa57cf5326644068b3d

gabriel@Solaris ~ %

Figure 3.7: Trivie conteiner started i detach rrode

As you can see, the Docker CLL only outputs a long hash code—corresponding to
the 1D of the container that is now running in the background—and immediately
returns. We are now free to continue working in our terminal window.

This container will now continue to run happily in the background until we either
stop and removwve it or until we shut down Docker. Let us kill this container, for now,
using the preceding 1D {48a9f...):
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docker container rm -f 48a9f

Do not worry about the details. It will beceme clear as we discuss the remove
command in full detail later in this chapter.

Running multiple instances of a container

In Chapter 1, Cxplaining Containers and their Benefits, we have learned that a container
is a self-contained system. Tt not only contains all the elements of the application
rurning inside the container but also all necessary dependencies of that application,
such as libraries and frameworks.

In this regard, the container is a world on its own, and this makes it possible for
us to run multiple instances of a Docker image on the same machine without them
interfering with each other. Let us try that with the trivia container as follows:
e Run a [irs lrivia coniainer in detach mode and call il lrivia-1:
docker container run -d --name trivia-1 gnschenker/trivia:1.9
e Run a second trivia container, also in detach mode and call it trivia-2:
docker container run -d --name trivia-2 gnschenker/trivia:1.0

s Runa third trivia container called trivia-3:
docker container run -d --name trivia-3 gnschenker/trivia:1.0
e List all containers running on your system with the following:
docker container 1s
No worries, we will explain the preceding command in detail in the next
section of this chapter.
e Observe an output similar to this one:

= =~ docker container ls
CONTAINER 1D  IMAGE COMMAND CREATED STATUS NAMES

5dd795955430 gnschenker/trivia:1.9 *./ertrypoint, sh” 7 seconds age Up 6 seconds trivia-3
39pflcb3fcec  gnschenker/trivia ./entrypoint.sh™ 13 seconds ago Up 12 secands trivia-2
8321dedc93d9 gnschenker/trivia:1. 0 "./emtrypoint.sh™ 23 seconds ago Up 23 secoands trivia-1

Figure 3.8: List of all runaiig covitairiers

¢ Remove the three trivia containers with the following comumand:
docker container rm -f trivia-1 trivia-2 trivia-3

Once again, do not worry if this command is unknown to vou. We will
explain it in detail in one of the following sections of this chapter.

[n the next section, we will learn how we can list the container images and container
instances that are present in our system.
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Listing container images and container

instances

As you start working with Docker, you will need to keep an overview of what
Docker images you have currently lingering in your local image cache, and you also
will want to know which containers are currently executing on your system or are
just hanging there and consuming resources. Let us first talk about the images.

Listing Docker images

In the first section of this chapter, we have learned how to download a Docker image
from Docker Hub. Over time we will probably download a plethora of different
images. We want to investigate what images and what versions of the images are
present; we can use the image list command. In your lerminal, execule the [ollowing

command:

docker image 1s

The output on my machine looks like the figure shown here.

TAG IMAGE ID

3D 13621d1b12d4
3,13 6dbbYcc54874
latest edbb9cc54074
latest 3eee3lSadb2f

Figure 3.9: Listing all Docker inrages o the local cache

Please take a moment to analyze the output. There iz a lot of important information
packed into this screen. The output consists of the five columns Repuository, Tag,

Image ID, Created, and Size, as follows:

e The repository is the container for all images with the same name. Tn our
sample, we have two repositories alpine

CREATED
2 weeks ago

2 weeks ago
2 weeks ago
4 months ago

SIZE!
5.58MB
5.61MB
5.61MB
209MB

and centes. A repository can

contain multiple versions of an image with the same name.

o The versions are distinguished by the Tag. In our sample, we have a single
version of the centas image and three versions of the alpine image with tags

latest, 3.13, and 3.12.7.

s The column Created shows you when the owner of the image has created it.

Evidently, the centos image is a bit older than the alpine image.
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Note: on your machine you may find other images in the list. The preceding
output is only a sample.

Finally, the column Size gives you the unpacked size of the corresponding image in
the local image cache. [t shows that the centos image contains a CentOS Linux distro
that is much fatter than the Alpine Linux distro. No wonder the latter is often used
when size matters.

Another way to list your images is to use the Dashboard of Docker Desktop. Click
on the Docker whale icon in the system tray on Windows or on the right of the menu
bar on your Mac to display the context menu, and then select Dashbeard. On the lett
side, select Images, and you will be presented with a list similar to the figure shown
here.
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e Envilanments
LOCAL

e MACEID CREATED [
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docker/getting-started a2t $ingnitis g 238 Wl

Centes = o047 TeR51Aer A b s 248.8 ME

Figutre 3.70: List of Docker imiages in Docker Desktop

In my case, you can see that | currently have four images in my local image cache.
Among them is the lrivia image we have used earlier in this chapler. Next lo the
name, we find the tag, image 1D, creation date, and size of each image.

If you have many images in your cache, then you will be happy to know that there
is a search function available to filter the list of images.
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Next, we will use the Docker extension of Visual Studio Code to list images available
on our system. Open VS Code and locate the Docker whale icon on the left sidebar
and click it. You will see something like the following described in figure 3.70.

DOCKER

w CONTAINERS

v & Individual Containers

> [ gnschenkertrivia:1.0 strai

- IMAGES
v B centos
[ latest 6 mo ag
[l 7 7 months ago
& > E] dockerfgetting-started
~ [ gnschenkerftrivia
[] 1.0 43 minutes ago
> [ ubuntu

Figure 3.11: Display the tist of iiages m e Docker extension of ¥'§ Code

As you can see in the preceding image, there are different sections in the window
of the Docker extension. One of them is lilled wilh IMAGES. There vou see Lhe lis
of all images that are currently available en vour systemn. The images are grouped
by image name. You can, for example, see that of the centos image; 1 have currently
two versions on my svstem, latest and version 7. Of the trivia container, ] have a
version with tag 1.0 available.

Listing containers

We have learned how to list images present in the local image cache. Now, we want
to do the same for container instances. Execute the following command in vour
terminal:

docker container 1s

where 1s is a short form for “list”. You should see the following described in figure
B2
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% docker container 1s

ONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

Figure 3.12: Listirig all running containers

Hmmm, strange, nothing to sce here. Why is that so? Let us try a slightly modified
version of the preceding command, including the - -a11 (or short -a) parameter

docker container 1s --all

and vou should get the following shown here.

CREATED RORTS HAMES
32 minutes 3 1 {#) 32 mirutes ago pedantic_bassi

dlpine ing 8. .8 - 49 minutes el [8) 49 ninutes ago elated lehmann
alpine ; - SH minutes ags Exired {d) S8 mirutes ago adoring_ chtern
alpine ' & rld’ Ahawt sn hour ago {®) about an hour ago amazing booth

Figure 3.13: Lislin g all containers, induding Hhe st opred enes

Ok, this looks better. The difference is that this time when including the --all
parameter in the command, all containers are listed, not only the currently running
ones. Since we have been playing with containers before, we have a bunch of stopped
containers.

[n the preceding output, we once again have a lot of useful information presented to
us. Let us describe the columns in delail as [ollows:

® CONTAINER ID:Each running container instance gets a unique 1D assighed by
Docker automatically. When referring to a specific container, it is often best
to use this 1D

® IMAGE: This denotes the image on which the container is based on

e  COMMAND: This shows the first part of the command that was used to run the
main process in the container. We can see the echo and ping commands we
used in the previous section to demonstrate how to run a container

e STATUS: It indicates the current status of the container. In our case, it is Exited
for all the containers listed. Other possible statuses are Created or Up, as
showr here.

Iner Is

ImAGE b CREATED

alpice 3 3 G ed
alpite .B.8.8" ¢ & un 13 seconds

contos 8.8 5 i Exited {8) 41 minutes ga b

alpise "pirg 9.8.8.8 - & mi Exized {8) 54 mirutes zpo elated_lehnann
zlgae = Hella ¢ : A Exited (¥) dkort an 7our aga edoring shte-n
zlpite “ecke ‘Ylello World Sbout an hou- sge  Cwited (@) akaut an 1eir zga £mazing hoath

FLigure 3.14: Showing conlainers with differemt statns
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» PORTS: Lists the ports that have been mapped from the container to the host.
This will be explained in detail in Clapter 6, Demustifyrmg Container Networks.

s NAMES: Lists the name (or names) that have been assigned to the container. If
not specified explicitly in the run command, Docker assigns a random name
composed from a list of adjectives and names of famous people.

Note you can also use a slightly different command to list your containers. It was the
original command in the earlier days of Docker used (o lisl containers:

docker ps --all

Although this one is shorter, it lacks the clarity of the previous version and is, thus,
not recommended.

At times we might want to only list the ID of all containers. In this case, we can use
the parameler -q o do so; thus:

docker container 1s -g

This preceding conmand will list the IDs of alt containers currently running on the
system.

Stopping and removing a container

In the last section, we have noticed that we have a bunch of exited containers
daﬂgling in our system. Although these containers are not Tunming anymore, they
are still occupying precious resources on our computers. We can easily remove those
containers. The command to remeve a container looks like the following:

docker container rm <container ID>»
where <container ID> Isthe D of the container you want to remove.

Remermber, you can get access to the TD (and other properties) of the container, for
example, by listing the containers on vour system with the following code:
docker container 1ls --all

On the authors” machine, for example, he can run this command to remove one of
his existing containers, as shown here.

docker container rm 5d5043a0d578

Figure 3.15: Removing a dengling coatuiner fron the system
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Note: I do not need to use the full container ID in the remove command. [ could
also have just used part of it as in docker container rm 5d5. Docker will automat-
ically remove the correct container as long as the fraction of the ID you are using
is unique among all containers on your system.

The Docker CLI simply responds to my command by outputting the TD of the re-
moved container.

[Uis also possible lo remove a conlainer thal we idenlify by its name. The command
to do so looks like the following:

docker container rm <container name>

Before we can temove a container from our system, we need to stop it (if it is not
already stopped). The comumand to do this looks like the following:

docker container stop <container ID>
or
docker container stop <container name>

wherte <container ID»>istheID and <container name> is the name of the container
we want to stop.

Tetus try this again and use the trivia container as an example. Fxecute the follow-
ing steps:
1. Run the trivia container in detached mode (- -detach or -d):

docker container run gnschenker/trivia:i1.@ -d --name my-trivia

2. Step the container by using the stop command and referencing the container
by its name my-trivia:
docker container step my-trivia

3. The stop command may need a few seconds to finish. What Docker does is
sending a SIGINT signal to the application running inside the container.
If the application does not react on this signal, then Docker will forcefully
stop the container after a predefined timeout time. By default, this time is 10
seconds.

4. Now, list all containers (including stopped ones) on your system and verify
that our my-trivia container is indeed in STATUS Exited. Use this command
to list the containers:

docker container 1ls --all
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5. As you can see, the container is still present in the system and, as such,
occupying valuable resources. To free those resources, we have to remove
the container. Do this with the following command:

docker container rm my-trivia

4. Once again, list all containers and verify that the my-trivia container is not
on the list anymore.

Often, we do want tostop and remove a containerin one go. We can use the parameter
--force (or short -f} with the remove command. This will forcefully remove a
container, even if it is running. In this case, Docker will stop the container first. The
command to forcelully remove, say, a container named my-app is as follows:

docker container rm --force my-app

By the way, if you know Unix or Linux well, then you know that one can combine
multiple commands by using the result of one command as the input to the other
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This is a very handy command, and | persenally use it often. | have even defined it
as an alias inmy .bash_alias file:

alias drma = 'docker container rm -f S(docker container Is -aq)’'

Remember that the Docker CLT allows us to combine parameters, thus:
docker container Is -aqg

is equivalent to

docker container Is -a -q

Have you found out what the command does? Right, it removes all containers from
the svstem. Here is why:

1. $(docker container 1ls -aq) oulputs a list of IDs of all currently running
or stopped containers.

2. docker container rm -f <list of IDs» forcefully removes these containers,
where <list of IDs>is the list of IDs generated by the command in Step 1.

You may want to tr\,- this out on your &.v'-.tem bv runmnb a few mstances of the trivia
container in detach mode and then execute the preceding command. Make sure that
all containers have been removed thereafter.
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Stopping and removing containers in Docker
Desktop and VS Code

You probably already noticed it on your own when playing around with Docker
Desktop or the Docker extension of VS Code that there is a way to stop and/or
remove containers with the help of these tools.

Let us start with Docker Desktop, and from its dashboard run, stop, and remove a
container. Proceed as follows:

1. Open the Docker Desktop dashboard
2. Navigate to the IMAGES tab and locate the trivia image as shown here:

L3N 7 AD3E Images on disk

Den Environments
LOCAL

AR INAGT I CREAVED sar
ancennkerarua ' ov 2 B - > |
bt « 08180030554 ) ) 551 LR

docker/peting staned v ' e sy 26.54M

conles . ] b by

centes 8t 2ed36Y merth

Fignere 3.16: Lisi of images tn Docker Deskiop

Note that a blue Run button is displayed on the right side if you hover over
one of the images in the list.
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3. Click the run button. On the New Container diatog box that will appear, just
click Run, as shown here:

New Container gnschenker/tnvia 1.0

UREATIUN IN PROGKEYY  PUKE

Opuonal Settngs

| i | “

Figitre 3.17: New coutaiver diclog in Docker Desktop

4. Notice that the Dashboard switches to the Containers/Apps tab and displays
the newly started container, as shown here:

Containers / Apps Q  search...

Images o priceless. mendsleey grschener!livie” 0

Dew Env ronments ISR ING

Tigure 3.18: Docker Desktop displaying the trivin container fust starfed

5. When vou hover over the container in the preceding hist, then four icons
are displayed on the right side of the list. From right, these are DELETE,
RESTART, and STOP. Click the STOP button and notice how after a short
moment, the container icon left to the container name turns from green to
grey, indicating that the container has been stopped. In addition, the exit
code of the application is displayed—here 137, as shown here:

]

: Saarch.
Containers / Apps Q ki
I .
i priceless_mendeleev gnscheniceriz-ivia:1.0
Dev Environments EXITEL (V4

Figure 3.19: Displaying the container as stopped it Docker Deskiop
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6. Now hover again over the container entry in the list, and this time, click the
DELETE button. Notice that the container will be removed from the system
and will also disappear from this list.

7. Optional: Start yet another trivia container, and this time, find out what the
RESTART button will do.

8. Use the dashboard of Docker Deskiop to stop and remove all containers that
are currently running on your system.

Now, we want to see how we can do the same using the Docker extension of VS
Code. Ttis very straightforward. Just follow the following steps:

1. Open VS Code.
2. (lick the Docker whale button in the left sidebar of VS Code.

3. Observe that in the windew displayed, vou have different areas, as shown in
figure 3.20. The top two are CONTAINERS and IMAGES:

DOCKER

~ CONTAINERS
v & Individual Cantainers

> [ gnschenkerftrivia:1.¢:

v IMAGES
> B centos
> EJ docker/getting-started
> [E] gnschenkerfirivia

& > B ubuntu

Fignre 3.20. The Docker extension in VS Code
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4. Locate the gnschenker/trivia container entry and open it to display the
image with tag 1.0. Right-click on it to display the context menu as shown
here:

EJ centos
> [ docker/getting-started

v ] gnschenkerftrivia
10 43

ﬂl:l = e Run

e Run Interactive
Inspect
Pull
Push...
Tag...
Copy Full Tag

Remove...

Figure 3.21: Running a container ein tire VS Code Docker extension

5. Click Run and observe the output in the TERMINAL window of VS Code as
well as the CONTAINERS section in the Docker extension, where the new
container will appear in the list of containers as shown here:

ROTKFR
FONTAIRERS

3 Individual Containers

TLRVINGL  ERUE D) . wschonkcninia 1 01T v
> Exmeating tack: dockar run —m -d gqnachanka-Striula:ld =

cddhSe116RS 2247 5757148 4585714 che3f3 fc 239379103 <77 4auG 40D

Teruinal will be ravsed by Ansks, prass sny key te cloze 0t

> & wsbuntu
? REIISTRUS

3 MEIWOHKS

: uDUMES

* CONTEXF3

> MELP AKD FEEDBACK

Figure 3.22: Newly starled container appeas in condainer list in VS Code

6. Now right-click on the new entry in the list of containers to display the

context menu. You should see the familiar Stop, Restart, and Remove menu
items as shown here:
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6. Now right-click on the new entry in the list of containers to display the

context menu. You should see the familiar Stop, Restart, and Remove menu
items as shown here:
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DOCKER

CONTAINERS z & 1
&' Individual Containers

bR LEIED  View Logs

IReUERLEY  Attach Shell

Inspect

Open in Browser

v IMAGES S‘Dp

5 [ centos Restart

Remove...

]

Figure 3.23: Conlainzr context mesin in e Docker extension of VS Code

Select the Stop menu item first and observe what is happening,.
8. Now, select the Remove menu item in the context menu and make sure that
the container item disappears.

With this, we are done explaining how to list images or run, list, stop, and remove
containers for the moment. But these commands will accompany vou throughout
the book; thus, make sure you reall y master them well before you proceed.

The next two sections are especially important when you need to debug vour
applications or services running in containers. One can never have enough
information on what is going on when troubleshooting a system. Two helpful
aspects are (a) what is running inside a container and (b) what kind of log output
those processes are generating. Let us start with the former.

Listing processes running inside a
container

For you, as a developer or for a svs admin, or a DevOps engineer, it can be useful to
know what processes ate running inside a given container.
1. Start a trivia container in detach mode and call it trivia-1:
docker container run --detach --name trivia-1 gnschenker/
trivia:1.@
2. Use the top command to display all running
processes inside the preceding container
docker container top trivia-1
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vou should see the following shown here:

a2:06 29
Odabd 20

Figure 3.24: Running progesses inside the trivia containes

In the output. we can see the list of processes, here 2 of them. Of cach process,
we can see information about who launched it (root), its process ID (PID), the
uptinme, and the command used to taunch the process, among others.

3. Start another container, in this case, an N ginx Web server, and call it web:

docker container run --detach --name web nginx

you should see this:

gabriel®Solaris ~ ¥ docker container run --detach --name web nginx
Ungble to find image ‘nginx:letest’' locally

latest: Pulling from library/nginx

fcad@cI36eaS: Pull complete

286¢9ad3753c: Pull complete

1dabc629diaZ: Pull complete

082ea76929254: Pull complete

faaaaBcdfBde: Pull complete

649f0b13b37c: Pull complete

Digest: sha256:6d?5c¢99af155650301e48297fa2d121e15d80ad526F8369c526324FBf 7cch?50
Status: Downloaded newer image for nginx:latest

b212b67322f3fbaa58bcd78d10add158c30f72272988d1e2b09389737 cebb6488

Tigirre 3.25: Running an Nginx container

Since we did never run Nginx before, it is first downloaded and then run, as
you can see in the preceding output.

4. Run the same top command to display its processes

docker container top web

which will give us something similar te the fellowing shown here:

@t conlsiier Lop men

1) FP1) c
20687 1 ’ fosler gracess ng.vx =g daeran af
2A6M E B svrker oracess

sy i amrkar orwemas
26 ‘ K + morker process
EM 1 : worker arocess

Figure 3.26: Rrining processes {1 Nginx

We can identify a master process, the actual Web server, and four worker
processes running in this container.

Note: depending on the system you are working on, the number of worker
processes may differ.
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5. Use the following command to remove both containers from the systern
when done;

docker container rm -f trivia-1 web

That 1s 1t for the processes part. Next, we will learn how to retrieve the logs from a
container.

Retrieving the log of a container

Logsnormally contain vital information about the runtime behavior of an application.
Applications running inside a container are no exception to this. But how can we get
access Lo this information? Well, as always, there exist several ways to do so. We will
investigate three of them, first via the command line, second via Docker Desktop,
and third via the Docker extension of VS Code. Let us start with the former.

We have used the trivia container quite a bit so far, and we know that it produces
output. This output will be part of the container’s log. Anything that goes into the
Docker container log must be output to either STDOUT or STDERR. Docker will
autematically pick those messages up and manage them. Docker will keep this
mformaltion ready for the user of any other exlernal system thal wanls (o collect il.
The log will be stored inside the container in temporary files managed by Docker.
Since those temporary files containing the log reside inside the container, it is clear
that the Togs are lost once the container is removed from the system. You can stop a
container, and the logs will still be there since a stopped container is kept in memory.
But once the container is removed, the logs are gone.

Retrieving the log from the command line
Let us work with the trivia container. Proceed as follows:

1. Start a trivia container in detach mode and call it trivia-1:

docker container run --detach --name trivia-1 gnschenker/
trivia:l1.e

Leave the container running for at least 30 seconds before you proceed.

G

'lo access the logs of the trivia-1 container, use the following command:
docker container logs trivia-1
and you should see an output similar to the following figure:

gabrie @Sclaris ~ % docker container logs trivia-1
"A fitness saying goes, these 8 midriff muscles \"are made in the kitchen\""
"It's Chevy's extended range electric vehicle launched in 2010"

"Traditiora’ly he is the lcst \'celebrity\” to appear in -he parade”
"His biographers Tirechan & Mutrchu credit him with converting the Irish to Christianity"

Figure 3.27: Relvieving the fog of the lrivin condainer
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Note that the output represents the content of the log as it is at the moment
when vou run the preceding command. Docker will show the whaole log
from the beginning by default.

Now, if the container has been running for a while and we only want the last
few lines of the log oulput, we can use the --tail (or short -t) parameter:
docker container logs --tail 3 trivia-1

This will output the last three lines of the log only.

If we want to follow the log, we can use the parameter -f to do so. Note that
this will block the current terminal window:

docker container logs --tail 18 -f trivia-1

this will output the Tast 10 lines of the log collected so far and continue
following the log.

Te stop following the log, just press CTRL-c,

Stop the trivia-1 container and make sure you can still access the log:

docker container stop trivia-i
docker container logs trivia-1

When done, remove the trivia container from the system:

dacker container rm trivia-1

Now that you know how to retricve the logs from the command line, let us investigate
how we do the same with Docker Desktop.

Displaying container logs in Docker Desktop

Docker Desktop is a very powerful tool, as we have seen. One of the features it offers
is to display the logs of an arbitrary container on your system. Here are the step-by-
slep inslruclions on how Lo do Lhis.

1.
2

Open the Dashboard of Docker Desktop.
Navigate to the Images tab and locate the trivia image. Use the Run button to
run an instance of the trivia image.

On the Containers/Apps tab, locate the container in the list that vou just
slarled and click on il. Docker Desklop will display the log of this conlainer
as shown here.
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Figure 3.28: Confainer Ings trn Docker Deskiop

Notice that Docker Desktop follows the log; that is, you always see the fresh
entries scrolling by.

Use the STOP and then the DELETE button mn the upper right to step and
remove the trivia container.

Finally, we want to know how we cananalyze and follow logs in the Docker extension
of V5 Code.

Displaying container logs in VS Code

The Docker extension of VS Cade is similarly powerful as Docker Desktop, and one
of its features is that one can inspect and follow the logs of containers residing on the
system. Let us do a similar exercise as we did in Docker Desktop.

Open VS Code and locate and click the Docker whale icon in the left sidebar
to display the Docker extension window.

Under the IMAGES section, locate the gnschenker/trivia:1.0 container
and use the context menu on it to run an instance.

Under the section CONTAINERS, locate the newly created and runming
instance, right-click it to display the context menu, and select View Logs

in the TERMINAL output window of VS Code, you should now see the log of
the container. The Docker extension follows the log; thus, new entries should
scroll by
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Note: the command that the extension uses to follow the log is output in the
TERMINAL window at the beginning, right before the log cutput is listed.

. Righl-click the (rivia conlainer in the extension window, and in the conlex|
menu, select Stop and then Remove to remove the container from the system.

Now, vou know how to get to the logs of any container. This is precious information
in case you need to debug an application running inside a container. Together with
some helpful Linux tools, such as grep or less, you can quickly find helpful hints on
what went WTONG OT W |1y the application behaved in the way itdid, even though the
log may be huge.

Next, we will show you how to run any additional process inside an already running
container.

Running an additional process inside an
already running container

At times we need to run an additional process inside an already running container.

This could be to help us debug a misbehaving container. Let us see how we can

do this. The first thing we need to know before we can start is the ID or the name

of the container of interest. Once we have this command, we need to define which

application or process we want to run inside the container. We will use our beloved

trivia container to guide you through this step-by-step:

1. Start an instance of the trivia container in detach mode and call it trivia-1:

docker container run --detach --name trivia-1 gnschenker/trivia:1.8

2. Run a bash shell interactively inside the trivia-1 container:
docker container exec -i -t trivia-1 /bin/bash
Nelice how in (the preceding command, we use the new exec commmand and
the two parameters -1, which stands for interactive, and -t, which stands
for a terminal emulator (ITY), meaning that a terminal is connected with this
process so the process can interact without terminal window and we will see
the output:

3. Youshould sce the following in your terminal:

gabriel@Solaris ~ % docker container exec -i -t trivia-1 /bin/bash

root@c4dgdeseesfl: /# |

Figire 3.29: Interactive shell running inside e trivia conlaiuer
(<]



70 Dacker: Up and Runiting

Note: the command that the extension uses to follow the log is output in the
TERMINAL window at the beginning, right before the log cutput is listed.

. Righl-click the (rivia container in the extension window, and in the conlex|
menu, select Stop and then Remove to remove the container from the system.

Now, vou know how to get to the logs of any container. This is precious information
in case you need to debug an application running inside a container. Together with
some helpful Linux tools, such as grep or less, you can quickly find helpful hints on
what went WTONEG OT W |1y the application behaved in the way itdid, even though the
log may be huge.

Next, we will show you how to run any additional process inside an already running
container.

Running an additional process inside an
already running container

At times we need to run an additional process inside an already running container.

This could be to help us debug a misbehaving container. Let us see how we can

do this. The first thing we need to know before we can start is the ID or the name

of the container of interest. Once we have this command, we need to define which

application or process we want to run inside the container. We will use our beloved

trivia container to guide you through this step-by-step:

1. Start an instance of the trivia container in detach mode and call it trivia-1:

docker container run --detach --name trivia-1 gnschenker/trivia:1.8

2. Run a bash shell interactively inside the trivia-1 container:
docker container exec -i -t trivia-1 /bin/bash

Nelice how in (he preceding command, we use the new exec command and
the two parameters -1, which stands for interactive, and -t, which stands
for a terminal emulator (ITY), meaning that a terminal is connected with this
process so the process can interact without terminal window and we will see
the output:

3. Youshould sce the following in your terminal:

gabriel@Solaris ~ % docker container exec -i -t trivia-1 /bin/bash

root@c4dgdeseesfl: /# |

Tigure 3.29: Interactive shell vunning inside e trivia contaiuer



Getting Fanriliar with Containers 71

Basically, you see a prompt root@cad8deseesfl: /#, which means that you
are mside the container with hostname c4d8d@5eeSf1 as user root in the
reot folder (/).

4, Bxecute the Linux command 1s -al to list the contents of the root folder, and
observe that you see a typical Linux file system, as shown in figu e 3.30. Note
that the trivia centainer is based on an Ubuntu 20.4 distro:

® 0@ raotdc dd8d0SeaB i f
rootPc4dBd@SeeSf1: /4 1s -al

tctal o3
draxr-xr-x

root root 4896

root root 4996
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Figure 3.30: Coslertds of the roel jolder inside the trivia conlatner
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5. Next, execute the Linux command to list all running processes:

ps
and observe that vou get an output similar to the following shown here:

root@c4d8ddS5eeSf1:/# ps
PID TTY TIME CMD

20 pts/0 20:00:20 bash
392 pts/0 00:00:00 ps

Figure 3.31: Listing ali processes running inside the trivia container

we cansee the bash shell through which we are interacting with the container
and the ps command we just ran.

6. Optional: Try other TLinux commands you know, such as cd, mkdir, or find.
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7. To terminate, press CTRL-d, which will have you exit the shell.

Wilh that, we are done with this chapter. We have learned a lol. Let us have a look
back and recap.

Conclusion

In this chapter, we have learned the basics about Docker containers. The material
you have learned so far gives vou a very geod foundation for your future work with
containers. Once again, T recommend you to really make sure you understand every
single concept discussed in this chapter before you proceed. This basic knowledge
is comparable to what the foundation of a house is. If the foundation is weak or
unstable, then the rest of the house will be at risk.

But now, let us recap what we have learned. First, [ showed you how to download
a Docker image from Docker Hub. Then, you learned how to run a container. We
used different types of containers to familiarize ourselves with the run command.
You learned to run a container interactively or in the fereground process as well as
in detach mode. Next, you learned how to list all the Docker images that currently
reside in your local image cache. Then, we explored how to list containers that run
on your system. You also learned to list those containers that were stopped yet are
stilf dangling in memory.

Next, we proceeded to how containers can be stopped and removed from the system.
We learned not only to do this in the terminal but also via either the dashboard of
Docker Desktop or the Docker extension of VS Code.

After this, you learned how to list processes running inside a container and how to
view the logs generated by the application running inside a container. Once again,
you saw how to do this in the terminal, via Docker Desktop, and via the Docker
extension of VS Code. It is always nice to have a choice.

We concluded the chapter by investigating how one can run additional processes
inside an already running container. We also showed the use of an interactive bash
shell running inside a trivia container.

In the upcoming chapter, you will learn more about how to use existing images for
your applications. First, we will show how to run a database locally in a container
and access it from another application running in a different container. Then, you
will be introduced to Docker volumes that can be used to share data between
containers or permanently persist data on media external to a container. Finally, you
will be shown how to configure an application running in a container with the help
of environment variables and configuration files.

But before you end this chapter, we have prepared a list of questions that may
help you assess vour learning progress. You will find the correct answer or sample
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answers at the end of the book for each question. If you are not sure about the right
answer, do not immediately jump to the solutons but try to go back to the respective
section in this book and make sure you got the necessary details.

We also have a list of possible questions that you might be asked during a job
interview. For each of the questions, possible answers are given that T would want to
hear from a qualified candidate.

Questions

To double-check that you have learned the key concepts of this chapter, we have
prepared. some questiens for you. ‘Iry to answer them on your own first, without
Googling or looking up the solutions. Tf you get stuck, we have prepared a sample
answer to each question which you can find at the end of this book. Tip: Try to run
the commands in your terminal. Make sure that Docker Desktop 18 running.

1. Which is the correct command to download the latest version of a Docker
image called alpine from the Docker hub into your local image cache?
Note that multiple answers may be correct:

a. docker image pull alpine
docker pull alpine:latest

b.

c¢. docker download alpine:latest
d. docker image pull alpine-latest
e,

docker run alpine:latest

2. How can you list all containers on your local machine, including the
stopped ones? Note that multiple answers may be correct:

a. docker container 1ls --all
b. docker ps

c. docker ps -a

d. docker list all

e. docker containers list --all

3. You have a confainer with the name my-app running and wanl to remove
you with thc command docker rm my-app. What will happen if you
execute this command?

a.  The container is stopped and removed from the system
b.  An error is reported, and the container continues to run
c.  Anerror is reported, and the container stops

The command is ignored
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4. How can you stop and remove a running container called my-webapp
from your system? Note that multiple answers may be correct:

a
b
C.
d

docker stop my-webapp &8 docker rm my-webapp
docker kill my-webapp
docker kill my-webapp && docker rm my-webapp

docker my-webapp rm -force

5. Whatis the difference between docker stop and docker kill commands?

a.
b.

(e

d.

There is none. They are equivalent

docker stop immediately terminates a container

docker kill sendsa STGTERM signal to the main process of the running
container

No answer is correct

6. How can you get a list of all processes running inside a container called
my-app:

.

d.

(£

docker process ls
docker container top
docker list processes

docker container ps

This is not possible since there is no such command

7. How can you retrieve the last 10 log entries of a container called my-app
and keep following the log?

a.

docker logs my-app -n 18 --follow
docker my-app logs --tail -f 10
docker logs my-app --tail 18 --follow
docker log --tail 1@ --follow my-app

It is not possible to do such a thing in one command

8. How can you execute a ping 8.8.8.8 (where the IP address 8.8.8.8 is the
Google DNS) command within the cantext of an already running container
called my-microservice-17

a.

docker run my-microservice-1 ping 8.8.8.8

b. docker my-microservice-1 exec ping 8.8.8.8
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c. docker container exec my-microservice-1 ping 8.8.8.8

d. docker container run my-microservice-1 ping §.8.8.8

Answers

. Answers a, b, and e are correct. Note that the run command implicitly pulls
the image if it is not already there

Answers a, ¢, and e are correct
Answer b is correct; an error is Ieported, and the container centinues to run

Answer a and c are correct; first, stop or kill and then remove the container

vk woN

Answer d is correct. The kill command sends a SIGKILL signal to the main
process.

=

Answer b is correct
7. a, ¢, and d are correct (the short form of --tail is -n)

8. Answeor ¢ is correct

Job interview sample questions

Once again, you got a chance for an onsite interview for a job as a software developer
The job is offered by yet another start-up that develops a SaaS selution in the financial
sector. During the interview; vou are confronted with the following questions:

1. lsilpossible loexeculean addilional process in an already running container?
If ves, name 1 or 2 scenarios where that would make sense.

2. Explain what happens if you run a container from a container image that is
not yet in the local cache of the computer or server on which the container is
supposed to run,

3. Anapplication thatis supposed to run inside a container is generating some
logs for monitering and debugging purposes. Where should the application
write the log entries to such as Docker can then easily pick them up atprevide
them to you when vou execute the appropriate command in the Docker CLI?

Sample answers
1. Yes, il is possible, using, the docker container exec command. Possible
scenarios are as follows:

e Running an interactive shell to explove the contents of a container, e.g.,
during development
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e Running a Linux network uli!ity such as ping or netcat (nc) to debug
issues with the network and connechivity of an app running inside a
container

e Runningacommand periodically to check the health of the app running
inside a container, e.g., a curl command if the app is a Web APT

2. The Docker CLI anatyses the run command you entered and checks if the
image you named is already in the local image cache. In this case, the result
is “No”, and thus, the CLI automatically tries to download the image from
the configured container registry, which by default is Docker Hub. If the
download to the local image cache is successful, the image is loaded into
memory, and a cortainer instance is created and run.

3. Each containerized application should cutput its logs either to the standard
output (STDOUT) or standard error output (STDERR). From there, Docker can
pick them up and store them automatically for you. Later on, one can use the
docker container logs command to retrieve this log.

Join our book's Discord space

Join the book's Discord Workspace for Latest updates, Offers, Tech happenings around the
world, New Release and Sessions with the Authors:

hitps://discord.bpbonline.com
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CHAPTER 4

Using

Existing
Docker Images

Introduction

In the previous chapter, you learned how to work with containers. You learned how
to start, stop, and remove containers. You familiarized vourself with commands
to retrieve the Togs of a container, execute commands inside an already running
container, and more. At this time, you should start to feel comfortable playing
around with contamers.

In this chapter, you will learn how to use existing container images, such as ones for
SQL databases, locally on vour computer. You will learn how an image is made up
of layers, and then they learn to define and use Docker volumes to persist and share
data and how to configure applications running inside a container. Tools used in this
chapter are Docker Desktop and the terminal.

Structure

In this chapter, we will discuss the following topics:
¢ Running a SQL database locally
s Investigating the image layers modet

s Using volumes with containers
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e Configuring an app running inside a container

Objectives

After reading this chapter, you will be able to run a PostgreSQL, MongoDB, or any
similar refational or document database locally in a container. You will be able to
explain how a Docker image is layered and the advantages that this brings to the
table to an interested layperson. You will be able to write and containerize a simple
applicalion writlen in Node J5 or Pylhon (hal accesses and uses Lhis locally running
database. You can create Docker volumes and mount them to a container. You are
able to share data between containers using Docker volumes. Furthermore, you are
able to mount a local folder into a container, which will be useful when developing,
running, and debugging an application inside a container. Finally, you can configure
environment variables inside a container either explicitly or by using an env file

Without further ado, let us start.

Running a SQL database locally

One of the most challenging and daunting tasks for a developer has always been
to install a database such as FPostgres or MongoDD on their local machine. 1 can
remember the days when Oracle was still ruling the database world and when it
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That should look like this in your terminal:

gabriel@Solaris ~ % docker network create my-network
b2084785f3763a6701e6e93136300790@6b40ef13b5076fcbadfec84583210c8a
Figire 4.1: Create o Dacker metwork cutled ny-network

Docker creates the network and simply answers by printing the 1D of the newly
created network.

Now have a look at the following command:
docker container run --network my-network postgres:latest

It says that we want to run an instance of the postgres Docker image. This will
work and will run an instance of the latest version of the PostgreSQL Docker
image. Since | have not been running this image before on my systern, | see the
following in my ferminal:

gabricl&solaris ~ % docker container run pesigres:latest

Unoble to find image ‘postgres: atest’ locolly

latest: Pulling from library/postgres

feadBcD3BeaS: Already exists

6f8752c7c3c 11 complete

55ed®20252 71 ull complete

8f57daalgldi: R coiiplete

F49772502de3: complete

fSeb@128e 11 complete

8d16ebd5199: complete

Zecdfotfabccd: 11 complete

12779592597 Pull complete

8a1865a31087: complete

dfdb3e72349f: Full complete

8e9e54018281 : complete

137669090642 complete

Digest: sha?S6:0Rf25cad4e9804846cnd1 76e8A1 7T 810 3402 8edechb fARSdd46cchah77d702

Status: Dewnlocded newer image for postgres:latest

Error: Datanase is uninitialized and superuser password is not speci<i
You nust specity PCSTGRES. PASSWCRD to a non-empty value for the
superuser. For exarple, "-e POSTGRES PASSWCRC=password" on “docker run'.

You way also usz "POSTGRES_HOST _AUTH_METHOD=LrusL" Lo allow o1l
connections without a password. This 1s *not™ recommended.

See PostgreSQL documentation cbout "trust”:
https://waw. postgresql.org/docs/current/auth-trust. html

Figure 4.2: Running PosigreSQL for the first line

The first part of the output shows us that Decker downloaded the image from the
Docker hub and that the image is composed of many layers, all having their own 1D,
e.g., the first one having 6f8752e7¢3ca. But there is also an error message at the end
of the output indicating that we need to pass a master password for the database.
The error message even indicates how we can do that. Let us, thus, improve our
command such that it looks Hke the following:

docker container run -e POSTGRES_PASSWORD=Top-Secret postgres:latest
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Tf we run the preceding command (first part of}, the output will look like this:

gabriel®Solaris ~ % docker container run -c POSTGRES_PASSWORD=Top-Sccret postgre
s:latest

The files belongirg to this database system will be cwned by user "pestgres".
This user must also own the server procgess.

The databose cluster will be initiaolized with locale "en_US._utf8",
The default dotabcse encoding has accordingly been set to "UTFB".
The defoult text search configuration will be set to "engli

Data page checksums are disabled.

fixing perwissions on existing directory /va~/lib/postgresal/data ...
creating subdirectories ... ok

selecting dynomic sharcd memory 1mplcementation ... posix

selecting defoult max_comneczions ... 109

selecting default shared buffers ... 128MB

Figure £.3; Kintsing Pos!greSQL aned defirany the vool passaond

This time there was no need to dewnload the image again from the Docker hub;
thus, Docker just took the one from the cache. The container started, and with it,
the database application that was packaged inside the container. The preceding
(shortened) oulput stems from the database application’s initialization process.
Once the database is fully initialized, the output stops, and the database waits for
any incoming connection.

But by the way, we have started the database, and it is now b]od«ing our terminat.
We ran the container and, with it, the database in the foreground process. This may
be inferesting if yvou want to debug the usage of your database because you can
directly watch the output of it in the terminal as it happens. But normally, you would
probably want to run the database in detach mode, that is, in the background. Let
us do this. But first, we have to stop the current version by pressing CTRL-c in the
terminal:

521-96—29 13:34:08.949 UTL [1] LOG: received fast shutdown request
2021-06-20 13:34:@8.951 UTC [1] LOG: aberting any active transactions
2021-96-2@ 13:34:08.955 UTC [1] LOG: background worker "logical replication lau

ncher” (PID 73) exited with exit code 1

2021-06-20 13:34:08.960 UTC [68] LOG: stutting down

2021 @6 20 13:34:08.978 UTC [1] LOG: databasc system is shut down
gabriel@Solaris ~ %

Tigure 4.4: Terminating the database with CTRI -¢

As you can see previously, the database immediately reacted to the CTRL-¢ command
and caused a fast shutdown. Once the database application has ended, the container
also stops, and we are free to use our terminal window again.

Now let us run the database again, but this time in detach mode:



8 Dacker: Up mid Runating

Tf we run the preceding command (first part of}, the output will look like this:

gabriel®Solaris ~ % docker container run -c POSTGRES_PASSWORD=Top-Sccret postgre
s:latest
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The default text search configuration will be set to "english”.

Data page checksums are disabled.
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Figure £.3: Rinsiing Pos!greSQL aned defirany the vool passaond

This time there was no need to dewnload the image aguin from the Docker hub;
thus, Docker just took the one from the cache. The container started, and with it,
the database application that was packaged inside the container. The preceding
(shortened) oulput stems from the database application’s initialization process.
Once the database is fully initialized, the output stops, and the database waits for
any incoming connection.

But by the way, we have started the database, and it is now b]od«ing our terminat.
We ran the container and, with it, the database in the foreground process. This may
be inferesting if yvou want to debug the usage of your database because you can
directly watch the output of it in the terminal as it happens. But normally, you would
probably want to run the database in detach mode, that is, in the background. Let
us do this. But first, we have to stop the current version by pressing CTRL-c in the
terminal:

éZl-ﬂf 20 13:34:08.949 UTC [1] LOG: received fast shutdown request
2021-06-20 13:34:@8.951 UTC [1] LOG: aberting any active transactions
2021-96-2@ 13:34:08.955 UTC [1] LOG: background worker "logical replication lau

ncher” (PID 73) exited with exit code 1

2021-06-20 13:34:08.968 UTC [68] LOG: stutting down

2021 @6 20 13:34:08.978 UTC [1] LOG: databasc system is shut down
gabriel@Solaris ~ %

Tigure 4.4: Terminating the database with CTRI -¢

As you can see previously, the database immediately reacted to the CTRL-¢ command
and caused a fast shutdown. Once the database application has ended, the container
also stops, and we are free to use our terminal window again.

Now let us run the database again, but this time in detach mode:
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docker container run \
-e POSTGRES_PASSWORD=Top-Secret \
--detach \
postgres:latest

When running the preceding command, the container will launch in a background
process, and the terminal is ready for further input, as shown here:

gabrielesolaris ~ % docker container run \
> -e PDSTGRFS_PASSWORND=Top-Secret N
» --detach \

> postgres:latest
ddZ6521ef672bed4383F23F2316c979631adabadnc295bfcbb7efb9cZebe52ceBd
gabriel®Solaris ~ % i

Figure 4.5: Runniing PosigreSQL in detach niode

Our database is now running in the background, and the container got an ID of
dd2e52...

Note that I have used the backslash (\) as a line continuation symbel to be able to
spread one logical command across several lines.

Attention: All Windows users working with PowerShell need to replace the backslash
with a backtick (7) such that the command Tooks like the following:
docker container run °

-e POSTGRES_PASSWORD=Top-Secret °

--detach °

postgres:latest

Througheut this boak, we will use this technique often to improve the readability
of the commands. Thus, please remember that a backslash is the line continuation
symbol in Linux /Unix or Bash shell on Windows, whereas the backtick is the same
in PowerShell.

In the preceding cominand, we have not specified a name for the container, though,
and Docker will assign a randem one to this instance. We can use the ID of the
container (dd2652. . .} to refer to it, but often it is more convenient to assign a specific
name to the container. Specifically, when working with databases, this makes sense
as we can then access it via a friendly name rather than with a cryptic ID. Let us once
more adjust our run command and name the container my-postgres; furthermore,
we attach it to the network my-network:

docker container run \
-e POSTGRES_PASSWORD=Top-Secret \
--detach \
--name my-postgres \
--network my-network \
postgres:latest
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container (dd2652. . .} to refer to it, but often it is more convenient to assign a specific
name to the container. Specifically, when working with databases, this makes sense
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postgres:latest
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As we will see later, we have to run the PostgreSQL container attached to a network.
This is necessary so that other containerized applications running on the same
network can access the database. We do this using the - -network parameter. Do not
worry about the details of container networks vet, as we will explain everything in
Chapier 6, Demystifying container networking.

We have run a few instances of PostgreSOL so far. If we list cur containers, we may
see something like the following:

docker container ls
oM

sostqresilatest
* Lilakent  Cdoeern wrerypeint.s 4% winuton ogs Exctue (1) £ munubos augs

Figure 4.6: Listing afl contuiners

Note how in my list command, T used the -a parameter to list all containers, even
the stopped ones. In the preceding cutput, we can see two stopped and two running
instances. The first in the list is the one I started last, and you can see that it has the
name my-postgres. The other instances have random names that were assigned by
Docker and are composed of an adjective and the name of a famous scientist.

We should also realize that the preceding list of running containers indicates to us
that we can have multiple instances of a PostgreSQL database server running on
our laptop or desktop. We can do so witheut needing to worry about any potential
conflicts between the database servers. The fact that they run inside a container
shields them perfectly from each other.

Task: Stop and remove all container instances other than the one called my - postgres. Do
this in whatever way you prefer, through the command line, the Docker Deskiop dashboard,
or the VS Code Docker extension.

Working with the database

Just munning a database server is fun and interesting, but beyond that, what can we
do with it? The first thing that comes lo mind is using (he PosigreSQL command line
interface (CLI) with which we can create databases, run data definition language
(DDL), and data resource management (DRM) type of statements against the
database. Tt turns out that our Postgres container contains not only the database
server application but alse the binaries of the CLL Remember how we learned to
Tun a process inside an already running container? Yes, righl; finally, this makes
sense, and we will use exactly this tachnique to run the Postgres CLT inside our my-
pestgres container. Execute the following command to do so:

docker container exec -it my-postgres psql -U postgres
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And you should find yourself inside the container in a running CLI as a user
postpgres, as shown here:

gabriel®Solaris ~ % docker coentainer exec -it my-postgres psql -U postgres
psgl (13.3 (Debign 13.3-1.pgdglPd+1))
Type "help” for help.

postgress# I

Figure 4.7- Running the Postygres CLI mside the Postgres database container

We can now use valid Postgres commands to, e.g., create a database demo  and,
within demo, a table users:

postgres=# create database demg;
CREATE DATABASE
postgres=# \connect demo;
You are now connected to database "demo" as user "postgres".
demo=# create table users(
demo(# id int not null,
demo(# rame varchar{59) unique not null
demo(# J;
CREATE TABLE
demo=# select * from users;
id | name
_—y
(@ rows)

demo=# ||

Figure 4.8: Lisimg the psgl CLI to create a OB and a table

In the preceding cutput, vou can see how we have used this sequence of commands
le achieve this resull:
create database demo;
\cohnect demo;
create table users (
id int not null,
name varchar(58) unique not null
)s
select * from users;
Note that cach command in psql is terminated with a semicolon () and that
PostgreSQL does not distinguish between keywords such as “create” being written
in lower or upper case.

You can also try to insert some data into the table users and list the content of the
table:
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In the preceding cutput, you can see how we have used this sequence of commands
le achieve this resull:
create database demo;
\connect demo;
create table users (
id int not null,
name varchar(58) unique not null
)s
select * from users;
Note that cach command in psql is terminated with a semicolon (3) and that

PostgreSQL does not distinguish between keywords such as “create” being written
in lower or upper case.

You can also try to insert some data into the table users and list the content of the
table:
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insert into users(id, name) values(l, "Ann Hunter');
insert into users(id, name) values(2, 'Suzanne Baker');
insert into users{id, name) values(3, 'Will Smith');

select * from users;
Try it out.

To end your session with psgi just press CTRL-d and you will be back in your terminal
session from where you started psglin the first place.

Accessing the database from another container

So, now you know how to run a I'ostgreSQL database server on vour local computer
and how {o use the psg/ CLI inside that container to manage the databases, schemas,
and data of the database server. But usualiy, that is not the main usage scenario of
a database. Normally, vou will want to write an application that runs in a different
container (or directly om your host) that accesses the database. Let us now investigate
how that is possible. We will start by using the psgl CLI running inside a different
container and show how we can access the database running in the my-postgres
container.

Run the following command:

docker container run \
--network my-network \
-e PGPASSWORD=Top-Secret \
--rm \
-it \
postgres:latest psql -h my-postgres -U postgres

That is, we run a different instance of the postgres image and attach it to the
same network (my-network) as the database server, so they can communicate with
each other. As we will see, only applications that are running in containers that are
attached to the same network can ever communicate with each other.

Task: Google whai the parameters --rm and -it are used for in the preceding Docker
commiand.

Instead of letting the container use the default start command—which would start
a PostgreSQL server instance—we pass it a different command to execute, namely:

psql -h my-postgres -U postgres

This command starts psql and connects to a host called my -postgres (our Postgres
server) with user postgres. It turns out that we also need toprovide a password to the
CLJ so it can login inlo the remote server. We do this with the -e PGPASSWORD=Top-
Secret parameter, which defines an environment variable called PGPASSWORD with
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CLJ so it can login inlo the remote server. We do (his with the -e PGPASSWORD=Top-
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the value Top-Secret inside the container. The psql CLI will then pick this value
up when it connects to the remote server my-postgres.

Tf you run the preceding command, you should see this in your terminal:

gabriel@®Solaris ~ ¥ docker containar run \
--network my-network \
==rm \
-e PGPASSWORD=Top-Secret \

-it postgres:latest psql -h my-postgres -U postgres
psal (13.3 (Debian 13.3-1.pgdgl@d+1))
Type "help” for help.

postgres=#

Figure 4.9: Rurning the psql CLL in a contnnrer and connecting fo a reniate Postgres sevoer

You can now use \connect demo to connect to the demo database and then use the
select * from users; command to list all records that you added previously to
this database:

postgres=# \connect demo,
You are now connected to dataobase "demo" as user "postgres”.
demo=# select * from users;
id name
1 | Ann Hunter
| Suzanne Baker

2
3 | Will Smith
(3 rows)

demo-# ||

Figure 4.30: Using psql Lo work wilh owr remote DB

When you are done experimenting with the psql CLI, you can exit it and, at the
same time, stop the container by pressing CTRL-d.

A simple node JS app to access PostgreSQL

Let us now create a very simple Node J5 application that we will be running from
withina container attached to the my -network network and accessing the PostgreSOL
database server.

Proceed as follows:
1. Inyoursrc folder, create a new tolder called che4/nede-client and navigate
to it:
mkdir ch®4/node-client && cd ch®4/nade-client
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2. Open V5 Code frem within this folder:

code .
To this folder, add a file server. js and add the following code:

Js serverjs x

} = require(
Client({

host

port:

user: "poste
password:
gatabase:

-connectierr

te.error{ ' con » err.stack)

{
console. log{
console. logi
console. logl
T.query(
{err) throw srr
console. log{ res. rows) ;
~end{}

t L' )
);
sers', (err, res)

»

Figure 4.17: Niode [§ code to reirieve users from PosigreSQL

4. Add a file called packages.jsan with this content:

} package.json X

age.fsor

{
“name':
"version":
"description™:

®8a

"seripts”: {
"start™;

L.
"dapendencies”
g™z A .
3
}

L

Figure 4.12: Packuge.json for the Node [§ client
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5. Add a file called bockerfile and add this content:

Dockerfile x

z latest
fapp

ckage. json ./
N npm install

node server.js

Tignre 4.13: Dockerfile for the Node [5 client

6. In the terminal, from within the foider node-client, run:
docker image build -t node-client .

Note the point (.) at the end of the preceding line!
The output of the preceding command might leok similar to this:

i€ pGRe-CLI1Ent % OGhe=cl 1iseas

@ 2.15 (11/11) FINISHED

Figure 4.14: Building Docker furage for the Node S client

Note, the first time you run the command, it may take a while since Docker
needs to download the node: 1latest base image and then all node modules
during the build of the image. Tn subsequent builds, Docker is intelligent
enough to use cached instances of the base image and the build layers.

1. Once the image is successfully built, Tun the Node JS client with this
command:
docker container run \
~--network my-network \
--rm \
node-client
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The output in your terminal should look similar to this:

Connected to PostgreSQL

{ id: 1, name: 'Ann Munter’ },
{ id: 2, name: 'Suzanne Baker' },
{ id: 3, name: °'Will Smith’ }

|

Figuere 4.15: Nodi [S clicnt accessing our PosigreSON. database server

This was a very quick and easy introduction on how to write a Node ]S client for
PostgreSQL that runs in a container. De not worry if there are certain details that
are not fully transparent vet, as everything will be discussed in detail in subsequent
chapters of this book. For the moment, it is important that you get a working client
for our PostgreSQL. database server, which runs locally on your computer.

Before we continue, let us stop and remove the PostgreSQL database server from cur
system with the following:

docker container rm --force my-postgres

Now that we have learned how to run and use a SQL database running inside a
Docker container on our local computer and how to access it from other containers
on the same Dacker network, we want to explore the same for a popular no-5QL
database. We select MongoDB to demonstrate this.

Running a no-SQL database locally

MongoDB is a very popular, performant, and highly scalable document database.
We can find a curated Docker image of this database on Docker Hub at the following

link:
hitps://hub.docker.com/ /mongo

Let us run an instance of Mongo called my-mengo attached to the network my-
network running in detach mode with the following command:
docker container run \

--name my-mongo \

--network my-network \

--detach \

mongo:latest

Since this is the first time vou run MongoDB, Docker has to download the image
first, which can take a moment. When the container is up and running, vou should
see something like this in your terminal:


https://hub.dock
er.com/J
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Molaris ~ % docker container run
--hame My-mongoe \
--network my-network \
-—detach \

mongo:latest
Unable to find image 'mongo:latest' locally
latest: Pulling from tibrary/mongo
i Pull complete
i: Pull complete
: Pull complete

S6b6fdecd4Ba: Pull complete

cBOLfS1a799a: Pull complete

cb7ddedacabb: Pull complete

278c286d75¢5: Pull complete

fbbr23426b62: PUll complete

9cS5a4694%24: Pull complete

fe6d41500023: Pull complete

Digest: sha256:be@b7f6b4e83c39d598696d18eS264368bb2cd8232dchle2546d025ed5a3dabs
Status: Downloaded newer image for mongo:latest
5814¢94dbb8697e497688c49aZ5b@6aIbcda812ctIf30Zeaf649383ce@3673cc

Tigure 4.16: Running a MongoDB server instance

Now, let us try to use the MongoDB shell called mongo to create a database and a
collection and fill it with some data. We try to first execute the CLI directly inside
our my-mongo container, as we did with the PostgreSQL database. Use the following
conunand to execute the CLIL

docker container exec -it my-mongo mongo

You should see this in your terminal:

pabriel®olaris ~ ¥ docker container exec -it my-mongo mengo
MongoDB shell version v4.4.6
connecting to: mongedb.//127.0.8.1:27017/?compressors=disabl edkgssapiServiceNane=mongodb
Imlicit session: session { ¢ WID("c41001f7-5950-4d1d-bd4d-ac5588a52817") }
MongoD8 server version: 4.4.6
The server generated these startup warnings when booting:
2021-06-20T15:49:56.168+80:00: Using the XFS filesystem is strongly recommended with the #iredTiger stori
hup . mengodb , org/core/prodnotes - filesystem
2021-06-20T15.49:56.192+00:00. Access control is not enabled for the datobase. Read and write access to
dnrestricted

Enable MongoDB's free cloud-based monitoring service, which will then receive and display
metrics about your deploymenmt (disk utilization, CPU, operation statistics, etc).

The monitoring data will be availoble on a MongoDB website with a unique URL accessible to you
and cnyone you share the URL with. MongoDB mcy use this information te moke product
improvements and to suggest MongoD3 products and deployment options to you.

To erable free monitorirg, run the following command: db.enableFreeMonitoring()
To perranently disoble this reminder, run the following command: do.discbleFreeMonitoring()

Figure 4,17: Usiny the MonyoDDB oheli

As you can see, we are greeted by the shell with a welcome text and are now ready
to execute seme commands against our MoengoDB instance.
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Use the following sequence of commands to create a database demo, connect to it
and then create a collection users and Al it with some data:

1. Use show dbs to display the list of databases currently defined on your
MongoDB server

2. Use the command use demo to implicitly create a database demo and connect
to it

3. Use the command db.users.insert({id:1, name: "Ann Hunter"}) to
insert a document into the collection users in the DB demo

4. Add a few additional records to the users collection
5. Use show collections to get a list of all coliections in the active database

6. Usedb.users.find(} (or more generically db. <collection-name> . fnd(),
where <collection-name> is the name of the collection whose content you
want to refer to) to output the list of documents stored in this collection.

You should see something along the line of:

> show dbs
admin  @.000GB
config @.@0@0GE
local  @.BRAGB
> use demo
switched to db demo
> show dbs

@.0200GB
config @.B@AGB

8. peacB
> db.users.insert({id:1, name: "Ann Hunter®})

WriteResult({ "nInserted” : 1 })

> db.users.insert({id:2, name: "Suzanne Wellington"})
WriteResult({ "nInserted” : 1 })

> db.users.insert({id:3, name: "John Doe"})
WriteResult({ "nInserted” : 1 })

> show collections

users
> db.users.find()
& " 1 Objectld("6@cf67doebbf4de3c8199120"), "id" : 1, "name" : "Ann Hunter" }
: Objectld("6@cfb7eaebbf4d63c8129121"), "id" : 2, "name"™ I "Suzanne Wellington™ }
: Objectld("6Bcf67fcebbfdd63c8199122"), "id" : : "lohn Doe™ }

Figure 4.18: Warking with the Mongo shel!
When done playing around with MongoDB, use CTRI-d to exit the mongo shell and
return to the console.

Next, we are going to show how you can access the MongoDB server from within a
different container ranning on the same network.
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Accessing MongoDB from a different container

To access the MongoDB server from a different container, we can use ancther
instance of the mongo: latest image and run it attached to the same network as the
my -mongo container. Then, we use the CLI from within that container to access the
now remote DB. Use the tollowing command to start the CLI:
docker run -it \

--network my-network \

--rm \

mongo:latest mongo --host my-mongo

Once we are inside the shell, we can use the same commands as in the previous
section to show the list of databases and collections as well as the content of a given
collection. We can, of course, also add data to a collection or modify and delete
existing data:

switched to db demo

> show collections
users
> db.users. find()
§ "_id" | ObjectId("6@cf67dbebbf4d63c8199128™), "id" : 1, "name” ; "Ann Hunter” }
» 1 ObjectId(“6ocfE7eaebbf4de3¢8199121"), "id" ! 2, “name” . "Suzanne Wellington™ }
" | ObjectId("6@cf67fcebbf4d63c8199122"), "id" : 3, "name" ¢ "John Doe" }

Figure 4.19: Using the moigo shell from within another conteiner o access the MargoDB serve:

As you can see in the preceding output, we have been able to access the data and
plav with it the same way as when we were using the mongo shell from within the
database server container.

Use CTRL-d to exit the shell and return to your terminal session.

A simple Python app to access Mongo DB

Let us now create a very simple Python application that we will be running from
within a container attached to the my-network network and accessing the MongoDB
server.

Proceed as follows:

1. Open a terminal window and navigate to your src folder

2. From within the sre folder, create a new folder called che4/python-client
and navigate to it:
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and navigate to it:



92

Dacker: Up and Runiting

&

6.

mkdir che4/python-client &R cd ched/python-client

Open V5 Code from within this folder:

code .

To this folder, add a file server.py and add the following code:

pymango irt MongoClient

client = MongoClient( ' my-me
db = client.demo

count = db, users. count_documents{{})

users = db, users.find()

print(’ ]
print(‘'Connected to MongoDB')
print(* 5

print('F isers, '.format(count))

document users:
print{document|)

Figure 4.20: Pypthon code for the MongoDB client
Add a file called requirements . txt with this content:

¥ requirements.txt x

Figure 4.21: Dependencies for U Python client

Yes, that is correct; there is only one dependency to pymongo needed for this
simple Python client.

Add a file called pockerfile and add this content:

Dockerfie x

n-client Dockerlile
1latest
/app
OPY requirements.txt ./
pip install -r reauirements, txt

i python server.py

Figure 4.22: Dockerfile for the Python client
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7. Inthe terminal, from within the folder Python-client, run:

docker image build -t python-client .

Note the point () at the end of the previous line!

8. Run the Python client with the following:

docker container run --network my-network --rm python-client
The output in your terminal should look similar to this:

gabriel@Solaris python-client ¥ docker run ~--network my-network --rm python-client

Connected to MongoDB

Found 3 users.
1 ObjectId('60cf67d6ebbf4d63c8199120"), 0 : 'Ann Hunter'}
"; ObjectId('6@<f67eaebbf4d63c8199121°), ;" ' "Suzanne wellingtcn'}
: ObjectId('608cf67fcebbf4d63c8199122'), g 3= : "John Doe'}

Fignre 4.23: Pythoy clicitt accessing owr MonigoDB seroer

Once again, let me reassure you if you do not yet understand the meaning of every
single step. 1 promise we will address every detail in subsequent chapters of this
book.

To end, clean up your Ducker environment and remove the MongoDB container as
well as the network. Use the following commands:

docker container rm -f my-mongo

dacker network rm my-network

We have shown you how you can run any database—SQL or non-5QL—on your
local computer with ease, as long as it is containerized. The good thing is that you

can find curated Docker images of the most popular databases on Docker Hub. Here
we want to name just a few:

*  SOL: PostgreSQL, MySQL, MariaDB, MS SQL Server, and Oracle
s No-50L: MongoDB, CouchDB, and RavenDB

With this, we want to tom our attention a bit more onto the structure and inner
workings of container images.

Investigating the image layers model

You have been playing with quite a few Docker images so far without caring much
about what they exactly are and how their inner structure looks like. That is OK, but
now it is time that we put the focus on this and dive a bit deeper.
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What is a Docker image?

But, before we dive deeper into the internals of images, we need to ask curselves,
what is & Docker image in the first place? ['or this, we need fo look closer at Linux
as containers have originally been evolved in the Linux ecosystem. In Linux. the
operating system is made up of a filesystem where the files and directories are all
stored on the local disk. Everything in Linux is a file. Having said that, a Docker
image is a tarball containing such a filesystem, whereas a tarball is nothing else than
a compressed set of files and folders popular on Linux. But as we will see shortly,
there is a bit more than just that.

The layered filesystem

A Docker image 15 made up of a stack of immutable [ayers. You can think of it as a
deck of cards. The simplest image can consist of a single layer, but usually, you will
find that a given image consists of several layers. We can see that in the following
image:

Layer n ]

Layer n-1

Layer 3

Layer 2

Layer 1 = Base Layer

Figure 4.24: Layers of a Docker fntage

As we can see, the stack of layers starts with 1, which is also called the base layer
On top of Layer 1, we have Layer 2, and so on, until we get to the last layer; here it is
Layer 5. This is the topmost layer. Each of those layers contains a bunch of files and
folders. Together they make up that filesystem we mentioned earlier.

Fach layer only contains the difference or changes to the filesystem formed by the
lower laying layers. This is also called a Union filesystem. The details of such a
filesystem are not in the scope of this book, though, and are documented elsewhere
pretty well.

A storage driver handles the way these lavers interact with each other. Docker
provides a set of different such drivers, and each one has its own specific advantages
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or disadvantages. Normaily, though, it is not yourjob to deal with such nuances, as
the default driver is the one who will snit you the hest in mast cases other than very
specific or exotic ones.

Itis very important to note that each layer is immutable. Once created, a layer cannot
be modified anymore. The enly thing one can do is delete an existing layer. Since
layers are immutable, it automatically follows that a Docker mage as a whole is
also immutable. This immutability of images and layers has a lot of advantages, the
most important one of them being that a Docker image can be cached and will never
become stale.

n the following graphic, we try to illustrate how a custom Docker image could look
like that contains a simple Web application using Nginx as a Web server:

3. Add files of Web app a

2. Add Nginx Web server 6

1. Alpine Linux Distro 6

Figure 4.25: A sample custing Decker image containing a simple Web application

The image uses a base layer containing all the files and folders needed for it to be
an Alpine Linux distro. Then on top of that, we have Layer 2, which contains all
files and folders that an Nginx Web server needs to run on top of Alpine. Finally,
the third and last layer contains all the files and folders that make up your specific
Web applications. These are the HI'ML, CSS, and JavaScript files, plus all the other
resources, such as images, fonts, and more.

We have added a lock symbol te each of the layers to indicate that once built, the
individual favers are immutable.

If you are more curious and want to investigate where Docker stores those files on
the system, then the content of each layer is stored in a dedicated folder on the host
system. Usually, you can find those sub-folders at fvar/1lib/docker.

Once again, I want to peint out a nice side effect of the fact that layers are immutable.
They can be cached without ever becoming stale. Thisis a tremendons advantage, as
we will see throughout this book.
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The mutable container layer

So far, we have seen that all the layers making up a container image are immutable.
We also kind of know that a container image is a template from which a container is
built at runtime. When we use a docker run command, we instruct Docker to load
a copy ot the image’s layers into memory, where they will build an encapsulated
filesystem containing a runnable version of the containerized application. But
applications, when running normally need to mutate some files and folders in the
comtext where they are running. How can they do thatif, as we have stated, everything
is immutable? The answer is quite easy, as it turns out. The Docker engine, when
creating a container from an image, adds a writeable container layer on top of the
stack of immutable layers originating from the image. Using the preceding custom
image with the Nginx-based Web application, this would look as shown in the next
graphic:

’ Container Layer rw ’

3. Add files of Web app a
2. Add Nginx Web server a

‘ 1. Alpine Linux Distro a

Container

Figure 4.26: A contaivey based oar fhe cusionter fnage with & writcable contairer layer

We have marked the container layer as read/write (r/w) In the preceding image.
The application, when running, is now tree to make changes to the filesystem of the
container. All those modifications will then be captured in that container layer.

Please be aware, though, that since this container Iayer i5 created at runtime, it is
destroyed when a container is stopped and subsequently removed from the system.
That i3, all changes that the applications made to the filesystem are lost. We will
show ways on how to avoid this in the next section when we talk about Dockex
volumcs.

Due to the fact that the image layers are immutable, we can run several containers
from a single image, and they will share the image layers. This is a huge optimization
because it significantly reduces the number of resources that are used and, as such,
contributes to the fact that containers are so versatile. Let us use another graphic to
depict how this looks fike:
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As you can see, we have n containers running on the system. They are all instantiated
from the same Docker image. Thus, in this particular case, in memory, they share
the same three image layers, but each container instance has its own thin read/
write container layer. Yes, that is correct; each container has its own writeable layer
Thus, individual container instances cannot mess with each other’s filesystern. This
is important to understand!

Another benefit of this approach is that we will experience a significant decrease in
the upfront loading time for any subsequent container created once the image layers
have been foaded into memory, which happens when we run the first container.

Docker copy-on-write mechanism

Let us now try to understand what mechanism Docker uses when building up layers
of an image. It is called the copy-on-write mechanism. This is a strategy commonly
used for sharing files with maximum efficdiency. Now, try to put vourself inside an
mage layer. If, within this layer, you need a file or a folder, and it is present in one
of the lower-laying layers, then you just take that one. That is, you reach “down” in
the stack and pick what you need.

If, on the other hand, the file or folder is not there yet in the stack below vou, you
will add that file or folder to the Tayer you are currently sitting in. Basically, you are
perfarming an add operation.

But what if you want to modify an existing file? In that case, Docker creates a copy
of the existing file from the lower layer(s) and applies the modifications, and adds it
to the current layer. This is atso called copy-on-write.
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As always, to make it easier for us ko understand, let us use a graphic:

g
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Layer1(RIO) | File1 | | File2

Figure 4.28: The copy-on-write mechanism

Our image starts with layer 1, where we have added two files, File 1 and File 2. Then
layer 2 adds a new [ile called File 3. 1L also conlains a modified version of File 2. The
up arrow indicates the copy-on-write operation that the Docker engine will perform.
First, it copies File 2 from the lower laying layer and then applies the changes.

The Tast Layer (3) in our example makes yet another change to File 2. Thus, the
Docker engine copies the file from Laver 2, apply those changes, and then writes its
own copy mto Layer 3. Fiﬂa]ly, we add File 4 to the last layer, and then we are done.

Now that you got some insight into the inner workings of Docker images, let us turm
our attention to Docker velumes.

Using volumes with containers

Fach contaieris like a sandbox for the application runming inside it. Ttis not possible
to access the application from outside the container without special means, which
vou will get to know in Chapter 6, Dentystififing Container Networking. It is also not
possible to share data and liles with an application running in a container. Or is it?

You will certainly agree with me that it would actually be a bad thing if we could,
under no crcumstances, share files with processes running inside containers, Often,
we need to do exactly that. Just imagine you want to configure a containerized
application at runtime with the help of a configuration file. Or imagine a situation
where your contamnerized application needs to process some data that is only
available at runtime in the form of files.

Luckily, Docker offers a mechanism that allows us to, figuratively speaking, poke a
hole into the solid walls of the container, through which you can exchange files from
outside with the containerized application. The technique Docker uses to share files
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between a container and the outside world or between containers is by using so-
called Docker volumes. T et s now inveshigate how these volumes work, shall we?

Creating, inspecting, and deleting Docker
volumes

In this section, we will learn how to expliatly or implicitly create volumes that we
can use to share data between a container and the host systemn or between containers.
Let us start by explicitly creating a volume. The command to do so is as follows:

docker volume create my-valume

This will create a Docker volume called my-volume. 1y to create another one
called my - deme-volume. Once vou have done so, you can list all volumes with the
following command:

docker volume 1s

We should see something like the following:

gabriel®Solaris ~ % docker volume 1s
DRIVER VOLUME NAME

local my-demo-volume
local my-volume

Figure 4.29: List of Docker wolunies one miy host

Great, we can see the two volumes we just aeated. But what does that local in
the column DRIVER mcan? This just tells us that the data that is contained in the
respective volume resides on this computer, the so-called Docker host.

When using Docker, we can specify different ty pes of volume drivers that will define
where the data is going to be persisted to. By defaull, Docker uses the local driver,
which, as we just said, stores all data locally. But there exists a plethora of different
drivers that help you to put your data in a more safe location. As an example, think
of EBS volumes or 83 blob storage on AWS. Drivers for the other cloud providers,
MS Azure or Geogle doud. exist as well.

If you are curious about where exactly the data sits when using the local velume
driver, then I have to tell you that this is a bit tricky if you are on a Mac or Windows
computer. It is simple if you are using a Linux computer, though. Then, by default,
Doclker puts the data in a sub dircctory of fvar/lib/docker/volumes. Co and
have a look into this folder if vou happen to be on a Linux machine. You should find
two sub-folders named my - volume and my-demo-volume,

In the case of Mac and Windows, let me just say that Docker runs a little Linux VM
under the hood of your system. This is fully transparent to you, and you will not
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even realize this when you operate Docker. But in this particular case, it makes it a
bit trickier to locate the volumes folder, and T will not discnss the details here since
this is out of the scope of this book.

Next, letususe the inspect command to get some more information abouta particular
Docker volume. Use the following command:

docker volume inspect my-volume

And vou should see something similar to this:

gabriel@Solaris ~ ® docker volume inspect my-volume

[

{
"CreotedAt”: "2021-86-27T1@:55:552",
"Driver" local”,
"Labels": {},
"Mountpoint": "/var/lib/docker/volumes/my-volume/_data”,
"Name": "my-volume",
"Options”™: {},
"Scope": "local”

Figure 4.30: inspecting a Docker voliine

As you should notice, there is a 1ot of helpful information about the volume presented
in this output. Most notably, which driver we are using (local} and where the data
can be found on the host (Mountpoint).

If you need to delete a volume, you can do so by using the following command:
docker volume rm my-volume

The preceding command will remove the volume called my-volume from the system
and, with it, all its content. But be aware that this is a destructive operation since the
data that was stored in that volume is gone after this. Docker engine prevents you
from mistakenly deleting a vohrme that is gHll in use by at least one container. The
delete command will fail in this case. But even if the volume is not currently used
by any container, it may still centain useful data. Thus, make sure you know what
vou are doing!

On a lower system, which is a non-production system, you may accumulate a lot of
volumes over time that are obsolete because they are artifacts from earlier tests or
simulations. In this case, itis good to know that there exists a handy prune command
that allows you to remove all not used volumes in one go:

docker volume prune
Sinee this is a destructive operation, you will be asked by Docker if vou are sure

about this. Answer with “¥” if you know what you are doing. Alternatively, you can
use the --force {or -f) parameter to avoid being asked:
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that allows you to remove all not used volumes in one go:

docker volume prune
Sinee this is a destructive operation, you will be asked by Docker if vou are sure

about this. Answer with “¥” if you know what you are doing. Alternatively, you can
use the --force {or -f) parameter to avoid being asked:
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docker volume prune --force

Mounting a volume into a container

So far, we have learned how to create, list, inspect, and delete a Docker volume. But
now we certainly want to know how to use such a volume with a container.

Let us use a simple Alpine container to show how we can use the volume my-volume
that we just created. Use the following command:
docker container run -it \

--name demo \

-v my-volume:/data \

alpine /bin/sh

Let us decomposition this command a bit, shall we? We are basically running a
container named demo from a Docker image called alpine. We are running this
container interactively with an attached TTY (-it), and inside the container, we are
running a Linux shell (/bin/sh). This should already be very familiar to you. The
new piece that comes into play in the preceding command is the volume part:

-v my-volume:/data

This part has the following meaning: A volume called my-volume is mounted into
the filesystem of the container at the location /data. Instead of the parameter -v, we
could also have used the more explicit - -volume.

We are free to use any valid folder inside the container where we want to mount the
volume to. Here we chose to use the folder /data. lf this folder does not yet exist
inside the container, then the Docker engine will automatically create it for us.

When vou execute the preceding command, you should see this in your terminal
window:

gabriel@Solaris ~ ¥ docker container run -it \
-name dema \

~v my-volume:/data \
qlpine /bin/sh

Figure 4.31: Mownling o voluute 10 & conlatier

As you can see, we are at the prompt of a Linux shell inside the Alpine container.
Now, we can navigate inside this container to the folder /data, which was created
by Docker because of our mount command -v my-volume:/data.

Inside this container, we can then create a sinple text file called sample.txt with
some content. In vour terminal, enter:
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docker volume prune --force
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cd /fdata
echo "Hello world!" > sample.txt

When done, press CTRL-d to quit the shell inside the container and thus quit the
container.

Next, remove the container from the system with the following:
dacker container rm demo

If you try to list all your container with docker container 1s --all, the demo
container should be gone. But we still have the data in the volume my-volume that
we just created from within the demo container. It is persisted on our machine, the
Docker host.

We can easily prove that the data is still there by mounting the volume my-volume to
another container and then inspecting it there. Use the following command to do so:
docker container run -it --rm \

-v my-volume:/my-data \

ubuntu cat /my-data/sample.txt

Notice that we are using a different image, namely Ubuntu and that we are mounting
the volume to the folder /my-data this time. When executing the preceding
command, you should see this or similar cutput in your terminat:

gabriel®Solaris ~ % docker container run -it --rm \
-v my-volume:/my-data \

ubuntu cat /my-dota/sample. txt
Hello world!

Figure 4.32: Accessing pre-existing dala from e mouiled vohime

This, of course, proves that there indeed still exists the data that we had been creating
from within our Alpine container before.

Often, we want to mount a volume into a container and give the application(s)
running inside the container only read access. This can be done by extending the
mount mstruction stightly. 1f we wanted to do this for the previous command, it
would look like the following:

docker container run -it --rm \
-v my-volume:/my-data:ro \
ubuntu cat /my-data/sample.txt

Note the : ro—as for read-only—at the end of the second line.

Tt is a good practice to only have one of the applications writing data and one to
many applications consuming it if you want to share data by, for example, using this
technique of sharing data via a volume that is mounted into different containers.
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cd /data
echo “"Hello world!" > sample.txt

When done, press CIRL-d to quit the shell inside the container and thus quit the
container.

Next, remove the container from the system with the following:
docker container rm demo

If you try to list all your container with docker container 1s --all, the demo
container should be gone. But we still have the data in the volume my-volume that
we just created from within the demo container. It is persisted on our machine, the
Docker host.

We can easily prove that the data is still there by mounting the volume my-volume to
another container and then inspecting it there. Use the following command to do so:
docker container run -it --rm \

-v my-volume:/my-data \

ubuntu cat /my-data/sample.txt

Notice that we are using a different image, namely Ubuntu and that we are mounting
the volume to the folder /my-data this time. When executing the preceding
command, you should see this or similar output in your terminat:
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This, of course, proves that there indeed still exists the data that we had been creating
from within our Alpine container before.

Often, we want to mount a volume into a container and give the application(s)
running inside the container only read access. This can be done by extending the
mount mstruction stightly. If we wanted to do this for the previous command, it
would look like the following:

docker container run -it --rm \
-v my-volume:/my-data:ro \
ubuntu cat /my-data/sample.txt

Note the : ro—as for read-only—at the end of the second line.

Tt is a goed practice to only have one of the applications writing data and one to
many applications consuming it if you want to share data by, for example, using this
technique of sharing data via a volume that is mounted into different containers.
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Let me quickly recap what is most important from what we have just learned:

We can create a Docker volume and mount it to any desired folder inside of a
container. Once we have mounted that volume to this particular folder, any data
that is added to that folder by the application running inside this container will be
persisted in the velume. By default, the data will reside in a lecal folder on the host.
But we can use different volume drivers, and as a censequence, the data will be
persisted elsewhere, for example, in an 53 bucket on AWS. This is pretty amazing,
right? The application inside the container does not have to know anvthing about
the details of the storage chosen by you, it can just read from or write to the folder
you have been mounting the volume ta, and the persisting will “autemagically” be
taken care of from the view of the application running in the container.

Mounting a host folder into a container

Tt is good to know that, next to mounting volumes into a container, there is also a
possibility to mount local folders into a container without the need to use or define
Docker volumes.

This feature comes in very handy when developing containerized applications, as
we will see in Chapler 8, Testing and debugging containerized applications.

Let us see, how this can be achieved. First, create a new sub-folder inside your
folder src/ch@4 called my-code. Navigate to that folder and then run the following
conunand:
docker container run -it --rm \

--volume $PWD:/app \

alpine /bin/sh

Please notice the part that mounts the local folder into the container:
--volume $PWD:/app

In Linux (and in Unix in general, as well as in Bash on Windows), he $PWD will
oulput the current working directory, that is, the full path to the dircctory vou are
launching the preceding docker command from. The reason why we do this is
because the docker volume mount command requires us to use absolute paths, and
we cannot use relative paths. $PWD does this for us without us having to hard code a
very specific path that may not work on a different systenm.

That said, how does Docker know when te work with Docker volumes and when
to work with local folders? Well, it is simple, Docker just analyses what is on the
left side of the colon (:), and if it resolves to a filesystem path, Docker assumes that
latter; otherwise, it assumes it is (the name of) a Docker volume.

Run the preceding command, and once inside the container, navigate to the fapp
folder. Inside that folder, create a simple file:
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cd fapp
echo “"example data...

> demo.txt

Open a second terminal window and navigate to your src/ch@4/my - code folder.
List its content, and you should see that there is a file called demo.txt present. Use
the cat command to output its content, and you will see that it corresponds to the
file that you previously created from within the comtainer:

gabriel@Solaris ~ % cd src/ch@4/my-code
gabriel@®Solaris my-code % ls
demo.txt

gabriel@Solaris my-code ¥ cat demo.txt
example data...
gabriel®Solaris my-code % ||

Figure 4.33: Fandiny divte resutting from mounting a toval folder mto a confainer

Next, create a file in the local folder with, for example, the following content:

echo "content created on host..." > sample.txt

Switch to the terminal where you still have your container running and locate the
file and print its content with these two commands:

1s :
cat sample.txt

First, you should find the file created on the host now also in vour container and also
see that its content is indeed what you have expected:

/app # 1s
demo. txt sample.txt

/app # cat sample.txt
content_created on host...

Fignre 4.34: Locating and verifying contesd created on the hest insude the container

Terminate your container by pressing CTRL-d.

We have seen that when mounting a host folder into a container, we can shave data
bidirectionally from the host to the container and vice versa. As mentioned before,
this comes in especially handy when developing and testing code for applications
nnning inside a container.

In the last section of this chapter, let us now look into how we can provide runtime
configuration to an application running inside a container.
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In the last section of this chapter, let us now look into how we can provide runtime
configuration to an application running inside a container.
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Configuring an app running inside a
container

Most applications need some kind of configuration at runtime. Let us say we have
an application that accesses a database. It is a best practice to never hard code in the
application, which connection string the application uses, but rather develop the
application in a way that it uses a configuration sctting whosc value we can pass at
runtime. This way, we keep the application flexible. The application developer does
not have to know what DB the app is using during runtime, nor does she have to
know the credentials that are used to access the particular database.

When you containerize an application, the same best practices apply. Thus, we need
to find a way how we can pass configuration settings to the containerized application
at runtime. There are various possibilities to do so. In this section, we will learn the
most common and recommended ones.

In Linux, it is a best practice to provide configuration settings via environment
variables. But since an application running nside a contaner is completely
shielded from the outside world and specifically from the host system on which
it runs, we cannot use the environment variables defined on the host to configure
our containerized applications. Let us prove this. If in a terminal, we execute the
tollowing command to export all defined environment variables:

export
then on our MacOS, we see a long list that starts like the following:

COLORFGBG="7;0"

COLORTERM=truecolor
COMMAND_MODE=unix2093
HOME=/Users/gabriel
HOMEBREW_CELLAR=/opt/homebrew/Cellar
HOMEBREW_PREFIX=/opt/homebrew
HOMEBREW_REPOSLTORY=/opt/homebrew
INFOPATH=/opt/homebrew/share/info:
ITERM_PROFILE=Default

v

On the other hand, if we are exporting all environment variables defined in, say, an
Alpine container:

docker container run alpine /bin/sh -c "export"
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We will see this:

gabriel&€5olaris my-code % docker container run alpine /bin, -c Texport"
export HOME='/root'
export HOSTNAME='543f3a093b96"

expert PATH='/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin'
export PWD='/"

export SHLVL="1"

gabriel®oclaris my-code %

Figure 4.35: Exporting all environmeni vaviables i an Alpine condainer

This is definitely different from what we see on our host.

Luckily, there is a way to define an environment variable and its value in the docker
run command. Let us say we want to define a variable FOO with the value bar, then
we can modify our command from the preceding like the following:

docker container run \

-e¢ FOO=bar \

alpine /bin/sh -c¢ "export"”
The output now looks like this:

gabrielPSolaris my-code ¥ docker container run \
> e FOO=bar \
alyine /binfsh -c "export”

export HOSTNAME="9a@8fadd26d0’

Figire 4.36: Defirting an environment variable in the Docker run command

We use the parameter - e {or the more explicit - -env) to define a key-value pair, here
FOO=bar. Notice that we can define as many variables as we want by repeating the
second line in the preceding command. Thus, if we have three variables ONE, TWO,
and THREE to define, the command would ook lke the following:
docker container run \

-e ONE=valuel \

-e TWO=value2 \

-e THREE="value3 containing spaces" \

alpine /bin/sh -c "export"

Note the variable THREE, whose value contains spaces or other problematic characters.
You can use single or double quotes to wrap the value.

If you have a complex application that vou need to containerize, the list of values
that you will wanl to configure may grow quite a bil. Quickly you find vourselt
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If you have a complex application that vou need to containerize, the list of values
that you will wanl to configure may grow quite a bil. Quickly you find vourselt
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with dozens of values. Do we really have to list every single value in the Docker run
command explicitly? It irrns out that there is a better way than that. We can use a file
in which we list all the configuration values as <key»>=<value> pa:rs, one per line.
To mimic the preceding example with the variables ONE, TWO, and THREE, you could
define a file named app . conf and add the following content:

ONE=valuel
TWO=value?2
THREE=value3 containing spaces

Then, you can modify the docker run command to use the - -env-file parameter
such as that it looks like the following:

docker container run \
--env-file app.conf \
alpine /bin/sh -c "export"

and the output should lock like the following:

cabriet®solaris config
env-file app.conf \
alpine /bin/sh -c "export’
export HOME='/root'
export HOSTNAME~"a8d@3c6cedcd’
export ONE='valuel
export PATH='/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin'

i & zer container run

export PWD="/'

export SHLVL="1"

expart THREE='value3 containing spaces'
export TWO='value2

crbriel®Solaris config-demo %

Figure 4.37: Using configuration files in lie Docker run command

The latter approach is really much more convenient as soon as you have more than
a handful of variables to define.

Conclusion

In this chapter, we have leammed how to use existing images and leverage them either
as is or to build custom images upon them. We showed this with the example of a
relational database and a no SQL database that we both ran and accessed from a
different container running on the same network. We also showed with simple hello
world style of applications how vou would access a containerized database from a
Node JS and a Python application that themselves were containerized.

Next, we leamed more about what Docker images are and about their inner workings.
We described how images are built up of an munutable stack of layers that each
conlains the changes lo the filesystem in relation lo the lower-laying images. As a
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whole, they make up a complete filesystemn that is needed te run the containerized

applicafion.

Finally, we got to know what Docker volumes are, how those volumes are used, and
what kind of scenarios they are providing a benefit to.

With that, it is time for you to assess your learnings. We have collected a few sample
questions you should try to answer before you proceed. To each question, we also
provide the (or a possible, il there is more than one) correcl answer.

Questions

To assess your progress, please try to answer the following questions:

1. How would you run a Postgres container named my-db in detach mode?

a.
b.
c.

d.

docker container run postgres:latest -detach -n my-db
docker run -d -n my-db postgres
docker container run -d --name postgres my-db

docker container run --detach --name my-db postgres

2. Whal is a precondilion {hat you can access a Poslgres dalabase running
locally inside a container from an application runningin another container
that also runs locally? Multiple answers are possible.

a.

b.

Thisis not possible since one cannotrun Postgres locally ina container

You need to make sure that in the connection string, vou use as
the hostname for the database the name of the container in which
Postgres runs

‘To make this possible, Postgres and your application need to both
run in the same container

To make this possible, vour network admin needs to provide you
with special permissions

The two containers, the one with Postgres and the one with your
application, need to be attached to the same network

3. Which is the correct command to mount a local src folder into a container
my-app atits folder /app/src?

a.
b.
C.
d.

docker container run -v $PWD/src:/app/src my-app
docker container exec --volume $PWD/src:/app/src my-app
docker -v §PWD/src:/fapp/src my-app run my-app

docker container run my-app --volume $PWD/src:/app/src
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With that, it is time for you to assess your learnings. We have collected a few sample
questions you should try to answer before you proceed. To each question, we also
provide the (or a possible, il there is more than one) correcl answer.

Questions

To assess your progress, please try to answer the following questions:

1. How would you run a Postgres container named my-db in detach mode?

a.
b.
c.

d.

docker container run postgres:latest -detach -n my-db
docker run -d -n my-db postgres
docker container run -d --name postgres my-db

docker container run --detach --name my-db postgres

2. Whal is a precondilion {hat you can access a Poslgres dalabase running
locally inside a container from an application runningin another container
that also runs locally? Multiple answers are possible.

a.

b.

Thisis not possible since one cannotrun Postgres locally ina container

You need to make sure that in the connection string, vou use as
the hostname for the database the name of the container in which
Postgres runs

‘To make this possible, Postgres and your application need to both
run in the same container

To make this possible, vour network admin needs to provide you
with special permissions

The two containers, the one with Postgres and the one with your
application, need to be attached to the same network

3. Which is the correct command to mount a local src folder into a container
my-app atits folder /app/src?

a.
b.
C.
d.

docker container run -v $PWD/src:/app/src my-app
docker container exec --volume $PWD/src:/app/src my-app
docker -v §PWD/src:/fapp/src my-app run my-app

docker container run my-app --volume $PWD/src:/app/src
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4. What are scenarios in which you want to use Docker volumes?

a.
b.
c.
d.

e,

Share data between containers

Persist data outside of a container, e.g., in an 53 bucket on AWS
Run stateful applications such as databases inside containers
All of the above

None of the above

5. You want to pass a configuration sefting called MAX_SUM_INSURED with
value 1M to the app my -web running inside a container. How can you do that
if the application expects the value to be set as an environment variable?

a.

b.

docker run --env MAX_SUM_INSURED=1M my-web
docker run -e MAX_SUM_ INSURED=1M my-web

Define a file .env with the content MAX_SUM_INSURED=1M and use the
following command: docker run --env-file .env my-web

d. Nene of the above

6. Whaltarethe valid advanlagesol the [acl thal Docker images are immulable?
Multiple answers arc possible.

a.

b.

C.

d.

A Docker image does not get stale when cached

A Docker image can easilv be moditied

A Docker image cannot easily be tampered with

Tdonot have to repeatedly download the same image from the image
Tegistry

Answers

S T A

The correct answer is d

b and e are correct

Answer a is correct

Answer d is correct

a, b, and ¢ are correct

Answers a, ¢, and d are correct
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Job interview sample questions

So, you finally got a chance for an onsite interview for a job as a software developer.
The job is offered by a very sought-after company. During the interview, you are
confronted with the following questions:

e

You wrile an application A that continuously produces some data, which it
writes into a file. Application A is supposed to run inside a container. Now,
vou want to write a second application B, that also will run in a container,
but a different one. Lhis application B shall read from the file produced by
A and process the data within it. Is this possible? And if yes, what technique
would you usc?

The interviewer says: “We tried to make our development process as friction-
free as possible and thus run everything locally using Docker containers. Yet
we struggle with one key element, the database. We continue te use a shared
database for all developers residing in the cloud. We know that is not the
best way of doing it, but we have not found a better sohiton Vi What
would you answer the interviewer?

Imagine you had written a new great Web application. The application needs
a let of configuration settings at runtime. Tell me what techniques you would
use to provide the configuration to the web application that is running in a
Docker container.

Have you ever worked with Docker volumes? If yes, name me some typical
scenarios where the use of Docker volumes is a good solution.

A Docker image is immutable. What are some advantages of this? Are there
also disadvantages that you can identify.

Job interview sample answers

Here are possible answers to the given questions:

1

Yes, the scenario described is possible and can ecasily be solved by using a
Docker volume that is mounted into both containers. We may also want
to mount the volume for application B in read-only maode since B is only
consuming data that is written by application A. It is always a good practice
lo only have one parly modilying the dala and one 1o many that just read
the data.

For all popular, there exist Docker images on Docker Hub. This includes SQL
and no 5QL databases such as Oracle, MS SQL, Postgres, MongoDB, and
many more. lt is easy and straightforward to run all these databases locally
on a develeper’s machine, given that she has enough RAM (we recommend
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at least 16GGB). The advantage of local databases is that there is no need to
use shared environments with their ever-changing boumdary conditions As
a developer, I can work with my database as I see fit and without negatively
affecting other developers, which is always a problem when using shared
databases.

3. 1 would detinitely collect all settings in a settings file in the form of a list
of key-value pairs. 1 would then pass that content to the container in the
run command. The parameter to do so is --env-file <path-to-file>
Technically I could also use volumes to share configuration values, but the
former is a bit more standard.

4. Typical scenarios wherte the use of Docker volumes makes sense:

a. My app needs te read or write files to an EBS volume or an 53 bucket
on AWS

b. My application needs to share files with another application running
in a different container

c. Although it is a special technique, it is worth mentioning: when
developing, testing, and debugging applications running inside a
container, T may want to mount a local folder containing the code or
other artifacts into the container

d. 1have a stateful application that needs to survive crashes, and 1 do
not want to use other means to persist data, such as a database

5. These are some of the advantages of Docker images or image layers being
immutable:

a. Ican cache image layers indefinitely without them becoming stale

b. T do not have to repeatedly download an image and can save
bandwidth

¢. Multiple container instances can share the same image lavers in
memory and thus require less resources, and thus, can also start-up
quicker.

d. It1s harder to accidentally tamper with an existing Docker image

e. IfaDocker image runsin one environment, thereis a (high) guarantee
that it runs in any other environment
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(CHAPTER 5

Creating
Your Own
Docker Images

Introduction

In the previous chapter, we have used existing Docker images and demonstrated how
to use them for our applications. We particularly were working with containerized
SQL and no-SQL databases that we then accessed from another container running
in the same container network as the database. We also learned how to use Docker
volumes to persist or share data produced or consumed by applications running
inside a container. Finally, we were told how to configure an application running in
a container at runtime.

Now;, it is time that we get to know how we can build our own custom Docker
images. This comes in handy when we want to containerize our own applications or
custom processes.

Structure

In this chapter, we will discuss the following topics:
s Creating a custom Docker image
e Building a Docker image

e Leveraging the Docker build kit
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e Tagging Docker images
¢ Creating an account on Docker Hub

¢ Publishing Docker images

Objective

Once you have finished this chapter, vou will be able to create your own custom
Docker image, explain to an interested layperson in detail how the Docker build
process works and leverage the more advanced and higher performant build-kit
of Docker te build your custom image. You will also learn how to tag your custom
mage and publish it to Docker Hub.

Without further ade, let us dive info the first topic and learn how to create our own
Docker imagges.

Creating a custom Docker image
There are basically the following three ways on how one can create a custom Docker
image in the system:

1. Interactively build a container and then create an image from it

2. Create a Dockerfile describimg the image to be built

3. Creale an image by importing it inio the syslem from a larball

Let us look at each of these three methods in detail but mostly concentrate on the
second one, creating a Dockerfile, since it is by far the most important one. It is also
the recommended approach in most situations.

We will start with the method where we interactively or manually create a container
that will then be used as a template for a custom Docker image.

Creating an image interactively

This method is often used in an expleratory phase when we are not quite sure yet on
what we want to build and how we should build it. In other words, we might want
to experiment and use a trial-and-error method to achieve the goal. Although this
method of creating a custom Docker image is really powerful, itis not recommended
for production use. Why?

To make the process of building a Docker image repeatable, and thus, reliable and
auditable, we want to automate all the steps. But the process that we are going to
investigate right now is very much manual. Thus, we do notrecommend it for use in
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production but only in a phase where we do proof of concepts or while a developer
or DevOps engiineer does a spike

Let us illustrate this process with an example:

1.
2.

Open a new terminal window
Start an Ubuntu container interactively, run a Bash shell inside this container,
and name the cantainer demo using the following command:

docker container run -it \
--name demo \
ubuntu:20.84 fbin/bash

Your output in the terminal should look similar to thus:

gabriel@®olaris ~ % docker container run -it \
--name demo \

ubuntu:20.84 /bin/bash
Unable to find image 'ubuntu:20.84" locally
20.94: Pulling from Llibrary/ubuntu

6f86eded34al: Pull complete

Digest: sha256:aba8@b77e27148d99c034a987e7da3a287ed455390352663418¢c0f2ed40417fe
Status: Downloaded newer image for ubuntu:20.e4

root€2bcd37fb73f: /¢ |

Figure 5.1 Rumning a Bash session inside an Ubuntic contriner

Inside the container, we will use the apt package manager to install tools
and frameworks. Though first, we need to updale ils package reposilories
with the following:

apt-get update

Exccuting the preceding command results in this output:

cotd149ef0416714: /& apt update
- bttp://security.ubuntu.com/ubuntu focal-security InRelease [114 kB]
http://apchive.ubuntu,com/ubunty focal InRelcase [265 kB)
bttp://security.ubuntu_eam/ubuntn focal-mecurity/multiveras amd6d Packagea [27.6 kB8]
bttp://security.ubuntu_com/ubuntn focal-security/main amdfd Packages [925 «B|
http://security.ubuntu.com/ubuntu focal-security/universe amdé4 Packagas [778 kB|
bttpi//security.ubuntu.com/ubuntu focal-security/restricted amdéd Packages [368 kB]
bttp:/larchive.ubuntu.comfubuntu focal-updatcs InRelecase [114 kBj
http:/farchive.ubuntu. com/ubuntu focalebackperta InRelease [101 kA]
bttp://avehive ubsntu. cam/ubunty focal/multiverss amdéd Packagas [17T7 kR
http: //archive.ubuntu_com/ubuntn focal/mmin amd6d4 Packages [1275 kB]
http://archive.ubuntu.comfubunty focal/restricted amdGd Packagea [33.4 kB]
http: f/archive.ubuntu.com/ubuntu focal/universe amd6d Packages [11.3 MB]
http: /farehive.ubuntu.eom/ubuttu focal-updates/restricted amd64 Packages [416 kB|
http: f/archive.ubuntu.com/ubunty focal~updateés/universe amdésd Packages [1040 XB|
http: ffarchiva.ubuntu.sam/ubuntny foacal-updates/miltivarss amd6d Packages [32.4 kB]
http: //archiwa.ubuntu.com/ubuntu focal-updates/main amdfd Packages [13&1 kn|
http: //archivae.ubuntu. com/ubuntu focal-backporta/universe amdéd Packages [£31S 3]
http: //archive.ubuntu.com/ubuntu focal-backports/main amd6d Packages [2668 R
ed 18.4 MB in 3s (6343 kB/=)
++. Done

ezding atate information... Dane
1 packages can be upgraded. Run 'apt liat —-upgradable’ to see then.
oot A49af0416714:/8

Vigure 5.2: Updating the apt pockage vaanager inside the Ubuntu contafier
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4.

Now, we are ready to install ping from the Linux library iputils, which
contains a few useful Linux nebwork utilices:

apt-get install -y iputils-ping

This time we will not show the output of the preceding command here
because it is pretty long. But basically, vou will be told that apt is installing
ping and some additional support libraries.

Verify that ping has been installed successfully by trving to access the
Google DSN server at 8.8.8. 8 [or five times:
ping 8.8.8.8 -¢ 5

You should see this:

lroot@149e£f0416714:/# ping 8.8.86.8 —¢c §
.8.8 (8.8.8.8) 56{84) bytes of data.
from 8.8.8.8: icmp_seg=1 ttl=110 time=1.21
from .8.8: icmp_seq=2 ttl=110 time=1.26
from -8: icmp_seq=3 ttl=110 time=1.19

8
8.

from 8.8.8.8: icmp_seqg=4 ttl=110 time=1.22
8

from .8: 1cmp seg=5 tt1=110 time=1.11

-- 8.8.8.8 ping statistice ---

5 packets transmitted, 5 received, 0% packet loss, time 4005ms
tt min/avg/max/mdev = 1.110/1.197/1.259/0.049 ms
root8149ef£0416714:/# [

Figure 5.3: Using pung meside an Ubunls condeiner

Note: If you are using a Mac PowerBook with an M1 processor, the preceding
command does not work (at the time of this writing). It is a known problem that
may be resolved by the time you are reading this. If it is still not working for
you, just try to ping the loopback endpoint at 127.0.0.1.

6.

New, try to inslall the lalest Node JS and the Node package manager npm
using the Ubuntu package manager:

apt-get install -y nodejs npm

This will take a moment; please be patient. Youir can monitor the progress of your

terminal output. Note that vou will have to answer two questions about the
preferved region you arce in and the locale during the installation of the node.

Now make sure node and npm are available and working;

nade --version
and
npm --version

vou should see something like this:
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oot@94065£8dacfc: /# node --version
10.19.0

oot@94065f8dacfc: /# npm ~-version
6.14.4

Figure 5.4: Testing that Nodv [S Tus been instaaled correctly

8. If you would rather use Python in your container, try to install it with the
tollowing command:

apt install -y build-essential libssl-dev 1libffi-dev python3-dev

9. Make sure Python 3 has been installed by issuing this command:
python3 -v
Note the uppercase “V* in the preceding command. In our case, the output is as
follows:
Python 3.8.10

10. We can alsa create files and folders inside the contaimer. Try:
mkdir -p /app/src
cd /app/src
touch sample.txt

11. When done installing tools and experimenting, exit the container with Ctrl-D.

12. The container at this time should still be in the system’s memory, as you can
easily test with the following command:
docker container 1s -a | grep demo
and you should see something similar to this:

gabriel®olaris ~ % docker contaimer ls -a | grep demo

2bc8d37fb73f  ubuntu:20.04 "/bin/bash” 6 hours ago Exited (@) 29 seconds ago

Figure 5.5: The demo conlainer in memory

So far, we have used interactive commands to create a custom container. We have
installed additional tools and a whole development environment, namely, Node JS.
We also have created custom folders and files inside this container.

Now, let us make a new image trom this container, shall we?

1. To do this, use the docker container commit command as follows:
docker container commit demo my-demo-image:1.0
This will create a new image called my-demo-image:1.8, taking the Ubuntu

as a base layer and converting the container layer of the demo container into
a new read-only image layer on top of the base layer.
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So far, we have used interactive commands to create a custom container. We have
installed additional tools and a whole development environment, namely, Node ]S,
We also have created custom folders and files inside this container.

Now, let ns make a new image from this container, shall we?

1. To do this, use the docker container commit command as follows:
docker container commit demo my-demo-image:1.0
This will create a new image calted my-demo-image:1.8, taking the Ubuntu

as a base layer and converting the container layer of the demo container into
a new read-only image layer on top of the base layer.
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2. Look for the container image in your cache with the following:
docker image 1ls | grep my-demo
and you should see something like this:

gabriel@Solaris ~ % docker image 1s | grep my-demc

my-demo-image 1.0 c26865bd9cd? 33 seconds ago

Figure 5.6: New image crealed from inleraclively creale demo coniainer

Finally, we can usc the history command to sce the layers of the image we just
created:

docker image history my-demo-image:1.0

and we should see this:

gabrie laris ~ % docker image history my-cdeen-ima y
IMAGE CREATED CREATED BY SIZE COMMENT
€26865bd%cd? 6 minutes ago  /binsbash 491MB

8707eaf21636 2 weeks ago /bin/sh ~¢ #(nop) (MD [“bash™] oB
<missing> 2 weeks ago /ein/sh ~¢ #(nop) ADD file:9e94a579f0495Fce.. 65.6MB

Figure 5.7; { Listory of the newly created fnage

You can see in the preceding image that we have three layers. The last layer
in the listis the base Tayer containing the Ubuntu 20.04 distro. The middle
layer is also part of the Ubuntu image. Finally, the first [ayer, whose IMAGE
column contains the value ¢26865. . ., was created by cur commit command
preceding. Since we have inslalled quile a bil of software, (he layer grew
considerably to a size of 491 MB.

3. Optional: Try running a container from the my-demo-image:1.9 image
interactively with a Bash shell and verify that the ping tool, Node IS and
Python are still there and usable. Also, look for the folders and fles that
you created in the demo container. They should also be present in this new
container.

With this, we conclude this section, where we explored how one can create an image
from a container that has been configured interactively. This is specifically interesting
when vou are in an investigation phase and do not yet know how exactly vou will be
constructing a container in a fully automated wav.

How to construct an image in a fully automated way is the next topic we are going
to investigate.

Authoring a Dockerfile

The Dockerfile is a text file, and by default, it is literally called Dockerfile. The
Dockerfile is a manifest of what is going to be part of the Docker image we want
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constructing a container in a fully automated wav.
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to build. It is a declarative instruction to the Docker builder tool on how to create
the image. Due to the fact that the content of the Dockerfile is declarative, it is very
readable, and the Dockerfile can, thus, serve as a documentation of the image.

In this section, we will get to know various keywords that we can use in a Dockerfile
and their meaning. Some of them are FROM, COPY, or RUN. But let us first start by
explaining how the image is actually built by the Docker image builder.

The Docker image build process

In this section, we look at the details of how a Docker image is actually built. For
this, we start with a very simple Dockerfile that serves as a manifest for the image
we want to build as an example.

Note, for our description, we use the defoult Docker image builder, which is part of Docker
Deskfop. We are not using the also included image builder based on the bunld kit since thai
builder is highly optimized and more invelved fo explain. The basic principles are the same,
ihough, and that is why here we stick with the orighial builder.

Here is the content of the Dockerfile we are going to use is as follows:

FROM node:latest
WORKDIR /app

COPY package.json ./
RUN npm install
coPY . .

CMD node server,js

This is one of the Dockerfiles we have used in the previous chapters to build a Node
JS client for accessing a Postgres database.

As you can see, the Dockerfile consists of exactly six instructions, each one on a
separate line. This is important as the image builder will build a layer for each
instruction in the Dockerfile. The builder will start with the first line containing the
FROM node:latest instruction. It will create the first few layers from this. How
many that will depend on how many layers the base image consists of. In our case,
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many that will depend on how many layers the base image consists of. In our case,
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the node:latest image consists of nine layers, which we can see when we try to
pull the image from Docker Hub as shown as follows:

g Glarts ~ & Jocker tfoge pull nede:latest

latest: Pulling from library/node

310b368da982: Domnleading [= o J 11.11MB/49.22MB
8642¢2cd4eedd: ODownload complete

9137877e@c26: Download complete

785171b803c4: Downloading [ -t ] 18.82MB/S52.17MB

¢ Downleoading [> ] 535kB/184MB
: Waiting
: Waiting
: Waiting
: Waiting

Figure 5.8: Pulling the fatest Node iinage fron Docker Hib

Thus, we will have nine layers as a result of this first instruction.

Next, the builder will process the second line, in this case, WORKDIR /app, and create
a new layer from it. This new layer will go “on top” of the previous nine layers and
build a new intermediary image with 10 layers.

After this, the builder will take the third line with the instruction COPY package.
json./ and create yet another layer. The intermediary image will now have 11 layers,

This process will go on until the image builder has processed all instructions in the
Dockerfile. In the end, we have a resulting image that will have 14 layers.

We will now try toillustrate this with the following graphic:
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In the preceding graphic, we can see the Dockerfile on the left with the six lines,
each containing an instruction. On the right side, we see the resulting Docker image.
The arrows in the middle assodate each instruction in the Dockerfile with the
corresponding layer of the image. Note that usually, we say that an image consists of
a stack of image layers, with the base layer at the bottom. In the preceding picture,
the direction of the stack is reversed, and the base layer is at the top.

Now, youmight wonder what exactly the builder is doing when building the image.
Let us explain this again using the preceding Dockerfile as an example:

i

6

The builder sees the FROM instruction and peeks into the local image cache
to see if there is an image called node: latest. If not, then he pulls the image
from Docker T lub.

The builder goes to the second instruction, here WORKDIR /app. The builder
creates a temporary container from the result of Step 1 (which are Layers
1-9) and executes the WORKDIR comunand inside this temporary container.
‘The result of this instruction is applied to the writeable container laver of this
temporary container.

Now, the builder creates a new image layer (here, Layer 10) from the
preceding container layer using the lechnique we learned in the previous
section when we discussed the docker container commit command.

Next, the builder takes instruction 3, which is COPY package.json ./
For this, it again creates an intermediary container from the result of the
previous step—in this case, it will be Layers 1-10. Inside this new temporary
container, the builder will execute the COPY instruction. Again, the results of
this instruction are applied to the container layer

The builder once again creates an image layer (Layer 11) from that container
layer.

The process continues until the whole Dockerfile is processed.

The build process is thus an iterative creation of temporary containers inside which
the builder execules the respeclive instruclions. Each of those sleps leads lo the
creation of a new laver.
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We have tried to illustrate what we discussed earlier in words with the following
graphic:

Step H Builder Container ' Instruction Resulting Image

[ Layers 1-@ - Base Layeris} 6|

® | Contamerlayer  uw!! WORKDIR app [Layers 10 8
i | Layers 1-9 - Base Layer(s) @ : | Layers 1-9 - Base Layer(s) @]
i1 Container Layer W ' COPY /package.json / Layers 11 GJ
@ i | Layers 10 (1R Layers 10 [}
| Layers 1-9 - Base Layor(s) QJ : Layers 1-9 - Base Layer(s) Gj
: . : . .
: . : o .
i - . -
i | Comtaingr Layar vw! | CMD pode sorvers Layers 14 [*]
i | Layers 13 al Layers 13 o
@ : Layers 12 GI ‘ Layers 12 )
;| Layers 11 E] h Layers 11 (-]
i | Lavers 10 al : Layers 10 "]
i | Layers 1-9 - Base Layers) @] i Layers 1-9 - Base Layer(s) ©
: : Final Image

Fignre 5.10: Build process of 7 Docker tiage

Now that we have a general understanding of the build process, let us have a more
detailed look at the individual keywords that can be used in a Dockerlile. We will
start with the FROM keyword.

The FROM keyword

Each image that we want to build has to start from a base. We call this baseline the
base image. Often this base image corresponds to a popular Linux distro such as
Alpine, Centos, or Ubuntu, to just name a few. Other times, we want to use a base
image that contains a particular framework or development environment such as
Python, Node JS, .NET, or Java.

Usually, we declare from which base image we want to start at the very beginning of
the Dockerfile. So, if, for example, we want to start with Ubuntu 20.04 as our base,
then the statement in the Dockerfile would look Tike the following:

FROM ubuntu:20.04

Analogous, if we want to containerize a Python application and consequently start
from the official Python 3.x base image, we will use this statement:
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FROM python:3

At times, we do not want to use any base layer at all, for example, when we want to
creale a minimal image where we just wanl o pack an executable such as a C+— or
a Go application into a container that has no external dependencies. In this case, we
can use the keyword:

FROM scratch.

During the build operation FROM scratch is the equivalent of a no-op operation
and, as such, does not generate a layer.

The COPY and ADD keywords

The coPY and ADD keywords are used to copy files and folders from a source to a
destination. The source is usually files and folders present on the host computer, and
the target is the filesystem that we want to build up inside the container. The two
keywords are somewhat similar in what they do but have subtle differences. The
two main differences are as follows:

¢ When using the ADD keyword, one can copy and, at the same unpack tar files

*  Furthermore, with the ADD keyword, one can use URLs to describe the source
of files and folders to copy to the destination inside the container.

Let us present and analvze a few typical ADD and COPY operations that you may
encounter in existing Dockerfiles or that you can use in your own Dockerfiles. First
of all, the command is used as follows:

ADD <source> <destination>

or
COPY <source> <destination>

where <source> represents the source files and/or folders and <target> describes
where the files and folders should be copied to inside the filesystem of the container.
Note that the <source> and <destination> parts are separated by space.

Here are a few specific samples:
1. COPY ./package.json fapp/src/

Often when dealing with Dockerfiles written to package a Node J§
application, one might encounter the preceding statement. What it does is to
copy a file called package. json from the local directory on the host computer
into a destination folder called app/src defined in the root of the container’s
filesystem. The copied file will have the same name as the source; that is, it
will also be called package.json
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COPY ./foo.txt /data/bar.txt

In the previous statement, the resulting file had the same name as the
copied one. With this command here, on the other hand, Docker copies a tile
called foo.txt from the local directory on the host into a folder /data in the
container’s filesystem. At the same time, it renames the file from foo.txt to
bar.txt.

COPY . /app/src

If we want to copy all the content of the current folder on the host with
all its nested subfolders, then we can use the preceding statement. The files
and folders are copied into the destination folder fapp/sec in the container’s
filesystem.

ADD https://acme.com/static/data.xml /data/

This command copies a file called data. xml from an external source identified
by a complete URL (hitps://acme.com/static/data.xml). The file is copied to a
target folder /data maintaining the same file name. Please note the slash (/)
at the end of the target (/data/)

ADD ./bin/my-app.tar /app/bin/

Here, we copy the files and folders compressed into the file bin/my-app.tar
from the host into the target folder /app/bin in the container’s filesystem.
The content of my-app.tar is decompressed during this operation. Thus, in
the target folder, we will see the decompressed files and folders (and not the
tar file)

We can also work with wildcards to identify a sct of source files and folders:

1

COPY ./docs/tangram-*.doc /docs/

Here, we copy all Word documents whose name starts with tangram- from a
source folder docs into the /docs folder in the target file system

COPY ./*¥/* . 4s [scripts/
NOTE: The preceding statement dees not work!

Tiere, we want to copy all JavaScript files that are somewhere nested inside
the current working folder on the host to the target file system. Unfortunately,
this does not work because Docker would not know how to handle liles
from different subfolders having the same name. Similarly, an analogous
Bash copy command (ep) would also not work.

Sometimes we need to change the ownership of files and folders that we want to
copy into a container. Itis important to point out from a security perspective that, by
default, all files and folders will have a user TD (UID) and a group ID (GID) of zero.
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filesystem.

ADD https://acme.com/static/data.xml /data/

This command copies a file called data. xml from an external source identified
by a complete URL (hitps://acme.com/static/data.xml). The file is copied to a
target folder /data maintaining the same file name. Please note the slash (/)
at the end of the target (/data/)

ADD ./bin/my-app.tar /app/bin/

Here, we copy the files and folders compressed into the file bin/my-app.tar
from the host into the target folder /app/bin in the container’s filesystem.
The content of my-app.tar is decompressed during this operation. Thus, in
the target folder, we will see the decompressed files and folders (and not the
tar file)

We can also work with wildcards to identify a sct of source files and folders:

1

COPY ./docs/tangram-*.doc /docs/

Here, we copy all Word documents whose name starts with tangram- from a
source folder docs into the /docs folder in the target file system

COPY ./*¥/* . 4s [scripts/
NOTE: The preceding statement dees not work!

Tiere, we want to copy all JavaScript files that are somewhere nested inside
the current working folder on the host to the target file system. Unfortunately,
this does not work because Docker would not know how to handle liles
from different subfolders having the same name. Similarly, an analogous
Bash copy command (ep) would also not work.

Sometimes we need to change the ownership of files and folders that we want to
copy into a container. Itis important to point out from a security perspective that, by
default, all files and folders will have a user TD (UID) and a group ID (GID) of zero.
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On a Unix system, the root account has UID=8. Of course, the root user inside the
contaimner has nothing to do with the root user on the host, as we will see in mare
detail later in this book.

Fortunately, the ADD and COPY commands both allow us to change ownership
during the copy operation. Let us assume there exists a user with UID=11 and a
group with 6ID=22 inside the container. We can then change the ownership of the
files and folders to be copied using the optional - - chown parameter as follows:

ADD --chown 11:22 ./personal/*.doc /docs/

This will copy all Word documents from the personal folder into the target /docs
folder and, ak the same time, assign them to UID=11 and GID=22.

Now that we are able to copy files and folders from outside into our custom Docker
image, we want to investigate how we can run commands or whole scripts inside
the builder container during the build process.

The RUN keyword

The RUN keyword is used whenever we want to execute a command or a script
inside the container image to build. Any valid Linux command can be used. It can
be simple commands or commands thal are made up from multiple sub-commands
concatenated with the logical AND operator (&&).

Let us look at a few examples:
1. RUN mkdir -p /app/src
The preceding statement instructs the Docker image builder to run the
command
mkdir -p /app/src
inside the temporary container from which the image layer will be built.

2. RUN npm install
The preceding statement you will often encounter in Dockerfiles that are
used to build and package Node ]S applications. With this statement, the
Docker image builder will run npm install from within the current working
folder inside the container. This, as any Node ]5 develaper knows, willinstall
all dependencies of the node application that is containerized.

3. Similarly, in a Dockerfile used tor buitding and packaging a Python app, you
mav encounter this statement:
RUN pip install -r requirements.txt
Analogous to the previous statement (2.), this one executes the command
pip install -r requirements.txt

in the current working folder inside the container.
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Now, let us look at a somewhat more complex sample where we want to
execute a set of commands in one go:

RUN apt-get update && apt-get install -y iputils-ping

Here the twoe commands apt-get update and apt-get install-y iputils-
ping are executed inside the (temporary) container used by the builder
during the build process. It is important to notice that although we have two
commands that are execuled, they only resull in a single new image laver
since they are handled in a single RUN statement.

5. And now, to cenclude, we give you the following extremely long command:

RUN apt-get update \
&R apt-get install -y --no-install-recommends \
ca-certificates \
libexpatl \
libffi6 \
libgdbm3 \
libreadline? \
libsqlite3-9 \
libssl1.1 3\
& rm -rf /var/lib/apt/lists/*
Note it is valid and even recommended for readability toformat the preceding
command using multiple virtual Iines. In Linux, the line continuation
character is a backslash (\). If you are dealing with PowerShell, then you
would have to use a backtick () instead.

Challenge: Try to decipher what the preceding command is doing.

Now en to the next important keyword.

The WORKDIR keyword

The WORKDIR keyword defines the working directory in the context of the container
file system. All subsequent operations and commands will be executed in relation to
that directory. Thus, the following statement:

WORKDBIR /app/src

It signifies that the execution context in the container is now set to the folder /app/
src. That is il we have lhe [ollowing combinalion of instruclions in a Dockeulile:
WORKDIR /fapp/src

RUN npm install
COPY . .
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This would execute the command npm install in the context of the working
directory /app/src. Thatis, the npm tool would expect the corresponding package .
json file that is needed to successfully execute the install command to reside in
that folder. Also, the subsequent COPY instruction would copy all files and folders
from the current directory on the host to the current working folder—whichis fapp/
src—in the container file system.

Note that it is completely legal to use the WORKDIR command multiple times inside
a Dockerfile and thus change the execution context several times.

Please also note that the instruction:
WORKDIR /some/path

[tis permanently changing the context to said path, but that the following command
does not change the working folder permanently.

RUN cd /some/path

The latter command weuld only make sense in a single logical statement consisting
of multiple sub-commands, for example, a command sequence like the following
one:

RUN cd /app/src && npm install

Only since this command is a single logical statement in the context of building
a Docker image, the ed sub-command has any influence on where subsequent
commands are executed.

Thus, we recommend, as a best practice, to always use the WORKDIR keyword if you
want to change the working folder inside the container file system and not to rely
on the ¢d comumand.

The CMD and ENTRYPOINT keywords

The €MD and ENTRYPOINT kevwords are different than all the other valid keywords
we got to know so far. While all the latter keywords define some operation that
happens at the build time of the containerimage, the CMD and ENTRYPOINT keywords
define what shall happen when a container is created and then started from that
image. So CMD and ENTRYPOINT define what shall happen at runtime and not at
build time.

The two are somewhat related and, on the surface, do the same thing. But there exist
subtle yet important differences. Most people do not know the difference and use
the two keywerds interchangeably. Luckily in most cases, that is not a problem.

Letus explore them. The correct usage is to define the command that shall be executed
when a container is started with the ENTRYPOINT kevword and the parameters to
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the command with the CMD keyword. Thus, if you have the foltlowing typical Linux
eXPTession

ping 8.8.8.8 -¢ &
then ping isthe command, and 8.8.8.8 -c 5 are the parameters to this command.
Consequently, one would define this in a Dockerfile as follows:

v

ENTRYPOINT ping
CMD 8.8.8.8 -

Another example could be the following expression that downloads a script from a
given URL:
wget -0 - https://www.acme.com/cool-tool/install.sh

In this case, wget is the command and
-0 - https://www.acme.com/cool-tool/install.sh

are the parameters to that cornmand. Consequently, the Dockerfile would look like
the following:

ENTRYPOINT wget
CMD -0 - https://www.acme.com/cool-tool/install.sh

If it is not defined explicitly, that is, if ENTRYPOINT is omitted in the Dockerfile, its
default value is /bin/sh -c.

Thus, if you only define a value for CMD like:

CMD <some value>

then the resulting container start command will be

/bin/sh -¢ "<some value»"

whuch is a valid Linux command and will just use the Bourne shell to execute
whalever command vou delined {or <some value>.

Thus, if you have this snippet in the Dockerfile:

CMD ping 8.8.8.8 -c 5

then Docker will execute the following command when a container from this image
15 started:

sh -¢ "ping 8.8.8.8 -¢ 5"

This has the same effect as executing the ping command directly. On a more detailed

level, sh will be the main process that is started inside the container, and the ping
command will be spawned in a child process.
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An alternative form of defining the values used with ENTRYPOINT and CMD is to
format them as JSON arrays of strings. Have a look at this sample Dockerfile to
understand what we mean by it:

FROM ubuntu:26.84

RUN apt-get update && apt-get install -y iputils-ping

ENTRYPOINT ["ping"]

CMD ["8.8.8.8","-c", "5"]

The individual items m the JSON array correspond to the tokens of the ping
expression. This is the preferred form of defining ENTRYPOINT and CMD. It is called
the exec form, whereas the way we used to define the expression before is called the
shell form. Use the exec form of ENTRYPOINT to set stable defauli comumands and
arguments. Then use either form of CMD lo set additional defaults that are more
likely to be changed during run time.

If we build an image called pinger from the preceding Dockerfile with this
command:

docker image build -t pinger .

we can then run a container from that image with this command:
docker container run pinger

and we should see this:

container run pinger

.8.8 (8.8.8.8) 56(84) bytes of data.
from 8.8.8.8: icmp seq=1 ttl=iloQ
from .8.8: 1icmp seqg=2 ttl=i10
from 8.8.8.B: icmp_seq=3 ttl=I10

from 8.8.8.8: icmp seq=4 ttl=110 time=1.35
from §.8.8.B: icmp seg-5 ttl=-il0 time-1.59

-- B.9.8.8 ping statistics ---
packets transmitted, 5 received, 0% packet loss, time 4004ns
tt min/avg/max/mdev = 1.348/1.607/2.054/0.245 ny

Fignre 5.11: Running the pinger conlainer as is

[t is now easy to override the values defined in the CMD instruction by just passing a
new value in the run command. For exampﬁe, if we try this:

docker container run pinger 8.8.4.4 -c 3
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we will see this:

§ docker ceontainer run pinger $.8.4.4 =c 3

PING 8.8.4.4 (8.8.4.4) 56(84) bytes of data.

64 bytes from 8.8.4.4: icmp seq=1 ttl=111 time=1.53 mg
64 bytes from 8.8.4.4: icmp seqg=2 ttl=111 time=1.48 ms

64 bytea from B8.8.4.4: icmp seq=3 ttl-111 time=1.50 ms

--— 8.8.4.4 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2006ms
rtt min/avg/max/mdev = 1.483/1.502/1.527/0.018 ms

Figure 5.12: Running the piager comtainer with custom pavanicters

As you can see, the container now pings the address passed, and it pings it three
instead of five times unfil it stops.

Finally, if we want to override what is defined in the ENTRYPOINT, we can do so in the
docker runcommand by explicitly overriding it with the parameter --entrypoint.
The following example shows how:

docker container run --entrypoint ls pinger -a -1 /var

This command will run the pinger container but execute the following command as
a start conumand:

1s -a -1 /var

as you can see in the following image:

docker container run --entrypoint 1ls pinger -a -1 /var

Figure 5.13: Overriding the ENTRYPOQINT in the vun contuand

Note that the - -entrypoint override can only set the binary to execute in the start
command.

The EXPOSE keyword

The EXPOSE keyword is used to tell the Docker builder that our application running
inside the container will be listening on the port that we declare, for example:

EXPOSE 30800
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EXPOSE 30800
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is telling us that the application is Hstening at port 380@. This could be a self-hosted
Nade IS, Python, Java, or NET applicalion that we cantainerize. If we then uge the
-P parameter in the Docker run cominand, Docker will map that port to a random
free port on the host:

docker container run -P --detach my-web-app

We will explain this concept in more detail in Chapter 6, Demystifying container
networking.

Note that we can expose multiple ports by repealting the EXPOSE statement in the
Dockerfile with the different ports.

Multi-step Dockerfiles

It is a recommended best practice to keep a custom Docker image as small as
possible. You should only package into a container whatever is absolutely needed to
mun your apphication. Everything else should be avoided. Thus, do not leave source
code or any unused libraries or frameworks inside the container. Do not leave SDKs
with their compilers and debuggers inside the container. Your target image should
contain the application and the minimal infrastructure to make it run.

For this reason, Docker has introduced multi-step builds. We will show this using an
example. We will write a hello world type minimat application in Go and containerize
1t with the following steps. We will then show the result when not using a multi-step
build and when using this technigue.

1. Open anew terminal and navigate to vour src folder.

2. From within the src folder, create a new folder for our Co application and
navigate to it:

mkdir -p ch@5/multi-step-go 8& c¢d ch@85/multi-step-go
3. Open VS Code from inside this folder:

code.
4. Add a file called main. go with this content:

package main

import “fmt"

func main() {
fmt.Println("hello world")
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Now, add a file called go.mod to the application folder and add this content:
module main

go 1.186

Finally, add a file called Dockerfile to the application folder with this content:

FROM polang:1.16

RUN mkdir /app

CoPY . /app

WORKDIR /app

RUN go build -o main .

CMD ["/app/main”]

Now from within your console, build the Docker image with the following
command:

docker image build -t hello-go .

Run a container from the newly built image to make sure the app works:
docker container run hello-go

and you should get the output:

hello world

List the newly built image and observe its size:
docker image 1ls | grep hello-go

you should see something similar to this:

ganiriel@Satarts ~ ¥ cdocker image 's | grep hello-go

hello-go latest da4d7feSbl3b 4 minutes ago

Figure 5.14: Size of not eptimized the CQ halo world application image

As we cansee, the generated Docker image 1s quite big, 730 MB to be precise, although
the applicalion thal we conlainerized is extremely simple. Thal is a problem, as you
will certainly agree. But we can do better, as follows:

Ie

In VS Code, create another file called Dockerfile.optimized and add the
following content to it:

FROM golang:1.16 as builder

RUN mkdir /app

COPY . fapp

WORKDIR /app

RUN go build -o main .

FROM alpine:latest as production
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CaPY --from=builder /fapp .
CMD ["./main”]

2. Use the preceding Dockerfile to build an optimized image using this
command:

dacker image build -f Dockerfile.optimized -t hello-go .

Note that we are using the -f parameter in the preceding command to tell
the builder not to look for the default Dockerfile but to look for a custom
Dockerfile called Dockerfile.optimized.

3. Once again, list the built images and compare their sizes:
docker image 1s | grep hello-go

vou should see something similar to this:

gabriel@Solaris ~ % docker image 1s | grep hello-go
hello-go-optimized latest de@9cb8158f1 21 seconds ago

hello-go latest da4d7765p13b 1@ minutes ago

Figure 5.75: Sizes of the GO hello weorld application images

When analyzing the Dockerfile.optimized from Step 1, you will notice that we
now have two stages, each one starting with a FROM statement. The first stage is
called builder, and the second one is called production. In the first stage, we use
the golang image that contains the full Golang SDK to build the application. Then,
in the second stage, we use a minimal base image, in this case, the alpine image.
We then copy the compiled Ge application from the builder into the target image
using the following:

COPY --from=builder /app .
or more general:

COPY --from=<alias> <source> <target>

Where <alias»> is the name or alias of the stage from which we want to copy and
<source> denotes the source files and folders to copy, and <target> denotes their
destination in the filesystem of the destination image. In the preceding example, we
are copying the folder /app with all its content to the current working folder of the
target image’s filesystem.

That is all. The target alpine image is small, and the compiled application is also
small. We do not have the compiler or any other pieces from the SDK in the target
image.
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When looking at figrere 5.15, you will notice that the optimized image is significantly
smaller, which is a good thing. n fact, the opHmived size is nearly 100 imes smaller
than the original image.

With this, the attack surface of the image is decreased, the required disk space to
store the image is reduced, and the necessary bandwidth to uplead the image to
and download from a container registry is also reduced. Finally, since the image is
so small, the load time of a container is also dramatically reduced. You see, a lot of
benefits.

Dockerfile best practices

Now that you have tearned a lot about authoring Dockerfiles, we want to add a few
recommendations to your tool belt. The following best practices have shown to be
very helplul:

1. Ordering of the inctructions inside a Dockerfile matters. Only with the correct
ordering can we maximize the use of caching. This particularly matters
during development, where the same image might be built over and over
again. We want to keep the time needed to build an image at a minimum. We
will talk more about thisin Chapter 8, Testing and debugg.ng containerized apps.

2. Use multi-step builds te streamline vour build process and, at the same time,
keep the final image as small as possible.

3. Containers are supposed to be ephemeral. That is, a container can be stopped
or killed at any time without further notice. And in its place, a new instance
can be started from the same container image. As a consequence, we should
make sure thal the slarl-up process of a conlainer does nol lake a long time.
Or with other words, the time needed to initialize the application running
inside a container should be minimal.

%0, you have learned a lot about how to author a Dockerfile. This is the most popular
method used to create a customer Docker image. But now let us have a look at the
third and last method, importing an image from a file.

Importing a Docker image

This technique is particularly useful if yvou want to have a Docker image on your
system, but cannot access it trom Docker Hub—or any other container registry—
due to say security reasons. In such a case, you can pull the image to one system,
export it from that system as a tarball (a file containing the compressed content of the
image), and then import the image into the destination system using the following
conunand:

docker image import ¢path-to-tarball> <image-name>
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where <path-to-tarball> corresponds to the file name (including path) of the
tarball you1 want to import, and <image-name> is the name of the target image that
will be created on your system. Thus, the following command:
docker image import ./my-exported-image.tar my-image:1.8
will Took for a tar file called my-exported-image.tar at the current location and
import it as a new image and name it my-image:1.0. Note that 1.@ is the tag of the
image.
Let us make an example. We will pull the postgres:alpine image, export it and
then re-import it with a ditferent name, following the given steps:

1. Pull the Docker image:

docker image pull postgres:alpine
2. Export the image to a tarball called my-postgres.tar:

docker image save postgres:alpine -o¢ my-postgres.tar

3. To double-check that the export has succeeded, list the folder content and
grep tor the lar file:
1s -al | grep my-postgres

4. Load the tarball into the system as a new image with the name my-
postgres:latest:

docker image import ./my-postgres.tar my-postgres:latest

The result of the preceding commands should look like the fallowing:

-
® o root

gabriel®Scolaris ~ ¥ docker image pull postgres:alpine
alpine: Pulling from library/postgres
58ab47519297: Already exists
B14ca®527el7: Pull complete
eeded2adbSac: Pull complete
112d@ed3%e19: Pull complete
298ff48a3ele: Pull complete
262ec7@68fec: Pull complete
bcbe45f6e631: Pull complete
S56bca726d175: Pull complete
Digest: sha256:ff384947eb3f5939b7fc5ef2ce620fad@Bi999590973f05e6812037d163c770e
Status: Downloaded newer imoge for postgres:alpine
docker.io/library/postgres:alpine
gobriel@Sclaris ~ ¥ docker image save postgres:alpine -o my-postgres.tar
gabriel@solaris ~ ¥ 1s -al | grep my-postgres

------- 1 gabriel staff 186420224 3 Jul 16:94 my-postgres.tar
gabriel@Solaris ~ ¥ docker image import ./my-postgres.tar my-postgres:latest
shaZ56:2b@927aeqd78ded1bb@30af87c571ee9%ebB3bI4cec@27e84058c6950a0Aa06
gabriel@solaris ~ % ||

fignre 3.16: Exporting and importing a Docker intage
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Building a Docker image

In the preceding sections, we leamed already quite a bit about how a Docker image
is built by the builder. Let us reinforce what we have learned so far by looking more
closely at the output preduced by the Docker builder during the build process. As an
example, we want to use the Dockerfile that we were using in the previous chapter
when building the Node JS sample client. The content of that Dockerfile looks fike
the following:

FROM node:latest
WORKDIR /app

COPY package.json ./
RUN npm install
COPY . .

CMD node server.js

Now to build the custom image based on the preceding Dockerfile, proceed as
follows:

1. Navigate to the folder containing the code for the Node client
cd src/ch@4/node-client

2. Build the Docker image for the Node client:
DOCKER_BUILDKIT=8 docker image build --no-cache -t node-client

Note we use the --na-cache parameter to make sure the Docker builder uses
no caching and, for example, pulls the base image from Docker Hub even if
it is already in the local cache. This is only relevant for this exercise, and you
should normally not have to useit. We also prefix the Docker build command
with DOCKER_BUILDKIT=0 to make sure we do not accidentally use the new
build kit to build the container. More about the build kit in the next section.

3. Observe the output generated in the terminal window. We start with Step 1
ol 6

Sending build context to Docker daemon B26.4k8
Step 1/6 : FROM node:latest

latest: Pulling from library/node

h721438f56f¢: Pull complete

268ad7651993: Pull complete

2¢93Td9€3¢94: Pull complete

9f0eabB670a8: Pull complete

510311c58681: Pull complete

acs9cTol3eql: Pull complete

99d15f46alcf: Pull complete

e42558b93d0%: Pull complete

298d976752ed: Pull complete

Digest: sha256:987beba?calbSboblobf77ca812e9807603al0c1060bT25095¢dB9e2b146T9ad
Status: Downloaded newer image for node:latest
—> b4B6d3362cac

Figure 3.17: Step 116 of fhe budld process
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Docker recognized that the node :1atest image used as the base image was
not yetin the local image cache and thus autamatcally downloaded it. The
last line shows the ID (b4@6d3362cac) that Docker assigned to this image.
This can be verified by using the following command:

gabrisl@sclaris node-client % docker image 1s | grep b4e6d3362cac
node latest b406d3362cac 2 days ago

Figure 5.18: Verifinng e wnage 1D of the downloaded nade: Latest tmuye

853MB

And indeed, we find that the downloaded Node image has this ID.
4. Now, we look at Step 2 of 6:

Step 2/6 : WORKDIR /app
——> Running in f9b86031eB71

Removing intermediate container f9b86031e871
-—> 5118946@51d

Figure 5.19: Siz>p 216 of the build process

Here, we see on the second line that the builder is running a (temporary)
container with the id f9bB86@31e871 based on the image from the last step
and then applying the WORKDIR command inside it. In Line 3, the builder
tells us that it removed the temporary container (the buwlder had persisted
with the new container layer prior to that). The resulting image has the 1D
51f89F46051d, asstatedinthelastline. Thisnewimage with 1D 51f89f46051d
has no name, and if we want to create a container from it (as the builder
will do in the next step), we had to use a Docker command similar to this:
docker container run ... 51f89f46051d ...

5. Nextis Step 3 of 6:

Step 3/6 : COPY package.json ./
——> 9eacadelaldd

Figure 5.20: Stcp 346 of the build process

Here the file package.json is copied into the (temporary) container, and
a new image layer is then created [rom this conlainer laver. The resulling
image with the additional layer has ID=9eacadelalde.
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6.

Then, comes Step 4 of 6:

Step 4/6 3 RUN npm install
~-—> Running in 56el6c79855b

added 28 packages, and audited 21 packages in 4s

1 package 1s looking for funding
run “npm fund' for details

found @ vulnerabilities
Removing intermediate container 56e16c79855b
-——> B888f3df3fff8

Figure 5.21: Slzp 4io of lie buiid process

Here, the builder runs the npm install command inside the temporary
container with I 56e16c79855bh. We can see in the outpub preceding
that the command installs 20 packages. Most of the preceding output is
actually created by the npm tool while it is running. To be precise, all than
the first and the last two lines. The resulting image of this build step has
ID=8B8fadf3fffa.

Now on to Step 5 of &

Step 5/6 : COPY . .
-—> eda2le4fe127

Figure 5.22: Stop 516 of the buiid process
This build step is once again a ssmple one. All files from the local host folder

are copied into the working directory inside the container. The result of the
build stcp is an image with ID=eda2164f9127.

And finally, Step 6 of 6:
Step 6/6 : CMD node server.js

——> Running in af8dffo97f311l
Removing intermediate container af8dff971311

——> dccdad14088b
SuccessTully built dccdad14088b
Successfully tagged node—client: Latest

Figure 5.23: Slep 6/6 of the buiid process
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The final step defines the start command of the container. The resulting
image did receive the image ID=dccdad 14088b, as we can easily verify with
this command:

gabriel@Sclaris node-client % docker image ls | grep dccdad14@88b

node—client latest dccdad14688b 29 minutes ago  857MB

Figuere 5.24: Identifying the resulling timage by ifs 1D

Now that we understand how the default Docker image builder works let us quickly
discuss the more recent and also mare powerful builder that is based on the so-
called build kit.

Leveraging the Docker Build Kit

The default Docker builder has served us well over all those years, but it shows its
age. The Docker team has built a new and highly optimized builder that is part of
the Docker setup. But the new builder is turned off by default. You can turn it on by
defining the following environment variable:

export DOCKER_BUILDKIT=1

Once you have done so, all subsequent build operations should be executed much
faster. The gain is greater the bigger the complexity of your build process is.

Tf you want to permanently use the new build kit, then you should add the preceding

expression to your profile, for example, by adding it to the file .bash_profile.

Running the build command for the Node client application we used in the previous
section with the build kil-based image builder produces the following culput [rom
the author’s computer:

B 1 NIS
d build definition from Dockarfile 1.0
> dockexfile: 3642 0.0s
- .docierignor ]
rarsferring contexz: 2B a
antezpall lowd meiadata for decker,-o/libsary/node:l i 2.5s
- auth brary/andespua toker Gr B a.9
/5 10M dacker.iofllbrary’node: a alcalsSbheblobfT7caBl22980f603a10c1030BE25( 1.1
=% = rasolve docxer.i0flibraryfnoda: _ate a165b6b1Sbl P1caBl2eIBUELD3allclYIObEZSU & Us
3 ]
» = traraferring o g
3750 TOPY pacage. Json
— 4/51 RUN ppd inatall 4.0
=> exporling e lirll
exrozticg layers 0.1s
> writing ‘mage shals [ X} 4 9 2d fEAE4G3ERIRFIRT 901146504 Af f>9bdBe
=> =3 naming ~ g FY B ra ry A - 1

Figure 5.25: Quiput of build kit-based hnlder
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The new builder is much faster that the old builder. This is specifically true for
complex Dockerfiles. The builder parallelizes tasks as much as possible. The ontput
generated also includes the timing of individual steps, as one can see in the preceding
image. It is highly recommended that you enable the new builder by default.

Tagging Docker images

Now that we know how to author a Dockerfile and build an image using this
Docketfile, we have o understand a bil more aboul the tags used lor conlainer
images. The fully qualified name of a container image is composed of the following
parts:

<registry>/<company or user>/<repository name>:<tag>

where the individual parts have the following meaning:

<registry> This is the URL to the image registry where the Docker
image is hosted. By default, and if not specified explicitly,
this is Docker Flub at https:/ { hub.Docker.com

<organization or user> This is the name of an organization {company), eg.,
wicrosoft, oracle, gmgle, or the name of a registered user
such as gnschenker, which is the author’s account name on
Docker Hub.

<repository name: This is the name of a Docker image. It is also called a
repository, and multiple versions of the image can exist at
the same time in a single repository. Examples are alpine,
centos, pyvthon, or nede.

<tags A tag can be used to describe a particular version of a
Dacker image. For example, there exist multiple versions
of the ubuntu image en Docker Hub, such as 21.04, 20.04,
16.04, and s0 on.

There is also a special tag called fatest. It is usually used
to designate the latest version of an image. If one omits
the tag in Docker command, then the Docker CLI will
automatically assume that it is latest.

Let us look at a few sample image names:

s alpine:
This is equivalent to alpine:latest. Tn this example, we have only the
<repository name> part defined. Thus, the Docker CLI assumes that the
registry is the default registry, namely, Docker Hub. Note that the default
registry can be changed in the configuration settings for the Docker CLL
Inthe preceding imagename, wedoalsonotdefineavaluefor<organization
or user> part, which indicates that the image we are referring to is a so-called
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official image that is curated by Docker and the official community behind
that image; in this case, the community curating the Alpine Linux distro.
There exist many other “official” images, mostly some Linux distros such as
Centos and Ubuntu, or some development SDKs or language runtimes such
as for Node, Python, Java, Colang, and many more.

ubuntu:20.04:

Here, we define the repesitory name and the tag of the image. Once again,
since the registry is not defined, one assumes the image is stored on Docker
1 Tub, and since no organization or user name is defined in the image name,
the image must be an official image.

confluentinc/cp-kafka:6.2.0:

This image name designates the Apache Kafka image curated by the
company Confluent Inc. The version we are referring to is 6.2.8. The image
is located on Docker Hub since no registry name is defined in the name.
Here, confluentinc refers to an organization of the same name defined on
Docker Hub.

gnschenker/pinger:latest:

This name refers to the fatest version of the pinger image owned by the user
gnschenker, which happens to be the author’s user account on Docker Hub.

Creating an account on Docker Hub

To be able to push images to Docker [ Tub, you need to have an account for it. Creating
an account is free, and ne strings are attached to it. Tf you want to use Docker Hub
professionally, though, it is recommended to use ome of the paid subscriptions they

offer.

To create a new account on Docker Hub, follow the following steps:

e

Navigate to the Docker Hub signup page: hitps://hub.docker.com/signup

Enter vour desired docker ID (the account name), your email, and password.
Once vou have reconfirmed (hal you are nol a robol, click the Sign-UP bullon.

Follow the instructions. You will have to validate your email to be able to
login into your new account.

Login to your new acceunt,

On the main page of your Docker Hub account, you should find, among
other information:

{A) Access to your profile
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Figarre 5.26: Your privafe account on Docker Hub

Now that you have acquired an account on Docker Hub, it is time to push some
Docker images to it.

Publishing Docker images

To be able to share a Docker image that we custom-built, we need to upload it to
some registry from where other interested parties can download it. There exist many
such image registries. The most popular one is Docker Hub. Others include:

e Artitactory (https//jfrog.comfartifactory}
¢ Amazon Elastic Container Registry (https://aws.amazon.com/defect/)

¢ Microsoft Azure Container Registry (https://azurc.microsoft.com/scrvices/
container-registry/)

e Google Container Registry (hitps://cloud.google.com/container-registey)

To be able to push an image to a registry, you need the necessary permissions, lHere,
we concentrate on Docker Hub, but the other registries work similarly. Please read
the respective documentation at the Tinks provided previously.

Publishing to a personal account

First, we want to show how you can publish any custom image to your private
account, from where it can be shared with the world. Please follow the following
simple steps to do so:

1. Login to Docker Hub at https://docker.com using vour personal account
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N

Define an environment variable containing the name of vour user account:
export USER_NAME=gnschenker

IMPORTANT: Please make sure that you use the name or your own user
instead of gnschenker in the preceding statement!

3. First, we have to tag an existing image such as that it will be part of cur
account. In this example, we will use the Docker image called python-
client that we created in the previous chapter:

docker image tag python-client:latest $USER_NAME/python-
client:1.@

4. Now, we can push the image to Docker Hub with the following:
docker image push $USER_NAME/python-client:1.6

You should see something like this:

pinger § exgort USER_NAME=gnschenker
s pinger % docker image tag python-client: latest JUSER NAME/python-client:1.@
pinger % docker image push $USER_NAME/python-client:1.@
The push refers to repository [docker. io/gnschenker/pyth

ac7918¢93e60:

@azz20flfdfe:

d77b267ce3ud: from Library/python

d199731f£103: i from Library/python
from Library/pytrion

8+a76/4301t 7 trom Library/pytnon
from library/pythan
from Library/pytheon

34b28b28bc44: ed from Library/python

c850efo@dcb1: from Library/pytnan

f3c97e3bdlel: Mounted from Library/python

1.9: digest: shu256:u@el@ussbcbuf4263b81d4d3ubI90u7ed59550b420cecf85cIebduIdoebbbf size: 3049

Fignre 5.27: Fushing a docker inage [0 onr privale acconni

As you can see in the preceding output, the image has been successfully
pushed to the account gnschenker. Since image layers are immutable,
Docker uses some optimization and does only push layers that are new. You
can recognize thal because Docker is lelling us [hat the last nine layers have
been mounted from an existing library (or repository). In this case, they were
mounted from the python repositery.

Since, by default, all repositories of a user are public, anybody with internet access
can now pull the image we just pushed.

Next, we want to disauss what nrganizaﬁ(‘ms are and how you can Push imageﬂ, to
an organization.
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Publishing to an organization

Now, if you are using Docker Hub commerdially, then you might want to define and
use an organization on Docker Hub to which you will then push your images. The
advantages of organizations are that you can make the repositories private and that
you can associate many accounts with a single organization. Thus, whole teams can
push images to an organization.

Let us provide a step-by-step guide on how to define and prepare an organization
on Docker Hub and then how to tag and push a custom image. Please follow the
following steps:

1. Login lo Docker Hub at https:f/docker.com using your personal accounl
2. Navigate to the Organizations tab (https://hub.docker.com/orgs)

3. Click Create Organization to start the creation process. Untortunately, this will
lead vou to a dialog where you are required to select a paid subscription.
Thus, this is not an option for us.

Since it is not possible to create and use an organization tor free, we will simulate
this by using another private account on Docker Hub and then converting it to
an organization and assigning it to our own private account. Te do so, follow the
following steps:
1. Register a new temporary user on Docker Hub. In our case, we call it
dockerforjobseekers.

2. Once the registration process is completed login to that new account on
Docker Hub

3. Navigate to Account Settings via the context menu (to display the context
menu shown as follows click on your account name in the upper left of the
Docker Hub page):

5 Organizations Help = dockeriarjobseckers » @
What's Vews
My Profie
My Conrent
Acrauint Setzings
Billing

Loguat

Figure 5.28: Acconad seltings on Docker Hub
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4. On the next page, select the Convert Account tab and then follow the
instructions to convert the account to an arganization. When asked to which
account to assign the organization enter the name of your private account. In
our case, this was gnschenker, the author’s private account.

Login to your private account, and you should notice that a new organization is
listed:

Explore  Repositories Organizations Help = gnschenker ~ @

| i@ dockerforjchseekers |

wWo + 3 ©) public
@i “unilamentalsotdocker

fiewr all...
i A noLit.

Figure 5.29: Dockerforjobseeker orgunteriton listed in the aulher's privale nccotind

From this moment on, you are able to push images not only to your own private
account but alse to the organization you just created. Let us try this:
4. Define an environment variable containing the name of the organization:
export ORG_NAME=dockerforjobseekers

IMPORIANT: Please make sure that you use the name or your own
organization that vou just defined instead of dockerforjobseekers in the
preceding statement!

5. First, we have to tag an existing image such that it will be part of the new
organizafion:

docker image tag pinger:latest $ORG_NAME/pinger:1.@
6. Push the image to Docker Hub with the following:
docker image push $ORG_NAME/pinger:1.0
you should see something like this:
gabriel@olaris pinger % docker inage push SORG_NAME/pinger:1.0

The push refers to repository [docker.ic/dockerforjobseekers/pinger]
656d@Ld3 fe3: Pushed

edefbcfdezes. Mounted from library/usuntu
1.89: digest: sha256:el5a16662b702%03<022fc88141e6@3b23d55bT443107e34€1042019cfb6611 size: 741

Figure 5.30: Pushing the pinger imege to the erganizaiion
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This proves that you indeed have the right to push to that organization.

7. If you want to give the right to others to push to the organization, you need
to invite them to the organization first:

*dn‘ygr\. b B ST M AT i (1 Eaaloie  Reposones  OnEaninations  Relp v pREReAKE =

]

— dockerforjobseekers
{7 o

1 . Get on Add Marber

[ p— " e g

Figure 5.31: Adding arother member to fne organizalion

As vou can see in the preceding figure, you have the option to add up to
three members to an organization in the free subscription. To add a new
member, just click on the Add Member button and follow the instruction.

With that, we are at the end of this chapter. In the next section, we will recap what
we have learned so far.

Conclusion

Inn this chapter, we have learned three possible ways of how one can create a custom
Docker image. The three options are to:

1. manually and interactively build a container from which one can then
comumit an image.

2. author a Dockerfile, which will be manifest for the Docker builder containing
the exact list of instructions on how to build the image

3. create a new image in the system by importing a tar file

We were told that the second method, using a Dockerfile, is the preferred method in
most cases since it enables automation, and thus, is repeatable and auditable.
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We learned how to use the most frequently needed keywords that can be used in
a Dockerfile, and we were introduced to the details on how the Docker bunilder is
actually building up the lavers of a custom image.

We then learned of which parts the full name of a Docker image is composed of and
what their respective meaning is.

Last but not least, we got to know how one can share a custem image by pushing it
lo a conlainer registry. We were laught on how Lo do this using Docker Hub as our
registry.

In the upcoming chapter, you will learn all the important details about Docker
networks; whalt they are, how they work, and how one creates and uses them. Stay
tuned.

.
Questions
To assess vour progress, please try to answer the following questions:

1. Which is the preferred way of creating a custom Docker image, and why is
this the recommended approach in most cases?

2. What are the main differences between pushing an image to a user account
or 1o an organization on Docker Hub?

w

OF which parts is the full name of a Docker image composed of? Give a short
description of each part.

4. Explain what the CMD and ENTRYPOINT keywords stand for.

5. List two to three best practices when authoring a Dockerfile.

Answers
Here are possible answers lo lhe questlions:

1. Authoring a Dockerfile is the preferred way. A Dockerfile is a basis for
automation, and once automation is used, the process of building a Docker
image becomes repeatable and auditable. Even as a developer, during the
development process, it is preferable to build an image from a Dockerfile.

2. Only the owner of the account is allowed to push images to the account.
When using an organization. many individual users can be made members
of the org and, as such, can push images to the org, Using organizations is
the preferred way when using the registry professionally.

3 The full name of a Docker image is composed of four parts:
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2

d.

<registry>: the URL to the Docker image registry. Many different
options are available, e.g . from AWS, Ayure, Google, or Arhfactory,
to just name a few

<org or user>: the name of an organization or a user name to
which the Docker image belongs. Examples are Microsoft, Oracle,
Confluenting, and so en.

<repository name>: lhe name of the reposilory (also referred lo as
the image name)

<tag>: the tag ot an image. 'This can be a version number such as
20.84, e¢.g., the ubuntu image

4. ENTRYPOINT is used to define the command that is triggered when a
container is started. CMD usually defines the arguments to the command
defined in the ENTRYPOINT. For example, the fellowing Linux command

ping 8.8.8.8 -c §

would ideally be defined in a Dockerfile like the following:

ENTRYPOINT ping
cMD 8.8.8.8 -c 5

The following are some best practices recommended when authoring
Dockerfiles:

a.

Use multi-stage Dockerfiles to keep the size of the final image as
small as possible by including only the minimal needed executables,
libraries, and other artifacts.

Ordering matters in a Dockerfile since the Docker CLI uses caching
aggressively. Try to have the instructions that change the least
frequent at the top of the Dockerfile and these that change frequently
toward the bottom

Keep the number of layers small by combining (Linux) commands in
a single RUN statement.

Job Interview sample questions

S0, you finally got a chance for an onsite interview for a job as a software developer.
The job is offered by a cool new start-up that develops a highly acclaimed new
mobile app [or i05 and Andreid. During the interview, vou are con{ronted with the
tollowing questions:



148

Dacker: Up and Runiing

2

d.

<registry>: the URL to the Docker image registry. Many different
options are available, e.g . from AWS, Ayure, Google, or Arhfactory,
to just name a few

<org or user>: the name of an organization or a user name to
which the Docker image belongs. Examples are Microsoft, Oracle,
Confluenting, and so en.

<repository name>: lhe name of the reposilory (also referred lo as
the image name)

<tag>: the tag ot an image. 'This can be a version number such as
20.84, e¢.g., the ubuntu image

4. ENTRYPOINT is used to define the command that is triggered when a
container is started. CMD usually defines the arguments to the command
defined in the ENTRYPOINT. For example, the fellowing Linux command

ping 8.8.8.8 -c §

would ideally be defined in a Dockerfile like the following:

ENTRYPOINT ping
cMD 8.8.8.8 -c 5

The following are some best practices recommended when authoring
Dockerfiles:

a.

Use multi-stage Dockerfiles to keep the size of the final image as
small as possible by including only the minimal needed executables,
libraries, and other artifacts.

Ordering matters in a Dockerfile since the Docker CLI uses caching
aggressively. Try to have the instructions that change the least
frequent at the top of the Dockerfile and these that change frequently
toward the bottom

Keep the number of layers small by combining (Linux) commands in
a single RUN statement.

Job Interview sample questions

S0, you finally got a chance for an onsite interview for a job as a software developer.
The job is offered by a cool new start-up that develops a highly acclaimed new
mobile app [or i05 and Andreid. During the interview, vou are con{ronted with the
tollowing questions:



Creating Your Own Docker hinages 149

Why is it s0 important that we write a Dockerfile used to build Docker
mages?

We have heard of multi-stage Dockerfiles but have never used them so far.
Can vou give us a couple of reasons why we should start using multi-stage
Dockerfiles?

We have heard that one should strive for to keep a Docker image as small as
possible. Whal does (his mean? How can we achieve thal? And why is il so
impertant?

Qur developers always get confused about when to use the CMD or the
ENTRYPOINT keyword in their Dockerfiles. What can you tell us about this?

Canyouexplain to an interested lay person how the Docker builder builds an
image from a Docker file? Just give a very high-level overview, please.

Job interview sample answers

Llere are possible answers to the job interview questions:

i

As mentioned in the sample answers, a Dockerfile is a basis for automation,
and once automation is used, the process of building a Docker image becomes
repeatable and auditable. Even as a developer, during the development
process, it is preferable to build an image from a Dockerfile.

With the help of multi-stage Dockerfiles, we can keep the size of the resulting
Docker mmages small since, in the last stage, we can use a miumal base
image and copy the artifacts generated in the preceding steps into this final
image. Thus, we avoid having unnecessary clements in the final image, such
as compilers or linkers. Furthermore, when using multi-stage Dockerfiles,
the builder can try to parallelize tasks and, ideally, as a result, massively
decrease the time needed to build an image.

We should try to have only elements in a Docker image that are absolutely
needed during runtime. Any obsolete library, program, or ather artifacts only
increases the attack surface of the image for malicious actors. Also, small
images need less resources to store, transport, or run. One popular method
we can use to achieve small sizes Is using multi-stage Doclkerfiles.

It is not usually a problem to either only use CML or ENTRYPOIN'T when
defining the start command that shall be executed when a container is
started. But the correct way of using the two is as follows:

a. Use ENTRYPOINT to define the process or command that shall be
oxecuted
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b. Use CMD to define the parameters that shall be passed to the process
defined in a).

For a command like
wget -0 - https://acme.com/install/scripts.sh

one would define the following fragment in the Dockerfile:

ENTRYPOINT wget
CMD -0 - https://acme.com/install/script.sh

The builder first downloads and caches the base image that is defined in the
Dockerfile. Then the builder creates a temporary container from this image.
Inside the read / write container layer, the next statement of the Dockerfile is
executed. The changes that this operation causes in the container layer are
then committed into a new image layer by the builder. The now obsolete
temporary container is then deleted. Next, the builder creates another
temporary container from the combined layers of the base image and the
previously committed laver. The third statement of the Dockerfile is then
executed inside this container. The changes are once again committed to
a new image layer, and the temporary container is deleted. This process
continues until all statements in the Dockerfile have been processed.

Join our book's Discord space

Join the book's Discord Workspace for Latest updates, Offers, Tech happenings around the
world, New Release and Sessions with the Authors:

https://discord bpbonline.com
Oh,zi0!

TN
G


https://acme.com/install/scripts.sh
https://acme.com/install/script.sh
https://discord.bpbonline.com

150

Dacker: Up and Runiing

b. Use CMD to define the parameters that shall be passed to the process
defined in a).

For a command like
wget -0 - https://acme.com/install/scripts.sh

one would define the following fragment in the Dockerfile:

ENTRYPOINT wget
CMD -0 - https://acme.com/install/script.sh

The builder first downloads and caches the base image that is defined in the
Dockerfile. Then the builder creates a temporary container from this image.
Inside the read / write container layer, the next statement of the Dockerfile is
executed. The changes that this operation causes in the container layer are
then committed into a new image layer by the builder. The now obsolete
temporary container is then deleted. Next, the builder creates another
temporary container from the combined layers of the base image and the
previously committed laver. The third statement of the Dockerfile is then
executed inside this container. The changes are once again committed to
a new image layer, and the temporary container is deleted. This process
continues umtil all statements in the Dockerfile have been processed.

Join our book's Discord space

Join the book's Discord Workspace for Latest updates, Offers, Tech happenings around the
world, New Release and Sessions with the Authors:

https://discord bpbonline.com
Oh,zi0!

TR
G


https://acme.com/install/scripts.sh
https://acme.com/install/script.sh
https://discord.bpbonline.com

CHAPTER 6
Demystifying
Container
Networking

Introduction

In the previous chapter, we have learned three possible ways of how one can create
a cuslom Docker image. The first way is by manually and interaclively building
up a container and then committing its current state as a new image. This is useful
when one is in an exploratory phase of a project. The second and most popular way
is to author a Dackerfile, which will contain a human-readable manifest of what
the desired custom image shall be made of. This is the way you would build your
custom images in most cases. We got to know the most important elements of a
Dockerfile and also how the fully qualified name of a Docker image is built such
that it can be identified, versioned and shared through an image repository such as
Docker Hub.

Finally, we learned that one can also create a new image in the system by importing
it as a tar file. This is helpful if vou need to share images with systems that have no
direct internet access.

In this chapter, we will introduce the Docker container networking model and its
single host implementation in the form of the bridge network. This chapter also
introduces the concept of software-defined networks and how they are used to secure
containerized applications. lurthermore, we will demonstrate how container ports
can be opened to the public, and thus, make containerized components accessible
to the outside world. Finally, the reader is introduced to network types that are able



CHAPTER 6
Demystifying
Container
Networking

Introduction

In the previous chapter, we have learned three possible ways of how one can create
a cuslom Docker image. The first way is by manually and interaclively building
up a container and then committing its current state as a new image. This is useful
when one is in an exploratory phase of a project. The second and most popular way
is to author a Dackerfile, which will contain a human-readable manifest of what
the desired custom image shall be made of. This is the way you would build your
custom images in most cases. We got to know the most important elements of a
Dockerfile and also how the fully qualified name of a Docker image is built such
that it can be identified, versioned and shared through an image repository such as
Docker Hub.

Finally, we learned that one can also create a new image in the system by importing
it as a tar file. This is helpful if vou need to share images with systems that have no
direct internet access.

In this chapter, we will introduce the Docker container networking model and its
single host implementation in the form of the bridge network. This chapter also
introduces the concept of software-defined networks and how they are used to secure
containerized applications. lurthermore, we will demonstrate how container ports
can be opened to the public, and thus, make containerized components accessible
to the outside world. Finally, the reader is introduced to network types that are able



152 Docker: Up and Runining

to span whole clusters of multiple nodes. We conclude with some tips on how to
excel in a job interview when container network-related questions are asked. Tn this
chapter, we will mainly use the terminal and some simple Linux tools.

Structure
In this chapter, we will cover the following topics:
« Explaining the container network model
s Discussing the bridge network
e Elucidating container ports
¢ Discussing the null and host networks and multi-node networks

¢ Presenling tips on how to answer possible job interview questions related to
container networking

Objective

After concluding this chapter, you will be able to explain to an interested layperson,
in your own words, what the Docker container network model is. You will be able
to use the Docker bridge network to connect containers running on your laptop and
open ports in a container through which you can access the application running
inside the container.

You will leam to describe in a few short sentences what the none and the host
network are and when you would use each of them.

Without further ado, let us start.

Explaining the container network model

Docker has defined the core concepts or boundary conditions that a software defined
network must fulfil to be used to connect Docker containers. Let us provide a simple
graphic that illustrates this networking model:

Network Sandboxes

—| <. Endpoints

| Network 1 I ‘ Network 2 |

Figure 6.1: Docker containey wetwark model
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In the preceding graphic, we have three containers, C1, €2, and C3. Each one of
those containers is firewalled by a network sandbox that makes it impossible for
any external entity to access the application or process running inside the respective
container. But when an application running inside a container is completely isolated
from the environment, it is, in most cases, not very useful. Different applications or
services need to communicate with each other.

For applications running inside containers to be able to communicate with each
other, we need some kind of pathways over which this communication can flow. We
call these pathwvay networks. We have shown two such networks; Netwark 1 in blue
and Network 2 in green.

Furthermore, we have shown various endpoints on the image. An endpoint can
be looked at as a controlled gateway from a network into a network sandbex that
shields a container. One endpoint connects container C1 with Network 1. Container
(C3 also is connected by a single endpeint with Network 2. Finally, container C2 is
connected by one endpoint with Network 1 and by a second end point with Network
2

Tt is important to know that each container sitting inside a networking sandbox
can be attached to no network at all and remain isolated, or it can be attached to
one or many networks allowing it to communicate with other containers also being
connected to those networks. In our case, container C1 can communicate (only) with
container C2. Container C3 can (only) comununicate with container C2, whereas
container C2 can communicate with both containers C1 and C2.

To use mulliple software-defined networks makes a lot of sense if you want
to maximize the security of your distributed application. Take as an example an
application shown as follows:

ordering
web app service database

Y Y Y

Network: front l Network: back

Figure 6.2: Distributed application secured with multiple SONs
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We have a Web Ul called web app that is attached to the network called front. The
Web application should only ever communicate with the ordering service. Thus, this
service is attached to the same network front. The ordering service, on the other
hand, needs to store data in a database—assume a ostgreSQL DB as an example.
If we run the databagse in a container, then this container and the ordering service
communicate with each other via a network called back.

1f we have such a topology, then itis impuossible for code inside the Web app container
to access the database. Thus, if a hacker is able to hack the Web app container, they
still have no chance to access or tinker with the database. To do so, they would also
have to hack the ordering service, which seems quite improbable.

Software-defined networks (SDNs) are cheap. Each network that you add adds an
additional layer of security atop vour resources and protects them from malicious
actors, such as injected or breached code.

The container network model (CNM) is just that, a model, and we need a concrete
implementation to work with. Docker comes with a few implementations of the
CNM out of the box. Other providers have created additional implementations that
one can leverage. We will investigate the list of network implementations that are
part of the Docker installation in the remainder of this chapter.

By default, Docker creates several networks when it is installed. These networks
include the following:

1. bridge: This is the default network that is created when Docker is instalied.
Containers connected to this network are able to communicate with each
other but are isolated from the host machine and from other networks.

2. host: Containers connected to this network have the same network stack as
the host machine. This means that containers can access the host machine’s
network directly without being isolated.

3. none: Containers connected to this network do not have any network stack,
which means that they cannot communicate with other containers or with
the host machine. This network is usually used for containers thal are run
with the --net=none option,

4. overlay: This network allows to create of multi-host networks. This allows
connecting containers running on different hosts together.

Please note that these are the default networks that are created by Docker, and
we can create our own custom networks if we need to configure more advanced
networking options.

First, we will start with the default network called the bridge network.
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Discussing the bridge network

I'he Docker CLI has a network context with a few commands that help us to list
installed networks, create new networks, inspect a given network, and delete a
network. Let us start with the former one.

1f we list the networks on a clean Docker environment with the following command.:
docker network 1s

‘Then, we should see this:

gabriel®Solaris ch@6 % docker network 1s
NETWORK ID NAME DRIVER SCOPE
3feb5c42ab4f  bridge bridge local

77b3da317100@  host host local
930851159974  none _ null local

Figure 6.3: List of nelworks i a cfean Docker envirominent

As you can see from the preceding output, we have three networks available on the
systen that are created by Docker by default. One 1s a bridge network, the other
one is a host network, and the last one is a null network. Each one of them we will
explore each in detail and also provide typical usage scenarios for each. Note that
we also speak of a network driver when we talk of a specific implementation of the
container netwark model.

Each network in the preceding list has a unique ID and a name that must also be
unique on the system. Furthermere, each network has a scope. Tn our list, the scope
is local for all of them. This means that the network is imited to the current system
on which it is defined. Only containers that run on this system can be part of that
network.

There arenetwork drivers thathave global scope. That is, they are spanning multiple
nodes. Global networks are used when you operate containers in a cluster such as a
Kubernetes cluster or a Docker swarm. In this chapter, we will concentrate on local
drivers exclusively. We will talk about global drivers in Chapter 10, Orchesivating
Coritaiiters.

Note that in your case, the TDs of the network drivers may differ, but the remaining
properties should be the same as in the preceding list.

Let us now concentrate on the first entry in the list preceding, the bridge driver.
As stated before, Docker creates an instance of the bridge driver by default upon
installation. 1t calls this network bridge.
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Inspecting a network

Let us inspect the details of this bridge network a bit more using the following
command:

docker network inspect bridge

This is the cutput produced on the authors’ system. Ttis fairly long but contains a lot
of interesting information:

gabriel®Solaris chd6 ¥ docker network inspect bridge
L
H
"Neme": Thridge",
it 3febSc42a24f68bcf998610cde356de82515¢af 711¢85623d87282248f c13dbf ™,
“Created™: "2021-07-16T04:04:29 ©036832182",
"Scepe" s "loral "
"Driver”: "bridge"”,
"ErableIPv6": false,

“defauvlt”,
*Oplion nall,
'Configq":

5

rternal

al+

dacke~ setwnrk bhridge default_aridge": “true”,
docke~ Aetwork.bridge. enoble_icc”: "true”

B

aetwork,bridge. enable i2 masquercde”:
Jetwork.br tdge. he i & E
network.bridge.

.dacke~.aetwork.driver.ntu”: "

"Lehels™: (3}

Figure 6.4: [nspeciing the bridge network

The output starts with the ID, name and type of the network, as well as its creation
date and whether or not the network enables IPv6 type of traffic. In the case of the
bridge network, this is apparently not the case.

The next block is abeut the so-called IPAM settings, where IPAM stands for IP
Address Management. The interesting part there is the definition of the subnet and
the gateway. Apparently, Docker is using the subnet 172.17.0.8/16 to provide a
valid 1P address to all containers that will be attached 1o this network. The gateway
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for this subnet has the first valid 1P, which is 172.17.8.1. Thus, the first container
that will be attached to this network will get the [P 172.17.0.2 and so forth.

When one creates a new network—as we will do in a bit—one can either let Docker
define the subnet automatically or one can define it explicitly.

By default, and if not !-:per:iﬁed otherwise, a container is autematica“y attached to
this bridge network when it ts created and run. How can we know that? The answer
is by inspecling a conlainer that we run. Lel us do this as {ollows:

i3

In a new terminal window, start an instance of the Ubuntu container in
detach mode and call it demo:

docker container run --detach --name demo ubuntu:26.84

Inspect this contaimer using the following command:
docker container inspect demo

nutice the cutput generated in your terminal window. The outpul is fairly
long and detailed. Toward the end of the cutput, you find a node called
NetworkSettings containing all informaton about the networks the
container is attached to. In the following screenshot, you can see the
interesting part of it:

h

©086a2333bbebbZea57@78e48997d210231412b 1!
: false,
“Linklacal TPvhAddress™: "
‘LinkLocal IPvéPrefixLen": @,
"Ports™: {},
‘SandioxKey": “/var/run/docker/netns/6a86c2933bbe",
“SecondaryIPAdcresses”: null,
‘SecondaryIPvbAddresses™: null,
"EndpointIb*: ",
“Gateway" .
"Global IPvGAddress™:
“GlobalIPvEPrefixten":
“IPAddress”: "
*IPPrefixLen
"1PvbGateway
"MacAddress
"Netwe "
"bridge”: {
"IPAMCeonfig™: null,
"Links": null,
"Aliases": null,
"NetworkID : "3teb5c42abdfe8bctYIe6l0cde356deRy:
"EndpointIly 2
"Gatewcy"
"IPAdUress
"LPPrefixLe

Figure 6.5: Inspecting the riekivork settings of a container
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3. Inthe preceding output under the node Networks, we can see that the bride
network is mentioned, and its NetworkID corresponds to the TD of the
bridge network as it was listed previously.

4. When done, remove the container with the following:
docker container em --force demo

Creating a new bridge network

Now, let us create our own bridge-type network with this command:

docker network create my-bridge

This will create a new bridge network called my-bridge. Docker automatically
creates a network of type bridge if the driver is not specified in the create command.
Docker alse automatically assigns this network a subnet if we do not specify one.

The subnet, in our case, will be 172.XX.©.8/16 where XX is a number equal to 18 or
higher, as we can easily find out by using the network inspect command:

docker network inspect my-bridge

On the author’s system, having played with networks, a lot of Dockers selected
172.27.0.8/16 as the subnet for the my-bridge network.

Analyzing the network stack of a container

[f we attach two or more containers to the same network, are they able te communicate
willh each other, or are they? Lel us make a simple (est:

1. Open a new lerminal window

2. Make sure no other container is running on the host by using this command:
docker container rm -f $(docker container ls -aq )

3. Run a first Alpine container in interactive mode using a shell and name it
one using the following command:

docker container run -it --name one alpine:latest ash

4 Open a second terminal window and mspect the container just created with
the following:
docker container inspect one
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You should see this:

"1cc9635430ccB9fa?f8b679F16b2500ab3774f 0167120931 12b2540b 5517988
"HatrpinMode”: false,
"LinkLocaliPvoAddress”
nkLocalIPvEPrefixLen”:
"Ports”: {3,
"SandboxKkey". “/var/run/docker/nelns/1ccd635430ee”,
"SecondaryIPAddresses

"SecondaryIPvGAddres
"EndpointID": "bc3378a:
"Gateway": "172.
"GlobalIPvbAddre

Tigure 6.6

pRurork setings of contmmer one

The preceding image shows the network settings part of the output. Please
note that this container got the ip address 172.17.0.2 assigned and that the
gateway of the subnet is at 172.17.0.1. Also note the MacAddress of the
container, as the bridge network uses mac addresses to communicate.

5. Now back to the shell of container one. Let us use the ip Linuxtool and run
the following command to get information about the container’s network
stack from within the container:

ip addr
This command results in this output:

/ # 1p addr
1: To: <LOOPBACK,UP, LONER_UP> mtu 63536 qdisc noqueue state UNKNOWN glen 180@
1ink/loopback ¢0:00:00:00:00:00 brd 00 00 BG:00-00 00
inet 127.9.0.1/8 scope host le
valic_1ft forever preferred_1ft forever
2: tunl@@NONE: <NOARP> mtu 1480 qdisc noop state DONN qlen 1000
link/ipip 0.©.6.9 brd ©.9.0.0
3 1potnlGeENONE: <NOARP> mtu 1452 qcrsc noop state DOWN qlen 1080

Tinl/turnelé Q0:00:00:00:00:00:00.00:00:00:00: 00:00:00:00:00 brd 00:09:00:00:¢0:B0:00:{
90:00:60:02

456: eth®®i{457: <BROADCAST,MULTICAST UP,LOWER_UP M-COWN> mtu 1500 qdisc nogueue state UP
link/ether @2:42:ac:11:00:02 brc ff: ff ff ff:ff-ff
inet 172.17.06.2/10 brd 172.17.255.255 scope globcl eth®
valic_lft forever preferred_1ft forever
S |

Figure 6.7: Network siack from inside container cre

As we can see, marked by the red rectangle in the preceding output and part
of the endpoint eth®, the I address of the container is 172,17, 8. 2, and the
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/S #ip

Mac address is 82:42:ac:11:60:02. These are the same values that we got
while inspecting the container, which was to be expected.

Docker always maps the first endpoint of a container network namespace
to ethe, as seen from inside the namespace. If the network namespace is
attached to an additional network, then that endpoint will be mapped to
ethl, and so on.

Since we are nol inleresled al this lime in any other endpoint inside the
containcr than eth®, we can also run the following command to limit the
output to the relevant information:

ip addr show eth®
Thas vields us the following output:

addr show ethd

456: eth0d@if457: <BROADCAST,MULTICAST,UP,LOWER_UP,M-DOMN> mtu 1580 cdisc noqueue state UP

link/ether 82:42:ac:11:00:02 brd FFff; FEFT0F0: 0T
inet 172.17.8.2/16 brd 172.17.255.255 scope glcbal ethe

10.

13-

valid_1ft forever preferrec_1ft forever

Figure 6.8: Delafls of he elhQ endpoint as seen freni within the coalaiaer
If we want to get more information about how traftic is routed inside the
container, we can use the route command: ip route
We should get this cutput:

/ # ip route
default via 172.17.0.1 dev eth@

172.17.0.0/16 dev eth® scope link src 172.17.0.2

Figure 8.9: Routing inside the conlatner oue

This output tells us that all the traffic to the gateway at 172.17.8.1 is routed
through the ethe device.

Open yet another terminal window and run a second Alpine container
interactively and call it two:
docker container run -it --name two alpine:latest ash

Use the ip tool in the second container to inspect its network stack as you
did for container one. Make sure that its IP address is 172.17.0.3 and the
Mac address is the one you expect from inspecting container two.

Now, let us inspect the bridge netwark and confirm that both containers are
attached to it. In vour second terminal window, execute the tollowing:

docker network inspect bridge
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and you should see this:

“Containers”: §
"8b9cl4266b90cc05e8c763c04a31dc556549¢cbe25ba211ef92bb28a074 F3d97e" 1 {

}"

"Name™: "two"

"EndpointID”: "5117dZ228c7370ab51b6d941f2c19d2ae@7c5cdl1n3b54e857391bb4e25538162",
"MacAddress": "02:42:ac:11:00:83",

"IPv4Addrcss”: "172.17.@.3/16",

"IPvoAddress”: ""

"a22543519%bccf_bbd@ad3dac5061c7113279a23181 £55839973556afe€fdblc?™: |

"Nanme': “one",

"EndpointID": "f74849F10b749d1b4d821393205be@36b981c20ea417e39¢Fc851bF3a705Fe 769",
"MacAddress": "02:42:ac:11:00:02",

"IPv4Addres "172.17.@.2/16",

"IPvbAddress": ""

Figure 6.10: Containers attached fo the defanlt bridge network

Here, we are only showing the content of the Containers node since the output
of the inspect command is pretty long. We can indeed see that containers one
and two are attached to the network.

In the next section, we are going to discuss name resolution when using the bridge
network.

DNS name resolution on a bridge network

Now, let us see how we can reach a second container on the same network from
within the first container:

1

From within container one, try te ping container two:

ping two

Unfortunately, this does not seem to work. The resulting output on yeur
screen should be:

ping: bad address 'two'

Now, try to ping container one from within container two and use the
following:

ping one

Same resull here:

ping: bad address 'one'’

Evidently, DNS name resolution does mot work for the default bridge
network. Tet us Iy to fix that by creating a custom hridge nehwork.
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In the second terminal, use the foﬂm.\-'ing command to create a new instance
of type bridge network called tast-network using the following command:

docker network create test-network

This will create a new bridge network (which is the default type if not
specified explicitly)

Attach container one to this (additional) network with the following:

docker network connect test-network one

Do the same for container twor
docker network connect test-network two
Now, from withing the container one runs the ping command again to test

it DNS name resolution works. And indeed, we should see something like
the following:

/¥ ping twn -c3

PING zwo {172.28.0.3): 56 dota bytes

64 hytes from 177 2R Q.3 seq=0 tt1=64 tine=0 257 ms
64 by=es from 172.28.6.3: ceqg=1 ttl-61 tine-2.386 ms
64 bytes frum 172.28.@.3: sey=2 ttl=64 tine=0.352 m»

--- o ping statistics ---
3 packe=s transmitted, 3 packets received, & packet loss
round-trip nin‘avg/max = @,252/6.330/9.386 ms

Figure 6.11: DNS nasnie resolution working with custom bridge neliverk

Verify that you can also ping container one from withing container two.
Exit containers one and two by pressing CTRL-d.

Remove the custom network and the containers with the following:
docker container rm one two

docker network rm test-network

Now, let us talk about container ports and how they can be mapped to host ports.

Elucidating container ports

Often, we want to containerize applications that are Tistening for incoming requests
on one or even multiple ports. Typical examples are Web applications. A Web server
hosting a Web application usually listens at port 80 for (unencrypted) HTTP requests
and on port 443 for H1'IPS requests. But we can also have other types of applications,
such as an SSH server that typically listens on port 20.
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If we author such an application and package it and run it inside a container, then
we have a problem. We have learned that a container compietely shields any process
running within it is completely shielded from the outside world. The container
presents an impermeable firewall to the containerized application. What can we do?
Well, we need the means to get controlled access from the outside world to the port

. ' Host
i ! Poa
; —

: s ) .

: my-web-20p el

) 1

: éﬁ Container

Figure 6.12: Qpening the door to a defined port

The preceding graphic illustrates how we have to open a door in the impermeable
wall that the container puts up around the hosted application called my-web-app
that is Hstening on port 3000. We need to somehow provide access from the host
port to port 3000 inside the container. This is indicated by the red dashed line. The
application running inside the container and listening on pert 3000 could be a .NET
WebApi written in C#, such as the one we are going to create in a bit.

Auto mapping ports

The Docker run command provides a means to open such a controfled gateway from
a host port to a container port. Let us assume we have built a custom Docker image
my -web-app: 1.8 containing our Web application as shown in the preceding picture;
then, we can run a container from this image and, at the same time, open the door to
the container port 3000 with the following command:

docker container run --detach -P my-web-app:1.8

This will run the container in detach mode and create a mapping to a free host
port, and thus, avoid mappmg conflicts. Docker will map the exposed ports in the
container to a random port between 49153 and 65535 on the host machine. Which
exact port Docker will choose depends on the circumstances and whether or not
some of the ports in that range are already taken on the particular host.

Let us test that by using Nginx, a popular Web server and reverse proxy. By default,
Nginx listens at port 80. Let us first run an instance of the latest Alpine-based version
of Nginx. Open a new terminal window and run the following command:

docker container run --detach --name nginxl nginx:alpine
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Tf we author such an application and package it and run it inside a container, then
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Figure 6.12: Opening the door to a defined port

The preceding graphic illustrates how we have to open a door in the impermeable
wall that the container puts up around the hosted application called my-web-app
that is listening on port 3000. We need to somehow provide access from the host
port to port 3000 inside the container. This is indicated by the red dashed line. The
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Now try to access Nginx using the curl tool:
curl -X GET http://localhost:80

You should get the following response:

gabriel@Solaris ~ % curl -X GET http://localhost:8@

curl: {7) Failed to connect to localhost port 80: Connecticn reflsed

Tigure 6.13: Fail & access Nginy running in the cortainer frome outside

OK, that was expected since we know that the container represents an impermeable
firewall to all calls from outside of the container. But let us prove that Nginx is indeed
listening at port 80. We can use exec into the running container named nginx1, install
the curl tool and execute the preceding curl command from within the container:

1. To run an interactive shell inside the Nginx container, use the following
command:
docker container exec -it nginxi /bin/sh

2. Then use the following command to install the curl ool inside the container:

apk update &R apk add curl

3. EBxecute the curl command inside the container:
curl -X GET http://localhost:86

and observe the output in your terminal:

/ # curl -X GET http://localhost:30
<!DOCTYPE htmls>

<title>Welcome to nginx!</title>
<style>
body {
‘aldth: 35em;
margin: @ auto;
font-family: Tahoma, Verdana, Aricl, sans-serif;

}
</style>
</head>
<body>
<hl>Welcome to nginx!</hl>

Figure 6.14: Welcome page of Nginx

4. Exit the Nginx container by pressing CTRL-d.
This is proof that Nginx is indeed running and listening on port 80.

Now, let us use what we have learned about mapping a host port to the container
port. We use the following command to do so:
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docker container run --detach --name nginx2 -P nginx:alpine

Notice the -P in the command and also the fact that we name this container nginxz.
Now, how can we find out which host port has been mapped to container port 80?
Well, luckily, Docker offers us the ports command. Try to execute the following
command:

docker container port nginx2

and you should see something like this:

gabriel@®Solaris ~ ¥ docker container port nginx2
8@/tcp -> 0.0.9,0:55000

80/tcp -» :::55600

Tigure 6.15: Displayiag tite port inappings of the Nginx coniamer

As we can see, Docker mapped container port 80 to host port 55000. We can see two
mappings, one for the 14 and one for the IP6 protocol. You may now ask, what does
the /tep inthe preceding mean. Well, the mapping is limited to TCP communication.
UDP-style communication would not be allowed by these mappings.

Tf you run another container and then execute the port command, you will notice
that the host port selected will be 55001, Docker is just taking random free ports
between 49153 and 65535,

The range of 49153 to 65535 is a commonly used range for dynamic or private ports
on most platforms, including Linux and Windows. This range is used to avoid
conflicts with well-known ports, which are porls numbered from 0 to 1023 and are
typically reserved for system or privileged services.

However, it 1s important to note that the specific range used for dynamic or private
ports can vary depending on the platform. Some platforms might use different
ranges; for example, Windows uses the range 49152 to 65535 as dynamic ports.

Additionally, some platforms might have different policies for allocating ports; for
example, some Linux distributions use the range 32768 to 61000.

It is also important o note that the range of 491533 and 65535 is a default range for
Docker, but you can configure it to use a different range if needed by editing the fusr/
lib/systemd/system/dacker.service file and adding the options --userland-proxy-
path and --userland-proxy-bind-address to the ExecStart directive.

Also, itis worth mentioning that the range of 49153 to 65535 is just a convention; any
range can be used as long as it 5 not in conflict with the well-known ports or in use
by another service.
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Let us try to access Nginx now from the host and see if we are successful:
curl -X GET http://localhost:55600

Note how we have to use port 55000 (and not port 80) in the preceding URL since
Docker mapped container port 80 to host port 55000.

This time you should be successful, and the HI'ML of the Nginx welcome page
should be returned. You can also test this with your browser. Open a new browser
tab and navigate to the URL http://localhost: 55800, and you should see this:

ere M < @ localhast:55000 R O + O

Welcome to nginx!

If you see this page, the nginx web server Is successfuily Installed and
working, Further configuration is required.

For online documentation and suppert please refer to nainx.ara.
Commerdal suppart is available at gginx . com.

Thank you for using nginx.

Figure 6.16: Welcmne puge of Nginx showe D e Browser

Explicitly mapping potrts

So far, we have let Docker decide how to map a conlainer porl lo a [ree host porl.
At times we want to have more control over this process and map a container port
to a fixed host port. The Docker CLI is flexible enough to allow us te do so. Instead
of using -P as we did before, we will use the lowercase p, that is -p {or --port), to
explicitly map a port. If we want to map container port 80 used by Nginx inside the
container to host port 3000, then the Docker run comimand has to Took like this:

docker container run --detach --name nginx3 -p 3000:80 nginx:alpine

Tf we then execute the port command, we will see this:

gabriel®Solaris ~ % docker container port nginx3
80/tcp -> 0.6.0.0:3000

80/tcp -> :::3000
Figure 6.17: Explicit inapping of a conlainer pori (o a kost pori
And now, we can test the mapping with this curl command:
curl http:localhost: 3600

and we should receive the HHTML of the Nginx welcome page as an answer.
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Creating and running a containerized REST API

Let us now build our own little REST API and centainerize it. For this, we will use

NLT.
Iy

Make sure you have .NET installed on your local computer:

a. On your Mac, use the following command to install the latest NET
version:
brew install -cask dotnet-sdk

b. Alternatively, on your Windows 10 or 11 computer, use Chocolatey
to install the .NET SDK version 5.0.x with the following:

choco install dotnet-5.0-sdk

c. Once the NET SDK has been successfully installed on either system,
double-check it with
dotnet -version

which in our case results in an output of:
5.6.302

2. Create a new folder for the source code and navigate to it:
mkdir -p src/cheé/ordering &8& cd src¢/ch@6/ordering

Use the NET command line tool to create the skeleton for a new WEB AP
as follows:

dotnet new webapi -o ordering

Run the application with:
dotnet run

In a new browser tab, navigate to the following URL:
https://localhost:5001/weatherforecast
you should see something like this:

as® L < & hronsine alhnar 6001 weathari nrecast ol [1] + I

1 'daLa
('data =
{'deLe’:
{'date’s
{'deLe "

1"2020-07-1%TE:21:23.822914-02 10", "t emperalured” 3E, "Lemporalurel 196, ' sommary’ 1 'Preczing'],
Y2221-07-2aT1R: 41 :23.823723+02: 017, "LATRATALEFAC =14, "LaMpAr AL FAT 1T, CArmmayyt TaRi 11y L,
Y2021-02-21716:4L:23.823367+02,: 03", "temoerazurec” 48,  LemveraturaF i 118, "eunmary’ s 'Hi1d"t,
"202L-07-22716:4L:23.82379+02:007, ‘Lenperaturec®: 3, ‘temperatures" 37, "swmazy’ i "scorching'},
2321-07-23716:41:23.82379+02:00° , 'Lenperaturel®: 3%, "Lenparaturef”: 162, "avmmary": *Chilly"} |

Figure 6.18: Calling the weather forecast endpnint
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o

Open the ordering folder in Visual Studio Code with
cade ordering/

you should see something like this:

Be: ardanng

I-D EXFLORER

~ DRDERING
> wscoce
> bin
« Controllsrs

WeatherForecastController.cs
> obj

> Properties
appsettings.Development.json
appsettings.json
ordering.csproi

= Program.cs
Startup.cs
WeatherForecast.cs

Ligure 6.19: The skeletonr REST AL in VS Code

6. To the root of the project, add a new file called Dockerfile and add this
content:

Dackartile X

Dockerfile > ...
FROM mcr.microscft.com/duti
WORKDIR /app
COPY . .

RUN detnel builc -¢ Release -0 vulpul

FROM mcr.microscft.com/aots ‘aspnet:5.8
COPY ~~from=builder sappfoutaut /app
CMD ["dotnet”, ppfordering.dil”)

Figure 6.20: Aulli-stage Dockerfile lo butid @ Docker image for the REST APY

This will be our manifest to build a custom Docker image. In Line 1, we use the NET
SDK image version 5 as our builder stage. In Line 3, we copy all source files into the
/app folder in the container, ready to be used for compiling by the SDK. In line 4 of
the Dockerfile, you see the command used to build a release version of the service
into the target folder output. In Line 6, we declare that we want to use the ASPINET
runtime image for the final stage, which will then be our custom image. In Line 7,
we copy the build results from the builder stage into our final stage, and in line 8, we
define the start command to use when running a container from this image.


WeatherForecastCorrtroller.es
Stertvp.es
WeatherForecast.es
mcr.microscft.com/
the.NET
theASP.NET
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7. Build the Docker image with the following:
docker image build -t ordering .

This will build an image called ordering with tag latest.

8. Run a container from that image with the following:
docker container run --rm -p 5086:86 ordering

you should see this in the output:

gabriel#Solaris ch@d % docker centainer rum --rm -p 5082:80 ordering
: Microsoft.Hosting.Lifetime[@]
Now listening on: http://[::]:80
: Microsoft. Hosting. lifetime[@
Application started. Press Ctrl+C te shat dowr.

: Microsoft,Hosting. Lifetime[@]
Hosting environwent: Production

: Microsoft.Hosting.Lifetime[@]
Lontent root path: /

Figure 6.21: Runnfug the REST APl in a comtainer

As you can see in the preceding output, the service is listening at port
80 (indicated by the http://[::]:8@). But this is the port used by the
application ingide the container. In our Docker run the preceding command,
we map this container port 80 to the host port 3000 using the parameter -p
5000:80.

9. Open a new browser tab and navigate to http://localhost:5880/
weatherforecast

You should get the same kind of output as in preceding Point 5.

Now that we have a good overview of what the bridge network is and what its
capabilities are let us concentrate on the remaining network types.

Discussing the none and host networks

Other than the bridge network Docker provides two more implementations of the
CNM that can come in handy for very specific use cases. The implementations
packaged with Docker are the host and the none network. Lel us slart wilh the
former.

The host network

There are occasions where we want to run a container in the network namespace of
the host. This can be necessary when we need te run some software in a container
that is used to analyze or debug the host networks’ traffic.


http://%255b::J:80
http://%255b
http://localhost:5000/
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But please keep in mind that this is a dangerous thing and should only be used in
a very limited way. There is ne good reason why business software that runs m a
container should ever have access to the host’s network stack. It has te be limited to
special purposes.

As always, let us demonstrate how we can run a container with access to the host's
network namespace and discuss what this means:

1. Open anew lerminal window

2. Run an Alpine container named my-tool interactively and attach it to the
host network using the following command:
docker container run -it \
--name my-tool \
--network host \
alpine:latest sh
3 Analyze the network namespace from within the container using ourbeloved
ip teol:
ip addr show eth@

and natice the output such as the following;:

S # ip addr show eth@

Z2: eth@: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifu_fust stute UP glen 1060
lirk/ether 02:50:00:00:09:01 brd ff . ff:ff:ff:ff.ff
inct 192.168.65.6/24 brd 192.168.65.255 scope global dynamic noprefixroute cth@

valid_1ft 3495sec preferred_lft 2855sec
inete fed0::5Q:ff:fedB.1/64 scope 1ink
valid_1Lft forever preferred_1ft forever

Figure 6.22: Network sefting from withr tie contaimey when nsing the lrost network
We can see the MacAddress and the 1P address 192.168.65.6 that have
been assigned to this endpoint, and they correspond to the ones of the host

4. We can also analyze the routing that has been defined for the container with

ip route

and we see something like the following:
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" # ip route
default via 192.168.65.1 dev eth® src 192.168.65.6 metric 262
[127.0.0.8/8 dev lo scope hos:t

.17.0.8/16 dev docker® scope link src 172.17.8.1

.27.0.9/16 dev br 8blee9ciébeb scope link sre 172.27.0.1
.168.65.0/24 dev eth® scope link src 192.168.65.6 metric 202
.168.65.5 dev serrvicesl scope link src 192.168.65.4

Figure 6.23: Rovitarg tnsule u condainer attached fo the host netivork

We can see that any traffic is routed imside the container the same way as
on the host, which is expected since the container uses the same network
namespace as the host.

Before we continue, it should be pointed out once again that it is dangerous o use
the host network, and it should never be used for line of business applications.

The none network

Sometimes one wants to Tun a job inside a container that has absolutely no other
dependencies and does not need any network access at all. Tn such situations, it
15 best practice to attach this container te the null network. This way, all processes
running inside the conlainer are perfeclly shielded from exlernal access. Lel us
proceed with an example:

1. To run a container such as an Alpine container attached to this network,
execute the following command:
docker container run -it \
--name test \
--netwerk none \

alpine:latest sh

2 From withing the started container, try to use the ip tool we already know
from earlier experiments and run the following command:

ip addr show ethe

The resulting output should be the following:

ip: can't find device ‘ethe’

confirming that, indeed, there is no network available in this container.

3. Exit the container with CTRL-d. The container should still remainin memory,
though in status exited.



Demystifuing Container Networking 171

" # ip route
default via 192.168.65.1 dev eth® src 192.168.65.6 metric 262
[127.0.0.8/8 dev lo scope hos:t

.17.0.8/16 dev docker® scope link src 172.17.8.1

.27.0.9/16 dev br 8blee9ciébeb scope link sre 172.27.0.1
.168.65.0/24 dev eth® scope link src 192.168.65.6 metric 202
.168.65.5 dev serrvicesl scope link src 192.168.65.4

Figure 6.23: Rovitarg tnsule u condainer attached fo the host netivork

We can see that any traffic is routed imside the container the same way as
on the host, which is expected since the container uses the same network
namespace as the host.

Before we continue, it should be pointed out once again that it is dangerous o use
the host network, and it should never be used for line of business applications.

The none network

Sometimes one wants to Tun a job inside a container that has absolutely no other
dependencies and does not need any network access at all. Tn such situations, it
15 best practice to attach this container te the null network. This way, all processes
running inside the conlainer are perfeclly shielded from exlernal access. Lel us
proceed with an example:

1. To run a container such as an Alpine container attached to this network,
execute the following command:
docker container run -it \
--name test \
--netwerk none \

alpine:latest sh

2 From withing the started container, try to use the ip tool we already know
from earlier experiments and run the following command:

ip addr show ethe

The resulting output should be the following:

ip: can't find device ‘ethe’

confirming that, indeed, there is no network available in this container.

3. Exit the container with CTRL-d. The container should still remainin memory,
though in status exited.



172 Dacker: Up and Runiing

4. Inspect the container’s network settings with this command:

docker container inspect test
And you should see something similar to this:

“Metworks": {
"none": {
"IPAMConfig": null,
"Links": null,
"Aligses": null,
"NetworkT 308515397488 ShaZa599e2a0a0a9
"EndoointID -

"Gateway

"IPAddress”
"TIPPrafixLen’
"IPviGatena 5
"GlooallPvBAddress™: ™
"GlooalIPvePrefixlen”:
‘"MacAddress": "',
‘DriverQpts”: null

Tigure 6.24: Inspecting neteeoik seltings of a coniainer attached to sone nelwork

In the preceding image, we see the network settings part of the overall output of
the container inspect command. And the container is indeed attached to the none
nelwork. Consequently, il has no MacAddress and no II” address defined.

5. Clean up your environment with the following command:
docker container rm -f 3(docker container 1ls -aq)
docker network prune -f

What do the preceding commands exactly do? If you cannot decipher them,
please use online help or Google for it.

With this, we have reached the end of this chapter about Docker container networking,

Conclusion

In this chapter, we have been introduced to the Docker c¢ontainer network model
(CNM). A CNM describes how a software-defined network (SDN) connecting
multiple Docker containers has to look like and what requirements it has to fulfil.
We then discussed the three implementations of the CNM in detail that arc part
of the default installation of Docker on our machines. We put a lot of emphasis on
describing the bridge network, which is used to connect multiple containers running
on a single Docker host and shielding them from the outside world.
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Questions

To assess your learning progress, please trv to answer the following questions:

1. Name the three main elements described or named in Docker’s container
network model {CNM).

2. What is the primary reason to use networks with containers?

3. Which three types of networks are supported out of the bex by Docker?

4. What is an important difference between the default bridge network on a
Docker host and an explicitly created instance of the bridge network?

5. What can you de to provide the outside world access to a Web application
running in a container and listening on container port 30007

6. How can ] run a service in a container such that the service has full access to
the network stack of the host machine?

Answers
Here is the list of correct answers:

1. The CNM describes or names the network sandbox, the networks and the
endpoints as fundamental constituent elements of the model.

2. When attaching containers to networks, they are able te communicate with
each other. Containers are otherwise perfectly shielded from the outside
world. Tn that sense, networks present a perfect firewall shielding the
processes or applicafions running inside containers from external access.

3. The three network drivers that come out of the box with Docker are the null
network, the host network, and the bridge network.

4. The defaultinstance of the bridge network does not support name resotution.
That 15, containers attached to this network cannot use DNS to localize each
other. An instance of type bridge explidtly created, on the other hand, does
support DNS name resolution.

5. Inthe docker container run command, we can use the --port {or short

-p) parameter to map container port 3000 to any free host port such as, e.g.,
port 8081):
docker container run \

--detach \

--port 8080:3600 \

dockerforjobseekers/web:1.8
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6.

If a service that is running inside a container needs access to the host’s
network stack, then one should attach this container to the host network:

docker container run --network host ...

Note that this technique is dangerous and should only be used in highty
controlled circumstances.

Mastering job interview question

[n this section, we will be presenting tips on how to answer possible job interview
questions related to container networking. Questions asked during a good job
interview are often open-ended to give the candidate an opportunity to show their
knowledge and make them talk. This isin contrast to multiple choice questions that
you are often presented with dunng exams.

S0, you finally got a chance for an onsite interview for a job as a DevOps engineer.
The job is offered by a company that is just starting to work with containers and is
planning to host all their software services in the cloud. During the interview, you
are confronted with the following questions:

il

We have heard that when working with containers, one can use so-called
software-defined networks (SDNs)? Can you tell us a bit more about what
those SDNs are and how they relate to containers?

Docker has defined the Container Networking Model (CNM). What is this
definition goed for, and what are the key elements of that model?

Qur developers often run multiple containers on  their machines
simultaneously. From the documentation, we know that those containers
are automatically attached to the (default) bridge network. Technically
these containers or more precisely, the applications running inside the
containers—should now be able to communicate with each other, right? In
reality, we find that this is not the case. What are we doing wrong?

We want to run a special service in a container. This service should intercept
and analyze the network traffic happening on the host. ls that even possible?
And if ves, how could we do such a thing? Are there any considerations to
be taken inte account if doing so?

We have heard that the containers of a distributed application should be
attached to different networks. Why should we not just use a single network
and attach all containers to it?
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Sample answers to the job interview
questions

Here are potential answers to the job interview guestions:

e

SDNs are instances of a network driver installed with Docker on a Docker
host. There are different types of network types, also called network drivers.
Each of those network drivers has to follow the rules of the Docker Container
Network Model (CNM). SDNs are like firewalls protecting containers from
external access yet allowing services running inside containers that are
attached to the same network to communicate with each other.

The CNM defines three key elements:

a. The network sandbox: This shields the processes running inside
a container from being accessed by any external party. It is like a
firewall protecting the container and its content.

b. The network: The network corresponds to the lane or route through
which communication can flow.

<. The endpoint: Endpoints are like controlled gateways from a
container to a network. A container can be attached to one or many
networks through endpoints.

The default bridge netwoerk on a Docker host does not support DNS name
resolution. Thus, applications i different containers running on this network
cannot freely communicate. One can mitigate that by explicitly ereating a
bridge network and attaching the containers to it.

Yes, it is indeed possible to provide containerized service access to the host’s
network stack; tor this, one has to attach the container to the so-called iwost
network that is defined by default on a Docker host. The problem with this
i5 that it is a double edge sword. This technique should only be used in very
controlled environments since if the service is hacked, the hacker gets access
to the network stack of the host, which can do a lot of harm.

Softwarc-defined networks are cheap to ereate, and cach additional network
provides another layer of security o the application. If we take the sample
of a simple Web application consisting of a frontend part (Wek), a business
service (called order-service) and a database, then one could have twonetworks
called front and back where the Web and the order-service are attached to the

frontf network. The database and the order-service are attached to the back

network. Thus, the Web service is not able to communicate with the datnebase
service, and only the middle tier order-service can bridge the traffic between
the two networks. Thus, if the Web gets hacked, the malicious code has no
way to access the database service.
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