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Preface

This book introduces the readers to Docker, practicing the readers in writing the 
Docker commandsand how to create Docker files, images, creating containers. While 
doing so, you get a stronghold on Docker tools like Docker Images, Dockerfiles, and 
Docker Compose. The book explains the architecture of Docker, designing multi 
containers, understanding how to automate the work of containerization, working 
with other tools such as Kubcrnetes and Jenkins, securing Docker containers, and 
more

This book is dedicated to developers, DevOps, QA automation, and operations 
engineers interested in Docker containers and Kubernetes. No prior knowledge 
of containers and container orchestration is needed as the book introduces the 
concepts from the ground up. It is though highly recommended that the reader has 
some bejsic knowledge of coding or scripting in one of the popular languages such 
as JavaScript, Python, Java, .NET C#, PowerShell, or Bash.

By the end of this book, the reader will become a successful developer or engineer 
who can convert their complex stacks of applications into a single file and run it 
with a single command, thereby simplifying the entire process of slupping and 
deploying enterprise applications without Worrying about their infrastructure.

The book is divided into 13 chapters. They will start from the basics of Docker 
containers, progressing slowly to more elaborate topics such as building, testing, 
shipping, and running individual containers and whole containerized applications 
in Kubernetcs on-prcmisc or in the cloud.

Chapter 1: Explaining Containers and their Benefits - informs the reader about 
w'liat containers are and why they are crucial in modern software development. We 
will start with a brief history of the evolution of containers and their surrounding 
ecosystem. We will mention examples and present some case studies on where the 
use of containers has brought significant benefits to the development, distribution, 
and or maintenance of applications. We continue the chapter with an overview 
of where containers arc a good fit and whore other technologies or approaches 
may be appropriate instead. We will show how the use of containers and related 
technologies brought a shift in the demand for skills and resulted in new job rotes. 
We will present some quantitative information that may convince readers, such as
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salary irifo^ job stability, and career progression. We conclude the chapter with a 
short recap of what the reader has learned.

Chapter 2: Selling Up Your Environment - will guide the reader step by step on 
how to set up a great working environment for the development with and the 
use of containers. We will provide easy-to-follow and step by step instructions for 
both platforms, Windows 10 and Mac OS, on how to install and configure Docker 
Desktop, Docker Compose, a terminal, and the Visual Studio Code code editor.

Chapter 3: Getting Familiar wilh Containers - familiarizes the reader with how io 
download a first Docker image from the Docker Hub and run a container from this 
image. 7 hey will get to know the most important characteristics or attributes of a 
container, such as its name and status. Furthermore, they will learn how to stop 
and remove containers as well as how to visualize what's really running inside a 
container. Finally, the reader will list and analyze the log of a running container 
and run their own processes in the context of a running container. In this chapter, 
we wall mainly use Docker Desktop and the terminal.

Chapter 4: Using Existing Docker Images - teaches the reader how to use existing 
container images, such as ones for SQL databases locally on their computer. They 
will learn how an image is made up of layers, and they learn to define and use 
Docker volumes to persist and share data and how to configure application^ 
running inside a container. Tools used in this chapter are Docker Desktop and the 
terminal.

Chapter 5: Creating Your Own Docker Image -leads the reader through creating 
their own Docker images and shows how to tag and publish them to a container 
registry such as Docker Hub. To author Dockerfiles, we will use VS Code, and for 
all other operations Docker for the Desktop and the terminal.

Chapter 6: Demystifying Container N etworking - introdu ces the Docker container 
networking model and its single host implementation in the form of the bridge 
network. This chapter also introduces the concept of software-defined networks 
and how they are used to secure containerized applications. Furthermore, we 
will demonstrate how container ports can be opened to the public and thus make 
containerized components accessible to the outside world. Lastly, the reader is 
introduced to network types that can span whole clusters of multiple nodes. We 
conclude with some tips on how toexcel inajob interview when container network- 
related questions are asked, and we provide a short recap of the key learnings. In 
this chapter, we will mainly use the terminal and some simple Linux tools
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Chapter 7: Managing Complex Apps with Docker Compose - introduces 
the concept of an application consisting of multiple services, each running in a 
container, and how Docker Compose allows us io easily build, run, and scale such 
an application using a declarative approach. Tools used in this chapter arc Docker 
Desktop, the terminal, and VS Code to author the various Docker Compose files

Chapter 8: Testing and Debugging Containerized Applications - elaborates on 
how to significantly reduce friction in the development process by enabling hot 
reloading and debugging of an application running inside a container. The reader 
will also learn how to write and run automated tests for such an app and how to 
instrument the app optimally. The reader will get some valuable tips and hints on 
how to best prepare for an interview as a Docker developer. In this chapter, we 
mainly use our code editor VS code as well as its integrated terminal.

Chapter 9: Establishing an Automated Build Pipeline - explains why no SW 
development team can be successful without building up and /or leveraginga fully 
automated CI/CD pipeline. In this chapter, the reader learns how to build and use 
the continuous implementation (CI) part of such a pipeline. Later, we will discuss 
and compare some free and some commercial SaaS offerings and implement a 
complete Cl/CD pipeline using GitHub actions as an example. We then provide 
some tips on how to prepare for a job interview for DevCps engineer covering 
mainly the CI part. We conclude the chapter with a recap of the key learnings. The 
tools used will be the terminal and VS Code.

Chapter 10: Orchestrating Containers- introduces container orchestration in 
general and Kubernetes in particular. Kubernetes is currently the clear leader in 
the container orchestration space. We will start with a high-level overview of the 
architecture of a Kubcrnetcs cluster and then dfScusS die main objects used in 
Kubernetes to define and run containerized applications. Since many teams do 
not want to manage their own cluster, we provide a brief overview of the most 
popular fully managed Kubernetes offerings in the cloud. Finally, we discuss the 
position of the container in the new context of so-called serverless computing. 
Lastly, we will train the reader for a job interview where container orchestrshon- 
related questions will be asked. In this chapter, we mainly use Docker Desktop 
with its integrated Kubernetes, the terminal, and VS Code to audior YAML files.

Chapter 11: Leveraging Docker Logs to Provide Insight into Your Apps - 
shows that once your application is running in production, no outage is tolerated. 
To prevent costly outages or readily fix them if they happen, you need insight
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into the inner workings of yon app. In this chapter, we will discuss how to collect 
Docker and application logging information and use it to monitoryour application, 
how to gel Ratified in the event of a critical event, and how to quickly find the root 
cause in the event of a bug or an outage. We will be using Prometheus to collect 
logs and Grafana to visualize key metrics

Chapter 12: Enabling Zero Downtime Deployments - exemplifies how to deploy 
update, and scale applications into a Ku be motes cluster using different strategies 
such as roiling updates or blue-green deployments. We will also explain how 
zero downtime deployments arc achieved to enable disruption-free updates and 
rollbacks of mission-critical applications. To conclude this chapter, the reader is 
provided with more tips and hints on how to excel in a job interview for a Dev Ops 
position and a discussion ot the key learnings.

Chapter 13: Securing Containers - introduce Kubernetes secrets to configure 
services and protect sensitive data. The reader will learn how to provide trust in 
container images and how to scan images to proactively identify and eliminate 
vulnerabilities that bad actors could exploit. Finally, we will discuss the use of 
software-defined networks, port, and protocol mapping as well as ingress and 
egress rules to further firewall their precmus applications.
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Chapter 1
Explaining

Containers and their 
Benefits

Introduction
Tn this chapter, you will leai 11 what containers are a nd why they are So important in 
modern software development We will start with a brief history of the evolution of 
containers and their surrounding ecosystem. We will mention examples and present 
some case studies on where the use of containers has brought significant benefits to 
ihe development, distribution, and/or maintenance of applications. We will show 
how the use of containers and related technologies brought a shift in the demand for 
skills and resulted in new job roles. We will present some quantitative information 
that may convince readers, such as salary info, job stability, and career progression. 
We conclude the chapter with a shoi t recap about what the reader has learned so far.

Structure
In this chapter, we will discuss the following topics:

• What is a container
• Evolution of containers and associated infrastructure
• Architecture and core capabilities
• Main use cases and case studies
• Skills, jobs, salaries, and career paths
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Let us skirt by describing what a container is.

Objectives
In tins chapter, the reader will learn what containers are by giving a very familiar 
analogy and the most mportant use cases of containers. We will also learn ways 
in which containers can help ns to significantly reduce the friction in the software 
development life cycle and, on top of that how*  containers can make the software 
supply chain more secure and resilient against cyber threats.

What is a container?
In this section, we want to provide you with a high-level description of what a Docker 
container is. A container is a process running on an operating system, such as Linux, 
which is protected by namespaces and CCroups. 1'his is a very simplified picture, 
but it helps create a mental model in our heads. We will discuss namespaces and 
CGroups in more detail later in this chapter. Contrary to common belief, a Docker 
container is not some lightweight virtual machine (VM), although, in many regard, 
a VM and a container look and behave similarly. AATliilst a VM is a whole virtual 
computer including a full operating system and all its drivers and interfaces, a 
container is only containing the so-called user space with its application. A container 
does never contain the Kernel of an operating system. Rather the container or the set 
of containers uses the Kernel of their host computer:

Virtual 
Machine

Virtual
Machne

Cootainerizod Applications

App A

Guest 
Operating 

System

Guest 
Operating 

System

Virtual
Mac b re

App B
o 
Q.
2

a
C(. 
a 
<

Guest
Operating 

System Docker

Hypervtsor

Infrastructure

Figure 1.1: Virtual machines (VMs) versus Llocker containers
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Evolution of containers and associated 
infrastructure
This section provides a short history of the evolution of containers and the associated 
infrastructure. Docker did not invent containers. Docker made containers popular 
by making them easy to use. It is similar to what Apple did with the iPhone. The 
iPhone was not the first smartphone, but Apple brought the idea of smartphones to 
the masses by making them easy and intuitive to use. Docker did a similar job with 
container':.

To better understand software containers, let us look around us and come up with 
a good analogv. In this case, we take physical containers as an example. You know, 
those big iron boxes that have a well-defined length, width, and height. They are 
used widely to ship goods around the globe. Certainly, you have seen a container 
ship transporting merchandise from China to Europe or the USA live or in the 
media. But traditionally, before those shipping containers existed, people had to 
transport goods by different means. Prior to the invention of the wheel, goods were 
transported in sacks or baskets on the shoulders of people or on the back of specially 
trained animals such as donkeys.

The invention of wheels and later engines made transportation of merchandise a 
bit more efficient since with a cart, a train, a steamboat, or a truck, we were able 
to transport much bigger quantities at a time over much longer distances. But tit 
the same time, wo started to transport more types of goods. At times the handling 
of those goods also became more compEcated. What did not change through time, 
'.hough, was the need to unload goods from one meansof transportation onto another 
one. Let us take an example, wheat that is produced in Ukraine and then shipped to 
Africa, where it is used to bake bread. Farmers in Ukraine grow wheat, and when 
it is ready to harvest, they transport the grains with them tractors to the next village 
and unload it into a grain storage tank, Trucks will be loaded with the grain and ship 
it to the next port, most probably to Odessa, there they unload the wheat into big 
ships that will then cany massive amounts of grains to the destination port in Africa. 
I rem there again, trucks will pick up loads of those grainsand transport them to the 
mill, and so forth. You will agree that during the many unload and load processes 
that are ’Lime-consuming and tedious, a lot can go wrong. Seme waste is produced, 
Or part of the goods can be stolen by corrupt workers, to just name a few issues.

The introduction of containers, those big and standardized non boxes we mentioned 
previously, revolutionized the shipping industry. Sir.ce the dimensions of a shipping 
container arc standardized, the whole ecosystem around it could start standardizing 
as well. Truck, train, and ship makers could start to produce vehicles that arc doing 
nothing but transport one or many containers from location A to location B. Shippers 
could start to buy those standardized vehicles and then standardize the process of
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shipping around tliom. Ports and other hubs could start using standardized tools 
cptiini/ed for handling containers such as cranes or forklifts.

Now, having said that we can easily see that the unloading and loading process has 
become much simplified. There is no need to open a container anymore during this 
process. In fact, containers are often sealed to make sure that they have not been 
opened, in transit. With this, there is also less danger that part of the load gets lost or 
wasted in the process oi changing the means of transportation, lhe shipper, iu most 
cases, docs not care what exactly is inside a container and how it has boon packaged, 
to avoid any damage during transportation For the latter, the producer of the goads 
is responsible. They best understand how their goods need to be handled to avoid 
any damage and, as such, are best qualified to fill the container in the first place. 
Once arrived at the final destination, the recipients of the goods are, in turn, most 
qualified to unload the container and handle the goods the right way. Shippers, in 
the meantime, only care about a limited number of things, namely the place horn 
where to pick up the container, its weight, and the destination to where they must 
transport it. They may also care about if the container needs to be connected to a 
power source; for example, if the goods in the container need to be cooled, then 
those containers will need power for the cooling, yet the shipper is not responsible 
for the cooling, only tor the power needed bv the cooler in the container.

This analogy will help give vou a clear picture of why the introduction of shipping 
containers has been such a paradigm change in the industry. So much has improved 
with this new invention. Software containers represent the exact same paradigm 
change in the software industry. Trior to having software containers, the Software 
Development Life Cycle (SDLC) was similarly complex and non-standaidized as 
the shipping of goods was. But the introduction of software containers streamlined 
all tools and processes around the building, securing, testing, shipping, and running 
applications.

Architecture and core capabilities
Now, we are readv for a high-level description of the architecture and. the core 
capabilities of Docker. Let us present a high-level architecture diagram of a system 
able to run Docker containers. The following illustration shows how a host system 
on which Docker has been installed looks like. Any computer or server that has lhe 
Docker daemon installed is sometimes called a Docker host.
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In the preceding diagram, we tan see three main. elements, aE with grey backgrounds;

* At the bottom, we have the Linux operating system

• In the middle, we have the container nmtitne

• Finally, the Docker engine sits at the top

The enabling factors for containers are low-level Linux—or, more specifically, 
Unix—features such as namespaces, control groups (egroups), layer capabilities, 
and so on. All those are building blocks and are used by the container runtime and 
the Docker engine. With the help of Linux namespaces. Docket can encapsulate 
applications that run inside a container. Note that any application is made up of one 
to several processes. All these processes will run in the same namespace cetined by 
the enclosing container. Examples of namespaces are the process namespace or the 
network namespace, egroups can be used by containers to limit how much of the 
available resources the processes inside the cemtauicr can use. Resources arc CPU 
time, the amount of memory or disk, the available network bandwidth, arid more. 
By having this throttling mechanism in place, tlie system administrator can avoid 
situations in which a single malicious container tries to monopolize all available 
resources of the host system and, as such, starve all the other applications running 
in different containers on the same host.

To be able to run containers on a host, normally, we need some low-level libraries, 
la the case of Docker, these are cont a in er d and rune, rune is a low-level library 
providing very basic container runtime support, containerd, m turn, builds on 
top of rune and provides more higher-level support for containers and container
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images. Originally both have been part of the bigger Docker engine daemon but 
have later been broken out ot this monolithic structure and modularized. Docker 
did donate containerd and rune to the Cloud Native Computing Foundation 
(CNCF). Yon may know this organization from other important software it owns, 
such as Kubernetes.

I’he container runtime, made up of rune and containerd is managing the life cycle 
of containers. It enables the pulling of container images from a centra l image registry, 
instantiates a container from that image, and initializes and runs the container. 
Furthermore, the runtime enables us to stop and restart or remove containers from 
the system.

The Docker engine augments the container runtime by providing additional features 
such as some networking 1 Jbraries, the support for plugins used to extend the engine, 
and finally, a REST interface through which all container-related operations can be 
automated. In this book, we wall frequently use the Docker Command Line Interface 
(Docker CLI). This tool is one of the main consumers of the Docker engine's RLiST 
API.

Main use cases
In this section, we want io present a list of (he main use cases for Docker containers. 
In the following, we want to describe some of these use cases in more detail.

Prior to the advent of containers, developers would develop a new applications. 
Once the appl ication was completed by the definition of the developers, they handed 
it over to the Quality Engineering (QE) department. The quality engineers then 
tested the application according to the specifications. If everything was OK, then QE 
handed the application over to the IT operations (1'1 OPS) department, lhe ff OPS 
engineers then tried to install and run the application on servers they had configured 
before. Ideally, and if they were lucky, the developershad provided some kind of— 
hopefully—accurate documentation on how to install and configure the application. 
The situation was not ideal but manageable. It got a bit out of control, though, 
when in an enterprise, many teams developed many different applications. If those 
applications needed to be installed and run on the same set of production, servers 
to optimize resource usage, things got quickly quite complex. Each application 
normally has seme dependencies on libraries and frameworks. Unfortunately, not 
all applications use lhe same libraries and frameworks, or even worse, they use lhe 
same libraries but in different and sometimes incompatible versions. Think of two 
applications written in Java. Ono uses Java 8, and the other, a more modern one, uses 
Java 17. The IT OPS service providers had to really have their act together and be 
creative in how they could put all those different requirements under a single hat, 
that is, run the applications on the same servers without breaking anything.
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You may understand that in such a situation, upgrading applications introduces 
major risks. A new release needed careful planning and testing that could easily take 
months and bind a lot of engineering and management resources. This all meant a 
lot of friction in the software supply chain. But nowadays, companies are not happy 
with new' releases every few months or so. The requirement is to deploy new features 
in a short time, ideally daily. Companies that do not follow the path of continuous 
delivery will struggle or even go out of business. There are enough competitors out 
there that arc waiting to pick up where your company failed to deliver. What can 
we do?

Standardize infrastructure
The first step was to Introduce Virtual Machines (VMs). This way, one could easily 
divide the resources of a physical server among several VMs running on this very 
same machine, lhen Ol’S engineers would deploy one application per VM, and thus, 
solve the problem quickly. Each VM is like a complete and impermeable sandbox, 
and thus, everything inside of one VM is shielded from all the other applications 
running in the other VMs.

Sadly, this solution fell apart quite quickly with the advent of the microservice 
architecture. Now, a single application suddenly was made up of many pieces, the 
microservices. Tn theory, every microservice could be written :n a different language 
using different frameworks and libraries. With that, we are back to square one. Some 
clever engineers wanted to solve the problem by only packing a single microservice 
into a VM. Bui this is a huge waste. VMs are quite heavyweight. They contain a full 
operating system such as Linux or Windows Server. Now imagine all this for just a 
single microservice, ft looks like we are using a whole container ship to transport a 
single trucktoad of wheat.

The solution to this maze came with the Introduction of what looks a lot like an 
extremelv lightweight VM, the Docker container. It is not a VM, though, mind you, 
as it does not contain a whole operating system and also does not provide the same 
level of isolation as a VM. At the same time, it provides enough isolation for an 
application or an application service packaged into it. Lt encapsulates the service 
and its dependencies in the form of libraries and frameworks. For some, the Docker 
container looks like the holy grail of modern software development.

Like the introduction of physical containers in logistics—you know, those 
standardized metal boxes used to ship goods—has revolutionized the shipping 
industry’. Docker containers have similarly helped to revolutionize the If industry. 
While the introduction of virtualization in the form of VMs has made the cloud 
possible in the first place, containers represent the next paradigm shift in the industry. 
By standardizing how we ship and run the software, we have given a whole new 
industry of infrastructure and service providers a chance to thrive. Operating systems



Explarsjn^ Containers unit their Benefits

You may understand that in such a situation, upgrading applications introduces 
major risks. A new release needed careful planning and testing that could easily take 
months and bind a lot of engineering and management resources. This all meant a 
lot of friction in the software supply chain. But nowadays, companies are not happy 
with new' releases every few months or so. The requirement is to deploy new features 
in a short time, ideally daily. Companies that do not follow the path of continuous 
delivery will struggle or even go out of business. There are enough competitors out 
there that arc waiting to pick up where your company failed to deliver. What can 
we do?

Standardize infrastructure
The first step was to Introduce Virtual Machines (VMs). This way, one could easily 
divide the resources of a physical server among several VMs running on this very 
same machine, lhen Ol’S engineers would deploy one application per VM, and thus, 
solve the problem quickly. Each VM is like a complete and impermeable sandbox, 
and thus, everything inside of one VM is shielded from all the other applications 
running in the other VMs.

Sadly, this solution fell apart quite quickly with the advent of the microservice 
architecture. Now, a single application suddenly was made up of many pieces, the 
microservices. Tn theory, every microservice could be written :n a different language 
using different frameworks and libraries. With that, we are back to square one. Some 
clever engineers wanted to solve the problem by only packing a single microservice 
into a VM. Bui this is a huge waste. VMs are quite heavyweight. They contain a full 
operating system such as Linux or Windows Server. Now imagine all this for just a 
single microservice, ft looks like we are using a whole container ship to transport a 
single trucktoad of wheat.

The solution to this maze came with the Introduction of what looks a lot like an 
extremelv lightweight VM, the Docker container. It is not a VM, though, mind you, 
as it does not contain a whole operating system and also does not provide the same 
level of isolation as a VM. At the same time, it provides enough isolation for an 
application or an application service packaged into it. Lt encapsulates the service 
and its dependencies in the form of libraries and frameworks. For some, the Docker 
container looks like the holy grail of modern software development.

Like the introduction of physical containers in logistics—you know, those 
standardized metal boxes used to ship goods—has revolutionized the shipping 
industry’. Docker containers have similarly helped to revolutionize the If industry. 
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have been created that are optimized to host containers. Container orchestration 
engines such as Kubemetes or Docker Swarm have been created and popularized. 
Many tools focussing on containers have been built. A whole ecosystem of software 
is centered around containers. Most prominently, this can be seen by browsing the 
project page of the CNCE which vou can reach via the following LRL; http&wwww. 
cncf.io/projects/.

Developers package their application services into containers and, on tup of that, 
add supporting libraries and frameworks to the package. Then they hand over those 
self-contained containers to QA engineers that test them or operation engineers that 
will run them. For QA engineers and operation engineers alike, a container, in this 
sense, is just a blackbox with some well-defined interfaces. This black box is coming 
in a standard form, though, and thus, the engineers can treat them all equally. This 
is true for all types of applications shipped in a container. Tf an operations engineer 
has a container host at hand that can run a container, then most likely, it can run any 
other container too. This is not a false promise but true for almost all cases, except 
some special edge cases.

We can thus look at containers as a way of packaging applications or application 
services, all their dependencies, and supporting frameworks and libraries in a 
standardized wav. Not surprisingly, Docker came up with the following slogan for 
containers: "Build, ship, ami run anywhere"

t urbocharge a microservice architecture
As applications have grown in complexity and the range of features they cover, 
developers and software architects have been looking for a means to break the 
monolithic structure of an application apart and modularize it. If too many 
developers were working on the same monol ithic application at the same time, there 
was a real danger that they did step on each other's feet. Deploying code changes 
became more and more difficult due to the fact that the work of all developers had 
to be coordinated.

The solution was to break down the big and complex applications into smaller, less 
complex pieces that ideally were somewhat loosely coupled with each other. This 
way, one could assign such a piece or module of software to a team consisting of a 
small group of people. L'his team could then work independently from till the other 
Learns and evolve lheir module. Again, this was possible due to the fact that lheir 
module was loosely coupled to the other modules and interacted will; them through 
well-defined interfaces. I nis was the birth of the so-called micro-service architecture.

Tn this new architecture, such a software module is now called a microservice. As 
we mentioned previously, microservices can be developed independent!v from 
each other and, as such, also have their own release cycle. A microservice was then 
compiled and packed mtc an executable or into, say, a JAR or WAR if you were using
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Java as your coding language of choice. A inlcroservice could them be deployed side 
by side with other mTcroservices onto a single host, a bare metal server, or a virtual 
machine (VM). A microservice could also be exclusively deployed to a dedicated 
server if one wanted to run it in isolation for better protection or it the service was 
resource hungry and needed a lot of CPU or memory when running.

Although, in principle, this architecture looks simple, in practice, there were a few 
challenges to overcome. Let us assume the case where multiple micro sei vices run on 
the same host. In this case, we were facing the following potential problems:

• Every microservice running on the same host was running in the same 
context, so to speak. They all used the same process, user, and network 
namespaces. They all were fighting for the same resources, such as CPU 
and memory or TO. A malicious service could easily compromise the other 
services running in the same context. A service could be very aggressively 
monopoEzing available resources mid, at the- same time, starving all the 
other services, resulting hi the so-called noisy neighbor problem.

• Let us assume all microservices were written in Java, but not every service 
used the same version of Java. Thus, the infrastructure team had to make 
sure io have al! required versions of the Java Runtime Environment (JRE) 
Installed on the host. Things got even worse if the different teams were using 
different languages and frameworks to develop their respecti ve service. Just 
imagine a situation where team A developed service Si in Java 8, team B 
developed service S2 in Python 2.7, team C used Node JS 15.x to implement 
service S3, and so on. In this case, the poor infrastructure team had to make 
sure all of those rimtime environments were installed and maintained on 
the host. This was a huge burden and often resulted in quite a mess. To 
make things worse, often, different versions of the same framework were 
incompatible with each other and could not co-exist on the same host.

Now, let n$ assume we want to avoid all the preceding problems by placing each 
microservice onto a dedicated host. But this creates another bunch of problems, as 
follows:

• Using a dedicated server or VM for each microservice is most often a huge 
waste. A somewhat reasonable VM can easily cost several dozens of dollars 
per day, and at the same time, its CPU will most probably remain mostly idle 
the whole day with mst a single microscrvicc residing on it. The problem is 
that we cannot just provision the cheapest, low-power VM, though, since the 
VM needs to be able to handle the occasional peek loads of the microservice, 
which can by far exceed the average load.

• ifour application isunder load, weinayneed to scale up certain microservices. 
Scaling up and down additional VMs when a microservice needs to scale 
when the load on the application changes significantly can take a long time.
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Here., a long time means several minutes, which is not acceptable for high- 
volume applications.

• Last hut not the least, we should also be conscious about our environment. 
More servers mean more energy consumption. Yet our cloud providers are 
far from being carbon neutral at the time of this writing.

1'he solution once again is containers. Miicroservices can be encapsulated into 
containers, and multiple containers can be packed on a single VM to share the 
available resources. Containers can scale out and in near instantly, in a matter of 
milliseconds or a few seconds at most.

Providing standard deployment model
An additional benefit of us;ng containers is the fact that II' operations engineers 
can focus on the specifics of their role They are good at provisioning infrastructure 
such as networks, clusters, routers, and so or. They are also good at monitoring 
this infrastructure. The use of containers helps in standardizing infrastructure and 
processes associated with it. When thinking of servers ot cluster nodes, every one of 
those is almost identical all the time, and it is just another container host. There is no 
need to install any specific frameworks or libraries on such servers. The only thing 
required is an OS optimized to host containers such as CoreOS.

Therefore, operations engineers or, more specifically, system reliability engineers 
(SREs), are not required to be familiar with the internal details of application services 
running inside containers as those containers are supposed to be self-contained and 
include everything necessary to successfully run the service. on any compatible 
container host. This way; SRE can look at a container and treat it as if it were a 
black box. Ihis is not much different from how a shipper today looks at a physical 
container. I hey do not care so much about what is inside but just the fact that they 
need to transport the container from A to B.

We will lock into tills use case hr more detail in Chapter 20, GorUpfner archesirat/on and 
Chapter 72, Enabling zero-downtime deployments.

Improved security
It is no secret to us that cyber-attacks are on the rise, livery day we hear in the news 
of high-profile companies that have been under attack and that highly sensitive data 
got stolen from their servers. Often i nportant data gets encrypted, and the attackers 
ask for money, mostly in the form of crvptocurrencv, to unlock the data. Sensitive 
data ranges from personal data such as names, phone numbers, and e-mau addresses 
to financial data such as credit card numbers or bank account info. Depending on 
rhe sector, it can also be sensitive health-related information that gets stolen. Apart
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from customer data, the attackers can also steal company secrets. Luckily the use of 
containers can help usin mitigating the risk of such events. Through the use of Linux 
low-level functionality—we call them Linux primitives—an application running 
inside a container is by default more secure than the same application running 
natively on a server or VM. By using Linux namespaces, different applications are 
candbaxed from each other. And through the use of Linux cgroups we can limit 
the amount of resources each containerized application can request and thus avoid 
scenarios where a malicious application can starve all the other applications running 
on the same server.

Since container images are :mmutable, it is straightforward and simple Lo use special 
tools that scan all the layers of an image for Common Vulnerabilities and Exposures 
(CVLs). By identifying CVEs and eliminating them, we harden our applications and 
further improve their security.

We can add an additional layer of protection on top of our containers by using 
content trust. With content trust, the author ot a Docker image digitally signs it. lhe 
recipient can then verify tins cryptographic signature and make sure that the image 
is indeed originating from the claimed source and that the content of the image has 
not been tampered with on its way to the destination. This way, we can avoid so- 
called man-in the-middle (MITM) attacks.

Since applications running in a container are running inside theii own namespace, 
they are protected from the outside world. Each container defines a new user and 
process namespace. If your application defines a user Bob, and another application 
running in a different application also defines a user Bob, then these two users haiyc 
nothing in common, as they arc living in different namespaces. It is like the real 
world, where a person named Bob Doe living in Dallas has nothing to do with Bob 
Doe living in New York. The postal service can easily distinguish those two people 
via their addresses. Tn that regard, the City, Street, and house number work as 
namespaces and car be used to uniquely identify a person whose name alone may 
not be unique . On Linux, every process has an associated process ID. lhe fact that a 
Docker container associates a new process namespace with each container makes it 
possible and easy to isolate processes from each other, although they are running on 
the same computer or V M. Namespaces are only one part of the benefits, though, lhe 
other ones are cgroups. cgroups allow us to define how many resources a container 
may consume. Resources are things like the number of CPU cores, amount of RAM, 
and network band width, to just name the most important ones. By giving us the 
ability to limit the resource consumption of a container, we can limit the so-called 
noisy neighbor problem We will talk more about security and containers in ChupitT 
13, Sectirfag a Canlnistcr.
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Reducing friction in the development 
process
By using containers during the development of software, developers have the 
ability' to develop and test their applications in a production-like environment right 
on their own computers. If their application uses a database such as PostgreSQL, 
they can run this database inside a container right on their local machine. Similarly, 
they can run other infrastructure or middleware such as document databases like 
MongoDB, caches like Redrs, blob storage such as AWS S3 compatible blob storage, 
search engines such as ElasticSearch, and many more on their laptop or desktop 
computer The only reqtrrement for them is to have enough RAM available. Usually, 
a minimum of 16 (IB of RAM gets you going, but 32 GB is better. With the ever- 
lowei prices for memory, though, this should not be a problem. We have seen 
many developers using beefier laptops with up to 64 GB of RAM. The ability to 
run all these containers locally makes for a much-improved developer experience 
and a much-shortened feedback cycle. Instead of relying on shared servers or cloud 
resources that maybe in an ever-changing state, developers can now have their very’ 
own setup that is not polluted by data from other developers or bi>gged down by 
the activity of other team members. We talk more about this in Chapter 8, Testing and 
debugging ednkfifierized apphcntioiis.

Every thing you have been told so far can, in principle, also be achieved without the 
use of containers, but with a much bigger effort and resulting maintenance burden. 
Containers have become the de facto global standard, and with this, it is so much 
simpler to implement and enforce best practices.

Skills, jobs, salaries, and career paths
In this section, we are going to look into the required skills, new job roles, salaries, 
and career paths related to Docker containers.

Looking at a company that practices agile software development and invests in 
continuous delivery, we can see a high demand for roles with the following skills:

Developers
Developers are expected to have a strong understanding of Docker containers 
and how to use them re reduce friction in their daib, development workflow. If 
a candidate has advanced container skills and is proficient in using containers, 
building custom container images, and running applications consisting of several 
containers locally on their machine, he or she has a clear advantage over competing 
candidates. Finally, if you can credibly show to have a working knowledge of and 
familiarity with Kubemetes, you are definitely in a good position.
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DevOps engineers
Companies are also desperately looking for DevOps engineers that master Docker 
containers and Kubernetes. If you can prove your expertise in setting up a fully 
automated Cl/CD pipeline/ either from scratch or based on infrastructure provided 
by cloud providers such as Microsoft Azure, Google Cloud, or AVVS, then you are in 
a good position. Intimate familiarity with Kubernetes as the deployment target is a 
huge advantage.

These days companies develop applications that have to be up and running all the 
time, 24x7. At the same time, applications need to be updated all the time, mainly 
when adding new features to them. I hose updates should happen al any lime while 
requiring zero downtime. Thus, you should be familiar with concepts such as rolling 
updates, blue-green deployment, and canary releases. It is an advantage if you have 
worked with tools such as Helm on Kubernetes. Authoring Dockerfiles or Docker 
Compose files should be a breeze for you.

You should also have a good understanding of Linux and, more .specifically, of Linux 
namespaces and egroups that you will leverage to better protect the applications or 
services running inside a container. Using the possibilities of egroups you know how 
to limit the amount of resources a container has access to. With Linux names paces, 
you isolate the different services rurning ir. the various containers from each other, 
providing optimal encapsulation and security.

QA automation engineers
Let us talk about testing now'. QA automation engineers are in high demand. Relying 
on manual testing is a thing of yesterday and is not scalable. Thus, manual testing 
should only be used for exploratory testing. Consequently, you are a specialist in 
writing automated tests. Following the recommendations of the so-called test 
pyramid, you write a lot of what we call component tests, where the system under 
test runs in a container in isolation, and your test code probes this application or 
service in the container via its public APIs, such as REFT API or messages when 
using a service bus. People also call this black-box testing. The test code will run 
m a container as well, as will the other services the system under test uses, such as 
databases and message queuing systems or caches, ihal said, the industry expects 
you to not only be familiar with the latest test frameworks but also to be very 
familiar with Docker containers and the use of multi-container applications. It is a 
big bonus if you are familiar with Kubernetes arid can perform or run vour tests on 
a Kubernetes cluster to simulate a production environment as closely as possible.

You should have experience in using popular Docker images that allow vou to run 
a relational or noSQL database such as PostgreSQL or MongoDB, a message queue 
such as RabbitMQ or ArtiveMQ, blob storage simulators compatible with the AWS
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S3 format, distributed cache such as Redis, search engines such as ElasticSearch and 
more, to support you in more efficiently test your assigned services and applications 
in isolation and locally ot on a build agent in the cloud.

Operations engineers
Finally, let us talk about operations engineers. You should be able to provision 
and operate container hosts and Kubernetes clusters. You are familiar with tools 
that enable you to monitor the infrastructure on top of which armies of containers 
will inn. Ideally, you are using Infrastructure as Code (laC) to provision all your 
Kubernetes dusters, network configurations, load balancers, data volumes, and 
role-based access control. You know how to configure your Kubernetes clusters so 
that they can grow and shrink on demand and that they are redundant and span 
multiple availability zones. You are able to secure your Kubernetes clusters and 
make them immune to all the cyber-attacks that happen all the time, every day.

But do not panic. Most, yet not all, of the skills you have just read about are covered 
in this book. Those skills that we do net cover in the bock you can easily acquire 
once you have mastered the content of this book.

Salaries and career paths
According to data from salary comparison websites and job posting sites, the 
average salary for a Docker container expert um range from S80,000 to S150,000 
per year, depending on the location and level of experience. However, this is just a 
rough estimate and may not acc urately reflect the actual salary of a Docker container 
expert in a specific location or industry.

There are several career paths that a Docker container expert might pursue, depending 
on their skills, interests, and goals Some potential career paths tor Docker container 
experts might include:

» Systems administrator: A systems administrator is responsible for the 
installation, configuration, and maintenance of computer systems and 
servers. They might work with Docker containers to deploy and manage 
applications ?n a production environment.

■ DevOps engineer: A DevOps engineer is responsible for designing and 
implementing processes and tools to automate the development, testing, 
and deployment of software. They might work with Docker containers to 
automate the build, test, and deployment of applications in a continuous 
integr ation and continuous delivery (Cl/CD) pipeline.

* Software developer A software developer is responsible for designing, 
developing, and maintaining software applications. They might work with
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Docker containers to package and deploy their applications in a consistent 
and reproducible manner.

• Consultant: A consultant is an expert in a specific field who is hired by 
organizations to provide advice and guidance on a particular problem or 
challenge. A Docker container expert might work as a consultant to help 
organizations adopt and implement Docker container technologies.

• Cloud com pa ling: Cloud computing involves delivering computing 
resources and services over the internet, allowing organizations to access 
and use computing resources or. demand. Docker containers can be used 
in cloud environments to package and deploy applications in a consistent 
and reproducible manner, making it easier to scale and manage applications 
across different cloud environments. A Docker container expert might work 
in a cloud computing role, such as a cloud solutions architect, cloud engineer, 
or cloud operations engineer, ar.d be responsible for designing, building, 
and maintaining cloud infrastructure and applications.

* Data engineering; Data engineering Involves designing, building, and 
maintaining systems for collecting, storing, processing, and analyzing data. 
Docker containers can be used in data engineering to deploy and manage data 
processing and analytics pipelines in a reproducible and scalable manner. 
A Docker container expert might work in a data engineering role, such as 
a data engineer, data pipeline engineer, or data platform engineer, and be 
responsible for designing and building data infrastructure and pipelines.

* Cybersecurity: Cybersecurity involves protecting computer systems and 
networks from cyber throats and vulnerabilities. Docker containers can 
be used in cybersecurity to deploy and manage secure applications and 
environments in a consistent and reproducible manner. A Docker container 
expert might work in a cybersecurity role, such as a security engineer, 
security analyst, or security architect, and be responsible for designing and 
implementing security solutions to protect systems and data.

These are just a few examples of potential career paths for Docker container experts. 
There are many other job roles and industries that might be relevant for individuals 
with expertise m Docker containers.

Conclusion
hr this chapter, we looked at what containers are by giving a very familiar analogy. 
Wo then discussed the most important use cases of containers. We showed ways 
hi which containers can help us to significantly reduce the friction in the software 
development life cycle and, on top of that, how containers cart make the software 
supply chain more secure and resilient against cyber threats. We also showed how
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the use of containers and related technologies brought a shift in the demand for 
skills and resulted in new job roles.

Tn the upcoming chapter, we are going to setup our personal computers in the best 
possible way so that we can work with containers efficiently and effectively. This 
includes installing the Docker Desktop software that, to this day, remains one of the 
developers' favorite tools to work with containers. Stay tuned.

Questions
To assess your progress, please try to answer the following questions:

1. Containers and VMs are not the same. Provide three differences.

2. Name the two foundational capabilities of an operating system that enable 
containers.

3. Name at least three’ typical use cases for Docker < ontainers

4. Use a few short sentences to explain what the differences between containers 
and Docker are?

5. Explain in a few short sentences what rnnC is.

6. Where can containers run? Name three to five different host systems.

Answers
Here are the ansivers to the preceding questions:

1. A few important differences between VMs and containers are:
a. VM contains a complete operating system, the container does not
b. A VM is more secure than a container, as it contains its own OS kernel 

and is, in general, having better isolation against the outside world 
than a container

c. A VM is considered to be long living; a container is supposed to be 
ephemeral

d. VMs are heavyweight, whereas containers are (often) lightweight
e. VMs have a much longer startup time than containers

2. 1’he two capabilities are namespaces and egroups.

3. I lere is a list of typical use cases for Docker containers
a. Supercharging micxoservice architeoture
b. Removing friction from the development process
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c. Powering C J/CD pipelines

d. Providing a standard deployment model for enterprises
e. Enabling standard tooling and infrastructure (see CNCF)
f. Lcweiing the TOC and the time between new releases of legacy 

application-,

4. According to the official page: , containerd is available 
as a daemon for Linux and Windows. It manages the complete container 
lifecycle of its host system, from image transfer and storage to container 
execution and supervision to low-level storage to network attachments and 
beyond. Contrary to that, Docker is built on top of runC and containerd 
and provides additional features on top of it, such as a robust CLI, Docker 
compose, and more, which make the use of containers much easier for 
developers, DevOps, and operations engineers.

 https://containercLio

5. According to Docker, the originator of nuiC, it is a lightweight, universal 
container runtime. It includes all of the plumbing code used by Docker to 
interact with system features related to containers. It is designed with the 
following principles in mind:

a. Designed for security
b. Usable at large scale and ready for production
c. No unwanted dependencies: just the container runtime and nothing 

else

6. Jn the meantime, containers can be hosted on a vast number of sy stems. Here 
is an incomplete list:

a. Your laptop, be it a Windows machine, a Mac, or a Linux machine
b. Server or VM running Linux (various flavors)
c. Server or VM running Microsoft Windows Server
d. An IBM mainframe
e. Supercomputers
f. A tiny single-board computer, such as Raspberry PI
g. An edge computer (IoT)

Job interview sample questions
So , you finally got a chance for an onsite interview for a job as a software developer. 
The job is offered by a cool new startup that develops a highly acclaimed new 
mobile app for iOS and Android. During the interview, you are confronted with the 
following questions:

https://containerd.io
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1. Our company is not yet using Docker containers. The management is hesi tan t 
and not sure whether to invest in this new technology. Please provide the 
"elevator pitch" for containers to our CEO.

2. We are an IT shop specialized in providing a cloud-native SaaS solution in the 
insurance business. The CTO is on edge to start adopting Docker containers 
in the company. What important use cases would you present him that speak 
for quick and consequent adoption of containers? Why are these use cases 
important for our purpose?

3. In our company, there is $ lot of confusion about what a VM is versus what 
a container is. Some vocal engineers claim that they are basically the same 
And since we are already using VMs to run out software, we do riot have 
to bother about containers, they say. Please help us understand why this 
is not true by providing three to tour clear differences between VMs and 
containers.

4. Our company does not yet use containers. If you had a say, where would you 
start? What would be your first use case for containers? Explain why you 
would start like this.

5. Our head of security claims that containers are as secure as VMs. Is she right? 
Justify your answer.

Sample answers
Here am some sample answers to the preceding questions raised during the 
interview:

1. Containers have many advantages we should and can leverage. Similar to 
what the introduction of physical containers did io the shipping industry, 
the introduction of software containers can help our company to standardize 
on infrastructure and processes in the Software Development Life Cycle 
(SDLC). It Can help reduce the friction during the development phase 
by enabling our SW engineers to write, test and debug the software they 
write in a prod uc lion-like environment rigid on [heir local machines, as il 
is possible to run middleware and infrastructure such as databases inside 
containers right on their computers. Furthermore, containers isolate 
applications and their dependencies inside containers and thus decouple 
each application from all the others. No mere version conflicts on the host 
machine due to different requirements of different applications running on 
the same machine, as the dependencies, such as frameworks or libraries, 
are packaged with the applications inside their respective container. The 
whole software release cycle will be streamlined and become more robust. 
We can use containers as artefacts of our versioning strategy, arid we power
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our whole CI/CD pipelines with containers. Containerized applications are 
also irherently more secure than applications running natively on th? host 
computer, as containers provide a good layer of isolation to the applications. 
Many more advantages are available when using containers. But the ones we 
named are some of the most compelling ones.

2 We would present the CIO with the following use cases:

a. Standardize deployment model:
i. When using Kubernetes to run containerized applications, 

the deployment always looks the same. It is always based on 
a Docker image, no matter what is running inside the image, 
e.g.r a Java or .NFT application or a legacy Cohol application; 
it’s "just a container".

b. Streamline release cycle: ...
i. Using container^ as versioning artefacts instead of files such 

as JARs
ii. Application and dependencies form a unit of deployment

iii. Rollbacks are easy; just redeploy the previous version of a 
Docker image

c. Improve security: image scanning, image signing, namespaces, and 
egroups.

d. Better scalability:
i. Faster to startup and tear-down

ii. Kubernetes solves many of the hard problems of a highly 
distributed, mission-critical enterprise application, M.ich as 
scaling, routing, self-healing, high availability, and more

3 On first look, containers look a bit like VMs. But if we lock closer, then there 
□ re quite some differences between the two. A VM is like a perfect sandbox 
and encloses a complete virtual server in it. A VM thus contains a complete
operating system such as Linux or Windows Server. Applications that run
on a VM are perfectly shielded from the outside. The only connection with 
the outside world is over the network, wliich can be easily configured to be
saved. On the other hand, containers share the Kernel of the host system
with each other. Multiple containers can ria on a single container host. A 
VM can be a container host. It is not practicable, though, to run a VM inside 
a container. Since containers share the Kernel of die container host, they3 * * * 7 are 
much cleaner than a VM. Resource utilization is usually much better when a 
server of a VM hosts many7 containers than if an application directly7 runs on 
a VM. VMs are meant to be stable and run "forever". Containers are meant to
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be ephemeral and come and go at will. This leads to the fact that containers 
usually startup in a matter of milliseconds, whereas VMsneed a few minutes 
to be up and running.

4. We would start using containers to reduce the friction in the development 
process. Developers should be able to simulate a productiondike environment 
on their local developer machines, tor example, they should, be able to 
run databases such as PostgreSQL or MongoDB locally. Other examples 
include message queue applications such as RabbitMQ or ActivcMQ, 
search providers such as ElasticSearch, arlfl more. It is way easier to run 
those supporting applications in containers than to install them natively 
on the developers' workstations. With this Approach, the company can 
gain familiarity with containers and their supporting ecosystem and then 
gradually use containers for move advanced scenarios such as testing and 
debugging. Using containers in production should be the last step. Only do 
this once you are very familiar with this new technology, its pros bur also its 
cons.

5. No, the head of security is wrong. A VM is still much more secure than a 
container. A VM is a completely isolated sandbox containing a full operating 
system such as Linux or Windows Server. All containers that run on the same 
container host, on the other hand, share the kernel of the host among each 
other. It is, therefore, possible that a malicious application can use tins fact to 
exploit the other services running in the cither containers on the same host. 
Thus it is important to redly understand the limits of container security 
when running multiple containers ir. parallel on the same host.

Join our book’s Discord space
Join the book's Discord Workspace for Latest updates. Offers, Tech happenings around the 
world, New Release and Sessions with the Authors:
https:/7discord..bpbonJiiie.com

wp

bpbonJiiie.com
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Chapter 2
Setting Up Your 

Environment

Introduction
Tn the previous chapter, we have learned what Docker containers are and why they 
have truly revolutionized the IT landscape. We also got compelling reasons why we 
absolutely should use containers in our own projects.

Every skilled ciaftsperson, whether a mail or a woman, uses a toolbox that has 
been carefully chosen, with exactly the correct amount of tools for the work and no 
extraneous clutter. Similar to software engineers, DevOps or operations engineers 
require a small number of properly chosen tools in order to be productive. It is far 
preferable to have a small number of highly specialized instruments than a seemingly 
endless array of devices thatyou only have a cursory understanding of.

Many of you will have a Windows 10 or II machine to work with, and others will 
be using a Mac. Maybe you are even using a laptop with a Linux OS installed. 
To make sure that the instructions and commands presented in this book will be 
applicable in all those scenarios, it is important that we standardize on a set of tools 
that are common on all operating systems men tinned. In most cases, the instructions 
presented in this book apply to Windows, MacOS, and Linux alike. On special 
occasions where they differ, the book provides alternatives.
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To make sure that the instructions and commands presented in this book will be 
applicable in ah those scenarios, it is important that we standardize on a set of tools 
that are common on all operating systems mentioned. In most cases, the instructions 
presented in this book apply to Windows, MacOS, and Linux alike. Or. special 
occasions where they differ, the book provides alternatives.
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Structure
In this chapter, we will discuss the following topics:

• Selecting and preparing a package manager

• Installing and using Docker Desktop

• Selecting a code editor and useful plugins

• Configuring and using a great terminal

o A brief introduction to play with Docker and Kubernetes

• Recap the learnings

• Questions

o Job interview sample questions

Objectives
By the end uf this chapter, you will have installed all tools needed to efficiently 
and effectively work with Docker containers. You will start by installing a package 
manager onto your laptop, which makes subsequent installs much easier and 
straightforward. You then Will install the probably most important tool of aE, Docker 
Desktop. It is a versatile and powerful tool that you will use to manipulate and run 
Docker containers locally- This will be followed by installing a powerful terminal 
that you will be using all the time throughout this book to execute Docker-related 
commands and more. Finally you will receive a short introduction to Play with 
Docker and Flay with Kubernetes. Those online sandboxes provide you with an 
easy and frictionless opportunity to experiment with Docker and Kubernetes if you 
do not have a laptop at hand that has these tools locally installed.

Let us start by installing the package manager on your laptop.

Selecting and preparing a package
manager
Although any of the applications or tools we are going to touch on in this chapter 
can be installed manually, we prefer to use a package manager for doing the same in 
a more predictable and repeatable manner.

We will first install a package manager on a Windows 10 or 11 machine ar.d then on 
MacOS.
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Installing chocolatey on Windows 10 or 11
On Windows 10 and llz our package manager or choice is Chocolatey. It is very 
popular; and most popular applications, packages, and libraries can be installed 
with it. More information about this package manager can be found here: https:// 
chocolatey.org/.

Technically, we could also use other package managers apart from chocolatey. 
Specifically, the new WinGet package manager from Microsoft looks interesting 
(https://docs.miciosoft.com/en-us/vvindows/package-manager/winget/). Due to 
the fact that it is still in its i nfancy and that chocolatey has proven to be very reliable, 
we stick with our choice.

Before we start, let us have a quick note about command line tools on Windows. 
On a Windows computer, there are different tools available. The most familiar of 
those all is probably the command shell. It has been part cl the OS since the very 
beginning. It is a very basic shell.

Over the years and as requirements increased, Microsoft has developed PowerShell. 
This tool is very powerful and. popular among engineers working with and managing 
Windows, it is also possible to install third-party tools such cis ©it that provide a 
Bash shell.

We hence recommend that you cither use PowerShell or any other Bash tool while 
following the samples in this book. Now, let us continue.

chocolatey.org/
https://docs.miciosoft.com/en-us/windows/package-manager/winget/


Setting tip Your Environment ■ 23

Installing chocolatey on Windows 10 or 11
On Windows 10 and llz our package manager or choice is Chocolatey. It is very 
popular; and most popular applications, packages, and libraries can be installed 
with it. More information about this package manager can be found here: https:// 
chocolatey.org/.

Technically, we could also use other package managers apart from chocolatey. 
Specifically, the new WinGet package manager from Microsoft looks interesting 
(https://docs.miciosoft.com/en-us/vvindows/package-manager/winget/). Due to 
the fact that it is still in its i nfancy and that chocolatey has proven to be very reliable, 
we stick with our choice.

Before we start, let us have a quick note about command line tools on Windows. 
On a Windows computer, there are different tools available. The most familiar of 
those all is probably the command shell. It has been part cl the OS since the very 
beginning. It is a very basic shell.

Over the years and as requirements increased, Microsoft has developed PowerShell. 
This tool is very powerful and. popular among engineers working with and managing 
Windows, it is also possible to install third-party tools such cis ©it that provide a 
Bash shell.

We hence recommend that you cither use PowerShell or any other Bash tool while 
following the samples in this book. Now, let us continue.

chocolatey.org/
https://docs.miciosoft.com/en-us/windows/package-manager/winget/


24 Docker: Up anti Rucming

To install Chocolatev 'OSH Windows 10 or later, go through the following steps:

1. Open PowerShell in Admin mode. To do so, for example, press the windows 
key and tvpe ptwervhwl in the search bar. In the window that pops up, click 
Run as Administrator.

All Appt Documents Web Mere

&est match

Window? PaweiShdl
App

1 Windows PowerShell l£E >

S 'Windows PowerShell (k&6) >

W Windows PowerShell ISE >

Sellings

H PowerS^H Deveiof e' Springs

K Allsw local PowerShell script' to run 
without signing

EJ Replace Command Prompt with 
Windows PowerShell rn the Win r X

Search work and uweb

powershell See oasHc and web results >

a
Windows Power She I

■DPP

Openp Run as Admire strator

Run ISi as Administiatcc

' ’ Wi nd uws Pq wet SI tell lit

powershelj

I igure2.1 Starting PowerShell in Aiiniin modi’.

Note: It is essential to run PowerShell in elevated mode: otherwise, the 
installation will fail.

2 Execute the following command inside the Powershell window’:
Set-ExecutionPolicy Bypass -Scope Process -Force; [System.
Net.ServicePointManager]::SecimityProtocol = [System.Net.
ServicePointManager]::SecurityProtocol -bor 3072; iex ((New- 
Oh ject System.Net.kebflient) .Dowrloar!String(' https://chncolatey. 
org/install.psl* ))

This command will download and run the install.psi script from the 
Chocolatev website. If you do not want to type tins horribly long and 
convoluted command, you car. also copy it from here: https://chocolatey. 
org/install.

System.Net
https://chocolatey
https://chocolatey
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3 The preceding command will take a few seconds to execute. If you do not 
see any errors in the output, you are now ready to use chocolatey. Io verify 
this, execute choco -v
hi the PowerShell console. I'he version of the package manager should be 
output. At the time of this writing, the version is 0.10.15,

4 . Exercise: Try to install a simple tool such as Notepad++ using Chocolatey. 
Use the following link to find out what exact command to use: https:// 
community.chocolatey.org/packages

Hint: the command should look similar to this:
choco install <app-nanie>

Where <app-name> is the name of the package to install.

5 Exercise: Do the same for Cit, which we will be needing later on in the book.

NOTE: You can skip the next section and proceed with the installation of Docker 
Desktop.

Installing Homebrew on MacOS
On MacOS, the choice of a package manager is easy. The only real contender in this 
space is Homebrew. Pretty much everybody uses it. More information about this 
too] can be found hero: https://brew.sh/index.

lb install Homebrew, proceed as follows:

1. Start your default Terminal (type ^g-SP/icf to display the Spotlight search 
box arid enter terminal ir the search box and hit ENTER)

2.. In the terminal, execute the following command (note that you will have to 
provide your password for security reasons):

/bin/bash -c "$(curl -fsSL https://r3w.githubusercontent.com/ 
Homebrew/install/HEAD/install. sh)"

3. New to complete the installation, you have to add brew to your path. Do this 
.with the following commands:

echo 'eval ”$(/opt/homebrew/bir/brew shellenv)"' >> ~/.zprofile 
eval "$(/opt/bomebi ew/bin/brew shellenv)"

4. Verify that your Installation has succeeded with this command:
brew -version

You should see an output similar to this:
Homebrew 3.1.7

community.chocolatey.org/packages
https://brew.sh/index
https://raw.githubusercontent.com/
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Homebrew/homebrew-core (git revision b29800c865; last commit 
2021-05-14)
Homebrew/homebrew-cask (git revision 21228459c5j last commit 
2021-05-14)

5. Exercise: Try to install a simple tool such as tree using Homebrew. Use the 
following link to find out what exact command to use: , 
brew.sh

https://formulae

Hint: the command should lock similar to this:

brew install <app-name>

Where <app-name> is the name of the package to install.

6. Exercise: Do the same for Git, wliich we will be needing later on in the book

You are now ready to use Homebrew to install additional software or your Mac.

Now that we have prepared our package manager on Windows 10 &■ 11 or MacOS, 
we are ready to use it and install all the tools we need to work with Docker containers.

Installing and using Docker Desktop
Docker Desktop is the recommended tool for all engineers working with containers 
on their local machines. This tool ;s absolutely free and, according to Stack Overflow 
(https://www.docker.com/blog/stack-uverflow-survey-ieconfirms-developer-love- 
for-dockcr/), one of the most popular and beloved tools. This tool allows you to rim 
Docker containers locally in a specialized VM. The tool is available for Windows, 
MacOS and Linux. If you want more detailed information about the product, please 
refer to this page: https://wv\w.docker.com/gct-staried.

Installing Docker Desktop on Windows 10 or 11
Until recently; Docker Desktop could only bo installed on Windows 10 Pro because 
it required the use of 1 lyper-V, winch was not part of the Windows 10 Home edition. 
Luckily, tins has changed with the introduction of the Windows Subsystem for 
Linux (WSL2) on Windows 10 by Microsoft. Now, Docker Desktop also i uns on the 
Windows 10 Home edition.

TIP: WSL 2 is available on Windows 10 starting from version 1903.

To install Docker Desktop (or short Docker) on your Windows 10 or 11 machine, 
proceed as follows:

1 Open a PowerShell window in admin mode

https://formulae
https://www.docker.com/blog/stack-overflow-survey-reconfirms-developer-love-for-dockcr/
https://www.docker.com/get-started
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2. Install Docker Desktop with Chocolatey using this command:
choco install docker-desktop

After having successfully installed the application, make sure it is running. If 
it is not already running, press the Windows key and type Docker desktop 
into the search bar, select the application in the list, and press Enter.

All Apps Ctocurhonis Web Moro ▼

Best nwkh

Docker Desktop
^pp

Search the web

docker rips Sw«w*hriMiihc  >

Command

'■ docker des

fi?

Docker Desktop
App

t-> open

Run-M administrator

U Operi file location

Pin to Start

"C*  Pin to taskbar

ill Uninstall

docker desktop DI o 0 C aS

Figure 2.2: Starting Dndcer desktop att Windows 10

Locate the Whale iron in your system tray, indicating that Docker is now running

Figure 2.ft Doektr icon in the WmdflW9 10 frny
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And click the icon. The Docker Desktop dashboard will be displayed.

^decker iiiwwtft O 0 spr

<Qritain*is. rA|iip5 

i mag *s

Ob 7 CfvlK1 -T.erus

No containers running

i^yrjrn-ng j couaiier:top/and pare th sconrr.ar.difitcyoL' Krnririal ard th-er» come taele

doca&r run *s p so: 80 aocker/^&tting started

Explore rrore the Decker

Figure 2.4: Dashboard of the Dicker desktop lipplicaticnt

3. To finish our installation of Dockci; wo need to also install the docker- 
compose tool that is not included with Docker Desktop by default. In your 
terminal, execute the following:
choco install docker-compose

4. After completing the installation test, Dccker-compcse with the following 
command:
docker-compose --version

If everyth'ng went well, you should see something along this.

gabrielQSolaris ~ % dacker-compose —version 
docker-compose version 1.29.2, build unknown

figure 2.5: lasting Docker-compose

Now that Docker Desktop is up and running on your Windows 10 or 11 computer, 
it is time to start exploring the application with a few basic activities. Please proceed 
to section First steps with Docker Desktop.

Installing Docker Desktop on MacOS
To install Docker Desktop (or short Docker) on your MacOS, please follow the 
following steps:
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1. Open your terminal.
2. If you are on a now Mac with the Ml chip, then you need to install Rosetta 

first with the following command:
saftwareupdate --install-rosetta

3. In a new browser, tab navigate to  
install/

 https://docs.docker.com/docker-for-mac/

4. Select the appropriate CPU; in my case, having a new7 MacBook Air Ml. it is 
the Apple silicon.

5. Install Decker Desktop following the instructions.
6. Once installed, run Docker, e.g., by using spotlight (press ^£-5PACE).

Q docker

- Docker

Figure 2.6 . Docker desktop with Appld spotlight

You should sec a whale icon on the upper right of the screen.

1. Click on the whale icon to d isplay the context menu of Docker:

tik O ♦ ■-)' *5*
Dock:- Desktop is running

is Dashboard

Preferences...

Check for Updates

Troubleshoot

About Docker Desktop

Documentation

Quick Start Guide

Docker Hub

Sign in / Create Docker ID 

kubemetes >

Restart 38 R

Quit Docker Desktop 9£Q

Figure 2.7 : Docker Desktop context menu

https://does.docker.com/docker-for-mac/
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2. To Finish our installation of Docker, we need to also install the Docker- 
compose too! that is not included with Docker Desktop by default. In your 
terminal, execute the following:
brew install docker-compose

3. After completing the installation test decker-compose with this command: 
docker-compose --version

If everything went well, you should see something along this:

igabrieiPSolaris ~ % docker-compose —version 
docker-compose version 1.29.2, build unknown

Figure 2.8 : Testing Docker-conipose

Now that Decker Desktop is up and running on our computer., it is time to start 
exploring it with a few basic activities.

Using Docker Desktop to execute basic 
container commands
Now that wre have successfully Installed Docker Desktop on either Window’s 10 Or U 
MacOS, it is time to do a few initial experiments with it and verify that it is working 
as expected:

1. Open a terminal window.

2 Run the following command in the terminal
docker run -d -p 80:80 docker/getting-started

This is what you will see:

gaOneLeSoloris ~ 36 doc<er run =C -p 80:80 aocker/getL’ng-started
IJnaN**  tn find -image 'dneker/grtting-sterted: latest’ locally
latpst- Pulling F-’ctt-i rtr>"kn"/gA—fing -started
06Oa5Gd6d0',f: Pull complete
2c36e9465-i53: Pull complete
cfcc925340bd: Pull complete 

: Pull inmpleti-
833B0OJ-4dde: Pull complete
uedf4<_u77dae: Pull complete
e453?954b21e: Pull complete
4564'3c41063c: Pull complete
Digest: sha25t: 67944b53F8a7dl6b3c990ci315f9d557adel2a4(.e4083i.d98063f9fe6d9995803
Stutus: Dcmnlcucletl newe- linage for docker/getting started:latest
34.13uZc8fcbl7<.Le-?03L13R4<.:iL3639U0uedbG3<'Cdf6eod5e813ccie0bbE5Ld4 
wbriel^Solans - 56 |

Figure 2.9: jfamimg I »?e Docker belie world



30 Docker: Up and Ru/nwtg

2. To Finish our installation of Docker, we need to also install the Docker- 
compose too! that is not included with Docker Desktop by default. In your 
terminal, execute the following:
brew install docker-compose

3. After completing the installation test decker-compose with this command: 
docker-compose --version

If everything went well, you should see something along this:

igabrieiPSolaris ~ % docker-compose —version 
docker-compose version 1.29.2, build unknown

Figure 2.8: Testing Docker-conipose

Now that Decker Desktop is up and running on our computer., it is time to start 
exploring it with a few basic activities.

Using Docker Desktop to execute basic 
container commands
Now that wre have successfully Installed Docker Desktop on either Window’s 10 Or U 
MacOS, it is time to do a few initial experiments with it and verify that it is working 
as expected:

1. Open a terminal window.

2 Run the following command in the terminal
docker run -d -p 80:80 docker/getting-started

This is what you will see:

gaOneLeSoloris ~ 36 doc<er run =C -p 80:80 aocker/getL’ng-started
IJnaN**  tn find -image 'dneker/grtting-sterted: latest’ locally
latpst- Pulling F-’ctt-i rtr>"kn"/gA—fing -started
06Oa5Gd6d0',f: Pull complete
2c36e9465-i53: Pull complete
cfcc925340bd: Pull complete 

: Pull inmpleti-
833B0OJ-4dde: Pull complete
uedf4<_u77dae: Pull complete
e453?954b21e: Pull complete
4564'3c41063c: Pull complete
Digest: sha25t: 67944b53F8a7dl6b3c990ci315f9d557adel2a4(.e4083i.d98063f9fe6d9995803
Stutus: Dcmnlcucletl newe- linage for docker/getting started:latest
34.13uZc8fcbl7<.Le-?03L13R4<.:iL3639U0uedbG3<'Cdf6eod5e813ccie0bbE5Ld4 
wbriel^Solans - 56 |

Figure 2.9: jfamimg I »?e Docker belie world



Setting tip Your r.'iiviwt'imenl ■ 31

Do not worry about the details yet, a$ we will explain everything in Chrjfjie" 
.3, (ieFiing/wiff/tiW with conttimers.

3. Make sure the container runs:

docker container Is

Yon should see an output similar to this:
iJiJT.i .lur*  < - W Aci'krr TiumriPr ISi 
COtJTAENES ID WAGE COMWHD CREATED STATUS POTS WMES

oxMr/aettina-srarteti /uacktr-cnlfYUOLht. 3 -i .ti ■ Lp 3 minutes 0J5 :::aa-^Wtcp nwv a ttic

Figure 2.10: Listing all running containers

As you can see, Docker lists one container using the image called docker/ 
getting started and having the status Up 3 minutes, among other 
information.

4. Open a browser tab and navigate to http://localhost

You should see a Getting started Web page.

5. Get the version information of the Docker client and server with the 
command:
docker version

That is what you should see:
gabrie Id® Claris - k docker version
Client:
Cloud integration: l.G.W
version: 20.10.6
API version: 1.41
Go version: gol.16.3
Git commit: 370c?fl<?
Built: Ft: Apr 9 22:45:57 2021
OS/Arahs darwin/arir64
Context: default
ExperirrenLel; true

Server: Docker Engine - Ccmunity
Engine:
Version: 20.10.6
API version: 1.41 (minimum version 1.12)
Go version: gol.13.15
Git commit: B728dd2
Built; P£i Apr 9 22:44:13 2021
03/Arch: linux/arm64
Experimental: false

conta.nerd:
Verston: 1.4.4
GitCommit: i!5f951a3781f4f 2cl911b05e61=160e'?c$0eaaHe

rune:
Version; 1.0.0-rc93
GitCommit: 12644E614e25b05da6fd08a33ffa0cfel903fdec

docker-init:
Version: 0.19.8
GitComrit: de40adB

Figure. 2. IF Displaying lhe version information of Docker

http://localhost
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You are now all setup and ready to start working with Docker containers. 

In the next section, we ivil! be configuring Docker Desktop.

Configuring Docker Desktop
Web developers, DevOps, and operations engineers these days work with quite 
powerful personal computers or laptops. At the same time, the applications that 
we develop are more and more resource hungry. By default, Docker Desktop comes 
configured with quite conservative settings. We may want to tune those values, 
specifically the number of CPUs used and the memory consumed.

To alter the configuration of Docker Desktop, proceed as follows:

1. Click on the Docker whale icon and select Dashboard on your Mac or just 
chck on the whale icon in the system tray of your Windows 10 or 11 machine 
to display the dashboard of Docker Desktop.

2. On the dashboard, select the settings (gear) icon, and in the Preferences 
popup, select Resources:

-references x

GineKi Resources Advanced

। IB fas, UP bl -a

HLEStPDING

P3CMEE 
Mem: ^>.2.03 GS

£ fcKpp'imcniilr :** ufcg
*wap. 1 C B

Ku M'l i elL3

Figure 2.12: Resource seil»?j>5 for Docker

3. Depending on the resources of your working machine, bump up the values 
for CPU and memory. It is recommended to use 8 I l.B memory on a machine 
with 16 GB RAM.



32 Dorker: Up and Running

You are now all setup and ready to start working with Docker containers. 

In the next section, we ivil! be configuring Docker Desktop.

Configuring Docker Desktop
Web developers, DevOps, and operations engineers these days work with quite 
powerful personal computers or laptops. At the same time, the applications that 
we develop are more and more resource hungry. By default, Docker Desktop comes 
configured with quite conservative settings. We may want to tune those values, 
specifically the number of CPUs used and the memory consumed.

To alter the configuration of Docker Desktop, proceed as follows:

1. Click on the Docker whale icon and select Dashboard on your Mac or just 
chck on the whale icon in the system tray of your Windows 10 or 11 machine 
to display the dashboard of Docker Desktop.

2. On the dashboard, select the settings (gear) icon, and in the Preferences 
popup, select Resources:

-references x

GineKi Resources Advanced

। IB fas, UP bl -a

HLEStPDING

P3CMEE 
Mem: ^>.2.03 GS

£ fcKpp'imcniilr :** ufcg
*wap. 1 C B

Ku M'l i elL3

Figure 2.12: Resource seil»?j>5 for Docker

3. Depending on the resources of your working machine, bump up the values 
for CPU and memory. It is recommended to use 8 I l.B memory on a machine 
with 16 GB RAM.



Setting Lip Your Environment ■ 33

Sooner or later, you will want to work with Kubernetes. Docker Desktop supports 
running a single node Kubernetes cluster for development purposes. This comes in 
very7 handy at the moment you want to test the deployment and operation of your 
app to and on Kubernetes, By default, Kubernetes support in Docker Desktop is 
turned off. lb change this setting, do the following:

।. Open the Docker Desktop dashboard.

2 On the Preferences popup, select the settings (gear) button

3. Select the Kubernetes tab and check the Kubernetes checkbox

O * e s

4. Only check the other checkbox called Show system container if you need to 
debug Kubernetes.

5. Click the Apply & Restart button to restart Docker Desktop. This will take a 
moment since Docker Desktop needs to download a list of container images 
containing the whole Kubernetes infrastructure and then run it.

Having installed and configured the basic Docker tools, we now need a good code 
editor. That is what we are going to install and configure next.

Selecting a code editor and useful plugins
Throughout rhis book, we will author and use many scripts, Dockerfiles, Docker­
coinpose files, and even whole application projects. It is, therefore, wise to use a 
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powerful yet simple to use code editor. There are, oi course, many possibilities, 
from ven- basic to extremely powerful and heavy-weight ones. Our selection falls 
somewhere in the middle. For this book, we have selected Visual Studio Codebased 
on the following reasons. It is:

• Completely free

• Very lightweight

• Available for ah major platforms, Windows 10 and H, MacOS, and Linux

• Infinitely extendable through plugins

• The most beloved editor among developers by a wide margin (https:// 
)insights.slackoverilow.com/5urvey/2020

TIP: You can get more information about Visual Studio Code (also short VS 
Code) from here: https://code.visualstudio.com.

Installing VS Code on Windows 10
The advantage of having installed a powerful package manager such as Chocolatey 
makes il very easy tor us to install additional software packages. Visual Studio Code 
is the first example. To install VS Code, please proceed as follows;

1 Open a PowerShell window in Admin mode.

2. hi this window; execute the following command:
choco install -y vseode

This will install the latest version cf VS Code on your machine. Depending 
on your network speed, this may take a minute or two.

3. Once the application is installed, test it by executing 
code.

In vour PowerShell window. Please note the point (.) at the end of the 
mrnmand. VS code should start and have the current folder opened as a 
working folder.

Once you got your VS Code editor running, you can move on to the section Installing 
VS Code Extensions.

Installing VS Code on MacOS
Since we have installed Homebrew as our package manager, it is now ven7 easy to 
install any further software on oui Mac. To install VS Code, proceed as follows:

1. Open your terminal.

insights.slackoverilow.com/5urvey/2020
https://code.visualstudio.com
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2. Execute this command
brew install --cask visual-studio-coce

3 Tt?$t Hip installation by executing code .

In your terminal. Please note the point (.) at the end of the command. VS 
Code should start and have the current folder opened as a working folder.

Now that we have installed the editor on our machine let us make it a bit more 
versatile by7 adding a few powerful extensions to it.

Installing VS Code extensions
VS Code is so powerful due to the infinite number of extensions you can install for it. 
Let us install a few that are useful lor our purpose. We will start with the extension 
for Docker. This extension will make working with Docker containers extremely 
easy and pleasant from within the editor. Proceed as follows:

1. Start VS Code.

2. On the left side of the editor, select the extension sidebar (or hit SHIFT- 
CTRL-X on Windows or ♦ -Jg-X on MacOS)

EXTENSIONS V C*

Search Extensions in Marketplace

> INSTALLED 11

> RECOMMENDED 7

Figure 2.74. Visual studio code extensions sidebar

3. In the search box, enter docker.



Setting Li;’ Your r.'iivirot'imeni ■ 35
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3. In the search box, enter docker.
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4. Select the (recommended) extension called Docker, that is provided by 
Microsoft:

FwteTOinn. Dor.kor

EXTENSIONS MARK... V C •

Docicer
Q

Dock*r  1.12'
Makes it easy sn create, manage, an
Micr-osat? Install

Docker Explorer gas

x Manage Docker Conldbtrs, Docker.
■S' Jun Kin I oxtail

DnClfMr I inter C tii\
P|j^j Lint ped, python andJu ruby in your...

Henrik sjool- install

Docker Compos*  g.sx 
Man rage Dn-akcr Campnr.n .icrvicc;
Dla2u Install

- BdortSKwr Docfto/ x

docker

DOCker azi-etools.vsMdb-'Jockur

Microsoft =T‘ 8.771.204 * * 4 4 4 Rsposilor^ license v1.1:

Vakes it .*asy  to create, marage, and debug conSainerizM applications.

Ins-fall

This cwtensftwa is reewnmew/ed vw Iwv Kvifemtei mftohvd

Details Fsamrs Contributions Chang&log D&pbndefltui

Docker for Visual Studio Code >■
< Azure Pipelines sucrecxtec

Figure 2.15: Docker trktenbum ftr Visual Studio Cutie

5. Click Install to install the extension.

Let us install another useful extension. This time it will be a set of extensions that 
ate useful when you develop Java applications. Still, from within VS Code, do the 
following:

1. Open the extension's sidebar with SHIFT-CTRl -X (or ♦-^-X).
2. In the search box, enter lava.
.3 . Select the Java Extension Pack by Microsoft and click Install to install the 

various plugins th fit belong to this package.

Feel free to install as many extensions as you find useful for your daily work.

An alternative, more automatable way of installing VS code extensions is from the 
command line. Use the following command to mstall an extension: 
code -install-extension <extension-nanie>

where <extension-name> is the name of the extension you are trying to install. 
This is equally valid on Windows 10 or 11 and on MacOS. For more details, please 
refer to the excellent online documentation, which you can find here: https://code. 
visiirtlstudio.com/docs/editor/extension-marketplaceicoinmand-line-extension- 
management.

Nowthat wehavea code power! ul editor, let us install and configure a good terminal.

Configuring and using a great terminal
Depending on which platform you are running, we can highly recommend two 
terminals. On Windows 10 and 11, it is the Windows Terminal, and on MacOS. it is 
llermb. Let us start with the former.

https://code
visualstudio.com/docs/editor/extensi
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5. Click Install to install the extension.

Let us install another useful extension. This time it will be a set of extensions that 
ate useful when you develop Java applications. Still, from within VS Code, do the 
following:

1. Open the extension's sidebar with SHIFT-CTRl -X (or ♦-^-X).
2. In the search box, enter lava.
3. Select the Java Extension Pack by Microsoft and click Install to install the 

various plugins th at belong to this package.

Feel free to install as many extensions as you find useful for your daily work.

An alternative, more automatable way of installing VS code extensions is from the 
command line. Use the following command to install an extension: 
code -install-extension <extension-name>

where <extension-name> is the name of the extension you are trying to install. 
This is equally valid on Windows 10 or 11 and on MacOS. For more details, please 
refer to the excellent online documentation, which you can find here: https://code. 
visualstudio.coni/docs/editor/extension-marketplaceff^conimand-line-extension- 
management.

Now that we have a code powerful editor, let us install and configure a good terminal.

Configuring and using a great terminal
Depending on which platform you are running, we can highly recommend two 
terminals. On Windows 10 and 11, it is the Windows Terminal, and on MacOS. it is 
iTermo. Let us start with the former.

https://code
visualstudio.com/docs/editor/extensi
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Installing Windows Terminal
On Windows, you have plentv cf choices when it comes to terminals. Recently 
though, Windows Terminal has become very popular and, at this moment, is by far 
the best option out there. You can swiftly install it by following the mentioned steps:

]. Open a PowerShell window in Admin mode.

2. E xecu te the foil ow in g co mman d;
choco install micrusoft-windows-terminal

Note that this package requires at least Windows 10 version 1903/OS build 
18362

3. You may want to personalize your terminal with nice fonts supporting 
EgaLures, and a custom prompt. Scott Hanseknann from Microsoft has 
written a few helpful blog posts about it. Here is a good start: https://www. 
hanselman.com/blog/take-your-windows-terminal-and-powershell-to- 
the-next-level-with-ternunal-icons

Now that we have learned how to install and configure a terminal for Windows 10 
or 11 let us look into how to do the same on MacOS.

Installing ITerm2 Version 3 for MacOS
Although MacOS has an integrated terminal, it is highly recommended to use a 
more advanced terminal such as iTerm2 Version 3, which provides more advanced 
features like Split panes and more. You can find additional information about this 
tool here: https://itcrm2.com/vcrsion3.htnal.

1. Open a terminal window.

2. Install i erm2 using this command:
brew install --cask iterm2

3. Press Jg-SHirT to bring up the spotlight and enter term in the search box., 
and then press Enter. iTerm? should be started.

The next section provides a quick overview of some cool and useful playgrounds for 
Docker and Kubernetes.

Experimenting online with Docker and 
Kubernetes
At times we do want to do some quick experiments with containers or with 
Kubernetes without having to first install a bunch of software on our computers. We

https://www
hanselman.com/blog/take-your-windows-terminal-and-powershell-to-the-next-level-with-terniinal-icons
https://itcrm2.com/vcrsion3.html
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would like to have a little playground that we can use with zero effort from our side. 
This is where Play with Docker and ’lay with Kubernetes come into play.

Play with Docker
A few years ago, the two Docker captains, Marcos Liljedhal and Jonathan Leibiusky, 
came up with the idea to provide a playground to all interested people that want to 
experiment with containers but did not have the time or knowledge to first setup 
their own environment. The company Decker found this idea compelling and has 
since then sponsored tins project by providing the necessary infrastructure on top of 
which Play with Docker runs.

Let us explore this playground a bit:

1. Open a new browser tab and navigate to https://labs.play-with-docker.com

2 Login using vour Docker account.

NOTE: If you do not yet have one, then please signup. It is free, and you will 
need a Docker account anyways lor some of the exercises provided in this book 
in later chapters.

If you have difficulties to access this site, please make sure you turn off popup 
blockers for this site!

3. Onent yourself in the presented playground. It should look like this:

• • • BZ < C 1 bb».pl»»-«ithHlockB<som f-0 ft © 0 + 0

Add iretarces to your playcrojnd

CLOSE SESSION

Instances A $

♦ APO NrW INSTANCE 

Figw re 2 16; Play ivilk Dcckrr

https://labs.play-with-docker.coni
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In the upper left corner, you can see a clock that tells you how much time is 
left in the current session. Using the playground is free, but it is limited to 4 
hours max per session. At ar.y time, you can start a new session. Please also 
notice the +ADD NEW INSTANCE link on the left side. With it, you can 
create a new container host where you can plav with containers. You can 
create up to four hosts.

4. Click on the +ADD NEW INSTANCE link to create a new container host. 
After a short time, a terminal and some additional information are displayed 
on the right side of the page as shown:

• • • BZ < C ■ la bs. n Lay-wilh-d ackers on ’<10 O I’Ll + O

c2!38grn._c2l3c5nqf3uOOOfhSpOg

CLOSE SESSION

Instances A. $
0.81% ;32.59Mi0,' 3.906CIB) C 38%

S5H
♦ ADD NtW INSTANCE ss.i ip172-1E-Cl-2-c2l38gnnisvOOC)8kcmq(1ifficirect Iabs.piay-wi1ti-do |j"j

WMIMING!!!! 3*
•rnifl is a sandbox &nvironini“n l . Using personal e^ecienf ais # 
is highly! discouraged. Any consequences ar doing so are £
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Figure 2.17: Running instance on Pfoy with Docker

5. Inside the terminal, execute the hello world command that we already ran 
locally on cur machine before:
docker run -d -p 80:30 docker/getting-started

6. Use curl to verify that the container is running:

curl localhnst

You should get a bunch of HTML as a response, indicating that the container 
is indeed up and running, serving the hello world page.
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5. Inside the terminal, execute the hello world command that we already ran 
locally on cur machine before:
docker run -d -p 80:30 docker/getting-started

6. Use curl to verify that the container is running:

curl localhnst

You should get a bunch of HTML as a response, indicating that the container 
is indeed up and running, serving the hello world page.
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7. Experiment with other Docker commands you have used before, such as

♦ Pulling a container image from the Docker hub: 
docker image pull alpineilate&t

• Listing all container images available in the local cache: 
docker image Is

• Listing all running containers
docker container Is

• Retrieving the version information for the client and server used: 
docker version

8. When done experimenting with Play with Docker, just close your browser 
window.

Play with Kubernetes
For all these people who want to go a step further than just playing or experimenting 
with a single container and who want to experiment with Kubernetes, the very same 
two Docker captains have created another playground called Play with Kubernetes. 
Here is the link: https://labs.play-with-k8s.com, following is the reference figure:

Play with Kuberneres
A cTifla, irutcracttvc and tun ptayg’ouns tc fcov. Hdbcmetc*

Lo^n -

filiV aci Kd2ko*noLiK  iso wt>c pis*.ii»o  sy Doctor art J ereat« h, Tu-teLx m*/  Mrfvi 
i blfegttjM vwhitt uMCJ U fiJriKfii SMlWifl ifiWIW rf MCOttlL I!

gire» tne BtpenwrKeorf h»vr>g i i«ee jtlpine .min Virxa! Martinair linos ths hood
□Mtiix-'n-isoeiar iDviU] a -sm ia ar.cwe arecr-y rruweVMiKa.

M riuwill In Main nwiw hIhliI C!iniji!flr|h4iPlHj w ifr K..: Cbaiv mi
niildi pnxiris! mrredrsclM srnrfl lrnejanin1s£ ahM *t!h  Mabetra^M

Figure 2.'/8: Play u.'ifh KitlKrnefe^ landing page

https://labs.play-with-k8s.com
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Once again, you have to login. You can either use your Docker or your GitHub 
account. When you have successfully logged in, click the start button to setup a 
Kubernetes environment for you. It may take a moment or two; thus, please be 
pat.iem.

Note: If you have difficulties to access this site, please make sure you turn off 
popup blockers for this site!

The environment you will see looks pretty much identical to the Docker playground 
presented in theprevious section. At this point, we will not dive into this playground 
any further as we first need to learn what Kubernetes is ard how we car use it. 
We will learn this in chapter 10, Orchestrating containers. Once you have a basic 
understanding of how to use Kubernetes and want to experiment with it without 
having to instali anything as a prerequisite on your computer, you may come back 
to this playground.

Conclusion
In this chapter, we have prepared our working environment by selecting, installing, 
and configuring a small number of essential tools. We have selected Docker Desktop 
to run Docker containers locally and Visual Studio Code to author and edit scripts, 
Dockerfiles, and whole software projects. Finally, we have selected Windows 
lerminal on Windows 10 or 11 and iTerm 3 on MacOS as our terminal where we 
execute container-related commands and scripts. For Windows 10 or 11 users, we 
have aJ.sc shown how to enable and configure WSL 2, which provides a native Linux 
environment running inside Windows.

Last but not least, we gave a quick tour through two amazing online sites where one 
can explore Docker containers and Kubernetes without having to prepare or install 
anything.

In the upcoming chapter, we will finally start to get our hands dirty and begin to 
play with containers. We will start with the most basic example—the hello world of 
Docker containers—and move on from there.

Questions
lb assess your progress, please try to answer the following questions:

1 What are package managers used for, and why are developers using them?

2. Name a few reasons why Docker Desktop is the most popular tool for 
engineers working v.jth Docker containers.

3. Name a few reasons why you need a code editor, such as Visual Studio Code. 
Why not just use a normal text editor?
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4. Name a few scenarios where yon would use the Play with Docker site. What 
are two or three ot the main reasons to use it?

Answers
1 Package managers such as Chocolatey on Windows and Homebrew on 

MacOS are used to download applications, packages, and libraries from 
well-defined repositories and configure and install them on a computer or 
server. Developers prefer to use package managers over traditional installers 
since, with their aid, one can automate the whole process where traditional 
installers often need manual intervention.

2. Docker Desktop has been so popu lar since it.
a. Is developed by Docker, the company which invented Docker 

containers
b. Provides all the necessary tools to download, run and inspect Docker 

containers
c. One can show container logs and execute a shell inside any running 

container
d. It Integrates well with Docker Hub
e. It provides support for a single-node Kubemetes or Docker Swarm 

cluster

3. Anoimal text editor doesnot support color coding and JntelliSense. A simple 
(ext editor also does not support lire definition of (asks such as compiling 
and debugging. Normal text editors usually are not as extensible as code 
editors such as VS ( ode.

4. Some reasons to use Play with Docker are as follows:
a. You are on a computer without any tools installed and want to 

quickly demo or experiment with some Docker container features
b. You want to experiment with a multi-node Docker Swarm cluster
c. You want to deepen your knowledge about Docker and thus decide 

 
with- .
to execute some of the workshops provided at https://training.play-

dockcr.com

Job interview sample questions
So, you finally got a chance for an onsite interview for a. job as a software developer. 
The job is offered by a cool new start up that develops a highly acclaimed now 
mobile app for iOS and Android. During the interview, you are confronted with the 
following questions:

https://training.play-with-docker.com
dockcr.com
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1. We are running all our backend code in Docker containers. Which tools 
would you recommend our engineers to use to facilitate their work with 
containers? And why do you suggest these tools?

2. Our engineers use VS Cede. Are you familiar with this tool? If yes, what do 
you like most about flu’s code edit er; how does it improve your workflow as 
a developer—specifically in regards to working with containers?

3. We are deploying all our backend code to Kubernetes when running in 
production. Our engineers use Docker Desktop to test everything locally on 
their computers, including runnmg a container on Kubernetes. What do you 
have to do to enable this scenario in Docker Desktop?

4. You are starting your new job and have just installed all the necessary tools 
on your brand-new MacBook Pro. When trying to run our containerized 
software for the first time locally on your laptop, the containers will not start, 
and you get some error messages that Docker ran out of space. What are you 
doing to fix the problem?

Possible answers to job interview 
questions

1. I would strongly recommend to use Docker Desktop to work locally with 
Docker containers. 11 is [he .most popular tool for developers and DevOps 
engineers. It makes common tasks with containers easy and even makes 
it possible to run containers in a single-node Docker Swann or a single­
node Kubernetes cluster. When working with apps consisting of multiple 
containers, I highly recommend the use of Docker-compose, which was 
designed by Docker exactly for this purpose. Furthermore, we need a 
powerful yet lightweight code editor that ideally runs on all platforms, 
Windows 10 or 11, MacOS, and Linux. Visual Studio C ode is such a tool, 
and it helps that it is the favorite code editor by a large margin, according to 
StackC Overflow.

2. VS Code is a lightweight yet powerful code editor that gains most of 
its flexibility and power through extensions. A vast ecosystem of such 
extensions exists. Among them are many extensions that facilitate the work 
with Docker containers. VS Code also has an integrateo terminal, which 
allows a developer to only have to use one single tool most of the time. One 
other huge advantage of VS Code is also that it runs on any of the important 
platforms, Windows 10 or 11, MacOS, and Linux. This is important as most 
developers work on either a Mac or a Windows machine, yet containers run 
on Linux.
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3 Docker Desktop supports Kubernetes out of the box. It can be configured 
to run a single-node Kubernetes cluster. Developers can, thus, e.g.. test 
deployments to Kubernetes on their local machine, kubectl, the main 
command line tool when working with Kubernetes, is automatically installed 
when one installs Docker desktop.

4. J will first make sure that Docker Desktop runs. Then, I will start the 
Dashboard via the context menu of Docker. On the Dashboard, I click the 
settings button, and under Preferences—Resources, I adjust the settings for 
GPL and Memory. Depending on the computer used and the requirements 
of the application, I will bump up the default values of 4 CPUs and 2 GB 
RA vl As an example, 1 would set the memory to 8 GB on a 16 GB computer.

Join our book's Discord space
Join the book's Discord Workspace tor Latest updates, Offers. Tech happenings around the 
world, New Release and Sessions with the Authors:
https://discord.bpbonlinc.com

https://discord.bpbonline.com
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Chapter 3
Getting 

Familiar with
Containers

Introduction
Now that we have learned about what containers are and why they are so useful 
to us and the IT sector in general and have setup our working environment, we are 
ready to start exploring containers and container images.

Tn this chapter, you will seriously get your hands dirty by learning how to work with 
containers. You will get to know Low to Start a container from an existing image and 
then how to stop and remove that container from the system. You will also Team 
how to list all containers currently running on your system or lingering in a stopped 
state in memory. \ou will further learn how to list all processes running inside a 
container, how to retrieve the log entries generated bv applications running inside 
the container, and how to run additional processes in an already running container. 
As you can see, there is quite some work ahead of us. Let us dig in, shall we?

While you are working through this chapter, I highly recommend that vou have 
Docker Desktop running and your terminal started. To achieve ari optimal learning 
effect, fry to reproduce each command or technique that you will be presented on 
your own system.
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Structure
Tn this chapter, we will discuss the following topics:

• Downloading first container image

• Running a container
• Listing container images and container instances

• Stopping and removing a container
♦ Listing processes running inside a container

• Retrieving the log of a container

• Running an additional process inside an already running container

We will start by downloading a first container image that we will also use to run 
containers later on.

Objectives
In this chapter, the reader will learn how to download a Docker image from Docker 
Hub. You will also learn how to run a container. Different types of containers will 
be used in this chapter to familiarize ourselves with the run command. Also, you 
will leant to run a container interactively or in the foreground process as well as in 
detach inode. The readers will get to know how to list all the Docker images that 
currently reside in your local image cache, and we will leam how to list containers 
that run on your system.

Downloading a first container image
To be able to run a container locally, its container image first has to be downloaded to 
lhe local image cache of your machine. Once ihe image is available in the local cache, 
Docker will use it whenever you want to run a container from this image. This has 
several advantages, hirst, starting a new container instance from a cached imago is 
lightning fast, and second, not having to download the image from the internet each 
time you ran a container saves a lot of bandwidth and potentially cost.

Images can be downloaded in different wavs, either explicitly using the Docker 
pull command or implicitly using the docker run command. Let us skirt with 
the first one and discuss it in detail. Let us try to download a Docker image called 
alpine, 1’his image contains the Alpin Linux distro and is one of the many curated 
standard images on Docker Hub.
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NOTE: Docker Hub is a registry for Docker images managed by Docker. Many 
images stored on Docker Hub are public and can therefore be downloaded by 
anybody without needing any credentials. Docker also offers the possibility to 
store private images that are only available to you if you have the necessary 
credentials. This is very useful if you want to store confidential images containing 
proprietary code or applications.

Now, the command to download the said image into your local image cache looks 
like th's:
docker image pull alpine

This command has multiple parts, which have the following meaning:
• docker: It is the name of the command line interface (CI.I) of Docker and 

is always used to execute any Docker (container) specific command. Thus, 
remember, any container command always starts with the keyword docker.

• image: It denotes the context of the command. In this case, the context is 
Docker images, meaning the command refers to an image.

• pull: is the actual command we want to execute. In fact, we want to 
download (or pull) an image from Docker Hub.

• alpine: It is the name of the image we want to pull from Docker 1 lub.

Try to execute the preceding command m your terminal. J he first tints you do this, 
you should see an output similar Io lhe following figure:

i docker image pull alpinc
Using default tag: latest
latest- Pulling from library/alpine
540dbG3ca938: Pull complete
Digest: sha256:69e70a79f2d41abSd637de98cl60b05520t>ba4aa8145e7bddb55ccc04el3cfBf
Status: Downloaded nevi er image for alpine:latest
•iocker.ic/library/alpineilatest

Figure 3,1: Piiiling the tifyisw from Docker Hub

As you will see further down, this output is only looking like this the first time you 
are trying to download a certain image; that is when the image is not already in the 
image cache. Now', what do the individual parts of the output tell us?

1’he first line-Using default tag: latest—indicates that we are downloading 
the version of the image that has a tag called latest. This means that it we omit to 
specify a tag, Docker will automatically assume the latest. Thus, we could have also 
used the following command:
docker image pull alpine:latest
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Status: Downloaded nevi er image for alpine:latest
•iocker.ic/library/alpineilatest

Figure 3,1 : Piiiling the tifyisw from Docker Hub

As you will see further down, this output is only looking like this the first time you 
are trying to download a certain image; that is when the image is not already in the 
image cache. Now', what do the individual parts of the output tell us?

1’he first line-Using default tag: latest—indicates that we are downloading 
the version of the image that has a tag called latest. This means that it we omit to 
specify a tag, Docker will automatically assume the latest. Thus, we could have also 
used the following command:
docker image pull alpine:latest
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and the result would have been the same. We will talk about image tags in more 
detail shortly.

The next line—latest: Pulling from library/alpine—indicates that the 
Triage with version latest is pulled from the source called library/alpine. This is 
the short form of docker.io/library/alpine:latest, which you can see on the 
last line of the preceding output. We will talk about this in more detail a bit later in 
tliis chapter.

The line 540db60ca938: Pull complete tells us that a layer with a hash code 
540db60ca938 has been completely downloaded and stored tn the local image cache. 
As we will see, an image consists of one to several! layers, each with a unique hash 
code. In our case, the alpine imago is very simple ir comparison and consists of a 
single layer.

Next, the line Digest: sha256:69e70a79f 2d41a... gives us the cryptographic code 
of die downloaded image that is used to verify that no tampering has happened 
with the original image and that we really got what we expected.

Finally, the line Status: Downloaded newer image for alpine:latest tells 
us that a newer version of the requested image has been downloaded from Docker 
Hub. In our case, there was no image hi the local cache, thus,, this makes sense.

Now, let us see if we repeat the preceding command again lliis time the output 
should look like the one shown in figure 3.2, which is slightly different that the 
previous output. Can you notice the difference?

S docker image pull alpine
Using default tag: latest
latest: Pulling from library/alpine
Digest: stia256:69e70a79f2d41ab5GS37de98cle0b0S520bba40a8145e7bddb55ccc04el3cf8f
Status: Image is up to date for alpine:latest
docker,io/library/alpine:latest

Figure 3.2 : Pulling an image Inal already exists in the local linage cache

Yes, you are right; the Docker CL1 has discovered that the image is already present 
in the local image cache and thus did net download it again. I his is indicated by the 
line Status: Image is up to date for alpine:latest. I his saves us a lot of 
time and possibly money, specifically it the image is large.

Now that we have successfully downloaded tire first Docker image let us try to use 
it
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Running a container
In the previous section, we have downloaded a Docker image called alpine, which 
contains the Alpine Linux disho. We can now use this image arid run a container 
from, it In your terminal, execute the following command:

docker container rua alpine echo ‘Hello World*

Or your screen, you should see something similar, as shown in figart? 3.3.

$ cocker container run alpine echo 'Hello World' 
Hello World

Figure 33: Rum/Fig r?finf Docker eoitlaincr

Although the result does not look dramatic, there is a lot going on. Let us analyze 
the preceding command and explain the meaning of each individual part. We have 
the following:

• docker: This we already had when we pulled the image; it is the Docker CLI

• container: This is the context of the command; in this case, we are referring 
to containers

• run: 1 his is the actual command that we want to execute—run (a container) 
in this case

• alpine: This is the name of the container image from which we want to run 
a container

• echo  Hello World r: Finally, the remains of the preceding run command, 
we have a (Linux) command that will be executed inside the running 
container

*

If we want to run another command, say, a ping command inside a container, we can 
use the following command:

docker container run alpine ping 8.3.8.8 -c 5
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This again will a container from the alpine image and execute the ping 8.8.8.8 
-c*5  command inside this container. The result looks like the following shown here1

PING 8.8.8.8 (8.8.8.8): 56 data bytes
dicker container run alpine ping 8.8.8.a -c 5

G4 bytes from 8.8.8.8: seq=0 ttl=37 time=7.303 ms
64 bytes From 8.8.8.8: seq=l ttl=37 time=9.152 ms
64 bytes from 8.8.8.8: seq=2 ttl=37 tirre=8.54e ms
t-4 bytes from 8.8.8.8. seq=3 ttl=37 time=S.064 ms
64 bytes from 8.8.8.8: seq-4 ttl=37 tirre=8.908 ms

— 8.8.8.8 ping statistics ---
s packets transmitted, 5 packets received, 0% packet loss 
round-trip min/avg/max = 7.303/8.593/9.152 ms

figure. .1.4: Running ping inside tut alpine? container

As you can sec, the DNS server of Google (IP address 8.8.8.8) is pinged five times 
from within the running container.

You can run any complex command or script inside a container. We will be using this 
capability many times throughout this book; as you will see.

Now, you may ask yourself what happens with the container once the command, 
such as the echo command, is finished. This is indeed an important question, and I 
want to explain this note.

The echo or ping commands are trmni) applications. To run an application on Linux, 
a process is spawn. The application is run in the context of this process. Once the 
application finishes, the process is terminated. Now, when the so-called main process 
inside a container is terminated, then automatically, the container is also terminated. 
The main precess is just the first process that is started inside a container, ’thus, the 
answer to your question is that the container is terminated automatically when the 
command is finished.

Now, let us execute this command and see what is going to happen:
docker container run centos ping 8.8.8.8 -c5
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The result should look like the following shown here:

$ docker container run centos ping 8.8.8.8 -c 5
Unable tc find image ‘centos:latest’ locally
latest: Pulling from library/contos
7aQ437C04f83: Pull complete
Digest: sha2S6:5528e8blD1719d34604c87elldcdlc0a20bedf46e83bS632cdeac?lbEc04efcl
Status: Downloaded newer image for centos:latest
PING S.K.8.H ^K4J nytes of data.

64 bytes from 8.8.8.8: icmp_seq=l ttl=37 time =6.97 ms
64 bytes from 8.8.8.8; ic:np_seq=2 111=37 lin,e=5.39 ms
64 bytes from 8.8.8.8; iemp_seq=i ttl=37 tine=7.64 ms
64 bytes from 8.8.8.8: iemp seq=4 ttl-37 time=7.09 ms
64 bytes from 8.8.8.8: icmp_seq=5 ttl=37 time=7.21 ms

— 8.8.8.8 ping statistics —
5 packets transmitted, 5 received, 0% packet loss, tiire 10ms
rtt min/avg/max/mdev = 5.973/7 463/8.392/9.516 <ns

Figure 3.5; Jjjfpffofi/ pitiliag an image arid t)tc;i rimuiirg a amlaiiier fnmt it

Please notice the part marked with the red rectangle. Evidently the Docker C'LI did 
not find an image called centos in the local image cache, and thus, it automatically 
downloaded it first and then ran a container from i.. Thus, we realize that the Docker 
run command implicitly pulls an image if it is not already available locally. This 
come;, in very handy in most cases.

Great, now let run another container that we have prepared specifically for this 
bock. It is the so-called trivia container, and what it does is periodically sailing a 
public API on the Web to download a random trivia. The trivia is then output to 
STDOUT. The see pt running inside the container and producing these trivia pauses 
5 seconds between individual trivia calls.

Let us run this container with the following command: 
docker container run gnschenker/triviarl.G

Let the container run for at least 30 seconds or so and observe what is happening. 
Upon the first run, you should see something similar to the following shown here:

gabriel^’Sc'laris - % docker container run gnscherrker/trivia: 1 3
Unaolc to Find image 'gnschcnkcr/trivia:1.3' locally
1.3. Pulling from gnschenke"/Lrivia
8'ilbc306/'Sacl: Already exists
c937cl?c2d76; Already exists
he4rirl27S4376! Al ready exists

b96195ehglF3; Already exists
04E5ZabZb00ci: Already exists
Digest: sba256 5374«9a<i3cflf3e4t0Zbca60986bW8S8fcfld&445d3&5eeZ05'Jdte9Stf8tfJf 27
Status: Downloaded newer linage for gnschenker’/trivicul.a
"Yiddish term for a thin pancake folded around a filling of cottage & creair cheese"
"As in this clue, ending a sente-ce with one of these is a practice some don’t agree With"
"Dot-dash is a dot then u dt-sh .s these 2 letter's, also □ Spielberg inevie title”

Figure 3.6: Rmining Ike Tiivia wniainei:
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Since we did nut previously download the image gnschenker/trivia:1.0 the 
Docker C i T does this automatically for us, as we can see in the preceding output. 
The first few lines are logging tills. Then, the last three Enes of the preceding output 
show three trivia that my container produced.

You may wonder what is the meaning of the gnschenker and the 1.0 parts in the 
container image name gnschonker/triviatl >0. This is the fully qualified name 
of a Docker image. And we will explain ah the individual parts of this name in the 
upcoming chapter. For the moment, lot me just say this, the first part (gnschenker! 
is the name of my account on Docker Hub, and the second one (1.0) is the tag (often 
also referred to as the version) of the image.

You can terminate the container at any trme by pressing CTRL-c. You may have 
to wait a few seconds until the container quits (this is due to the fact that there 
is a sleep 5 command executed after every call to the trivia API, and this sleep 
command cannot be interrupted by the Cl RL-c).

11 you run the trivia container again, then this time it need not be downloaded, and 
the container starts outputting trivia immediately.

Running a container in detach mode
So far, we rar. all our containers interactively or in the foreground, that is, in a 
blocking way. Most often, we may want to run a container in the background, also 
called in detach mode. When we do that, Linux spawns a new process and runs 
the container there, and our foreground process is not blocked, lhe docker run 
command uses the parameter - -detach (or short -d) for this. Here is how we can 
run ou] trivia container in detach mode:
docker container run --detach gnschenker/trivia:1.0

Since the container runs in a background process, the trivia generated by it will net 
be displayed in our terminal, as the following figure shows:

gobrieWSolaris * % dorccr container run --detach gnschenker/trivia: 1,0 
48a9f3516506a8cedl0bce8094f8al0503ZccdfdaZ4Zafa57cf53Z6644068b3d 
gaorieWSolaris ~ Sb |

Figure 3.7: Trivia container star*ed  in detach mode

As you cttn see, the Docker CH only outputs a long hash code—corresponding to 
the ID of the container that is now running in the background—and immediately 
returns. Wc arc now free to continue working in our terminal window.

This container will now continue to run happily ha the background until we either 
stop and remove it or until we shut down Docker. Let us kill this container, for now, 
using the preceding ID (48a9f...}:
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docker container rm -f 48a9f

Do not worry about the details. It will become clear as we discuss the remove 
command in full detail later in this chapter.

Running multiple instances of a container
Tn Chapter 7, Explaining Containers and their Benefits, we have learned that a container 
is a sei (’Contained system. It not only contains all the elements of the application 
running inside the container but also all necessary dependencies of that application., 
such as libraries and frameworks.

In this regard, the container is a world on its own and this makes it possible for 
us to run multiple instances of a Docker image on the same machine without them 
interfering with each other. Let us try that with the trivia container as follows:

• Run a first trivia container in detach mode and call it lrivia-1:
docker container run -d --name trivia-1 gnschenker/triviaul.O

p Run a second trivia container, also in detach mode and call it tri via-2:
docker container run -d --name trivia-2 gnschenker/trivia:1.0

• Run a third trivia container called trivia-3:
docker container run -d --name trivia-3 gnschenker/trivia:1.0

• List all containers running on your system with the following:
docker container Is

No worries, we will explain the preceding command in detail in the next 
section of this c hapter.

• Observe aji output similar to this one:
- - docker container Is
CONTAINER ID IMAGk COMMAND CREATED STATUS FOISTS NAMES
5ot73595A430 gnschenker/triva;1.0 ’./ertrypoint.sh' 7 seconds ago Up 6 seconds trivia 3
39t*lcb37cec  gnschenker/trivia:1.0 "./entrypoint.sh" 13 seconds ago Up 12 seconds trivia-2
830L.dedc93d9 gnscKenkcr/trivia:l 0 ’./entrypoint.sh” 23 secords ago Up 23 seconds trivid-1

Figure3.fi i.isf of all running containers

• Remove the three trivia containers with the following command:

docker container rm -f trivia-1 trivia-2 trivia-3

Once again, do not worry if this command is unknown to you. We will 
explain it in detail in one of the following sections of this chapter.

Ln the next section, we t-vill learn how we can list the container images and container 
instances that are present in our system.

Figure3.fi
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In this regard, the container is a world on its own, and this makes it possible for 
us to run multiple instances of a Docker image on the same machine without them 
interfering with each other. Let us try that with the trivia container as follows:

• Run a first trivia container in detach mode and call it lrivia-1:
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p Run a second trivia container, also in detach mode and call it tri via-2:
docker container run -d --name trivia-2 gnschenker/trivia:1.0

• Run a third trivia container called trivia-3:
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section of this chapter.

• Observe aji output similar to this one:
- - docker container Is 
CONTAINER lb IMAGE COMMAND CREATED STATUS PORTS NAMES
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• Remove the three trivia containers with the following command:

docker container rrr -f trivia-1 trivia-2 trivia-3

Once again, do not worry if this command is unknown to you. We jvill 
explain it in detail in one of the following sections of this chapter.

in the next section, we will learn how we can list the container images and container 
instances that are present in our system.
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Listing container images and container 
instances
As you start working with Docker, you will need to keep an overview of what 
Docker images you have currently lingering in your local image cache, and you also 
will want to know which containers are currently executing on your system or are 
just hanging there and consuming resources. Let us first talk about the images.

Listing Docker images
In the first section of this chapter, we have learned how to download a Docker image 
from Docker Hub. Over time we will probably download a plethora of different 
images. We want to investigate what images and what versions of the images are 
present; wc taaj use the image list command. In your terminal, execute the following 
command: 

docker image Is

The output on my machine looks like the figure shown here.

j docker image Is
DEPOSITORY TAG IMAGE ID CREATED SIZE
cilpine 3.12.7 13621dlbl2d4 2 weeks ago 5.58MB
alpine 3.13 6dbb9ccb40/4 2 weeks ago b.61MB
alpine latest 6dbb?cc54e?4 2 weeks ago 5.61MB
centos latest 300e315adb2f 4 mon ths■ dgo 209MB

figure 3-9: f isling all Docker iwagej in the local cache

Please take a moment to analyze the output. There is a lot of important information 
packed into this screen. The output consists of the five columns Repository, Tag, 
Image ID, Created, and Size, as follows:

• The repository is the container for all images with the same name. Tn ctn 
sample, we have two repositories alpine and centos. A repository can 
contain multiple versions of an image with the same name.

• The versions are distinguished by the Tag. In our sample, we have a single 
version of the centos image and three versions of the alpine image with tags 
latest, 3.13, and 3.12.7.

* 1'hc column Created shows you when the owner of the image has created it. 
Evidently, the centos image is a bit older than the alpine image.
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Note: on your machine you may find other images in the list. The preceding 
Output is only a sample.

Finally, the column Size gives you the unpacked size of lire corresponding image in 
the local image cache. It shows that the centos image contains a CentOS Linux distro 
that is much fatter than the Alpine Linux distro. No wonder the latter is often used 
when size matters.

Another way to list your images is to use the Dashboard of Docker Desktop. Glick 
on the Docker whale icon in the system tray on Windows or on the right of the menu 
bar on your Mac to display the context menu, and then select Dashboard Or. the left 
side, select Images, and you will be presented with a list similar to the figure shown 
here.

Figure 3.10: I.i?t of Docker images in Docker Desktop

In my case, you can see that 1 currently have four images in my local image cache. 
Among them is the trivia image we have used earlier in this chapter. Next to the 
name, we find the tag, image ID, creation date, and size of each image.

If you have many images in your cache, then you will be happy to know that there 
is a search function available to filter the list of images.
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Next, we will use the Docker extension of Visual Studio Code to list images available 
on our system. Open VS Code and locate the Docker whale icon on the left sidebar 
and click it. You will see something like the following described in figure 3.10.

rQ DOCKER

CONTAINERS

■ v gl Individual Containers
> □ gnscnenker/trivano strong...

Q' IMAGES

v (3 centos
0? n latest > months ago

g] 7 7 months ago

> Q docker/getting-started
v IB gnschenkerftrivia

[.■.] 1.0 43 minutes ago

> I3 ubuntu

figure 3.11: Dispirit,' the list in the Docker intension of VS Code

As you can see in the preceding image, there are different sections in the window 
of the Docker extension. One of them is tilled with IMAGES, . here you see the lisi 
of all images that are currently available on vour system. The images are grouped 
by image name. You can, tor example, see that of the centos image; 1 have currently 
two versions on my system, latest and version 7. Of the trivia container, I have a 
version with tag 1.0 available.

Listing containers
We have learned how to list images present in the local image cache. Now, we want 
to do the same for container instances. Execute the following command in your 
terminal:
docker container Is

where Is is a short form for "list". You shouid see the following described in figure 
3.77.
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$ docker container Is 
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

Figure .1:12. Listing all running container/:

Hmmm, strange, nothing to see here. Why is that so? Lot us try a slightly modified 
version of the preceding coinmard, including the - -all (or short -a) parameter 
docker container Is --all

and you should get the following shown here.

? docker containe' Is 
CONTAINER ID 1XAGE 
f Ti-;ir?.f 2d bad 3 centos 
5S752G&C3SGI dlplne 
h 3450.1 &2et HU alpine
5.:!.“2?d3aticl57S alpine

--all

“ping S.B.S.B -t 5“
”pin^ 8.0.3.8 -C 5”
"echo 'Hello World 1,1 
"'echo ‘Hello World'"

CREATED
32 minutes ago
49 minutes ago
58 minutes ago 
Ahout an hour ago

STATUS
txited (a) 32 minutes ago
Exited (0) 49 minutes ago
Exited (0) 58 minutes ago
Exited Jft) About an hour ago

PORTS NAMES
pedantic_bassi 
elated lehmann 
ador i n g shtern 
amazing booth

Figure 3.7.3: Ltslhsg nil coniirmcrs, nicluJjiig thu slop/vi! (JW?s.

Ok, this looks better. The difference is that this Lime when including the --all 
parameter in the command, all containers are listed, not only the currently running 
ones. Since we have been playing with containers before, we have a bunch of stopped 
containers.

In the preceding output, we once again have a lot of useful information presented to 
us. Let us describe Lhe columns in deLail as follows:

• CONTAINER ID: Lach running container instance gets a unique ID assigned by 
Docker automatically. When referring to a specific container, it is often best 
to use this ID

• IMAGE: This denotes the image on which the container is based on
© COMMAND: This shows the first part of the command that was used to run the 

main process in the container. We can see the echo and ping commands we 
used in the previous section to demonstrate how to run a container

• STATUS: It indicates the current status of the container. In our case, it is Exited 
for all the containers listed. Other possible statuses are Created or Up., as 
shewn here.

I? docke01 container Is --all
fccHTAINaft ID 

jctzaasaiscf 
i‘a74d<?5T27425

Ii*AGz  
alpiie 
a Ipli t?

corthAMJ
"/bin/ch*
"lilrg S.B.s.a

CftiAlED S1A1US 
cheated 
uo n seconds

pairs wits 
fopeful bhac.ka'3 
tunny Bfirnaln

3 seconds ago
14 sec Midi ago

T51h&t2dbad3 centos “ping 8.8,8,8 c 5“ 41 minutes ago Exited <0; 41 minutes ago prdantic^bassi
alpiie "pir-S 8.8.8.8 -c 5’ S8 minutes, ago Exited (9) 58 minutes 3 go ■elated_lehmann
a Ip lie “echo 'Hello World‘ About an hou' ago Exited (8) About an ionr ago edoring_shte"n
a Ipl-ie “echo 'He 1 to World'“ About ar hou-*  ago Exited (0) About an iour ajra amazing booth

f tgure 3.14: Showing containers with lii/fcra-fi slat ns
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Figure 3.73: Listing all containers, iitc.luding tin: slopped tm?s

Ok, this looks better. The difference is that this Lime when including the --all 
parameter in the command, all containers are listed, not only the currently running 
ones. Since we have been playing with containers before, we have a bunch of stopped 
containers.

In the preceding output, we once again have a lot of useful information presented to 
us. Let us describe Lhe columns in deLail as follows:

• CONTAINER ID: Lach running container instance gets a unique ID assigned by 
Docker automatically. When referring to a specific container, it is often best 
to use this ID

• IMAGE: This denotes the image on which the container is based on
• COMMAND: This shows the first part of the command that was used to run the 

main process in the container. We can see the echo and ping commands we 
used in the previous section to demonstrate how to run a container

• STATUS: It indicates the current status of the container. In our case, it is Exited 
for all the containers listed. Other possible statuses are Created or Up., as 
shewn here.

J dacke^ cents: 
LOiTAIMsft ID 
□ctaaataigcf 
fnadr; iii 7425

Ln er Is 
Ii*AGz  
alpiie 
alnlie

-all 
COrthAMO
•/bin/ch*
"plfft S.8.8.8

CftGATED iMTUS 
cheated 
uo n seconds

pairs WES 
hopeful bhatkara 
tunny £€ retain

3 seconds ago
14 sec Midi a hd

T51h&t2dbad3 c cn tc-s “pirg 8.8,8,8 c 5“ 41 minutes ago Exited (0) 41 minutes ago prdantic^bassi
alpine ■pins 9,8,8,a -c 5“ 58 minutes, ago Exited (0) 58 minutes ago ■elated^lehiiann

-3a jar &2 easy a Ip ii a "octo 'Hello World'" About an hoc' ago Exited About an innr ago edori ng_skite" n
Vi-^Triafl dS7fl a Ipl-ia “echo He I to World' “ About ar hoim ago Exited (0) About an imir ago amazing booth

f tgure 3.14: Showing con I ai tiers with slat ns

atM57.fi
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* PORTS: Lists the ports that have been mapped from the container to the host. 
This will he explained in detail in Chapter 6, DmijsHfyGJg Container Ncfr^nrhs.

• NAMES: Lists the name (or names) that have been assigned to the container. If 
not specified explicitly in the run command, Docker assigns a random name 
composed from a list of adjectives and names of famous people.

Note you can also use a slightly different command to list your containers. It was the 
original command in the earlier days of Docker used to list containers: 
docker ps --all

Although this one is shorter, it lacks the clarity' of the previous version and is, thus, 
n ot recom mended.

At times we might want to only list the ID of all containers. In this case, we can use 
die parameter -q to do so, thus:
docker container Is -q

This preceding command will list the IDs of all containers currently running on the 
system.

Stopping and removing a container
Tn the last section, we have noticed that we have a bunch of exited containers 
dangling in our system. Although these containers are not running anymore, they 
afce still occupying precious resources on our computers. We can easily remove those 
containers, the command to remove a container looks like the following:
docker container rm <container ID>

where <container ID> Is the ID of the container you want to remove.

Remember, you can get access to the TD (and other properties) of the container, for 
example, by listing the containers on your system with the following code:
docker container Is --all

On the authors' machine, for exampie, he can run this command to remove one of 
his existing containers, as shown here.

$ docker comainer rm 5d5043a0d578 
5d5043a0d578

Figure 3.15: Remming u dangling aintuinur front the system



58 Docker: Up anti Rucmieg

* PORTS: Lists the ports that have been mapped from the container to the host. 
This will be explained in detail in Chapter 6, DmusHfyGJg Container Networks.

• NAMES: Lists the name (or names) tliat have been assigned to the container. If 
not specified explicitly in the run command, Docker assigns a random name 
composed from a list of adjectives and names of famous people.

Note you can also use a slightly different command to list your containers. It was the 
original command in the earlier days of Docker used to list containers: 
docker ps --all

Although this one is shorter, it lacks the clarity' of the previous version and is, thus, 
n ot recom mended.

At times we might want to only list the ID of all containers. In this case, we can use 
lhe parameter -q to do so, thus:
docker container Is -q

This preceding command will list the IDs of all containers currently running on the 
systei n.

Stopping and removing a container
Tn the last section, we have noticed that we have a bunch of exited containers 
dangling in our system. Although these containers are not running anymore, they 
are still occupying precious resources on our computers. We can easily remove those 
containers. 1'hit command to remove a container looks like the following:
docker container rm <container ID>

where <container ID> Is the ID of the container you want to remove.

Remember, you can get access to the ID (and other properties) of the container, for 
example, by listing the containers on your system with the following code:
docker container Is --all

On the authors' machine, for exampie, he can run this command to remove one of 
his existing containers, as shown here.

$ docker container rm 5d5043a0d578 
5d5043a0d573
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Note: I do not need to use the full container ID in the remove command. I could 
also have just used part of it as in docker container tin 5d5. Docker will automat­
ically remove the correct container as long as the traction of the ID you are using 
is unique among all containers on your system.

The Docker GUI simply responds to my command by outputting the ID of the re­
moved container.

It is also possible to remove a container that we identity by its name. The command 
to do so looks like the following:

docker container nn ccnntainer rame>

Before we can remove a container from our system, we need to stop it (if it is not 
already stopped). I he command to do this looks like the following:

docker container stop ccontainer ID>

O'

docker container stop ccontainer name>

where ccontainer ID > is the ID and ccontainer name> is the name of the container 
we want to stop.

I ,etus try this again and use the trivia container as an example Fxecnte the follow­
ing steps:

1. Run the trivia container in detached mode (- -detach or -d):
docker container run gnschetiker/trivia: 1.0 -d --name my-trivia

2. Stop the container by using the stop command and referencing the container 
by its name my-trivia;
docker container stop my-trivia

3. The stop command may need a few seconds to finish. What Docker does is 
sending a SIGINT signal to the application running inside the container. 
If the application does not react on this signal, then Docker will forcefully 
stop the container after a piedefined timeout time. By default, this time is 1(J 
seconds.

4. Now, list all containers (including stopped ones) on your system and verify 
that cur my-trivia container is indeed in STATUS Exited. Use this command 
to list the containers:
docker container Is --all
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5. As you can see, the container is still present in the system and, as such, 
occupying valuable resources. 'lb tree those resources, we have to remove 
the container. Do this with the following command;
docker container rm my-trivia

4. Once again, list all containers and verify that the my-trivia container is not 
on the list anymore.

Often, wedo want tostcpand remove a containerin onego. We can use the parameter 
--•force (or short -f) with the remove command, this will forcefully remove a 
container, even if it is running. In this case, Docker will stop the container first. The 
command to forcefully remove, say, a container named my-app is as follows: 
docker container rm --force my-app

Bv the way, if you know Unix or Linux well, then you know that one can combine 
multiple commands by using the result of one command as the input to the other 
command. This is also possible when using the Docker CLI. fry to find out what the 
following command does:
docker container rm -f $(docker container Is -aq)

This is a veiy handy command, and I personally use it often. I have even defined it 
as an alias in my . bash alias file:

alias drma = ’docker container rm -f Sfdocker container Is -aq)1

Remember that the Docker CLT allows us to combine parameters, thus:

docker container Is -aq

is equivalent to

docker container Is -a -q

Have you found out what the command does? Right, it removes all containers horn 
the system. Here is why:

1. $(docker container Is -aq) outputs a list of IDs of all currently running 
or stepped containers.

2. docker container rm -f clist of ids> forcefully removes these containers, 
where <list of IDs> is the list of IDs generated by the command in Step 1.

You may want to try this out on your svStem by running a few instances of the trivia 
container in detach mode and then execute the preceding command. Make sure that 
all containers have been removed thereafter.
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Stopping and removing containers in Docker 
Desktop and VS Code
You probably already noticed it on your own when playing around with Docker 
Desktop ot the Docker extension of VS Code that there is a way to stop and/or 
remove containers with the help of these tools.

Let us start with Docker Desktop, and from its dashboard run, stop, and remove a 
container. Proceed as follows:

1. Open the Docker Desktop dashboard
2. Navigate to tire IMAGES tab and locate the trivia image as shown here:

Figure 3/16: Lhl of images m Docker Desklop

Note that a blue Run button is displayed on the right side if you hover over 
one of the images in the list.
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3. Click the run button. On the \ew Container dialog box that will appear, just 
click Run, as shown here:

New Container gnschenkerrtnviail.O 

OiSwxOw iwrrouHfts HUKI.

□psor a Settings

Cancel Run

4. Notice that the Dashboard switches to the Containers/Apps tab and displays

figure .3.17 Ate container diffktg in Docker Desktop

figure 3.18: Doekt’r Desktop displaying the trivia container just started

5. When you hover over the container in the preceding list, then four icons 
are displayed on the right side of the Est. From right, these are DtLElE 
RESTART, and STOP. Click the STOP button and notice hnw after a short 
moment, the container icon left to the container name turns from green to 
grey, indicating that the container has been stopped. In addition, the exit 
code of die application is displayed—here 137, as shown here:

Figure 3.19: DrspAn/nrg the container as stopped in Docker Desktop
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are displayed on the right side of the Est. From right, these are DtLElE 
RESTART, and STOP. Click the STOP button and notice hnw after a short 
moment, the container icon left to the container name turns from green to 
grey, indicating that the container has been stopped. In addition, the exit 
code of die application is displayed—here 137, as shown here:

Figure 3.19: DrspAn/nrg the container as stopped in Docker Desktop
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6. Now hover again over the container entry in the list, and this time, click the 
DELETE button. Notice that the container will be removed from the system 
and will also disappear from this list.

7. Optional: Start vet another trivia container, and this time, find out what the 
RESTART button will do.

8. Use the dashboard of Docker Desktop to stop and remove all containers that 
are currently running on your system.

Now, we want to see how we can do the same using the Docker extension of VS 
Code. It i$ very straightforward. Just follow the following steps:

1. Open VS Code.

2. Click the Docker whale button in the left sidebar or VS Code.

3. Observe that in the window displayed, vou have different areas, as shown in 
figure 3,20. The top two are CONTAINERS and IMAGES:

p<“!» DOCKER ■

■ '';i CONTAINERS

v Individual Containers

> □ gnschenker/triviarl.O loving, 

y

v IMAGES
I 13 centos

h, 7 > d docker/getting-started
E 13 gnschenker/lrivia

.nU. > 13 ubuntu

figure 3.20. The Docker extension th VS Code
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4. Locate the gnschenker/tri via container entry and open it to display the 
image with. tag 1.0. Right-click on it to display the context menu as shown 
here:

5. Click Run and observe lhe output In the TERMINAL window of VS Code as 
well as the CONTAINERS section in the Docker extension, where the new 
container will appear in the list of containers as shown here:

r« ••
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> E grscl'enk*rfli ,Ma,i,o ...
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> Exacatlng task: locker run —m -d <]□■ chaeta “/trivia: 1.4 <

?cdd£.5^1T6f.5’2d20ce5e57b?l«4E05734cbe3B36ca9932989 ,3c-:27T+eWto0

Ta air al will be caused by praM eny k*y  to clfrse 11.

> RE5ISTR11S
■„> t. J NEfWOMS

! VOLUMES
: CONTEXT a

1 > HELP JND FfiEMACK

o a«

figure 3.22: Newly storied centoimr appears in conlniner Us! in VS Code

6. Now right-click on the new entry in the list of containers to display the 
context menu. You should see the familiar Stop, Restart, and Remove menu 
items as shown here:
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6. Now right-click on the new entry in the list of containers to display the 
context menu. You should see the familiar Stop, Restart, and Remove menu 
items as shown here:
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Figure 3.23: Container mnlexi menu in (lie Hooker extension of VS Code

e •

© DOCKER

V CONTAINERS =2 ® O (1)
o v gp Individtial Containers

> > gnschen View Logs
> □ gnscheri Attach Snell& Inspect

Open in Browser

Stop

> Cl certos Restart

0? > G docker/ge Remove...
v □ anschfinM° __________ 1

7. Select the Stop menu item first and observe what is happening.
8. Now, select the Remove menu item in the context menu and make sure that 

the container item disappears.

With this, we are done explaining how to list images or run, list, stop, and remove 
containers for the moment. But these commands will accompany you throughout 
the book; thus, make sure you really master them well before you proceed.

The next two sections are especially important when you need to debug your 
applications or sendees running in containers. One can never have enough 
information on what is going on when troubleshooting a system. Two helpful 
aspects are (a) what is running inside a container and (b) what kind of log output 
those processes arc generating. Let us start with the former.

Listing processes running inside a 
container
For you, as a developer or for a sys admin, oi a DevOps engineer, it can be useful to 
know what processes are running inside a given container.

1 Start a trivia container in detach mode and call it b i via-1: 
docker container run --detach rt-uame trivia-1 gnschenker/ 
trivia:1.0

2 . Use the top command to display all running 
processes inside the preceding container 
docker container top trivia-1
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you should see the following shown here:
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Figure 3.24 . Running processes inside tne trivia container

In the output, we can sec the list of precesses, here 2 of them. Of each process, 
we can see information about who launched it (root), 'ts process ID (PiD), the 
uptime, and the command used to launch the process, among others.

3. Start another container, in this case, an Nginx Web server, and call it web: 
docker cortainer run --detach --rame web nginx

you should see this:
gabriel®Soluris - % docker container run --detach - name web raginx
Unable to find image 'nginx:latest’ locally
latest: Pulling rrom librnry/nginx
fcad0c936ea5: Pull complete
28bc9ad3/S3c: Pull complete
Ldabc629dla7: Pull complete
02ea76929254: Pull complete
faaaa8cdf34e: Pull complete
649f0bl3b37c: Pull complete
digest: sha256:6d75c99aF155fi5alfllP48?97fa2dl21el5d80ad526<:8369c5263?4f0f7ccb750
Status: Downloaded newe' image for nginxilctest
b212b6?322f3fbGa58bcd73dlGGdiil58c30f72272980Cle2h09389737ce66488

figure 3.25 . Running an Nginx container

Since we did never run Nginx before, it is first downloaded and then run, as 
you can see in the preceding output.

4. Run the same top command to display its processes 
docker container top web

which will give us something similar to the following shown here:
OPprlalBSs'.crts - Jb opckir comtairer Lcp mj 
HID FID PPIa
rel 21631 ZltS?
wj-.sd 212 Si 21frM
uj.id n/irt ZlfcM

id 2125? 2I6M
uj.-.d 21751 216 M

STINE 
ta as 
18:45 
ib.nt 
18.45 
18 45

n**  
EH M <0

KM . SJ 
e8:M:<8
EO .M 4Q

CW
nainx: caster process na.nx u docr-eo off, 
iigirw: worker process

oginx; worker pence >5 
sginx: Marker process

Figure 3.26; Rnuumg processes in Nginx

We can identify a master process, the actual Web server, and four worker 
processes running in this container.

Note: depending on the system you are working on, the number of worker 
processes may differ.
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5. Use the following command to remove both containers from the system 
when done:
docker container rm -f trivia-1 web

That is it for the processes part. Next, we will learn how to retrieve the logs from a 
container.

Retrieving the log of a container
Logs normally contain vital in forma tion about the runtime behavior of an application. 
Applications running Inside a container are no exception to this. But how can we get 
access to this information? Well, as always, there exist several ways to do so. We will 
investigate three of them, first vita the command line, second via Docker Desktop, 
and third via the Docker extension of VS Gode. Let us start with the former.

We have used the trivia container quite a bit so far, and we know that it produces 
output. This output will be part of the container's log. Anything that goes into the 
Docker container log must be output to either STDOUT or STDERR. Docker will 
automatically pick those messages up and manage them. Docker will keep this 
information ready for the user of any other external system that wants to collect it. 
The log will be stored inside the container in temporary files managed by Docker. 
Since those temporary files containing the log reside inside the container, it is clear 
that the logs are lost once the container is removed from the system. You can ntop a 
container, and the logs will still be there since a stepped container is kept in memory. 
But once the container is removed, the logs are gene.

Retrieving the log from the command line
Let us work with the trivia container. Proceed as follows:

I Start a trivia container in detach mode and call it trivia-1:
docker container run --detach --name trivid-1 gnschenker/ 
trivia:!.0

2. Leave the container running for at least 3D seconds before you proceed.
3. lb access the logs of the trivia-1 container, use the fallowing command:

docker container logs trivia-1
and you should see an output similar to the following figure:

gabrie’.@Sclaris ~ % docker container logs trivu-1
"A fitness saying goes, these 8 mid'iff muscles \"are made in the kitchenV"'
"It's Chevy's extended range electric vehicle Launched i-i 2010"
"Traditiorc’ ly he is the last \”celebrity\” to appear in -he parade'1
"His biographers Tirechan 8. Muirchu credit him with converting the Irish to Christianity"

Figure 3.27: Relrievifig the tog vfihe invia ciMairief
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Note that the output represents the content of the log as it is at the moment 
when you run the preceding command. Docker will show the whole log 
from the beginning by default.

4. Now, it the container has been running for a while and wo only want the last 
few lines of the log output, we can use the - -tail (or short -t) parameter: 
docker container logs --tail 3 trivia-1 
1’his will output the last three lines of the log only.

5. If we want to follow the log, we can use the parameter -f to do so. Note that 
tins will block the current terminal window:
docker container*  logs --tail 19 -f trivia-1
this whl output the last 10 lines of the log collected so far and continue 
following the log.
To stop following the log, just press CTRL-c.

6. Stop the trivia-1 container and make sure you can still access the log: 
docker container stop trivia-1 
docker container logs trivia-1

7. When done, remove the trivia container from the system:
docker container rm trivia-1

Now7 that you know how to retrieve the logs from the command line, let us investigate 
how we do the same with Docker Desktop.

Displaying container logs in Docker Desktop
Docker Desktop is a very powerful tool, aS we have seen. One of the features it offers 
is to display the logs of an arbitrary container on your system. Here are the step-by- 
step instructions on how to do this,

1. Open the Dashboard of Docker Desktop.
2. Navigate to the Images tab and locate the trivia image. Use the Run button to 

run an instance of the trivia image.
3. On the Containers/Apps tab, locate the container in the List that you iust 

started and click on it. Docker Desktop will display the log of this container 
as shown here.
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figure 3.28: Conf airier Jogs in Docker Desktop

Notice that Docker Desktop follows the log; that is, you always see the fresh 
entries scrolling by.

4. Use the 5TOP and then the DELETE button in the upper right to stop and 
remove the trivia container.

Fina lily, we want to know how wo can analyze and follow logs in the Docker extension 
of VS Code.

Displaying container logs in VS Code
The Docker extension of VS Code is similarly powerful as Docker Desktop, and one 
or its features is that one can inspect and follow the logs of contai ners residing on the 
System. Let us do a similar exercise as we did in Docker Desktop.

• Open VS Code and locate and dick the Docker whale icon in the left sidebar 
to display the Docker extension window.

* Under the IMAGES section, locate the gnschenker/trivia: 1 0 container 
and use the context menu on it to run an instance.

• Under the section CONTAINERS, locate the newly created and running 
instance, right-click it to display the context menu, and select View Logs

• In the TERMINAL output window of VS Code, you should now see the log of 
the container. ±’he Docker extension follows the log; thus, new entries should 
scroll by.
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Note: the command that the extension uses to follow the log is output in the 
TERMINAL, window at the beginning, right before the log output is listed*

• Right-click the trivia container in the extension window, and in the context 
menu, select Stop and then Remove to remove the container from the system.

Now, you know how to get to the logs of any contai ner. This is precious information 
in case you need to debug an application running inside a container. Together with 
some helpful Linux tools, such as grep or less, you can quickly find helpful hints on 
what went wrong or why the application behaved in the way it did, even though the 
log may be huge.

Next, we will show you how to run any additional process inside an already running 
container.

Running an additional process inside an 
already running container
At times we need to run an additional process inside an already running container. 
This could be to help us debug a misbehaving container. Let us see how we can 
do this. 1'he first thing we need to know before we can start is the ID or the name 
of the container of interest. Once we have tills command, we need to define which 
application or process we want to run inside the container. We will use our beloved 
trivia container to guide you through this step-by-step:

1. Start an instance of the trivia container m detach mode and call it tri via-1:
docker container run --detach --name trivia i gnschenker/trivia: 1,0

2. Run a bash shell interactively inside the trivia-1 container:
docker container exec -i -t trivia-1 /bin/bash

Notice how in the preceding command, we use the new exec command and 
the two parameters -i, which stands for interactive, and -t, which stands 
for a term tnal emulator (11Y), meaning that a terminal is connected with this 
process so the process can interact without terminal window and we will see 
the output:

3. You should see the following in your terminal:

gabriel@Solaris ~ % docker container exec -i -t trivia-1 /bin/bash 
root@c4d8vi05ee5fl:/£ |

ri^itre 3.2 V; Ir.turarlive sJicil rriwmig ttwtrie £»n.’ trivia container
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the two parameters -i, which stands for interactive, and -t, which stands 
for a term tnal emulator (11Y), meaning that a terminal is connected with this 
process so the process can interact without terminal window and we will see 
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gabriel@Solaris ~ % decker container exec -i -t trivia-1 /bin/bash 
root@c4d8vi05ee5fl:/£ |

figure 3.29; Tr.teradive shell rtttitling inside £?n.’ trivia container 
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Basically, you see a prompt root@c4d8d05ee5fl:/#, which means that you 
are inside the container with hostname c4d8d05ee5f1 as user root in the 
root folder (/).

4. Hxecute the Linux command .1 s -al to list the contents ot the root f older, and 
observe that you see a typical Linux file system, as shown in figuft 3.30. Note 
that the trivia container is based on ar Ubuntu 20.4 disfro:

rootifi>c4dfld058i

-O<'>tt“c4c8d05ce5,f 1: /# Is --al
total 63
drwxr-xr-x 1 root root 4096 Jun 6 16:29
'irnxr-xr x 1 root roof 4096 fun 6 16:29
rwxr-xr-x 1 root root 0 Jun • 16:29 .do eke re nv

lr wxnvxrwx 1 root root 7 Apr- 16 05:12 bin -> usr/biri
Jrwxr xr-x 2 root root 4096 Apr 15 2020 boot
drwxr-xr-x 5 root root 340 Jun 6 16:29 dev
-rwxr-xr-x 1 root root 147 Jun 5 15:14- entrypoint.sh
J rwxr-xr-x 1 root root 4806 Jun 6 16:29 etc
Jrwxr-xr-x 2 root root 4096 Apr 15 2020 home
Irwxrwxrwx 1 root root 7 Apr 16 05:12 lib -> usr/lib
irwxr xr x ? root roof 4096 Apr 16 05 1? mpdin
diwxr xr x 2 root root 4096 Apr- 16 05:12 nrnt
dr wxr-xr-x 2 root rout 4096 Apr 13 05:12 upt
dr-xr-xr-x 177 root root 0 Jun 6 16:29 proc
drwx---------- 2 root root 4096 Apr 16 05:35 root
drwxr-xr-x 1 root root 4096 May 27 12:29 run
Irwxrwxrwx 1 root root 8 Apr- 16 05:12 is'birt - > usr/sbin
diwxr xr-x 2 root root A0<Ju Apr 16 05:12 srv
dr-xr-xr-x 13 root root 0 Jun 6 16:29 ws
drwxrwxrv.t 1 root. root 4096 Jun 5 14:45
drwxr xr x 1 root root A09C Apr 16 05:12 usr
di wxr-xr-x 1 root root 4096 Apr 16 05:35 var

| rooi^otdSdGSseSfl:/# |

Figure 3.3b Contents of the wot Jo!dtr inside the Innin sontniner

5. Next, execute the Linux command to list all running processes:
ps
and observe that you get an output similar to the following shown here:

root@c4d8d05ee5fl:/# ps 
PID TTY TIME CMD
20 pts/0 00:00:00 bash

392 pts/0 00:00:00 ps
figHiv 3.3 J. Listing ah processes nnmijig inside Ike trivia container

we can see the bash shell through w hich we are interacting with the container 
and the ps command wo just ran.

6. Optional: Try other Linux commands you know, such as cd, mkdir, or find.
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7. To terminate, press CTRL-d, which will have you exit the shell.

With that, we are done with this chapter. We have learned a lot. Let us have a look 
back and recap.

Conclusion
In this chapter, we have learned the basics about Docker containers. The material 
you have learned so far gives you a very good foundation foryom future work with 
containers. Once again, 1 recommend you to really make sure you understand every 
single concept discussed in this chapter before you proceed. This basic knowledge 
is comparable to what the foundation of a house is. ff the foundation is weak or 
unstable, then the rest of the house will he at risk.

But now, let us recap what we have learned. First, I showed you how to download 
a Docker image from Decker I lub. Then, you learned how to run a container. We 
used different types of containers to familiarize ourselves with the run command. 
You learned to run a container interactively or in the foreground process as well as 
hi detach mode. Next, you learned how to list all the Docker images that currently 
reside in your local image cache. Then, we explored how to list containers that nm 
on your system. You also learned to list those containers that were stopped yet are 
still dangling in memory.

Next, we proceeded to how containers can be stopped and removed from the system. 
We learned not only to do this in the terminal but also via either the dashboard of 
Docker Desktop or the Decker extension of VS Code.

After this, you learned how to list processes running inside a container and how to 
view the logs generated by the application running inside a container. Once again, 
you saw how to do this in the terminal, via Docker Desktop, and via the Docker 
extension of VS Code. It is always race to have a choke.

We concluded the chapter bv investigating how one can rim additional processes 
inside Lin already running container. We also showed the use of an interactive hash 
shell running inside a trivia container.

In the upcoming chapter, you will learn more about how to use existing images for 
your applications. First, we will show how to run a database locally in a container 
and access it from another application running in a different container. Ihen, you 
will be introduced to Docker volumes that can be used to share data between 
containers or permanently persist data on media external to a container. Finally, you 
will be shown how to configure an application running in a container with the help 
of environment variables and configuration files.

But before you end this chapter, we have prepared a list of questions that may 
help you assess your learning progress. You will find the correct answer or sample
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answers at the end of the book for each question. If you are not sure about the right 
answer, do not immediately jump to the solutions but try to go back to the resperti ve 
section in this book and make sure you got the necessary details.

We also have a list of possible questions that you might be asked during a job 
■nterview. For each of the questions, possible answers are given th at I would want to 
hear from a qualified candidate.

Questions
To double-check that you have learned the key concepts of this chapter, we have 
prepared some questions for you. Iry to answer them on your own first, without 
Googling or locking up the solutions. If you get stuck, we have prepared a sample 
answer to each question which you can find at the end of this book. Tip: Try to run 
the commands in your terminal. Make sure that Docker Desktop is running.

1. Which is the correct command to download the latest version of a Docker 
image called alpine from the Docker hub into your local image cache? 
Note that multiple answers may be correct:

a. docker image pull alpine
b. docker pull alpine:latest
c. docker download alpine:latest
d. docker image pull alpine-latest
e. docker run alpine:latest

2. IIowT can you list all containers on your local machine, including the 
stopped ones? Note that multiple answers may be correct:

a. docker container Is --all
b. docker ps
c. docker ps -a
d. docker list all
e. docker containers list --all

3. You have a container with lhe name my-app running and want to remove 
you with the command docker rm my app. What will happen if you 
execute this command?

a. The container is stopped and removed from the system
b. An error is reported, and the container continues to run
c. Ar error is reported, and the container stops
d. lhe command is ignored
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4. How can you stop and remove a running container called my-webapp 
from your system? Note that multiple answers may be correct:

5. What is the difference between docker stop and docker kill commands?
a. .there is none. They are equivalent

b. docker stop immediately terminates a container

c. docker kill sends a STGTERM signal to the main precess of the running 
container

d. No answer is correct

a. docker stop my-webapp && docker rm my-webapp
b. docker kill my-webapp
c. docker kill my-webapp SS docker rm my-webapp
d. docker- my-webapp rm -force

6. How can you get a list of all processes running inside a container called 
my-app:

a. docker process Is
b. docker container top
c. docker list processes
d. docker container ps

e. This is not possible since there is no such command

7. How can you retrieve the last 10 log entries of a container called my-app 
and keep following the log?

a. docker logs my-app -n 19 --follow
b. docker my-app logs --tail -f 10
c, docker lugs my-app --tail 10 --follow
d. docker log --tail 10 --follow my-app

e. It is rot possible to do such a thing in one command

8. How can you execute a ping 8.8.S.8 (where the IP address 8.S.8.8 is the 
Google DNS) command within the context of an already running container 
called my-microservice-1?

a. docker run my-microservice-1 ping 3.B.8.8
b. docker iny-rrdcroservice-1 exec ping 8.88.8*
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c. docker container exec my-microservice-l ping 8.S.8.8

d. docker container run my-microservice 1 ping 8.8.8.8

Answers
!, Answers a, b, and e are correct. Note that the run command implicitly pulls 

the image if it is not already there

2. Answers a, c, and e are correct

3 Answer b is correct; an error is reported, and the container continues to run

4. Answer a and c are correct; first, stop or kill and then remove the container

5. Answer d is correct. The kill command sends a SIGKILL signal to the main 
process.

6 Answer b is correct

7. a, c, and d are correct (the short form of —tail is n)

8. Answer c is correct

Job interview sample questions
Once again, you got a chance tor an onsite interview for a fob as a software developer. 
The job is offered by yet another start-up that develops a SaaS solution in the financial 
sector. During the interview, you are confronted with the following questions:

1. Is it possible to execute an additional processin an already running container? 
If yes, name 1 or 2 scenarios where that would make sense.

2. Explain what happens if you run a container from a container image that is 
not yet in the local cache of the computer or server on which the container is 
supposed to run.

3. An application that is supposed to run inside a container is generating some 
logs for monitoring and debugging purposes. Where should the application 
write the log entries to such as Docker can then easily pick them up atprov ide 
them to you when you execute the appropriate command in the Docker CLT?

Sample answers
1. Yes, it is possible, using the docker container exec command. Possible 

scenarios arc as follows:
• Running an interactive shell to explore the contents of a container, e.g., 

during development
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• Running a Linux network utility such as ping ornetcat (nc) to debug 
issues with the network and connectivity of an app running inside a 
container

• Running a command periodically to check tliehealth of the app running
inside a container, e.g., a curl command if the app is a Web APT

2. I’hc Docker CLI analyses the run command yen entered and checks if the 
image you named is already in the local image cache, hr this case, the result 
is "No", and thus, the Cid automatically tries to download the image from 
the configured container registry, which by default is Docker Hub. If the 
download to the local image cache is successful, the image is loaded into 
memory and a container instance is created and run.

3. Each containerised application should output its logs either to the standard 
output (STDOUT) or standard error output fSTDERR). From there, Docker car 
pick them up and store them automatically for you. Later on, one can use the 
docker container logs command to retrieve this log.

Join our book's Discord space
Join the book's Discord Workspace for Latest updates, Offers, Tech happenings around the 
world, New Release and Sessions with the Authors:

https://diijcord.bpboiiline.coin

https://discord.bpbonline.%253coin
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Chapter 4
Using

Existing
Docker Images

Introduction
In the previous chapter, you learned how to work with containers. You learned how 
to start, stop, and remove containers. You familiarized yourself with commands 
to retrieve the logs of a container, execute commands inside an already running 
container, and more. At this time, you should start to feel comfortable playing 
around with containers.

In this chapter, you will learn how to use existing container images, such as ones for 
SQL databases, locally or. your computer. You will learn how an image is made up 
of layers, and then they learn to define and use Docker volumes to persist and share 
data and how to configure applications running inside a container. lools used in this 
chapter are Docker Desktop and the terminal.

Structure
In this chapter, we will discuss the following topics:

• Runni ng a SQL da tabase locally

• Investigating the image layers model

• Using volumes with containers
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* Configuring an app running inside a container

Objectives
After reading this chapter, you will be able to run a PostgreSQL, MongoDB, or any 
similar relational or document database locally in a container. You will be able to 
explain how a Docker image is layered and the advantages that this brings to the 
table to an interested layperson. You will be able to write and containerize a simple 
application written in Node JS or Python that accesses and uses this locally running 
database. You can create Docker volumes and mount them to a container. You arc 
able to share data between containers using Docker volumes. Furthermore, you are 
able to mount a local folder into a container, which will be useful when developing, 
running, and debugging an application inside a container. Finally, you can configure 
environment variables inside a container either explicitly or by using an env file

Without further ado, let us start.

Running a SQL database locally
One of the most challenging and daunting tasks for a developer has always been 
to install a database such as Postgres or MongoDB on their local machine. I can 
remember the days when Oracle was still ruling the database world and when it 
took me a day to install and configure an Oracle DB on my PC.

This is not necessary anymore. It is super easy to run nearly any of the popular 
databases in a container on any system, not just your own laptop or desktop. These 
days enthusiasts and hobbyists run databases even on a Raspberry PI.

Running a PostgreSQL database server
Let u$ see how we can do that. To start, let us use one of the more popular choices 
among developers these days, the PostgreSQL database. We can find a well- 
maintained and curated version of this database or. Docker Hub under the following 
link:
https://hiib.docker.eom/_/postgres

There we also find a short description on how to use and configure PostgreSQL. But 
we will use our knowledge from the previous chapter to understand what needs to 
be in a command to run an instance of the database.

Before we start, we will have to create a Docker network. Do not ‘worry about the 
details, as we will explain networks in great detail in Chapter 6, Dt’iriyshfyiug container 
networking. Use Shis command to create a network called my-network;
docker network create my-network

https://hub.docker.eom/_/postgres
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details, as we will explain networks in great detail in Chapter 6, Demystifying container 
networking. Lse Shis command to create a network called my-network;
docker network create my-network

https://hub.doeker.eom/_/postgres
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That should look like this in your terminal:

gabrielK>oLaris - % docker network create my-network 
b2084785*3763a6701e6e9313630079S6b40efl3b5076fcba9f6c84583210c8a

Figure 4.1 : Create u wtvwk called my-network

Docker creates the network and simply answers by printing the ID of the newly 
created network.

Now have a look at the following cnmmarid:
docker container run --network my-network postgres:latest

It says that we want to run an instance of the postgres Docker image. This will 
work and will run an instance of the latest veision of the PcstgreSQI. Docker 
image. Since I have not been running this image before on my system, I see the 
following in rny terminal:

sabricl^Solaris ~ S5 docker conwinor rvn postgres:latest 
Unable to find image 'postgres:latest' locally 
latest: Pulling from library/postgres
Fciid0c'J3Eeti5: Already exists
f>fS752c7c3ca: Pull complete 
55ed0202527f: Pull complete 
8F57daal8143: Pull complete 
f49772502de9: Pull complete 
f5eb0_28ebd8: Pull complete 
fldl6ebd51906: Pull complete 
decdfbfabccU: Pull complete 
C12779590507: Pull complete 
SolSSoaSlciSZ: Pull complete 
dfdbJ072J4yf: Full complete 
8e9e5d018281: Pull complete 
13f(ro9a90642: full complete
Digest: shoJ5feo8f25ca44e98o4«46cadl3i|ibe8Cg7f8fi9t'34ffe{e4FRhbf905dd46<*ba^77d7o2  
Status: Downloaded newer image For postgres:latest
Error: Dataaase is uninitialized and saperuser password is not specified.

You nust specify PCSTGRES..PASSWORD to a non-empty value tor the 
superuser, for example, *-e  POSTGRES PASSWCKD=password" on "docxer run'.

You nay also use "POSTGRE5_HO$T/UTH.MPTHOt^trusl" lo allow all 
connections witiout a password. This is ’’not*  recommended.

See PostgreSQL documentation about "trust";
https postgresql .□rg/iL'as/cur-ent/auth-trust. html

Figure 4.2 : Hanning PoslgreSQL for the first lime

The first part of the output shows us that Docker downloaded the image from the 
Docker hub and that the image is composed of many layers, all having their own ID, 
e.g., the first one having 6f8752e7c3ca. But there is also an error message at the end 
of the output indicating that we need to pass a inastei password for the database. 
The error message even indicates how we can do that. Let us, thus, improve our 
command such that it looks like the following:
docker container run -e POSTGRES_PASSWORD=T<jp-Secret postgres:latest
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command such that it looks like the following:
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If we run the preceding command (first part of), the output will look like this:
gabriel^Solaris -• % docker container run -e POSTGRES_PASSi'iOKD=Top Secret postgre 
s :latest
The files uelongirg to this database system will be owned by user "postgres" 
This user rrust also own the se'ver process.

The database cluster will be init"clized with locale "enJIS.utfR",
The default database encoding has accordingly been set to ‘'Un-S' .
The default text search configuration will be set to "english".

bate paae checksums are disabled

fixing permissions cn existing dt-eccory /vcr/Lip/postgresql/dciici ... ok
creating subdirectories ... ok
selecting dynamic shares mcmo-y implementavion .. posix
selecting default nax.connec.ions ... 203
selecting default shared suffers ... 123NB

Figure 43: PcsIyreSQL rmtf detimng the roof, prisso.'onf

This time there was no need to download the image again from the Docker hub; 
thus, Docker just took the one from the cache, rhe container started, and with it, 
the database application that was packaged inside the container, lhe preceding 
(shortened) output stems from the database application's initialization process. 
Once the database is fully initialized, the output stops, and the database waits for 
any incoming connection.

Rut by the way, we have started the database, and it is now blocking our terminal. 
We ran the container and, with it, the database in the foreground process. This may 
be mteresting if you want to debug the usage of your database because you can 
directly watch the output of it in the terminal as it happens. But normally, you would 
probably waiit to run the database in detach mode, that is, in the background. Let 
us do tliis. But first, we have to stop the current version by pressing CTKL-c in the 
terminal:

AC202106 Z0 13:34:08.UTC [1] LOG: received fast shutdown request 
Z0Z1-06-Z0 IT:34:08.951 UTC [1J LOG: aborti ig any active transact • ons 
Z0Z1-06-20 13:34:08,955 UTC [1] LOG: background worker "logical replication lau 
richer' (FID 73 J exited with exit cade 1 
2021-06-23 13:34:08.%3 UTC F68| LOG: shutting down
2021 06 20 13’34;08.978 UTC [1 LOG: database system is shut down 
gobr’ie.&Sclcir’ts ~ ________ __________________________________________________________

Figure 4.4: Tertniiuiting the tilifiilMst’ with CTHI -<?

As you can see previously, the database immediately reacted to the CTRL-c command 
and caused a fast shutdown. Once the database application has ended, the container 
also stops, and we aw free to use our terminal window again.

Now let us run the database again, but this time in detach mode.
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If we run the preceding command (first part of), the output will look like this:
gabriel^Solaris -• % docker container run -e POSTGRES_PASSi'iOKD=Top Secret postgre 
s :latest
The Files belonging to this database system will oe owred by user "pastures".
This user rust also own the server process.

Th? database cluster will be init"olized with locale "enJIS.utfft",
The default database encoding has accordingly been set to ‘'Un-S' .
The default text search configuration will be set to "english".

Data pa^e checksums are disabled

fixing perrrissions on existing directory /vaVLib/postgresqLdata ... ok
creating subdirectories ... ok
selecting dynamic shared mcmo-y implementation .. posix
selecting default nax.connec.ions ... 203
selecting default shared suffers ... 123MB

Figure 43; Kirrtnaii PosIyreSQL rmtf detirurtg the roof, pusswwif

This time there was no need to download the image again from the Docker hub; 
thus, Docker just took the one from the cache, rhe container started, and Itvith it, 
the database application that was packaged, inside the container, lhe preceding 
(shortened) output stems from the database application's initialization process. 
Once the database is fully initialized, the output stops, and the database waits for 
any incoming connection.

Rut by the way, we have started the database, and it is now blocking our terminal. 
We ran the container and, with it, the database in the foreground process. This may 
be mteresting if you want to debug the usage of your database because you can 
diiectly watch the output of it in the terminal as it happens. But normally, you would 
probably want to run the database in detach mode, that is, in the background. Let 
us do tills. But first, we have to stop the current version by pressing CTKL-c in the 
terminal:

ftC2021-06-20 13:34:0ftUTC [1] LOG: received fast shutdown request 
Z0Z1-06-Z0 13:34:08.951 UTC [1J LOG: aborti ig any active transact ■ ons 
Z0Z1-06-20 13:34:08.955 UTC [1] LOG: background worker "logical replication lau 
richer' (FID 73 J exited with exit cade 1
2021-06-20 13:34:08.963 UTC 168 I LOG: shutting down
2021 06 20 13’34;08.978 UTC [1 LOG: database system is shut down
gobr’ie.&Sclcir’ts ~ ________ __________________________________________________________

Figure 4.4: Teriuiiwting the detiibese with CTHI -<?

As you can see previously, the database immediately reacted to die CTRL-c command 
and caused a fast shutdown. Once the database application has ended, the container 
also stops, and we are free to use our terminal window again.

Now let us run the database again, but this time in detach mode.
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docker container run \
-e POSTGRES_PASSWORD=Top-Secret \
--detach \
postgres:latest

When running the preceding command, the container will launch in a background 
process, and the terminal is ready for further input, as shewn here:

gabnel^Sclaris ~ % docker container run \
> -f PO^TGRF^PA^wnRD-Top-Sftrret \
> --detach \
> postgres:latest
dd26521ef672be43S3f23f 316c979f.31a4a6adac29Sbfcbb7ef b9e2ebe52ceA9
gabriel^Sclaris - % |

figure 4.5: Running Posign’SQi <n tieitidi inode

Ou.- database is now running n the background, and the container got an ID of 
dd2552...

Note that I have used the backslash (\) as a line continuation symbol to be able to 
spread one logical command across several lines.

Attention: All Windows users working with PowerShell need to replace thebackslash 
with a backtick (' ) such that the command looks like the following:
docker container run *

- e POSTGRES_PASSk’ORD=Top-Secret '
--detach '
postgres:latest

Throughout this book, we will use this technique often to improve the readability 
of the commands. Tims, please remember that a backslash is the line continuation 
Symbol in Linux/Unix or Bash shell on Window's, whereas the backtick is the same 
in PowerShell.

In the preceding command, we have not specified a name tor the container, though, 
and Docker will assign a random one to this instance. We can use the ID of the 
container (dd26S2...) to refer to it, but often it is more convenient to assign a specific 
name to the container. Specifically, when working with databases, this makes sense 
as we can then access it via a friendly name rather than with a cryptic ID. Let us once 
more adjust our run command and name the container my-postgres; furthermore, 
we attach it to the network my-network:
docker container run \

- e POSTGRES.PASSWORD=Top-Secret \
--detach \
- -namp my-postgres \
- -network my-network \
postgres:latest
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docker container run \
-e POSTGRES_PASSWORD=Top-Secret \
--detach \
postgres:latest

When running the preceding command, the container will launch in a background 
process, and the terminal is ready for further input, as shewn here:

gabnel^Sclaris ~ % docker container run \
> -f PO^TGRF^PA^wnRD-Top-Sftrret \
> --detach \
> postgres:latest
dd26521ef672be43S3f23f 316c979f.31a4a6adac29Sbfcbb7ef b9e2ebe52ceA9
gabriel^Sclaris - % |

figure 4.5 : Running Posign’SQi <n tieitidi inode

Ou.- database is now running n the background, and the container got an ID of 
dd2552...

Note that I have used the backslash (\) as a line continuation symbol to be able to 
spread one logical command across several lines.

Attention: All Windows users working with PowerShell need to replace thebackslash 
with a backtick (' ) such that the command looks like the following:
docker container run *

- e POSTGRES_PASSk’ORD=Top-Secret '
--detach '
postgres:latest

Throughout this book, we will use this technique often to improve the readability 
of the commands. Tims, please remember that a backslash is the line continuation 
Symbol in Linux/Unix or Bash shell on Window's, whereas the backtick is the same 
in PowerShell.

In the preceding command, we have not specified a name tor the container, though, 
and Docker will assign a random one to this instance. We can use the ID of the 
container (dd26S2...) to refer to it, but often it is more convenient to assign a specific 
name to the container. Specifically, when working with databases, this makes sense 
as we can then access it via a friendly name rather than with a cryptic ID. Let us once 
more adjust our run command and name the container my-postgres; furthermore, 
we attach it to the network my-network:
docker container run \

- e POSTGRES.PASSWORD=Top-Secret \
--detach \
- -namp my-postgres \
- -network my-network \
postgres:latest
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As we will see later, we have to run the PostgreSQL container attached to a network. 
This is necessary so that other containerized applications running on the same 
network can access the database. We do this using die - - network parameter. Do not 
worry about the details of container networks yet, as we will explain everything in 
Chapter 6, Demystifying container networking.

We have run a tew instances of PostgrcSQL so far. It we list our containers, vve may 
see something like the following:
cabricL^SoLcris 2 docker container Is a
CONTAINER 10 IMAGE COMMAND
t ।*8577,44

5da77cSG33'ld
pvsty’v,s-;1c>t'«4 
postq-os: latest 
po&tsrcti: Lat«.t "dfrcejr efrtryiMM.nt

CREXTEC
MKU'KK 

13 minutes 
10 minutes 
48 irinutxi'j

ujp
UOO
0C3

STATUS
I.‘i “7 •.yi.cinrl». 
!,■> 13 ini i*it
Cxit^a 00} 32 niinuws aq- 
tsitet £1} M minutes ays

PORTS 
JWt .p 
5W»,p

WNES
niy-pi.MyriJ-s

« Mi.‘r<<rit— <>mi sun 
»«<cit'.r^_q reiser 
yr iuc.cu!»_norrultiM

Figure 4.6 : Listing nil containers

Note how in my list command, T used the -a parameter to list all containers, even 
the stopped ones, in the preceding output, we can see two stopped and two running 
instances. The first in the list is the one I started last, and you can see that it has the 
name my-postgres. The other instances have random names that were assigned by 
Docker and are composed of an adjective and the name of a famous scientist.

We should also realize that the preceding list of running containers indicates to us 
that we can have multiple instances of a PostgrcSQL database server running on 
our laptop or desktop. We can do so without needing to worry about any potential 
conflicts between the database servers. 1’he fact that they run inside a container 
shields them perfectly from each other.

Task: Stop nnd remove all container instances oilier than the one called my-postgres. Do 
this in whatever nwi/ you prefer, through the command line, the Docker Desktop dashhoard, 
or the VS Code Docker extension.

Working with the database
Just running a database server is fun and interesting, but beyond that, what can we 
do with it? The first thing that conies to mind is using the PosigreSQL command line 
interface (CLI) with which wc can create databases, run data definition language 
(DDL), and data resource management (DRM) type of statements against the 
database. It turns out that our Postgres container contains not only the database 
server application but also the binaries of the CLI. Remember how we learned to 
run a process inside an already running container? Yes, right; finally, this makes 
sense, and we will use exactly this technique to run the Postgres CLI inside our my- 
p,stgrcs container. Execute the following command to do so:
(locker container exec -it my-postgres psql -U postgres
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Note how in my list command, T used the -a parameter to list all containers, even 
the stopped ones, in the preceding output, we can see two stopped and two running 
instances. The first in the list is the one I started last, and you can see that it has the 
name my-postgres. The other instances have random names that were assigned by 
Docker and are composed of an adjective and the name of a famous scientist.

We should also realize that the preceding list of running containers indicates to us 
that we can have multiple instances of a PostgrcSQL database server running on 
our laptop or desktop. We can do so without needing to worry about any potential 
conflicts between the database servers. 1’he fact that they run inside a container 
shields them perfectly from each other.

Task: Stop nnd remove all container instances oilier than the one called my-postgres. Do 
this in whatever nwi/ you prefer, through the command line, the Docker Desktop dashhoard, 
or the VS Code Docker extension.

Working with the database
Just running a database server is fun and interesting, but beyond that, what can we 
do with it? The first thing that conies to mind is using the PosigreSQL command line 
interface (CLI) with which wc can create databases, run data definition language 
(DDL), and data resource management (DRM) type of statements against the 
database. It turns out that our Postgres container contains not only the database 
server application but also the binaries of the CLI. Remember how we learned to 
run a process inside an already running container? Yes, right; finally, this makes 
sense, and we will use exactly this technique to run the Postgres CLI inside our my- 
p,stgrcs container. Execute the following command to do so:
(locker container exec -it my-postgres psql -U postgres
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And you should find yourself inside the container in a running CLT as a user 
postgres, as shown here:

gabriel^Solaris - % docker container exec -ifl my-pas (gres psal -U postgres 
pSql £13.3 ('Debian 13.3-l.pgdgl00+l)J
Type "help" tor help.

postgres-# |

figure 4.7 Running the Postgres Ct.l inside the Postgres database container

We can now use valid Postgres commands to, e.g„ create a database demo and, 
wi thin d e mo, a t ab ie u s e r s:

postgres=# create darabnse demo;
CREATE DATABASE
postgres-# \connect demo;
You are now connected to database "demo" as user "postgres". 
demo-# create table usersC 
demoC# id int not null, 
demof# rame varcharC59) unique not null 
demoC# );
CREATE TABLE
demo=# select * from users;
id I name

<0 rows)

demo=# |

i'igttred.S: Using file psql CL! to create a CP and a table

In the preceding output, you can see how we have used this sequence of commands 
Lo achieve this result:
create database demo;
\conncct demo;
create table users (

id int not nullj
name varchar(50) unique not null

);
select * from users;

Note that each command in psql is terminated with a semicolon (;) and that 
PostgieSQL docs not distinguish between keywords such as "create" being written 
in lower or upper case.

You can also try to insert some data into the table users and list the content of the 
table:
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And you should find yourself inside the container in a running CLT as a user 
postgres, as shown here:

gabriel^Solaris - % docker container exec -ifl my-pasigres psgl -U postgres 
P$ql (13.3 (Debian 13.3-1.pgdgl0fel>)
Type "help" tor help.

postgres-# |

Figure 4.7 Running the PoStgres Cid inside the Postgres database container

We can now use valid Postgres ccmmunds to, e.g„ create a database demo and, 
within demo, a table users:

postgres=# create darabnse demo;
CREATE DATABASE
postgres=# \connect demo;
You are now connected to database "demo" as user "postgres". 
demo-# create table usersC 
demoC# id int not null, 
demo(# name va reheir (59) unique not null 
demof# );
CREATE TABLE
demo=# select * from users;
id I name

(0 rows)

demo--# |

l'igure4.8: Using file psql CL! to create a DK and a table

hi the preceding output, you can see how we have used this' sequence of commands 
Lo achieve this result;
create database demo;
\connect demo:
create table users (

id int not nullj
name varchar(50) unique not null

);
select * from users;

Note that each command in Psql is terminated with a semicolon (;) and that 
PostgieSQL docs not distinguish between keywords such as "create" being written, 
in lower or upper case.

You can also try to insert some data into the table users and list the content of the 
table:
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insert into usersfid., name) values(lJ 
insert into users(idj name) values(2, 
insert into users(idj name) values(3,

'Ann Hunter');
'Suzanne Baker');
'Will Smith');

select * from users;

Try it out.

To end your session with ps-y? just press CTRL-d and you will be back in your terminal 
session from where you started psql in the first place.

Accessing the database from another container
So, now you know how io run a I’ostgreSQb database server on your local computer 
and how to use the psql CL1 inside that container to manage the databases, schemas, 
and data of the database server. But usually, that is not the main usage scenario of 
a database. Normally you will want to write an application that runs in a different 
container (or directly on your host) that accesses the database. Letus now investigate 
how that is possible. We will start by using the psql CLI running inside a different 
container and show how we can access the database running in the my-postgres 
container.

Run the following command:
docker container run \

- -network riy-network \
- e PGPASSWORD-Top-Secret \
- -rm \
- it \
postgres:latest psql -h my-postgres -U postgres

That is, we run a different instance of the postgres image and attach it to the 
same network (my-network) as the database server, so they can communicate with 
each other. As we will see, only applications that are running in containers that are 
attached to the same network car. ever communicate with each other.

Task: Google what the parameters --rm and -it are used far in the preceding Docker 
command.

Instead of letting the container use the default start command—which would start 
a PostgreSQL server instance—we pass it a different command to execute, namely:

psql -h my-postgres -U postgres

This command starts psql and connects to a host called my-postgres lour Postgres 
server) with user postgres. it turns out that we also need to provide a password to the 
CLI so it can login into the remote server. We do this with the -e PGPASSWORD-Top - 
Secret parameter, which defines an environment variable called PGPASSWORD with
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insert into users(id, name) valuesfl, ’Ann Hunter');
insert into users(idj name) values(2, 'Sazanne Baker');
insert into users(idj name) values(3, 'Will Smith');
select * from users;

Try it out.

To end your session with psql just press CTRL-d and you will be back, in your terminal 
session from where you started psql in the first place.

Accessing the database from another container
So, now you know how io run a I’ostgreSQb database server on your local computer 
and how to use the psql CL1 inside that container to manage the databases, schemas, 
and data ol the database server. But usually, that is not the main usage scenario of 
a database. Normally you will want to write an application that runs in a different 
container (or directly on your host) that accesses the database. Letus now investigate 
how that is possible. We will start by using the psql CLI running inside a different 
container and show how we can access the database running in the my-postgres 
container.

Kun the following command:
docker container run \

- -network riy-network \
- e PGPASSWORD=Top-Secret \
- -rm \
- it \
postgres:latest psql -h oy-postgres -U postgres

That is, we run a different instance of the postgres image and attach it to the 
same network (my-network) as the database server, so they can communicate with 
each other. As we will see, only applications that are running in containers that are 
attached to the same network car. ever communicate with each other.

Task: Google what the parameters --rm and -it are used far in the preceding Docker 
command.

Instead of letting the container use the default start command—which would start 
a PostgreSQL server instance—we pass it a different command to execute, namely:

psql -h my-postgres -U postgres

This command starts psql and connects to a host called my-postgres lour Postgres 
server) with user postgres. It turns out that we also need to provide a password tothe 
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the value Top-Secret inside the container. The psql CLI will then pick this value 
up when it connects to the remote server my-postgres.

If you rur. the preceding command, you should see this in your terminal:
gabrie'.^clarls - % docker container run \

--network my-network \
--rm \
-e PGRASSrtORC.Top-Secret \
-it postgres:latest psql -h my-postgres -L’ postgres 

psal (13.3 (Debian 13.3-1.pgdal00+i)) 
Type "help" tor help.

postgres=# I

Figure 4.9 : gunning the irisg/ CLi in n comrinrer anti connecting to ti remote Postgres server

You can now use \connect demo to connect to the demo database and then use the 
select S from users J command to Ust all records that you added previously to 
this database:

postgres-# \connect demo;
You are now connected to database "demo'’ as user "postgres11, 
demo^# select * from users;
id I narie

1 I Ann Hunter
2 I Suzanne Baser
3 I Will Smith

(3 "ows)

demo-# |

Figure 4.10 : Using psqii to tvork with our remote DR

When you are done experimenting with the psql CLI, you can exit it and, at the 
same time, stop the container bv pressing CTRL-tl.

A simple node JS app to access PostgreSQL
Let us now create a very simple Node JS application that we will be running from 
within a container attached to the my-network network and accessing the PostgreSQL 
database server.

Troceed as follows:
I. In your src folder create a new folder called ch04/node- client and navigate 

to it: 

mkdir ch04/node-client && cd ch04/nooe-client
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2. Open VS Code from within this folder:

code .

3. To this folder, add a file server.js and add the following code:

JS servtr.js X

is sarver.ls > ...
1
2 
3
4 
5 
t> 
i
8 
y 

ie 
n 
n 
13
14 
15 
IE
17 
18 
19 
20 
21 
22
23

ci { Client } - requireCpj') 
court Clienl = » ClientU

host; ’■y-postgres', 
port: 5432, 
user: 'postores', 
password: Top-Secret', 
database: nemo'

>1
client.conrsettlje’r => ■’ 
if (err) { 

console.error)'connection error1, err.stack)
} else { 

console.log)'------------------------------------ ');
console.log)'Connected to PostgreSOL')t 
console, log) ‘ ------------------------ ');
elicit.query।'SELECT * FROM users', (err, res) { 

if (err) throw err 
eor.se le. log) res. rows); 
client.end))

>) 
>

>3

Figure 4.1 J ■ Xhcic JS corfe !o retrieve users from PosigreSQJ.

4. Add a file called packages .j$on with this content:

() package, jsen x

) I package.juon > „
1 {
2 "numt": "node Llient",
3 "version": “1.6.0",
4 "description": "A simple node client for PostgreSOL'1,
5 "main": "server.js",

> txrnug
G "scripts": (

"start": "node server.js"
■ >,

9 "dependencies"; [
Ifl "pc": ""8.6.0"
11 }
12 1

Figrirt! 4.12: Package,jfion for the Node dient
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5. Add a file called Dockerfile and add this content:

Dockerfile X

■If Dockerfile > ... 
I FROM node's latest
2 WORKDIR /aop 
J COPY package.Json ./
4 RUN npm install
5 COPY . .
h CMt node server, js

figure 4C13: Dnc.'Jrc^Jt? for ife frJbtif N client

6. In the tenninal, brom within the folder node-client, run: 
docker image build -t node-client .

Note the point (.) at the end of the preceding line!
The output of the preceding command might look similar to this:

g.'}hripTfj">1gris nrwj*=client  % rfcr-ier bui'i5 -t rods-cUant .
Itl Building 2.1s (11/11*  FINISHED

-=■ iLnte'-na'.l lead build o?finition frac.'. Dockerfile 0.3s
s> s» transferruig dockerfile: 368 0.0s
-» !lr:iCrnal! 16M , dockerjgnsre 0.0s
=> > -ransEarring cori-ec: 2B S.?,r.
=> [internal] lead ineu>ddta for deercr. 10/1 Ibra r//node: latest 1 Ds
-> [au-nl librory/nodc:pull token for rcgistry-l.docker. 10 8.05
=> [1/5] EACH docker. lo/Liorary/ntnIt: iatestpihaiio: e35c'li>bn71S5-'122*oa?c  jee!5EJ881e793d0 0 0s
=? [interralj laatf bulla context 3.®s
=.> => trarisfcrring cocre*:. u.nkB 
=> CACHED [2/SJ ICPKD1R /at>p 
-- CACHED [3/5: C3FY pSckaoe. ’ sc-n ./ 0.0s
=> CACHED [4/5] RJN npu install 0.05
=» CACHED [5/5j COPY . . 8.5s
-> exporting Iti uriage 3 s--

e«por:ing L3>e.-s 0.&s
-■> => wrisuig sha256:a7caoa07586S01c6c 0f233d7&afcob?6f^^4id>i‘£'cfe971£cij&cai!c£t71 0.0s 
=» =» raffing to docker. ic/liirary/ncd'=-<.lxe-nr 0.0s

rigure 4.14: Bnrhfiiig Docker image for th" \!ode JS client

Note, the first time you run the command, it may take a while since Docker 
needs to download the node: latest base image and then all node modules 
during the build of the image. Tn subsequent builds, Docker is intelligent 
enough to use cached instances of the base image and the build layers.

1. Once the image is successfully built, run the Node JS client with this 
command:
docker container run \

--network my-network \
- -rm \
node-client
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The output in your terminal should look similar to this:

Connected to PcstgreSQL

{ id: 1, name: 'Ann Hunter’ >, 
{ id: 2, name: 'Suzanne Baker'
{ id: 3, name: 'Will Smith' J

Figure Kode IS clien! accessing <’i.ir PcslgreSQJ. djtiihiw sender

This was a very quick and easy introduction on how to write a Node JS client for 
PostgreSQl. that runs in a container. Do not worry if there are certain details that 
are not fully transparent yet, as everything will be discussed in detail in subsequent 
chapters of this book. For the moment, it is important that you get a working client 
tor our PostgreSQl. database server, which runs locally on your computer.

Before we continue, let us stop and remove the PostgreSQL database server from our 
system with the following:

docker container rm --force my-pcstgres

Now that we have learned how to run and use a SQL database running inside a 
Docker container on our local computer and how to access it from other containers 
on the same Docker network, we want to explore the same for a popular no-SQL 
database. We select MongoDB to demonstrate this.

Running a no-SQL database locally
MongoDB is a very popular, performant and highly scalable document database. 
We can find a curated Docker image of this dambase on Docker Flub at the following 
link:

h LLps://h ub.docker.com/J mongo

Let us run an instance of Mongo called my-rinngo attached to the network my- 
network runn.ng in detach mode M’th the following command: 
docker container run \

--name my-mongo \
-■■network my-network \
--detach \
mongo:latest

Since this is the first time you run MongoDB, Docker has to download the image 
first, which can take a moment. When the container is up and running, you should 
see something like this in your terminal:

https://hub.dock
er.com/J


<SS Docker: Up and Running

The output in your terminal should look similar to this:

Connected to PcstgreSQL

{ id: 1, name: 'Ann Hunter’ >, 
{ id: 2, name: 'Suzanne Baker'
{ id: 3, name: 'Will Smith' J

Figure Kode IS clien! accessing <’i.ir PcslgreSQJ. djtiihiw sender

This was a very quick and easy introduction on how to write a Node JS client for 
PostgreSQl. that runs in a container. Do not worry if there are certain details that 
are not fully transparent yet, as everything will be discussed in detail in subsequent 
chapters of this book. For the moment, it is important that you get a working client 
tor our PostgreSQl. database server, which runs locally on your computer.

Before we continue, let us stop and remove the PostgreSQL database server from our 
system with the following:

docker container rm --force my-pcstgres

Now that we have learned how to run and use a SQL database running inside a 
Docker container on our local computer and how to access it from other containers 
on the same Docker network, we want to explore the same for a popular no-SQL 
database. We select MongoDB to demonstrate this.

Running a no-SQL database locally
MongoDB is a very popular, performant and highly scalable document database. 
We can find a curated Docker image of this dambase on Docker Flub at the following 
link:

h LLps://h ub.docker.com/J mongo

Let us run an instance of Mongo called my-rinngo attached to the network my- 
network runn.ng in detach mode M’th the following command: 
docker container run \

--name my-mongo \
-■■network my-network \
--detach \
mongo:latest

Since this is the first time you run MongoDB, Docker has to download the image 
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gabrieleSolarts ~ * docker container run \
--narne my-nongo \
--network my-network \ 

detach \
mongo:latest

Unable to find image 'mongo: latest' locally
Latest: Pulling from library/mongo
5Stf>84<i74c4b: Pull complete
d9aeCjd6cl5'i Full conplcte
42ff824326e4: Pull complete
5Ehfifdecd48a: Pull complete
c801* ’51a799a: Pull complete
c67ddedacab6: Pull coaplete
278c28€d75c5 Pull complete
fbbt23426669: Pull complete
9c5o46949e24 Pull complete
fe6d4150CUZ3: Pull complete
U.gest: sha2S6:be0b7f6b4e83c39dS9R696dl8e5264368bb2cd8233dcble2Sr.6d02SedSa3dab9
Status: Downloaded newer image for mongo^latest
'5814c94d668697e497688c49o25b06a96ceo812cf9f3a2eaf649383ce03673cc

Figure 4.16: .MwixoLW server instance

Now, let us try to use the MongoDB shell called mongo to create a database and a 
collection and fill it with some data. We try to first execute the CLI directly inside 
ourmy-mongo container,, as we did with the PostgreSQLdatabase. Use the following 
command to execute the CLI:
docker container exec -it my-mongo mongo

You should see this in your terminal:
gabrielKolaris - sf docker cuntciner '■xec it ray mango morwp
MongoC3 shell version v4.4.6
connecting to: mong.;db ://127.0 a.l:?7017/?conpressors=disabledigssapiServiceNaTp=raongodb
Illicit session: session { "'id ' : UUIDC’c4100if7-595a-‘told-Dd4<i-ac5588c:£8f7,n I
MongoDB server version 4.4 6

The server generated these startup warnings when booting:
2021 06 20715:49:56.168+00:00: Using the XFS filesystem is strongly recommended with the WiredTiger start 

hub.mongodb.org/core/prodnotes- filesystem
2021-06-28T15;4d;5b.192+00:00: Access control is not enabled for the database. Read and write access to 

unrestricted

Inabie MongoDB's Free cloud-based monitoring service, which will then receive and dispcoy 
metrics about your deployment (disk utilization, CPU, operation statistics, etc).

The monitoring data will be available on a McngoDB website with a unique URL accessible to you 
and anyone you share the URL with. MongoDB mr.y use this information to make product 
wrovements and to suggest MongsDJ products and deployment options to you.

To enaULe free monitoring, run the following command: db.enablerreeMonitoringQ
To permanently disable this reminder, run the following conmard da disaa'eFreeMonitoringC)

Figure 4 17: Using tin. MongoDB shall

As you can see, we are greeted by the shell with a welcome text and are now ready 
to execute some commands against our MongoDB instance.

hub.mongodb.org/core/prodnotes-filesystem
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to execute some commands against our MongoDB instance.

hub.mongodb.org/core/prodnotes-filesystem
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Use the following sequence of commands to create a database demo, connect to it 
and then create a collection users and fill it with some data:

1. Use show dhs to display the list of databases currently defined on your 
MongoDB server

2 Use the command use demo to implicitly create a database demo and connect 
to it

3, Use the command db.users.insert({id:l, name: "Ann Hunter"}) to 
insert a document into the collection users in the DB demo

4. Add a few additional records tc the users collection

5. Use show collections to get a list of all collections in the active database

6 Use db.users.find() (or more generically db. <collectiori“name> .find(), 
where <coHection-name> is the name of the collection whose content you 
want to refer to) to output trie list of documents stored in tills collection.

You should see something along the line ci:
> show dbs 
admin 0.000GB 
config 0.000GB 
local 0.000GB 
> use demo 
switched to db demo 
> show dbs 
admin 0.000GB 
config 0.000GB 
local 0.000GB 
> db.users.insert££id’l, name: ''Ann Hurter-'}) 
WriteResultt{ "nlnserted” : 1 })
> db users.inse,’tC{id:?, name: "Suzanne Wellington"}) 
WriteResult(£ "nlnserted" : 1 })
> db.users.tnsert([id:3, name: '"John Doe"}) 
WriteResult({ "nlnserted" : 1 }) 
> show collections 
users
> db.users.findO
£ "_id" : Ob)ectId("60cfG7dSebbf4d63c81991Z0"), "id" : 1, "name" j "Ann Hunter" }
{ "_id" : ObjectId(-'60cf67eaebbf4d63c81991Zl"), "id" : Z, "name" : "Suzanne Wellington" }
{ ”_id : 3bjectId("S0cffi7fcebbf4d63c8199rZZn), "id" - 3, "name" : "John Doe’ }

__ 1________________________________________________________________________________________
lrguri’4.28; Working with trie Mori^o she!!

When done playing around with MongoDB, use CTRl.-d to exit the mongo shell and 
return to the console.

Next, we are going to show how yon can access the MongoDB server from withm a 
different container running on the same network.
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Accessing MongoDB from a different container
To access the MongoDB server from a different container, we can use another 
.nstance of the mongo: latest image and run it attached to the same network as the 
my-mongo container. Then, we use the CL1 from within that container to access the 
now remote DB. Use the following command to start the ULI: 
docker run -it \

--network my-network \
- - rm \
mongo:latest mongo --host my-mongo

Once we are inside the shell, we can use the same commands as in the previous 
Section to show the list of databases and collections as well as the content of a given 
collection. We can, of course, also add data to a collection or modify and delete 
existing data:

> shew dbs 
admin 5 330Ci 
Config 0,000GB 
dsmo C.000GB 
local 0.000GB 
>■ use de-o 
switched to db demo 
> show collections
users
> db.users. findQ
{ "_id" : ObjectIdC'60cf6?d6ebbf4d63c81'M12ft"id' : 1, "name" : "Ann Hurter" }
{ ”_id” ; ObjectldC"60cf6Zeaebbf4d63c81<?31Zl,,JI "id” : Z, ‘name" . "Suzanne Wellington" }
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As you can see in the preceding output, we have been able to access the data and 
plav with it the same wav as when vve were using the mongo shell from within the 
database server container.

Use CTRL-3; to exit the shell and return to your terminal session.

A simple Python app to access Mongo DB
Let us now create a very simple Python application that we will be running from 
within a container attached to the my-network networkand accessing the MongoDB 
servei.
Proceed as follows:

1. Open a terminal window and navigate to your sre folder
2. 1 rom within the sre folder, create a new folder called ch04/python -client 

and navigate to it:
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mkdir ch04/python-client &£ cd ch04/python-client

3. Open VS Code from within this folder: 
code .

4. To this folder, add a file server.py and add the following code:

♦ server.py 1 x

chi) 4 > python-client ; 4> server.py > ...
1 from pyrcngo import MongoClient 
2
3 client = MongcC'.iertt 'my-mongo')
s db = client.demo
5
6 count = db,users.count_documents{{}j
7 users = db, users.find() 
8
9 printC----------------------------------- ']

19 printC'Connected to MongoDB')
11 p r in t £'----------------------------------- 1 ]
12 print('Found O users.'.format(count)]
13 
14 for document in users:
15 print (d0CLnent[)|

Figure 4.20: Pfoiim code for The MtwgoLM client.

5. Add a file called requirements .txt with this content:

S requirements.^ x.

ch04 > python-client > I? requirements.txf 
1 pymongo
2

Figure 4.2 J. Dependencies for Ute Pt/lhon cHc’iif

Yes, that is correct; there is only one dependency to pynongo needed for this 
simple Python client.

6. Add a file called Dockerfile and add this content:

Dockerfife X

chQ4 > python-dient ' ♦ Dockerfita '4 ...
1 FROM python:latest
2 MORKDIP /app
3 COPY requirements.txt ./
4 RUN pip install -r rc5uireeents.txt
5 COPY . .
6 011 python se-ver. py

Figure 4.22: Dockerfoe for the Pyi/ton clieni
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7. In the terminal, From within the folder Python-client, run: 
docker image build -t python-client .

Note the point (.) at the end of the previous line!

8. Run the Python client with the following:

docker container run --network my-network --rm python-client
The output in your terminal should look similar to this:

gabriet^Splaris python-client 26 docker run —network nry-network —rm python-client

Corirected to MongoDB

Found 3 users.
{'_id': ObjectTdC,60c£67dGcbbf4d63c81t)9120'), ’id': 1.0, 'nar.e': 'Ann Hunter'}
{'-id'; ObjectId£'&0fT67eaebbf4d63c8199121'), ’id"; Z.0, 'name' 'Suzanne Wellington'}
{'_id': 3bjertIdC'60cf67fcebbfSd63c8199122'), ’id': 3.0, 'name': 'John Doe'}

Figtire 4.23: client accessing our MmignDR server

Once again, let me reassure you if you do not yet understand the meaning of every 
single step. 1 promise we will address every detail in subsequent chapters of this 
book.

To end, clean up your Docker environment and remove the MongoDB container as 
well as the network. Use the following commands;
docker container rm -f my-mongo
docker network rm my-network

We have shown you how you can run any database—SQL or non-SQL—on your 
local computer with ease, as long as it is containerized. The good thing is that you 
can find curated Docker images of the most popular databases on Docker Hub. Here 
we want to name just a few:

• SQL: PostgreSQL, MySQL, MariaDB, MS SQL Server, and Oracle

* No-SQL: MongoDB, CouchDB, and RavcnDB

With this, we want to turn our attention a bit more onto the structure and inner 
workings of container images.

Investigating the image layers model
You have been playing with quite a few Docker images so far without caring much 
about what they exactly are and how their inner structure looks like. That isCJK, but 
now it is time that we put the focus on this and dive a bit deeper.
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What is a Docker image?
But, before we dive deeper into the internals of images, we need to ask ourselves, 
what is a Docker image in the first place? Per tills, we need to look closer at Linux 
as containers have originally been evolved in the Linux ecosystem, in Linufe the 
operating system is made up of a filesystem where the files and directories are all 
stored on the local disk. Everything in Linux is a file. Having said that, a Docker 
-mage is a tarball containing such a filesystem, whereas a tarball is nothing else than 
a compressed set of files and folders popular or. Linux. But as we will see shortly 
there is a bit more than just that.

The layered filesystem
A Docker image is made up of a stack of immutable layers. You can think of it as a 
deck of cards, t he simplest image car. consist of a single layer, but usually you will 
find that a given image consists of several layers. We can see that in the following 
image:

As we can see, the stack of layers starts with 1, which is also called the base layer. 
On top of Layer 1, we have Layer 2, and so on, u nti 1 we get to the last layer; here it is 
Layer n. This is the topmost layer. Each of those layers contains a bunch of files and 
folders. Together they make up that filesystem we mentioned earlier.

Each layer only contains the difference or changes to the filesvstem formed by the 
lower laying layers. I his is also called a Union filesystem. The details of such a 
file system are not in the scope of this book, though, and are documented elsewhere 
pretty well.

A storage driver handles the way these layers interact with each other. Docker 
provides a set or differentsuch drivers, and each one has its own specific advantages
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or disadvantages. Normally, though, it is not your job to deal with such nuances, as 
the default driver is the one who will suit you the best in most cases other than very 
specific or exotic ones.

It is very important to note that each layer is immutable. Once created, a layer cannot 
be modified anymore. The only thing one can do is delete an existing layer. Since 
layers are immutable, :i automatically follows that a Docker image as a whole is 
also immutable. Ihis immutability of images and layers has a lot of advantages, the 
most important one of them being that a Docker imago ran be cached arid will never 
become stale.

Tn the following graphic, we trv to illustrate how a custom Docker image could look 
like that contains a simple Web application using Nginx as a Web server:

3. Ada files of Web app

2 Add Nginx Web server Q

1. Alpine Linux Bistro Q

Figure 4.25: /i sample custom Decker image contiibiing a simple Weft application

The image uses a base layer containing all the files and folders needed for it to be 
an Alpine Linux d intro. Then on top of that, we have Layer 2, which contains all 
files and folders that an Nginx Web server needs to run on top of Alpine. Finally, 
the third and last layer contains all the files and folders that make up your specific 
Web applications. 1‘hese are the HTML, CSS, and JavaScript files, plus all the other 
resources, such as Images, fonts, and more.

We have added a lock symbol to each of the layers to indicate chat once built, the 
individual layers are immutable.

If you are more curious and want to investigate where Docker stores those files on 
the system, then the content of each layer is stored in a dedicated folder on the host 
system. Usually, you can find those sub-folders at /var/lib/docker.

Once again, I want to point out a nice side effect of the fact that layers are immutable. 
They can be cached without ever becoming stale. This is a tremendous advantage, as 
we will see throughout this book.
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The mutable container layer
So far, we have seen that all the layers making up a container image are immutable. 
We also kind of know that a container image is a template from which a container is 
built at runtime. When we use a docker run command, we Instruct Docker to load 
a copy of the image's layers into memory where they will build an encapsulated 
filesystem containing a runnable version of the containerized application. But 
applications, when running normally need to mutate some files and folders in the 
context where they are running. How can they do thatif, as wehave stated, everything 
is immutable? lhe answer is quite easy, as it turns out. The Docker engine, when 
creating a container from an image, adds a wrtteahfe container layer on top of the 
stack of immutable layers originating from the image. Using the preceding custom 
image with the Nginx-bascd Web application, this would look as shown in the next 
graphic:

Container Layer r/w

3. Add files of Web app Q

2. Add Nginx Web server

>-----------------------
1. Alpine Linux Distro

Container

figure 4.2g: A container based oit the ctfsf.t>.wfe?r image with t: leritcable container layer

We have marked the container layer as read/write (r/w) in the preceding image. 
I’he application, when running, is now free to make changes to the filesystem of lhe 
container. All those modifications will then be captured :n that container layer.

Please be aware, though, that since this container layer is created at runtime, it is 
destroyed when a container is stopped and subsequently removed from the system 
That is, all changes that the applications made to the filesystem are lost. We will 
show ways on how to avoid this in the next section when we talk about Docker 
volumes.

Due to the fact that the image layers are immutable, we can run several containers 
from a single image, and they will share the image layers. This is a huge optimization 
because it significantly reduces the number of resources that tire used and, as such, 
contributes to the fact that containers are so versatile, het us use another graphic to 
depict how this looks like:
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Container 1 Oontainer 2 Container 3 Co'lamer ft

Figure 4.2/. Cmdeiners .shcrniy Itrytvs nf an image

As vol: can see, we have n containers running on the system. They are all instantiated 
from the same Docker image. Thus, in this particular case, in memory, they share 
the same three image layers, but each container instance has its own thin read / 
write container layer. Yes, that is correct; each container has its own writeable Liver. 
Thus, individual container instances cannot mess with each other's filesystem This 
is important to understand!

An other benefit of this approach is that we will experience a significant decrease in 
the upfront folding time for any subsequent container created once the image layers 
have been loaded into memory, which happens when we run the first container.

Docker copy-on-write mechanism
Let us now try to understand what mechanism Docker uses when building up layers 
of an image. It is called the copy-on-write mechanism. This is a strategy commonly 
used for sharing tiles with maximum efficiency. Now, try to put yourself inside an 
image layer. If, within this layer, you need a file or a folder, and it is present in one 
of the lower-laying layers, then you just rake that one. That is, you reach "down" in 
the stack and pick what you need.

If, on the other hand, the file or folder is not there yet in the stack below you, you 
will add that file or folder to the layer you are currently .sitting in. Basically, you are 
performing an add operation.

But what if vou want to modify an existing file? In that case, Docker creates a copy 
of the existing file from the lower layer(s) and applies the modifications, and adds it 
to the current layer. 1'his is also called copy-on-write.
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As always, to make it easier For u$ to understand, let us use a graphic:

Our image starts with layer 1, where wehave .added two files, File 1 and File 2/lhen 
layer 2 adds a new file called File 3.11 also contains a modified version of File 2. The 
up arrow indicates the copy-on-write operation that the Docker engine will perform. 
First, it copies File 2 from the lower lay' ng layer and them .applies the changes.

The last Layer (3) in our example makes yet another change to File 2. Thus, the 
Docker engine copies the file from Layer 2, apply those changes, and then writes its 
own copy into Layer 3. Finally; we add File 4 to the last layer, and then we are done.

Now that yon got seme insight into the inner workings of Docker images, Jet us turn 
our attention to Docker volumes.

Using volumes with containers
Each container is like a sandbox for the application running inside it. It is nutpossible 
to access the application from outside the container without special means, which 
you will get to know in Chapter 6, Demystifying Container Networking. It is also not 
possible to share data and tiles with an application running in a container. Or is it?

You will certamly agree with me that it would actually be a bad thing if we could, 
raider no circumstances, share files with processes running inside containers. Often, 
we need to do exactly' that. Just imagine you want to configure a containerized 
application at runtime with the help of a configuration file. Or imagine a situation 
where your containerized application needs to process some data that is only 
available at runtime in the form of files.

Luckily, Docker offers a mechanism that allows us to, figuratively speaking, poke a 
hole into the solid walls of the container; through which you can exchange files from 
outside with the containerized application. l‘he technique Docker uses to share files
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between a container and the outside world or between containers is by using so- 
called Docker volumes. J et us now investigate how these volumes work, shall we?

Creating, inspecting, and deleting Docker 
volumes
In this section, we will learn how to explicitly or implicitly create volumes that we 
can use to share data between a container and the host system or between containers. 
Lot us start by explicitly creating a volume. The command to do so is as follows:

docker volume create my-volume

This will create a Docker volume called my-volume. Try to create another one 
called, my-demo-volume. Once you have done so, you can list all volumes with the 
following command:

docker volutro Is

We should see something like the following:
gabrielB'Solaris W % docker volume Is
DRIVER VOLUME NAME
local my-demo-volume
local my-volume

Figure 4.29: List of Doeker volumes mt wy host

Great, we can see the two volumes we just created. But what does that local in 
the columr. DRIVER mean? This just tells us that the data that is contained in the 
respective volume resides on this computer, the so-called Docker host.

When using Docker, we can specify different types of volume drivers that will define 
where the data is going to be persisted to. By default, Docker uses the local driver, 
which, as we 'just said, stores all data locally- But there exists a plethora of different 
drivers that help you to put your data in a move safe location. As an example, think 
of EBS volumes or S3 blob storage on AWS. Drivers fur the other cloud providers, 
MS Azure or Google cloud, exist as well.

If you are curious about where exactly the data sits when using the local volume 
driver, then 1 have to toll you that this is a bit tricky if you are on. a Mac or Windows 
computer. It is simple if you are using a Linux computer, though. Then, by default, 
Docker puts the data in a sub directory of /var/lib/docker/volumes. Co and 
have a look into this folder if you happen to be on a Linux machine. You should find 
two sub-folders named my-volume and my-demo-volutne.

In the case of Mac and Windows, let me just say that Docker runs a little Linux VM 
under the hood of your system. This is fully transparent to you, and you will not
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between a container and the outside world or between containers is by using so- 
called Docker volumes. J et us now investigate how these volumes work, shall we?

Creating, inspecting, and deleting Docker 
volumes
In this section, we will learn how to explicitly or implicitly create volumes that we 
can use to share data between a container and the host system or between containers. 
Lot us start by explicitly creating a volume. The command to do so is as follows:

docker volume create my-volume

This will create a Docker volume called my-volume. Try to create another one 
called my-demo-volume. Once you have done so, you can list all volumes with the 
following command:

docker volutre Is

Wo should see something like the following:
gabrielB'Solaris W % docker volume Is 
DRIVER VOLUME NAME
local my-demo-volume
local iry-volume

Figure 4.29: List of Doeker volumes mt wy /w.sf

Great, we can see the two volumes we just created. But what does that local in 
the columr. DRIVER mean? This just tells us that the data that is contained in the 
respective volume resides on this computer, the so-called Docker host.

When using Docker, we can specify different types of volume drivers that will define 
where the data is going to be persisted to. By default, Docker uses the local driver, 
which, as we just said, stores all data locally. But there exists, a plethora of different 
drivers that help you to put your data in a move safe location. As an example, think 
of EBS volumes or S3 blob storage on AWS. Drivers fur the other cloud providers, 
MS Azure cr Google cloud, exist as well.

If you are curious about where exactly the data sits when using the local volume 
driver, then 1 have to toll you that this is a bit tricky if you are on. a Mac or Windows 
computer. It is simple if you are using a Linux computer, though. Then, bv default, 
Docker puts the data in a sub directory of /var/lib/docker/volumes. Co and 
have a look into this folder if you happen to be on a Linux machine. You should find 
two sub-folders named my-volume and my-demo-volume.

In the case of Mac and Windows, let me just say that Docker runs a little Linux VM 
under the hood of your system. This is fully transparent to you, and you will not
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even realize this when yon operate Docker. But in this particular case, it makes it a 
Ht trickier to locate the volumes folder, and I will not dbciiss the details here since 
this is out of the scope of this book.

Next, letusvse the inspect command to get some more in formation about a particular 
Docker volume. Use the following command:
docker volume inspect rny-volume

And you should see something similar to this:
gabriel^SoLaris B- K docker volume inspect my volume 
[

{
"CrcctedAt”: "2021-0G 2’’T1C':SSrSSZ”,
"Driver": "local",
"Labels": {},
"Mountpoint": "/var/lib/doeker/volures/my volume/_dcta“, 
"Name": “my volume", 
"Options’: {}, 
"Scope": "local"

1
1

Figure 4.3ft: inspecting a Docker I’olimic

As you should notice, there is a lot of helpful information aboutthe volume presented 
in this output. Most notably, which driver we are using (local) and where the data 
can be found on the host (Mountpoint).

If you need to delete a volume, you can do so by using the following command: 
docker volume rm my volume

The precedi ng command will remove the volume called my-vol ume from the system 
and, with it, all its content. But be aware that this is a destructive operation since the 
data that was stored in that volume is gone after this. Docker engine prevents you 
from mistakenly deleting a volume that is still in use by at least one container. The 
delete command will fail in this case. But even it the volume is not currently used 
by any container, it may still contain useful data. Thus, make sure you know what 
you are doing!

On a lower system, which is a non-production system, you may accumulate a lot of 
volumes over time that are obsolete because they are artifacts from earlier tests or 
simulations. In this case, it is good to know that there exists a handy prune command 
that allows you to remove all not used volumes in one go:
docker volume prune

Since this is a destructive operation, you will be asked by Docker if you are sure 
about this. Answer with "y" if you know what yon are doing. Alternatively, you can 
use the - -force (or -f) parameter to avoid being asked:
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docker volume prune --force

Mounting a volume into a container
So far, we have learned how to create, list, inspect, and delete a Docker volume. But 
now we certainly want to know how to use such a volume with a container.

Let us use a simple Alpine container to show how we can use the volume my-volume 
that we just created. Use the following command: 
docker container run -it \

--name demo \
-v rry - volume:/data \
alpine /bin/sh

Let us decomposition this command a bit, shall we? We are basically running a 
container named demo from a Docker image called alpine. We are running this 
container interactively with an attached TTY (-it), and inside the container, we are 
running a Linux shell (/bin/sh). This should already be very familiar to you. The 
new piece that comes into play in the preceding command is the volume part:
-v my-volume:/data

This part has the following meaning: A volume called my-voluroe is mounted into 
the filesystem of the container at the location /data. Instead of the parameter -v, we 
could also have used the more explicit - - volume.

We are free to use any valid folder inside the container where we want to mount the 
volume to. Here we chose to use the folder /data. If this folder does not yet exist 
inside the container, then the Docker engine will automatically create it for us.

When you execute the preceding command, you should see this in your terminal 
wi ndow:

gabrielPSolaris - X docker container run -it \
—name demo \
•■v my-volune:/data \ 
alpine /bin/sh

/ # I_____________ ______________________________

Figure 4.31; a rotate fafi cofii^faer

As you can see, we arc at the prompt of a Linux shell inside the Alpine container. 
Now, we can navigate inside this container to the folder /data, which was created 
by Docker because of our mount command - v my-volume:/data.

Inside tins container, we can then create a simple text file called sample .txt with 
some content. In your terminal, enter:
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docker volume prune --Force

Mounting a volume into a container
So far, we have learned how to create, list, inspect, and delete a Docker volume. But 
now we certainly want to know how to use such a volume with a container.

Let us use a simple Alpi ne container to show how we can use the vol u me my-volume 
that we just created. Use the following command: 
docker container run -it \

--name deiro \
-v rry - volume:/data \
alpine /bin/sh

Let us decomposition this command a bit, shall we? We arc basically running a 
container named demo from a Docker image calk’d alpine. We are running this 
container interactively with an attached TTY (-it), and inside the container, we are 
running a Linux shell (/bin/sh). This should already be very familiar to you. The 
new piece that comes into play in the preceding command is the volume part:
-v my-volume:/data

This part has the following meaning: A volume called my-volume is mounted into 
the filesystem of the container at the location /data. Instead of the parameter -v, we 
could also have used the more explicit - - volume.

We are free to use any valid folder inside the container where we want to mount the 
volume to. Here we chose to use the folder /data. If this folder does not yet exist 
inside the container, then the Docker engine will automatically create it for us.

When you execute the preceding command, you should see this in your terminal 
wi ndow:

gobrielPSolaris - X docker container run -it \
—name demo \
•■v my-volune:/data \
alpine /bin/sh

/ # I_____________ ______________________________

Figure 4.31; MohjiImg t rotate fafi cofii^faer

As you can see, we arc at the prompt of a Linux shell inside the Alpine container. 
Now, we can navigate inside this container to the folder /data, which was created 
by Docker because of our mount command - v my-volume:/data.

Inside tins container; we can then create a s Ln pic text file called sample .txt with 
some content. In your terminal, enter:
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cd /data
echo "Hello world!” > sample.txt

When done, press CTRL d to quit the shell inside the container and thus quit the 
container.

Next, remove the container from the system with tine following:
docker container rm demo

If you try to list all your container with docker container Is --all, the demo 
container should be gone. But we still have the data in the volume my-volume that 
we just created from within the demo container, it is persisted on our machine, the 
Docker host.

VVe can easily prove that the data is still there by mounting the volume my-volume to 
another container and then inspecting it there. Use the following command to do so: 
docker container run -it --rm \

-v my-volume:/my-data \
ubuntu cat /my-data/sample.txt

Notice that we arc using a different image, namely Ubuntu and that wo arc mounting 
the volume to the folder /my-data this time. When executing the preceding 
command, you should see this or similar output in your terminal:

gabriel&Solcris - % cocker container run -it --rm \
-v my-volume:/my-data \
ubuntu cat /iry-dota/sample.txt 

Hello vuorld!

figure 4A2: Accessing pre-existing drila from Hie mfiniied wii;me

This, of course, proves that there indeed still exists the data that we had been creating 
from within our Alpine container before.

Often, we want to mount a volume into a container and give the application(s) 
running inside the container only read access. This can be done by extending the 
mount instruction slightly. If we wanted to do this for the previous command, it 
would look like the following:

docker container run -it --rm \ 
v my-volume:/my-datarro \ 

ubuntu cat /my-data/sample.txt

Note the : ro—as for read-only—at the end of the second line.

It is a good practice to only have one of the applications writing data and one to 
many applications consuming it if you want to share data by for example, using this 
technique of sharing data via a volume that is mounted into different containers.
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cd /data
eerie? "Hello world!” > sample.txt

When done, press C1RL d to quit the shell inside the container and thus quit the 
container.

Next, remove the container from the system with the following:
docker container rm demo

If you try to list all your container with docker container is --all, the demo 
container should be gone. But we still have the data in the volume my-volume that 
we just created from within the demo container. Lt is persisted on our machine, the 
Docker host.

We can easily prove that the data is still there by mounting the volume my-voluine to 
another container and then inspecting it there. Use the following command to do SO: 
docker container run -it --rm \

-v my-volume:/my-data \
ubuntu cat /my-data/sample.txt

Notice £hatwoiu*c  using a different image, namely Ubuntu and that wo arc mounting 
the volume to the folder /my-data this time. When executing the preceding 
command, you should see this or similar output in your terminal:

gabriel&Solcris - % cocker container run -it --rm \
-v my-volume:/my-data \
ubuntu cat /my-data/sample.txt

Hello vuorld!

figure 4A2: Accessing pre-existing d ai a from Hie mvunled volume

This, of course, proves that there indeed still exists the data that we had been creating 
from within our Alpine container before.

Often, we want to mount a volume into a container and give the application(s) 
running inside the container only read access. This can be done by extending the 
mount instruction slightly. If we wanted to do this for the previous command, it 
would look like the following:

docker container run -it --rm \ 
v my-volume :/niy-data rro \ 

ubuntu cat /my-data/sample.txt

Note the : ro—as for read-only—at the end of the second line.

It is a good practice to only have one of the applications writing data and one to 
many applications consuming it if you want to share data by, for example, usmg this 
technique of sharing data via a volume that is mounted into different containers.
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Let me quickly recap what is most important from what we have just learned:

We can create a Docker volume ana mount it to any desired folder inside of a 
container. Once we have mounted that volume to this particular folder, any data 
that is added to that folder by the application running inside this container will be 
persisted in the volume. By default, the data will reside in a local folder on the host. 
But we can use different volume drivers, and as a consequence, the data will be 
persisted elsewhere, for example, in an S3 bucket on AWS. This is pretty amazing, 
right? Ihe application inside the container docs not have to know anything about 
the details of the storage chosen by you, it can just read from or write to the folder 
you have been mounting the volume to, and the persisting will "automagically" be 
taken care of from the view of the application running in the container.

Mounting a host folder into a container
It is good to know that, next to mounting volumes into a container, there is also a 
possibility to mount local folders into a container without the need to use or define 
Docker volumes.

This feature comes in very handy when developing containerized applications, as 
we will see in Chapter 8, Testing tnici debugging containerized applications.

Let us see, how this can be achieved. First, create a new sub-folder inside your 
folder src/ch04 called my-cade. Navigate to that folder and then run the following 
command:
docker container run -it --not \

--volume $PWD:/app \ 
alpine /bin/sh

Please notice the part that mounts the local folder into the container:
--volume $PWD:/app

In Linux (and in Unix in general, as well as in Bash on Windows), the $PND will 
output the current working directory, tlmt is, the full path to the directory you arc 
launching the preceding docker command from. I he reason why we do this is 
because the docker volume mount command requires us to use absolute paths, and 
we cannot use relative paths. $PWD does this for us without us having to hard code a 
very specific path that may not work on a different system.

That said, how does Docker know when to work with Docker volumes and when 
to work with local folders? Well, it is simple, Docker just analyses what is on the 
left side of the colon (:), and if it resolves to a filesystem path, Docker assumes that 
latter; otherwise, It assumes it is (the name of) a Docker volume.

Run the preceding command, and once inside the container, navigate to the Zapp 
folder. Inside that folder, create a simple file:
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Please notice the part that mounts the local folder into the container:
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cd /app
echo "example data..." > demo.txt

Open a second terminal window and navigate to your src/chG4/my-code folder. 
List its content, and you should see that there is a file called demo.txt present. Use 
the cat command to output its content, and you will see that it corresponds to the 
tile that yon previously created from within tine container:

gubrielgSolaris - 56 cd src/ch04/my-code 
gabrielSSolaris my-code % Is 
dema.txt
gabrieie>Solaris my-code % cat demo.txt 
example data...
gabriel^Solaris my -code % |

Figure 4.33; Finding tinh; ^suiting from montitinga local JMi'r into a container

Next, create a file in the local folder with, for example, the following content:
echo "content created on host..." > sampie.txt

Switch to the terminal when? you still have your container running and locate the 
file and print its content with these two commands:

Is .
cat sampie.txt

First, you should find the file created on the host now also in your container and also 
see that its content is indeed what you have expected

/app # Is 
demo.txt sampie.txt 
/app # cat sampie.txt 
content created on host... 
/onp # |________________

Figure 4. 34: iffcating and verifying rem Sen! created on Ike Ns! fimde theamiairier

Terminate your container by pressing CTRL-ti.

We have seen that when mounting a host folder into a container, we can share data 
bidirectionally from the host to the container and vice versa. As mentioned before, 
this comes in especially handy when developing and testing code for applications 
miming inside a container.

In the last section of tins chapter, let us now look into how wc can provide runtime 
configuration to an application running inside a container.
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cd /app
echo "example data..." > demo.txt

Open a second terminal window and navigate to your src/chG4/my-code folder. 
List its content, and you should see that there is a file called demo.txt present. Use 
the cat command to output its content, and you will see that it corresponds to the 
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Next, create a file in the local folder with, for example, the following content:
echo "content created on host..." > sampie.txt

Switch to the terminal when? you still have your container running and locate the 
file and print its content with these two commands:

Is .
cat sampie.txt

First, you should find the file created on the host now also in your container and also 
see that its content is indeed what you have expected

/app # Is 
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/app # cat sampie.txt 
content created on host... 
/onp # |________________
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Terminate your container by pressing CTRL-ti.

We have seen that when mounting a host folder into a container, we can share data 
bidirectionally from the host to the container and vice versa. As mentioned before, 
this comes in especially handy when developing and testing code for applications 
miming inside a container.

In the last section of tins chapter, let us now look into how wc can provide runtime 
configuration to an application running inside a container.
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Configuring an app running inside a 
container
Most applications need some kind of configuration Lit runtime. Let us say we have 
an application that accesses a database. It is a best practice to never hard code in the 
application, wliich connection string the application uses, but rather develop the 
application in a way that it uses a configuration setting whose value we can pass at 
runtime. 1’his way, we keep the app Lea lion flexible. The application developer does 
not have to know what DB the app is using during runtime, nor doos she have to 
know the credentials that are used to access the particular database

When you containerize an application, the same best practices apply. Thus, we need 
to find a way how we can pass configuration settings to the containerized application 
at runtime. There are various possibilities to do so. hi this section, we will learn the 
most common and recommended ones.

Tn Linux, it is a best practice to provide configuration settings via environment 
variables. But since an application running inside a container is completely 
shielded from the outside world and specifically from the host system on which 
it runs, we cannot use the environment variables defined on the host to configure 
our containerized applications. Let us prove this, if in a terminal, we execute the 
following command to export all defined environment variables:

export

then on our MacOS, we see a long list that starts like the following:

COLORF6B<3=' 7; 0'
CULORlER’’1=t ruecolor
CQ^AND_MODE=unix2003
HOME=/users/gabriel
HOMtBREW_CELLAR=/opt/homebrew/Cellar
hO^EBREW_PREriX=/Gpt/homeorew
HOME8REK_REPOSITORY=/Opt/homebrew
INrOPATH=/opt/tiomebrew/share/infc:
ITEm_PROFILE=Default

On the other hand, if we are exporting all environment variables defined in, say an 
Alpine container: 

docker container run alpine /bin/sh -c "export
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\\!e will see this:
c’sibrielt'joior’is my code % docker container run alpine /bin/sh -c ’’export"
export HOWE='/root'
export HOSTNAME=,543<3a093b96'
export PATH-'/usr/locat/sbLni/usr/localzbini/usr/sbinj/usr/bini/sbini/bin'
export PWD='/r
export SHLVL=rl'
gabr;el&Scloris aB-code % |

figure 4.35: Exporting nil envirojinieni iJcrdflWfJ&iK tit Zttpi’ne ftminfneii

This is definitely different from what we see on our host.

Luckily, there is a way to define an environment variable and its value in the docker 
nun command. Let us say we want to define a variable FOO with the value bar, then 
we can modify onr command from the preceding like the following:

docker container run \
-e FOO=bar \
alpine /bin/sh -c "export"

The output now looks like this:
gc.br'ielS“Solar i.s ny-coae % docker container run \ 
> -e toolbar \
> alt-ine /bin/sh -c ''export'1
'xport FOO-'bar 
export '/ rent'

expert HOSTNAME-'9a08fad026d3r
export PATH-'/usr/local/sbin:/usr/local/btn:/usr/sbin:/usr/bin:/sbin:/bin' 
export '
export SHLVl-T
sabrieWSo',..aris my-code % G

Figure 4.3(i: Defining an environment variable in the Darker run cjww.'zwd

We use the parameter -e (or the more explicit - -env) to define a key-value pair, here 
FOO=bar. Notice that we can define as many variables as we want by repeat.ng the 
second line in the preceding command. Thus, if we have three variables ONE, TWO, 
and THREE to define, the command would look like the following:

docker container run \
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- e THREE="value3 containing spaces" \ 
alpine /bin/sh -c "export"

Note the variable THREE, whose value contains spaces or other problematic characters. 
You can use single or double quotes to wrap the value.

If you have a complex application that you need to containerize, the list of values 
that you will want to configure may grow quite a bit. Quickly you find yourself
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vxHtbi dozens of values. Do we really have to list every single value in the Docker run 
command explicitly? It rums out that there is a better way than that. We can use a file 
in which we list all the configuration values as <key>=<value> pa.rs, one per line, 
lb mimic the preceding example with the variables ONE, TWO, and THREE, you could 
define a file named app. conf and add die following content:
0NE=valuel
TWO=value2
THREE-value3 containing spaces

Then, you can modify the docker run command to use the --erv-file parameter 
such as that it looks like the following: 

docker container run \
-envfile app.conf \
alpine /oin/sh -c ''export”

and the output should look Eke the following:
gnbriel-folaris ccrrf ig-deno container run X

erw file app conf X
alpine /bin/sh -c “export" 

export FOME=,/root'
export HOSTNAME-’G8d03c6ce4c4'
export CNE='valuel ' ----------------
export PATH^'/usr/local/sbin:/usr/local/bin:/Lisr/sbin:/usr/bin:/sbin:/bin' 
export PWD='/'
export SHLVL='1‘
rxpart THREE-'valued contain, ng spaces' ----------------
export TW(b-'volue2 1 <
gohrieiesoltiris config-demo ft __________________________________________

f igure 4.37: dsnig cwifigurijljan fijlcs in lhe Docker ru.'tc<Mi>nanii

The latter approach is really much more convenient as soon as you have more than 
a handful of variables to define.

Conclusion
In this chapter, we have learned how to use existing images and leverage them either 
as is or to build custom images upon them. We showed this with the example of a 
relational database and a no SQL database that wc both ran and accessed from a 
different container running on the same network We also showed with simple hello 
world style of applications how you would access a containerized database from a 
Node JS and a Python application that themsel ves were containerized.

Next, we learned more about what Docker images are and about their inner workings. 
We described how images are built up of an immutable stack of layers that each 
contains die changes to the filesystem in relation to the lower-laying images. As a
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whole, they make up a complete filesystem that is needed to run the containerized 
application.

Finally, we got to know what Docker volumes are, how those volumes are used, and 
what kind of scenarios they are providing a benefit to.

With that, it is time for you to assess your learnings. We have collected a few sample 
questions you should try to answer before you proceed. To each question, we also 
provide the (or a possible, if there is more than one) correct answer.

Questions
To assess your progress, please try to answer the following questions:

1 How would you run a Postgres container named my-db in detach mode?
a. docker container run postgres:latest -detach -n my-db
b*  docker run -ct -n my-db postgres
c. docker container run -d --name postgres my-db
d. cocker container run --detach --name my db postgres

2. What Is a precondition that you can access a Postgres database running 
locally inside a container from an application running in another container 
that also runs locally? Multiple answers are possible.

a. This is not possible since one cannotrun Postgres locally in a container
b. You need to make sure that in the connection string, you use as 

the hostname for the database the name of the container in which 
Postgres runs

c. 'Io make tliis possible, Postgres and your application need to both 
run in the same container

d. To make this possible, your network admin needs to provide you 
with special permissions

e. The two containers, the one with Postgres and the one with your 
application, need to be attached to the same network

3. Which is the correct command to mount a local sre folder into a container 
my-app at its folder /app/src?

a. docker container run -v $Ph!D/src:/app/src my-app
b. docker container exec --volume $PWD/src:/app/src my-app
c. docker -v $PWD/src:/apo/src my-app run my-app
d. docker container run my-app --volume $PWD/src:/app/src
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4. What ate scenarios in which you want to use Docket volumes?

a. Share data between containers
b. Persist data outside of a container, e.g., in an S3 bucket on AWS
c. Run stateful applications such as databases inside containers
d. AU of the above
e. None of the above

5. You want to pass a configuration setting called MAX_SUM_INSURED with 
value IM to the app my-web running inside a container. How can you du that 
if the application expects the value to be set as an environment variable?

a. docker run --env MAX_SUM_INSURED=1M rcy-web
b. docker run -e MAX_SUi'._INSURED=lM my-web
c. Define a file . env with the content MAX_SUM_INSURED=1M and use the 

following command: docker run --env-file .env my-web
d. None of the above

6. What are the valid advantages of the fact that Docker images are immutable? 
Multiple answers arc possible.

a. A Docker image does not get stale when cached
b. A Docker image can easily be modified
g. A Docker image cannot easily be tampered with
d. 1 do not have to repeatedly download the same image from the image 

registry

Answers
1. The correct answer is d

2. b and e are correct

3. Answer a is correct

4. Answer d is correct

5. a, b, and c are correct

6. Answers a, c, and d are correct
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Job interview sample questions
So, you finally got a chance for an onsite interview for a job as a software developer. 
The job is offered by a very' sought-after rompaiiy. During the interview, you are 
confronted with the following questions:

1. You write an application A that continuously produces some data, which it 
writes into a file. Application A is supposed to run inside a container. Now, 
you want to write a second application B, that also will run in a container, 
but a different one. this application B shall read from the hie produced by 
A and process the delta within it. Is this possible? And if yes, what technique 
would you use?

2. fhe interviewer says: ”We tried to make our development process as friction- 
free as possible and thus run everything locally using Docker containers. Yet 
we struggle with one key element, the database. We continue to use a shared 
database for all developers residing in the cloud. We know that is not the 
best way of doing it, but we have not found a better solution yet...”. What 
would you answer the interviewer?

3. Imagine you had written a new great Web application. The application needs 
a lot of configuration settings at runtime. Tell me what techniques you would 
use to provide the configuration to the web application that is running in a 
Docker container.

4. Have you ever worked with Docker volumes? If yes, name me some typical 
scenarios where the use of Docker volumes is a good solution.

5. A Docker image is immutable. What are some advantages of this? Are there 
also disadvantages that you can identify.

Job interview sample answers
Here are possible answers to the given questions:

1. Yes, the scenario described is possible and can easily be solved by using a 
Docker volume that is mounted into both containers. We mav also want 
to mount the volume for application B in read-only mode since B is only 
consuming data that is written by application A. It is always a good practice 
Io only have one parly modifying the data and one Io many that just read 
the data.

2. For all popular, there exist Docker images on Decker Hub. inis includes SQJL 
and no SQL databases such as Oracle, MS SQL Postgres, MongoDB, and 
many more. It is easy and straightforward to run ail these databases locally 
on a developer's machine, given that she has enough RAM (we recommend
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at least 16GB). The advantage of local databases is that there is no need to 
use shared environments with their ever-changing boundary conditions As 
a developer, I can work with my database as 1 see fit and without negatively 
affecting other developers, which is always a problem when using shared 
databases.

3. J would definitely collect ah settings in a settings file in the form of a list 
of key-value pairs. J. would then pass that content to the container in the 
run command. The parameter to do so is --env-file <path-to-file> 
'lechnically I could tilso use volumes to share configuration values, but the 
former is a bT more standard.

4. Typical scenarios where the use of Docker volumes makes sense:
a. My app needs to read or write files to an BBS volume or an Sb bucket 

on AWS
b. My application needs to share files with another application running 

in a different container
c. Although it is a special technique, it is worth mentioning: when 

developing, testing, and debugging applications running inside a 
container, I may want to mount a local folder containing the code or 
other artifacts into the container

d. 1 have a statetui application that needs to survive crashes, and 1 do 
not want to use other means to persist data, such as a database

5. These are some of the advantages of Docker images or image layers being 
immutable:

a. 1 can cache image layers indefinitely without them becoming stale
b. 1 do not have to repeatedly download an image and can save 

bandwidth
c. Multiple container instances can share the same image layers in 

and thus require less resources, and thus, can also start-up 
quicker.

d. It is harder to accidentally tamper with an existing Docker image
e. If a Docker image runs in one environment, there is a (high) guarantee 

that it rims in any other environment
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Chapter 5
Creating

Your Own 
Docker Images

Introduction
Tn thepreviouschapter, wehaveused existing Docker images and demonstrated how 
to use them for our applications. We particularly were working with containerized 
SQL and no-SQL databases that we then accessed from another container running 
in the same container network as the database. We also learned how to use Docker 
volumes tc persist or share data produced or consumed by applications running 
inside a container. Finally we were told how to configure an application running in 

a container at runtime.

Now; it is time that we get to know how we can build our own custom Docker 
images. This comes in handy when we want to containerize our own applications or 
custom processes.

Structure
Tn this chapter, we will discuss the following topics:

« Creating ft custom Docker image

• Building a Docker image

• Leveraging the Docker build kit
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• Tagging Docker images

• Creating an account on Docker [ lub

» Publishing Docker images

Objective
Oree you have finished this chapter, you will be able to create your own custom 
Docker image, explain to an interested layperson in detail how the Docker build 
process works and leverage the more advanced and higher performanr build-kit 
of Docker to build your custom image. You will also team how to tag your custom 
Tmdge and publish it to Docker Hub.

Without further ado, let us dive into the first topic and learn how to create our own 
Docker images.

Creating a custom Docker image
There are basically the following three ways on how one can create a custom Docker 
image in the system:

1. Interactively build a container and then create an image from it

2. Create a Dockerfile describing the image to be built

3. Create an image by importing n into the system from a larball

Let us look at each of these three methods in detail but mostly concentrate on the 
second one, creating a Dockerfile, since it is by far the most important one. It is also 
the recommended approach in most situations.

We will start with the method where we interactively or manually create a container 
that will then be used as a template for a custom Docker image.

Creating an image interactively
This method is often used ..n an exploratory phase when we are not quite sure yet on 
what we want to build and how we should build it. In other words, we might want 
to experiment and use a tri a Land-error method to achieve the goal. Although this 
method of creating a custom Docker image is really powerful, it is not recommended 
for production use. Why ?

To make Line process of building a Docker image repeatable, and thus, reliable and
auditable, we want to automate all the steps. But the process that we are going to
investigate right now is very much manual Thus, we do not recommend it for use in
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production but only in a phase where we do proof of concepts or while a developer 
or DevOris engineer does a spike

Let us illustrate this process with an example:

1. Open a new terminal window'

2. Start an Ubuntu container interactively, run a Bash shell inside tliis container 
and name the container demo using the following command:
docker container run -it \

--name demo \
ubuntu:20.64 /bin/bash

Your output in the terminal should look similar to this.

gabriel^Scltiris - 5E docker container run -it X
--nrane demo X
ubuntu:20.04 /bin/bosh

Unable to find image 'ubuntu:20.04' locally
23 04: Pulling from library/ubuntu
6f86edcd34al: Pull complete
Digest: Sha25b;aba80b77e27148d99c034ci987e7dfl3a287ecl45539035z663418c0f2ed404i7fe
Status: Downloaded newer image for ubuntu:20.04
raut£Zbc9<37tb73f:/# |

Figure 5.1. Running a Busti scission inside an Ubuntu container

3. Inside the container, we will use the apt package manager to install tools 
and frameworks. Though first, we need lo uodale Us package repositories 
with the following:
apt-get update

Executing the preceding command results in this output:

f igure 5.2: Updating the apt puckiige manager inside the. Ubuntu container
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3. Inside the container, we will use the apt package manager to install tools 
and frameworks. Though first, we need lo uodale Us package repositories 
with the following:
apt-get update

Executing the preceding command results in this output:

f igure 5.2: Updating the apt puckiige manager inside the. Ubuntu container
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4. Now, we art? ready to install ping from the Linux library ip utils, which 
contains a few usefid T inux network utdifies:

apt-get install -y iputils-ping

This time wc will not show the output of the preceding command here 
because it is pretty long. But basically, you will be told that apt is installing 
ping and some additional support libraries.

5. Verify that ping has been installed successfully by trying to access the 
Google DSN server at 8.8.8.8 for five times;
ping 8.8.8.8 -c 5

You should see this:
root®149ef0416714i/# ping 8.8.8-8 -c 5
PING 8.8.8.8 (8.8.8.8} 56'84) bytes o± data.
64 oytes from 8.8.8.8: icmp seq-1! ttl-110 time—1.21 ms
64 bytes from S.8.8.8: letup s eq=2 ttl=110 time^l.26 mg
64 oyten from 8.8.8-9: icmp_seq=3 ttl-110 tiine-1.19 ms
64 bytes from 8.8.8.6: i.ctnp_seq=4 ttl=110 tire~1.22 ms
64 bytes from 8.8.8.8: lemp seg-5 ttl=110 tinie~l.il ms

>---- 8.8.8.8 ping statistics-------
5 prickets transmitted, 5 received, 0% packet loss, time 4005ms 
rtt min/avg/max/mdev “ 1.110/1.197/1.259/0.049 rts
root®149ef0416714:/# |

Fignri’ 5.3: Using ping ursids gw Utnuif.ii conleim

Note: If you are using a Mac PowerBook with an Ml processor, the preceding 
command does not work (at the time of this writing). It is a known problem that 
may bo resolved by the time you are reading this. If it is still not working for 
you, just try to ping the loopback endpoint at 127.0.1.

6. Now, try to install the latest Node JS and the Node package manager npm 
using the Ubuntu package manager:
apt-get install -y nodejs npm

This will take a moment; please be patient Yo:t can monitor the*  progress of your 
terminal output. Note that you will have to answer two questions about the 
preferred region you arc in and the locale during the installation of the node.

7. Now make sure node and npm are available and working: 
node --version 
and
npm --version
you should see something like this:
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root^9406Sffldacfc:/# node —-versi'-r.
V10.19.0
roott94065fBdacfct/# wpm --version
6.14.4

f igure 5.4: Testing thut NfiiL? JS hits been instetilei! tvrrfcily

8. If you would rather use Python in your container, try io install it with the 
fol lowing command:
apt install -y build-essential libssl-dev libffi dev python3-dev

9. Make sure Python 3 has been installed by issuing this command:
pytbon3 -V

Note the uppercase "V" in the preceding command. In our case, the output is as 
fol lows:
Python 3.8.10

10. We can also create files and folders inside the container. Try:
mkdir -p /app/src
cd /app/src
touch sample.txt

11. When done installing toolsand experimenting, exit thecontainer with Ctrl-D.

12. The container at this time should still be in the system's memory, as you can 
easily test with the following command:
docker container Is -a [ grep demo

and you should see something similar to this:
gflbrieWSo laris - % docker container Is -a I grep demo
2bc9d37fb73f ubuntu:20.04 "Air/basr" 6 hours coo Exited (0) 29 seconds ago d-errv

Figure 5.5; The demo container iii memory

So far, we have used interactive commands to create a custom container. We have 
installed additional tools and a whole development environment, namely, Node JS. 
We also have created custom folders and files inside this container.

Now, let is make a new image from this container, shall we?

1 To do this, use the decker container commit command as follows:
docker container commit deiro my-demo-image: 1.3

This will create a new image called my-demo-image:1.8, taking the Ubuntu 
as a base layer and converting rhe container layer of the demo container into 
a new read-only image layer on top of the base layer.
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root094O6hf Bdacfc : /# node —-’/ersi'.r.
V10.19.0
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8. If you would rather use Python in your container, try io install it with the 
fol lowing command:
apt install -y build-essential libssl-dev libffi dev python3-dev

9. Make sure Python 3 has been installed by issuing this command:
pytbon3 -V

Note the uppercase "V" in the preceding command. In our case, the output is as 
fol lows:
Python 3.8.10

10. We can also create files and folders inside the container. Try:

mkdir -p /app/src
cd /app/src
touch 5ample.txt

11. When done installing toolsand experimenting, exit the container with Ctrl-D.

12. The container at this time should still be in the system's memory, as you can
easily test with the following command:

docker container Is -a [ grep demo

and you should see something similar to this:
gcJbrieWSo laris - % docker container Is -a I grep demo
2bc9d37fb73f ubuntu:20.04 "Air/basr" 6 hours coo Exited (0) 29 seconds ago d-errv

Figure 5.5 : The demo container in (jfemory

So far, we have used interactive commands to create a custom container. We have 
installed additional tools and a whole development environment, namely, Node JS. 
We also have created custom folders and files inside this container.

Now, let us make a new image from this container, shall we?

1. To do this, use the docker container commit command as follows:

docker container commit deiro my-demo-image: 1.3

This will create a new image called my-deno-image:1.0, taking the Ubuntu 
as a base layer and converting rhe container layer of the demo container into 
a new read-only image layer on top of the base layer.
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2. Look for the container image in your cache with the following: 

docker image Is | grep my-demo 
and you should sec something like this:

gabneWSolaris ~ % docker image Is I grep my-dena
my-demo-image 1.0 c268G5bd9cd7 33 seconds ago 557MB

Figure 5.6’.' X’rtiJ image created from inleraelively crrale demo wiiuirier

finally, wc can use the history command to see the layers of the image we just 
created:
docker image history my-demo-image:1.0

and we should see this:
gabrielS-SoLaris ~ % darker image history my-0eM5-frns#e:1.0
IMAGE CREATED CREATED BY SIZE
c26865ba3cd7 6 minutes ago /bin/bash 491MB
8707tsaf21636 2 weeks ago /bin/sh -c #(ncp} CMV ["bash"] 0B
<nissing> 2 weeks ago /bin/sh -c #(nop5 ADD fileiSeS+aS^+WSS^ceB... 65.6MB

CONE NT

Figure 5.7; 1 listory of the ttetvly c nvted ittruge

You can see in the preceding image that wdhave three layers. The last layer 
in the list is the base layer containing the Ubuntu 20.04 distro. The middle 
layer is also part of the Ubuntu image. Finally, the first layer, whose IMAGE 
column contains the value C26865..was created by our commit command 
preceding. Since we have installed quite a bit of software, the layer grew 
considerably to a size of 491 MB.

3. Optional: fry running a container from the my-demo - image: 1.0 image 
interactively with a Bash shell and verify that the ping tool, Node IS and 
Python are still there and usable. Also, look for the folders and files that 
you created in the demo container. They should also be present in this new 
container.

With this, we conclude this section., where we explored how one can create an image 
from a container that has been configured interactively. 1 his is specifically interesting 
when you are in an investigation phase and do not yet know hew exactly' you will be 
constructing a container in a fully automated way.

How to construct an i mage in a fully automated way is the next topi# we are going 
to investigate.

Authoring a Dockerfile
The Dockcrfilc is a text file, and by default, it is literally called Dockcrfilc. Ihc 
Dockerfile is a manifest of what is going to be part of the Docker image we wart
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to build. It is a declarative instruction to the Docker builder tool on how to create 
the image. Due to the fact that the content of the Dockerfile is declarative, it is very 
readable, and the Dockerfile can, thus, serve as a documentation of the image.

In this section, we will get to know various keywords that we can use in a Dockerfile 
and their meaning. Some of them are FROM, COPY, or RUN. But let us first start by 
explaining how the image is actually built by the Docker image builder.

The Docker image build process
In this section, we look at the details of how a Decker image is actually built, tor 
this, we start with a very simple Dockerfile that serves as a manifest for the image 
we want to build as an example.

Note, for our description, we use the default Docker image builder, which js part of Docker 
Desktop. We are not using the also included image builder based on the build kit since that 
builder is highly optimized and sucre involved io explain. The basic psluciplcs are the same, 
though, mid that is why here we stick with the original builder.

Here is the content ot the Dockerfile we are going to use is as follows:

FROM node:latest
WORKDIR /app
COPY package.json ./
RUN npm install
COPY . .
CMD node server.js

This is one of the Dockerfiles we have used in the previous chapters to build a Node 
JS dient for accessing a Postgres database.

As you can see, the Dockerfile consists of exactly six instructions, eadi one on a 
separate line. This is important as the image builder will build a layer for each 
instruction in the Dockcrfile The builder will start wit!) the first line containing the 
FROM node:latest instruction. Lt will create the first few layers from this. How 
many that will depend on how many layers the base image consists of. In our case.



Creating Ymir Own Docker Images ■ 119

to build. It is a declarative instruction to the Docker builder tool on how to create 
the image. Due to the fact that the content of the Dockerfile is declarative, it is very 
readable, and the Dockerfile can, thus, serve as a documentation of the image.

In this section, we will get to know various keywords that we can use in a Dockerfile 
and their meaning. Some of them are FROM, COPY, or RUN. But let us first start by 
explaining how the image is actually built by the Docker image builder.

The Docker image build process
In this section, we look at the details of how a Decker image is actually built, tor 
this, we start with a very simple Dockerfile that serves as a manifest for the image 
we want to build as an example.

Note, for our description, we use the default Docker image builder, which js part of Docker 
Desktop. We are not using the also included image builder based on the build kit since that 
builder is highly optimized and sucre involved io explain. The basic psluciplcs are the same, 
though, mid that is why here we stick with the original builder.

Here is the content ot the Dockerfile we are going to use is as follows:

FROM node:latest
WORKDIR /app
COPY package.json ./
RUN npm install
COPY . .
CMD node server.js

This is one of the Dockerfiles we have used in the previous chapters to build a Node 
JS dient for accessing a Postgres database.

As you can see, the Dockerfile consists of exactly six instructions, eadi one on a 
separate line. This is important as the image builder will build a layer for each 
instruction in the Dockcrfile The builder will start wit!) the first line containing the 
FROM node:latest instruction. Lt will create the first few layers from this. How 
many that will depend on how many layers the base image consists of. In our case.



120 ■ Docker: Up tind Rumiing

the node:latest image consists of nine layers, which we can set? when we try to 
pull the image from Docker Hub as shown as follows:
fstorieL-5c,iaris ~ S docker imu^e put: naue.Latest
latpst; Pulling from library/nodp
310b368da98Z; Downloading |>----------- > ] 11.1WB/+9.ZZMB
864?2c44ee00: Download templets
9137877e0c26: Download complete
785171b903c4: Downloading [ i ] 10.32MB/52.17MB
0373cebfde2c: Downloading [> ] 535|cfe^l84MB
86a7t>2799124 Waiting
BZ6d4a372991: Waiting
99f 2 $140006: Waiting

49Z85d4dbS0S: Waiting

Hsfure 5.8:lUI/tng the Node iiiwge from Docker Hub

Thus, we will have nine layers as a result of this first instruction.

Next, the builder will process the second line, in this case, IaIORKDIR /app, and create 
a new layer from it. This new layer will go "on top" of the previous nine layers and 
build a new intermediary’ imago with 10 layers.

After this, the builder w ill take the third line w ith the instruction COPY package, 
json./ and create yet another layer. The intermediary image will now have 11 layers.

This process will go on until the image builder has processed all instructions in the 
Dockerfile. In the end, we have a resulting image that will have ’14 layers.

We will now try to illustrate this with the following graphic:

Dockerlile Docker Image

Figitre 3.9J lhe rctaiiou bcfweti a Dockerfife amt the layers nr ph (mage
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In the preceding graphic, we can see the Dockertile on the left with the six lines, 
each containing an instruction. On the right side, we see the resulting Docker image. 
The arrows in the middle associate each instruction in the Dockerfile with the 
corresponding layer of the image. Note that usually, we say that an image consists of 
a stack of image layers, with the base layer at the bottom. In the preceding picture,, 
the direction of the stack is reversed, and the base layer is at the top.

Now, you might wonder what exactly the builder is doing when building the image. 
Let us explain this again using the preceding Dockerfile as an example:

1. The builder sees the FROM instruction and peeks into the local image cache 
to see if there is an image called node: latest. If not, then he pulls the image 
from Docker I tub.

2. The builder gees to the second instruction, here WORKDIR /app. The builder 
cr&jfes a temporary container from the result of Step 1 (which are Layers 
1-9) and executes the WORKDIR command inside this temporary container. 
The result of this instruction is applied to the writcable container laver of this 
temporary container.

3. Now, the builder creates a new image layer (here. Layer 10) from the 
preceding container layer using the technique we learned in the previous 
section when wo discussed the docker container commit command.

4 Next, the builder takes instruction 3, which is COPY package, json ./, 
For this, it again creates an intermediary container from the result of the 
previous step—in this case, it will be Layers 1-10. Inside this new temporary 
container, the builder will execute the COPY instruction. Again, the results of 
inis instruction are applied to the container layer

5. The builder once again creates an image layer (Layer 11) from that container 
layer.

6 The process continues until the whole Dockerfile is processed.

The build process is thus an iterative creation of temporary containers inside which 
lhe builder executes the respective instructions. Each of those steps leads to the 
creation of a iw layer.
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Wo have? tried to illustrate what we discussed earlier in words with the following 
graphic:

Builder Container

Pdl base imaga

: Conta.no: Layer
jye's1-9 - Bdse Layerjsl B|

: Container Layer r/w '

Layers 10 Q |
Layers 1 -9 Base Layor(s) 6 |

: Container Layer r/w ■ I
Layers 13 Bl i

Layers 12 ;
Layers 11 Bj ;

Layers 10 fl I
Layers 1-9 - Base Layer(s) B| ।

instruction Resulting Image

WORKDIR.’app

CMD rode sevens

| Layers 1-9 - Base Leyens' 6

| Layers 10 ■&]
| Layers 1-9 - Base Layer(s)

CO°Y /pac-iacejson J

Layers 14 B
Layers f,3______  d
Layers 12 B
Layers 11 d
Layers 10 B
Layers 1-9 - Bat-e Layer(y) B

Fiaal Image

Figure 5.10: Build process ofi Docker image

Now that we have a general understanding of the btrild process, let us have a more 
detailed look at the individual keywords that can be used in a Dockerfile. We will 
start with the FROM keyword.

The FROM keyword
Each image that we want to build has to start from a base. We call this baseline the 
base image. Often this base image corresponds to a popular Linux distro such a$ 
Alpine, Centos, or Ubuntu, to just name a few. Other times, we want to use a base 
image that contains a particular framework or development environment such as 
Python, Node JS, .NET, or Java.

Usually, we declare from which base image we vtetht to start at the very beginning of 
the Dockerfile. r>o, if, for example, we want to start with Ubuntu 20.04 as our base, 
then the statement in the Doikerfile would look like the following;
FROM ubuntu:20.04

Analogous, if we want to containerize a Python application and consequently start 
front the official Python 3.x base image, we will use this statement:

Conta.no
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Conta.no
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FROM python:3

At times, we du not want to use any base layer at all, for example, when we want to 
create a minimal image where we just want to pack an executable such as a C — or 
a Go application into a container that has no external dependencies, in this case, we 
can use the keyword:
FROM scratch.

During the build operation FROM scratch is the equivalent of a no-op operation 
and, as such, does not generate a layer.

The COPY and ADD keywords
The COPY and ADD keywords arc used to copy files and folders from a source to a 
destination. The source is usually filesand folders present on the host computer, and 
tlie target is the filesystem that we want to build up inside the container. The two 
keywords are somewhat similar in what they do but have subtle differences, 'lhe 
two main differences arc as follows:

• When using the ADD keyword, one can copy and, at the same unpack tar files

o Furthermore, with the ADD keyword, one can use URLs to describe the source 
of files and folders to copy to the destination inside the container.

Let us present and analyze a few typical ADD and COPY operations that you may 
encounter in existing Dockerfiles or that you can use in your own Dockerh’les. First 
of all, the command is used as follows;

ADD <source> <destination>

or
COPY <source> <destination>

where <source> represents die source files and/or folders and <target> describes 
where the files and folders should be copied to inside the filesystem of the container. 
Note that the <source> and <destination> parts are separated by space.

I lere are a few specific samples;

1 COPY ./package.json /app/src/

Often when dealing with Dockerfiles written to package a Node JS 
application, one might encounter lhe preceding statement. What it does is to 
copy a file called package .json from the local directory on the host computer 
into a destination folder called app/sre defined in the root of the container's 
filesystem. The copied file will have the same name as the source; that is, it 
will also be called package , json
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FROM python:3
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will also be called package. json



124 Docker: Up and Running

2. COPY ./foo.txt /data/bar.txt
hi I he previous statement, the resulting file had the same name as the 
copied one. With this command here, on the other hand, Docker copies a tile 
called foo.txt from the local directory on the host into a folder /data in the 
container's filesystem. At the same time, it renames the file from foo.txt to 
bar.txt.

3. COPY . /app/src
If we want to copy all the content of the current folder on the host with 
all its nested subfolders, then we can use the preceding statement. The files 
and folders are copied into the destination folder /app/src in the container's 
filesystem.

4. ADD . /data/ https://acme.com/static/data.xml
This command copies a file called data, xml from an external source identified 
by a complete URL (https://acme.com/static7data.xml). The file is copied to a 
target foidei /data maintaining the same file name. Please note the slash (/) 
at the end of the target (/data/)

5. ADD ./bin/my-app.tar /app/bin/
Here, we copy7 the files and folders compressed into the file bin/my-app.tar 
from the host into the target folder /app/bin in the container's filesystem. 
The content of my-app.tar is decompressed during this operation. Thus, in 
the target folder, we will see the decompressed files and folders (and not the 
tar file)

We can also work with wildcards to identify a set of source files and folders:

1 COPY ./docs/tangram-.c!oc  /docs/*
Here, we copy all Word documents whose name starts with tangrair.- from a 
source folder docs into the /docs folder in the target file system

2 . COPY .//. js /scripts/***
NOTE: lhe preceding statement does not work!

1 lere, we want to copy all JavaScript files that are somewhere nested inside 
the current working folder on the host to the target file system. Unfortunately, 
this does not work because Docker would not know how to handle liles 
from different subfolders having the same name. Similarly, an analogous 
Bash copy command (cp) would also not work.

Sometimes wc need to change the ownership of files and folders that we want to 
copy7 into a container. It is important to point out from a security7 perspective that, by 
default, all files and folders will have a user ID (UID) arid a group ID (GID) of zero.

https://acme.com/static/data.xml
https://acme.com/static/data.xml
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On a Unix system, the root account lias UID-Q. Of course, the root user inside the 
cont.ii-ier has nothing to do with the root user on the host we will see in more 
detail later in this book.

Fortunately the ADD and COPY commands both allow us to change ownership 
duiing the copy operation. Let us assume there exists a user with UID=11 and a 
group with GID-22 inside the container. We can then change the ownership of the 
files and folders to be copied using the optional - - chown parameter as follows:
ADD --chown 11:22 ./personal/*.doc  /docs/

This will copy all Word documents from the personal folder into the target /docs 
folder and, £t the same time, assign them to UID-11 and GID=22.

Now that we are able to copy files and folders from outside into our custom Docker 
image, we want to investigate how we can run commands or whole scripts inside 
the builder container during the build process.

The RUN keyword
The RUN keyword is used whenever we want to execute a command or a script 
inside the container image to build. Any valid Linux command can be used. It can 
be simple commands or commands that are made up from multiple sub commands 
concatenated with the logical AND operator (&&).

Let us look at a few examples;
1. RUN mkdir -p /app/snc

The preceding statement instructs the Docker image builder to run the 
command
mkdir -p /app/src
inside the temporary container from which the image layer will be built.

2. RUN npm install
The preceding statement you will often encounter in Dockertiles that cire 
used to build and package Node JS applications. With this statement, the 
Docker image builder will run npm install from within the current working 
folder inside the container. This, as any Node JS developer knows, will install 
all dependencies of the node application that is containerized.

3. Similarly, in a Dockerfilo used for building and packaging a Python app, you 
may encounter this statement:
RUN pip install -r requirements.txt
Analogous to the previous statement (2.), this one executes the command
pip install -r requirements.txt
in the current working folder inside the container.
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Now; let u$ look at a somewhat more complex sample where we want to 
execute a set of commands hi one go:
RUN apt-get update && apt-get install -y iputils-ping
Here the two commands apt-get update and apt-get install-y iputils- 
ping are executed inside the (temporary) container used by the builder 
during the build process. It is important to notice that although we have two 
commands that are executed, (hey only result in a single new image layer 
since they are handled in a single RUN statement.

5. And now, to conclude, we give you the following extremely long command: 
RUN apt-get update \

&G apt-get install -y --no-install-recommends \ 
ca-certificates \ 
libexpatl \ 
libffiG \ 
libgdbm3 \ 
libreadlinez \ 
libsqlite3-0 \ 
libssll.l \

&& rm -rf /var/lib/apt/llsts/*

Noted is valid and even recommended tor readability to format the preceding 
command using multiple virtual lines, ha Linux, the line continuation 
character is a backslash (\). If you are dealing with PowerShell, then you 
would have to use a backtick C ) instead

Challenge: Try to decipher what the preceding command is doing.

Now on to die next important key word.

The WORKDIR keyword
The WORKDIR keyword defines (he working directory in the context of the container 
file system. All subsequent operations and commands will be executed in relation to 
that directory. Thus, the following statement:
WORKDIR /app/src

it signifies that the execution context in the container is now set to the folder /app/ 
src. Thai is if ive have the following combination of insir actions in a Decker Ike:
WORKDIR /app/src 
RUN npn install 
COPY . .
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This would execute the command npm install in the context of the working 
directory /app/src. That is, the npm tool would expect the corresponding package . 
json file that is needed to successfully execute the install command to reside in 
that folder. Also, the subsequent COPY instruction would copy all files and folders 
from, the current directory on the host to the current working folder—which is /app/ 
src -in the container file system.

Note that it is completely legal to use the WORKDIR command multiple times inside 
a Dockc-rfilc and thus change the execution context several times.

Please also note that the instruction;
WORKDIR /some/path

It is permanently changing the context to said path, but that the following command 
does not change the working folder permanently
RUN cd /some/path

The latter command would only make sense in a single logical statement consisting 
of multiple sub-commands, for example, a command sequence like the following 
one:
RUN cd /app/src && npm install

Orly since this command is a single logical statement in the context of building 
a Hocker image, the cd sub-command has any influence on where subsequent 
commands are executed.

Thus, we recommend, as a best practice, to always use the KORKDIR keyword if you 
want to change the working folder inside the container hie system and not to rely 
on the cd command.

The CMD and ENTRYPOINT keywords
The CMD and ENTRYPOINT keywords arc different than all the ether valid key words 
wd got to know so far. While all the latter keywords define some operation that 
happens at the build time of the container image, the CMD and ENTRYPOINT keywords 
define what shall happen when a container is created and then started from that 
■mage. So CMD and ENTRYPOINT define what shall happen at runtime and not at 
build time.

The two are somewhat related and, on the surface, do the same thing. But there exist 
subtle yet important differences. Most people do not know the difference and use 
the two keywords interchangeably. Luckily in most cases, that is not a problem.

Let us explore them. The correct usage is to define the command that shall be executed 
when a container is started with the ENTRYPOINT keyword and the parameters to
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the command with the CMD keyword. Thus, if you have the following typical Linux 
expression
ping 8.8.8.8 -c 5

then Ding is the command, ar.d 8.8.8.8 -c 5 are the parameters to this command. 
Consequently, one would define this in a Dockerfile as follows:

ENTRYPOINT ping
CMD 8.8.8.8 -c

Another example could be the following expression that downloads a script from a 
given URL:
wget -0 - https://www.acme.com/cooi-tool/install.sh

lit this case, wget is the command and
-0 - https://www.acme.com/cool-tool/install.sh

are the parameters to that command. Consequently, the Dockerfile would look like 
tile following:

ENTRYPOINT wget
CMD -0 - https://www.acrne.com/cool-tool/install.sti

If It is not defined explicitly, that is, if ENTRYPOINT is omitted in the Dockerfile, its 
default value is/bin/sh -c.

Thus, if you only define a value for CMD like:
CMD <some valuex

then the resulting container start command will be
/bin/sh -c "<some value>"

when is a valid. Linux command and will just use the bourne shell to execute 
whatever command you defined lor <some value>.

Thus, if you have this snippet in the Dockerfile:

CMD ping 8.8.8.8 -c 5

then Docker will execute the following command when a container from this image 
is started:
sh -c "ping 8.8.8.8 -c 5"

This has the same effect as executing the ping command directly. Or a more detailed 
level, sh will be the main process that is started inside the container, and the ping 
command will be spawned in a child process.

https://www.acme.com/cool-tool/install.sh
https://www.acme.com/cool-tool/install.sh
https://www.acme.com/cool-tool/install.sh
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An alternative Form of defining the values used with ENTRYPOINT and CMC is to 
format their' as JHOXT arrays of strings. Have a look at this sample Dnckerfile to 
understand what we mean by it:
FROM ubuntu:29.04
RUN apt-get update && apt-get install -y iputils-ping 
ENTRYPOINT ["ping"]
CMD [,,8.8.8.8"J"-c"J “5"]

The individual items n the JSON array correspond to the tokens of the ping 
expression. This is the preferred form of defining ENTRYPOINT and CMD. It is called 
the&ec form, whereas the way we used to define the expression before is called the 
shell form Use the exec form of I2N.'l RYPO1NT to set stable default commands and 
arguments. Then use either form of CMD to set additional. defaults that are more 
likely to be changed during run time.

If we build an i" nidge called pinger from the preceding Dockerfile with this 
command:
docker image build -t pinge' .

we car. then run a container from that image with, this command: 
docker container run pinger

and we should see this:

$ docker container run pinger
FING 0.6.A.3 (8*  8.8.6) 56(34) bytes of data.
64 bytes fiorti 8.8,3.8: icinp_seq=l ttl=UC tiroe=2.05 ras
64 bytes from 8.8.8.8: icmp seq=2 ttl=110 tiroe=1.62 ros
64 bytes from 8.8.8.6: icmp_seq=3 ttl=llC tiine=1.4> in;:
64 bytes from 8.8.8.8: iemp seq=4 ttl=L10 time=1.35 ns
64 byte= from 8.8.8.B; icmp seq-5 tLl—110 tine-1.S3 n>s

— B.8.8.8 ping statistics-----
5 packets transmitted, 5 received, Oi packet loss, time 6804ns 
rtt min/avg/iriax/rtidev = 1.348^1.607/2.054/0.245 ms______________

Fignw 5J7i Running th?pingeranikiinerns is

It is 11O5V easy to override the values defined in the CMD instruction by just passing a 
new value in the run command. For example, if we try this:
docker container run pinger 8.8.4.4 -c 3
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An alternative form of defining the values used with ENTRYPOINT and CMD is to 
format them as JHOXT arrays of strings. Have a look at this sample Dnckerfile to 
understand what we mean by it:
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It is now easy to override the values defined in the CMD instruction by just passing a 
new value in the run command. For example, if we try this:
docker container run pinger 8.8.4.4 -c 3



130 ■ Dnrker: Up and Running

we will ftes*  this:

j docker container run pinger 8.8.4.4 -c J 
PII7G R.R.4.4 (8.8.4.4) 56(84) bytes o£ data. 
64 bytes from 8.8.4.4: iemp sec[=l ttl=lll time=1.53 ms
64 bytes from 8.8.4.4: iemp seq-2 itl~111 time=1.48 ms
64 bytea from £.8.4.4: temp eeq-3 ttl—111 time-1.5C me

-— 8.8.4.4 ping statistics-----
3 packets transmitted, 3 received, C% packet loss, time 20Q6mo 
rtt ntin/avg/max/mdev = 1.483/1.502/1. 52 7/0.01L ms

Figure 5,12: Rwvting the pinger container with custom parameters

As you can see, the container now pings the address passed, and it pings it three 
instead of five times until it stops.

Finally, if we want to override what is defined in the ENTRYPOINT, we can do so in the 
docker run command by explicitly overriding it with the parameter --entrypoirt.

The following example shews how:
docker container run --entrypoint is pinger -a -1 /var

Thi s command Will nui the pinger container but execute the following command as 
a start command:
Is -a -1 /var

as you can see in the following image:

$ docker container run —entrypcint Is pinger -a -1 /var 
/var:

backups 
cache 
lib 
local 
[lock

I igure 5.13: Overriding ihe ENTRYPOINT in run aminand

Note that the - -entrypoint override can only set the binary to execute in the stai t 
command.

The EXPOSE keyword
The EXPOSE keyword is used to tell the Docker builder that our application running 
inside the container will be listening on the port that we declare, for example:
EXPOSE 3000
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3 packets transmitted, 3 received, C% packet loss, time 20Q6mo 
rtt ntin/avg/max/mdev = 1.483/1.502/1. 52 7/0.01L ms

Figure 5,12: Rwvting the pinger container with custom parameters

As you can see, the container now pings the address passed, and it pings it three 
instead of five times until it stops.

Finally, if we want to override what is defined in the ENTRYPOINT, we can do so in the 
docker run command by explicitly overriding it with the parameter --entrypoirt.

The following example shews how:
docker container run --entrypoint is pinger -a -1 /var

Thi s command Will nui the pinger container but execute the following command as 
a start command:
Is -a -1 /var

as you can see in the following image:

$ docker container run —entrypcint Is pinger -a -1 /var 
/var:

backups 
cache 
lib 
local 
[lock

I igure 5.13: Overriding ihe ENTRYPOINT in run aminand

Note that the - -entrypoint override can only set the binary to execute in the stai t 
command.

The EXPOSE keyword
The EXPOSE keyword is used to tell the Docker builder that our application running 
inside the container will be listening on the port that we declare, for example:
EXPOSE 3000
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is telling us that the application is listening at port 3000. This could be a self-hosted 
Node IS, Python, Java, or NF.T application that we containerize. If we then use the 
-P pcjameter in the Docker run command, Docker will map that port to a random 
iree port cn the host:

docker container run -P --detach my-web-app

We will explain this concept in more detail in Chapter 6, Demystifying container 
networking.

Note that we etui expose multiple ports by repeating the EXPOSE statement in the 
Dockerfile with the different ports.

Multi-step Dockerfiles
It is a recommended best practice to keep a custom Docker image as small as 
possible. You should only package into a container whatever is absolutely needed to 
run your application. Everything else should be avoided. Thus, do not leave source 
code or any unused libraries or frameworks inside the container. Do not leave SDKs 
with their compilers and debuggers inside the container. Your target image should 
contain the application and the minimal infrastructure to make it run.

For this reason, Docker has introduced multi-step builds. We will show this using an 
example. We will write a hello world type minimal application in Go and containerize 
it with the tallowing steps. We will then show the result when not using a multi-step 
build and when using this technique.

1. Open a now terminal and navigate to your arc folder.

2. f rom within the sre folder, create a new folder for our Go application and 
navigate to it:
mkdir -p cfi05/multi-step-go 85 cd rh05/multi-step-go

3. Open VS Code from inside this folder:
code.

4 Add a file called main, go with this content:

package main
import "fmt"
func mairi() [

fmt.Println("hello world")
}
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code or any unused libraries or frameworks inside the container. Do not leave SDKs 
with their compilers and debuggers inside the container. Your target image should 
contain the application and the minimal infrastructure to make ft run.

For this reason, Docker has introduced multi-step builds. We will show this using an 
example. We will write a hello world type minimal application in Go and containerize 
it with the following steps. We will then show the result when not using a multi-step 
build and when usmg this technique.

1. Open a new terminal and navigate to your arc folder.

2. From within the sre folder, create a new folder tor our Co application and 
navigate to it:
mkdir -p cfi05/multi-step-go 85 cd ch05/multi-step-go

3. Open VS Code from inside this folder:
code.

4 Add a file called main, go with this content:

package main
import "fmt"
Tunc main() {

fmt.Println("hello world")
}
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5. Now; add a file called go. mod to the application folder and add this content: 
module main
go 1.16

6. Finally, add a file called Dockerfile to the application folder with this content
FROM golang:1.16
RUN mkdir /app
COPY . /app
WORKDIR /app
RUN go build -o main .
CMD ["/app/main"]

7. Nev'  from within your console, build the Docker image with the following 
command:
*

docker image build -t hello-gu .

8. Run a container from the newly built image to make sure the app works: 
docker container run hello-go 
and you should get the output:
hello world

9. List the newly built image and observe its size:

decker image Is | grep hello-go 
you should see something similar to this:

gabf’iel^Solar’is * % docker image Is I grep hello-go
hello-go latest da^d7f65bl3b 4 minutes ago 730MB

Figure 5.14: Size of wt optimized the CO hetto world application image

As we can see, the generated Docker image is quite big, 730 MB to be precise, although 
the application that we containerized is extremely simple. That is a problem, as you 
will certainly agree. But we can do better, as follows:

1. In VS Code, create another file called Dockerfile.optimized and add the 
following content to it:
FROM golang:1.16 as builder 
RUN mkdir /app 
COPY . /app 
WORKDIR /app 
RUN go build -o main .

FROM alpine:latest as production
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and you should get the output:
hello world

9. List the newly built image and observe its size:
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As we can see, the generated Docker image is quite big, 730 MB to be precise, although 
the application that we containerized is extremely simple. That is a problem, as you 
will certainly agree. But we can do better, as follows:
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FROM alpine:latest as production
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COPY --from=builder /app .
CMD ["./main"]

2. L’se the preceding Dockerfile to build an optimized image using this 
command:

docker image build -f Dockerfile.optimized -t hello-go .

Note that we are using the -f parameter in the preceding command to tc-11 
the builder not to look for the default Deckerfile but to look for a custom 
Dockerfile called Dockerfile.optimized.

3. Once again, list the built images and compare their sizes:
docker image Is | grep hello-go 
you should see something similar to this;

gabrielPSolaris ~ % docker image Is I grep hello-go 
hello-go-optimized latest de09cb8198fl Z1 seconds ago 7.27MB
hello-go latest da4d7f65bl3b 10 minutes ago 730MB

Figure >.75: Sizes tglhe CO hello world npplicatipH im.qgcs

When analyzing the Dockerfile.optimized from Step i, you will notice that we 
now have two stages, each one starting with a FROM statement, lhe first stage is 
called builder, and the second one is called production. In the first stage, we use 
thegolang image that contains the full Golang SDK to build the application, then, 
in the second stage, we use a minimal base image, in this case, the alpine image. 
We then copy7 the compiled Go application from the builder into the target image 
using the following;

COPY --From=builder /app .

or more general:

COPY --from=<alias> <source> <target>

Where <alias> is the name or alias of the stage from which we want to copy end 
<source> denotes the source files and folders to copy and <target> denotes their 
destination in the filesystem of the destination .image. In the preceding example, we 
'are copying the folder /app with all its content to the current working folder of the 
target image's filesystem.

That is all. I he target alpine image is small, and the compiled application is also 
small. We do not have the compiler or any other pieces from the SDK in the target 
image.
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COPY --from=builder /app .
CMD ["./main"]

2. L’se the preceding Dockerfile to build an optimized image using this 
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Note that we are using the -f parameter in the preceding command to tc-11 
the builder not to look for the default Deckerfile but to look for a custom 
Dockerfile called Dockerfile.optimized.
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hello-go latest da4d7f65bl3b 10 minutes ago 730MB
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When analyzing the Dockerfile.optimized from Step i, you will notice that we 
now have two stages, each one starting with a FROM statement, lhe first stage is 
called builder, and the second one is called production. In the first stage, we use 
thegolang image that contains the full Golang SDK to build the application, then, 
in the second stage, we use a minimal base image, in this case, the alpine image. 
We then copy7 the compiled Go application from the builder into the target image 
using the following;

COPY --From=builder /app .

or more general:

COPY --from=<alias> <source> <target>

Where <alias> is the name or alias of the stage from which we want to copy end 
<source> denotes the source files and folders to copy and <target> denotes their 
destination in the filesystem of the destination .image. In the preceding example, we 
'are copying the folder /app with all its content to the current working folder of the 
target image's filesystem.

That is all. I he target alpine image is small, and the compiled application is also 
small. We do not have the compiler or any other pieces from the SDK in the target 
image.



134 ■ Docker: Up and Running

When looking at figure5.15, you will notice that the optimized image is significantly 
smaller, which is a good thing. In fact, the optimized size is nearly 100 times smaller 
than the iriginai. image.

With this, the attack surface of the image is decreased, the required disk space to 
store the image is reduced, and the necessary bandwidth to upload the image to 
and download from a container registry Is also reduced. Finally, since the image is 
so small, the load time of a container is also dramatically reduced. You see, a lot of 
benefits.

Dockerfile best practices
Now that you have learned a lot about authoring Dockerfiles, we want to add a few 
recommendations to your tool belt. The following best practices have shown to be 
verj7 helpful:

1. Ordering of the instructions inside a Dockerfile matters. Only with the correct 
ordering can we maximize the use of caching. This particularly matters 
during development, where the same image might be built over and over 
again. We want to keep the time needed to build an image at a minimum. We 
will talk more about this in Chapter 8, lasting and debiigging containerized upps.

2. Use multi-step builds to streamline your build process and, at the same time, 
keep the final image as small as possible.

3. Containers are supposed to be ephemeral That is, a container can be stopped 
or killed at any time without further notice. And in its place, a new instance 
can be started horn the same container image. As a consequence, we should 
make sure that the sLart-up process of a container does not take a long lime. 
Or with other words, the time needed to initialize the application running 
Inside a container should be minimal.

*--o, you have learned a lot about how to author a Dockcrfile. This is the most popular 
method used to create a customer Docker image. But now let us have a look at the 
third and last method, importing an image from a file.

Importing a Docker image
T his technique is particularly useful if you want to have a Docker image on your 
system, but cannot access if from Docker Hub—or any other container registry— 
due to say security reasons. In such a case, you can pull the image to one system, 
export it from that system as a ttirball (a file containing the compressed content of the 
ijiiage), and then import the image into the destination system using the following 
command: 

docker image import <path-to-Tarball> <image-nane>



134 Docker: Up and Running
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so small, the load time of a container is also dramatically reduced. You see, a lot of 
benefits.
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jvhere <path-to-tarball> corresponds to the file name (including path) of the 
tarball you want to import, a rd <image-name> is the name of the target image that 
will be created on your system. Ihus, the following command:
docker image import ./my exported-image.tar my-image:1.0

will look, for a tar file called my-exported-image.tar at the current location and 
'inport it as a new image and name it my-image: 1.0. Note that 1.0 is the tag of the 
’mage.

Let us make an example. We will pull the postgres:alpine image, export it and 
then re-import it with a dj’ifcrenl name, following the given steps:

I Pull the Docker image:
docker image pull postgres:alpine

2. Export the image to a tarhall called my-postgres .tar:
docker image save postgrestaipine -o my-postgres.tar

3. fo double-check that the export has succeeded, list the folder content and 
grep tor the tar file:
Is -al | grep my-postgres

4. Load the tarball into the system as a new image with the name my- 
postgres :latest:
docker image import ./my postgres.tar ny postgres.■ latest

The result of the preceding commands should look like the following:

gcbrielPSolans ~ » docker image pull postgres:alpine
alpine: Pulling from library/postgres
58ab47519Z97: Already exists
314ca0527el7: Pull complete
oe9ed2adbSac: Pull complete
112d0ed39el9: Pull complete
Z98ff48a3e3e: Pull complete
2CZec7068fec: Pull complete
Ixbe45f6e63i: Pull con^lete
5fabca726dl75: Pull complete
Digest: sht25€:rf384947eb9f5939b7fc5ef2ce620fad0S8999590973f35e6812037dlS3c770€
Status: Downloaded newer image for pastgres:alpirw
decker. ioAibrary/postgres^alpxne
gabriel^Solaris - X docker image save postgres:alpine -□ my-postgres.tar
gcbriel^Solaris ~ J6 is -al I grep my postgres
rw----------  1 gabriel staff 186423224 3 Jul 16:04 my postgres.tar

grbrieWSolar-.s ~ % docker image import ./my-postgres.tar my-postgres: latest 
shaZ56:Zb0927aea078d0dlbb030af87c571ee99eb03b94cec027e84058c6f95aa00a06 
gcbrieWSolaris ~ | 

figure 5.16: Exporting and importing a Docker image
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where <path-to-tarbaJl> corresponds to the file name (including path) of the 
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figure 5.16: Exporting and importing a Docker image
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Building a Docker image
In the preceding sections, we learned already quite a bit about how a Docker image 
is built bv the builder. Let us reinforce what we have learned so far by looking more 
closely at the output produced by the Docker builder during the build process. As an 
example, we want to use the Dockerfile that we were using in the previous chapter 
when building the Node JS sample client. The content of that Dockerfile looks tike 
the following:

FROM node:latest
WORKDIR /app
COPY package, jsort ./ 
RUN npu install 
COPY . .
CMD node Server.js

Now to build, the custom image based on the preceding Dockerfile, proceed as 
follows:

1. Navigate to the folder containing the code for the Node client
cd src/ch04/node-client

2. Build the Docker image for the Node client:
DOCKER_BUILDKIT=0 docker image build --no-cache -t node-client .

Note we use the - - no-cache parameter to make sure the Docker builder uses 
no caching and, for example, pulls the base image from Docker Hub oven if 
it is already in the local cache. I his is only relevant for this exercise, and you 
should normally not have to use it. We also prefix the Docker build command 
with DOCKER_BUILDKIT=0 to make sure we do not accidentally use the new 
build kit to build the container. More about the build kit in the next section.

3. Observe the output generated in the terminal window. We start with Step I 
of 6:
fencing build context to Docker daemon ti2b.4kfl
Step 1/6 : FROM node:latest
latest: Pulling from library/node
b721438f56fc: Pull complete
268ad7651993: Pull complete
2c93fd903c94: Pull complete
9f8eab8670aS: Pull complete
51Callc58681: Pull complete
ac59cT613e61: Pull complete
99dl‘jf46altf: Pull complete
e42558b93d09: Pull complete
a98d976752e4: Pull complete
Digest: Sha256:987be4»a7cal65b6lil9bf77c<i812e980f603al0c.l800t>i 25095cd89e2D146f9ad
Status: Downloaded newer image for node:latest

-----> h40tid3362cac

figure Step 1/6 t/the bt,iici pnxjrss
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Docker recognized that the node: latest image used as the base image was 
not yet in the local linage cache and thus automatically downloaded it The 
last line shows the ID (b405d3362cac) that Docker assigned to this image. 
This can tie verified by using the following command:

gabriel@solaris node-client % docker inage Is j grep b406d336Zcac 
node_________________________________ latest________b406d3362cac 2 days ago 853MB

Figure 5.18: Verifying the image ID of the downloaded node: Latest image

And indeed, we find that rhe downloaded Node image has this ID.

4. Now, we look at Step 2 of 6:

Step 2/6 : WC.OIR /asp
—» Running in f9b86031e871

Removing intermediate container f9b86031e871
—> 51f89f46051d

Figure 5.19: Sl:»p 2/6 of the build process

Here, we see on the second line that the builder is running a (temporary7) 
container with the id f9bB6031e871 based on the image from the last step 
and then applying the WORKDIR command inside it. In Line 3, the builder 
tells us that it removed the temporary container (the bidder had persisted 
with the new container layer prior to that). The resulting image has the ID 
51 f 89f 4S051d, asstated in the lastline. This new, mage with ID 51f89f46051d 
has no name, and if we want to create a container from it (as the builder 
will do in the next step), we had to use a Docker command similar to this: 
docker container run ... 51f89f46O51d ...

5. Next is Step 3 of 6:

Step 3/6 : COPY package.]son ./
—> 9eacadelald0

Figure 5.20; Step 3/6 of the bniid process

Here the file package.json is copied into the (temporary) container, and 
a new image layer is then created from this container layer. 1'he resulting 
image with the additional layer has ID-9eacadelald0.
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a new image layer is then created from this container layer. 1'he resulting 
image with the additional layer has ID-9eacadelald0.
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6. Then, comes Step 4 of 6:

Step 4/6 : RUM npm install
—> Running in 56el6c79B55b

added 28 oackages, and audited 21 packages in 4s

1 package is looking for funding
run 'npm fund’ for details

npm notice
npm notice New patch version of rpm available! 7.21.0 ~> 7.21.1
npm notice Changelog: <https://githvb.eom/npm/cli/releascs/iag/v7.21.l>
npm notice Run npm install -g npm(87.21.1’ to update!
npm notice

found 0 vulnerabilities
Removing intermediate container 56el6c79855b

---- > 888f9df3fff8

Figure 5.21: Step 4/o of fw bm:d process

Here, the builder runs the npm install command inside the temporary 
container with ID 56el6c79855b. We can see in the output preceding 
that the command installs 20 packages. Most of the preceding output is 
actually created bv the npm tool while it is running, To be precise, all than 
the first and the last two lines, The resulting image of this build step has 
ID-8B8f9df3fff8

7. Now on to Step 5 of 6:

Step 5/6 : COPY . . 
-- > eda2164f8127

Figure 5.22: Step 5/6 of the biaid process

t his bwld step is once again a sample one. All files from the local host folder 
are copied into the working directory inside the container. The result of the 
build step is an image with ID-eda2164fG127.

8. And finally Step 6 of 6:

Step 5/6 : CMD node serve r.js
----> Running in a^SdffOYfSll

Removing intermediate container af8dff97f311
—> dccdadl4088b

Successfully built accdadl40d8b
Successfully tagged node-client:latest

Figure 5.23: Step 6/6 of the pwMgss

https://github.eom/npm/cli/releases/tag/v7.21.l
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The final step defines the start command of the container. The resulting 
image did receive the image TD-dccdad 14088b, as we can easily verify with 
this command:

cjabriel.@Sol.aris node-client % docker iirage Is | grep dccdadl4088b 
node-client_______________________ latest___________dccuadl4088b 29 minutes ago 357MB

Figure 5.24.- Identifying the resulting by its I'D

Now that we understand how the default [Docker image builder works let us quickly 
discuss the more recent and also more powerful builder that is based on the so- 
called build kit.

Leveraging the Docker Build Kit
The default Docker builder has served us weil over ail those years, but it show*  its 
age. The Docker team has built a new and highly optimized builder that is part of 
the Docker setup. But the new builder is turned off by detault. You can turn it on by 
defining the following environment variable:
export DOCKER_BUILDKIT-1

Once you have done so, all subsequent build operations should be executed much 
faster. The gain is greater the bigger the complexity of your build process is.

If you want to permanently use the new build kit, then you should add the preceding 
expression to your profile, tor example, by adding i.t to the file . baGh_profile.

Running the build command for tire Node client application we used in the previous 
section with die build kit-based image builder produces the following output from 
the author's computer:

[+] Bttildifsq 6.9s (11/11! FINISHED
—> [internal] sad build definition from Docker f i J a 0.0s
=> =o> transferring jac eke x file; 5643 0.0s
-•> (internal] laad .docker ignore. 0.0s
—> -> transferring context: 2B 0,0s
=> [In Carnal] metadata far docker.-c/1 ibxaiy/r.ude2.5s 
-> [autfl] library?node:pull token for registry-1 .docker.ic 0.0s
-> (1/5; rftOM dscker.io/library/n&de!'_ate3t8sha25n! 987baQa7cal65b6bl9bf77ca812e980f603al0cl000bf250 0.1s 
= > => i&Mulvy d^C.cez > ib/libr&zy/riode : _ate3L8sh.Q256: 987beCa7ciil65bbbl9bf ?7ceiB12fc9B0f 6C3iiL0cl{Ji)Obi250 0.0s 
-> [mte-rcAi 1 build. context (I.U
=> => transferring context: 7t2.87kB 0.1s
-> [2/5; riCHKOZR /app 0.0s
-> [3/5*  2OPY Juoii ./ fl .0a
-> (4/5’ RV.9 r.pJi inatalL 4.0s
~> [5/5: DOPY . . 0.0s

—> CMpOrLiflg tcJ Lin&tjc 0. La
exporting layers 0.1s

=> => writing i-nagp 56 r 7 677 \4 9 8 5 9 5 9 f $ 7 IJda * (? f 6 7 r|6 4 9 3 € 8_ 7 8 f 3 to 7 90 H-S5O41 dffMbd8.ee 13 34 0 Oa
=> => nflml n.y re* n - • » O.Osj

I'igure 5.25: Otifpni of build kit-based builder
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The new builder is much faster that the old builder. This is specifically true for 
complex Dockerfiles. The builder parallelizes tasks as much as possible. The output 
generated also includes the timing of individual steps, as one can see in the preceding 
image. It is highly recommended that you enable the new builder by default.

Tagging Docker images
Now that we know how to author a Dockerfile and build an image using this 
Duckerfile, we have to understand a bit more about the lags used lor container 
images, 'lhe fully qualified name of a container image is composed of the following 
parts:
<registry>/<comr>any or user>/<repository name>:<tag>

where the individual parts have the following meaning:

< registry > This is the URL to the i mage registry where the Docker 
image is hosted. By default, and if not specified explicitly, 
this is Docker T Tub at https://hub.Dockcr.com

organization or iiser> This is the name of an organization (company), e.g., 
wiirrosoft, arenite, gaagte, or the name of a registered user 
such as gnschenker, which is the author's account name on 
Docker Hub.

<repository names This is the name of a Decker image, ft is also called a 
repository, and multiple versions nf the image can exist at 
the jame time in a single repository. Examples are alpine, 
centos, python, or node.

<tag> A tag can be used to describe a particulai version of a 
Docker image. For example, there exist multiple versions 
of the ubuntu image on Docker Hub, such as 21.04, 20.04, 
16 04, and so on.

There is also a special tag called latest. It is usually used 
to designate the latest version of an image, if one omits 
the tag in Docker command, then the Docker CLI will 
automatically assume that it is latest.

Let us look at a few sample image names:

• alpine:
This ?s equivalent to al p^ne: latest. Tn tins example, we have only the 
■(repository name> part defined. Thus, the Docker CLI assumes that the 
registry is the default registry, namely, Docker Hub. Note that the default 
registry can be changed in the configuration settings for the Docker CLI. 
In the preceding imagename, we do also not define a value for < orga n i zat ion 
or user> part, which indicates that the image we a re referring to isa so-ca'led

https://hnb.Docker.com
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official image that is curated by Docker and the official community behind 
that image; in this case, the community curating the Alpine Linux distro. 
I here exist many other "official" images, mostly some Linux distros such as 
Centos and Ubuntu, or some development SDKs or language runtimes such 
as for Node, Python, Java, Golang, and many more.

« ubuntu:29.04:
Here, we define the repository name and the tag of the image. Once again, 
since the registry is not defined, one assumes the image is stored on Docker 
1 Tub, and since no organization or user name is defined in the image name, 
the image must be an official image.

• confluentinc/cp-kaf ka :6.2.0:
This image name designates the Apache Kafka image curated by the 
company Confluent Inc. The version wc are referring to is 6.2.0. The image 
is located on Docker Hub since no registry name is defined in the name. 
Here, confluentinc refers to an organization of the same name defined on 
Docker Hub.

• gnschenker/pinger:latest:
This name refers to the latest version of the pinger image owned by the user 
gnschenker, which happens to be the author's user account on Docker Hub.

Creating an account on Docker Hub
To be able to push images to Docker Hub, you need to have an account fur it. Creating 
an account is tree, and no strings are attached to it. If you want to use Docker Hub 
professionally, though, it is recommended to use one of the paid subscriptions they 
offer.

To create a new account on Docker Hub, follow the following steps:

1. Navigate to the Docket Hub signup page: https://hub.docker.com/signup

2. Entei your desired docker ID (theaccount name), your email, and password. 
Once you have reconfirmed that you are not a robot, click the Sign-UF button.

3. Follow the instructions. You will have to validate your email to be able to 
login into your new account.

4. Login to your new account.

5. On the main page of your Docker Hub account, you should find, among 
other information:

(A) Access to your profile

https://hub.docker.com/signup
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(B) A list of your repositories

(C) The list of organizations you are a member of

Lxplote Kepizs it cries urgenuirtioiis I r=4p ••

QrganlzMions-

^j^dockar hub

vfr'i .<fv kwf < '>rj SH**  lea i$

- .nrtfl wri’A 'srr.-irtrr

Figure 1.26: Ycur privrafe account on Docker Huh

New that you have acquired an account on Docker Hub, it is time to push some 
Docker images to it.

Publishing Docker images
To be able to share a Docker image that we custom-built, we need to upload it to 
some registry from where other interested parties can download it. There exist many 
such image registries, lhe most popular one is Docker Hub. Others include:

• Artdactory ( ;https://jfrog.com/artifactory

• Amazon Elastic Container Registry (https://aws.amazon.com/de/ecr/)

* Microsoft Azure Container Registry7 (  
container-registry/)

https://azurc.uucrosoft.com/scrviccs/

• Google Container Registry (https://cloud.google.com/container-registry)

lb be able to push an image to a registry7, you need the necessary-7 permissions. 1 lore, 
we concentrate on Docker Hub. but lhe other registries work similarly7. Please read 
the respective documentation at the links provided previously.

Publishing to a personal account
f irst, we want to show how you can publish any custom image to your private 
account, from where it can be shared with the world. Please follow7 the following 
simple steps to do so:

1. Login to Docker 1 lub at https://docker.com using your personal account

https://jfrog.com/artifactory
https://aws.amazon.com/de/ecr/
https://azurc.microsoft.com/serviccs/
https://cloud.google.com/container-registry
https://docker.com
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2. Define an environment variable containing the name of vour user account:

export USER_NAME=gnschenker

IMPORTANT: Pease make sure that you use the name or your own user
instead ofgnschenker iu the preceding statement!

3. First, we have to tag an existing image such as that it will be part of our 
account. In. this example, we will use the Docker image called python- 
client that wo created in the previous chapter:
docker image tag python-client’.latest SUSER_NAME/python- 
client:1.0

4. Now, we can push the image to Docker Hub with the following: 
docker image push $USER_NAWE/python-client:1.0

You should see something like this:

gabrieL^joLan.s pinger % export JSEH_NAME-anschenker
gabriclfe’Solcirts pinger % docker image tag pytwn-cLicnt; latest SUSER NAME/python-c.icntil.B 
gabricWSola^ii: pinger % docker image dust 3iJSER_NA'-IE/pythOn-cliefit: 1.0
Th^ push refers tu repository [ducker. Lis/gnsclierikei7pytfH>ri-cl lent J 
bZUf 7f9119d: Pushed

Pushed
ac7918c93e60: Pushed
£>a2290fifdfe: Pushed
(J77bZ67ce3a6: Mounted from Iibrary/python
3199731^103: Mocitea from Library/python
d32bczaa3c3b9: Mounted from ILbrary/pyt’ion 
8*a7S24301t 7: Mounted from Ltbrary/pytncn 
f664faeafab9: Mounted from 1 i brary/pyt’ian 
39b7cJlCda(iba: Mounted from Library/python 
34b28b2Rbc44: Mounted from Library/pytnon 
cSSEtefoOdcSl- Mounted from Library/pytnan 
f3c97e3bdle2: Mounted from Library/python
1.0: digest shu25b:u0el0uo5bcbuf4263LiBld4c53ub990u7ed59f550b4926cecf85c9e6du9d5fcbLibf size: 3049

figure 5.27: Fusing a docker image to ear fifKsrte account

As you can see in the preceding output, the image has been successfully 
pushed to the account gnschenker. Since image layers are :mmutable, 
Docker uses some optimization and does only push layers that are new. You 
can recognize lhal because Docker is telling us lhal lhe last nine layers have 
been mounted from an existing library (or repositor}7). In this case, they w ere 
mounted from the pyffitiH repository.

Since, by default, all repositories of a user are public, anybody with internet access 
can now pull the image we just pushed.

Next, we want to discuss what organizations are and how you can push images to
an organization.
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Publishing to an organization
Now, if you are using Docker Hub commercially, then you might want to define and 
use an organization on Docker Hub to which you will then push your images. The 
advantages of organizations are that you can make the repositories private and that 
you can associate many accounts with a single organization. ] hus, whole teams can 
push images to an organization.

Let us provide a step-by-step guide on how to define and prepare an organization 
on Docker Hub and then how to tag and push a custom image. Please follow the 
following steps:

1. Login to Docker Hub al using your personal accounthllps://docker.coni 

2. Navigate to the Organizations tab (https://hub.docker.com/orgs)

3. Click Create Organization to start the creation process. Unfortunately, this will 
lead you to a dialog where you are required to select a paid subscription. 
1 hus, this is not an option for us.

Since it is not possible to create and use an. organization tor free, we will simulate 
this by using another private account on Docker Hub and then converting it to 
an organization and assigning it to our own private account. To do so, follow die 
following steps:

1. Register a new temporary user on Decker Hub. .In our case, we call it 
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2. Once the registration process is completed login to that new account on 
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3. Navigate to Account Settings via the context menu (to display the context 
menu shown as follows click on your account name in the upper left of the 
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Figure 5.28: Ace'ortrti sellings m Docker Hub
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4. On the next page, select the Convert Account tab and then follow the 
instructions to convert the account to an organization. When asked to which 
account to assign the organization enter the name of your private account. In 
our case, this was gnschenker, the author's private account.

Login to your private account, and you should notice that a new organization is 
listed:

Explore Repositories Organizations Help ■» gnschenker -

I dockerforjcbseeke's

☆ 0 £4 (g> Public
fi 'un^ann cola Isold orkcr

View a l...
vAp A .1. n Xtx n.-Uli.

Figure 5.29: Dockerf or jobseeker organ izai ten Eisfcd ifi the aul/wr3 gnoate ttcawi!

From this moment on, you are able to push images not only to your own private 
account but also to the organization you just created. Let us try this:

4. Define an env ironment variable containing the name of the organization:
export ORG_NAME=dockerforjobseekers
1MPOKTANI: Please make sure that you use the name or your own 
organization that you just defined instead of dockerforjobseekers in the 
preceding statement!

5. First, we have to tag an existing image such that it wii.1 be part of the new 
organization:
docker image tag pinger:latest $ORG_NAMF/pinger:1.0

6. Push the image to Docker Hub with the following:

docker image push $ORG_NAME/pinger:1.0

you should see something like this:
gabriel@Sol.aris pinger % docker image push SORG_WE/pinger:l,0
The push refers to repository fdocker.ia/dockerforjooseeke"'s/pingerl 
656d01d3'_fe3: Pushed 
vdefbufd02fcj. Mounted frWi 1 ibrary/u^uritu
1.0: digest: sha256:al5al6662b7029ea3-ki22fc88141e&03b23d55bf4431£7e34elc>42019cfb661L size: 741

Figure 3.3ft 1’tti.hirtg the finger image to the organ izaitfat
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This proves that you indeed have the right to push to that organization.

7. If you want to give the right to others to push to the organization, you need 
to invite them to the organization first:

© docker forjo bs ee ke rs

il ■-!

rULLNAYIC XRMIS5KXI

figure 5.j J ■ Adding another mamber to the organization

As you can see in the preceding figure, you have the option to add up to 
three members to an organization in the free subscription. To add a new 
member, just click on the Add Member button and follow the instruction.

With that, wp are at the end of this chapter. Tn the next section, we will recap what 
we have learned so far.

Conclusion
fn this chapter, we have learned three possible ways of how one can create a custom 
Docker image. The three options are to:

1, manually and Interactively build a container from which one can then 
commit an image.

2. author a Dockerfile, which will be manifest for the Docker builder containing 
die exact list of instructions on how to build the image

3. create a new image in the system by Importing a tar file

Wo were told that the second method, using a Dockerfile, is the preferred method in 
most cases since it enables automation, and thus, Is repeatable and auditable.
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We learned how to use the most frequently needed keywords that can be used in 
a Dockertiley and we were introduced to the details on how the Docker builder is 
actually building up the layers of a custom image.

We then learned of which parts the full name of a Docker image is composed of and 
what their respective meaning is.

Last but not least, we got to know how one can share a custom image by pushing it 
Io a container registry. We were [aught on how to do this using Docker Hub as our 
registry

In the upcoming chapter, you will learn all the important details about Docker 
networks, what they are, how they work, and how one creates and uses them. Stay 
tuned.

Questions
To assess your progress, please try to answer the following Questions:

1. Which is the preferred way of creating a custom Docker image, and why is 
this the recommended approach in most cases?

2. What are the main ditferences between pushing an image to a user account 
or to an organization on Docker Hub?

3. Of which parts is the full name of a Docker image composed of? Clive a short 
description of each part.

4. Explain what the CMD and FXTRYPO1NT keywords stand for.

5. List two to three best practices when authoring a Dockerfile.

Answers
Here are possible answers Lo Lie questions:

1. Authoring a Dockorfilc is the preferred way. A Dockerfile is a basis for 
automation, and once automation is used, the process of building a Docker 
image becomes repeatable and auditable. Even as a developer, during the 
development process, it is preferable to build an image from a Dockerfile.

2. Only the owner of the account is allowed to push images to the account. 
When using an organization, many individual users can be made members 
of the urg and, as such, can push images to the org. Using organizations is 
the preferred way when using the registry professionally.

3 The full name of a Docker image is composed of four parts: 
<registry>/<org or user>/<repository name>:<tag>
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a. <registry>: the URL to the Docker image registry. Many different 
options are available, e g... from AWS, Azure. Google, or Art.factory, 
to just name a few

b. <nrg or user>: the name of an organization or a user name to 
which the Docker ’.mage belongs. Examples are Microsoft, Oracle, 
ConfLuentinc, and so on.

c. crepository narco: the name of the repository (also referred to as 
the image name)

d. <tag>: the tag ol an image. ‘Ibis can be a version number such as 
20 34, e g., the ubuntu image

4. EN1RYPOIN 1 is used to define the command that is triggered when a 
container is started. CMD usually defines the arguments to the command 
defined in the ENTRYPOINT For example, the following Linux command 
ping 8.8.8.8 -c 5

would ideally be defined in a Dockerfile like the following:

ENTRYPOINT ping 
CMD 8.3.8.8 -c 5

5. The following are some best practices recommended when authoring 
Dockerfiles:

a Use multi-stage Dockerfiles to keep the size of the final image as 
small as possible by including only the minimal needed executables, 
libraries, and other artifacts.

b. Ordering matters in a Dockertile since the Docker CLI uses caching 
aggressively. Try to have the instructions that change the least 
frequent at tiie top of the Dockerfile and those that change frequently 
toward the bottom

c. Keep the number of layers small by combining (Linux) commands in 
a single RUN statement.

Job Interview sample questions
So, you finally got a chance for an onsite interview for a job as a software developer. 
The job is offered by a cool new start-up that develops a highly acclaimed new 
mobile app lor iOS and Android. During the interview, you are confronted with the 
following questions:
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1. Why is it SO important that we write a Dockerfile used to build Docker 
images?

2. Wc hcive heard of multi-stage Dockerfiles but have never used them so far. 
Car you give us a couple of reasons why we should start using multi-stage 
Dockcrfiles?

3. We have heard that one should strive for to keep a Docker image as small as 
possible. What does this mean? How can we achieve that? And why is it so 
important?

4. Our developers always get confused about when to use the CMD or the 
ENTRYPOINT keyword in their Dockerfiles. What can you tell us about this?

5. Can you explain to an interested layperson how the Docker builder builds an 
image from a Docker file? Just give a very high-level overview, please.

Job interview sample answers
Here are possible answers to tire job interview questions:

1 As mentioned in the sample answers, a Dockerfile is a basis for automation, 
and once automation is used, the process of building a Docker image becomes 
repeatable and auditable. Even as a developer, during the development 
process, it is preferable to build an image from a Dockerfile.

2. Wi th the help of multi-stage Dockerfiles, we can keep the size of the resulting 
Docker ’mages small since, in the last stage, we can use a minimal base 
image and copy the artifacts generated in the preceding steps into this final 
image. Thus, wc avoid having unnecessary7 elements in the final image, such 
as compilers or linkers. Furthermore, when using multi-stage Dockerfiles, 
the builder can try to parallelize tasks and, ideally, as a result, massively 
decrease the time needed to build an image.

3. We should try to have only elements in a Docker image that are absolutely 
needed during runtime. Any obsolete library, program, or other artifacts only 
increases the attack surface of the image for malicious actors. Also, small 
images need less resources to store, transport, or run. One popular method 
we can use to achieve small sizes is using multi-stage Dcckerfiles.

4. It is not usually a problem to either only use CMD or EN1RYPOI.N 1 when 
defining the start command that shah be executed when a container is 
started. But the correct way of using the two is as follows:

a. Use ENTRYFO1NI to define the precess or command that shall be
executed
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b. Use CMD to define the parameters that shall be passed to the process 
defined in a).

For a command like

wget -O - https://acme.ccm/install/scripts. sh

one would define the following fragment in the Dockerfile:

ENTRYPOINT wget
CHD -0 - https://acEie.com/install/script.bli

5. The builder first downloads and caches the base image that is defined in the 
Dockerfile. Then the builder creates a temporary container from this image. 
Inside the read / write container layer, the next statement of the Dockerfile is 
executed, lhe changes that this operation causes in the container layer are 
then committed irto a new image layer by the builder. The now obsolete 
temporary’ container is then deleted. Next, the builder creates another 
temporary7 container from the combined layers of the base image and the 
previously committed layer. The third statement of the Dockerfile is then 
executed inside this container. The changes are once again committed to 
a new .mage layer, and the temporary container is deleted. This process 
continues until all statements in the Dockerfile have been processed.

Join our book's Discord space
Join the book's Discord Workspace tor Latest updates, Otters, Tech happenings around the 
world, New Release and Sessions with the Authors:
https://discord.bpboidine.com

https://acme.com/install/scripts.sh
https://acme.com/install/script.sh
https://discord.bpbonline.com
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Chapter 6
Demystifying 

Container 
Networking

Introduction
in the previous chapter, we have learned three possible ways of how one can create 
a custom Docker image. The first way is by manually and interactively building 
up a container and then committing its current state as a new image. This is useful 
when one is in an exploratory phase of a project. The second and most popular way 
is to author a Dockerfile, which will contain a human-readable manifest of w hat 
the desired custom image shall be made of. This is the way you would build your 
custom images in most cases. We got to know the most important elements of a 
Dockerfile and also how the fully qualified name of a Docker image is built such 
that it can be identified, versioned and shared through an image repository such as 
Docker Hub.

Finally, we learned that one can also create a new image ir. tire system by importing 
it a tar file. This is helpful if you need to share images with systems that have no 
direct internet access.

In this chapter, we will introduce the Docker container networking model and its 
single host implementation in the form of the bridge network. Tnis chapter also 
introduces the concept of software-defined networks arrd how they are used to secure 
containerized applications, furthermore, we will demonstrate how container ports 
can be opened to the public, and thus, make contained? ed components accessible 
to the outside world. Finally, the reader is introduced to network types that are able
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to span whole clusters of multiple nodes. We conclude with some tips on how to 
excel in a job interview when container network-related questions are asked. Tn this 
chapter, we will mainly use the terminal and some simple Linux tools.

Structure
In this chapter, we will cover the following topics:

• Explaining the container network model
• Discussing the bridge network
• Elucidating container ports
• Discussing the null and host networks and multi-node networks
• Presenting tips on how tc answer possible job interview questions related to 

container networking

Objective
After concluding this chapter, you will be able to explain to an interested layperson, 
in your own words, what the Docker container network model is. You will be able 
to use the Docker bridge network to connect containers running on your laptop and 
open ports in a container through which you can access the application running 
inside the container

You will learn to describe in a few short sentences what the none and the host 
network are and when you would use each of them.

Without further ado, let us start.

Explaining the container network model
Docker has defined the core concepts or boundary conditions that a software defined 
network must fulfil to be used to connect Docker containers. Let us provide a simple 
graphic that illustrates this networking model:

Network Sandboxes

Endpoints

figure 6.1: Docker container iwiicwk model
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In the preceding graphic, we have three containers, Cl, C2, and C3. Each one of 
those containers is firewalled by a network sandbox that makes it impossible tor 
any external entity to access the application or precess running inside the respective 
container. But when an application running inside a container is completely isolated 
from the environment, it is, in most cases, not very useful. Different applications or 
services need to communicate with each other.

For applications running inside containers to be able to communicate with each 
other, wo need some kind ot pathways over which this communication can flow. Wo 
call these pathway networks. Wo have shown two such networks; Network i in blue 
and Network 2 in green.

Furthermore, we have shown various endpoints on the image. An endpoint can 
be looked at as a controlled gateway from a network into a network sandbox that 
shields a container. One endpoint connects container 01 with Network 1 Container 
C3 also is connected by a single endpoint with Network 2. Finally, container C2 is 
connected by one endpoint with Network 1 and by a second endpoint with Network 
2.

It is important to know that each container sitting inside a networking sandbox 
can be attached to no network at all and remain isolated, or it can be attached tci 
one or many networks allowing it to communicate with other containers also being 
connected to those networks. In our case, container Cl can communicate (only) with 
container C2. Container C3 can (only) communicate with container C2, whereas 
container C2 can communicate with both containers Cl and C2.

To use multiple software defined networks makes a lot of sense if you war.t 
to maximize the security of veer distributed application. Take as aft example an 
application shown as follows:

ordering
web app service database

Network: front Network: back

Figure 6.2: Districted application secured with multiple SDNs
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\\!& have a Web UI called web app that is attached to the network called front. The 
Web application should only ever communicate with the ordering service. Thus, this 
service is attached to the same network front. The ordering service, on the other 
hand, needs to store data in a database—assume a PostgreSQL DB as an example. 
If we run the database ir. a container, then tins container and the ordering service 
communicate with each other via a network called back.

If we have such a topology, then it is impossible for code inside the Web app container 
to access the database. Thus, if a hacker is able to hack the Web app container, they 
still have no chance to access or tinker with the deltabase. Io do so, they would al^o 
have to hack the ordering service, which seems quite improbable.

Software-defined networks (SDNs) are cheap. Each network that you add adds an 
additional layer of security atop your resources and protects them from malicious 
actors, such as injected or breached code.

The container network model (CNM) is just that, a model, and we need a concrete 
implementation to work with. Docker comes with a few implementations of the 
C.\M out of the box. Other providers have created additional implementations that 
one can leverage. We will investigate the list of network implementations that are 
part of the Docker installation in the remainder of this chapter.

By default, Docker creates several networks when it is installed. 1'hesc networks 
include the following:

J. bridge: This is the default network that is created when Decker is installed. 
Containers connected to this network are able to communicate with each 
other but are isolated from the host machine and fiom other networks.

2. host: Containers connected to this network have the same network stack as 
the host machine. This means that containers can access the host machine's 
network directly without being isolated.

3. none: Containers connected to this network do not have any network stack, 
which means that they cannot communicate with other containers or with 
lire host machine. This network is usually used for containers that are run 
wth the --net=none option.

4. overlay: This network allows to create of multi-host networks. This allows 
connecting containers running on different hosts together.

Please note that these are the default networks that are created by Docker, and 
we can create our own custom networks if we need to configure more advanced 
networking options.

First, we will start with the default network called the bridge network.
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Discussing the bridge network
l‘he Docker Cl J has a network context with a few commands that help us to list 
installed networks, create new networks, inspect a given network, and delete a 
network. Let us start with the former one.

If we list the networks on a clean Docker environment with the following command: 
docker network Is

Then, we should see this:

Ft^ttre 6.3: Lisi of networks in a dean Docker meiro iimen!

gabri el@Solaris ch06 % docker network Is
NETWORK ID NAME DRIVER SCOPE
3feb5c42ab4f bridge bridge local
77b3da317100 host host local
93085C159974 none null local

As you can see from the preceding output, we have three networks available on the 
system that are created by Docker by default One is a bridge network, the other 
one is a host network/ and the last one is a null network. Each one of them we will 
explore each in detail and also provide typical usage scenarios for each. Note that 
we arse speak of a network driver when we talk of a specific implementation of the 
container network model.

Each network in the preceding list has a unique ID and a name that must aNo be 
unique on the system. Furthermore, each network has a scope. Tn our list, the scope 
is local for all of them. This means that rhe network is limited to the rurrent system 
on which it is defined. Only containers that run on this system can be part of that 
network.

There are network drivers that have global scope. That is, they are spanning multiple 
nodes. Global networks are used when you operate containers in a cluster such as a 
Kubernetes cluster or a Docker swarm. In this chapter, we will concentrate on local 
drivers exclusively. We will talk about global drivers in Chaplet- 20, Orchestrating 
Com liters.

Note that in your case, the TDs of the network drivers may differ, but the remaining 
properties should be the same as in the preceding list.

Let us now concentrate on the first entry in the list preceding, the bridge driver. 
As stated before, Docker creates an instance of the bridge driver bv default upon 
installation. It calls this network bridge.
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Inspecting a network
Let us inspect the details of this bridge network a bit more using the following 
command:
docker network inspect bridge

This is the output produced on the authors' system. It is fairly long but contains a lot 
of interesting information:

gabriel&Solaris cnflfc fj dicker neLncrk inspect bridge 
[

I 
"Ncme": ’’bridge", 
"Ic1 : "3feb5c42as4f68bcf988610cde356de89525caf 711c856Z3d87Z8ZZ48fci3ribf ’ , 
"Created’; ’Z0Z1 07-16T04;04:29 605688Z1SZ^ ' 
‘"Su'-r'p" "Inrnl", 
"Dris'er”: "bridge", 
"ErablelPvG”: false, 
"IFW* ’“: { 

'Driver": 'default'', 
,lQpl.i ons" ■ n/11, 
’Config": F

"SuWt"; "172.17.0.0/16", 
"Gateway": "172.17.0.1"

1 ' 
}, 
Trternal": fdts®. 
"Attachable": false. 
"Tigress’; fdl$#>, 
"CcnfigFron1': [ 

'Network". "" 
}, 
"CcnfigOnly": false, 
"C/nlalners": {}, 
"Options’: £

"com riark?'’, netiwrk ,hri dge csfnul fr_eriage": "true",
' COm . do< ke, bridge enqbl CC" : "t.ruet",
1 com. dacke'.'etw-k.bridge, enable io nasquerode". "true",
1 com.docks".netiwrk.bridge.tost b.nding.ipvl"; "G .G.&.0", 
‘ com.docke-.'etwk.bridge, name": "docker0
1 com. docks'.netwek.driver.nta" : '1500" 

L 
"Ichels": {} 

}
]

F'sji/re 6.4: btspeclinx Ue bridge network

The output starts with the ID, name and type of the network, as well as its creation 
date and whether or not the network enables IPv6 type of traffic. In the case of the 
bridge network, this is apparently not the case.

The next block is about the so-called IPAxM. settings, where IPAM stands for IP 
Address Management. The interesting part there is the definition of the subnet and 
the gateway. Apparently, Docker is using the subnet 172.17.0.8/16 to provide a 
valid IP address to all containers that will be attached to this network. The gateway
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tor this subnet has the first valid IP, which is 172.17.0.1. Thus, the first container 
that will be attached to this network will get the TP 172.17.0.2 and so forth.

When one creates a new network—as we will do in a bit—one can either let Docker 
define the subnet automatically or one can define it explicitly.

By default and if not specified otherwise, a container is automatically attached to 
this bridge network when it is created and run. How can we know that? I he answer 
is by inspecting a container that we run. Let us do this as follows:

1. In a new terminal window, start an instance of the Ubuntu container in 
detach mode and callif demo:
docker container run --detach --name demo ubuntu:20.04

2. Inspect dais container using the following command:
docker container inspect demo

notice the output generated in your terminal window. The output is fairly 
long and detailed. Toward the end of the output, you find a node called 
NeirworkSettings containing all information about the networks the 
container is attached to. in the following screenshot, you can see the 
interesting part of it:

}>
"NetworkSettings": {

^Bridge":
■SandMXlD”: "6ciB6aZ933bbe6b2efl57078e4S997dZfdZ31KZi51b!
"HairpinMode": false,
"Li nl<I oral TPvPAddress":
'‘LitikLocallPvBPrefixLen'': 0.
"Ports"; {},
"SandboxKfty": "/va r/r un/efoe kerv netn.V6a86c 29 3 5 bb e",
"SecondaryIFAdcresses": ruHrf
"SecondaryIPvfeAddresses”: null(
"EridpOLritlD1 ; "" .
"Gateway":
"G1 tJballPv&Address ':
"GLobclIPvBPref ixLen": 0,
“IPAddress".
"IPPrefixLen": 0
"LPvGGateway":
"MacAddress1":
"Networks’; {

"bridge": {
"IPAMfcnfig": null.
"Links": null,
"Aliases": null,
"Met-.rtcrklD': ”3feb5c4Zt,b4f68bct‘J98610cde356de8b!
"EndpointID":
"Gatewcy":
"IPAddress": ,
"IPPrefixLen": ft. 

figure 6.5: inspecting the network settings of a contamer
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3 In the preceding output under the node Networks, we can see that the bride 
network is mentioned, and its NetworkTD corresponds to the TO ot the 
bridge network as it was listed previously.

4. When done, remove the container with the following: 
docker container rm --force demo

Creating a new bridge network
Now, let us create our own bridge-type network with thio command:
docker network create my-bridge

This vvilll create a new bridge network called my-bridge. Docker automatically 
creates a network of type bridge if the driver is not specified in the create command. 
Docker also automatically assigns this network a subnet if we do not specify one. 
The subnet, in our case, will be 172. XX.0. '/16 where XX is a number equal to 18 or 
higher, as we can easily find out bv using the network inspect command:
docker network inspect my-bridge

On the author's system, having played with networks, a lot of Dockers selected 
172.27.0.0/16 as the subnet for the my-bridge network.

Analyzing the network stack of a container
If we attach two or more containers to the same network, are they able to communicate 
with each other, or are they? Let us make a simple lest

1. Open a new terminal window

2. Make sure no other container is running or. the host by using this command.: 
docker container rm -f ^(docker container Is -aq )

3. Run a first Alpine container in interactive mode using a shell and name it 
one using the following command;

docker container run -it --name one alpine:latest ash

4 Open a second terminal window and inspect the container just created with 
tire following:
docker container inspect one
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You should see this:

’NetworkSett .rigs"; { 
“Bridge..,

'Widow: D": "Lcr,988S430cc09fa7f8b679fl6b250cci63774fcl6712c99fl2b2540bc55l7988", 
"HairpirtMode* : false, 
"UnkLocolI^vJiAddress". "".
"L'.nKLocclIPvCPrefixLen"; 0, 
“Ports": {},
“SondboxKey". “/var/run/docke>’/neLns/lcc?635430ee",
“SecondaryT’Addrcsscs": null,
“Secondai'ylPvGAddresses": null,
“EndpoiutID": ',bc3370c.e7cecf3b9a322aau55336c4891a0e5^81b6b75fdlc.5aGa2Z52aa8b<.4a" , 
“Gateway": "172.170 1", 
"G'.obalIPv6Address°: "", 
"<i.obalIPv6Prc-.xLcn": fl, 
“IPAdtlrcss": "1,77.17.0.2", 
"IPPrefixlen"; 16, 
“ZPvCGateway":
"MacAddress" ■ “02:42 ac:l:l 00.02",

Hgurb 6.6: Network settings of con tinner one

The preceding image shows the network settings part of the output. Please 
note that this container got the ip address 172.17.0.2 assigned and that the 
gateway of the subnet is at 172.17.0.1. Also note the MacAddress of the 
container, as the bridge network uses mac addresses to communicate.

5. Now back to the shell of container one. Let us use the ip Linux tool and run 
the following command to get information about the container's network 
stack from withm the container:
ip addr

This command results in this output:
/ # ip add'’
1: to: <L03PBACK,UP,LOWER_UP> ntu 65536 qchsc requeue stole UNKNOWN qlen 100?

link/Loopback 00:00:00:00:00:00 brd 00:00:00:00:00-00
met 127 0.0.1/8 scope host to

volid_lft forever preferred_lft forever
2: tunl0@|NO%t. <N0ARP> mtu 1480 qdisc noop state DOWN qlen 1000 

link/ipip 0.0.0.0 brd 0.0.0.0
3. ip6tn.0rAONE: <NOARP> nrtu 1452 qcisc noop stGtc DCWN qLOrt 1000

link/turnol6 00:00:00.00:00:00.00.00:00:00:00:00:00.00:00:00 brd 00:00:00:00:«0:00:00:« 
00:00:00:00
456: eth0(®if457: <fiROADCAST,MULTrCAST,IJP1LOWER_UPlM-C'OlW> mtu 1500 qdisc noqueue state UP 

link/etber 02•IZ’ac:11:00:0Z bra ff:ft ff:ff:ff:ff
inet 172.17.0.2/16 brd_17Z.17.Z55.255 scope g'.obcl eth0 

volid_lft forever preferred_lft forever
/#|

Figure 6.7: Network slack from inside couiainer cue

As we can see, min ked by the red rectangle in the preceding output and part 
of the endpoint et h0, the IP address of the container is 172 ♦ 17.0 4 2, and the
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stack from withm the container:
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This command results in this output:
/ # ip add'’
1: to: <L03PBACK,UP,LOWER_UP> ntu 65536 qchsc requeue stole UNKNOWN qlen 100?

link/Loopback 00:00:00:00:00:00 brd 00:00:00:00:00-00
met 127 0.0.1/8 scope host to

volid_lft forever preferred_lft forever
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link/ipip 0.0.0.0 brd 0.0.0.0
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00:00:00:00
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Figure 6.7 : Network slack from inside couiainer cue

As we can see, min ked by the red rectangle in the preceding output and part 
of the endpoint et h0, the IP address of the container is 172 ♦ 17.0 4 2, and the



160 Docker: Up and Running

Mac address is 02:42: ac: 11 :00:02.1 nese are the same values that we got 
while inspecting the container which was to he expected.

Docker always maps the first endpoint of a container network namespace 
to eth0. as seen from inside the namespace. If the network namespace is 
attached to an additional network, then that endpoint will be mapped to 
ethl, and so on.

6. Since we are not interested al this lime in any other endpoint inside the 
container than eth0, wc can also run the following command to limit the 
output to the relevant information
ip addr show eth0

this yields us the following output:
/ # ip addr show eth0
456: ethft?if457: <b«0ALCAST,MULTICAST,UP,L0l/O_UP.M-D0M> mtu 1500 cdisc noqueue state UP 

Unk/ether 02:42:ac:11:D0:02 brd Ff:ff:ft:ff:ff:ff
inet 172 17.0 2/16 brd 172.17.255.255 scopg global ethO

valid_lft forever preferreajlft forever

Figure 6.8 : Details of die elhO endpoint 06 seen from wj’I.Jrni She container

7. It we want to get more information about how traffic is routed inside the 
container, we can use the route command: ip route

We should get this output.

/ # ip route
default via 172.17.0.1 dev eth0
172.17.0.0/16 dev eth0 scope link src 172 17 0.2

Figure 6.9 : Railing inside tbe container mrs?

1 his output tells us that all the traffic to the gateway at 172.17.6.1 is routed 
through the ethO device.

8. Open yet another terminal window and run a second Alpine container 
interactively and call it two;

9. docker container run -it --name two alpine:latest ash

1(1. L’se the ip tool in the second container to inspect its network stack as you 
did for container one. Make sure that its IF address is 172.17,0.3 and the 
Mac address is the one you expect from inspecting container two.

11. Now, let us inspect the bridge network and confirm that both containers are 
attached to it. ]n your second terminal window, execute the following: 
docker network inspect bridge
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and yon should see this:

"Container's": t
'r8b5cl4Z66b9acc05e8c763c04€i31clc556549cbe25bci211ef9^bb2!!a07def3d97e": {

"Name'1: "two",
"EndpointlD": !'5117d228c7570ab51b6d941f2cl9d2ap07c5cdllo3b54e857391bb4e25538162",
"MacAddres s": "0Z: 42: ac: 11:00:03 ,
"IPv4AddrcSs"; "172.17.0.3/16 ’,
"iFvbAdd/ess": ""

i,
"o22543519bccfLb6d0ad3dGc5061c71f3279a2319H'55839973556afdblc?": [

"Name1: "one",
"EndpointlD": "f74849flb749dlb4d821393205be036b981c20«i4l_7e39cfc851bf 3Q705fe769",
"MacAddres s": "02:42:ac:11:00:02",
"IPv4AddreSS": "172.17 0.2/16',
"IPv6Address": ""

}

Figure 6.10 : Conftiiwrs qf-tecbtid to the default ihijfet’ network

Here, we are only showing the content of the Containers node since the output 
of the inspect command is pretty long. We can indeed see that containers one 
and two arc attached to the network.

Tn the next section, we are going to discuss name resolution when using the bridge 
network.

DNS name resolution on a bridge network
Now, let us see how we can reach a second container on the same network from 
within the first container:

1. From within container one, try to ping container two:
ping two

Unfortunately this does not seem to work. The resulting output on your 
screen should be:
ping: bad address 'two'

2. Now, try to pmg container one from within container two and use the 
followaig:
ping one

Same result here:
ping: bad address 'one'

Evidently DNS name resolution does not work for the default bridge 
network. Let us try to fix that by creating a custom bridge network.
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3 In the second terminal, use the following command to create a new instance 
of type bridge network called test-network using the following command: 
docker network create test-network

This will create a new bridge network (which is the default type if not 
specified explicitly)

4. Attach container one to this (additional) network with the following: 
docker network connect test-network one

5 Do the same for container two: 
docker network connect test-network two

6. Now, from with ng the container one runs the p ng command again to test 
if DNS name resolulion woiks. And indeed, we should see something like 
the following:

/ # ping -c3
PING :wo (172.'8.0.3): 55 data bytes
64 by ps frorr 177 28 0 f <;pq=3 tH =64 ii-np=0.25? in*
6' by~es frw 172.28.0.3: seq-1 ttl-6-1 tine-0 386 ms
64 tryces from 172.28.0.3: seq--2 ttl-64 tirie=G.35Z ins.

- — two ping stotisf.es
3 packers transmitted, 3 packets received. M packet loss 
round trip tiin/avg/max = 3.252/0.330/0.386 ms■______

Figure 6.11: DNS name reso'n'im working with custom bridge network

7. Verify that you can also ping container one from withing container two.

8 Fxit containers one and two by pressing CTRL-d.

9. Remove the custom network and the containers with the following: 
docker container rm one two
docker network rm test-network

Now, let us talk about container ports and how they can be mapped to host ports.

Elucidating container ports
Often, we want to containerize applications that are listening for incoming requests 
on one or even multiple ports. Typical examples are Web applications. A Web server 
hosting a Web application usually listens at port 80 for (unencrypted) HTTP requests 
and on port 443 for HTTPS requests. But we can also have other types of applications, 
such as an SSH server that typically listens on port 20.

stotisf.es
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Often, we want to containerize applications that are listening for incoming requests 
on one or even multiple ports. Typical examples are Web applications. A Web server 
hosting a Web application usually listens at port 80 for (unencrypted) HTTP requests 
and on port 443 for HTTPS requests. But we can also have other types of applications, 
such as an SSH server that typically listens on port 20.

stotisf.es
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If we author such an application and package it and run it inside a container, then 
we have a problem We have learned that a container completely shields any precess 
running within it is completely shielded from the outside world. The container 
presents an impermeable firewall to the containerized application. What can we do? 
Well, we need the means to get controlled access from the outside world to the port 
on which the containerized application is listening on. Let us try to illustrate that:

Host 
P0'1

my-w&D-aop POft 
30 OC

Container

Host

Figure 6-12: Opening the tlwr to a defined part

The preceding graphic illustrates how we have to open a door in the impermeable 
wall that the container puts up around the hosted application called my-web-app 
that is listening on port 3Q0Q- We need to somehow provide access from the host 
port to port 3(J00 inside the container. This is indicated by the red dashed line. The 
application running inside the container and listening on port 3000 could be a .NET 
WebApl written in C#, such as the one we are going to create in a bit.

Auto mapping ports
The Docker run command provides a means to open such a controlled gateway from 
a host port to a container port. Let us assume we have built a custom Docker image 
my-web-app: 1.0 containing our Web application as shown in the preceding picture; 
then, we can run a. container from this image and, at the same time, open the door to 
the container port 300(1 with the following command:
docker container run --detach -P my-web-app:1.0

This will run the container in detach mode and create a mapping to a free host 
port, and thus, avoid mapping conflicts. Docker will map the exposed ports in the 
container to a random port between 49153 and 65535 on the host machine. Which 
exact port Docker will choose depends on the circumstances and whether or not 
some of the ports in that range arc already taken on the particular host.

Let us test that by using Nginx, a popular Web server and reverse proxy. By default, 
Nginx listens at port 80. Let us first run an instance of the latest Alpine-based version 
of Nginx. Open a new terminal window and run the following command: 
docker container ruin --detach --name nginxl nginx:alpine
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Now try to access Nginx using the curl fool: 
curl X GET http://localhost:80

You should get the following response:

gabrielSPSolaris - % curl -X GET hrtp: //localh3st:80
carl: (7> Failed to connect to localhost port 80: Connection refused

Figure 6.1.3: Fail it) acTt’ss Nginx running in tJiC i:<in tamer front outside

OK that was expected since we know that the container represents an impermeable 
firewall to all calls from outsideof the container. But let us prove that Nginx is indeed 
listening at port 80. We can use exec into the running container named ngir.xl, install 
the curl tool and execute the preceding curl command from within the container:

1. To run an interactive shell inside the Nginx container, use the following 
command:
docker container exec -it nginxl /bin/sh

2. Then use the following command to install the curl tool inside the container: 
apk update && apk add curl

3. Execute the curl command inside the container:
curl -X GET fittp://localhost:80

and observe the output in your terminal:

/ S- curl -X GET http://locolhost:80
<! DOCTYPE htmk>
<htirl>
<heacl>
<titie?Welcome to nginx!</title>
<style>

body {
width; 35eir,;
margin: 0 auto;
font-fcmly: Tahoma, Verdana, Ariel, sans se^if;

}
</style?-
</head>
<body>

b<hl>ftel carre to nginx!</hl>__________________________________

Figure 63-4; Welarifa page of Nginx

4. Exit the Nginx container by pressing CTRL-d.

This is proof that Nginx is indeed running and listening on port 80.

Now, let us use what we have learned about mapping a host port to the container 
port. We use the following command to do so:

http://localhost:80
http://localhost:80
http://localhost:80
http://locolhost:80
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4. Exit the Nginx container by pressing CTRL-d.

This is proof that Nginx is indeed running and listening on port 80.

Now, let us use what we have learned about mapping a host port to the container 
port. We use the following command to do so:

http://localhost:80
http://localhost:80
http://localhost:80
http://locolhost:80
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docker container run --detach --name nginx2 -P ngirxralpine

Notice the - P iii the command and also the fact that we name this container rginxZ. 
Now, how can we find out which host port has been mapped to container port 80? 
Well, luckily Docker offers us the ports command. Try to execute the following 
command:
docker container port nginx2

and you should see something like this;

gabriel^SGlaris ~ & docker container port nginx2 
30/tcp -> 0,0,0,0:55000 
&0/tcp -> :::55000

figure 6.15; Duptaykifi the port of the Nginx container

As we can see, Docker mapped container port 8U to host port 5500Q. We can see two 
mappings, one for the 11’4 and one for the 1P6 protocol. You may now ask, what does 
the/tep in the preceding mean. Well, the mapping is limited to 1 CP communication. 
UDP-styk*  communication would not be allowed by these mappings.

If you run another container and then execute the port command, you will notice 
that the host port selected will be 55001. Docker is [list taking random free ports 
between 49153 and 65535.

The range of 49153 to 65535 is a commonly used range for dynamic or private ports 
on most platforms, including Linux and Windows. Ibis range is used to avoid 
conflicts with well-known ports, which are ports numbered from J to 1023 and are 
typically reserved for system or privileged services.

However, it is important to note that the specific range used for dynamic or private 
ports can vary depending on the platform. Some platforms might use different 
ranges; for example, Windows uses the range 49152 to 65535 as dynamic ports.

Additionally, some platforms might have different policies for allocating ports; for 
example, some Linux distributions use the range 32768 to 61000.

It is also important to note that the range of 49153 and 65535 i-s a default range for 
Docker, but you can configure it to use a different range if needed by editing the /usr/ 
lib/systemd/system/doeker.service file and adding the options —userland-prcixy- 
path and --userland-proxy-bind-address to the ExecStart directive.

Also, i t is worth mentioning that the range of 49153 to 65535 is just a conven lion; any 
range can be used as long as it is not in conflict with the well-known ports or in use 
by another service.
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Let us tr\ to access Nginx now from the host and see if we are successful:
curl -X GET http://localliost: 55000

Note how we have to use port 55000 (ard not port SO) in the preceding URL since 
Docker mapped container port 80 to host port 55000.

This lime you should be successful, and the HTML of (he Nginx welcome page 
should be returned. You can also test this with your browser. Open a new browser 
tab and navigate to the URL http: //localhost: 55000, and you should see this:

(0> bcalhost:55QM Tfc

Welcome to nginx!
If you see this page, the nginx web server Is successfully Instated and 
wording. Further configuration is required-

For online documentation and support please refer to nginx.erg.
Commercial suoport is available at nginx.com

Thank you hr using nginx.

Figure ti.'lfi: Welcome puge of Nginx slaiwn in Ute browser

Explicitly mapping ports
So far, we have let Docker decide how lo map a container port to a free host port. 
At times we want to have more control over this process and map a container port 
to a fixed host port. The Docker CL1 is flexible enough to allow us to do so. Instead 
of using -P as we did before, we will use the lowercase p, that is -p (or - -port), to 
explicitly map a port. If we want to map container port 80 used by Nginx inside the 
container to host port 3000, then the Docker run command has to look like this: 
docker container run --detach --name nginx3 -p 3000:80 nginx:alpine

If we ther execute the port command, we will see this:
gabriel®Solaris ~ % docker container port nginx3 
R0/tcp -> 0,0.0,0-3000 
80/tcp -> :::3000

Figure 6.17: Expltct! inapping ojn conlnincr port h, a fast port

And now, we can test the mapping with this curl command:
curl http:localhost:3600

and we should receive the IITML of the Nginx welcome page as tip answer.

http://localhost:55000
inx.com
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This lime you should be successful, and the HTML of (he Nginx welcome page 
should be returned. You can also test this with your browser. Open a new browser 
tab and navigate to the URL http: //localhost: 55000, and you should see this:

(0> bcalhost:55QM Tfc

Welcome to nginx!
If you see this page, the nginx web server Is successfully Instated and 
wording. Further configuration is required-

For online documentation and support please refer to nginx.erg.
Commercial suoport is available at nginx.com

Thank you hr using nginx.

Figure ti.'lfi: Welcome puge of Nginx slaiwn in Ute browser

Explicitly mapping ports
So far, we have let Docker decide how lo map a container port to a free host port. 
At times we want to have more control over this process and map a container port 
to a fixed host port. The Docker CL1 is flexible enough to allow us to do so. Instead 
of using -P as we did before, we will use the lowercase p, that is -p (or - -port), to 
explicitly map a port. If we want to map container port 80 used by Nginx inside the 
container to host port 3000, then the Docker run command has to look like this: 
docker container run --detach --name nginx3 -p 3000:80 nginx:alpine
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gabriel®Solaris ~ % docker container port nginx3 
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Figure 6.17: Expltct! inapping ojn conlnincr port h, a fast port

And now, we can test the mapping with this curl command:
curl http:localhost:3600

and we should receive the IITML of the Nginx welcome page as tip answer.

http://localhost:55000
inx.com
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Creating and running a containerized REST API
Let us now build our own little REST API and containerize it. For this, we will use 
.NE'E

1. Make sure you have .NET installed on your local computer:
a. On your Mac, use the following command to install the latest .NTT 

version: 
brew install -task dotnet-sdk

b. Alternatively, on your Windows 10 or 11 computer, use Chocolatey 
to install the .NET SDK version 5.0.x with the following:
choco install dotnet-5.0-sdk

c. Once the .NET SDK has been successfully installed on either system, 
double-check it with
■dot.net -version

which in our case results in an output of:
5.0.302

2. Create a new folder for the source code and navigate to it:
mkdir -p src/chee/ordering && cd src/ch06/ordering

3. Use the .NET command line tool to create the skeleton for a new WEB API 
as follows:
dotnet new we bap:, -o ordering

4. Run the application with: 
dotnet run
Jn a new browser tab, navigate to the following LRL: 
https://localhust:5001/weatheiforecast 
you should see something like this:

• • • co < •S? http■■ j'jloc a thrift?: fi (10 IJwMt h^rl n reran? ± + io
| * JaLe" i "202l-09> :11i23. 622SJfl-Q2 t-JO ' j " t tamper a Lured1 . 'Jt t " tempera Lurcr' : 1 iummory1 i 'Freezing'
{ ’da I.a a r2321—0?—2071 fid 4 I s 23 . R2372 a+(l2 t D J r , *' I.A^ifiras.LlFAC" s-H( 1 V.AmpAHflMlfflF1 ''in:nuTia i'y " i T.hi 1 ly ” }-,
f'stele ;,,232l-0?-2lTl6s1li23.823iS7+o2i 0J’,"tensoera.urec''i■t8,,,le’»ei-a'.ui.-ep”; 114, 'f-ssmarv' 'HllsT'l, 
{'dale s''2121-0 7-22I14HL; 23.82315+112; CO",'Ler..peraturK’:3, 'lenperaurer1'r5T, 'suaoary' :"sc«rchte>g'}-, 
{ 'dale ;''2021-C7-23T16.11:2 3.82375+82; fl O' , ' Len.peratureZ': 3+, " LensperalureF" : 182. "BLmmarv" : 'Chilly”! ]

Figure 6.18: Calliitg the leentke;- forecast endpoint

%25e2%2596%25a0dot.net
https://localhust:5001/weatherfurecast
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| । * JaLe " i "2021-0?- 2 411 22.6229 J fl — 02 l-JO ’ j " t canpcr a LurcC " . 311 “ tempera Luircr' : f 1 iitimma uy1 1 ‘Freezing ’
{’ds i.ft 1''2321 —0?—2<|71 4 1 s 33. 82322 fl+(i21 DJr, ” urnpArAUirfrC" a-14, "t,A.nipAFAI.nrftFr ;7, ''fli:mm aty" i pchi 1 ly" H
f'date' :"2021-0.,-2Lli6:'iLs23.823?S.,*o2:  W,"le.ioera.urec": is.'leroera.ciie/: i-atmarv' i 'Hild“l, 
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ngure 6.18: CnHrir^ the leentke;- forecast endpoint

https://localhust:5001/weatherfurecast


168 ■ Docker: Up und Rumting

5. Open the ordering folder in Visual Studio Code with 
cade ordering/

you should see something like this:
• ■ crrtfiring

|-Q EXPLORER ■

v ORDERING

> .vscoce 

> bin 
Controllers 

% 
WedtfierForeeastControlier.es

> obj 
, ■ > Properties

<1 appsettings.Develooment.jsoii

,i.i <> appsottings.json
H~i - . . .

crdenng.csproi

C- program os
C® C StHrtyp.es

C' WeatherForecB5t.cs

Figure 6.19: T/'e tkelefrir REST AIT i.it VS Cotte

6. Ta the root of the project, add a new file called Dockerfile and add this 
content:

Dockerfile x

4k Docketfila > ...
1 FROM mcr.microscf t. com/nutnct/,<.k:5.0 AS builder
2 WORKDIR /app 
? copy . .
4 RUN liolnel builc -c Reluase -<i uulpuL 
c

6 FROM aotnet^asp^et: 5.0 mcr.microEctt.com/
7 copy "from=DuiWer /app/out.:ut /app
fi CMP ("botnet", "/app/nrrieri ng.dll"] 
c- I

Ugtrre 6.20.- MiiAi-t/age Docterfile let a DtKker imageihe RFS7’ API

This will be our manifest to build a custom Docker image. Tn Line 1, we use the .NTT 
SDK image version 5 as our builder stage. Ir. Line 3, vve copy all source files into the 
/app folder in the container, ready to be used for compiling by the SDK. In line 4 of 
the Dockerfile, you see the command used to build a release version of the- service 
into the target folder output. In Line b, we declare that we want to use theASP.NET 
runtime image for the final stage, which wiE then be our custom image. In Line 7, 
we copy the build results from the builder stage into ou r final stage, and in line 8, we 
define the start command to use when running a container from this image.

WeatherForecastCorrtroller.es
Stertvp.es
WeatherForecast.es
mcr.microscft.com/
the.NET
theASP.NET
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the.NET
theASP.NET
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7. Build the Docker image wi th the following: 

docker image build -t ordering .

This will build aSi image called ordering with tag 1 atest.

8. Run a container from that image with the following: 
docker container run --rm -p 5006:88 ordering 

you should sec thh in the output:
qabriel^Sotans ch06 % docker container run rn p 5800:80 ordenrq 
info: Microsoft.Hosting.Lifetime[0]

Now listening on: http://[::]:88
info: Microsoft.Hosting.Lifei.imet®]

Application started. Press Ctrl+C to stut dowr.
info: Microsoft,Hosting.Lifetime!-®]

Hosting environment: Production
.nfo: Microscft.Hosting.Lifetime[®]

content root path. /

figure 6'.?I: Running the REST API in a cmrtniwr

As you can see in the preceding output, the service is listening at port 
8(1 (indicated by the http://[::]: 80}. Hut this is the port used by the 
application inside flic container. In our Docker run the preceding command, 
we map this container port 80 to the host port 5000 using the parameter -p 
5000:80.

9. Open a new browser tab and navigate to  
weatherforecast

http://Iccalh^st:5000/

You should get the same kind of output as in preceding Point 5.

Now that we have a good overview' of what the bridge network is and what its 
capabilities are let us concentrate on the remaining network types.

Discussing the none and host networks
Other than the bridge network Docker provides two more implementations of the 
C.NM that can come in handy for very specific use cases, lhe implementations 
packaged with Docker are lhe host and lhe none network. Let us start with lhe 
former.

The host network
There arc occasions where we want to run a container in the network namespace of 
the host. This can be nccessarv when we need to run some software in a container 
that is used to analyze or debug the host networks' traffic.

http://%255b::J:80
http://%255b
http://localhost:5000/
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But please keep in mind tljat this is a dangerous thing and should only be used in 
a very limited way. There is no good reason why business software that runs -n a 
container should ever have access to the host's network stack. It has to be limited to 
special purposes.

As always, let us demonstrate how we can run a container with access to the host's 
network namespace and discuss what this means:

1. Open a new terminal window

2. Run an Alpine container named my-tool interactively and attach it to the 
host network using the following command:

docker container run -it \
--name my-tool \
--network host \
alpine:latest sh

3 Analyze the network namespace from within the container using our beloved 
ip tool:
ip addr show ett>0

and notice the output such as the following:
/ it ip add I- show eth0
2: et'10; BROADCAST,MULTICAST,UP,L0WER..JP-> mtu 1500 qd ii-e pfifo_fust state IP qLen IMS 

lirk/ether 02:50:00:00:00:01 brd ff:ff:ff:ff:ff:ff
inct 192.168.65.6/24 brd 192.168.65.255 scope global dyna-r.c noprefixroutc r?th0

valid_lft 349*>ser  preferred_lft 2055$ec
inetfc fe80':50-ff:f?00:l/64 scope link

valid_lft forever preforred_lft forever■____________________
Figure 6.22; Network setting from within the container when the host network

We can see the MacAddress and the IP address 192.168.65.6 that have 
been assigned to ths endpoint, and they correspond to the ones of the host

4. We can also analyze the routing that has been defined for the container with 
ip route

and we see something like the following:
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/ # ip route
default via 192.168.65.1 dev ett>3 src 192.168.65.6 metric 208
127.0.0.0/8 dev io scope hose
172.17.0.0/16 dev docko-B scope link src 172.17.0.1
172 27.0.6/16 dev br 8olee9cl6bcb scope link src 172.27.0.1
192.168.65.0/24 dev ethfi scope link src 192.168.65.6 metric 202
192.168.65.5 dev sci’viccsl scop; link src 192.168.65.4

twin? 6.23: Sfakitity tnsnif a container attiiched to the tat netivork

We can see that any traffic is routed inside the container the same way as 
on the hostz which is expected since the container uses the same network 
namespace as the host.

Before we continue, it should be pointed out once again that it is dangerous to use 
the host network, and it should never be used for line of business applications.

The none network
Sometimes one wants to run a job inside a container that has absolutely no other 
dependencies and does not need any network. access at all. Tn such situations, it 
is best practice to attach this container to the null network. J his way, all processes 
running inside the container are perfectly shielded from external access. Let us 
proceed with an example:

\ To run a container such as an Alpine container attached to this network, 
execute the following command:
docker container run -it \

--name test \
--network none \ 
alpine:latest sh

7 From wifhing the shirted container, try to use the ip tool we already know 
from earlier experiments and run the following command:
ip addr show ethG

The resulting output*  should be the following: 
ip: can't find device 'ethC'

confirming that, indeed, there is no network available in this container.

3. Exit the container with CTRL-d. The container should still remain in memory, 
though in statu*  exited.
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4. Inspect the container's network settings w ith this command:
docker container inspect test

And you should see something similar to this:

"Networks'': { 
'none1': {

"LPAh4Corfign: null.
'Links"; null, 
Aliases": null,

' NftworklD": "gS085f15997480f5hn?n599e?aarj9i
1 EnctomrtlD" t
Gateway":

1 IPAddress":
'IPProfixLcn": 0,
' IPviiGateway"; "",
'G1oaalIPv6Address": ,
'GloaaLIPvGPrcfixLcn": 0,
' ’AicAdd-ess" : ,
DriverOpts"; null

1
}

Figure 6.24: Tff.spcdnig network sellings of a container attached Io aom neluwrk

In the preceding image, we see the network settings part of the overall output of 
the container inspect command. And the container is indeed attached to the none 
network. Consequently, it has no MacAddress and no IP address defined.

5 Clean up your environment with the following command:
docker container rm -f $(docker container Is -aq)
docker network prune -f

What do the preceding commands exactly do? If you cannot decipher them, 
please use online help or Google for it.

With this, we have reached the end of this chapter about Docker container networking.

Conclusion
Tn this chapter, we have been introduced to the Docker container network model 
(CNM). A CTsiM describes how a software-defined network (SDN) connecting 
multiple Docker containers has to look like and what requirements it has to fulfil. 
Wc then discussed the three implementations of the CXM in detail that arc pad 
of the default installation of Docker on our machines. We put a lot of emphasis on 
describing thebridge network, which is used to connect multiple containers running 
on a single Docker host and shielding them from the outside world.
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Questions
lb assess your learning progress, please try to answer the following questions:

1, Name the three main elements described or named in Docker's container 
network model (CNM).

2. What is the primary reason to use networks with containers?

3. Which three typos of networks arc supported out of the box by Docker?

4 What is an important difference between, the default bridge network on a 
Docker host and an explicitly created instance of the bridge network?

5. What can you do to provide the outside world access to a Web application 
running in a container and listening on container port 30(10?

6 How can 1 run a service in a container such that the service has full access to 
the network stack of the host machine?

Answers
Here is the list of correct answers:

1, The CNM describes or names the network sandbox, the networks and the 
endpoints as fundamental constituent elements of the model.

2. Wrhen attaching containers to networks, they are able to communicate with 
each other. Containers are otherwise perfectly shielded from the outside 
world. Tn that sense, networks present a perfect firewall shielding the 
processes or applications running inside containers from external access.

3. The three network d rivers that come out of the box with Docker are the null 
network, the host network, and the bridge network.

4 The default instance of the bridge network does not support name resolution, 
1'hat 'S, containers attached to this network cannot use DNS to localize each 
other. An instance of type bridge explicitly created, on the other hand, does 
support DNS name resolution.

5. In the docker container run command, we can use the --port (or short 
-p) parameter to map container port 3000 to any free host port such as, e.g., 
port 8080:

docker container run \
--detach \
--port 8680:3008 \
docker+orjobseekers/web:led
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6. If a service tlkat is running inside a container needs access to the host's 
network stack, then one should attach this container to the host network:
docker container run --network host ...

Note that this technique i« dangerous and should only be used in highly- 
controlled circumstances.

Mastering job interview question
In thi« section, we will be presenting tips on how to answer possible job interview 
questions related to container networking. Questions asked during a good job 
interview are often open-ended to give the candidate an opportunity to show their 
knowledge and make them talk. This is in contrast to multiple choice questions that 
you are often presented with during exams.

So, you finally got a chance for an onsite interview for a job as a DevOps engineer. 
The job is offered by a company that is just starting to work with containers and is 
planning to host all their software services in the cloud. During the interview, you 
are confronted with the following questions-

1. We have heard that when working with containers, one can use so called 
software-defined networks (SDNs)? Can you tell us a bit more about wheat 
those SDNs are and how they relate to containers?

2. Docker has defined the Container Networking Model (CNM). What is this 
definition good for, and what are the key elements of that model?

3. Our developers often run multiple containers on their machines 
simultaneously, brom the documentation, we know that those containers 
are automatically attached, to the (default) bridge network. Jeclmically 
these containers or more precisely, the applications running inside the 
containers—should now be able to communicate with each other, right? In 
reality, we find that this is not the case. What arc we doing wrong?

4. We want to run a special service in a container. This service should intercept 
and analyze the network traffic happening on the host. Is that even possible? 
And if yes, how could we do such a thing? Arc there any considerations to 
be taker into account if doing so?

5 We have heard that the containers of a distributed application should be 
attached to different networks. Why should we not just use a single network 
and attach all containers to it?
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Sample answers to the job interview 
questions
Here are potential answers to the job interview questions;

1. SDNs are instances of a network driver installed with Docker on a Docker 
host. There are different types of network types, also called network drivers. 
Each of those network drivers has to follow the rules of the Docker Container 
Network Model (CNM). SDNs are like firewalls protecting containers from 
external access yet allowing services running inside containers that are 
attached to the same network to communicate with each other.

2. The CNM defines three key elements:
a. The network sandbox: This shields the processes running inside 

a container from being accessed by any external party, it is like a 
firewall protecting the container and its content

b. The network: The network corresponds to the lane or route through 
which communication can flow.

c. The endpoint: Endpoints are like controlled gateways from a 
container to a network. A container cam be attached to one or many 
networks through endpoints.

3. The default bridge network on a Docker host does not support DNS name 
resolution. I’hus, applications in different containers running on tills network 
cannot freely communicate. One can mitigate that by explicitly creating a 
bridge network and attach rig the containers to it.

4. Yes, it is indeed poss ble to provide containerized service access to the hosts 
network stack; for this, one has to attach the container to the so-cabed itosi 
network that is defined by default on a Docker host. The problem with this 
is that it is a double edge sword. This technique should only be used in very 
controlled environments since if the service is hacked, the hacker gets access 
to the network stack of the host, which can do a lot of harm.

5. Software defined networks arc cheap to create, and each additional network 
provides another layer of security to the application. If we take the sample 
of a simple Web application consisting of a frontend part (Wrt), a business 
serv ice (cal led tmier-wruice) and a d atabase, then one coli Id have two networks 
called front and hack where the Welb and the order-service are attached to the 
frond network. The database and the order-service are attached to the hack. 
network. l‘hus, the Web service is not able to communicate with the database 
service, and only the middle tier orctei -setvice .can bridge the traffic between 
the two networks. Thus, if the /Vcfe gets hacked, the malicious, code has no 
way to access the database service.
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Chapter 7
Managing Complex 

Apps with Docker 
Compose

Introduction
Tn the previous chapter, we introduced the Docker container network model 
and we discussed the default implementations of this model coming included with 
Docker Desktop. Vve specifically concentrated or. the bridge network driver, which 
can be used tor single-host networking. We also briefly discussed drivers that can 
span multiple nodes in a cluster of Docker hosts.

In this chapter, we introduce the concept of an application consisting of multiple 
services, each running in a container, and how Docker Compose allows us to easily 
build, run, and scale such an application using a declarative approach. Tools used 
in this chapter are Docker Desktop, tine terminal and VS Code to author the various 
.servicesand the Docker Compose file.

Structure
In this chapter, we will discuss the following topics:

• Explaining the Docker-compose syntax
• Authoring your own Docker-coni pose file
• Building and running all or individual services
• Discussing advanced usages of Docker compose
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Objective
After finishing this chapter, you will learn the structure of a Docker ’Compose file 
for an interested layperson. You will be able to write your own Docker-coinpose file 
for a multi-container application and build, run, and scale services using Docker 
compose

Let us right dive into the topics and start by explaining the syntax used in a Docket- 
com pose file.

Explaining the Docker-compose syntax
In this section, we will get to know the syntax used for Docker compose files. A 
compose file can go from being veiy simple to pretty complex and powerful. We can 
use compose files to orchestrate single services to many services. Docker compose 
files are written in a declarative way. What does that mean?

Imperative versus declarative syntax
Before we dive into the innards of the Docker compose syntax, we need to clarify 
what imperative and what declarative syntax actually means. A Docker compose 
file, as we will see, is written using the latter, which is declarative syntax.

When we are writing a typical application, say in one of the popular languages such 
as Python, Java, Go, or C#, then we usually use the imperative style of coding. That 
is, we write a bunch of code where we tell the runtime step-by-step what we expect 
it lo do. We use commands, condilional statements or loops Lo determine the. exact 
sequence of what has to happen and how it litis to happen. We are totally in control 
of tire path of execution of the application, and that is good.

Sometimes we do not want to specify in detail how a certain task shall be done, but 
we are only ■'interested in the outcome. We delegate the decision on how to achieve 
a desired outcome to the algorithm or service at hand, such as a database. There we 
use SQL to formulate die desired outcome and then hand this SQL statement over to 
tine database to execute in a wav that is optimized for the problem we state. We do 
not teli the database how to calculate the resulting output but only tell it what we 
want to see. The database then uses some sophisticated algorithms to come up with 
a good solution.

Si mi la rly, we can write a Docker compose file in declarative syntax and let the Docker 
engine figure out the details of how to achieve what we have declared that we want 
namely, running a bunch of containers that each contain a service that is pint of an 
overall application. We do not have to specify in detail how Docker shall achieve this 
goal, and we j usl declare what services or containers we want it Lo rur. and how they
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are related to each other. We also may specify some configuration values to be used 
in the process of creatingand running those containers

Using a declarative approach is ver}7 important when dealing with containerized 
applications. Docker compose is just one example where this style is used. The other 
place where it is used and which you know very well by now is when authoring a 
Dockerfile. The syntax there is also declarative. InChiipter 10, Oi'c/te^tJ'frtitig CoitOihiers, 
we will see that when working witli a Kubcmetes cluster or a Docker swarm, we 
also use a declarative syntax.

Now. we arc ready to discuss the syntax oi a simple yet concrete sample Docker 
compose file.

Inspecting a simple Docker compose file
A Docker compose file is just a simple text document similar to what we have learned 
with the Dockeiiile. The difference here, compared to Dockerfiles, is that in a Docker 
compose file, we use the YAML syntax.

Please have a look at the rollowing sample compose file:

cocker-compose.yml x

docker > kk docker-compose.yml
1 version; '2'
2 services:
3 web:
4 image: my-web:1.0

ports;
6 - 3000:80
7 environment: 

connectlon_string: postgresql://demo-user:Top-Secret@database:S432/demo-db
6 database:

10 image: postgres:alpine
11 environment:
12 POSTGRES_PASSWORD: Top-Secret
13 POSTGRES_USER; rjeuio-user
14 POSTGRES_DATABASE: demo-db

figure 7.1 r \ouple DnAcyr cniopfise fie.

By default, a Docker compose file is called docker-compose.yml. Dut you are free 
to name the file differently, . he advantage of using the default name is that you do 
not b;aw? to specify the file name when using the Docker compose tool. Let us now 
analyze the preceding file in detail:

• In Line 1, we have to declare lhe version of the Docker compose syntax 
we want to use. There are currently two major versions supported, 2.x and
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3.x. The former is used whenever working on a single node, such as in 
development when using Docker Deskfop or on a build server in a CT/( D 
pipeline. Version 3.x, on the other hand, is used when working with clusters, 
as we will see in Chapter 10. Orchestrating Containers.

• > In l.nc 2, the services keyword declares that now what follows in this 
section is the list of services making up the application.

• In Lines 3 and 9, we have (he names of two services, Web and database. 
These two services make up our sample application, ihc two names arc 
indented to comply with the requirements of the YAML standard. Please be 
careful with the indentations; if you get th s wrong, then you will get errors 
when using the Docker compose file later on.

• Each service needs information on which Docker image to use. In Line 4, we 
have the keyword image: followed by the name of the image to use. In our 
case, we use an image called my-web: 1.0 for the Web service

In Line 10, vvesee that thedatabase serviceuses theimagepostgresralpine.

• Now to Lines 5 and 6: The keyword ports: starts a section where we can 
declare which container ports we want to expose to the host computer. It 
is the equivalent of using the -p parameter in lire docker container run 
command. lr. this example, wo open container port 3000 and map it to host 
port 80.

It is possible to map more than just one port. Just add another line starting 
with a hyphen in the ports section.

Note that for the database service, we do not need to map a port, and thus, 
there is no ports section defined for this service.

• In Line 7, we have the section environment:. It allows u$ to define 
environment variables ar.d their respective values for the my-web service. 
In this particular case, we only define a single variable called connection_ 
string and assign it a value.

In Lines 11-14, we do the same for lhe database service. This lime we have 
three environment variables we define.

Defining an environment variable like this is the equivalent of using the - e 
parameter in the docker container run command.

The preceding snippet represents a complete and valid Docker compose file. It can 
be used to manage an application consisting of a Web service and a database easily 
and decoratively. To start lhe application as an example, we can simply execute the 
following command from within the folder in which the docker-corrpose.yml file 
is located:
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docker compose up

And Docker will locate the compose file and parse it. It will then start the two services 
by inspecting which image they use and running a container from each o£ those 
images, and configuring them according to the definitions we have also added to 
the compose file. F urthermore, Docker compose automatically creates a new bridge 
network for our application and attaches the two services to it. We do not have to 
Specify how this shall happen; we are only declaring what we want as an end result.

Using build instructions
Docker compose tiles cannot only be used to orchestrate services using already built 
Docker images; no, we can also add instructions to the file on how to build a Docker 
image first from the source.

Tn its simplest form, the build command consists of just one line, such as the following: 
build: web

This assumes that the docker-coirpose. yml file containing the preceding statement 
is sitting in a folder, which has a subfolder web, which, in turn, contains a Dockerfile.

If we want to use a different context for the Docker compose tool or use a Dockerfile 
that has a different name, then we can use the slightly more detailed syntax like in 
the following example:
build:

context; web
□ockerfile: docker/Dockerfile-dev

This snippet would instruct the tool to use the subfolder web as the execution context 
for the Docker build command and use a file called Dockerfile-dev as the manifest 
to build the image. Note that the Dockerfile is expected lobe in the subfolder docker 
of the web folder.

Next, we will discuss how one can define what networks to use in a Docker compose 
application.

Using networks
By default, Docker compose automatically creates a new bridge network called 
the same as the folder inside which the docker-compose .yml file is located with 
a postfix default. Thus, if the compose file is locateo in a folder my-app then the 
name of the network will be my-app_default. Docker compose then attaches all 
containers of the application to this network.
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At times we want to define our own network or even define and use multiple 
networks to which some of the services are attached to. For this, vveneed to introduce 
a new section in the compose file called networks. This section is a top-level section 
similar to the services or the version section. lake this as an example:

1
2
3
4
5 
C
7
6
9

10
11
12
13
14

IS
16
17

18
19

version: *2

• In Lines 5 and 6, we define that we want the Web service to use and attached 
to the front-network.

• In Lines 9—11, we declare that we want the API service to use and attached to 
the front-network as well as to the back-network.

• Finally, in lanes 14 and 15, we instruct Docker compose to attach the database 
service to the back-network.

services: 
web:

image: my-web:1.0 
networks:

- frani-net.work 
api:

image: my-api:1.9 
networks:

- front-network
- back-network 

database:
image: pnctgrpq'alnine 
networks:

- back-network

networks:
fronl-nelwc rk: 
beck-network:

Figure 7.2: Custom rtftiiwfe in ci Dicker Mi/ipcwfiie

Le t us analyze this compose tile a bit:

• In Line 17, we define this network section under which we can define the list 
of networks we want to use.

• In Lines 18 and 1?, we create two custom networks called front-network 
and back-network, respectively. Since we do not define any other 
parameters there, Docker compose automatically creates these networks as 
bridge networks.
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At times we want to define our own network or even define and use multiple 
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1
2
3'
4
5
6
7
8
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14
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version: '2
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Figure 7.2: Custom rtftuwfa; in ci Dicker Mi/ipcwfiie

Let us analyze this compose file a bit:

• In Line 17 we define this network section under which we can define the list 
of networks we want to use.

• In Lines 18 and 1?, we create two custom networks called front-network 
and back-network, respectively. Since we do not define any other 
parameters there, Docker compose automatically creates these networks as 
bridge networks.

• In Lines 5 and 6, we define that we want the Web service to use and attached 
to the front-network.

• In Lines 9—11, we declare that we want the API service to use and attached to 
the front-network as well as to the back-network.

• Finally, in lanes 14 and 15, we instruct Docker compose to attach the database 
service to the back-network.
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As you can sec, we can define between 0 and many custom networks in a compose 
file, and we ran assign each service to one or several of those networks Tr is a popular 
best practice to use more than one network to run a multi-service application on. 
Networks serve as firewalls and thus increase the security of the application as a 
whole. For example, in the preceding configuration, the web service cannot access 
the database service directly since the two services sit on different networks. On 
the other hand, the api service is sitting i n between and is attached to both networks 
and can communicate with the web ard with the database service.

Authoring your own Docker-compose file
Now that yon have a good grasp of the syntax of a Docker compose file, it is time that 
you try to author one yourself To make this an interesting exercise, we want to first 
create a sample application that consists of a Web service containing the frontend 
code, an API service containing some backend code and. a database that will store 
the data produced and managed by the application. Let us right dig in.

Preparing a multi-service application
Tn this section, we will create the application that we will use to demonstrate the 
capabilities of Docker compose. It shall be an application consisting of a Web 
firontend built using Node Express, a RESTful API built using Java and the Spring 
Boot framework, and finally, a FostgreSQL database used to manage the data 
produced and consumed by the applications.

The API service in Java
Let us start with the API service:

1 Open a new terminal window and navigate to the ~/$rc folder whore we 
have all our source code.

2 . Create a folder ch07/derro-app in your ~/src folder and navigate to it:
n’kdir*  -tp ch07/demo-app && cn07/demo-app
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3 Open a new browser window and navigate to https://stai‘Lspi‘ing.io. Fill in 
the options as to Hows:

i fliart.aprfnalo

** ”1.1 ,r»l I G .ilciotj -Jtrsi • - '««« .»i I S'JITIJ

= © spring in itializr

Dependencies ADC... ft+ 6

Spring Boot
# 7 SOiSK’A^rHO")

O 2-3.4 3NAT*$HCTj
o 2.4 10 (SNAF3HCT)

Project Metadata

Gmua

Artifact

Name

■3nrri#«^rrpfe

CeYiD Spp:

OC-OQ gpp

Spring Web

Bdlri v.-«b innk-ding <ESTfU, appications using 
Spring NVC loses Ap&:hB Tarest rs the deftu i 

erLedc^d cw, airier.

Spring Data jpa

15er_-ijL data in SQL steres with .aw PtasislEf*ce  API 
utif’O iwir.i Data arid f bertidie.

PostgrcSQL Driver E3
A JL'BC arc ,t2L'B2 drv?r fiat = lows Jav? 
p-egrarrs to correct to a PostcreSQL database 
u'Jr'.g oyneurd tw.iJbasu indupcnUfnl Jcvu cixic

fi +• o

Q
* GENERATE EXPLORE CTRL - SPACE SHARE...

Figure 7.3: Spfirt^ boot initializer

a. Project; Maven

b. Language: Java

c. Spring Boot: 2.5.3 (leave the selected default)

d. Metadata: leave the defaults, except name the artifact demo-api- 
java (instead of demo)

e. Dependencies: click ADD and then search for the Spring Web, the 
Spring Data JPA and the Postg’eSQL Driver components and add them 
to the project

4. In the dialog box, click GENERATE. A file demo-api-java.zip containing a 
skeleton Java Spring Boot application will be generated and downloaded to 
your computer.

5. Extract the content of this zip file to a subfolder called api-java of the 
demo-app folder wc created earlier.

https://stai%25e2%2580%2598Lspi%25e2%2580%2598ing.io
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6. From within the? demo-app folder, open Visual Studio code with:

code.

7. Explore the content of the Spring Boot app. You should see a structure similar 
to this:

Figure. 7.4: API smtviiv coifsisfing of-a java Spring Boot ttppliciiiiim

1 « u DAHEiAs.iAk'A^sfftKsi'ianjarja - r.ATa ana i

c EXPLORER *'• DuTfaApiJavaAppticaHon /ava X [> v JI

DEMO-APP [t L+ U ap-java > sre .■ main jgva > com example > demnapp > QemnArwJavaApplieatfan.iava > (j corn.exampiBj□ v aoi-jc,'«a 1 □ackjge con. «k Jir.pl«. demo a p?-;

> .mvn
imjwi rt nrg.^pri rgf rrmrweirk. hr nt. Spri nqApp’ ir.it ’nn;

v fife
4 impfl n org.s&rtr^f rartfwark. hcot.autocc-nfifure.Spr- rgBoatAiol teat ion;

v main 5
K. 6 espf tngBocicMol icat ion

ST' 3emnApi Jarua Applir.aSinn.ja va 7 jublu class :ar*AplJavaApnl  lest ion {
Icr t Xxj

J U-Mjuice-s
6 IL' r - r. «old Mi'l'lr Iiqll »rjs) 4

> (Mt 9 spri-i.jAci>t cal la'i.rurlOHxnAp lavdfppi a nn.clasi. arjs);
> tar-gut 30 1

mvnn1 1! >

fi mvno'.cmd 32

* pom.xml

> OUTLINE

> JAVA PROJECTS

VS LI A l Ln 1, toll rat sue: 4 uif-g Li JaiuSE-11 ■- Cl

We can identify all files that are needed for a typical Java Spring Boot 
application using Maven as a Efecycle tool.

8. Try to debug the preceding application as follows:

a. Put a breakpoint on Line 10.

b. Click the Debug link right preceding the main method of the 
DemoApiJavaApplication class.

c. Notice how the application is started and the execution stops at the 
breakpoint.

d. Press t5 to continue tire execution of the application. Notice how 
the application is running. Of course, we have not defined any 
meaningful logic yet; thus, the application ends immediately.

e Observe the output produced into the terminal wmdow of VS Code.

9. When done experimenting, stop the application.

10. We now want to create a simple API that accepts some rest calls to store, 
update and retrieve order entries from a PostgreSQL database. For this, we 
need to add a few Java classes, an order class, an order status enumeration, a 
repository to access the database and a REST controller.
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We can identify all files that are needed for a typical Java Spring Boot 
application using Maven as a Efecycle tool.

8. Try to debug the preceding application as follows:

a. Put a breakpoint on Line 10.

b. Click the Debug link right preceding the main method of the 
DemoApiJavaApplication class.

c. Notice how the application is started and the execution stops at the 
breakpoint.

d. Press t5 to continue tire execution of the application. Notice how 
the application is running. Of course, we have not defined any 
meaningful logic yet; thus, the application ends immediately.

e Observe the output produced into the terminal wmdow of VS Code.

9. When done experimenting, stop the application.

10. We now want to create a simple API that accepts some rest calls to store, 
update and retrieve order entries from a PostgreSQL database. For this, we 
need to add a few Java classes, an order class, an order status enumeration, a 
repository to access the database and a REST controller.
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11, First l<it us create an Order  class that we will use to store and retrieve orders 
from the database. Add a new file called Orden. java as a sibling to the 
application class and add. this content to it:

*

package com.example.cemcapp;
import java.time. LocslDate;
import javax.persistence.Column;
import javax.persistence.Entity;
import javax.persistence.GeneratedValue;
import javax.persistence.Id;
import javax.persistence.Table;

^Entity
@Tablp(name = "orders")
class Order {

@Id

^GeneratedValue
private Long id;
@Column(name - 'order cate '? nullable = false)

pnvate LocalDate orderDate;
@Column(nama » 'status", nullable = false)
private Orderstatus status;

Order() {}

public Order(LocalDate crderDate, OrdorStatus status) {
this.orderDate = crderDate;

this.status = status;
}

public Long getidf) {
return this.id;

}

public LocalDate get Order Da t&£.) {
return this.orderDate;

}
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11. First, let u$ create an Order class that we will use to store and retrieve orders 
h'om the database. Add a new file called Orden. java as a sibling to the 
application class and add. this content to it:

package com.example.dernoapp;
import java.time. LocalDate;
import javax.persistence.Columnj
import javax.persistence.Entity;
import javax.persistence.GeneratedValue;
import javax.persistence.Id;
import javax.persistence.Table;

@Entity
@Table(name = "order®")
class Order {

@Id
^GeneratedValue
private Long id;
@Cclumn(name - "order_Cate"j, nullable - false;
p’jvate LocalDate ordei'Date;
@Column(nama « 'status", nullable = false)
private Orderstatus status;

Order() {}

public Order(LocalDate crderDate, GrdorStatus status) {
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}

public Long getidf) {
return this.id;

}

public LocalDate gc-tOrc‘e^Date() {
return this.ordcrDate:

}
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public OrderStatus getStatus() { 
return this.status;

}

public void setId(Long id) { 
this.id = id;

}

public void setOrd?rDate(LccalDate o^derDate) { 
this.orderDate = crde^Datc;

}

public void setStatus(OrderStatus status) { 
this.status - status;

}

(^Override
public String toStringQ {

return "order{" + "■,id=" + this, id + ", orderDate=' ” + this. 
orderDate + + ' > status='" + this.status + '

}
}

12. For the preceding class, we also need to define the OrderStatus enuni. 
Thus, add another file next to the Order class called OrderStatus.java 
and give it this conten t:

OrderStatus. java X

api-java > src > main > java > com > exampl
1 package com.example.demoapp;
2
3 public enuni OrderStatus {
4 DRAFT,
5 APPROVED,
6 FULFILLED
7 }

Figure 7.5; Ord er Stilus fava enuin
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13. Then, we need to define a repository. Add a new file next to the order class 
and call it OrderRepository. java. Add the following content to it We are 
simply inheriting from the JpaRepository base interface, which does the 
heavy lilting for us:

€ OrderRepository.java x

api-java > src > main > java > cam > example > demoapp > OrderRepository.java >
1 package com.example.demoapp;
2
3 import org.springframework.data.jpa.repository.JpaRepository;
4
5 interface OrderRepository extends JpaRepositorycOrder, Longa- ■{
6 fl

Figure 7.6: UrderKt'posiiiny }ava class

14. Finally, let us add a controller and define an endpoint. Next to the file 
DemoApiJavaApplication.java create a file called OrdersController. 
java and add the following content:

QrderCan:ml!er..java X

a»i-java > src <,main > jsva > com > example > demoapp > CrderController.java
1 package com.examp le.demoapp;
2

3 imoort java.ut: I.List;
4
5 import org.springframework.web.bind.annotation.GetMapping;
6 imoort org.springframework.web.bind, annotation. Res tC ant roller;
7
8 @R?stContralLcr
9 puolic class OrderContreller ■[

10 private OrderRepository repository;
11
12 public Ordercontroller(OrderRepository repository) -(
13 this, repository = repository;
14 }
13
16 @C.etMappi ng ("/orders")
17 Lisi.Order> allO {
18 return repository. findAHI);
19 }
20 }

Figure 7.7: OrdersControllei' }aw clest

15. We also want to define a Java bean that will be used to initialize the database 
with some initial da la we can then play with. Thus, add a file called 
LoadJatabase, java and give it this content:
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15. We also want to define a Java bean that will be used to initialize the database 
with some initial da la we can then play with. Thus, add a file called 
LoadJatabase, java and give it this content:
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LoadDatabasejava X

tipi-java > src > mam > java > com > example > demoapp > LoadDatabase.java > ...
1 package con.example.demoapp: 
2
3 import java. tine. LoealDate;
4 |impcrt org.springframcwor<.boot.CommardLinelunncr;
5 impart orq.springtrameworx,context.annotation.Bean;
6 import nrg. spring framework. context, anrntat i nn.Configii rat inn;

8 ^Configuration
9 class LoadDatabase {
19 @Eean
11 CcniniandLineRunne' initDatabaseiOrderRepository repository) {
12
13 return args -> {
14 repository. save(new OrdprO nrainatr.parso("?0?1-01 10"), Orriprg+at s.FIII FTII FD));
15 repository.save(new Order(LoLalDale.parse("2021-01-ll"), Orderstalus.FULFILLED));
15 repository, savefnew OrderUocalDate.parsef2021-02-12"), UrderStatus.DRAFT));
17 repository.savetnew Order<LocalCate.parset''2021-02“12"), Orderstatus.APPROVED));

repository.save(new Orderj LocalDais.parset"2021-03-13"), Orders talus.DRAFT));
19 repository, savetnex Order(LocaU>ate.parse("2021-03 -13"), Orders Laius.DRAFT));
20 };
21 }
22 I

Figure. 7.3; Loud Dai abuse Iiilu bean

16. We are done with rhe Java-specific part. Now comes the Docker-rejevant 
part. Io the api-java folder, add a new file called Dockerfile and add this 
content to it:

Dcckcrfilc *
api-java > Dockerfile > ...

1 FROM maven as bu?Ider
2 WORKDIR /app
3 COPY pom.xml . /
4 COPY src ./src
5 RUN mvn clean package -DskipTests
6
7 FROM openjdk:jre-slira
8 WORKDIR /coo
9 COPY — from-bijildipr /app/target/.jar  ./application.jar*
10 ENTRYPOINT ["java", "-jar", "application. jpr,!]

Figure 7.9: Doclcerfib’ for the java-based A Pi service

To follow best practices, we are using a multi-stage Dockerfile to keep the 
resulting image small. Also, note that we are skipping any tests on Line 5 
when building the Java application since, in the current state, they would 
fail.
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LoadDalabasejaua X

spi-java > src > mam > java > com > example > demoapp > LoadDatabase.java > ...
1 package con.example.demoapp:
2
3 iirpcrt java. tine. LpcalDate;
4 iLrrpart org.spnngframcw&r<. Paot.CommardLineRunncr;
5 impart orq.springtrameworx,context.annotation.Bean;
S import nrg.springframewor*.  rontnxt.anrntati nn.Configuration;
7
8 ^Configuration
9 class LoadDatabase {
19 @Eean
11 CcmoiandLLneRunner initDacabaseiOrderRepository repository) {
12
13 return args -> {
14 repository. save(new Ordpr(l r>rainatr.parse("?a?1-ft1 If"),  OrriprS+at s.FIII FTII FID);*
15 repository. save(new Order(LpcalDate. parse("2O21-01-H':) r Order S .alus.FULFILLED));
15 repository, saveftew OrderUocalDate.parsef"2021-02-12"), Orderstatus.DRAFT));
17 repository.save(new Order(LocalOate.parse("2021-02-12"}, OrderStatus.APPROVED));

repository.save(new Order(LocalDaIe.oarset"2021-03-13"), Orders tatus.DRAFT));
19 repos..toiy. savefnew Order(LocalDdle.parse("2021-03 -13"), Orders talus.DRAFT) 1;
20 ):
21 )
22 I

Figure 7.8 : LutuiDitiabnx /neo barn

16 . We are done with rhe Java-specific part. Nt>w comes the Docker-reievant 
part. Io die api-java folder, add a new file called Dockerfile and add this 
content to it:

Dockerfile x
api-java > *■  Dockerfile > ...

1 FROM maven as butt Ider
2 WORKDIR /app
3 COPY pom.xml ./
4 COPY src ./src
5 RUN mvn clean package -DskipTests
6
7 FROM openjdk: j re-sllrp
8 WORKDIR /apn
9 COPY — from-buildipr /app/target/.jar  ./application.jar*
10 ENTRYPOINT ["java", "-jar", "application. jpr,!]

Figure 7.9 : Dockerfile for the /ttM-twsed A Pi service

To follow best pracLk.es, we are using a multi-stage Dockerfile to keep the 
resulting image small. /\lso, note that we are skipping any tests on Line 5 
when building the Java application since, in the current state, they would 
fail.

pracLk.es
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For the moment, this is all weneed to do. Our Java-based REST APT using PostgreSQL 
is complete. Now that we have defined an API service using Java, we can do the 
same using .NET 5.x. With this, we want to show you that there is no limit to what 
languages you can use to write applications that can then be run in containers.

The API service in .NET 5.x
lb create a .NET-based API, please follow these step-by-step instructions:

1. In a new terminal window, navigate to the application folder ch07/demo- 
app

2. Create a new Web API project using the dotnet command line tool 
dotnet new webapi -o api-datnet

3. Navigate into the project folder api-dotnet that the previous command 
created:
cd api-dotnet

4. We will inc the EntityFramework and PcstgreSQL; thus, add the necessary 
Nutlet packages with the following command;
dotnet add parkage Npgsql.EntityFrameworkCore.PostgreSQL

Note that by adding the Postgres driver (NuGet package) for the 
Entity framework, the framework itself is also added,

5. Open the project in VS Gode with the following: 

code .

6. Locate and remove the two fifes  and 
. We do not need them,

WeatherForecast.cs
WeatherForecastController .cs

7. In the project folder, add a new folder called Model s.

8. Add a file called  to the models folder and give it the following 
content:

0rder.es

WeatherForecast.es
WeatherForecastController.es
0rder.es
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1 using System;
2
3 namespace api_dotnet.Models
4 (

T r*-fer?nws

J public class Orccr
S {

7 rpferpncps

7 public long Id ■{ get; set; }
7 sterane 9 s

8 public DatcTmc OrderDate { get; set; }
e r« enntes
public Orderstatus Status { get; set; )

Id
11 puttie override string TeStrj.ng() =>

S^'IdHIdl, Orde1Ddle='OrderCalej, SLatus={Statusl ;
13 >
14 }

Hgure 7.10; Urhei ci<T5Scf:/te .NET API

9 To the models folder, add another class called DataContext.es and add 
this content as follows. This will be cur gateway to the database using 
Entity Framework:

1 using Microsoft.EntityFramewprkCore;
2
3 namespace api. iotnet.Models]
4 {

4 references

5 public class DataContext: DbContext

6 {
0 references-

public DaLaContext(DbCor, lexlOpLiuns<DaiaCuuLexup tiers); bdse(oulions)
8 { }
9

3 references.

10 public Dtf>et<Urder> Orders { get; set; }
11 }
12 }

Figure 7.11: DdlaContext class of the .NET API

As you can see, we only need access to the orders table through the property 
Orders.

10. We want to initialize the database upon the start of the API service. This 
is a shortcut convenient for this demo application. In a production-like 
application, you would probably solve this with DB migrations that run in a 
standalone application.

DataContext.es
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DataContext.es
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In the Startup class, modify the Configure method as follows:

public void Contigur'eUApp licetionBuilder app, IWebHostEnvironment env, DataContext context) 
N

if ( context. DaLaLase. EnsureCredtedl)) 
SeedDatabaselcontext);

it (env.lsDevelopinent(}) 
{

app.LlssCeveloperExceptionf'agel);

Figure 7.12 : Modified Configure method in Startup ctass

The red-marked parts have been added.

11. Now, we need to define the method SeeDatabase called in the added 
snippet. Add this code snippet to the Startup class:

62
63
64
65
66
6)
65
69
70
71
72
73
74
75
76
77

private void SeedDatabasclDataContext context) 
<

Console.WriteLineC"Trying to access DB... waiting 2 sec. ];
Systeir. Threading. Th read. Sleep <2666} ,
Console. WriteLinef“New trying to access DB.
if(context.Orders.Countf) -> 0)

retun; //./only sdd seed if empty...
context.Orders.AddRangeinew ]{

new Order{ OrderDate = new DateTim“(2021,8,1), Status = OrderStatus. Fulfilled
new Orderf GrderDaLe = new DaLeTj.rce(202i,8,1), Status - 0 derSiatus.Accepted 1,

new Order{ OrderEate = new DateTime<2021,8,2), Status = OrderStatus.Fulfilled },
new Or d< r( OrderDatu = new Du Lc I'in<2021,8,3), Status = th ckr Status. Accepted },
new Order{ OrderDate = new DateTirref2021,8.3), Status = OrderStatus.Draft },

});

context.SaveChangei();

Figi/re 7.11: Meiliad lo seed the fattibise.

We are creating Five new orders, but only if the orders table is empty. Please 
note that lines 65 and 67 are a hack to make sure the DB exists when we try 
to access if Tn a real application, this rode should he replaced with more 
robust code.
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The red-marked parts have been added.

11. Now, we need to define the method SeeDatabase called in the added 
snippet. Add this code snippet to the Startup class:

62
63
■54 
65
66
6)
65
65
70 
71
72
73
74
75
76
77

private void SeedDatabasclDataContext context) 
<

Console.WriteLinef"Trying to access DB... waiting 2 sec, 1:
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return; //./only sdd seed if empty...
context. Orders.AddRargei: ew J{

new Order{ OrderDate = new DateTiir'(2021,tl, 1), Status = OrderStatus. Fulfilled
new Or'der'C GiderCaLe 5 new DaLeT±nie(2021,d, 1), Status - 0 derSLatuS.Accepted },

new Order! OrderEate = new DateTime<2021,8.2), Status = OrderStatus.Fulfilled }, 
new (Ji d< r( GideiCdlc = new Da le 1'ini..<2021,8,3), Status = Of der Status. Accepted },
new Order{ OrderDa+e = new DateTime<2021,3,3), Status = OrderStatus.Draft },

});
context.SaveChangei();

Figure 7.13: Mcdiod la seed the dilahnse

We are creating Five new orders, but only if the orders table is empty. Please 
note that lines 65 and 67 are a hack to make sure the DB exists when we try 
tp access it In a real application, this rode should he replaced with more 
robust code.
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12. Now-,. we have to register the DataContext class in the Startup class. 
I orate the Startup.es file in the project folder and modify the method 
ConfigureServices by adding Lines 24-26 to it as shown as follows:

0 references
public void ConfigureServicesffServiceCollection services)

23 g
24 var connString = Configuration.GetConnectionStringL'DemoDB");
25 services.AddCbContext<DataContext>(

options => options.UseNpgsqUconnSt rinq));
27
28 services.AddControtlerst);

1-igure 7.24: Configuring the data context m Hie Startup class

Please, note how we retrieve the value for the connection string from the 
cor figuration property Connectionstrings:DemoDB.

13. Now, we need to add a configuration setting called DemoDB in the respecti ve 
configuration file. Locate the file appsettings.Development. json in the 
project folder and add Lines 2-4 to it as shown here;

i (
2 “ConnectionStrings": t
3 "DeilicDB". "Hoi l=locclh<;s L ; Poa L~5432; Uri IdbdSe 'deiiio-ClaldLciSe ; Use i'lidtue“<letiiu— user ( PnSiwci d F. jjj—Sec eb'1
' IV

5 "bogging": {
& “Loc Level": {

"Default": "Infnrmstion",

I tgiire 7.15: Dtfimng the connection string in the application settings

The value for the connection string property should be the following: 

Host=localhost; Port=5432; Database=demo-database ;Username=deuo- 
user;Password=Top-Secre t

Startup.es
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Figure 7.14: Configuring the data context m the Startup class

Please, note how we retrieve the value for the connection string from the 
configuration property Connectionstrings:DemoDB.

13. Now, we need to add a configuration setting called DemoDB in the respecti ve 
configuration file. Locate the file appsettings.Development. json in the 
project folder and add Lines 2-4 to it as shown here;

i (
2 “ConnectionStrings": t
3 "DeilicDB". "Hoi l=locclh<;s L ; Poa L~5432; Uri IdbdSe 'demo-CldliiLaSr ; Use I hdtue“<letiiu— user ( PnSiwci d F. jjj—Setrel"

4

5 “logging": {
& “Log Level": { 

"Default": "Infnrmstion",

Figure 7.75: Defining the amnection string in the appiiLtition settings

The value for the connection string property should be the following:

Host=localhost;Port=5432;Database=demo-database;Username=deiio- 
user;Password=Top-Secret

Startup.es
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14. To the Cc-iitrollers folder, add a new class called OrdersCortroller.es 
and add the following c ode to it-

J using System.Collections.Ccner ;
2 using System.Linqs
3 using HicroSoH. AspWelCore.Mvc;
4 using api_dotnet.Models;
5
6 namespace a,.;_dotnet.ContrcUers
7 {
fl lAaiController)

(Route("Ic ont reIler]“) 1 
2 refe'ances

Ifl punlir rlas^ firdprsfnntrnl Ipt ! Cnntrol1prhasp
11 {

■ refe-rencs 

private reaoonLy DataContext dataCcrtext;
13 

0 rBlowiass
14 pub c OrdersControllerlDataContext dataContextJ
15 {
16 thls.dstaContext = dataContext;
17 }
ia
KJ [HUpGlf]

0 references 

public IEninerable<Order> Get<[FronQuery]Orderstatus? status)
21 {'-iVTODO: add Code here }
22
23 [HttpPost]
24 public vole AddOrder(Order order)
25 { '/TODO: udd cade here k
26 >
27 } 

Dpire 7,26: UrdenCoittroiler class of the d'-iEI API

Note that this is only the skeleton of the class, and the code for tire two 
methods for retrieving a list of orders by status and adding a new order has 
not yet been filled ill

15. Now, we add. the code to the Get method to retrieve the list of orders from 
the database. We will use the data context for this th at we have injected in the 
constructor of the class on Line 14. Modify the Get method so that it looks 
like the following:

22 [Httptiet]

0 refare-ices
23 public IEnuircrablc«rOrden> Get< [FromQucry]Orderstatus? status)
24 $

25 return status = null
26 ? dalaCohlexL.Orders.FoLiStI)

: dataContext.Orders 
2-8 .WhereCo => c.Status == status)
29 .ToListf);
3? H

Hgure 7.17: HL IP Gel method io retrieve all. orders

OrdersController.es
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OrdersController.es
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16. Finally, modify the AddOrder method to look like the following:

32 [HttpPost]

G references
33 public void AddOrder(Order order)

34 {
dataContext.Orders.Add(order);

36 dataCnntext.SaveChangesf);

37 }

Figure 7.78: HTTP POST nrrthmi to iriid o neiu order

17. Make sure the project can be compiled and iu.it. In yotff terminal window, 
execute the following command:
dotnet run

If every Hung goes well you should see something like this in your terminal:
gabriel@Solaris api-detnet % dotnet run
Buildvorgang urird ausgefiihrt...
info: Microsoft.Hosting.Lifetime[01

Now listening on: https://localhost:5001
info: Microsoft.Hosting.Lifetime[0J

Now listening on: http://localhost;5609
into: Microsoft.Hosting.Lifetime[01

Application started. Press Ctrl+C to shut cown.
info: Microsoft.Hosting.Lifetime[01

Hosting environment: Development
info: Microsoft.Hosting.Lifetime[01

Content root path:

Figure 7.29: Ritmung the .A't'J based API

As we can see, the API can be accessed at https://localhost:5001

https://localhost:5001
http://localhost;5600
https://localhost:5001
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16. Finally, modify Hie AddOrder method to look like the following:

32

33

34
35

36
37

[HttpPost]

C references
public void AddOrder (I'rd er order)

{
dataContext.Orders.Add(order); 
dataContext.SaveChanges();

}

Figure 7.78: HTTP POST nrrthmi to iriid o neiu order

17. Make sure the project can be compiled and inn. In yotff terminal window, 
execute the following command:
dotnet run

If every tiling goes well, you should ^ee something like this in your terminal:
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info: Microsoft.Hosting.LifetimelPJ

Now listening on: http://localhost:5003
info: I1lcrosoft.Hosting.Lifetime[0]

Application started. Press Ctrl+C to shut cown.
info: Microsoft.Hosting.Lifetime[0]

Hosting environment: Development
info: Microsoft.Hosting.Lifetime IP 

Content root path:.
13___________________________

Figure 7.29: Ritmung the .A't'J based APi

As we can see, the API can be accessed at https: // localhost: 5001

https://localhost:5001
http://localhost:5000
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18. Open a new browser tab and navigate to

https://localhost: 5001/swagger/index.html. and you should seethe 
Swagger documentation of the API:

api-dotnet
&wa 008 r.v i / swagger. jsor

Figure 7.20: uwertUiion oflht? .NET A_L’i

19. Add a new file called Dockerfile to the project folder of the .NET APT with 
the following content. We are using a multi-stage Dockerfile to generate a 
minimal Docker image according to best practices:

1 FROM mrrr.microso"  AS buildt. cem/dotne’t/sdk: 5-0
2 WORKDIR /src
3 COPY ["api-dotnftt.csproj",
4 RUN dctnet restore
5 COPY . .
6 RUN dotnet publish -c Release -o /app/publish
7
8 FROM mcr.microso-t.com/dotnet/aspnct:5.0
9 WORKDIR /app
19 COPY —from=build /app/publish .
11 EXPOSE 80
1? FNTRYPOTNT ["dot net", "am-dntnpt. rill"]

Figure 7.2! Dockerfoe for the NETTrtsed AFi

With tins, our .NET based REST API is complete, and we can proceed with the next 
microsorvice, the Web frontend.

https://localhost:50Gl/swagger/index.html
t.com/dotnet/sdk:5-0
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The Web service
Next in the list is the Web service that we will implement using Node Express JS 
This Web service is our U1 and will access the api service we built previously. 
1-ollow the following steps:

1. In a terminal window, navigate to the demo-app folder previously created.

2. Create a subfolder called Web and navigate to it: 
mkdir web && cd web

3. L’se npm to rtitialize a new Node JS application:
npm init

when asked by the tool to accept all default values. Al the end of this process, 
you should have a packages. json tile created in your Web folder looking 
similar to the following;

1 5
"name": “web", 
"version": "1.0.0“', 

4 "description":
5 "main": "index.js",

Debugger,. > 

6 "scripts": {
"test": "echo VError: no test specified^" && exit 1" 

8 },
"author": 

16 "license": "ISC"
ii ffl

Figure 7.22: The packages.json file of the. Wd’ project

4. Add Express JS to the project with the following command: 
npm install express -s

Phis will install Express locally and add a dependencies node with 
a subnode express to your packages, json file. In my case, it installed 
version A4.17.1 of the library

5. Also, install the two libraries got (a popular Web client library} and pug (a 
popular template engine for ExpressJS) with the following:
npm install got pug -s
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6. Add a file called index. js to the project folder (Web) and add this content:

1 const express = require!     express')12*45
2 const bodyParser = requireC’boCy- parser’ );
3 const got = require!'got');
4 const path = require!'path');
5
6 const app = express!)
7 const pool = 3000
8
9 app.use(express.static!'public '));

10 app.set! view engine", "pug );"
11 app.set! views", path.join!_dirnamer "views"));
12 app. use i^dy Parse?.jsont)j;
13
14 app.listen! jort, () => {
15 console.log! Demo Web application listening t} )at nttr://localhost:t!po'’
16 }>
17

1 v html
2 v head

title Demo Application
4 v body
5 hl Demo Web application!

Figure 7.24: Content of ths index template

8. Try to run the Web application by executing the following command horn 
within your terminal window;
node index.js

You should see this output in your terminal:

Demo Web application listening at http://localt.nst:3000

1R app.get!'/1, !'eq, res) => (
15 ’es.render!'index');
20 1)

Figure 7.23: The index.js file of the VVt’r? application

rhe code on Linos 1 16 is initializing our Web application. In Lincs 18 20, wo 
define an HTTP GE J endpoini af*d  render the index page when hit. We 
wIl define the template for this page next.

7. Create a folder called views in the project folder and add a file called index. 
pug to it. The extension pug is due to the fact that we use the pug template 
library. The file should have the following content:

http://localhostimport%257d
http://localhost:3000
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6. Add a file called index. js to the project folder (Web) and add this content:
1 const express = require!     express')12*45
2 const bodyParser = require("boCy- parser’ );
3 const got = require!'got'J;
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5
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4 -v body
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F^ute 7.24; Content of the index temp/dte
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E
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The code on Lincs 1 16 is initializing our Web application. In Lincs 18 20, we 
define an HTTP GE J endpoini af*d  render the index page when hit. We 
wll define the template for this page next.

7. Create a folder called viev;S in the project folder and add a file called index  
pug to it. The extension pug is due to the fact that we use the pug template 
library. The file should have the following content:

*

http://localhost:3000
http://localhostimport%257d
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9, Open a browser tab and navigate to http://local host:3000. Yon should 
be greeted by view with the message Hello Denio Web application!

10. Next, we a re going to implement the HTTPGET end point /orders. Add this 
code snippet to the index, js file:

22 app.gett'/orders , async (req, res) => ^ 
const status = req.query.status || 'draft';

24 console.IqgCGettinq order for status: " t status >;
25 const baseUri = process. env.API_B4DP0INT || * http://tocathcst: 5000';
26 const url = ${basellrL}-/ord?rs?status=S{status}- ;

rnnst orders = await girt{nrl). json();
res.renderC'orders', {title: 'Orders , message: 'List of Orders , orders: orders}-];

29

Figure 7.25: HTTP GET itic'liod in ihe index.js file

Please note Line 25. We are reading the base URL to the API from the 
environment variable called API ENDPOINT. If no such variable is defined, 
then we are assuming http://localhost: 5000. As you can see on Line 28, 
we are rendering a template called orders and pass some data, such as the 
list or orders retrieved from the API service, to the template engine-

11. Add a file called orders ♦ pug to the views folder and add this content to it:
1 html
2 lead
3 titls= title
4 l-irklhref='css/nnin. css' rcl=' stylcshcc-1)
5 bndy

hl= message
p= 'Number of orders: + orders.length

8 div(cLass='container')
cnv (class-1 cell ) ID

18 div(class='cell ) Order Dace
diir(class='cell ) Status

12 each order in orders
13 div(calss= cell' }=order.id
14 dlv( calss=1 cell1 }=order.orderDate
IS div{ calss= ' cell1 )=orce\status
16 hr
17

Figure 7.26: Onft’r* FLIC template

http://localhost
http://localhcst:5O00
http://localhost
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9. Open a browser tab and navigate to http://localhost: 3000. Yon should 
be greeted by view with the message Hello Denio Web application!

10. Next, we a re going to implement the HTTP GET end point /orders. Add this 
code snippet to the index. j s hie:

22 app.gett'/orders , async (req, res) => ^ 

const status = rea.query,status || 'draft';
24 console.logfGcttinq order for status: " * status>:
25 const basellrl = process. env.API_B4DP0INT || ‘http://tocal.hcst:5000
26 const url = $<basellrL?/ord?rs?status=S{statiJS? ;

const orders = await girt{nrl). json();
res. render('order s1, -[iille; 'Orders', message; 'Lisi of Orders', orders: orders?);

29

Figure 7.25: HTTP GET itie'hod in ihe index.]*  fiic

Please note Line 25. We are reading the base URL to the API from the 
environment variable called API ENDPOINT. If no such variable is defined, 
then we are assuming http://localhost: 5000. As you can see on Line 28, 
we are rendering a template called orders and pass some data, such as the 
list or orders retrieved from the API service, to the template engine-

11. Add a file called orders. pug to the views folder and add this content to it:
1 html
2 head
3 tltle= title
4 I.nk<hrcf='css/main.css' rel= ‘ styleshco? '5
5 bndy

hl= message
p= 'Number of orders; t orders.length

8 div(class='container )
oiv(class-1 cell') ID

18 aiv(class='cell ) Order Dace
diin(class=' cell ) Status

1? each order in orders
13 div( calss=1 cell'}=order.id
14 dlv< cglss=1 cell1 }=order.orderDate
IS div{ calss= ' cell1 )=orce\status
16 hr
17

Figure 7.26: Oriferi, FLIC template

http://localhost
http://localhcst:5000
http://localhost
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12. Create a folder public/css in the project folder and add a file called main, 
css to this new folder. The file should have this content-

1 body {
2 font-family: Arial, Helvetica, sans-serif;
3 }
4
5 .container -{
6 display: grid;

grid-template-columns: auto auto auto;
8 }

Figure 7.27 : Content of the mainx.ns file

13. Add a file called Dockerfile to lhe project folder web with the following 
content:

1 FROM node:slim
2 WORKDIR /app
3 COPY package.]son . /
4 RUN npm install
5 COPY . .
6 EXPOSE 3003
7 CMD node index.js

Figure 7.28 : DoctefiL” for the Wcf v.roiee

lb keep the image small, wc use the slim version of the Node base image. As 
you can see, we are using Dockerfile best practices in the preceding example. 
We first only copy the package. y son file into the container and then run the 
npm install. Only after that we copy all other files of lhe project into lhe 
cont abler.

Now that we have completed our Web service, we are ready to author the Docker 
compose file, which we will then use to manage our multi-service demo application.

Writing your first Docker-compose file
Now that we have created our application consisting of a simple Node Express Web 
frontend and .NETRESTful API, we will define a docker-compose file that we will 
then use to build Docker images for the services and then run them. Let us start with 
the following:

1. In the root of our project demo-app, create a file called docker-compose.yml

2. Wo will start by defining a service for the PostgrcSQL database wc arc going 
to use In our application. Add the following code snippet to the Docker 
compose fhe:
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12. Create a folder public/css in the project folder and add a file called main, 
css to Jhia new folder. Th? file should have this content-

1 body {
2 font-taniily: Arial, Helvetica, sans-serit;
3 }
4
5 .container {
6 display: grid;

grid-template-columns: auto auto auto;
8 }

Figure 7.27 Content of the tna:nXiif> file

13. Add a file called Dockerfile to lhe project folder web with the following 
content:

1 FROM node:slim
2 WORKDIR /app
3 COPY package.]son ./
4 RUN npin install
5 COPY . .
6 EXPOSE 3003
7 CMD node index.js

Figure 7.28: DoctefiL” for the WM screfcc

To keep the Image small, wo use the slim version of the Node base image. As 
you can sec, we are using Dockerfile best practices in the preceding example. 
We first only copy the package. j son file into the container and then run the 
npm install. Only alter that we copy all other files ol lhe project into lhe 
container.

Now that w? have completed our Web service, we are ready to author the Docker 
compose file, which we will then use to manage our multi-service demo application.

Writing your first Docker-compose file
Now that we have created cur application consisting of a simple Node Express Web 
irontend and .NETRESTful API, we will define a docker-compose file that we will 
then use to build Docker images for the services and then run them. Let us start with 
the following:

1. In the root of our project demo-app, create a file called docker-compose.yml

2. W’c will start by defining a service for the PosfgreSQl. database we arc going 
to use ill. our application. Add the following code snippet to the Docker 
compose file:
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docket ^umpuati.ytr,I X

dccker-compose.yml
1 version; ‘ 2'
2
3 services:
4 database:
5 image: pus Lgi es;13

environment:
7 I POSTGRES_PASSWORD: Top-Secret
8 POSTGRESJJSER: demo-user
9 POSTGRES_DB: demo-database

Figure 7.2^: Defining I lie database sendee in the Docker compose file

As you can see on Line 4, we call the service database. This will also be the 
DNS name with which code from other ceatainars on the same network can 
call the Dti. We are using Postgres version 13 (Line 5). In Lines 7-9, we are 
defining values for the three environment variables POSrGRES_PASSWORD, 
POSTGRESUSER and POSTGRESDB. The database sendee running inside the 
container will pick them up and create a database called demo-database, 
whose owner will be a demo-user*  with the password Top-Secret.

3. Next add a service called pgadmin. ihe corresponding container vVIU host 
PgAminl, a popular management tool for PostgreSQL. Add the following 
snippet right after Line 10:

n
12
13
24
15
16
17

pgadmin:
image: dpaac/pgadmin4 
environment:
- PGADFUN_DEFAULT_EMAlL=pgadmir4@pgacir.iin.org
- PGADN IN_DEFAU L L PASSWORD-TO P-Se C r61

pS.rts: 
- "5&50:80‘

Figure. 7. 10: Drjuftrtg the pgedtum service. in the Docker compose. file

We arc using the latest version of the tool (Line 12). Lt I ines 14 and 15, we 
are defining values for the mandatory environment variables PGADMIN_ 
DEFAULTEMAIL and PGADMIN_DEFAULT .PASSWORD. We will later use those 
values to login to the tool. Finally, we are mapping container port 80 to host 
port 5050; that is, we will be able co access I’gAdmm4 through this port later 
on.

mailto:pgadmir4@pgacir.iin.org
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docket Siumpusti.mtiI X

dccker-compose.yml
1 version: ‘ 2'
2
3 services:
4 database:
5 image; pus Ly i es: 13 

environment:
7 I POSTGRES_PASSWORD: Top-Secret
8 POSTGRESJJSER: demo-user

P0STGRE5_DB: demo-database

Figure 7.2^: Defining I lie database sendee in the Docker compose file

As you can see on Line 4, we call the service database. This will also be the 
DNS name with which code from other ceatainars on the same network can 
call the Dti. We are using Postgres version 13 (Line 5). In Lines 7-9, we are 
defining values for the three environment variables POSTGRES_PASSWORD, 
POSTGRESUSER and POSTGRESDB. The database service running inside the 
container will pick them up and create a database called demo-database, 
whose owner will be a demo-user with the password Top-Secret.

3. Next add a service called pgadmin. ihe corresponding container vVIH host 
PgAmin-#., a popular management tool for PostgreSQL. Add the following 
snippet right after Line 10:

T1 pgadmin:
12 image: dpagc/pgadmin4

environment:
14 - PtADMIN_DEFAllLT_EMAiL=pgadniir.4@pgadFnin org
15 - PGADI*lIN_DEFAUL[_PASSW081>-IOP-Secrct
:s pirts:
17 - "5050:80“

Figure. 7. 10: Defining the pgcdnnn sendee. m the Docker compose. file

We are using the latest version of the tool (Line 12). In I ines 14 and 15, we 
are defining values for the mandatory environment variables PGADMIH_ 
DEFAULTEMAIL and PGADMIN_DEFAULT .PASSWORD. We will later use those 
values to login to the tool. Lii'ally, we are mapping container port 80 to host 
port 5050; that is, we will be able to access I’gAdmiu4 through this port later 
on.
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4. Wo will now define a service for the Java-based API. Add the following code 
snibpet to the Docke’" compose file after I ine IS:

19
20
21
22
23
24
25
26
27
2S
29
30

api-java:
image: dockerforjobseekers/api-java:0.1|
build: api-java
depends_on:

- database
environment:

- SPPING_DATAS0l'RCE_U'tL-jdbc:postgre5qI://database:5432zdemo-database
- SPRING__DATASOlJRCE_USERNANE=deiiio-user
- SPRING_DAIAS0URCE_PASSW0RD=1op Secret
- SPRING_JPA_HIBERNATE_DDL_AUTO=update

ports:
- 8080:8230

Figure 7.31: Defining Lhr. service for the Java-hated API in lhe Docker compose file

In Line 20, we call the image of the service dockerforjobseekers/api- 
java:0.1. We explicitly use a complete name, including organization and 
tag, since later on, we will want to push that image to an image registry. In 
Line 21, we then define that the Dockerfile for the build can be found in the 
subfolder api- java of our projec t folder. In T ine 23, we declare that the api- 
java service is dependent on the database service. We will learn later in this 
chapter what that exactly means. Then, in Lines 25-28, we define environment 
variables for the JPA framework, such as that it knows what values to use 
when connecting to the database. Note that the values correspond to those 
selected for the database service. The last of the environment values make 
sure that Hibernate automatically creates the DH schema if not present.

We have mapped the container port 8080 to host port 8080 on Line 30. 
technically this is not necessary. Here, we do it so that we can then easily 
debug the API by accessing it directly from the command line with a tool 
such as curl

5. Wc will now define a service for the .NET API. Add this snippet after Line 31:

32 api-dotnet:
33 image: dockerrorjobseekers/demo-api:0.1
34 build: api-dotnet
35 ports:
35 - 5000:80
37 environment:
38 Connectionstrings____ DemoDB: Host=database;Port=5432;Database=demo-datab.
39 depends_on:
40 - database

rigjtre 7.32; Defining ihe service for Ike .NEP-based API r;i the Docker compose foe
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4, We will now define a service for tine Java-based API. Add the following code 
snippet to the TOocker compose file after I ine IS:

19
20
21
22
23
24
25
26
27
28
29
30

api-java:
image: dot<erforjobseekers/api-java:0.1|
build: api-java
depends_on:

- database
environment:

- SPPING_DATAS0l'RCE_U'tL-jdbc:postgre5qI://database:5432zdemo-database
- SPRING__DATASOURCE_USERNANE=deino-user
- SPRING.DAIASOURCE_PASSWORD=Top Secret
- S PRING_JPA_HIBE RNATEJ) DL_AUTO= updat e

ports:
- 8080:8230

Figure 7.3'1: Defining Hie ser vice for Utt: fava-lw^d API in lite Darker' compose file

In Line 20, we call the image of the service dockerfor jobseekers/api- 
java:0.1. We explicitly use a complete name, including organization and 
tag, since later on, we will want to push that image to an image registry. In 
Line 21, we then define that the Dockerfile for the build can be found in the 
subfolder api- java of pur project folder. In T ine 23, we declare that the api- 
java service is dependent or. the database service. We will learn later in this 
chapter what that exactly means. Then, in Lines 25-28, we define environment 
variables for the JPA framework, such as that it knows what values to use 
when connecting to the database. Noto that the values correspond to those 
selected for the database service. The last of the environment values make 
sure that Hibernate automatically creates the DH schema if not present.

We have mapped the container port 8080 to host port 8080 on L’ne 30. 
lechnically this is not necessary. Here, we do it so that we can then easily 
debug the API by accessing it directly from the command line with a tool 
such as curl.

5. Wc will now define a service for the .NET API. Add this snippet after Line 31:

32 api-dotnet:
33 image: docker Tor j 3bseekers/denio-api:0.1
34 build: api-dotnet
35 ports:
36 - 5000:80
37 environment:
38 Connectionstrings______ DemoDB: Host=database;Port=5432;Database=demo-datab.
39 depends_on:
49 - database

Figure 7.32; Defining ihe service far Lhe .NET-based API in the Docker compose file
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In Line 33, we call the image of the service dockerforjobseekers/api- 
dctnet :0.1. We explicitly use a complete name, including organization and 
tag, since later on, we will want to push that image to an image registry. In 
Line 34, we then define that the Dockerfile for the build can be found in the 
subfolder api - dot net of our project folder. We have mapped container port 
80 to host port 5000 on L ine 36. leclanscally this is not necessary. 1 lore we 
do it, and we can then easily debug the API bv accessing it directly from the 
command line with a tool such as curl. In Line 38, we define a value for the 
environment variable ConnecticnStrings__DemoDB. which will override
the value defined in the appsettings.Development*json  file. Notice the 
double underline (_ ) in the name of the environment variable, which: is
used to define the equivalent of a nested variable in the JSON file. Iho value 
of the environment variable is truncated in the preceding image because it is 
too long to display. The value should be the following:
Host=databasc;Port=5432;Database-demodatabase;Username=demo- 
useejPassword-Top- Secret

The only tiring that changed compared to the value we have in the app 
settings file is the Host value, which here is the database (the DNS name ct 
the Postgres DB).

6. Finally. the last service we have to define is the Web service. Please add this 
snippet after Line 41 of the Docker compose file:

4Z
43
44
46
46
47
48
49
5»
51
52

web;
image: dockerforjobseekers/demc-web:0.1
build: web
ports:

- 3008:3300 
environment:

API_ENDPOINT: http://apl-jave:8080 # Java API
9 APIJENDPOINT; http; //api-dcttier:5800 tf .NET API

depends_au:
- api-j ava
#- aoi-detnet

hgure 7.33: Defining the VW’ service in. the Docker compose file

In Line 43, we call the Docker image of this service dockerf orjobseekers/ 
deme web: 1. B, and in Line 44 define that the Dockerfile for the image is to 
be found in a subfolder called web of the project folder. Io be able to access 
the web service from a browser, we map con twiner port 30110 to the equivalent 
host port (Line 46). Finally, in Line 48, we define the base L RL of the API 
service the web service will be using. Since we called the service for the API 
"api-java", the base LRLhas to be http: //api-java: 5000. In Line49, we 
have the (commented out) value we wouId use if we wanted to play with the 
.NET version of the API instead.

http://api-javg:8088
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In Line 33, we call the image of the service dockerforjobseekers/api- 
dctnet :0.1. We explicitly use a complete name, including organization and 
tag, since later on, we will want to push that image to an image registry. In 
Line 34, we then define that the Dockerfile for the build can be found in the 
subfolder api - dotnet of our project folder. We have mapped container port 
80 to host port 5000 on L ine 36. lechmcally this is not necessary 1 lore we 
do it, and wc ran then easily debug the API by accessing it directly from the 
command line with a tool such as curl. Tn I inc 38, we define a value for the 
environment variable ConnecticnStrings__DemoDB. which will override
the value defined in the appsettings.Development*json  file. Notice the 
double underline (__) in the name of the environment variable, which is
used to define the equivalent of a nested variable in the JSON file. Iho value 
of the environment variable is truncated in the preceding image because it is 
too long to display. The value should be the following:
Host=databasc;Port=5432;Database-demo-database;Username=demo- 
useejPassword-Top- Secret

The only tiling that changed compared to the value we have in the app 
settings file is the Host value, which here is the database (the DNS name df 
the Postgres DB).

6. Finally, the last service we have to define is the Web service. Please add this 
snippet after Line 41 of the Docker compose tile:

4Z
43
44
46
46
47

48
49
5»
51
52

web;
image: dockerforjobseekers/demc—web:C.1 
build: web
ports: 

- 3008:3000
environment:

API_ENDPOLNT: http://apl-jave:8088 # Java API
f APIJENDP0INT; http; 7/api-dCttiet:5800 ft .NET API 

depends_Oit:
- api-java
#- aoi-detret

ligure 7.33: Defining the Wc»£» sendee in. the Docker compose file

In Line 43, we call the Docker ifnagjjjof this service dockerforjobseekers/ 
deme web: 1. B, and in Line 44 define that the Dockerfile for the image is to 
be found Jn a subfolder called web of the project folder. <o be able to access 
the web service from a browser, we map container port 3000 to the equivalent 
host port (Line 46). Finally, in Line 48, we define the base L RL of the API 
service the web service will be using. Since we called the service for the API 
"api-java", the base URL has to be http://api-java: 5000. In Line 49, we 
have the (commented out) value we wouId use if we wanted to play with the 
.NET version of the API instead.

http://api-javg:8080
http://api-java
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In Line 51, we define that the Web service is dependent on the api-java 
service. (Mee again, if we want to use the NF.T-hased APT, wv should use the 
(commented out) value in Line 52.

Now, we have defined all services, and our Docker compose file should be complete. 
We are ready to run.

Building and running all or individual 
services
Now that we have prepared a realistic appfcation consisting of more than one 
service, it is time that we leverage the Docker compose tool to its fullest. First, we 
will run the database service and use the PgAdmin4 to explore and configure it:

Preparing the database
Note we have configured our APIs such that they create the database schema and 
some initial data when they are started up. Thus, what we are showing next is more 
like a demonstration on how you can access and manage our database running in a 
container.

1, First, use the Docker compose command to run the database service in 
detach mode:
docker compose up -d database

2. And then run the pgadmin service, again with the help of Docker compose: 
docker compose up -d pgadimn

You will have to wait a few moments until pgadmi n is ready. You may want 
to use the Docker Desktop dashboard to inspect the logs of pgadmin to find 
out if it is read.

3. Open a new browser window and navigate to  
login and enter the credentials to login into PgAdrni n4 that you have defi ned 
in the docker-compose.yml file. Tn our case, this should be pgadmin@ 

 for the email and Top-Secret for the password

 http://localhost:5050/

pgadmin.org

4. Add a new database server, and in the dialog box that peps up, use the 
following values:

a. On lab General, fill out the name:
i. Name: Demo

b. On tab Connectinn, fill in these values:
i. Host name/Address: database

http://localhost:5050/
pgadmin.org
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In Line 51, we define that the Web service is dependent on the api-java 
service. (Mee again, if we want to use the NF.T-hased APT, wv should use the 
(commented out) value in Line 52.

Now, we have defined all services, and our Docker compose file should be complete. 
We are ready to run.

Building and running all or individual 
services
Now that we have prepared a realistic appfcation consisting of more than one 
service, it is time that we leverage the Docker compose tool to its fullest. First, we 
will run the database service and use the PgAdmin4 to explore and configure it:

Preparing the database
Note we have configured our APIs such that they create the database schema and 
some initial data when they are started up. Thus, what we are showing next is more 
like a demonstration on how you can access and manage our database running in a 
container.

1, First, use the Docker compose command to run the database service in 
detach mode:
docker compose up -d database

2. And then run the pgadmin service, again with the help of Docker compose: 
docker compose up -d pgadimn

You will have to wait a few moments until pgadmi n is ready. You may want 
to use the Docker Desktop dashboard to inspect the logs of pgadmin to find 
out if it is read.

3. Open a new browser window and navigate to  
login and enter the credentials to login into PgAdrni n4 that you have defi ned 
in the docker-compose.yml file. Tn our case, this should be pgadmin@ 

 for the email and Top-Secret for the password

 http://localhost:5050/

pgadmin.org

4. Add a new database server, and in the dialog box that peps up, use the 
following values:

a. On lab General, fill out the name:
i. Name: Demo

b. On tab Connectinn, fill in these values:
i. Host name/Address: database

http://localhost:5050/
pgadmin.org
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ii. Port: 5432
iii. Maintenance database: demo-database
iv. Username: demo-user
v. Password: Top-Secret

In the following image, you can see the tab Connection of the new database 
server dialog:

General Connection SSL SSH Tunnel Advanced

Create Server / x

x Cancel HSave

I-ignre 7..14: Connection se/Hngs in PgAdmin

Note that we need to give the value database as hostname since that is 
how we caded the Postgres service in our Docker compose file, and since 
Pg Admin! runs on the same Docker network as tire database, this is also the 
DNS name PgAdmin4 should, use to connect to the DB.

4. New,, you will be able to use PgAdmin4 to manage the Postgres database, 
lixpand tire Demo node and then the Databases node. You should see the 
demo-database that was automatically created by Postgres upon starting the 
container (we specified it in our Docker compose file, remember?).
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ii. Port: 5432
iii. Maintenance database: demo-database
iv. Username: demo-user
v. Password: Top-Secret

In the following image, you can see the tab Connection of the new database 
server dialog:

General Connection SSL SSH Tunnel Advanced

Create Server / x

x Cancel HSave

I-ignre 7..14: Connection se/Hngs in PgAdmin

Note that we need to give the value database as hostname since that is 
how we caded the Postgres service in our Docker compose file, and since 
Pg Admin! runs on the same Docker network as tire database, this is also the 
DNS name PgAdmin4 should, use to connect to the DB.

4. New,, you will be able to use PgAdmin4 to manage the Postgres database, 
lixpand tire Demo node and then the Databases node. You should see the 
demo-database that was automatically created by Postgres upon starting the 
container (we specified it in our Docker compose file, remember?).
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5. Expand the Schemas node and then locate the Tables node. Right-click on 
the Tables rode and select Create->Table in the context menu to create a new 
database.

6. On the General tab of the Create - Table dialog box, enter Orders as the name 
of the table. Add three columns Id, OrderDate, and Status, to this table, as 
shewn in the folio wing image;

1 ? x Cancel <1 Resat

Figure 7.35: Columns of I he orders table

When done, click or Save.

7. Use PgAdmin4 to add a few records to the Orders table. Make sure that the 
Status field contains a valid value between 1 and 3(1 = Draft, 2 - Accepted, 
and 3 - Fulfilled). An example is given as follows:

Dashboarc P'oaerties SQL ® public O-cfers/demc^ataSase/demo-usergdeiro

s & a * a n * i * >k n ar- '» ■ ► * 4

A ’R’
QvwyCCIwr Q'je.71 listory Sc

I SFIFCT • FROM puii-1 :■.."Ordurs"
? ORDFR HY "Id1' ASC

Data Output Explain Messages Kotif cations

Id Orde«Date - status. „
j iPK] big nt djto sirallin^

1 1J1 2021-07-11 1

2 Uli 2U21-U/12 2

3 123 2021 07 13 3

Figure 7.36: Some sample rows in the orders table
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5. Expand the Schemas node and then locate the Tables node. Right-click or 
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General Columns Advanced Constraints Parameters SeeuMy SQL

Orders

0 Save

Figure Columns of I he orders tablet

When done, click or Save.
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Status field contains a valid value between 1 and 3(1 = Draft, 2 - Accepted, 
and 3 Fulfilled). An example is given as follows:

Dashboard P'oaeriies SQL public O'ders/aeiric-database/damo-jsergiterro

s fc 0 * s q. * i» - ii n Os’- » ■ ► v *
A ■»-
Query Editor Query l listary Sc

I SFIFCT • FROM publ t■.."Ordws"
? ORDFR HY "Id'' ASC

Data Output Explain Messages Notif cations

Id OrderDate^ Status.^
j iPHObign? djto str-allim

1 1J1 2021-0;-11 I

2 1J2 2U21OA12 2

3 133 2021 07 13 3

Figine 7.36; Some sample roivs in the orders table
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Alternatively, you can also use Docker compo®e to run a shell inside the PostgreSQL 
container and use the psql command line tool to prepare the database as follows:

1. In the terminal, use the following command to run a Bash shell inside the 
database container:
docker compose exec database bash

2. Run the psql command line tool:
psql -U demo-user --password demo-database

Note that you will be prompted to enter the password, which in our case 
should be Top-Secret. Once you enter this password, you should be ready 
to prepare the demo-database.

3. Create the orders table with the following command:
create table "Orders"(

"Id" bigint not null primary key,
"OrderDate" date not null,
"Status" smallint not null

);
4. Try to insert a few records into the table, such as:

insert into "Orders"("Id", "OrderDate", "Status”)
values(101, ■2021-07-11’, 1);

insert into "Orders"("Id", "OrderDate", "Status")
values(102, ’2021-07-12’, 2)1

insert into "Orders"("Id", "OrderDate", "Status")
values(103, '2021 07-13’, 3);

5 And thru, list all records in the table with the following:
select * from "Orders";

The records you just inserted should be displayed.

6 When done, exit psql with CTRL-d and then the database container also 
with CTRT.-d.

Next, we will use it to build Docker images for our services from the source code.
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Building service with Docker compose
To build all services referenced in a Docker compose file and have a build node, we 
can j ust use tire command:
docker compose build

Docker will then try to locate the first services, which has a build node and next 
locate its Dockerfile and use it to build that service. This will be repeated until 
all services having a build nude are built. In our case, both the web and the api 
sendee have such a build node and thus will be built by the preceding command.

Hive repeat the preceding command without that anything in the underlying source 
code has changed, then Docker compose will use the cached results, and the build 
will be fast(er). It is similar to what we have learned when discussing the Docker 
build command.

When budding the image, Docker compose will use the value in the i mage node of 
the respective service to name the resulting image. In our case, for the web service, 
tlie resulting image name would be demo-web: 0.1. Similarly, for the api service, 
the image name would be demo-api:0.1. You can double-check this by using the 
docker image Is command to list all umages.

At times we might only want to build ar. individual service in this case, we can use 
ihis command:
docker compose build <service-name>

where <service-name> is the name of the service in the Docker compose tile that 
we want to build. Tn our case, this could be web, api - java or api-dotnet.

Now that we know how to build Docker images from the source, we may also want 
to push them to some registr y for further use. Let us discuss this next.

Pushing images to a registry
To be able to share images built on your computer with other users or envi ronmenis, 
we have to push them to an image registry such as Docker Hub. Let us do this now:

1. Make sure you are logged in to Docker Hub. You can do this with the 
following command:
docker login

You will be prompted to enter your username and password.

Alternatively, you can login on to the Docker Hub Web page; littps://hub. 
docker.com.

docker.com
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2. Use Docker compose to push all images at once to the registry: 
docker compose pash

The output of the preceding command will look very similar to what you 
saw when yop wore using the Docker image push command earlier on in 
Chapter 5, Creating Ytmr Own Docker linage.

3. Alternatively, you car also push individual services to the registry with the 
following:
docker compose push <servi.ce namex

where in our case, cservice name> would be either api-java^ api- 
dotnet, or web.

Now7 it is time to run our application.

Running an application
Earlier, in section "Preparing the database" we have already used Docker compose 
to run the database and the pgadmin services. Let us now dive a bit deeper into 
this command and its possibilities.

Assuming we have a Docker compose file somewhere which defines declarative!) 
our multi service application, then we can just simply run the following command 
to run the whole application:
docker compose up -d

If the images of the services are not yet found in the local mi.age cache, then Docker 
compose will automatically download them from the image registry or build them 
first if the corresponding sendee has a build instruction in it—as do the web and the 
api- java (or api-dotnet) service Ln our case.

Once all .mages are available, Docker compose will create the necessary network(s) 
and create a container instance for each of the services and attach those containers 
to the network(s).

In the preceding command, we used the -d parameter to run all sendees in detach 
(that is, non-blocking) mode.

Often people define the Docker compose file without any depends_on statements. 
Tn that case, there is no specific order in which the containers are created other than 
from the top down Rut be aware that in our case, dependencies between containers 
have been defined, such as, for example, that service api-java is dependent on the 
service database. We will have a look at this option later in this chapter.
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If we are done with our application and want to stop it, we can use the following 
command:
docker compose down

This will try to stop and then remove all containers of the application and delete 
the network(s) created for this app. If we arc using volumes with our services and 
want to have them removed too when we tear down the application, we can use the 
parameter -v:
docker compose down -v

Be careful, though; after the preceding command, all data that has been generated by 
the application is gone for good!

Now, let us use our demo application to tc^t these commands:

1. Open a new terminal window and navigate to the demo-app folder

2. Execute the following command to start (all the services of) the demo 
application;
docker compose up --build

Notice that we are forcing a rebuild of all containers using the --build 
parameter and purposefully not running in detach inode, so you can see the 
log output generated by each service.

3. Open a browser tab and navigate to  and use 
PgAdmin4 to analyze what data is generated by the application and to be 
able to manipulate this data if wanted.

 http://localhost:5050

4 Open a browser tab and navigate to http: //localhost: 3000/orders and 
observe the log entries generated in the terminal window as you do so. Tn 
your browser window, you should see something like the following:

(D < > localhost <S (2) + d

List of Orders
Nl Tiber of crders:6

2
3
4
5

Order Date 
2021-01-10 
2021-01-11 
2021-02-12 
2021-02-12 
2021-03-13 
2021-03-13

FULFILLED 
FULFILLED 
DRA’T 
■APPROVED
DRA-T 
DRA T

figure 7.37; The demo application in action

http://localhost:5050
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With this, we have demonstrated that the application consisting of multiple 
services is up and running.

Optionally open another browser Lab and navigate to http://localhost:80S0/ 
orders to directly access the REST ART. You should see the following:

• »•!□<> i local host 0 © A + 0

[ {"id" :1, "orne'DatR’ : "2021-01-1 0", "status": "Fin.FTT.r.ED"}, {" id" :2, "ordRrDat.R" : "2021-01­
11", ’’status" : "FULFILLED"> , {"id” : 3, "order Date" : ” 202 1-02-12 " ,"stat as" ■."ERM'?"},
{ id ' :4,"ordarData" : 2O21..O2-121", "status' CaffbOvEd'} , {"id :5,"ordorDatc"i 2021-03­
13", "status”: "DRAFT"},{"id":6, ■'orderDate' ;"2021.-03-13", "status"; "DRAFT ' H

7.38: Accessing the API direcity frot'i the broader

5 . Once you are done, in the terminal, hit CTRL-c to stop the application

6 lear down the whole application with the following: 
docker compose down v

So far, we have started and stopped our multi-service application as a whole. 
Sometimes we do want to have a bit more fine-grained control about what to run 
and what not. Let us discuss this next.

Running, restarting, stopping, and removing 
individual services
With Docker compose, we can also run, stop, remove, or restart individual services 
of our muiti-service application, for this, we use the following command:
docker compose up -d <service-name>

where <service-name> is the name of the service we want to run.

As a developer or software engineer, you know very well that our code is not al ways 
behaving the way we are expecting it to do. Then, we need to debug our services. 
One way ol debugging is Lo look al logging information produced by our ap plica lion 
and hope to find some clues inside the logs. Luckily, the Docker compose tool can 
help us to access such logging information.

http://localhost
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6 Tear down the whole application with the following: 
docker compose down v
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behaving the way we are expecting it to do. Then, we need to debug our services. 
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http://localhost
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Logging with Docker compose
If we run our application with docker compose up -d in detach mode, then we 
cannot directly see the log output generated by each service. But no worries, we 
have the means to retrieve the log entries at any time.

I, Run our application in detach with the following:
docker compose up -d

2. Now retrieve the logs with
docker compose logs

Notice how the log output of each service is shown. The output uses a 
different color for each service to make identification simpler for us. Also, 
note that all log entries from the very beginning are shown, and the output 
stops with the most recent entry of each service

3. If you want to follow the log that does not end the command but wait for 
new arriving entries, you can use the following command:
docker compose logs -f

When done, hit ClRL-c to stop following the logs.

4. We can also just list the tail of the log with the following:
docker compose -t <num-entries>

where <num-entries> is the number of log entries we want to see from the 
tail, e.g.,
docker compose -t 10

to view the last 10 generated log entries.

5 If you only want to see the last five log entries of say service api-java and 
follow the log you can use the following command:
docker compose logs -t 5 -f api-java

We have used many of the most common commands provided by the Docker 
compose tool to manage out multi-service application.

Advanced usages of Docker compose
So far, we have worked with the most basic and common commands of the Docker 
compose tool. The tool has ia few more tucks up its sleeves, though. Let us investigate 
some.
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Defining dependencies between services
Sometimes we want to run a service that is dependent of other services that are part 
of out.' overall application. I or exam pie, our API service is dependent on the database 
service. Io make sure that the database is running, it we start the z\Pl service, we can 
declare a dependency in the Docker-compose file. Let us look at the following stops:

1 In VS Code, open the docker-compose, yml file and add the following code 
snippet in Lines 22 and 23 to the definition of the api - java service (if it is 
nut already there):

19 v api-ja«;
20 image: dacker-orjobseekers/ajl-java:0.1
21 builJ; api-java
22 v Tfepends orT:
23 - database
24 v environment:
25 - SFR2NG_DATA501J!3CE_VRL=jr:oc:postgresql://database:5432/demc-'data3ase
26 - 5PRING_DATAS0URCEJJSEiWIE=demo-USe'
27 SraZNC-DATASOURCE_PASSV/CRD»Top Secret
28 - 5PRING_JPA_I!IBERNATE_DDL_AUTC-update
29 V pa'ls:
30 - M80

Figure 7J9: Defimug a depalifenci/ cri lhe rfalafrisc for IheAFl service

This defines that the api-java service is dependent on the database 
service, and Docker compose will make sure that the database service is 
started before the api-java service is started.

2 Add a similar snippet to the web service declaring a dependency" on the 
api-java sefvice:

42 web:
43 image: dockerforjobseekers/demo-web:0.1
44 build: web
45 ports:
46 - 3000:3000
47 environment:
48 I API_ENDPOINT: h tt ?_: / / a pi- j a ya: 8080 # Java API
49 | # API_ENDPOINT: http://api-dotnet:5060 # .NET API

50 depends_on:
51 - api-java
52 #- api- dotret

Figure 7.4(1; Defining n dqwiderici/ Io the api-javti for the Web service

http://api-java:8080
http://api-dotnet:5000
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Since we want to use the Java-based API, we have Line 51 active. If we use 
the .NF.T-based APT, we need to comment I 'ne 51 anti uncomment I ine 52 
instead.

3. To test this, make sure you can start with a dean slate by using the following 
command to remove all running services:

docker compose down -v

4. Now start the API service in detach mode with the following command: 
docker compose -d api-java

Notice how Docker Compose au tomatically first starts the database service 
and then only starts the api-java service:

gabriel@Solaris demo-app % docker compose up -d api-java 
[+} Running 2/2

Co"tainer derro-app_database_l Started
Container deiro-Epp_api-jav3_l Started

2.3s
5.5s r

I igure 7.41: Starting the upi service, which is dependent pn the iltifflfjast’ service

5. Double-check that the api-java and the database services are running: 
docker compose ps

You should see something like the following:

gabrieli^SoIaris demo-app % docker compose ps
TESPE SERVICE STATUS PORTS
demn-ipp api 1 api running 0.K.0.t1:i0ee->$0/tcp, :::5H00->fl0/tcp
demQ-,ipp_dataoas6_l database runring a432^tcp

ligitre 7.42: List of running services

Notice that both service show status running, as expected.

6. Use curl to access the API. You will be accessing the /orders endpoint to 
get a list of ail draft, orders:

curl -X GET http://localhost:8080/orders

You should get a list of draft orders similar to the following:
gabrlcl@Solaris demo app S curl X CET https//localhosti808&/oriicrs

[{"id" : 1, "orde rDate": "2021-01-12","status" :"FULFILLED"},{"ic":2,"□rderDare" : "2021- 01-ir,"s 
t^e;-f;,l:dLFILLED”}l{?Hd,':i:"Ord^D®:e"^02^7B5-12,'^$'tatu^ti,PfWF7,.,igi'jf,,id:,';;4,,,ordle;rp'iata^ 
"2021-02-12","stat us" ^APPROVED"}, {"id" : 5. "□-derDate,:'2021-05-13","Stcit us": "DRAFT"},{"id": 
6P"orderDate”:"2021-03-13"."status":"DRAFT"}]g

Figure 7.43: Crtlnig the list of pending orders from lhe APT ccruice

The fact that you are1 actually getting the list is another proof for the fact that 
die database is running.

http://localhost:8080/orders


214 Docker: Up mid Running

Since we want to use the Java-based API, we have Line 51 active. If we use 
the .NF.T-based APT, we need to comment I 'ne 51 anti uncomment I ine 52 
instead.

3. To test this, make sure you can start with a dean slate by using the following 
command to remove all running services:

docker compose down -v

4. Now start the API service in detach mode with the following command: 
docker compose -d api-java

Notice how Docker Compose au tomatically first starts the database service 
and then only starts the api-java service:

gabriel@Solaris demo-app % docker compose up -d api-java 
[+} Running 2/2

Co"tainer derro-app_database_l Started
Container deiro-Epp_api-jav3_l Started

2.3s
5.5s r

I igure 7.41: Starting the upi service, which is dependent pn the iltifflfjast’ service

5. Double-check that the api-java and the database services are running: 
docker compose ps

You should see something like the following:

gabrieli^SoIaris demo-app % docker compose ps
TESPE SERVICE STATUS PORTS
demn-ipp api 1 api running 0.K.0.t1:i0ee->$0/tcp, :::5H00->fl0/tcp
demQ-,ipp_dataoas6_l database runring a432^tcp

ligitre 7.42: List of running services

Notice that both service show status running, as expected.

6. Use curl to access the API. You will be accessing the /orders endpoint to 
get a list of ail draft, orders:

curl -X GET http://localhost:8080/orders

You should get a list of draft orders similar to the following:
gabrlcl@Solaris demo app S curl X CET https//localhosti808&/oriicrs

[{"id" : 1, "orde rDate": "2021-01-12","status" :"FULFILLED"},{"ic":2,"□rderDare" : "2021- 01-ir,"s 
t^e;-f;,l:dLFILLED”}l{?Hd,':i:"Ord^D®:e"^02^7B5-12,'^$'tatu^ti,PfWF7,.,igi'jf,,id:,';;4,,,ordle;rp'iata^ 
"2021-02-12","stat us" ^APPROVED"}, {"id" : 5. "□-derDate,:'2021-05-13","Stcit us": "DRAFT"},{"id": 
6P"orderDate”:"2021-03-13"."status":"DRAFT"}]g

Figure 7.43: Crtlnig the list of pending orders from lhe APT ccruice

The fact that you are1 actually getting the list is another proof for the fact that 
die database is running.

http://localhost:8080/orders
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7. End and remove the two services with the following: 
docker compose down -v

8. New run the Web service in detach mode with the following:
docker compose c! web

Notice again how Docker Compose automatically first starts the database 
service and then the api-java service before it finally starts the Web service. 
zXll this happen*  since you defined the dependencies of each service in the 
Docker-com pose tile.

9 Open a new browser tab and navigate to http: //localhost: 3000/orders 
to make sure the application works as expected.

10. End the three services with the follow7Ing:
docker compose down -v

Great, you have just learned how to define depend er ties between services in a 
Docker compose the application. Next, you will leaxq how you can leverage the tool 
to scale the individual services of the application.

Scaling a service
We all know that one technique to cope with increased traffic or demand for resources 
'u an application is to scale out the whole application or individual parts of it. This 
is no different when using containers. Containerized services are very easy to scale 
up and down as long as they are stateless. Stateful services such as databases are a 
bit more involved. But this is beyond the scope of this book.

Docker compose makes it quite straightforward to scale a particular service. Let us 
do this with the api service of our application. It we want to scale the api service 
up to three instances, we car do so kke the following:

1. Startour demo-app application in detach mode:
docker compose up -d

2. Lisi all services of the application and make sure they are all up and running; 
docker compose ps

you should see this;
g&brielgSolaris deno-app % docker comoose ps 
NAME. SERVICE STATUS
demo-apo..api-datr:et_l api-dotnet running
demt-app_api-java_l api-java running
deuiD-app_dalabase_l da I abase running
d* ,nc-app_pgadmin_l pgsdrrin running
demr app=web_l web runnirg

PUTTS 
0.3.0.0:5ee0->S0/tcp, :;;5000->80/tcp 
0.0.0.0:8080-=-8088/tcp, ; : :8080-?8089/tcp

443/tcp, 0.0.8.0:5050->B0/tept :::5050->80/tcp 
0.3.0.0:3080 >3000/tcp, t3030 >3000/tcp

Figure 7.44: Lfsi of services of ihe demc-app
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7. End and remove the two services with the following: 
docker compose down -v

8. Now run the Web service in detach mode with the following:
docker compose c! web

Notice again how Docker Compose automatically first starts the database 
service and then the api-java service before it finally starts the Web service. 
All this happens since you defined the dependencies of each service in the 
Docker-com pose file.

9. Open a new browser tab and navigate to http: //localhost: 3000/orders 
to make sure the application works as expected.

10. End the three services with the following: 
docker compose down -v

Great, you have just learned how to define dependencies between services in a 
Docker compose the application. Next, you will learn how you can leverage Hie tool 
to scale the individual services of the application.

Scaling a service
We all know that one technique to cope with increased traffic or demand for resources 
'u an application is to scale out the whole application or individual parts of it. This 
is no different when using containers. Containerised services are very easy to scale 
up and down as long as they are stateless. Stateful services such as databases are a 
bit more involved. But this is beyond the scope of this book.

Docker compose makes it quite straightforward to scale a particular service. Let us 
do tlris with the api service of our application. It we Wartt to scale the api service 
up to three instances, we car do so kke the following:

1. Startour demo-app application in detach mode:
docker compose up -d

2, List all services of the application and make sure they are all up and running: 
docker compose ps

you should see this;
gabrieigsolaris ueno-app po docker comoose ps 
NAME. SERVICE STATUS
demo-apo..api-d3tr:et_l api-dotnet running
deniL-app_api-jav<n_l api-java running
deuiD-app_dalabase_i database running
denc-app_pgadmin_l pgadrrin running
demr apn, .wcP^l web running

PUTTS 
0.3.9.0:5080-=<0/tzp, ;;;5000->80/tcp 
8.0.».0:8080-J-8088/tcp, ;::8080-?8080/tcp

443/lcp, 0.0.0.0:5050->80/tcp, :::5350->00Zt:p 
0.3,0.0:'08P. >3000/tcp, : i :30S0->3080/tcp

Figure 7.44: Lfsi of services of ihe demc-app
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3, Now use Docker compose to scale the api-java service to three instances:
docker-eompose up --scale api-java=3

NOTE: In the preceding command, we use the docker-compose tool 
instead of the Docker compose command since, at the time of writing, 
the latter has an error, and the scaling does not work correctly. Maybe at 
the time you read this, the bug has been fixed. Thus, try both variants.

You will notice immediately that when executing die preceding command, 
we get an error claiming something like the following:

Error response from daemon: Ports are not available: listen tep 
0.0.0.0:8080: bind: address already in use

What happened? The reason tor this is that we have (for debugging purposes) 
mapped the container port or the APT service to the host. Rut we cannot bind 
three different container ports all to the same host port. That is the reason for 
this failure.

As a solution, we can just commend out the port mapping of the api-java 
service in our docker-compose.yrcl file Do this and then repeat the scale 
command. This time it should work.

4. To. confirm that, indeed, three instances axe running, use the ps command 
again:

docker compose ps

and notice that the output has changed to:
gabrielSSolsris cteno-app is docker compose ps
NATE SERVICE STATUS POTTS
Seno-app-Epi-dPtriet-l api-pytnet running 0.0.0.0:5060->80/t:p, :: :500fr->80/tcp
demc-app_api-java_i api-java running
demo-apn_Bpi-java_2 api-java running
demc-apn_api-’ava_3 api-java running
dgmo-ap?. datpBncr 1 lar.iiiasc running 5432/tcp
deno-app_pgadmtn_l pgadrrln running 443/tcp, 0.0.0.0:bej0-’80/tcp, :: :505©->8d/t.p
deme apo_wea_l web running 6.8.0.0:3060 >3000/tep, ;;;3000->3009/tcp

I igitrt' 7.45: APT service SCtTittii to Three iHStniCis

5. Scale down the a pi-java service to two instances:
docker-compose up --scale api-java-2

Here again, we arc? using the docker-compose tool to avoid the bug 
mentioned in Point 3. Reconfirm with the ps command that the api-java 
service now runs with two instances.

6. When done, end the application with the following:
docker compose down -v
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3. Now use Docker compose to scale the api-java service to three instances:
docker-eompose up --scale api-java=3

NOTE: In the preceding command, we use the docker-compose tool 
instead of the Docker compose command since, at the time of writing, 
the latter has an error, and the scaling does not work correctly. Maybe at 
the time you read this, the bug has been fixed. Thus, try both variants.

You will notice immediately that when executing die preceding command, 
we get an error claiming something like the following:

Error response from daemon: Ports are not available: listen tep 
0.0.0.0:8080: bind: address already in use

What happened? The reason for this is that we have (for debugging purposes) 
mapped the container port of the APT service to the host. But we cannot bind 
three different container ports all to the same host port. That is the reason for 
tlris failure.

As a solution, we can iust commend out the port mapping of the api-java 
service in our ducker-compose.yml file Do this and then repeat the scale 
command. This time it should work.

4. To. confirm that, indeed, three instances are running, use the ps command 
again:

docker compose ps

and notice that the output has changed to:
gabrietSSolsris cteno-app % docker compose ps
NAME SERVICE STATES PORTS
uciriu-app_api-djtri=t_l api-dptnet running___  0.0.9.0:50e0->S0/tcp, :::5090—=-80/1cp
dew-aap_api-j ava_l api-java iWirg
denc-apn_api-java_2 api-java running
demc-apo_api-;ava_3 api-java running
dcmo-app.datpD.ncC-'i 85Wu3sc running 5432/tcp
demo-app_pgadmln_l pgadnin running ‘iAS/tcp, G.e.A.OiS&so-pStVtip, :::5056->8&/tcp
dtnc app_weo_l weh running 9.0.0.0:S000->3000/tcpj ;::3000->3000/tcp

lignre 7.45: APIservie'e .SCtTiti? to three instriu'ts

5. Scale down the a pi-java service to two instances;
docker-compose up --scale api-java-2

Here again, we are using the docker -compose tool to avoid the bug 
mentioned in Point 3. Reconfirm with the ps command that the api-java 
service now runs with two instances.

6 When done, end the application with the following:
docker compose down -v
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Note that if you want to scale the web service the same way as you did with the 
api-java service, you will fail. And there is rto way to circumvenr the error as we 
did in preceding Point 3. Why? The reason is that the web service, as it is defined in 
the Docker compose file, uses some port mapping to map the container port 3000 to 
the host port 3000 (this is imperative; otherwise, no one can access the Web service). 
That works as long as we have only one instance of the Web service. As soon as we 
want to scale up, a port mapping conflict will occur since the second instance will 
also want to map its container port to host port 3000. But this is not possible. Each 
host port car only have one listener. This problem is due to the fact that we want to 
scale on a single Docker host. In a production system you will have several Docker 
hosts forming a muster. We can then spread out the instances of the Web service to 
the different nodes of the cluster, and on each one, the respective instance of the Web 
service can be mapped to the same host port. An alternative way would be to not 
map the container port to a fixed host port but let Docker deL.de which free host port 
to use for each instance.

Optional exercise: try to modify your Docker compose file such that Docker decides 
which host port the container port of the Web service is mapped tn.

Next, we want to learn how to run multiple distinct instances of a Docker compose 
application simultaneously in multiple instances.

Defining a project name
We have learned that Docker compose, by default, uses the name of the folder in 
which the compose file is located as a prefix to the network names it creates. Thus, 
if we do not explicitly define a network in the compose file and the folder is called 
my-app, then the resulting network created by Docker compose i> my app_default. 
On the other hand, it we detine a custom network and call it backend-network, 
the resulting name of the network created by Docker compose is my-app_backend- 
network. It is always a combination of the network name used in the compose file 
and the folder in which the file resides.

Now, this is fine as long as we want to only run one instance of the application defined 
in the compose file. If, for some reason, we want to rim more than one instance, we 
will have a name clash. To avoid this, we can define a project name when using the 
Docker compose command as follows:
docker compose --project-name project! up -d

Please note the - -project-name (or its short form -p) parameter. In this case, the 
default network created by the compose tool would be project-l_default (and 
the name of the containing folder would not matter).

We can then easily run a second instance of the application, e.g., with the following: 
docker compose --project-name project-2 up -d

deL.de


Managing Complex Apps with Docker Compose 217

Note that if vou want to scale the web service the same way as you did with the 
api-java service, you will fail. And there is no way to circumvenr the error as we 
did in preceding Point 3. Why? i'he reason is that the web service, as it is defined in 
the Docker compose file, uses some port mapping to map the contamer port 3000 to 
the host port 3000 (this is imperative; otherwise, no one can access the Web service). 
That works as long as we have only one instance of the Web service. As soon as we 
want to scale up, a port mapping conflict will occur since the second instance will 
also want to map its container port to host port 3000. But this is not possible. Each 
host port car only have one listener. This problem is due to the fact that we want to 
scale on a single Docker host. In a production system you will have several Docker 
hosts forming a cluster. We can then spread out the instances of the Web service to 
the different nodes of the cluster, and on each one, the respective instance of the Web 
service can be mapped to the same host port. An alternative way7 would be to not 
map the container port to a fixed host port hut let Docker decide which free host port 
to use for each instance.

Optional exercise: try to modify your Docker compose file such that Docker decides 
which host port the container port of the Web servicv is mapped to.

Next, we want to learn how to run multiple distinct instances of a Docker compose 
application simultaneously in multiple instances.

Defining a project name
We have learned that Docker compose, by default, uses the name of the folder in 
which the compose file is located as a prefix to the network names it creates. Thus, 
if we do not explicitly define a network in the compose file and the folder is called 
my-app, then the resulting network created by Docker compose i> iriy-app_default. 
On the other hand, if we define a custom network and call it backend-network, 
the resulting name of the network created by Docker compose is my-app_backend- 
network. It is always a combination of the network name used in the compose file 
and the folder in which the file resides.

Now, this is fine as long as we want to only run one instance of the application defined 
in the compose file. In for some reason, we want to rim more than one instance, we 
will have a name clash. To avoid this, wc can define a project name when using the 
Docker compose command as follows:
docker compose --project-name pwoject-l up -d

Please note the - -project-name (or its short form -p) parameter. In this case, the 
default network created by the compose tool would be project-l_default (and 
the name of the containing folder would not matter}.

We can then easily run a second instance of the application, e.g., with the following: 
docker compose --project-name project-2 up -d
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And the tool will create a network project-2_default for the application and 
attach all containers to it.. This way. the containers from the two application instances 
are perfectly isolated from each other, and no name clash occurs.

The next interesting use case is when dealing with multiple environments in which 
we want to run a Docker compose application.

Using Docker compose overrides
Tn a modern software development environment, teams use different environments 
to build, run and test their applications. typically, the first environment a Docker 
compose application is supposed to run is, is the developer's personal computer 
or laptop. Once the developer is happy with their code, they push it to their source 
code repository, such as Gilllub and create a merge request for it. 1'he Cl/CD 
pipeline then picks up the new code changes, and the build agent tries to build the 
application and run all automated tests against it. Thus, the build agent is a second 
environment where we might want to run our compose application. Later we may 
want to run the application on, say a special environment where we can demo it to 
stakeholders or an environment where we can execute stress and load tests for the 
application. We will talk more abou.1 Docker and automated Cl/CD pipelines in. 
Clwpier9, Lstablishing ait ffUtorntitent build pipeline.

Each of those environments most probably has slightly different environment 
settings. For example, the connection string that an application service needs differs 
from environment to environment. Or the network settings used by the Docker 
networks may also differ.

We could now gist author a separate Docker compose file for each environment. 
But tins would quickly result in code duplication and a danger that the different 
versions may be out of sync soon. We call this a drift. A better alternative is to author 
a main Docker compose file and use so-called overrides for each of the environments 
we want to run the application in.

Let us stall with the base Docker compose Lie. We will Lake one s'milar to whal we 
used in the previous sections to run our application consisting of a web service, an 
ap.i service and a database sendee. We will give this file the default name docker*-  
coirpose.yml. Here is its content:
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And the tool will create a network project-2_default for the application and 
attach all containers to it.. This way. the containers from the two application instances 
are perfectly isolated from each other, and no name clash occurs.

The next interesting use case is when dealing with multiple environments in which 
we want to run a Docker compose application.

Using Docker compose overrides
Tn a modern software development environment, teams use different environments 
to build, run and test their applications. typically, the first environment a Docker 
compose application is supposed to run is, is the developer's personal computer 
or laptop. Once the developer is happy with their code, they push it to their source 
code repository, such as Gilllub and create a merge request for it. 1'he Cl/CD 
pipeline then picks up the new code changes, and the build agent tries to build the 
application and run all automated tests against it. Thus, the build agent is a second 
environment where we might want to run our compose application. Later we may 
want to run the application on, say a special environment where we can demo it to 
stakeholders or an environment where we can execute stress and load tests for the 
application. We will talk more abou.1 Docker and automated Cl/CD pipelines in. 
Clwpier9, Lstablishing ait ffUtorntitent build pipeline.

Each of those environments most probably has slightly different environment 
settings. For example, the connection string that an application service needs differs 
from environment to environment. Or the network settings used by the Docker 
networks may also differ.

We could now gist author a separate Docker compose file for each environment. 
But tins would quickly result in code duplication and a danger that the different 
versions may be out of sync soon. We call this a drift. A better alternative is to author 
a main Docker compose file and use so-called overrides for each of the environments 
we want to run the application in.

Let us stall with the base Docker compose Lie. We will Lake one s'milar to whal we 
used in the previous sections to run our application consisting of a web service, an 
ap.i service and a database sendee. We will give this file the default name docker*-  
coirpose.yml. Here is its content:
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1 versior! '2' 
i services: 
.3 wet :
4 image: dockerfcrjabseekers/web:1.0

ports:
6 - 3000:3605
7
8 api:
9 image: dockerforjobseexers/api:1.9

18 enviroorcent:
11 conneetion_string: "postg -esql://database/defl»-database"
12 <jLi“U5ername: demo-user
13 db-pas sword: Top-Secret
11
15 database:
16 image: postg res: alpine
17 volumes:
18 - demo-app-data:/var/lib/postgre$ql/data
19 environment:
20 I’OSTGRESJJSER: demo-user
21 POSTG KES. .PASSWORD; Top-Secret
22
23 volumes:
24 demo-app-data

figure 7,46: Base Docker comvcsc file

As we Ccin see, trie web service defines a port mapping and three environment 
variables connection-string, db-username, and db-password, with some default 
values The api service does the same for variables POSTGRES_USER and POSTGRES_ 
PASSWORD. Let us assume tJhat these values are valid in local development, that is, 
on the developer's laptop. Furthermore, the base file defines no explicit network. All 
containers will be mounted to the default network automatically created by the 
Docker compose tool. Finally, all services will try to locate images cither in the local 
image cache or try to pull them from the Docker hub. For example, the web service 
will try to use the dockerf orjobseekers/web: 1.0 image.

Now, let us assume we want to define an override for the CT environment, that is, the 
bund agent of our automated Cl/CD pipeline. On a build server or agent, we usualiy 
want to build the Dockei images from the source code. We will have to modify or 
override the compose file accordingly. Let us further assume that there we want to 
use a different password to access the database. For the sake of this example, let us 
also assume wet wart to use a different port mappi ng for the web service. Finally, we
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1 version: '2'
2 services:
i wet :
4 image: dcckerforjabseftkftrs/web: 1.0
5 parts:
6 - 3000:3605
7

api:
9 image: dockerforjobseekers/api; 1.0

18 environment:
11 conneetion_string: "postg ■esq’lt/'/database/demo-database"
12 db username: demo-user
13 db-password: Top-Secret
14
15 database:
16 image: postgres:atpine
17 volumes:
1*3  - demo-app-data:/var/lib/postgie$q'L/d3ta
19 environment:
20 '’OSTGRESJJSER: demo-user
21 POSTGRES PASSWORD: Top-Secret
22
23 volumes:
24 demo-app-data

Figure 7.46: Base Docker rontvose file

As we Ccin see, trie web service defines a port mapping and three environment 
variables connection-string, do username and db-password, with some default 
values The api service does the same for variables POSTGRESJJISER and POSTGRES_ 
PASSWORD. Let us assume that these values are valid in local development, that is, 
on the developer's laptop. Furthermore, the base file defines no explicit network. All 
containers will be mounted to the default network automatically created by the 
Docker compose tool. Finally, all services will try to locate images cither in the local 
image cache or try to puU them from the Docker hub. For example, the web service 
will try to use the dockerfor jobseekers/web: 1.0 image.

Now, let us assume we want to define an override for the CT environment, that is, the 
build agent of our automated Cl/CD pipeline. On a build server or agent, we usually 
w.mt to butld the Docker images from the source code. We will have to modify or 
override the compose file accordingly. Let us further assume that there we want to 
use a different password to access the database. For the sake of this example, let us 
also assume we want to use a d ifferent port mappi ng for the web service. Final!}; we



220 ■ Docker: Up und Running

want to use a custom network on the build agent. All this will lead to the following 
override that wp will save in a file called docker-compose-ci .yml:

1 version: '2'
2 services:
3 web:
4 builds wb
5 ports:
6 - 5800:3000
7 networks:
8 - ci-nstwvrk
9 api:

18 build: api
11 environment:
12 P05TGRE5_PA55WORD: ci-pass
12 networks:
14 - ci network
15
16 database;
17 networks:
18 - cwnetwork
19
20 networks:
21 ci-network:

ftgrifig 7.47: Dockcv mrine ovem'de for She Ci environmeni

In the override file, we only need to define entries whose values we want to override, 
such as die port mapping or the network settings.

We can then use the override by defining the compose files (using the parameter -f) 
n the right sequence, starting with the base file:
docker compose f docker compose.yml -f docker compose-ci.yml up

Note that you can use as many override files ers you like in ihe preceding command. 
Just make sure that you list them in the right sequence.

Conclusion
In this chapter, we have learned how to use Docker compose. ’this tool has been 
designed to simplify working with applications consisting of more than one 
containerized service. First, we have discussed the syntax of a Docker compose file, 
which is using a declarative approach. Then, we created ar application consisting of 
three services, such as that we could exper inert with the compose tool. We learned 
how to use the tool to build images, push them to a registry such as Docker Hub 
and lun the whole application or individual services of it. Finally, we investigated 
some advanced usage scenarios for Docker compose, such as defining dependencies 
between the services and defining custom networks or overrides.
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want to use a custom network on the build agent. All this will lead to the following 
override that wp will save in a file called docker-compose-ci .yml:

1 version: '2'
2 services:
3 web:
4 builds wb
5 ports:
6 - 5800:3000
7 networks:
8 - ci-nstwvrk
9 api:

18 build: api
11 environment:
12 P05TGRE5_PA55WORD: ci-pass
12 networks:
14 - ci network
15
16 database;
17 networks:
18 - cwnetwork
19
20 networks:
21 ci-network:

ftgrifig 7.47: Dockcv mrine ovem'de for She Ci environmeni

In the override file, we only need to define entries whose values we want to override, 
such as die port mapping or the network settings.

We can then use the override by defining the compose files (using the parameter -f) 
n the right sequence, starting with the base file:
docker compose f docker compose.yml -f docker compose-ci.yml up

Note that you can use as many override files ers you like in ihe preceding command. 
Just make sure that you list them in the right sequence.

Conclusion
In this chapter, we have learned how to use Docker compose. ’this tool has been 
designed to simplify working with applications consisting of more than one 
containerized service. First, we have discussed the syntax of a Docker compose file, 
which is using a declarative approach. Then, we created ar application consisting of 
three services, such as that we could exper inert with the compose tool. We learned 
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and lun the whole application or individual services of it. Finally, we investigated 
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Questions
lb assess your progress, please try to answer the following questions:

1. What is the correct command when using Docker-compose co run a multi­
service application in detach mode?

2. Write down the command you would use to Est all the services of a Docker 
compose application.

3. How would you structure your Docker-compose files if you want to run a 
multi-serv ice application in different environments, say a development,, user 
acceptance testing (UAT) and production environment?

4. What can you do to scale up a particular service ot a multi service application 
to three instances using Docker compose1

5. Which of the following tasks can you execute with Docker compose:
a. Building Docker images for all services of a multi-service application
b. Building the Docker image for a .single service
c. Pushing the Docker images of all services
d. Running a multi-service application with a single command
e. Running a single service of a multi-service application
f. All of the above

Job interview sample questions
You have been invited to a video interview for a job as a senior sof tware developer. 
The job is offered by a renowned consulting company. Du t ing the interview, you are 
confronted with the following questions:

1. We are using Docker in our company. Our application consists of multiple 
services that interact with each other. What tool would you recommend us to 
use to run this application with ease on any developer's laptop. What would 
be valid alternatives, and why are they inferior or superior to the first one 
you name?

2. Should w e use Docker compose to deploy our application in production? If 
not, what are the reasons to not leverage it fur that scenario?

3. Wc currently use multiple Docker-compose files for different scenarios. This 
is a bit of a maintenance hassle. 1 low could we improve the situation?

4. Wchavehcard that Docker compose can also be used to deploy to Kubcrnetes. 
Is that true? What can you tell us about that feature?
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Sample answers
Here are potential answers to the preceding questions,

1. Whenever a developer wants to run an application consisting of more 
than one container locally on her desktop, then she should consider using 
Docker compose. This is the preferred and most powerful tool for exactly 
this scenario. The alternative is to author bash or PowerShell scripts, out that 
would mean to replicate functionality that is already available lor her out of 
the box with Docker Desktop.

2. Although it is technically possible to use Docker compost' to deploy 
applications to production, we would not advise to do so. Usually, in a 
fully automated Cl/CD (continuous integration/continues deliver or 
deployment), one deploys a single container at a time.

3. One could use a base compose file and use this hie in different scenarios with 
overrides. One for each environment or scenario.

4. It is indeed true that Docker compose can be used to deploy to Kubernetes. 
1’he tool will analyze the compose file and automatically create the 
corresponding Kubernetes YAML files that are commonly used to deploy 
and manage artifacts to and on Kubernetes. It is an attractive means for 
test-ng your applications on a local Kubernetes cluster, such as the single 
node clusters provided by iviinicube or Docker Desktop.

Join our book’s Discord space
Join the book's Disccrd Workspace for Latest updates. Offers, lech happenings around the 
world, New Release and Sessions with the Authors:

https://discord.bpboidine.coin

https://discord.bpboidine.coin
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Chapter 8
Testing and 
Debugging 

Containerized
Applications

Introduction
in the previous chapter, yen got an in-depth introduction to Docker Compose ana 
its usage. You built a complex sample application consisling oi a Web L’L, a backend 
API, and a database to demonstrate the capabilities of Docker compose in the context 
of a realistic distributed and containerized application.

Tn this chapter, you will learn howto significantly reduce friction in the development 
process by enabling hot reloading and debugging of an application running inside 
a container. You will also learn how to write and run automated tests for such an 
application and how to optimally instrument the application, furthermore. you will 
get some useful tips and hints on how to best prepare for an interview as a Docker 
developer. In this chapter, we mainly use our code editor VS Code as well as its 
integrated terminal.

Structure
hr this chapter, we will discuss the following topics:

• Enabling hot reload in a container

• Debugging an app running inside a container
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• Writing and running unit and integration tests

• Instrumenting a containerized app

Objective
Once you have read through this chapter, you will be able to enable hot reload for 
your application and use VS Code to debug your Java, .NET, NodeJS, or Python 
application running inside a container line by line. You will learn to run unit and 
integration tests for your application inside a container and instrument your 
application and thus prepare it to run in production.

Without further ado, let us dive into the hrst topic.

Enabling hot reload in a container
"Hot reload" (or "hot restart" or "hot code swapping") is a feature that allows 
developers to update the code of a running application without having to stop and 
restart the entire application. This feature is particularly useful for Web applications, 
where a full restart can cause disruption for users or lead to a loss of data.

For developers, it is very important to get into what they call "the flow". This is a 
state of mind where ideas on how to solve a problem just seemingly pour out of 
your head like a river. You are "in the zone". If a developer achieves this state of 
mind, he/she usually is very productive and gets things done in no time. But there 
are always lurking some factors in the dark that may pull out the developer from 
that ideal state. Jt is someone interrupting with a question, or a meeting has to be 
attended, and more. Other factors that can be disruptive are that after each minor 
code change, one has to interrupt the running application that orc was debugging 
and recompile the code, restart the application, and navigate to the point where one 
did some changes. What if we could just automate all this and have it done for us 
without useven having to think about it?

For traditional applications such as Node JS, .NET, Java, or Python application, 
developers ha ve longu sed specie I tools that monitor your rode and, in case something 
has changed, automatically stop the running application, compile the new version, 
and restart the application. Then came containers, and developers seemingly got 
stuck again in the old habit of manually stopping, compiling, and restarting the 
application. But not for long. Quickly clever developers found a way to have the 
same flow when working with containers as they did before using containers. Let us 
see how that is possible.
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Hot reloading a .NET application
We will now' create a simple .NET application which we will then use to explain the 
principle of hot reloading:

1, Open a new terminal and navigate to your source code folder for this chapter, 
e.g.:
cd ~/src/ch98

2. Create a new .NET application of typo WebApi and call it hot-reload-net: 
dotnet new webapi --name hot-reload-ret

3. Navigate to this newly created sub-folder:
cd hot-reload-siet

4. Open VS Code for this folder:
code .

5. Open a terminal inside VS Code and then start the application with the 
following command from within that terminal;
dotnet run

6 Open a new browser tab and navigate to the URL 
https://localhost:5001/wcathcrforccast
The output should be a JSON-formalled array of weather forecast items.

7. Back in VS Code, let us edit some code. Extend the range from 1 to 5 to 1 to 
10 on line 30 in the class WeatherForecastController. cs, which is located 
in the Controllers folder. Save the file after you have changed it,

8. In the terminal, stop the running application with CTRL-c and compile and 
run it again with the following:
dotnet run

Then refresh the browser tab that shows the weather forecast results and 
verify that now each time you refresh 10 weather items are returned instead 
of 3 as before.

9. Step 8 is quite anno} ing, and developers will find it to add friction to their 
flow over time. How can we mitigate that? Well, .NET got you covered. 
Instead of running the application, we can watch and run it. In the terminal, 
execute the following:
dotnet watch run

https://localhost:5001/wcathcrforecast
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Notice the watch in the preceding command. This little change is 4 life 
changer.

10. Change the range on line 30 back to 1 to 5 and save the file. Observe in 
the output of the terminal window that dotnet has discovered a file change 
and automatically stops, rebuilds, and restarts the application. When you hit 
refresh in the browser, the new range value (1-5) ineffective.

Hot reloading a NodeJS application
We will now create a simple Node JS application which we will use once again to 
explain the principle:

1. Opena new terminal and navigate toyour source code folder for thischapter, 
e.g.:
cd ~/src/ch08

2. Create a new subfolder called and navigate to it:
cd hot-reload-node && cd hot-reload-node

3. Initialize the application using the following:
npm init

and keep the default values suggested.

4 Oper VS Code for this folder:
code .

5. Add a file called index. js to the project and add this content to it:
index.; s X

JS. indexjs server > 0 http.createServerO callback
1 const http = require! http'};
2
3 const hostname = '127.0.0.1';
4 const port = 3000;
5
6 const server = htlp.createServerU req, res) => { 

res.statuscode = 238;
res.setHeaderf ' Conter.t-Type', 'text/plain );

9 res.cnd{'Hello World };*
10 g):
11 “
12 sei ver. Ils Leal por L, hostnameJ ()=;>{

| console. log('Server running at http://S{hostnare}:s{port}/'>;
14 });

k-igure 8.1: /I simple NoJ.? JS appbcalrofi

http://http.createServerO
http://http.createServer
http://Sihostnaire%257d:S%257bport%257d/
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6. Open a terminal window inside VS Code Lind execute the following command 
in that terminal to run the application'
node index.js

7 Open a new browser tab and navigate to : 3000 and 
observe that the message Hello World is output on the page.

 http://localhost

8. Change a value in the indcx.js file, c.g., change Line 9 to:
res.end(‘Hello docker lob Seeker');
and then save the modified file.

9. In the terminal, use CTRL-c to stop the running application and then execute 
the node index, js command again to restart the application.

10. Refresh the browser tab to make sure that the message has indeed beer 
changed to Hello docker Job Seeker.

11. Having to repeat Steps 9 and 10 each time one charges a bit of code is 
tiresome, to say the least, over time. But people have mitigated this by using 
a tool such as nodemon to improve the situation. Please install nodemon 
globally with the following command:
npm install -g nodemon

12. Use nodemon to run your application. In the terminal, execute: 
nodemon
you should see something like this:

cjabrielxgSolaris hot-reload-node ->> nodemon
[nodemon] 2.3.12
[nodemon] to restart at any time, enter 'rs'
[nodemon] watchinq parh(sl: *.*
[nodemon] watching extensions: js,mjs,json
[nodemon] starting node index.is'
Server running at http://0.0.0.0:3888/

figure 8.2: Running a Node JS application with nodemon

Notice in the output preceding the third and fourth lines saying that files are 
watched.

13. Change something in the index, js file; for example, revert the message 
back to "Hello Wovld" on Line 9, and then save the modified file. Notice 
in the terminal output that nodemo.i automatically stops and restarts the 
application for you.

14. Refresh the browser to verify that the new value is indeed used.

http://localhost
http://0.0.0.0:3000/
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Hot reloading a ReactJS application
Today's modern Web applications are mostly written using one of the popular 
single-page application (SPA) frameworks such as React, Angular, or Vue. in this 
sectiox’., we are going to learn how to hot reload a React JS application that has been 
containerized. Io do so, please proceed as follows:

1. Open a new terminal and navigate to your source code folder for thischaptei; 
e.g.:
cd '</src/cti08

2. Initialize a new React application called hot-reload-react using the 
following command;
npx create-react-app hot-reload-react
when asked if you want to install the create-react-app module, answer 
with yes. As soon as this package is installed, the React applies don will be 
bootstrapped. This may take a moment since many packages have to be 
downloaded and installed, thus, please be patient.

3. Navigate to the hot-reload-react subfolder that was created in the 
previous step:
cd hot-reload-react

4. Open VS Code for this folder: 

code .

5. Open, a terminal within VS Code, and in this terminal, start the React 
development server with the following;
npm start
Automatically a new browser window will open at http: //loralhost: 3000, 
and the default React JS application will be displayed in the browser-

Figure 83: Default React JS application displayed m the browser
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6. In VS Code, locate the file apo. js in the subfolder src. Change its content to 
look like the following:

EXPLORER Js App.js X

v HOT-RELOAD-RE ACT src > JS App.js > ...

", node_modules 1 [import './App.css':

> public 2

v src
3 function App() {
4 return (

# App.css 5 <div className="App"^
JS App.js 6 <p>Hello World!</p>

JS App.test.js 7 </d iv>

# index.css
8 
g

j; 
}

JS index.js 10
• ■ logo.svg 11 export default App;

rigfire 8.4: Simplified app.js of the React JS application

7, Save the file and notice in the terminal output that the application is 
automatically rebuilt and restarted. Also, notice that the content of the 
browser page updated automatically as well, 'rhe React community has 
done a trcmendoub job and already enabled hot reload out of the box!

fi Do more changes to the code to see hot reloading in action.

9. When done, stop the application by pressing Cl RL-din the terminal window.

Now, we want to Dockerize the React application as follows:

1. Start by adding a new file called .Dockerigrore file to the root of the project 
and add the following content:
.vseode
node_modules

2. Add a new file called Dockerfile also to the root of the project and add the 
following content:

* Dockerfile x

*► Dockertile > _
1 FROM node:alpine
2 WORKDIR /app
I COPY package, isno ./
4 COPY package-lock.■son ./
5 RUN np«i install
& COPY . .
7 CMD ["npm", "run", "start"]

hgure8.5: Doakerfik: for the React fS application

node_modul.es
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6. In VS Code, locate the file app.js in the subfolder src. Change its content to 
look like the following:

EXPLORER ■“ js App.js X

V HOT-RELOAD-RE ACT src > JS App.js > ...

; node_modLles 1 [import './App.css':

> public 2
3 function App(J {

V gre 4 return (
# App.css 5 <div className="App"s.
J*  App.js 6 <p^Hello World!</p>

js App.test.js 7

# index.css
8 
g

) i 
1-

JS index.js 10
ra logo.svg 11 export default App;

figure 8.4: Simplified app.js of the Read JS applicalifm

7. Save the file and notice m the tormina’ output that the application is 
automatically rebuilt and restarted. Also, notice that the content of the 
browser page updated automatically as well, 'rhe React community has 
done a tremendous job and already enabled hot reload out of the box!

fi Do more changes to the code to see hot reloading in action.

9. When done, stop the application by pressing Cl RL-.din the terminal window.

Nove, we want to Dockerize the React application as follows:

1. Start by adding a new file called .Dockerigrore file to the root of the project 
and add- the following content:
.vseode
node_modules

2. Add a new file called Dockerfile also io the root of the project and add the 
following content:

Dockerfile X

Dockerfile >
1 FROM node:alpine
2 WORKDIR /app
3 COPY package.)xon . /
4 COPY package-lock.json ./
5 RUN nrxn install
& COPY . .
7 CMD ["npm", "run", "start"]

figure 8.5: Doekerfik: forth? React fS application
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We are using the node:alpine image as the base for our React application 
(Line 1). Then, we copy the package.json and pzxkage-lock*  json into 
lite container (Lines 3 and 4) Lo prepare us for the npm install command 
(Line 5) that wo want to execute. Finally, in Line 6. wo copy all the sources 
into the working directory (/app) inside the container. In Line 7, we define 
the start command that Docker shall use whenever an instance of this image 
is run as a container. Remember that this command (npm run start) will 
start the development server of our React application. This Dockerfile has 
been optimized such as the npm install on I ine 5 is executed before the 
whole source code is added to the container.

3. In the terminal window, execute the following command to generate a new 
Docker image called hot-reload-react from the project using the preceding 
Dockerfile:
docker image build -t hot-reload-react

4. Kun an instance of this image and map container port 3000 to host port 
4000 using the following command:
docker container run -p 4000:3006 hot-reload-react
You should see something like the following;

gabriel@Solaris hot-reload-react % docker container run -p 4000:3800 hot-reload-react

> hot reload reacts©.1.0 start
> read-scripts start

: Project is running at ht+p://17?.17.0.3/
; wsbpack output is served from
: Content not from webpack Is served from /app/public
: 404s will fallback to / 

Startino the development server,..

Compiled successfully!

You can now view hot-reload-react in the orowser.

Local: http://lccalhost!3000
On Your Network: http://172.17.0.3:3000

Note that the development build is not optimized.
To create a production build, use npm run build.

! 8.6: Starting the jigaei app/saitum hi a Lout.amer

5. Open a now browser tab and navigate to :4000. You 
should now see the welcome message displayed in the browser window. 
Note, you need to use port 4000 and not port 3000 since the latter is the 
container port and the former is the host port to which the container port has

http://localhost

http://172.17.0.3/
http://localhost:3000
http://172.17.0.3:3000
http://localhost
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been mapped with the parameter - p 4000:3000 in the docker container 
run command

6. Now make a little change in the App.js file of the project—e.g., change the 
message on Line 6 to "Hello beautiful World!"—and then save the change.

Bummer..., nothing happens. Neither is the development server of the React 
application restarted nor is I ho browser pointing to the application refreshed.

But this is to be expected, lhe development server is running inside the 
container, and it uses and monitors the code that is also packed into the 
container. But you charged the code directly on your system, and the code 
inside the container remained unaffected. Luckily, we can change that.

7. Stop the running container by pressing CTRL-c in lhe terminal window 
where you started it.

8. Use the following command to start another instance of the container, this 
time using volume mapping to enable hot reloading:
docker container run -p 4000:3000 \

-v $PWD/src:/app/src \
-v $PWD/public:/app/public \
hot-reload-react

With the preceding command, we*  are mapping the two folders sre and 
public, into the container, replacing their respective content with the 
content of our host folders. 1'his enables dynamic updates’ of the code inside 
the container without having to rebuild and restart the container.

9. Now, once again,, change something in the App, js file, e.g., change the 
message to something like " Hello Docker Job Seeker!" and save the changes. 
Observe fix the terminal output that the development server running inside 
tire container is picking up the change and compiling and restarting the app. 
You should sec the following output;
Compiling__
Compiled successfully!
Also, notice that the browser window is refreshing automatically too, and 
displaying your change.

Now that we have significantly decreased the friction in the development process 
when using containers let us turn the notch up a bit and learn how to debug an 
application step-by-step that is running inside a container.
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Debugging an app running inside a 
container
We- will be using Visual Studio Code to demonstrate bow to debug applications that 
run inside a container. Most other IDEs, such as Intellil, Eclipse, or Visual Studio, 
support this as well, but you will want to read the respective documentation to find 
ou t exactly how this is working.

Let us demonstrate how you can debug a Java application running inside a container 
first.

Debugging a Java application
As indicated previously we will be using Visual Studio Code to demonstrate this. 
This code editor has become the ubiquitous editor on all popular operating systems, 
such as Windows 10 or 11, MacOS, and Linux. Let us start with a simple "HeEo 
World" type application to demonstrate the principle.

1. Open a new terminal and navigate to your source code folder for this chapter, 
for example:
cd ~/src/cli0a

2 Create? a new sub-folder anti call ft debug-java anti navigate to it:
mkdir debug-java && cd debug-java

3. Open VS Code for fills folder: 
code .

4. Double-check that you. have the necessary Java plugins installed. If not, 
proceed as follows:

a Open the extensions side panel with on a Mac (or SHIFT-
CTRL-x on Windows).

b. Look for the "Extension Pack for Java" package and install it.
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EXTENSIONS; MARKETPLACE V O “

extension pack

Extension Pack for Java o 9 im * As
Popular extensions for Java development t._
Microsoft Install

Salesforce Extension Pack <p62sk *3

Figure 8.7: installing extension pack for I trail in Visual Studio Code

This extension pack contains extensions such as Language Support 
lor Java by RedHat, Debugger for Java, lest Runner for Java, and 
more.

c. Restart VS Code if requested.

5. Press 't' - ;.r e [SHllT-CTRL-e) to display the Project Explorer sidebar in VS 
Code.

6. Press t-^-p (Sllll'l -CTRL-#) to display the command bar and enter 
"Maven:". From the list of suggested commands, select "Maven: Create Maven 
Project."

EXPLORER >Maven:|

CE3UG-JAVA Create Maven Project
Spring Initialize Create a Maven Project..

Maver Add a dependency...
Mavar Execute Commands...
Maver. Fave. <es...

___________ Maver.. History...__________________

Figure 8.8: Creating a new Maven rroject via the cnrnniand bar

7. From the list of archetypes, select the archetype maven-archetype­
quickstart, version 1.4. and leave the default group ID  and 
artifact ID debug-java to have VS Code create a simple Maven-based Java 
application.

example.com

example.com
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8. Explore the solution created and open the App.java file. Note that in the 
sample shown as follows, we have removed the comments from the rode for 
more clarity. Add a break point on printin statement and then click on the 
Debug link right above the main method.

EXPLORER ■■■ App.java X >

v DEBUG-JAVA [^_ E? O 0 demo > sre > mam > java > com ? example > © App.java > App .
■v demo 1 package con.example;

sre 2
3 public class App

main.java.cot: example 4 {
App.java Run | Debug

> test /5 public static void main! String!] args )

> target / 6
7 System.out.printlnf "Hello World!" )j

a pom.xml
S 3
9 }

Figure 8.9: Debugging a lava application in VS Code

Notice how the application starts and then is stopped on Line 7 at the 
breakpoint. You can now use the debug toolbar to step through your code.

So far, so good. We are able to debug a native Java application from within VS Code. 
Butnow the interesting question is: Can I do the same if the application does not run 
natively but rather inside a container?

To start, let us tty to attach VS Code to the Java application when it is running 
natively. We will then use what we have learned and use it when running the Java 
application inside a container. Proceed as follows:

1. First, we replace the content of lire main method in the App class as follows:
public static void main( Strinn [J args ) 
{

Systen.out.printl'i['l5tarting debugging de.no application"^; 
int i = 1;
while(truc){

System.out,printlnl"Round 11 + i);
try {

Th rea J.sleep*  5000);
/ catch (InterruptedException e) { 

e.printStackT race(J;
f

}

Figure 8.10- Mein of fava debug demo app
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This keeps the applicat'on tunning forever and gives us plenty of time to 
attach a debugger md play with it.

2. On the command line, execute the Maven package command:
mvn package
This will create a jar file called debug- java-1. ©-SNAPSHOT .jar in the target 
folder.

3. Define the 3AVA_TOOLS_OPTIONS environment variable such as that when 
running the Java application, it is instrumented for debugging:
export JAVA_TOOL_OPTION5=-agentlib:jdwp=transport=dt_ 
socket>address=8000,server=y,suspend=n

Notice that we are using port 8000 for the debugger to attach.

4. Run the application from the command line:
java -cp target/debug-java-1.0-SNAPSHOi.jar com.example.App
The output should look like the following:

Picked up JAVA_TOOL_CPnON3: -agentlib:jdwp-transporT-dt_socket,add res^-3006,serve 
r=y,suspend-n
Listening for transport dt_socket at address: 8000
Starting debugging demo application
Round 1
Round 2
Round 3

r/gurr 8.71; Output vf locally .‘writing Jiriw applicirtion

The application runs and outputs every 5 seconds a line with "Round <X>" 
where <X> is an ever-increasing number. Notice the output where the 
debugger is telling us that it is .listening at port 8000.

5. In VS Code, open the debug side panel and click on "create launch.json file":

0 RUN AND DEBUG ■■■ 1
V' RUNQ

, 
A,

Opens file w-.ichcan 
be debugged at run.

Run and &et>ug

g

To customize- Run and 
Dabup iaal> 

llaLnch.json file. 1

Shew ar automatic 
deuug configurations.

Figure 8.12: Cretife u lmmdi.i$on file 'for htfaching a dd'irgger to the Java app
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6. Add the following launch definition called "attach":

Figure 8.13: Lfl'imJi task for VS Code to attach it) Jwa u;i}mainoii

{} iaunch.json X

.vseode > {1 launch, json > ...
1 ij
2 "versioni": “0.2.0 ,
3 "configurations": [
4
5 "type"': "java”.
6 ''rune’1 2: "Attach",
7 "request": •attach",
8 "hastName": "localhost",
9 "part : 8000

10
11 1
12 T

1. Add a new file called dockerfile to the root of the project and add this 
content:

ar Dockerfile X

Dockertie > ...

1 FROM 3perjdk:6

2 WORKDIR. /app
3 ENV JAVA_T00L_0PTI0NS -agontlib: jd.jp=transport=dt_socket,address=80B0,server=y,stispend=n
4 COPY taraet/debug-java-1.0-5NAP5HOT.jar de&ug-java.Jar
5 ENTRYPOINT ["java", "-co", "debuu-java.iar", "com.example.App"]

Figure 8.14: Dockerfifc for debugging u fava trpplicuf rm

2. Make sure yon have built the application with mvn package before you 
continue.

7. Put a breakpoint on Line 16 of the main method in th? App class.

8. Now, lilt 1'5 to start debugging and notice how the debugger liits the 
breakpoint at the >ne.

Now, we are ready to transfer what we have learned by attaching the VS Code 
Java debugger to a natively running application to the situation when we run the 
application inside a container. For this, follow the following steps:

3. Create a Docker image using the preceding Dockerfile:

docker image build -t debug-java .

4. Finally, run a container using the just-built image:
docker container run -p 8080:8080 debug-java
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Note how we map port 8000 to the equi valent host port, so the debugger can 
attach to the Java application running inside; the container. The application 
inside the container starts running and produces the same output to the 
console as we saw when running the application natively.

5. Back in VS Code, hit F5 to start debugging the application. Notice how the 
debugger stops at the breakpoint at Line 16:

€0 Attach App.java 1

VARIABLES ire > main > javs > pan > example > App. ava > ’’is App > O maln(Sli1ng[];

fl

Local

arflsr StrirgC0]€6
public static t/oid maini String!) args ) args - S’:ring(0]g6

l> - (D ■

System.out.printIn("Starting debugging demo application"]!

si
WATCH

Qj

CALLSTACK

Thread [Si_.

Thread [FL.

Thread (R._

RUNNING

RUNNING

RUNNING

PAUSED ON 3REAKP.

A:p. 'tia i t<St r Lng [] )

BREAKPOINTS

9 
ie

12

14
15
16
17 
1R
IQ

?9

PROB ELIE

Attach;.iai>ug Jsvc) 'J./

wtil’el trusli
Svsten.out.print inCRound " ) i)i
■try (

।nrc3d.5leep(5ee0);
} catch tlntcr'-upTxdbxccptlon c) { 

e.prlnlSlack.Tracef ;

TERMINAL DEHUtSeONSCllIR 11 liu

qaarie-liaSolaris debug-java * dscktr run -a 8880:0000 otbug-java
Ptcke-d up JAuA_T00L_OPTIONS: -eg^ntlib:jdi«p=Tansaort=dt_sa'ltrt,addri'ss=a80fl,serve 
r=y,suspand=ri
Listering for transoort dt. socket at address: 8000
Starring debugging demo application
RojitC 1
T_______________________________________________

tn 16, Col 1 Spaces: 4 UTT-8 Java S’ C

D

figure 8.1 S.- Debugger tin u breatymni in Javn running itisirfe ct eorjiaiuer

Now that you know how io debug a Java application lire by line, even when it is 
running inside a container, let us see how to do the same with a .NET C# application.

Debugging a .NET application
Now, let us try the same with a simple .NLT application:

1. Open a new terminal and navigate to your source code folder for this chapter, 
for example.:
cd ~/src/ch08

2 Create a new .NET console application using the following command:
dotnet new console --name debug-net
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Note how we map port 8000 to the equivalent host port, so the debugger can 
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© |> Attach
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App.javs 1 o - □
sre > main > java > ocm > example > App. ava > "ts App > O inaln(Sli1ng[]}

p Local

args, Strirg[0]@6
public static void maini String!) args ) args S-flng(0]g6

System.out.printIn("Starting debugging demo application");

v WATCH

Gi'

o 
is 
n 
12

whl'e(truR)i
I Svsten.oui.prlntlnf'Rciund " i il; |

L>

CALLSTACK

Thread [Si_.

Thread [Fi,„

Thread (R._

RUNNING

RUNNING

RUNNING

PAUSED ON BREAKP,

.•naifkCStrlngt])

14
15 
16
17 
18 
IQ 
?a

PROBLEMS

BREAKPOINTS

B 'V^.udTt Exce.?. .
/ & 0 A1 g> Attach jdabug Jsvc) Q-./

i read.sleepl5000);
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Now that you know how io debug a Java application line by line, even when it is 
running inside a container, let us see how to do the same with a .NET C# application.

Debugging a ,NET application
Now, let ns try the same with a simple .NL1 application;

1. Open a new tenninal and navigate to your source code folder for this chapter, 
for example.:
cd -v/src/ch08

2 Create a new ,NE1 console application using the following conunand:
dotnet new console --name debug-net
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3 Navigate to the subfolder cebug-net created by the previous command: 
cd debug-net

4. Open VS Code for this folder: 
code .

5. Double-check that you have the necessary .NET plugins installed. It not, 
proceed as follows:

a. Open the extensions side panel with on a Mac (or SHifT-
CTRL-x on Windows).

b. Look for the "C£ for Visual Studio Code" plugin from Microsoft and 
install it.

c. Restart VS Code it requested.

6. Explore the project and open the file Program. cs. Set a breakpoint on Line 9 
(the Console.Write! .ne statement)

7. Hit / 5 to start debugging the application and notice that the execution will 
stop at the breakpoint:

[> NET Core Launch € G Progra. it> t ton

VZ VARIABLES s] G Program.cs > { } debug_net > debug_net.Program > 0 Main(a

« Loca s 1 using System;

cr&s [string!]]: 2
3 namespace debug_net
4 {

0 re^rercaa

5 class Program
6

> WATCH 0 references
k CALLSTACK PAUSEDO. •• 7 static void ftain(string!] args)

debuq-net.dll’debug.,Ji' ? f

ftxterrter CodeJ ■
D s • DConsole.WriteLine("Hello World!");

ic }
n }

i? }■

Figure8.16: Debugger stopped at bresk point ;n .NET tippiictiiiim

You can use the debug toolbar to now interactively step through the code.

Once again, tills was the busy part. We can now debug a .NET application that runs 
natively on our system from withiug VS Code. But now let us do the same when the 
application runs inside a container:

Program.es
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Tram witbing VS Code use the command "Docker: Add Docker Files to Workspace" command 
to add the necessary Dockertile tn our project. When asked; select .NFT ".NFT: Core 
Console" as the application platform and "Linux" as the operating system. For the 
moment, we do not need a Docker-compose file; firns, answer that 'question with "No". 
We are now having a Dockerfile added to our project that looks similar to tins:

v Dockertils > ® ^JN
1 FROM /dc:net/runtime:5.0-focal AS base mcr.mic*osctt.con
2 WORKDIR /app
3
4 |?UN adduser -u 5678 —disabled-password —gecos "" appuser && chown -R appuser /app
5 USER appuser
6
7 FROM rncr.microsoft.con)/ "otnet/sdk:5. a-focal AS build
8 WORKDIR /src
9 COPY ["debug-net.csproj", "./"I

10 RUN dotnet restore "debug-net.csproj"
11 COPY . .
12 WORKDIR "/src/."
13 RUN cornet build "debug-net.csproj" -c Release -o /apo/build
14
15 FROM build AS publish
16 RUN dotnet publish "debug-net.csproj" -c Release -o /app/publish
17
18 FROM base AS final
19 WORKDIR /app
20 COPY —from=publish /app/publisli .
21 ENTRYPOINT ("dotnet", "debug-net.dll"]

Figure 8-17: Dockerfile added to the .NET protect

1. Next, we need to initialize our project for debugging with Docker. Hit
-p (SHIFT CTRL’p) to open the command palette. Search for the command 
"Docker: Initialize tor Docker debugging" and execute it to prepare our 
project. Once again, select ".NET: Core Console" as the application platform 
and "Linux" as the operating system when asked.

2 Open the file launch.json inside the .vseode folder in your project. The 
previous command should have added a new launch task for Docker inside 
this file, looking similar to this:

‘Tkirkpr .NFT Or, l^i.inr'i , 
''type": "docker", 
' recurst": "launch", 
"preiaunchlask“: "docker-run: debug", 
"netCore": {

"appProiect": "S{worksoaceFdIde‘l/debuc-net.csproj*  
I

}

f igure 8.18: DifcArr launch Ja-ik (or NET spplicatior:

mcr%25e2%2596%25a0Microsoft.com/
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3 It did also add a tew entries to the tasks. json file that also resides inside 
the . vscode folder. Please analyze them carefully.

Press 't-Jg-d (SUlFT-CTRL-d) to open the debug side panel in VS Code and then 
select the correct launch task from the drop-down menu. In our case, this is "docker 
.NET Core Launch":

I7gnre8.19; Si’lccf the L'lumft eoimumui in VS Code

Hit P5 to start debugging. The execution should once again stop at the 
breakpoint. But this time, the cede runs inside the container.

4. Open the dashboard of Docker Desktop to confirm that, indeed, there is a 
Docker container running with the application code that we are currently 
debugging. It is called debugnet-dev:

figure 8.29: Des/ricard cf Docker Desktop showing Uic ,NLT debug contimer

5. On the dashboard, hover over the container and click on the first icon, which 
will open a shell inside of the running container. Execute the following 
command:
Is -al

you should see tliis:
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3, It did also add a tew entries to the tasks.json file that also resides inside 
the .vscode folder Please analyze them carefully.
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Containers/Apps
C\ Search,..

Innages

Dev tnvirorrrerits
deaugnet-dev debugrctidc'.'
RUNNING

figure 8,20; Dcs/ricard cf Docker Desktop siiowifi Uic ,NLT debug contimer

5. On the dashboard, hover over the container and click on the first icon, which 
will open a shell inside of the running container. Execute the following 
command:
Is -al

you should see tliis:
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$ Is ol 
total 20
drwxr-xr-x 9 appjsftr appuser 288 Sep 5 15:08 .
Jrwxr-xr-x 1 root r<<c*  40% Sep 5 15.3? ..
-rw----------- 1 appuser appuser 332 Sep 5 15:03 .dockerignore
drwxr-xr-x 4 :ipp.js<?r appuser 128 Sep 5 14:53 .vscode
- rw------------- 1 appji-er uppuser 607 Sep 5 15:09 Duckecfile
-rw------------- 1 aippuser appuser 191 Sep 5 14:48 Program.cs
drwxr xr x 3 appuser appuser % Sep 5 14:52 bin
-rw---------  1 appuser appuser 217 Sep 5 14:43 dcbug-net.csproj
dnwxr-xr-x 8 ctppuser appuser 256 Sep 5 14:52 obj

Figure 8.21: Listing the contents in the container used for debugging

These are the files and folders from our project, thus confirming that this is 
Indeed the container containing our project.

Now, you can start extending this project and continue debugging it while it is 
running inside a Docker container.

Next, let us have a look at how this would work for a Node JS application.

Debugging a NodeJS application
Now, let us try the same with a simple Node JS application^

1. Open a new terminal and navigate to your source code fckler for this chapter, 
for example: cd ~/src/ch08

2 Create a new sub-folder debug-node and navigate to it" 
mkdir debug-node && cd debug-nude

3. Initialize a new Node JS application using the following command: 
npm init

Accept all the defaults.

4. Open VS Code for this folder:
code .
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$ Is cl 
total 20
drwxr-xr-x 9 appuser appuser 288 Sep 5 15:08 .
Jrwxr-xr-x 1 root rcoz 40% Sep 5 15.17 ..
- rw--------1 appuser atpuser 332 Sep 5 15:03 .dockerignore
drwxr-xr-x 4 appuser appuser 128 Sep 5 14:53 .vscode
- rw--------- 1 app.irser appuser 607 Sep 5 15:09 Duckerfile
- rw--------1 appuser appuser 191 Sep 5 14:48 Proqram.es
drwxr xr x. 3 appuser appuser 96 Sep 5 14:52 tr. n
- rw—---- 1 appuser appuser 217 Sep 5 14:48 debug-net. csp<"0]
drwxr-xr-x 8 appuser appuser 256 Sep 5 14:52 obj

Figure 8.2?: Lifting the amtenh in the container used for debugging

These are the files and folders from our project, thus confirming that this is 
indeed the container containing out project.

Now, you can start extending this project and continue debugging it while it is 
running inside a Docker container.

Next, let us have a look at how this would work for a Node JS application.

Debugging a NodeJS application
Now, let us try the same with a simple Node JS application.

1. Open a new terminal and navigate to your source code tckler for this chapter, 
for example, cd ~/Erc/ch08

2 Create a new sub-folder debug-node and navigate to itst 
nkdir debug-node && cd debug-nude

3. Initialize a new Node JS application using the following command: 
npm init

Accept all the defaults.

4. Open VS Code for this folder:
c-de

Proqram.es
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5. Add a file called index. js to the project and add this; content to it:
js indexes x

Ji lndsx..'s > W>J ssr/er > O Ttto.createSer«er() oellnsck
1 cnnsr http = reqtiiref 'http');
2 ' '

3 const hostname = '127.0.0.1‘;
4 const port = 3000;
5
5 const server = hLLp,create5erver((req, resf » C
I res.statustode = 2MU;
3 res.setHeaderl'Content-Type', 'text/plair1>;

1. Press #-^-p {SJilFT-CTRI.-v} to open the command palette and locate and 
execute the command "docker: Add docker Files to Workspace". Select 
Node.js as the Application Platform and leave the default value of 3000 as the 
port. Select No when asked whether or not to add Docker-compose support.

This command adds a Dockerfile to our project. It should look like the 
following:

DockerfHe x
•j Dockeriile > ® rROM

1 FROM .vd*; 14-alpine
2 ENV N0DEEMV=3Oductian
3 W0RKDTR /usr/sre/app
4 COPY [’’package, j son", "package-lock.json*", "npm-shrinkwrap. isonr",
5 RUN npm install —production —silent SA nv nodejnodoles .
6 COPY . .
7 EXPOSE 3300
a run chown -R node /usr/sre/app
9 USER node

16 CMD ["node", 'index.js"!

9 res.endl'llello World1);
13 fib

11
12 servB#,lisLen(porl, liusliid'ne, () j
13 console, log (Scn/e' running or  );http://j.-I host naTej: {{port J7
14 });

Figure 8.22: Ae-iinple Node IS applicati&i

6. Add a breakpoint on Line 'J and then hit F5 to run the application (select 
"Node JS" as the environment when asked). Notice how the application is 
started.

7. Open a browser tab and navigate to http: //localhost: 3000 and observe 
how the application execution stops on the breakpoint.

That was easy. By now, you are used to this procedure of creating a simple application 
and then start debugging it in VS Code. But now let us add support for debugging 
sessions when the code runs inside a container:

Figure 8.23: Dockerfiie added la Node }S project

http://j.-I_host_naTej:_%257b%257bport_J7
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http://j.-I_host_naTej:_%257b%257bport_J7
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2, Once again, press <-gS-p (SHIFT-CTRL-p) to open the command palette 
and locate and execute the command "docker: Initialize docker 
container". Select "Node JS" as the application platform when asked. This 
command will add/modify the launch, json file in the .vscode folder. Lt 
should now look like the following:

sone > {j launch.json > ...
1 1: 

‘configurations'': [
3 {
4 “name": "Docker Node.js Launch",
5 "type": "docker",

"request-': "launch", 
"prelaunchTask": "docker-run: debug", 
"platform": "node"

9 >
18 |
■1 1

F’girrc 8.24; iMndi.json file for it Node ]S appbcuiiott

3. You may also want to analyze the tasks.json file that was created by the 
preceding command

4. To be able Io work in a container, the Node JS Web server must listen al IP 
address D.0.0.0 and not at the usual 127. G. 0.1 (or localhost). Thus, before 
you proceed, please update the code in the file index.js and replace Line 3 
with the following value:
const hostname = '0.0.3.0';

5. This following step is due to a flaw in the VS Code launch task, 'the next 
step (or task) will fail if we do not execute this one first. The task expects that 
there is a node_modules subfolder in the project with some content in it.

Thus, please add a dummy Node hpm package to the project, e.g., use this 
command to install the popular moment library:
npiti install moment -save

This Will add the moment library as a dependency to the package. j son file 
(please verify tills) and also create a folder node_modules in the project, to 
which it will add the downloaded moment package and its dependencies.

6. Open the debug side panel and select the coi rect launch bisk. In our case, it 
is "Docker Node.js Launch". Hit F5 to start debugging the application as it 
is running inside the container.

7. Open the dashboa rd of the Docker Desktop appl ication and notice how there 
is a container called debugnode-dev running. Click on it and then select the
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INSPECT tab to find out to which node the internal port 3000 is mapped on 
the host'

dobugiiijde-d-2V rkbugnorJpl.irpM 

fUhfdMS

NODE_EKh/

PATH

* LOGS O INSPECT L*  STATS

/js 'floca Xsbh :Aisr>1ocal/oin:Ais <sbi niZusnfoire/sbiri/bin

NODE_7?RStON

YARM VERSION

Ports

iJUCXLLP

■Wtrp :;5WQ4

C.0.7O322G

Figure 8.25 : bisecting the attributes of the det-ugnode-dev container

In the preceding case, the host port is 55004, but this may be a different 
number in your case.

8. Open a new browser tab and navigate to http://localhost: <host -port>, 
where <host- port> is the port number to widen the internal container port 
3000 is mapped on the host, lake the number that you found out in the 
previous step. Observe how the breakpoint is hit in the application.

It is now time to explore how one can debug an application running in a container 
that has been written in the most popular language, Python.

Debugging a Python application
Last but r.ot least, it is the turn on Python. Let us investigate how to run and debug 
a Python application running inside a container.

1. Open a new term ir.al and navigate to your source code folder for this chapter, 
for example:
cd -*/src/ch08

2. Create a new sub-folder debug-python and navigate to it:
cd debug-python && cd debug-python

http://localhost
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3, Double-check that you have Python installed on your machine:
python3 --version

It this command tails, you may have to install Python first. Hollow the rollowing 
instructions:

a. On a Mac, execute:
brew install python

b. On a Windows machine, execute the following:
choco install python

In both cases, use,
pipB -“version

to verify that the pip has been installed as par t of the preceding installation 
procedure.

4, Create a virtual environment called venv for this folder:
pythons -m ver.v
and now activate tins virtual environment
. venv/bin/activate (or on Windows venv\Scripts\activate)

5 Now, install Flask in this environment:
pip install flask

6. Open VS Code tor this folder:
code .

7. Let us now select the Python interpreter that VS Code is going to use. Hit ♦ - 
$g-p (SHIFr-C'l RL-p) to open the command palette and locate and execute 
the command "Python: Select Interpreter". From the list, select your 
virtual environment:

Interpreter suswehlen O

Current. Jvenv/ofrhpyt non

+ Enter interpreter path...

★ Python 3.S.2 64-bit ('vanv': venv) Recommended
,'venv/bin/pythor

Python 3.3.7 64 bit
/□pt/hornebrev.7airVpythan3

Pytnon 3.9.5 64- bit (,pyrron@3.9')
/opt,'Homebraw/apt/python@3.9/nin/px’»non39

Python 3.S.2 6i-bit

Figure 826: Select mg tile Python mlerpreier m VS Code
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3. Double-check that you have Python installed on your machine:

python3 --version

It this command tails, you may have to install Python first. Hollow the following 
instructions:

a. On a Mac, execute:
brew install python

b. On a Windows machine, execute the following:

choco install python

In both cases, use,
pipB -“version

to verify that the pip has been installed as par t of the preceding installation 
procedure.

4, Create a virtual environment called venv for this folder:
pythons -m ver.v
and now activate tins virtual environment
. venv/bin/activate (or on Windows venv\Scripts\activate)

5 Now, install Flask in this environment:
pip install flask

6. C)pcn VS Code tor this folder:
code .

7. Let us new select the Python interpreter that VS Code is going to use. Hit ♦ - 
££-p (SHIP i’-ClRL-p) to open the command palette and locate and execute 
tlie command "Python: Select Interpreter". From the list, select your 
virtual environment:

Interpreter quswehlen O

Current: Jvenv/orn£>yt ion

+ Enter interpreter path...

★ Python 3.S.2 64-bit ('vanv': venv) Recommended
.tyenv/bin/pytnor*

Pytnon 3.9.7 64 bit
/□pt/homebrev.7airVpythan3

Pyt-ion 3.9.5 64- bit (,pyrr'on@3.9')
/op:,'S.omebrew/apt/pyttipn@i3.9/bin,Jpython3.9

Pythsn 3.8.2 64-bit

Figure 826: Select mg tije Pyilwn mlerpreier m VS Code
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8. Wo are going to create a minimal Flask application. Thus add a file called 
app.py to the project and add this content to it:

♦ app.py i X

■& app.py > ...
1 from flask import Flask
2
3 app = Flask{__name__)
4
5 @app.route("/")
6 def tiello_world();

return "<p>Hello, World!</p>"

ffafiKti 8.27: Mmmal Python flask applicirtwn

9. Since this is a Flask application, we also need to arid Flask as a dependency. 
Thus, add a new file called requireirients.txt to the project and add this 
as content:
flask

Yes, it is that simple, a single line with the keyword flask.

10. Add a breakpoint Lo Line 7 in the code of the app.py file. Hit F5 to start 
debugging the application. When asked, select "Flask" as the debug 
configuration.

11. Open a new browser tab and navigate to 5000. Notice 
that the application execution will stop at the breakpoint, as expected.

http://localhost:

Nothing unexpected here, I hear you say, and you are right. Once again, we only 
have shown how one can debug line by line a Python application running natively 
on your system using VS Code.

But we shall not stop here and learn how to debug the same application once it is 
running inside a comainei> as follows:

1 Use the docker: Add docker Files to Workspace" command to 
generate a Dockerfile for our project. Select "Python: Flask" as the Application 
Platform, select app.py as an entry point, and leave the default value of 5000 
as the port. Select "No" when asked whether or not to add Docker-compose 
support.

2. Hit F5 to start debugging. Notice that automatically a browser tab is opened 
for you and that after a moment during which the container is prepared and 
launched, the breakpoint is hit in code:

http://localhost
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figure 8.28: Debugging a Rialto’s trgp rur.rjng inaicle a container

fltu jco.jv —

t> Docker:Pytr>o<i-li> ■» tOC fcs./son [> '-■ CD

>/ VARIABLES * a DP. DY > tS hdlc_world
: ; v Locals 1 from Flask import Flask

> Globes
3 apj) = Flaskl__name__ )

?5> 4 -
o

5 fitepp. roulel'7">
6 def hello_world():

81 D 7 return "<p>Hello, w<irld!«/p>"
I v WATCH

a?----------------------------------- -
DE 3UG CONSOLE ■ - - niter (e- g. text, ietclude)

... ot use it in a production deployment.
Use a prodjetion 'fl SGI server instead.

* Debug mode: off
* Running on oil addresses.

^callstack WARNING: Tais is a development server Da n
> MainThread PAUSED ot use in a PAction deployment.

* Rtinnina on httn:77172.17.0.3:5000/ ("Press C
" > PAUSED ON BREAKP... TRL+C to quit)

>
>< Python 3 B 2 64-Eit ('venv venv} @0^,0 Dneker Python - Flask (cfetiug-pythnn) J5J Q

3. Open the dashboard on Docker Desktop and verity that a container called 
de bug python-dev is rumiing. Artalyzc the logs oi the container and use 
the INSPECT tab to figure out to which host port the container port 5()0() is 
mapped.

Great, we are done With debugging for now. You should have a good grasp on how 
to configure your code editor to be able to debug line by line an application written 
in one of the four most popular languages that are running inside a container.

Next, we are going lo see how we can combine writing automated tests, such as unit - 
and integration tests, and running them in a container.

Writing and running unit and integration 
tests
It is a recommended best practice to write automated tests that cover all or most of 
your applications' code. The simplest and usually most numerous tests are the unit 
tc=ts that test a piece of code, such as a class of a function in isolation. Also important 
are integration tests that test a few collaborating components as a whole. This book 
is not about how to write tests, though, and consequently, we want to talk about the 
topic strictly n the context of Docker containers. I low can we enable a frictionless 
test-driven development process when using containers?



Testing and Debugging Cofitninerizcd Applrcatipfrs ■ 247

figure 8.28: Debugging a Rialto’s trgp rur.rjng inaicle a container

fltu jco.jv —

t> Docker:Pytr>o<i-li> ■» tOC fcs./son [> '-■ CD

>/ VARIABLES * a DP. DY > tS hdlc_world
: ; v Locals 1 from Flask import Flask

> Globes
3 apj) = Flaskl__name__ )

?5> 4 -
o

5 fitepp. roulel'7">
6 def hello_world():

81 D 7 return "<p>Hello, w<irld!«/p>"
I v WATCH

a?----------------------------------- -
DE 3UG CONSOLE ■ - - niter (e- g. text, ietclude)

... ot use it in a production deployment.
Use a prodjetion 'fl SGI server instead.

* Debug mode: off
* Running on oil addresses.

^callstack WARNING: Tais is a development server Da n
> MainThread PAUSED ot use in a PAction deployment.

* Rtinnina on httn:77172.17.0.3:5000/ ("Press C
" > PAUSED ON BREAKP... TRL+C to quit)

>
>< Python 3 B 2 64-Eit ('venv venv} @0^,0 Dneker Python - Flask (cfetiug-pythnn) J5J Q

3. Open the dashboard on Docker Desktop and verity that a container called 
de bug python-dev is rumiing. Artalyzc the logs oi the container and use 
the INSPECT tab to figure out to which host port the container port 5()0() is 
mapped.

Great, we are done With debugging for now. You should have a good grasp on how 
to configure your code editor to be able to debug line by line an application written 
in one of the four most popular languages that are running inside a container.

Next, we are going lo see how we can combine writing automated tests, such as unit - 
and integration tests, and running them in a container.

Writing and running unit and integration 
tests
It is a recommended best practice to write automated tests that cover all or most of 
your applications' code. The simplest and usually most numerous tests are the unit 
tc=ts that test a piece of code, such as a class of a function in isolation. Also important 
are integration tests that test a few collaborating components as a whole. This book 
is not about how to write tests, though, and consequently, we want to talk about the 
topic strictly n the context of Docker containers. I low can we enable a frictionless 
test-driven development process when using containers?



248 ■ Docker: Up anti Running

Let us see how one? can do this when, e.g., working with .NET.

1 Open a new terminal window and navigate to the source folder of this 
chapter:
cd ~/src/ch08

2 Make a now subfolder called testing-net and navigate to it:
mkdir testing-net && cd testing-net

3. Create a new .NET Console application called App:
dotnet new console --name App

4. Create a new .NET xUnit project called UnitTests:
dotnet new xunit --name UnitTests

Note: It is a best practice not to add test code to the actual application. 
For this reason, we create a second project here, which will contain all 
test code.

5. Add the application project as a reference to the unit test project:
dotnet add UnitTests reference App

6. Open the projects in VS Code with the following: 
code .

Tn the UnitTests project, rename the class to UnitTest! to CalculatorTests and 
modify its code to look like this:

CalculatofTests.cs X

UnitTests > C« Calculato'Tests.cs
1 using Xunit;
2
3 namespace UnitTests
4 t

C references | Run All "Tesrs | Rebig All Tests

3 public class CalculatorTests
6 {

[Fact]
O refe'tnces, Ruh Test | Debug Test

8 F public void Testl(]|
9 {

18 Assert.True(true>;
11 1
12 }
13 I

Figure 8.29: Empty u:iii lest cliiss in .IX'LT sample appt'icaiicm
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7. Back, in the terminal window, run the tests with the following:
dotnet tests UnitTests

The application is compiled, and the tests are executed. The output generated 
by xUnit should tell you that 1 test has passed successfully.

8. The preceding method is not very developer friendly since alter each change 
in. the code, and the developer has to rerun the previous command. Worry 
not, and there is a better way of doing it. Use the following command instead:
dotnet watch test --project UnitTests

The preceding command uses the watch to monitor for code changes and 
re-execute the command whenever the user changes the code. This time the 
outpu t ends with the following:
watch : Waiting for a file to change before restarting dotnet...

This indicates that the tests will be re-executed automatically the moment 
some code changes are detected.

9. To verify that this is true, add a new test method to the class:
[Fact]

public void ShouldAdd2Numbers()
t

Assert.False(true);

}
Save the changes and observe that the compiler rebuilds the code and that 
the tests are re-executed. This time the output will tell you that one test 
passed and one failed (the new one). Nice!

Let us now containerize the whole thing in a way that allows for 1 fiction less testing:

1. Add a Dockerfile to the root of the solution that is, directly into the testing- 
net folder with the following content:

Dockerfile x

< Dockortilo >...
1 FROM mcr.jnicro dotnet7SLlk:5.0-focalsoft.com/
2 WORKDIR /sre
3 COPY App/App.csproj ./Apo/
4 COPY UnitTests/UnltTests.csproj ./UnltTests/
5 RUN dotnet restore UnltTests
5 COPY App ./App
7 COPY UnltTests ./UnltTests
a CMD dotnet watch test —project UnltTests

5 igure 8-30: Dockerfilt’ for running te.?ts in ;\'ET

soft.com/
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7. Back in the terminal window, run the tests with the following:
dotnet tests Unitlests

The application is compiled, and the tests are executed. The output generated 
by xUnit should tell you that I test has passed successfully.

8. The preceding method is not very developer friendly since alter each change 
in the code, and the developer has to rerun the previous command. Worry 
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re-execute the command whenever the user changes the code. This time the 
outpu t ends with the following:
watch : waiting for a file to change before restarting dotnet..,

This indicates that the tests will be re-executed automatically the moment 
some code changes are detected.

9. To verify that this is true, add a new test method to the class:
[Fact]

public void ShouldAdd2Numbers()

{
Assert.False(true);

}
Save the changes and observe that the compiler rebuilds the code and that 
the tests are re-executed. This time the output will tell you that one test 
passed and one failed (the new one). Nice!

Let us now containerize the whole thing in a way that allows for friction less testing:

1. Adda Dockerfile to the root of the solution that is, directly into the testing- 
net folder with the following content:

Dockerfile x

4- Dockcrfilo >
1 FROM n’crJjnicro ootneT7sdk:5.0-focalsoft.coT,/
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5 igare 8-30: Dockerfih’ for running te.?ts in ;\'ET

soft.com/
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Note that we ha ve to add two projects to the container, the application project 
and the unit tests project, where the latter referenc es the Former.

2 . Build the Docker image with the following:
docker image build testing-net .

3 And run the tests with the following:
docker container run testing-net

Ihe output should be similar to the one when you ran the tests natively. One 
test is passing, and one test is failing. Also, the output ends w th the same 
statement
watch : waiting for a file to change before restarting dotnet...

Indicating that dotnet is waiting for code changes. But how are these code 
changes able to appear inside the container without us having to rebuild and 
restart the container? Right, we can use volume mapping!

4 Add a tile called docker-compose.yml right next to the Dockerfile with 
the following content:

docker-compose.yml X

& docker-compose.yml

1 version; "2"
2 services:
3 unit-tests:
4 image: testing-net

build: .
6 volumes:

- ./App:/src/App
8 - . /UritTests :/s rc/Uri it Tests

Figure. 8.31: Docker compose file used to run unit tests continuously

5. This compose file uses volume mapping to dynamically update the code 
inside the container as you continue developing. Having such a Docker 
compose file is more convenient than remembering the "complicated" 
Docker run the command with the necessary volume mappings. It is much 
easier to instead start the container with the following:
docker compose up

6 Add a file called Calculator. cs to the App project with the following 
content:



250 Docker: Up and Running

Note that we have to add two projects to the container, the application project 
and the unit tests project, where the latter referenc es the Former.

2. Build the Docker image with the following:

docker image build testing-net .

3 And run the tests with the following:
docker container run testing-net

the output should be similar to the one when you ran the tests natively. One 
test is passing, and one test is failing. Also, the output ends w th the same 
.statement
watch : waiting for a file to change before restarting dotnet..»

Indicating that dotnet is waiting for code changes. But how are these code 
changes able to appear inside the container without us having to rebuild and 
restart the container? Right, we can use volume mapping!

4. Add a file called docker-compose, yiril right next to the Dockerfile with 
the following content:

docker-compose.yml X

& docker-compose.yml

1 version; "2"
2 services: 

unit-tests:
4 image: testing-net

build: .
6 volumes:

- ./App:/src/App
8 - . /UnitTests :/s rc/Uri it Tests

Figure 8.31: Decker eouryuse file used to run umt fasts continuously

5. this compose file uses volume mapping to dynamically update the code 
inside the container as you continue developing. Having such a Docker 
compose file is more convenient than remembering the "complicated" 
Docker run the command with the necessary volume mappings. It is much 
easier to instead start the container with the following:
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C; Calcuhtor.cs X

App > Ci Caicuiator.cs > {} App
1 [lamespace App

2 {
1 reference

3 public class Calculator
4 ■{

1 ro'orance

5 public int Add(int a, int b)
6 {

return a + b;
8 }
9 ]

10 >

t-rgirre 8J2; £McuM& cin.ss

Notice that when you save your changes, the code inside the container is 
rebuilt., s£nd the tests are re executed as expected!

7. Change the second test method to look like the following:
[Fact]
public void ShouldAdd2Numbers()
{

var calculator = new Calculatorf);
Assert.Equal(4, calculator.Add

}
Also, add the following using statement at the top of the file:
using App;

Notice that after saving, the tests are rerun, and now the result is that both 
Icsts pass. Good job!

You $an use the very same approach to Dockerize unit or integration tests written 
in java or any other language. The principle remains the same. You will want to 
continuously run tests in the background as new code is added or existing one is 
modified. When you run the code and tests inside a container, you will use volume 
mapping to dynamically update the code inside the container as you change it in 
your code editor.

Now, we are ready for the next topic; namely, we want to know how we can 
instrument our code and, as such, prepare it for the time it will run in production, 
and we cannot easily debug it.
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G> Calculator.es x

App > G Calciuiator.es > {} App
1 [lamespace App

2 (
1 reference

3 public class Calculator
4 ■{

1 rc'oranco

5 public int Add(int a, int b)
6 {

return a + b;
8 }
9 ]

10 >

t’girre 8.32: Crdcidator ciass

Notice that when you save your changes, the code inside the container is 
rebuilt and the tests are re executed as expected!

7. Change the second test method to look like the following:
[Fact]
public void ShouldAdd2Numijers()
{

var calculator = new Calculatorf);
Assert.Equal(4, calculator.Add(l,3));

}

Also, add the following using statement at the top of the file:
using App;

Notice that after saving, the tests are remit, and now the result is that both 
tests pass. Good job!

You can use the very same approach to Dockerize unit or integration tests written 
in Java or any other language. The principle remains the same. You will want to 
continuously run tests in the background as new code is added or existing one is 
modified. When you run the code and tests inside a container, you will use volume 
mapping to dynamically update the code inside the container as you change it in 
your code editor.

Now, we are ready for the next topic; namely, we want to know how we can 
instrument our code and, as such, prepare it for the time it will run in production, 
and we cannot easily debug it.

Calculator.es
Calciuiator.es
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Instrumenting a containerized app
Once you are perfectly happy with your application and it hits been tested thoroughly, 
you will want to run it in production. But once it is running in production, you will 
not be able to debug in the same way as you are used to do while developing locally 
on your machine. Although it is technically possible to remote debug an application 
running in production, we strongly discourage you from doing so.

Thus, we need to come up with some alternative way of finding the root cause it 
the system malfunctions or shows unexpected behavior. The one thing developers 
resort to is instrumenting their applications such as that more useful rurtbme 
information is produced. One way of doing so is to use ii logging library in your 
application and use it to produce meaningful log output ‘typically, would want to 
log business-relevant information, exceptional cases, or just unexpected situations. 
It is common to classify log output into various severity levels. Let us see what levels 
exist and what their meaning is. The following descriptions are borrowed from the 
very popular Java logging .ibrary log4j:

• TRACE: Very fine-grained information. At this level, you are looking at 
capturing every detail possible about your application's behavior.

• DEBUG: Relatively granular and mostly diagnostic information helping to 
pin down potential problems if they occur.

• INFO: Normal application behavior or milestones.

• WARN: Ihe application might have encountered a problem, or you detected 
an unusual situation.

« ERROR: The application encountered a serious issue. This most probably 
represents the failure of an important application task.

• FATAL: The catastrophic failure of your application. Ihe immediate 
shutdown of the application is advised.

A logging library allows you to define so-called sinks to which the logging 
information is written to. This can be the console output, a file, a database, or a 
network connection, to name just a few. When working with Docker containers, 
i.t is important to know that the Docker infrastructure is expecting you to output 
log entries to the console, or more prec isely, to STDOUT (and STDERR in case of 
an error), thus, please configure your logging library to use the console as a sink. 
Docker will then make this information available to you via the docker container 
logs command Other tools that build on top of Docker and may want to collect 
logging information also leverage this logging infrastructure or behavior provided 
by Docker.
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Instrumenting a Java application
We will create a new Spring Boot Java application using VS Code and then use it to 
illustrate how we can instrument it. We will start with logging information directly 
produced by our application logic.

Application level logging
We will start instrumenting our application using the log4j logging library. But first 
we have to create a Spring Boot application Please follow' the instructions as follows:

1 Open a new terminal window ard navigate to the source folder for this 
chapter:
cd ~/src/ch08

2. Open VS Code in this folder: 
code .

3. IN VS Code, press SUIFT-CML')-!’ (or SHITT-CTRL-P in Windows or Linux) 
to open the command palette and search and execute the command '"Java:

Create Java Project..."

4. I nm the options presented, select Spring Boot:

Select the oroject type

No build tools

Work with source code directly without ary ould tools

Maven create frotn archetype
Provided by RV Maven fcr Java

Spring Boot
Provided by R? Spring Initialize Java Support

Quarkus
Provided by R? Quarkus

rtgitre 8.33: Cniflfr'HfliJ Spring Hwt/cwa application from within VS Code

Then, in the dialog popping up:

1. Select Gradle as the Project lype.

2. Select 2.5.4 jor newer) as the Spring Boot version.

3. Java as the project language when asked.
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we have to create a Spring Boot application Please follow' the instructions as follows:

1 Open a new terminal window ard navigate to the source folder for this 
chapter:
cd ~/src/ch08

2. Open VS Code in this folder: 
code .

3. IN VS Code, press SUIFT-CML')-!’ (or SHITT-CTRL-P in Windows or Linux) 
to open the command palette and search and execute the command '"Java:

Create Java Project..."

4. I nm the options presented, select Spring Boot:

Select the oroject type

No build tools

Work with source code directly without ary ould tools

Maven create frotn archetype
Provided by RV Maven fcr Java

Spring Boot
Provided by R? Spring Initialize Java Support

Quarkus
Provided by R? Quarkus

rtgitre 8.33: Cniflfr'HfliJ Spring Hwt/cwa application from within VS Code

Then, in the dialog popping up:

1. Select Gradle as the Project lype.

2. Select 2.5.4 jor newer) as the Spring Boot version.

3. Java as the project language when asked.
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4. Leave? the default of Group Id (com. example).

5. U6U log-demo as the Artifact Id.

6. Define Jar as the packaging type.

7. Select 11 as the Java version.

8. Select the following additional dependency: Spring Web

9. Have the code be generated into the src/ch08 folder we created 
earlier for this chapter of the bock.

5. Locate the class src/main/java/com/example/logdemo/LogDemi>. java. 
This is our application class and the entry point into the application.

6. Next to the application class, create a new file called HelloController. 
java and add this content:

1 package com.example.Logdemo;
2
3 import org.springframework.web.bind.annotation.GetMapping;
4 import org.springframework.web.bind.annotation.RestController;
5
6 @RestController
7 public class HelloController |
8
9 gGetMappingC/")

10 public String index!) {
11 return "Greetings from Spring Boot!';
12 }
13
14 1

Figure 8.34: A simple controller in our Spang Boot app

7. In VS Code, open a new terminal and execute the following command:
./gradlew bootRun

Notice in the output generated m the terminal how the app gets compiled, 
and then Gracile starts a dev Web server listening at localhost :29S0

8. Open a new browser tab and navigate to localhost: 8080. You should be 
greeted with this message: '"Greetings from Spring Boot!"

9. Back to our HelloController. add the following two import statements:

import org.slf4j.Logger;

import org.slfAj.LoggerFactory;
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10. Then, add an instance variable called logger to the class:
Logger = LoggerFactory.getLogger(HelloController.class);

11. Next, extend the index -method as follows, such that it produces a few log 
entries of different severity:

@G«tMapping("/")
public String iridext) {

logger.trace("Sample TRACE message"E 
logger.debugC’Sample DEBUG message"), 
logger.infof"Sample INFO message ); 
logger.wgrn("Sample WARN message"); 
logger.errorf"Sample ERROR message");

return "Greetings from my Spring Boot!"; 
)

i-igitre 8.35: Producing log output of dij^'ereni severity

12. Run the application again and notice the console output generated once you 
open a new browser tab at localhost:S080:

0 Onl^ne/src/chOB/log-demo/bin/main started by gabriel in /Users/gabriel/OneDrive/Publications/BPB Orline/s
'c/chfiP/ og-dercol
2*21-09-19  14:00:22.855 DEBUG 22141 — I iidin] cuai. example. Ipyde'iit. LvgDeinjAppmaliuii ; P.urinld
g vrilti Spring BuuL v2.5.4, Spt.ny V5.3.9
3021-09-19 14:00:22.895 INFO 22141 ---- f main] Qofri. example - logdemc. LogD^muAppl Leal ion : No act
ive profile set, falling back to default profiles: default
3*21-09-19  14:00:23.657 INFO 22141---- [ iiain] con. example, logdemc. LogDemoApplicat ion : Starts
d LoqCciroApplication in 1.956 seconds <JW running for 1.238)
Lit'21-09-19 14:80:33.595 TRACE 22141 ----- [iuo-8080-exec-l] coti.example.logdenic.hfelluCurilroller ; Saiple

TRACE message
BW1-09-19 14:00:33.595 DEBUG 22141 — (njo-8089-exec-U C0i>-example. logdemC-HelloControl ter : SaHplO 

DESUC message
202'1.-09-19 14:00:33.595 INFO 22141 — [.nio-SOBO-exec-lJ cot.example.logdemc.HelloControlLer : Saiple 

INFO less a ye
Mfel-09-19 14:00:33.595 WARN 22141 ----- lnio-8080-exec-l] con.example. Logdemc.HelloConlroLLer ; 5anple

WARN lessage
L'021 09 19 14:00:33.595 t'RlJft 22141 - | njo 8080 exec-3 ] co ». CXWiplC.logdcmC .Hui luCurtl r u I ler ; Sample

ERROR message

rigure &36: Log output gem rated by brstrumented Jnoa application

We can clearly see our five log entries we generated in the HelloController 
class, and also, we should notice the color coding used by Spring Boot. This 
makes identifying warnings arid errors even more straightforward.

Using Spring Boot actuators
Spring Boot includes a. number of features to monitor and manage applications 
that run in production. The actuator module provides features such as health and 
metrics endpoints. Io enable those features, we only need to add the spring-boot- 
actuator library to the project and add some minor configurations and tweak the 
main method Follow this step-by-step guide to explore what the actuator offers:
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1. Open the build.gradle file and add the following line to the dependencies 
section:
implementation 'org.springframework,boot:spring boot-starter- 
actuator '

2. Locate the application, properties file ha the folder src/main/resources 
arid add the following lino to it to enable ah HTTP end points:
management.endpoints.web.exposure.include-*

3. To probe the health endpoint, use the following:
curl localhost:8080/actuator/health

The answer should be the following:
{"status':“UP")

4. lb get the list ot all metrics, use the following:
curl localhost:8080/actuator/metrics

5. To get startup information, we need to change our main method a bit. Locate 
the LogDemoApplicatinri class and change the main method as follows:

public static void maintStringll argsj {
// SprincjApplication. runfLogDemoApptication.class, args);

SpringApplication app = new SpringApplication(LogDemoApplication.class); 
app.setApplicstionStartupfnew BufferingApplicationStartupl1080));
app. run(args) ;|

>
Figure S..37: The main airfltcti entMiHg the collectiort of sta^hip information

Once ym have changed the main method, use the following command:
curl localhost:8080/actuator/startup
to get valuable startup information provided bv the Spring Boot framework

6. Optional: experiment with other endpoints provided by the actuator module. 
Find the details in the Spring Boot documentation (  
spring-booLdocs/currenl/reference/htmi/actuator.html).

http5://docs.springJo/

vVilh this, we have reached the end of tills chapter. Although we showed many 
examples, we have merely scratched the surface of what is possible when debugging, 
testing, and instrumenting your containerized applications.

Conclusion
In this chapter, we have learned how to remove friction from the development cycle 
when using containers by introducing hot reload of code. This method ha$ long

https://docs.spring.io/
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when using containers by introducing hot reload of code. This method ha$ long

https://docs.spring.io/
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been knowH to advanced developers, but we added containers to the mix. We have 
shown how one can achieve hot reloading when coding in various languages such 
as .NET, Java, Node, or Python.

We then showed how one can debug line-by-line code that is running inside a 
container. We used the same principles that developers use when remote debugging 
an application. An application running inside a container is remote to your code 
editor. You have learned again how to do this for various languages and when using 
VS Code as your editor.

Another topic we discussed is how the right use cl Docker containers can accelerate 
our test-driven development. We have shown it with an example coded in .NET C+r. 
But the principle once again is similar to all other known and popular development 
languages. We can use volume mapping and hot reloading to enable this continuous 
testing cycle.

Finally, we ended the chapter by showing how one can instrument an application 
that is destined to run in production where debugging is hardly possible. We have 
shown how to produce application-level information using a logging framework. 
We then discussed how one can add more system or framework-level information 
to the mix, taking as an example a Java Spring Boot application.

In the upcoming chapter, we will learn how to establish a complete CI/CD pipeline 
using containers. Stay tuned.

Questions
To assess your progress, please try to answer the following questions;

1. Name two methods  help to reduce the friction in the development 
process introduced by the use of containers.

tlic.it

2. How can you achieve a live update of code mside a container?

3. When and why would you use the line-by-line debugging of code running 
inside a container?

4. Why is instrumenting code with good debugging information paramount?

Answers
Here are the answers to the questions:

1. Possible answers: (a) Volume mount your source code in the container; (b) 
use a tool that automatically restarts the app running inside the container 
when code changes are detected; and (c) configure your container for remote 
debugging.

tlic.it


Testing and Debugging Containerized Application? ■ 257

been known to advanced developers, but we added containers to the mix. We have 
shown how one can achieve hot reloading when coding in various languages such 
as .NET; Java, Node, or Python.

We then showed how one can debug line-by-line code that is running inside a 
container. We used the same principles that developers use when remote debugging 
an application. An application running inside a container is remote to your code 
editor. You have learned again how to do this fur various languages and when using 
VS Code as your editor.

Another topic we discussed is how the right use of Docker containers can accelerate 
our test-driven development. We have shown it with an example coded in .NET C#. 
But the principle once again is similar to all other known and popular development 
languages. We can use volume mapping and hot reloading to enable this continuous 
testing cycle.

Finally, we ended the chapter by showing how one can instrument an application 
that is destined to run in production where debugging is hardly possible. We have 
shown how to produce application-level information using a logging framework. 
We then discussed how one can add more system or framework-level information 
to the mix, taking as an example a Java Spring Boot application.

In the upcoming chapter, we will learn how to establish a complete Cl/CD pipeline 
using containers. Stay tuned.

Questions
To assess your progress, please try to answer the following questions;

1. Name two methods that help to reduce the friction in the development 
process introduced, by the use of containers.

2. How can you achieve a live update of code inside a container?

3. When and why would you use the line-by-line debugging ot code running 
inside a container?

4. Why is instrumenting code with good debugging information paramount?

Answers
Here are the answers to the questions:

1. Possible answers: (a) Volume mount your source code in the container; (b) 
use a tool that automatically restarts the app running inside the container 
when code changes are detected; and (c) configure your container for remote 
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2, You eaii mount the folder containing the source code on your host in the 
container.

3, If you cannot cover certain scenarios easily with unit or integration tests 
and if the observed behavior of the application cannot be reproduced when 
the application runs on the host. Another scenario is a situation where you 
cannot run the application on the host directly due tc the lack of the necessary 
language or framework.

4. Once the application is running in production, we cannot easily gain access 
to it as developers. If the application shows unexpected behavior or even 
crashes, logs are often the only source of information we have to help us 
reproduce the situation and pinpoint the root cause of the bug.

Job Interview sample questions
So, you finally got a chance lor an onsite interview lor a job as a software developer. 
The job is offered by a cool new startup that develops a highly acclaimed now 
mobile app for iOS and Android. During the interview, you are confronted with the 
following questions:

1. Our company recently introduced containers. Developers must use 
containers to run and test their code locally, as one of our company policies. 
A lot of developers are coinolajiimg that this introduces more friction into 
their development process. What went possibly wrong?

2, Describe the steps necessary to debug a Java application running inside a 
container, assuming you are using VS Code as your code editor

3. Why should we containerize our unit and integration tests? What are the 
pros? Are there any cons?

4. Tell us why it is so important to instrument an application prior to run it in 
production.

Sample answers to interview questions
Here arc some sample answers to the interview questions:

1. Most probably, there has not been a standard on how to use containers 
correctly established among the teams. One important factor is to know 
how to use hot reloading and volume mapping when running code inside a 
container and possibly even debug it. It is very important to enable dynamic 
code updates inside a container via volume mapping when a developer is 
changing or adding code In their code editor.
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2. Debugging an application running inside a container is the same as 
debugging a remote application. The latter is a well-known technique for 
developers, and most debuggers support this scenario. The main steps to 
debug a Java application runrmg inside a container arc;

a, Create a new or use sn existing Java application

b. Add a Dockerhle to the solution and make sure to define the J AVA_ 
IOOL_OPTIO\S environment variable in a way that the Java 
runtime runs in debug mode. Specifically, you have to define on 
which port the debugger server is listening

c. Build an image using this Dockerfile

d. Bun a container from the preceding Docker image and make sure 
to map the debugger port (for example, 8000) to the equivalent host 
port

e. Configure a launch task in VS Code that attaches the debugger to 
localhost and the debugger port mapped to the host

f. Run VS Code in debug mode by pressing F5

3. Containerizing tests the right way, using volume mapping and hot reloading, 
enables a developer to continuously rui; tests in. the background while she 
is working in her code editor and updating code. The use of Dockerfiles and 
Docker-compose files and sharing them as part of the project with all team 
members guarantees that the tests are always run the same way and with the 
same boundary conditions on each developer's machine. Furthermore, the 
same teduiique can be used to run the tests as part of the build in tHe Cl/ 
CD pipeline.

4. An application running in production cannot and should not be (remote-) 
debugged. But it is a fact that even the most thoroughly tested application 
sooner or later will show unexpected behavior in production. Io give the 
developers enough Information on what went wrong and why it went wrong 
is a key factor in locating the root cause of the unwanted application behavior. 
Instrumentation helps in this area by providing application, framework, and 
infrastructure-level information to the developers.
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Chapter 9
Establishing an 

Automated 
Build Pipeline

Introduction
No software development team can be successful without building up and/or 
leveraging a fully automated Cl/CD pipeline. In this chapter, the reader learns how 
to build and use the continuous implementation (CI) part of such a pipeline. Later 
on, we will discuss and compare some free and some commercial SaaS offerings 
and implement a full CI/CD pipeline using Citi Tub actions as an example. We then 
provide some tips on how to prepare for a joh interview for a DevOps engineer 
covering mainly the C I part. We conclude the chapter with a recap of the key 
learnings. Tools used will be the terminal, Docker Desktop, and VS Code.

Structure
Tn this chapter, we will discuss the following topics:

• Building a Docker image using GitHub actions

• Using Jeitkins to setup a build pipeline

• Discussing some cloud-based SaaS offerings for your Cl/CD pipeline

Without further ado, let us start learning how to build a Docker image using Gitl lub 
actions.
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Objectives
After reading this chapter, the reader will be able to build a fully automated CI/CD 
pipeline, using either GitHub actions or Jenkins, to build, test and ship a custom- 
built Docker image containing their own application service. Furthermore, the 
reader will have a good understanding, which are some of the most popular options 
when selecting a fully managed offering for CI/CD pipelines.

Building a Docker image using GitHub 
actions
GitHub is probably the most popular source code management solution. It is 
completely free tor any public repository, including all open-source software projects. 
Recently, the addition of GitTTub actions has tremendously increased the usefulness 
of this offering and made it a true development platform instead of "just" a source 
code management tool. In this section,, we want to show how ( itHub actions can be 
used to create a continuous integration (CI) pipeline for a code repository. Let us 
start by defining a useful project first.

Preparing an application and a GitHub 
repository
To demonstrate how one can use GitHub actions to create a CT pipeline, we will first 
prepare a Node JS application. We will be using the demo application we created 
in Chapter 7, Managing Complex Apps with Docker Compose, for this purpose. Please 
follow the following step-by-step instructions to do SO:

1. Open a new terminal window and navigate to the source code root folder 
cd ~/src

2. Copy the demu-app folder containing our sample multi-service application 
wc built in Chapter 7, Managing Complex Apps with Decker Compose to the this 
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cp -r ch0//demo-app ch09/

3 Navigate into the demo-app folder:

cd ch09/demo-app

4. Initialize this project as a (jit repository:
git init
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4. Initialize this project as a (jit repository:
git init
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5. Open the demo application in VS Code:
code.

6. Add a file .gitignore to the demo-app folder with the following content:

gitignore U X

ch09 > detnu-app > gitignore
1 obj
2 bln
3 nDde_inodifles
4 target
5 .vsccde

Figure 9.1: .gitignore file for the tieino application

7. Stage all files and create a! first commit with the following:
git add .

git coinmit -m “First commit”

8. Note: If you have not done this earlier, you may need, to initialize Git 
with your name and e-mail address before you can execute the preceding 
command:
git config --global user.email "you^example.com"

git config --global user.name "Your Name"

9. Open a new browser tab and navigate to GitHub at https://github.com.

10. I ogin to your GitHub account. If you do not have a GitHub account yet, then 
this is a good time to create one now. It is completely free!

11. Create a now repository on GitHub and call it ch09-demo-app

12. Back in the terminal window, execute the following command to add the 
newly created GitHub repository as a remote called origin:

git remote add origin https:/7github.com/dockcr-for-job-seekers/ 
ch09-deino-app -git

IMPORTANT: Please make sure to replace the part docker-for-job­
seekers in the preceding HRT. with your own GitHub account name

13. Call the cunent branch you are in main and push the code to the repository:
git branch -M main

git push -u origin main

node_ffloditl.es
mailto:you@example.com
https://github.com
https://github.com/dockcr-for-job-seekers/
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14. If you go back to GitHub and browse vour repository, vqu should see 
something like the following:

figure 9.2: The GiU'hili repisUcK'i/fr.r the <temn applies I ion

Great, now we are ready to start working with Git Flub actions.

Introducing GitHub actions and workflows
GitHub Actions is a powerful tool that allows developers to automate various tasks 
related to their software development workflow. Some of the things that GitHub 
Actions can be used for include:

1. Continuous integration (CI) and continuous delivery (CD): GitHub Actions 
can be used to automatically build, test, and deploy code changes to different 
environments.

2. Automated testing: GitHub Actions can be used to run automated tests (unit 
tests, integration tests, and so on) on every code change, and to report the 
results back to the developer.
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3, Code quality checks: GitHub Actions can be used to automatically check the 
rtKie for quality, including checks for reding style, security vulnerabilities, 
and other issues.

4. Building and deploying applications: GitHub Actions can be used 
to automatically build, package, and deploy applications to different 
environments, including cloud providers such as AVVS, Azure, and Google 
Cloud, and container registries Like Docker Hub.

5. Automating workflows and tasks: GitHub Actions can be used to automate 
tasks such as sending notifications, updating documentation, and much 
more.

6. Automating deployments: GitHub Actions can be used to automate 
deployments and releases by creating and tagging releases and deploying 
them to different environments.

7. Automating tasks on schedule- GitHub Actions can be used to schedule 
tasks to run at a specific time; this is useful for tasks like backups, reports, 
and other scheduled tasks.

8. Collaboration: GitHub Actions can be used to collaborate with other 
developers by triggering actions when a pull request is opened or when a 
new branch is created, and many other events.

9, Custom actions Developers can create their own actions, share them with 
the community, and use them in their own projects.

Please note that GitHub Actions is a powerful tool that allows for many different 
use-cases and scenarios, this list is not exhaustive, and there are many other ways 
to use it.

As mentioned previously, it is possible to use GitHub actions to automate tasks 
as a result of an event that happens. Events can be a push operation to a GitHub 
repository or a merge request to the repository. In GitHub. you can define one to 
many workflows that organize the actions you want to execute.

Workflows contain one-lo many jobs. Each job is made upol one-to-many items. An 
item can be a GitHub action or a shell script, cr a shell command.

There are many predefined CrtHnb actions that we can use in out workflows. But 
it is also possible to author a custom action. Che tatter is outside of the scope of this 
bock, though.

1. Checkout to a new feature branch called actions -first- steps:
git checkout -b actions-first-steps
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2, Create a new folder . git hub in the project folder

3. Inside this .git huh folder, create a subfolder workflows

4 Inside the workflows folder, create a YAML file called hello-world- 
workflow, yml containing the instructions for our first sample workflow:

hello-world-workflow.ynl x

jjrthub > workflows > f hello-wo.id-workflowynl

githL.b-nicrKflOw.jsOn

1 [name: hello-world-workflow
2 on: Ipjsh]

3 j abs:
4 say-hello:
5 runs-on: ubuntu-latest
6 steps:

- run: echo "Hello world!"

f igure 9.3; Actinns tab nf the repisilnr’./ in CiiiHnb

A simple hollo world style (.itl Tub workflow

a. Line 1 defines the name for the workflow, here hello-world- 
workflow

h. Line 2 defines which event will trigger this workflow. Tn this case, 
any push to the repository on GitUub will trigger it

c. Line 3 starts the section where you define your jobs. In this simple 
sample, we have only one job called "say-hello" (line 4)

d. Line 4 defines the name of the job - in this case say-hel lo

e. Line 5 indicates on which type of agent the job shall run. Options are 
Linux, Windoves, or MacOS. Here, we have chosen Lipux, and to be 
more precise, we have chosen an Ubuntu Linux agent

f. Line 6 starts the list of steps this (first) job is made of
g. Line 7 defines our (only) step in this job. It is a shell script-type step. 

We are simply going to output "t lello world!" with the help of the 
echo command.

5. Save the preceding file and then commit and push it to GitHub: 
l^it add .
git push -u origin actions-first-steps

6. Go back to GitITub and navigate to the Actions tab. You should see the 
following:
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2. Create a new folder . github in the project folder

3. Inside this .github folder, create a subfolder workflows

4. Inside the workflows folder, create a YAML file called hello-wonld- 
workflow.yml containing the instructions for our first sample workflow:

hello-wcrld-workflow.yril x
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A simple hello world style (.itl Tub workflow

a. Line 1 defines the name fox the workflow, here hello-world- 
workflow

b. Line 2 defines which event will trigger this workflow. Tn this case, 
ar.v push to the repository' on GitHub will trigger it

c. Line 3 starts the section where you define your jobs. In this simple 
sample, we have only one job called "say-hello" (line 4)

d. Line 4 defines the name of the job - in this case say-hello

e. Line 5 indicates on which type of agent the job shall run. Options are 
Linux, Windoves, or MacOS. Here, we have chosen Linux, and to be 
more precise, we have chosen an Ubuntu Linux agent

f. Line 6 starts the list of steps this (first) job is made of
g. Line 7 defines our (only) step in this job. It is a shell script-type step. 

We are simply going to output "I lello world!" with the help of the 
echo command.

5. Save the preceding file and then cornmit and push it to GitHub: 
git add .
git push -u origin actions-first-steps

6. Go back to GitHub and navigate to the Actions tab. You should see the 
following:
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figure 9.4: AcImhs lab of the repository in GiP-firh

Notice the item called "Adding hello world workflow" at the bottom of the 
view. This is our workflow that apparently has successfully run, indicated by 
the green check mark next to it.

7 Click on this item to see the details:

Q Adding hello world workflow Re-n,

hello world workflow #1

(jiil Summary

Jebs

© say-hello

Trincored via ou-sh 11 minutes iaao 

docker-for-job-seekers pushed 367151a Bc+icns--tirst steos

Status Total curation Artifacts

Success 14s -

hcllc-world-workflow.yml
Art: push

figure 9.5: Details of the kelln veirhi GilHuh n’orkfTntt’
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Here, we can see tijrai the workflow had a single job called say-hello, 
which was executed successfully and indicated once again with the green 
checkmark.

8. Click on the say-hello job on the left of the view to see the details of the job:

Q Adding hello world workflow
tiello-world-workflow #1

fill SuTimacy

fi say-hallo

Q Rs-runjcbs -

say-hello
succeeJed '1' i "unites ago. i i 2s

Ct Search logs ©

> Q Set up job Es

■v 0 Run echo "Hsllo world; 2 s

g bun echo "Hello world!"
Hello world!

> Q Comp ete job 63

figure 9,fi: Defnils of the say-heiio in She GifFhtb workflow

In the preceding screenshot, we can see the details of the job down to the 
individual statement. Please rote our run statement, which outputs "Hello 
world!". This view is specifically useful if you have to debug a failed job 
since you will find all the error messages ir. this output.

9. Since adding the workflow was successful, we can create a pull request (PR) 
of our feature branch against the main branch, review and merge it.

a. In G.itHub, navigate to the Code tab of the repository. You should see 
a yellow popup, similar lo the one shown as follows, inviting you to 
create a PR.

9 docker-for job seekers / ch09-demo-app <■> Unwatch 1
Public

<> Code 0 issues J*l  Pull requests 0 Actions Pjl Projects QJ Wiie

actions-first-steps had recent pushes 20 minutes ago Compare & pull request

Figure 9.7.' Crctilc n pitif reaues! m Gjllitib
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individual statement. Please rote our run statement, which outputs "Hello 
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b. Click the green Compare & pull request button. In the Open a pull 
request, view and leave the suggested title for the PR and optionally 
acid a comment. 1'hen, dick the green Create pull request button.

c. Review the PR, and if everything is OK, click the green Merge pull 
request button:

Adding hello world workflow #1
docker-far-job s... wants tc meTge 1 commit into rain from acticns-first-s^ecs

■Tu conversation o -o- Commits i B Checks i (?) Files chenoed j

riacker-for-job-seekers commented 1 mmute ac,o Owner ©

Ns tiesaipUon piuvitled.

-O- 1 Aclili-ig In:I I:■ nor Id rr::rki ion ?A?15tn

Add rn.,re commits ny pushing to the i£c'tinns-f umt-ataps Branch on docker-for-job- 
seekers/chO9-demo -.agp

All checks have parsed
1 successful cheek

Show all cHecks

>/.■■■ This branch has no conflicts with the base b.anch 
Me'ging can ba pertomec aintfmaffiSnfcl

Morgo pull request

U*u  can also open this, in Oirmib ueskton cr view command line instructions.

Figure 9.8: Pull reiprest details in G’+llui)

10. Once the PR is merged, we want to update our local code as follows:
git checkout main
git pull

Great, we have just built and run our first workflow on GitHub. Now we are ready 
to add a workflow that is a bit more sophisticated. Let us try to build a Docker image 
tor the web service of our demo application.

Adding a build Docker image workflow
Now that we have learned what a GitHub workflow is, it is time to create the 
workflow that will build our Docker image.
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Now that we have learned what a GitHub workflow is, it is time to create the 
workflow that will build our Docker image.
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1. Create a new Git branch for this new feature called build-image-workflow: 
git checkout -b build-image-workflow

2 Adel a file called build-web-image-workflow.ymlm the . github/workflows 
folder and add the following content to it:

i build-web-imaoe-wofkflow.ynil X

hOS > demo-asp > .github > workflows / J build-wcb-imagc -worl 
github-wnrkilauvjson

1 iiame: build-web-imacje-workflow
2 on: [push]
3 jots:
4 build-image:
5 runs-oii: ubuntu-latest
6 steps:
7 - uses:|actions/checkout@v2 |

8 - name: Build the Docker image
9 run: |

10 docker image build \
11 -t dockerforjobseekers/web:ch09 \
12 web

Figure 9.9: Build Docker image imrkflmi?

a. Lines 1 to 6 are similar to what we learned in the first workflow.

b. Line 7: defines the first step in the jobr where we use a predefined 
action called actions/checkout(3v2, which is checking out the 
repository to the runner such as that the subsequent actions or 
commands can work with this code.

c. Lines 8 to 12 define the second step in the job with the command to 
build a Docker image from the sources in the web subfolder of the 
demo app. This is just the normal Docker command, as you would 
use it when manually building the image. Please note on Line 9 how 
wc use the | symbol to allow fora multi-line script on the subsequent 
lines (Lines 10 to 12).

3. Commit this new code to the branch and push everything to GitHub: 
git add .
git commit -m “Adding build image workflovr”
git push

4. Back in GitHub, navigate to the Actions tab and make sure that the new 
workflow is executed without errors:
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1, Create a new Git branch for this new feature called buil d -image-workflow: 
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a. Lines 1 to 6 are similar to what we learned in the first workflow.

b. Line 7: defines the first step in the job, where we use a predefined 
action called actions/checkout(3v2, which is checking out the 
repository to the runner such as that the subsequent actions or 
commands can work with this code.

c. Lines 8 to 12 define the second step in the job with the command to 
build a Docker image from the sources in the web subfolder of the 
demo app. this is just the normal Docker command, as you would 
use it when manually building the image. Please note on Line 9 how 
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lines [.Lincs 10 to 12).

3. Commit this new code to the branch and push everything to GitHub: 
git add .
git commit -m “Adding build image workflowr”
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4. Back m LitHub, navigate tc the Actons tab and make sure that the new 
workflow is executed without errors:



Esfahiisiirag an Antonmied Burla Pipeline 271

Q Adding build web image workflow
build-web-image-workflow #6

Re

(n) Surrmary

Jobs

O bund-image

build-image
succeeded 9 minutes ago ir 20s

Q, Ssarcn legs

Set up job

Run actions/checkout@v2

Build the Docker image

35
36
37

► Riir docker image build \
Sending build context to Docker daemon 69.09kB

38

48

42
43

Step 1/7 : FROM node:slim 
slim: Pulling 
a330b6cecb90: 
4579d311ffe3: 
55171c5f9341 
0a44dcc4f40a: 
73c646b010b4. 
aa^4dcc4f4?a:

from library/node
Pulling
Pulling
Pulling
Pulling
Pulling

IBU

fs 
f s

layer 
layer 
layer 
layer 
layer

f s

Hgtrre 9.1(1: oi Pie build Docker image ec&oit

If, For some reason, the build job fails, then please use this log to help you debug 
and rind the problem.

Please note that our hello world workflow is also executed each time. we push 
some code.

That was super easy, right? Now each time you push some code changes, the 
workflow on Gitl lub will try to build the image. With this, you have a quick feedback 
loop telling you if your code change has broken something. If so, it is easy to find the 
root cause (assuming that the la«t push did contain only a limited amount of code 
changes).

Creating a complete CI pipeline
Typically, a complete CI pipeline includes more than just building the final artifact to 
deploy. Some of the steps included are as follows:

• I inting the code

* Running automated tests
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Q Adding build web image workflow
build-web-image-workflow #6
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• Building the deployment artifacts, such as a Docker image

Let us take the api-dotnet project of our demo-appto demonstrate how we can run 
automated tests as part of the pipeline.

1. Open a new terminal window' and navigate to the ch09/demo-app folder:
cd */src/cti09/denio-app

2. Create a new feature branch in Git:
git checkout -b add-tests-to-api-dotnet

3. L'sc the dotnet CLI to create a new .MET test project (called api-dotnet- 
tests) tor the api-dotnet project:
dotnet new xunit -o api-dotnet-tests

4. Add the api-dotnet project as a reference to the new tests project:
dotnet add api-dotnet-tests reference api-dotnet

5. Watch and run the tests every time a change is made to the project:
dotnet watch test --project api-cotnet-tests

6. Open the demo-app in VS Code;
code .

7. Locate the api-dotnet-tests project, and in it, the class UnitTestl has 
been automatically added to the project. Change its code and add a test like 
the following:

1 using SyEten;

2 using Xunit;
3 using pi_dotnet.Models ;*

5 nan espace api_dotnet_U£ts
6 <

OreSarsnwi
7 public cla.^s UrrtTestl
& {
9 Iractl

C references 
public void TestlG 

<
var a-der ■ new Ordcrt

33 Id = 1,

orderoatt = new DateTine(2B23,30,1).
j a stains = crocrstaius.Lra''i
16 );

var text = order.loString();
16 f Assert.Et)ual^|"Id=l, OrderDate=19701/2021 08:89:09, $tatus=Draft", text!;
19 )
!0 }
fl }

Figure 9.11; First unit test for the order class
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• Building the deployment artifacts, such as a Docker image
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<

insurances
public class Ur.. tTestl
I

Ifactl

public void TestlO 
<

vac order ■ new Ordcrt 
Id = 1, 
orderoatfr = new DateTine(2622, 20,1), 
status = Drtierstatus.urart

>:
var text = order.ioStrlngO ;

f Assert.Et)ual|<l"Id=l, OrderDate=10x01/2021 08:09:09, Status=Draft", textTj
)

I

Figure 9.11: First unit test for the order class
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8. Save? your changes and note in the terminal how the project is compiled, and 
the tests are run automatically. The test should pass with a message similar 
to this
A total of 1 test files matched the specified pattern.
Passed! - Failed: &, Passed: 1, Skipped: 0, Total: 1, Duration:<1 ms

Note: depending on what locale you are using on your laptop, the preceding 
test may fail because it assumes en US locale will; a date format of MM/DD/ 
YY YY. It you have a different local, you can change the code in the order class 
to output the date with the correct format.

9. Optional: Try to add more tests. Make sure they all pass.

Great, we are now ready to define the Cl pipeline on GitHub using GitHub actions. 
1'he pipeline to build will consist of a single job with the following three steps:

1. Checkout source code to the build agent

2. Run automated tests

3. Build the final Docker image of the ,NE1 API

Let us do that. We start bv building a container in which we can run the tests.

1. Create a folder . doc ke r in the demo - a pp solution folder

2. Inside the preceding .docker folder, create a subfolder api-dotnet-tests

3. Inside this subfolder, ornate a file called Dockerfile and add the following 
content:

1 FROM . otnet/sdk:5.0 AS buildmcr.microsoTt.com/
2 WORKDIR /sre
3 COPY [“./api-dotnet/api-dotnet.csproj", "./api-dotnet/"]
4 COPY ["./api-dotnet-tests/api-dotnet-tests.csproj "./api-dotnet-tests/"]
5 RUN dotnet restore api-dotnet-tests
6 COPY ["./api-dotnet", "./api-dotnet1]
7 COPY ["./api-dotnet-tests" , "./api-dotnet-tests"]
8 CMD dotnet test ./api-dotnet-tests

Figure 9.12: Docket file ti> create nzi erir'rjona.'c/i/ io run attianialesi 'esis

4. Build the image;
docker image build \

-f ./.docker/api-dotnet-tests/Dockerfile \
-t api-dotnet-tests .

mcr.microsoTt.com/
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This cornmand uses the Dockerfile in the .docker/api-dotnet-tests 
folder anti calk the resulting image api-dotnet-tests. Thebtrld frvmmand 
uses the demo’app folder (from inside which we run it) as the build context 
(because of the "at the end of the comniand).

5. Run the tests inside the container with the following: 
docker container run api-dotnet-tests

the output shoo'd look like the following:
qdbrieljSolariS demo-app % docker container run api-dotnet-tests

Determining projects to restore...
Restored /src/api-dotnet/api-dotnet.csproj jin 179 ms).
Restored /src/api-dotnet-tests/api-dotnet-tests.csproj (in 22b ms).
api-dotnet -> /src/api-dotnet/bin/Debug/nct5.0/api-dotret.dll
api-dotnet-tests -> /sre/api-dotnet-tests/bin/Debug/net5.0/api-dOtnet-tests.dll

Test run for /src/dpl-dbtnet-tests/bin/Debuginet5.0/api-dotnet-tests.dll I.NlTCoreApu,Vcrsion=v5.0)
Microsoft (R.) Test Execution Command Line Tool Version 16.11.0
Copyright (c) Microsoft Corporation. All rights reserved.

Starting test execution, please wait...
A total of 1 test files matched the specified pattern.

Passed! - failed: 0, yassed^ 1. Skipped: 0, Total: 1, Duration: <lis- /src/apl-dotnet-t
•sts/bin/Dchug/nets.0/api-dotnet-rests.oil (net5.0)

f igure 9.7.3.' Running automated for ajn-iiolnel inside a container

Notice the test passed successfully]

Now, let us use all this when building the next workflow for GitHub:

1 Add a new filo called ci-api-dotnet.yml to the .github/workflows folder 
and add this content to it:

i
2
3
4
5
6
7
8
3

10
11
12
13
14
15
16
17
18
19
20
21
22
23

name: b u i .d-api-d otnet-Jn a g e-wo r k flow 
on: [push] 
jobs:

bLijldiriaac: 
runr-on: ubuntu-latest 
steps:

- name: Checkout code 
uses.: ections/checkout@v2

- name: Build Docker image for automated tests of .NET APT 
run: |

docker image bjiid \

-f ./.docker/api-dotnet-iests/Cockerfile \
-t apl-dotnet-tests .

- name: R-jn automated tests in api-dotnet-tests image 
run; docker container run api-doTet-tesM

- name: Build the Rocker image for .NET APT 
run: |

docker image bjild \
-t cockerforfobseekers/api-dotnet:ch09 \ 
api-dotnet

Figure 9.74: Complete Cl wwkfiotv tor the ,>\'ET API
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a. Line 1: Define the name of the new workflow.

b. Line 2: Workflow runs on even,’- push to the code repository.

c. Line 6: This workflow has 4 steps that are all named.

d. Lincs 7 and 8: First step checks out the code to the build agent of 
GitHub.

e. Lines 10 to 14: We build a container containing the code for the .NET 
APT and also the code of the test project containing all automated 
tests. This container is called api-dot net-tests.

f. Lines 16 and 17: We run the automated tests inside the container 
api-dotnet-tests we just built.

g. Lines 19 to 23: After the automated tests have passed, we build the 
final Docker image for the .NET ATT.

2. Commit the changes to Git and push the new feature branch to GitHub:
git add .
git commit -m "Adding CI workflow -For .NET API"
git push -u origin addtests-to-api-dotnet

3. Head over to GitHub and select the Actions tab. .Note that you should now 
see a list of three workflows, including the one that you just pushed:

G docker -Tor-job-seekers / ch09-demo-app *jMc

<> Code 0 Issues ft Pull requests 0 Actions Til p

Woikflows hj. ?. wprkflow A I WOrkflOWS
Showing runs from all

Q. Filter workllow n

22 workflow *uns

% hello-worid-workflow
Q Adding ci woi

All work flows

| % bulld-apLdoiriet-irnage’Workfl...

% bulld-web-lmage-workflow

Figure 9.15: List o/wnriTiOws air GitHub
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a. Line 1; Define the name of the new workflow.
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c. Line 6: This workflow has 4 steps that ate all named.

d. Lincs 7 and 8: First step checks out the code to the build agent of 
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e. Lines 10 to 14: We build a container containing the code for the .NET 
APT and also the code of the test project containing all automated 
tests. This container is called api-dot net-tests.

f. Lines 16 and 17: We run the automated tests inside the container 
api-dotnet-tests we just built.

g. Lines 1)  to 23: After the automated tests have passed, we build the 
final Docker image for the .NET ATT.

*

2. Commit the changes to Git and push the new feature branch to GitHub:
git add .
git commit -m "Adding CI workflow -For .NET API"
git push -u origin add-tests-to api-dotiiet

3. Head over to GitHub and select the Actions tab. .Note that you should now 
see a list of three workflows, including the one that you just pushed:

£ docker-Tor-job-seekers / ch09-demo-app public

<> Code 0 Issues II Pull requests ©Actions 0 s

Workflows N^» workflow

Al! workflows

| % build-apl-dofnet-image-workfl...

% build-web-imagc-workflaw

% hello wcrtd workflow

Ail workflows
Showing runs from all

Q. Filter worlcllow n

22 workflow runs

Q Adding ci woi

Figure 9.15: i.ist if itwtfows air GitHub
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4. Click on the new Cl workflow and drill down further until you are able 
to observe that it has multiple steps They all should succeed eventually 
signaled by the green check mark:

S docker-fO'-job-seskers/ctiQa-dninci-app

<-> Code Q Indues t*l  Pu<l requests ©Actions 0 Projects IT Wiki 0 Secure Ir

O Adding ci workflow for api-dotnet bulld-api-dotnet-image-warkflow#2

fill 5jrw»"v

Jcba

O build-imagw

buildim&fle
succeeded 14 mnuei eqc in 48»

> 0 Sot ‘mica

> 0 CboAojl ccdt

> 1 a. id Cackar Image for automated taats ol .NET API

> 0 Run automated tests In jca-dotnet-tssts Image

: 0 Build the Docker image *or  .NET API

O Post Checkout code

> 0 Complete job

figure St 16. Detuilti of Hu’ Cl tMrkfowfor the NET Al'l

5. Once the workflow has succeeded, we can create a PR on Gitl lirb for our 
feature branch against the main branch and then review the PR and merge it.

6. After having merged the PR, you will want to switch to the main branch on 
your local machine and pull the latest changes:
git checkout main
git pull

With that, the new feature is available locally too in the main branch.

Now that we have learned how to build a complete CI pipeline using Gitllub 
actions, let us have a look at art automation server that can do the same for us and 
much more. Let us learn how to use Jenkins.

Using Jenkins to setup a build pipeline
Before we discuss SaaS offerings, we want to get to know' a product that you can 
use and manage yourself to automate your build pipelines. This product is called 
Jenkins. Jenkins (https://www.jenkiiis.io) is the leading open-source automation 
server. There are hundreds of plugins available to address any need when building 
up a fully automated CI/CD pipeline. An alternative product that is equahy 
powerful but requires a license is I earn City (https://www.jetbrains.com/teamcity).

https://www.jenkins.io
https://wwwjetbrains.corn/teamcity
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4, Click on the new Cl workflow and drill down further until yon are able 
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Liu Sjmna'y

Jets
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buildim&fla
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0 Post Checkout code

> 0 Complete job

figure 9.16: Defwln of the Cl workflow for the .NET API

5. Once the workflow has succeeded, we can create a PR on Gitl lirb for our 
feature branch against the main branch and then review the PR and merge it.

6. After having merged the PR, you will want to switch to the main branch on 
your local machine and pull the latest changes:
git checkout main
git pull

With that, the new feature is available locally too in the main b-anch.

Now that we have learned how to build a complete CI pipeline using Gitllub 
actions, let us have a look at art automation server that can do the same for us and 
much more. Let us karn how to use Jenkins.

Using Jenkins to setup a build pipeline
Before we discuss SaaS offerings, we want to get to know a product that you can 
use and manage yourself to automate your build pipelines. This product is called 
Jenkins. Jenkins (https://www.jenkins.io) is the lending open-source automation 
server, there are hundreds of plugins available to address any need when building 
up a fully automated CI/CD pipeline. An alternative product that is equally 
powerful but requires a license is I earn City (https://wwvv.jetbrc:ins.com/teamcityj. 

https://www.jenkins.io
https://www.jetbrains.corn/teanicity
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If you are more interested in a powerful product For deployment, then you may 
consider Octopus Deploy (https://octopus.coni).

A complete CI/CD pipeline
]n this section, we will try to implement a Cl/CD pipeline using Jenkins that looks 
similar to the ore depicted in following figure:

GitHub

chwckir. 
rede

Developer

Jenkins

Figure 9.17: / fwnpit? CI/CD pipclinr using Jenkins

In the preceding image, wo have the following steps marked explicitly:

1. A developer writes code on their local laptop and checks it in with GitHub.

2. GitHub notifies Jenkins via WcbHook, and Jenkins will checkout the code to 
a Jenkins agent.

3. Jenkins wi11 run a build on the agent. If the build is successful, Jenkins moves 
to the next step.

4. Jenkins will run all automated tests. Again, If this succeeds, it wiE move to 
the next step.

5. Jenkins deploys the artifact to staging.

6. Finally. an authorized user may instruct Jenkins io deploy the artifacts to the 
p co d u ct io n syste m.

https://ortopus.com
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\\!e have the green arrows symbolizing that the next step is only executed ever by 
Jenkins if the previous step was successful. This is then called a promobion.

Jenkins uses a file called Denkinsfile to configure pipelines. A simple example with 
Build, Test, Deploy to Staging, and Deploy to Production stages would look 
'ike the following:

। Jenknsfile
Dlpe'.ine 

afltnt sfty 
3 options^

skipStag^sAfterUnstablel) 

S >

6 stages <
stsget'Buj.lt') { 

B 3t«>ps {
9 echo 'Building'

" I > ’
12 stagc('Test') {

13 steps i

1*  ecio 'Testing'
15 ?
16 >
IT stase('Deploy to Staging') {
IB steps {
19 echo 'Deploying io Staging'
20 )
2 - }

staged'Deploy to Production') { 
23 steps {
24 echo 'Deploying to Production'
25 }

26 }
27 >

28 J
figure 9.18: Snripk’ jeifkirisUe with pur stages

The preceding tile docs nothing much other than output a message during each 
stage. It is still useful to showcase how a pipeline works.

Let ns now look into how one can build such a pipeline.

Creating a CI pipeline
Now that we know bow a complete and fully automated CI/CD pipeline may look 
like, let us use Jenkins to build a pure build pipeline, or differently said, let us bund 
the CI part of the CT/CD pipeline using Jenkhis. When using Jenkins, the central 
document is the lenkinsfile, which will contain the definition of the pipeline with 
its multiple stages.

1. Open a new terminal window and navigate to the source code folder lor this
chapter:
cd ~/src/cii09
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2. Create a sub-folder ruined Jenkins-pipeline and navigate to it:
mkdir jenkins-pipeline && cd jenkins-pipeline

3. Next, we run an instance of Jenkins inside a container such as that we can 
access it vic its Web UI through a mapped port:

$_ scripts.sh

1 decker run —nn -d \
2 —name jenkins \
3 -p 3080:8080 \
4 -p 50000:50000 \
5 -v jenkins_home:/var/jenkins_home X

-v /var/run/ctocker.sock:/var/run/docker. sock X
7 -v :/home \
8 dockerforjobseekers/jenkins

Irgwe 9.19: Running JUftkinS in ft a»ttiMrer

Note that:

a Line 2: we are naming the container jenkins

b. Line 3: we are mapping the Jenkins port 8080 to the equivalent host 
port

c. Line 5: we are defining a volume (jenkinshome) where Jenkins will 
store its data locally so IL is not lost it a restart is required.

d. Line 6: we are mounting the Docker socket into the container 
(-v /var/run/docker.sock:/var/run/docker.sock).

This allows Jenkins to execute Docker commands during the build 
process that we are going to establish.

e. We are mounting the local folder containing our source code into the 
/home folder inside the Jenkins container.

f We are using the image called dockerf or jobseekers/jenkins as 
our Jenkins image. This image is derived from the jenkins/jenkins 
image and in addition to that, has the Docker CL1 installed. You can 
find the Duckerfile used to build this image in the folder ♦ docker/ 
jenkins.

4. Upon the first start, Jenkins generates an initial password that we can find by 
using the following command:
docker container exec jenkins X

cat /var/jenkins_home/secrets/initialAdminPassword
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The output should look similar to the following:
7 F449293de5443a2bbcb0918cS558689
Please note down this value, as you will be using it in the next step when 
logging in to Jenkins

5. Open a new browser lab and navigate to http: //localhost: 8080 lo access 
the Web UI of Jenkins. You will be asked to unlock Jenkins by entering the 
password that you accessed in the previous step.

6. Next choose Install suggested plugins to have Jenkins automatically install the 
most useful plugins for you. Plugins that will be installed include GitHub 
integration, an e-mail extension, and Maven and Cradle integration, among 
others .

Alternatively, and if you are familiar with Jenkins, you can also manually 
install the plugins that are needed for this exercise.

Figure 9.20; Ci^ioni&ing jenictUS ttpou first. start.

7. Once the plugins are installed, you are asked to create an Admin account. 
Please do so now. Select the following values:
Username: Admin.
Password: lop-Secret
E-mail: adniin@t*xample.com

8. When asked, leave the Jenkins URL at its default value http:// 
localhost:8080.

mailto:admin@example.com
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7. Once the plugins are installed, you are asked to create an Admin account. 
Please do so now. Select the following values: 
Username: Admin
Password: lop-Secret
E-mail: admin0example.com

8. When asked, leave the Jenkins URL at its default value http:// 
localhost: 8080.

mailto:admin@example.com
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9. Log out and log in again. This i$ what yon should see the following:

Q <1 TM/Irwfl UMMfWl W —

& th Ci '«

* Jenkins X■ • ■ t san. Sinjnj

Dsahbosrd ■

Welcome to Jenkins!

Jsr L’u-fj u.icy t cut l j aw 3 w,> ju arcn-;t

Sun biildirg jour software project

Sot up a distributor build

figure 9.21: Welcome view of jenkirs

10. In addition to the plugins already installed, w? have to install the Docker 
and the Docker Pipeline plugins. We need them later in this chapter when 
we create a Docker container-based agent. To install these plugins, select 
Manage Jenkins on the Dashboard and then Manage Plugins.

Dashboard

sb New item Manage Jenkins

build Mna«ar}

- ' Manwj« Jenkiiia

fkx My VlSWC

*a. Lockable Resources

a Ndx Vle'iw

System Configuration
Configure System
configure 9100a settings ana pams

Global Tool Configuration 
coniigur? teois. tfieir io«t ion a automatic
insial am.

Manage Plugins
acq, remove, ais-acie tx ensae plugins mar can

Manage Nodes and Clauds 
am. remove, canto* ana manno? tn-e various 
nrxlrir, tnnt Unfitting nJ»tr) jnrjr-cn

Build QU4UB

Nd D.HO5 ir ine QjeuB

Bull a Eascukt statue

1 idle

7 dk

Security
Configure Global Security
Secure denkAs: define woo i& aiiawad io 
ncnHsuiB# Won syslwn,

Mans-ae Credentials
Configure credentials

’ Canfigure Credential Provider!
•7^ Configure me credent al provnera aid types

Manage Users
CfeatE-'deiaie/rroatTj, use-a mai can log in to itts
■J4K1KI1S

Figure 9.22: Installing aiiPitiomn f.o /enkins
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11. Locate and install those two plugins Docker and the Docker Pipeline 
mentioned before.

12. Click Create a job and in the view displayed, enter sample-pipeline as the 
item name and select the Pipeline type, and finally, dick the OK Button.

13. On the next view displayed, select the Pipeline tab and enter the simple 
Jenkins script from the preceding section into the Script textbox and then 
click the Save button:

Dashboard * sample-pipeline »

AdvainXJ PrcjjMcl Dp! I cm is Pipeline

Pipeline

Oaflnlt.ior

P.pehne script

Script

J ' {
2 oppnt onv
J - cpticrs {
3 ski pSt dgeslf terUnit 'Jb lef)
■5 1
6 - stages {
?- 3tag5('BullO {
8 - steps [
A eche 'Building'

10 )
11 1
12 - stcg^l'resf) <
13 • steps 1
ii ecrc lesting'
15 }

Q
|ry s43’npjB Pipeline.. v

□ Use Gntxjvy Sandbox

Pipeline syntax

1'igure 9.23 Defining the first aanipte pipeline in k’n/ci'ns

14. Click Build Now in the left sidebar and observe how the pipeline consisting of 
the four stages is executed:
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5 - cptjors £
i sk ipStdgesfl.f tertlnit ab lef)
5 J

J 6’ stoyrs {
7- I

J 8’ steps ■{
9 echo 'Building1

> 18 }
; ii )

33 • steps 1
• 1*  ecrp resting'

15 J

Q
try sajnpe PipePrm.. ■»

□ Use Groovy Sandbox

Pipeline syntax

Apply

Defining the. firstMiiipte pipeline is tenkiiP

14, Click Build Now in the left sidebar and observe how the pipeline consisting of 
the four stages is executed:
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D £■ sarc-A-OJfMiM U*w1r*|  x — 

0 <m? i*CAib08l;S08-3flnb*aamcia  plpaiirw

* Jenkins a t Q i 2. Mhi>ln log out
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# Back 10 Daaiibaart

| Sinus

CfriarjQM

|tL . Build Now |
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-, Kin stage view
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;q; Eiliim History n*na  x.
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—J
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D, 5 able Project
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Alan ftcd ku al
AJon race tir nikjim.

Figure 9.24: building Pie sxmpie-pipetwc in feukins

15. Hover the mouse pointer over any of the four stages and click the Logs button 
in the small popup appearing to see the cutpnl of each stage.

We have successfully created and run a simple pipeEne consisting of four stages in 
Jenkins, it is now time that we tiy to create a pipeline that does something meaningful 
such as building and testing our api-dotnet project.

A complete CI pipeline in Jenkins
To create a pipehne that:

• Checks out code trom GirHub,

• Builds a Docker image with the web project,

• Runs the tests in the built test image and finally

• Build a Doc ker image for the api dotnet project
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Follow the following step-by-step guide:

1. I'he first step is to comm it and push the3enkinsnle totheGlti I ub repository’: 
git add .

git commit -m "Adding Jenkin stile"

git push

2. 1 hen, we need to connect the Citf lub repository ot cur demo application with 
Jenkins. For this, select Configure oil the left sidebar of the simple-pipeline 
project in Jenkins. Then, select the Pipeline tab and modify the configuration 
to look like the following:
Dashboard ■ sample-pipeline •

General Build Tuggers ^uvanci j P oxct Optors Pipeline

Pipeline

LWinitiCni
| Pipaiinu scrip' Ire n SCM v

SCM O
- Gil v

Rapnoitcries 0

Repository URL 0
|^n*tps^7ginuDC<xn<x>^»-ior-iop-sww\cnwc«n’o-app | 

crfraeniiAis 6
- ntNIH - * j • 

; 1 [ Adwaotrt... [

Add RfcpMItOJy

Add Branch

B'jm-hes in build 0
o

Branch Specifier (Hank icr ’eny) 0
' I 'P<^

Figure 9.25: Connecting the pipeline in Jenkins with the. GitHiib repository

a. Make sure to select Pipeline script from SCM in the drop-down.

b. Enter the correct repository URL where your demn-app is located in 
GitHub.

c. Make sure under Branches to build to replace /master  with /main  
since our main branch is called main. Optionally you can leave this 
textbox blank.

* *
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Follow the following step-by-step guide:

1. Ihefirst step is to comm it and push the Uenkinsfile to the Gift I ub repository’: 
git add .

git commit -m "Adding J enk iris file"

git push

2. Then, we need, to connect the Git! lub repository of our demo application with 
Jenkins. For this, select Configure the left sidebar of the simple-pipeline 
project in Jenkins. Then, select the Pipeline tab and modify the configuration 
to look like the following;
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cn>aepiiAis 6
- FltNIH - * j *”AJd •

Aflwanred..

Add RiROMtOY

Report on as e

B’-aiMhw to tulid Q
D

Branch Specifier (Hank icr ‘£ny^ 0
| •.T»b 

Add Branct!■SBL i o
Figure 9.21 Connecting the pipeline in /err/ciiis with the Citf fid) repository

a. Make sure to select Pipeline script from SCM in the drop down.

b. Frier the correct repository URL where your demo-app is located in 
GitHub.

c. Make sure under Branches to build to replace /master  with /main  
since our main branch is called main. Optionally you can leave this 
textbox blank.

* *

tnuD.com/%253c3o:K%25c2%25bbdcr-%257c05-%255eM%25c2%25bb%255erAcnijj%255eetiflc%25c2%25bb-app
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3 Click the Save button when done.

4. Now, select the 3uild now command in the left sidebar again and observe 
how the pipeline is built. Notice that the pipeline has now an additional 
stage called Declarative: Checkout SCM, which is actually checking out 
the source code from GitHub to the local build agent of Jenkins tunning in 
tiie container. Jenkins is now using the Jenkinsfile found, in the root of 
the checked-out code. This. is the default location where the Jenkins file is 
expected.

5. When you click on Logs in the Checkout stage, you should get a popup with 
content similar to the following:

Stage Logs {Declarative: Checkcut SCM|

O Cfi&cn out from version control (setr one CT€ms)

Selected <5it instaUntton doe« not exist. Using Dtfjuit
The r ccDsmirnrlt-tJ gtL tuot i%: bOtdt
Mu ..leiMri LxdEs kpHt-ified
Cloning the r'cwole til repository
(lofting repository httpsu//githiib. cm/4ac kAr for-job
» <j t jrit /va r/ j fftkmhoioj wo '-kspaez* 1 * 3,/': Ir pipeline o t imeo urt—ie

Figurr 3 26? i ng uffite GilHub chackoul perfi>:"niea ht/ JcfiJcifts

Now, let us extend the web project a bit and add a test to it.

1. In the terminal window, navigate to the web folder of the demo-app

2 Install the two npm modules jasmine and request:

npm i jasmine request --save-dev

3. In VS Code, open the package, j son file and modify the sen pts section to 
look like the following:
"scripts": {

"start"' node index.js",

"test-init": ''node_modules/jasmine/bin/jasmine, js init",
"test": Hnoc!e_modules/jasmine/bin/jasmine. js"

fatihrno upstrsan changer free https ! ;/glthub. cai/d-atk-ar-f t r-j ob- oc-akc rr/-eliB9-dsiH-fi-apo
> g.il —a li_neoul=10
> git —version a 'git uergion l.ie.J'
» qii reten —tags — force — orpgress — https://github.ccm/docKer-’far-ioli-seehers/’C’ies-iieiM-app • rets; heads/* :rets/renoxes/onqin/*  fl t 

ijneout 18
> g}l config r enQt r. Q* -i g in. u« I M tps !//github, cm/doc ker-for-job— *p^ko«"c/r  h«S| -den*o->pp  a ;jnvgi|t=10
> git ccnfig add remote.origin, feieh ♦ ref s; reads/*!  ref ijr-ema res /origin/*  * iln*QtHl=LB

Avoid second feten
> git rev-parse refs/remotes/origin/!nain’'-(conTitI * timeout Iti

Checking out Revs ion c3=50£f5$ic2bP3c4189977<4>W*2cf4fti?b($ld  (re<5/reitms/»riflui/niaLH
> git ccnfig co re.sparse checkout 4 iimeaui=U
> git cteckouT -f c3M&f 569c3bU3d41EW7oW882ee96Mb6Bl.c * timeout=1&

connit message: "flatting Jenkins like1'

L

https://github.ccm/docKer-%25e2%2580%2599far-ioli-seehers/%25e2%2580%2599C%25e2%2580%2599ies-iieiM-app
https://githui%253e.ccit/tiocKer-for-jolj-seehers/'cm-xieiro-aMi
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L

https://github.ccm/docKer-%25e2%2580%2599far-ioli-seehers/%25e2%2580%2599C%25e2%2580%2599ies-iieiM-app
https://githui%253e.ccit/tiocKer-for-jolj-seehers/'cm-xieiro-aMi
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4. Open the file index.js and at the end of the file, add a /health endpoint 
and a No modify the startup of express as follows:

37 /op.get!'/health', (req, res) -=> {
38 res.sendStatus(2e0l;
39 })
10 l
47 var server = app,llstentport, () ■ {

console. logCDemo Web application listening at http://loralhost;l{por~- )
*1 1)
44
4S noduie.exporrs = server;

figure 9.27: Modified index.js 'U'ith added /healtft endpoint and exported server

Note how we export the server variable & Line 45.

5. Add a folder spec to lhe project.

6. To the spec folder, add a file index-spec. js containing one test:
is index-spec.js u x

,veb ? spec > is index-spec.js > describe('ChecKing /health endpoint) callback
1 const request = require!1 request1);
2 const baseUrl = 'httpi/Zlocalhost:3088';
3
4 tescribe!‘Checking /health endpoint', () => £
5 var server;
6 befO'^iHO •> f

server = require! ../index.js );
8 })
9 afte'Allf() => {

10 server.close!];
11 »
12 it('Heturn status code 280°, (done) -> <

request.getCSlbaseUrll/health', (err, response, body) ==> {
14 expect!response.statuscode 1.toBe(200):
IS done/);
16 })
17 })
18 k)

Figure 9.2S: resting Hieatlh c’ii.tfpot.'tf. fflKVVt’b project

http://l%253cK3lhost;_$%257bport
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38 res.sendStatus(2e0l;
39 })
10 l
47 var server = app,llstentport, () ■ {

console. logCDemo Web application listening at http://loralhost;l{por~- )
*1 1)
44
4S noduie.exporrs = server;

figure 9.27: Modified index.js 'U'ith added /healtft endpoint and exported server

Note how we export the server variable & Line 45.

5. Add a folder spec to lhe project.

6. To the spec folder, add a file index-spec. js containing one test:
is index-spec.js u x

,veb ? spec > is index-spec.js > describe('ChecKing /health endpoint) callback
1 const request = require!1 request1);
2 const baseUrl = 'httpi/Zlocalhost:3088';
3
4 tescribe!‘Checking /health endpoint', () => £
5 var server;
6 befO'^iHO •> f

server = require! ../index.js );
8 })
9 afte'Allf() => {

10 server.close!];
11 »
12 it('Heturn status code 280°, (done) -> <

request.getCSlbaseUrll/health', (err, response, body) ==> {
14 expect!response.statuscode 1.toBe(200):
IS done/);
16 })
17 })
18 k)

Figure 9.2S: resting Hieatlh c’ii.tfpot.'tf. fflKVVt’b project

http://l%253cK3lhost;_$%257bport
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This test uses the Jasmine syntax and the request module to execute the 
RFST call to the /health endpoint.

7. Prepare the web project for testing with the following:

npm test-init

Ihis will add a folder /support with a file jasmine, json into lhe spec 
folder. 1’his file is used to configure Jasmine,

8. And now, try to run the tests:
npm test

The output should took similar to the following:
gabriel^Sularis web % npm test

> web@1.0.0 test
i nodejnodules/jasirine/bin/jasmine- js

Randomized with seed 26147
Started
Demo Web application listening at http://localhost:300€

1 spec, 0 failures 
Finished in B.097 seconds
Randomized with seed 26147 (jasmine —random—true —seed=26147t

Figure 9-29: Output of Jasmine test ran

As you can see, we have one passing test.

9. Commit your changes to Git and push them to GitHub:

git add .
git commit -m "Adding tests to the web project" 
git push -u origin jenkins-ci-for-web

http://localhost:3000
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This test uses the Jasmine syntax and the request module to execute the 
RFST call to the /health endpoint.

7, Prepare the web project for testing with the following:
npm test-init

Ihis will add a folder /support with a file jasmine, json into lhe spec 
folder. This file is used to configure Jasmine.

8. And now, try to run the tests:
npm test

The output should took similar to the following:
gabriel@Soi.aris web % npm test

> web@1.0.0 test
i node_nodul.es/jasinine/bin/jasmine. js

Randomized with seed 26147
Started
Demo Web application listening at http://localhost:300€

1 spec, 0 failures 
Finished in B.097 seconds
Randomized with seed 26147 (jasmine —random—true —seed=261471

figure 0.29: Outputrtf firsts iim lest run

As you can see, we have one passing test.

9. Commit your changes to Git and push them to Gitl lub: 
git add .
git commit -m "Adding tests to the web project" 
git push -u origin jenkins-ci-for-oeb

node_nodul.es/jasinine/bin/jasmine
http://localhost:3000


288 U Docker: Up und Ruwrmg

Modifying the pipeline for Jenkins:

1. Modify the content of the Jenkinsfile in the demo-app rolcer to look like 
the following:

1 pipeline {
2 j environment {
3 regisfy = "dockerforjobseekers/web"
4 1 DCCKER_PWO - credentials* 'docker-login-pwd'}
5 }
6 agent <
7 docker {8 1

image 'dockerforjobseekers/node-docker1
9 args '-p 3908;3000'

18 args -w /app'
11 args '-V /»ar/run/docker.sock:/var/riin/docker sock1
1? 1 1
13 }
14 options {
15 skipStagesAtterUnstab le()
16 >
17 stages {
18 stagot1 Build1J {
19 steps {
29 1 echol'Building.,..')
21 sb 'npm install'
2? >
23 >
24 slagei fest'' {
25 steps {
26 1 echo 'Testing...'

5h ‘npm test'
28 )
29 >
38' stage{ Build & push Docker image') t
31 steps {
32 echo 'Building t pushing Docker image..."
33 sb 'docker iiage build -t $registry;$3UILDJHJMBE.R .'
34 1 sh 'docker login -j dockerforjobseekers -p $DOCKER_PWD'
35 sli 'decker triage push $registry:$3UIi.D_NUHBER'

36 1 sh 'docker inage rm $registry:$BU[L3_NUMBER'
37 1 }
38 >
39 }
40 >

Figure 9.30: Modified Jenkins pipeline!

Let us explain in detail the different parts of this file:

a. Lines 2-5: We define some environment variables that can be used 
later in the pipeline. The first variable, registry, denotes the name 
of the target Docker image for the web project. Please make sure to 
replace dockerforjobseekers with your own Docker username. 
The second variable, docker_PWD, will contain the password to iogin 
to the Docker account (dockerforjobseekers in our case and 
your username in your case). Since we do not want to hard-code a
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Mollifying the pipeline for Jenkins:

1. Modify the content of the Jenkinsfile in the demo-app folder to look like 
the following:

i
2

3
4

5
6

*1
9 1

18

11
1?
13 I
14
15
16
17
18

19
28
21
2?
23
24
25

5
28
29
39 I,
31
32
33
34 '
35
36
37 I
38
39
40

pipeline I
environment {

regist-y = "dockerforjcbseekers/web"
DCCKEP._PWD a Credentials ('dockec-logiri-pwd') 

} 
agent < 

docker { 
image 1 dockerforjobseekers/node docker1 
args '-p 3000;3000' 
args -w /app' 
args '-V /var/run/dOCker.sOcki/var/rijn/docker.sock' 

1 
} 
options {

skipStagesAtterUnstable() 
) 
stages {

stogei1 Build') { 
steps {

eetio( Building.... *)  
sb 'npm install*  

>
>
slage("Test * J {

steps {
echo 'Testing...' 
sb ‘npm test'

) 
> 
staged'Build & push Docker image') |C 

steps {
echo 'Building & pushing Docker image..."
sb 'docker i™aqe build -t $registry;$3UILDJHJHBE.R .
sb 'docker login -u dockerforjobseekers -p $DOCKER_PWD' 
sb 'docker image push $reqistry:$BUILD_NUr!BER'
sh 'dorker inane rm $registry:$BU[L3 NUMBER' 

f

»i

Figure 9.3P: Modified Jenkins pipeline!

Let us explain in detail the different parts of this file:

a. Lines 2-5: We define some environment variables that can be used 
later in the pipeline. The first variable, registry, denotes the name 
of the target Docker image tor the web project. Please make sure to 
replace dockerforjobseekers with your own Docker username. 
The second variable, dockerPWD, will contain the password to iogin 
to the Docker account (dockerforjobseekers in our case and 
your username in your case). Since we do not want to hard-code a
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password here in this file., we use the credentials function to retrieve 
the value from Jenkin's secrets store, where T will place if under the 
name docker-logm-pwd.

b. Lines 6-13: Here, we define the agent on which Jenkins will 
run the pipeline. We are using a special Docker image called 
dockerforjobseekers/node-docker that we built. It is based on 
rrede; 16-alpine and has additionally curl and the figcker CLi 
installed. In Line 11, wo mount the Docker socket into the container 
such as that we can run Docker command from withing the container.

c. OptionakTfyou wanttobuild your own image, here a re the necessary 
commands to prepare the image:
docker pull rode:16-alpine
docker run --name node -it node:16-alpine sh
apk update EL& apk add curl docker
exit
docker commit node dockerforjobseekers/node-docker

d. Line 21: In the build step, we just run the npm install command.

e. Line 27: In the test step, we run the rpm test command.

f. Line 33: Here, we build the Docker image using the registry 
environment variable to name the image and the Jenkins build 
variable $BUILD_NUKBER to give it a tag.

g. line 34: We login to ou r Docker account using the password retrieved 
from the Jenkins secret store.

h. Line 35: We push the image to Docker.

i. Line 36: We remove the image from the local image cache. This step 
is optional.

2. Push the changes to GitHub:
git add .
git commit -m "Modifying lenkinsfile to a CI pipeline for web"
git push

3. Add the secret to Jenki ns:

a In Jenkins, navigate to the Dashboard.

b. Click Manage Jenkins and then click Manage Credentials.

c. On the Credential1' view, click on the Jenkins store
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password here in this file?, we use the credentials function to retrieve 
the value from Jenkin's secrets store, where T will place it under the 
name docker-logm-pwd.

b. Lines 6-13: Here, we define the cigent on which Jenkins will 
run the pipeline. We are using a special Docker image called 
dockerforjobseekers/node-docker that we built. It is based on 
node: 16-alpine and has additionally curl and the Docker CL1 
installed. In Line 11, wo mount the Docker socket into the container 
such as that we can run Docker command from withing the container.

c. OptionaLTfyou wanttobuild your own image, here a re the necessary 
commands to prepare the image:
docker pull rode:16-alpine
docker run --name node -it node:16-alpine sh
apk update EL& apk add curl docker
exit
docker commit node dockerforjobseekers/node-docker

d. Line 21: In the build step, we just run the npm install command.

e. Line 27: In the test step, wo run the npm test command.

f. Line 33: Here, we build the Docker image using the registry 
environment variable to name the image and the Jenkins build 
variable $BUILD_NUMBER to give it a tag.

g. line 34: We login to ou r Docker account using the password retrieved 
from the Jenkins secret store.

h. Line 35: We push the image to Docker.

i. Line 36: We remove the image from the local image cache. This step 
is optional.

2. Push the changes to GitHub:
git add .
git commit -m "Modifying lenkinsfile to a CI pipeline for web"
git push

3. Add the secret to Jenki ns:

a In Jenkins, navigate to the Dashboard.

b. Click Manage Jenkins and then click Manage Credentials

c. On the Credentials view, click on the Jenkins store
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d. On the System view, click on Global Credential1; (unrestricted).

e. On the Global Credentials (unrestricted) view, click on Add Credentials 
in the left side bar.

f. ' ill in the details as follows:

* Jenkins *■  X Admin FO log out

Dashboard Credentials System Global credenni a {unrestricted)

back lo crab burial wmaifiB K nc1

Seem lee ■»
Add Credentials

S-opo O

Global (J(r«irB-, nodes. tems.-aUbhiiditf”*. re) v 

secret 

0
doc ke n log in- p wri

Description o

Password la the Decker account

Figure 9.31: Aiidiftg ti secret lexl lo Jenkins

Add your Docker password as the Secret text box, and then hit Save.

g. Navigate back to die dashboard and select the sample-pipeline. 
Click Build Now to trigger a new build.

h. Wait until the build is completed. The build should succeed!

If, for any mason, the build errors our click on the red icon left 
to the build number to open the full log. You can now easily find out 
what tvent wrong.

Remember that all steps run inside the Docker container, which is our agent. But 
since we have installed the Docker CLT and mapped the Docker socket into the 
container, we can use Docker commands.

Let us now, as a last exercise, add continuous delivery (CD) to the pipeline.

Adding continuous delivery
We arc now adding two additional steps to flic CI /CD pipeline.

1. Add the following step rig]it at the bottom of the Jenkins file:
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d. On the System view, click on Global Credential1; (unrestricted).

e. On the Global Credentials (unrestricted) view, click on Add Credentials 
in the left side bar.

f. ' ill in the details as follows:

* Jenkins *■  X Admin FO log out

Dashboard Credentials System Global credenni a {unrestricted)

back lo crab burial wmaifiB K nc1

Seem lee ■»
Add Credentials

S-opo O

Global (J(r«irB-, nodes. tems.-aUbhiiditf”*. re) v 

secret 
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Figure 9.31: Aiidiftg ti secret lexl lo Jenkins

Add your Docker password as the Secret text box, and then hit Save.

g. Navigate back to die dashboard and select the sample-pipeline. 
Click Build Now to trigger a new build.

h. Wait until the build is completed. The build should succeed!

If, for any mason, the build errors our click on the red icon left 
to the build number to open the full log. You can now easily find out 
what tvent wrong.

Remember that all steps run inside the Docker container, which is our agent. But 
since we have installed the Docker CLT and mapped the Docker socket into the 
container, we can use Docker commands.

Let us now, as a last exercise, add continuous delivery (CD) to the pipeline.

Adding continuous delivery
We arc now adding two additional steps to flic CI /CD pipeline.

1. Add the following step rig]it at the bottom of the Jenkins file:
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stage('Dep]oy and smoke test') { 

steps {

sh './jenkins/scripts/deploy.sh' 
sh './jenkirs/scripts/smcka-test.sh '

}
}

2. Next, add a new subfolder jenkins/scripts, to the root folder of the 
sample application.

3. To this, new subfolder, add a file deploy. sh with the following content:

S depl ay.sh U X

ch09 > demo-app > jenklns > scripts > $ depoy.sh
1 Sfi/jsr/bin/env sh 
2
3 echo “Removing api container if it exists..."
4 dociwr container rm -f web 11 true 
5
& echo 'Removing network test-net if it exists..."
7 docker network rm test net || true
B
9 echo 'Deploying app ($r±gistry:$BUILD_NUHBERj...“

10 docker network create test-net
31 docker container run -d \
12 -p 3800:3000 X
13 —name web X
14 —net test-net X
15 $registry:sBUILD_NLMBER
Iff
17 r defining logic to wait for the WEB] component to be ready on port 3808
18 read -d " wait_for « EOF
19 echo "Waiting for WEB to listen or port 3000..."
20 while 1 nc -? web 3000; do
21 Sleep 0.3 9 wait Tor 3/10 of the second before check again

22 printf
23 done
24 echo "Web ^eady on port 30001"
25 EOF
26
27 # using the above logic from within ar. Alpine container
2B docker container run —r-n X
29 —net teat-net X
30 node:12.13-alpine sh ~c "iwait_for"

Figure 9.32: Script used h\f Jenkins to the web Decker imtige

a. In Line 4, we make sure any previous container called web is removed 
from the system.

h. In Line 7, we do the same for the Docker network test-net.
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<tagp( ’ Dop] oy and simfe'e test') ■{ 
steps {

sh './jenkins/scripts/deploy.sh' 
sh './jenkins/scripts/smcke-test.sh '

}
}

2. Next, add a new subfolder jenkins/scripts, to the root folder of the 
sample application.

3. To this, new subfolder, add a file deploy. sh with the following content:

S depl ay.sh U X

chC9 > aemo-ipo > jehkins > scripts > $ deploy. Sfi
1 SH/usr/bin/env sh 
2
3 echo 'Removing api container if it exists..."
4 docker container rm -f web || true 
5
& echo 'Removing network test-net if it exists..."
7 docker network rm test net || tree
B
9 echo "Deploying app ($registry:$BuILi)_NuMBERj...

10 docker network create test-net
31 docker container run -d \
12 -p 3000:38k0 \
13 । —name web \
14 . —net test-net \
15 $reglstry:sBUILD_NLHBER
Iff
17 r defining logic to wait for the wEB| component to be ready on port 3808
18 read -d " wait.fcr «s EOF
19 echo "Waiting for WEB to listen on port 3000..."
20 while 1 nc -? web 3000; do
21 Sleep 0.3 9 wait Tor 3/10 nt the second before check again

22 printf
23 done
24 echo 'Web ready on port 3000!"
25 EOF
26
27 # using the above logic from within ar. Alpine container
20 docker ccntainer run —nn \
29 —net test-net \
30 node:12.13-alpine sh ~c "iwait_for"

Figure 9.32: Script used &y Jenkins to deploy the web Docker image

a. In Line 4, we make sure any previous container called web is removed 
from the system.

b. In Line 7, we do the same for the Docker network test-net.
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c. In Line 10, we create a network test-net.

d. hi Line 11, we deploy the newly build Docker image for the web 
project to the network just created in the previous step. We also make 
sure to expose container port 30D0 to the equivalent host port.

e. Tn Lines 18 to 25, we define a script that uses the netcat (short nc) 
Lmux tool to probe port 30U0. We store the script in a variable called 
wait_for.

£. In Line 28, we use an Alpine container, attach it to the same network 
as the web container and execute the preceding script from within it.

4. Add a file smoke-test. sti to the same folder with this content:

$ smoke-test.sb J X

ch09 > damo-app > jenkins > scripts > S smoke-tesl.sh
1 echo “Smoke tests..."
2 docker container run —name tester \
3 —rm \
4 —net test-net \
5 docket forjobseekers/node-docker sh -c "curl web:

Figure 9.33: Scrip! used 1'1/ jeiikivs io execute smoke tests

Here, we are using our dockerf or jobseekers/node-docker image to run 
a container named tester, and from within this tester container, we curl the 
web: 3000 endpoint. Alternatively, since we expose port 3000 to the host, we 
could also ust run the following command directly:
curl localhost:3000

5. Make the two files executable with the following:
chinod +.x jenkins/scripts/deploy. sh
chmod +x jenkins/scriptJi/smoke-test.sh

6. As a last stage, we will add a cleanup step as follows;
stage('Cleanup") {

steps {
sh './jenkins/scripts/cleanap.sh*

)
)

This step Justuses the script cleanup.sh in the jenkins/scripts directory
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c. In Line 10, we create a network test-net.

d. In Line 11, we deploy the newly build Docker image for the web 
project to the network just created in the previous step. also make
sure to expose container port 3000 to the equivalent host port.

e. Tn Lines 18 to 25, we define a script that uses the netcat (short nc) 
Linux tool to probe port 3'JOC. We store the script in a variable called 
wait_for.

£. In Line 28, we use an Alpine container, attach it to the same network 
as the web container and execute the preceding script from within it,

4. Add a file smoke-test. sti to the same folder with this content:

$ smoke-test, sb U x

ch09 > damo-app > jenkins > scripts > S smoke-tesl.sh
1 echo “Smoke tests..."
2 docker container run —name tester \

—m \
4 —net test-net \
5 docker forjobseekers/node-docker sh -c "curl web:

Figure 9.33: Scrip! used i'i/ jeiikivs io execute smoke tests

Here, we are using our dockerforjobseekers/node-docker image to run 
a container named tester, and from within this tester container, we curl the 
web: 3000 endpoint. Alternatively, since we expose port 3000 to the host, we 
could also ust run the following command directly:
curl localhost:3006

5. Make the two files executable with the following:
chmod +x jenkins/scripts/deploy.sh
chmod +x jenkins/scripts/smoke-test.sh

6. As a last stage, we will add a cleanup step as follows;
stage('Cleanup") ■{

steps { 
sh './jenkins/scripts/cleanup.sh'

)
)

This step Justuses the script cleanup.sh in the jenkins/scripts directory
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7. Add a file cleanup.sh to the jenkins/scripts folder with the following 
cor tent-

$ cleanup.sh u x
lIiCS > detno-app > jeukms > scripts > S cleanup.sh

1 fl'/usr/bln/env ?h
2 docker rrr -f web
3 docker network rm test-net

Figure 9,34 : Cltuxtip script for Jenkins

8. Make the cleanup hie executable with the following: 
chmod +x jenkins/scripts/cleanup.sh

9. Push your code changes to Gitl lub with the following: 
git -a && git commit -m 'Defined the CD part of CI/CD" 
git push origin main

10. Back in Jenkins and from its dashboard, select the sample-pipeline. Click 
Build Now to trigger a new build. Jenkins will start to build the pipeline. It 
everything goes well, you should see something similar to this:

Stage View
Declarative:

G been out Bund
SCM

Average stage times: S30ms 19

(Average ?uil run ante:-3is) '

rest
Quid A push

□oekar tmae*
Deploy and 
artWika tiit

Cleanup

591 ITS 17S 5S 563mi
— —

53Brrs 8s 5s "J 6 c ms

Figure 9.35 : Complete build pipe.fio.e in Jenkins

With tilts, you have learned how to build a complete CI/CD pipeline for Jenkins.

Next, we will discuss some popular cloud offerings in the area of DevOps and Cl/ 
CD

Discussing some cloud-based SaaS offering 
for your CI/CD pipeline
In this section, we discuss three popular SaaS offerings for building CI/CD pipelines 
for your software projects and /or products. Let us start with the Microsoft offering.
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7. Add a file cleanup.sh to the jenkins/scripts folder with the following 
cor tent-

$ cleanup.sh u x
lIiCS > detno-app > jeukms > scripts > S cleanup.sh

1 fl'/usr/bln/env ?h
2 docker rrr -f web
3 docker network rm test-net

Figure 9,34 : Cltuxtip script for Jenkins

8. Make the cleanup hie executable with the following: 
chmod +x jenkins/scripts/cleanup.sh

9. Push your code changes to Gitl lub with the following: 
git -a && git commit -m 'Defined the CD part of CI/CD" 
git push origin main

10. Back in Jenkins and from its dashboard, select the sample-pipeline. Click 
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With tilts, you have learned how to build a complete CI/CD pipeline for Jenkins.

Next, we will discuss some popular cloud offerings in the area of DevOps and Cl/ 
CD

Discussing some cloud-based SaaS offering 
for your CI/CD pipeline
In this section, we discuss three popular SaaS offerings for building CI/CD pipelines 
for your software projects and /or products. Let us start with the Microsoft offering.
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Azure DevOps
Azure DevOps is an offering by Microsoft and provides full integration CI/CD with 
all the other services offered on Azure, such as issue management and source control 
management. With Azure DevOps, you can create pipelines that build, test, and 
deploy your code. I h s works with any of the popular languages, frameworks, or 
platforms. It is straightforward to manage, e.g., NodeJS, Python, PHP, Ruby, C/C+-I-, 
.NET, Android, or iOS applications with Azure DevOps pipelines. To create container 
images, push them to any container registry, and deploy them to Kubernetes is easy 
and supported by powerful templates or plugins that free you from having to write 
and maintain complicated scripts.

Code can reside in a Git repository on Azure (Azure Repos) or other popular hosiers 
of Git-compatible repositories such as Gitl lub or BitBucket. Continuous deployment 
(CD) integrates with any cloud, such as Azure, AW5, or GCP. Targets can be Linux 
or Windows-based container host such as the hosted Knbemctes service of Azure 
(AKS), virtual machines, or Azure functions, U> just name a fewr.

As an added bonus, the service is free for open-source projects.

A typical template for a simple project looks like the following:
azutfl pipaincsyml x

ch09 > Azure f azure-pipelines.yml > I! ped > S vmlm^pe
POBlitr schema (trrvire-tct wra jscnl

1 trigger:
2 - in a Ln
3
4 pool:
5 v"l«Age: ‘ubuntu-?fl|. 04 ‘ 
£
? variables:
B builcConfiguration: 'Rs lease

10 steps:
11 - task: UseDetNet-g?
12 Inputs:
13 versions '5.8.x'
14
15 - task: OotwetCoretLTg?
Lt inputs;
1/ cowzand: ‘restore'
16 dlsplav^awd 'dotntt restore jlbuildConfiguratlon)'
19
20 -task: DotNetCoreCLI@2
21 inputs:
22 cow-ana: 'build'
23 projects: '**/>. csproj*
24 arguments: 1 configuration $(btil ItfCan figuration I 1
25 d i splayiName: 'botnet build $1buildConf igu rat ion] 1 

2€
27 - task; Do Wette reO.102
26 inputs:
29 catsand: test
30 projects: '**/4Test5/*.csproj "
31 irguBEnf-s: 1—configuration IfbuildConfigurati-an) 1
32 digplayNane: 'datnet test SituildCanfnguration}1

Figure 9-36: ikmiple, Azure Dfvt )ps CJfCD pijji’hrii’
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Azure DevOps
Azure DevOps is an offering by Microsoft and provides full integration CI/CD with 
all the other services offered on Azure, such as issue management and source control 
management. With Azure DevOps, you can create pipelines that build, test, and 
deploy your code. I h s works with any of the popular languages, frameworks, or 
platforms. It is straightforward to manage, e.g., NodeJS, Python, PHP, Ruby, C/C++-, 
.NFT, Android, or iOS applications with Azure DevOps pipelines. To create container 
images, push them to any container registry, and deploy them to Kubernetes is easy 
and supported by powerful templates or plugins that free you from having to write 
and maintain. complicated scripts.

Code can reside In a Git repository on Azure (Azure Repos) or other popular hosiers 
of Git-compatible repositories such as Gitl lub or BitBucket. Continuous deployment 
(CD) integrates with any cloud, such as Azure, AWS, or GCP. Targets can be Linux 
or Windows-based container host such as the hosted Kubemctes service of Azure 
(AKS), virtual machines, or Azure functions, to just name a few.

As an added bonus, the service is free for open-source projects.

A typical template for a simple project looks like the following:

azura-pipelines yml X

ch09 > Azure f azure-pipelines.yml > I! ped > S vmlm^pe
Pjpelirr schema (err? ire-let err a. jsefi?

1 trigger:
2 - ma Ln
3
4 pool:
5 v"l«Age: ‘ubuniu-?fl|. 04 ‘ 

£
? variables:
B burlcConfiguration: 'Release 

€
Lfl steps:
LI - task: UseOetNet-g?
12 Inputs:
13 versions '5.8.x'
14
15 - task: OotWe+CoretLIg?
Lt inputs:
1/ comaand; ‘restore'
16 dlsplavflarieJ 'dotnet restore jlbuildConftguratlon)'
19
26 - cask: DotNerCoreCLI@2
21 inputs:
22 corneano: 'build'
23 projects: '**/>. csproj*
24 arguments: 1 cantLquration $(bul IcfCan figuration I 1
25 displayName: 'dotnet build SibuildConfigyration]1 
26
27 - task; DoWetCoreCU®?
26 inputs:
29 cotwand: test
Jfl projects: '**/4Tests/*.csproj '
31 arguments; 1—configuration ifbuildConf igurationl 1
32 displayName: 'dotnet test HtonildCanfiguratian)1 

Figure 9.36: ikmiple, Azure DevOps CJfCD pijji’hrii’
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An Azure pipeline i$ usually described in a file called azure -pipelines.yml that 
sirs in the root folder of the software project The pipeline consists of a list of steps. 
Each step is either a task or a script. In the preceding example, we have defined a 
pipeline tor a .NET project. The pipeline contains the following details:

• > Lines 1-2: Defines the trigger that executes the pipeline. Here it is any commit 
to the branch main in the source code repository.

• Lines 4-5: Defines the image that the build agent uses, to execute the 
subsequent steps. In this case we arc using Ubuntu 20.04 for our build agent.

• Lines 7-8: In the pipeline, one can use variables. Here, we only define a 
single variable buildconfiguration that is then used further down in the 
pipeline, eg., on Line 18.

* Lines 10-32: a series of four steps. Each step consists of a task;

1. Lines 11-J3: The first task is declaring which version of the .NET 
framework to use.

2. Lines 15-18: This task executes a dotnet restore for the project at 
hand. The display name defined on Line 18 is useful when analyzing 
the log output of the build process.

3. Lines 20—25: This task builds the project using the command dotnet 
build. It uses the build configuration defined in the variable 
buildconfiguration.

4. Lines 27-32: After a successful build, the pipeline runs all the 
automated teats against the application using the command dotnet 
test.

The author has been using Azure DevOps to manage mission-critical applications 
end-to-end. The services were easy to use, powerful, and covered all of his needs.

After pecking into the Microsoft offering, let us have a look at what the number one 
cloud provider AWS has in the sleeves for us.

AWS DevOps
Another major contender in the space is of course AWS. The Cl/ CD service on AWS 
is called AWS CodePipelinc. Similar to Azure pipelines, it offers services to build, 
test, and deploy your applications. Pipelines are triggered each time there is a code 
change. The whole release process can be fully configured to fit your specific needs. 
This can be done either via the console interface, the well-known AWS CLI, AWS 
CIoudFormation, or the AWS SDK.
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Cost is determined on a usage base. You only pay for what you need. CodePipeline 
is hilly maraged, and it can be connected to your existing tools and systems.

To define a pipeline, we can use a build specification file, which is a collection of 
build commands and related settings that is written, in YAML. The file is often called 
buildspec .yml and is added to the root of the project.

A typical template for a simple project looks like the following:

J buildspec.yml X

ch09 > AWS > ' builaspec.yml > { * phases > {} pre_b.jid > I I commands >03
1 version: 0.2
2
3 phases:
4 pre_build:

commands;
6 - echo Logging in to Amazon ECR...

- aws --version
G - $(aws ecr qet-login —region $AW>_DEFAULT_REGION —no-include-erarfil)
9 - REPOSITORY_URI=caws-ecr-url>/<image-name>j

10 - CQM?IT_HASH='S (echo fCGDEBUIL DJIESOLVED-SOLJRCEJ/ERSION | cut -c 1 7)
11 - IMAGE.TAG=${C0MtTT_HA5H:=latest}
12 build:
13 commands:
14 - echo Build started on ‘date’
15 - echo Building the Docker image...
16 - darker build -t JREROSITORYJJRI: latest .
17 - docket tag $REPOS1TORY_URI:latest $REP0SIT0R¥_URI:SlMAC-E_TA5
18 post_build:
19 commands:
26 - echo Build complexed on '’date'
21 - echo hushing the Docker images...
22 - docker push SRFPOSITORY_JRI;latest
23 - docker push ^REPOSITORY JRI: SIW.E TAG

Figure 9.37: Sample ?1WS DevOps Cl/CD pipeline

AWS CodePipeline organizes the pipelines into phases. Lach phase then consists of 
a series of commands. As an example, the preceding pipeline is consisting of three 
phases pre_build, build, and post build:

• pre_build commands:

o Line 8: Login to AWS container service (ECR)

o Line 9: Define the full name of the Docker image to build, where 
<aws-ecr=url> is the URL to your container repository on ECR 
(such as 012345678910.dkr.ecr.us-east-l.amazonaws.com)

l.amazonaws.com
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l.amazonaws.com
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and <image-name> is the name of the ’mage you are going to buiid 
such as web

o Line 10: Get the first seven characters of the last Git commit. It will be 
used to tag the container image

o Line 11: Define the image tag using the commit hash from previously

* build commands:

o Line 16: Buiid the Docker image using the tag latest

o Line 17: lag the preceding image also with the tag stored in the 
variable $1MAGE_TAG (delined on Line 11)

• post_build commands;

o Line 22: Push the image with, tag latest to BCR

o Line 23: Push the image with the tag derived from the Git commit 
to ECR

As you can see, we can use any valid shell command in the list of commands of a 
phase in the pipeline.

Now that we have briefly covered the AWS CbdePipeline product let us have a 
glance at another popular offering from GitLab.

GitLab
GitLab is a DevGps platform and is offered as a SaaS solution or can also be self­
hosted. To avoid additional management overhead, the author recommends the 
former.

GitLab dees offer a free trial option for its paid plans. The free trial allows you to test 
lhe features and functionalities of the paid plans before commilLng to a subscription. 
1’he free trial is usually vaLd for 30 days, and it allows you to explore the full 
capabilities of the platform, including features such as CitLab's built-in. continuous 
integration and deliver}.'’ (CI/CD), access to the GitLab Container Registry, and 
many more.

During the free trial, you will have access to the same features and functionalities 
as paid customers. You will also have access to support, documentation, and 
community resources.

To start a free trial, you can sign up for a new account on https://gitlab.com, or you 
can contact the GitLab sales team, and they will assist you with the process.

https://gitlab.com
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It is unportant to note that C-ritLab also has a free community edition, which is a 
limited version of rhe software that provides basic tnnc tionality; Chis free edition 
does not require a free trial and can be used for free for an unlimited time.

Gitl.ab can be used to manage and optimize the software delivery lifecycle, plan 
progress through epics, groups, and milestones, help teams to design, develop and 
securely manage code and project data, verify quality with automated testing and 
reporting, and fiiud.lv, package and deploy applications and their dependencies.

CitLab is used by many renowned companies such as Nvidia, Siemens, and Goldman 
Sachs.

For the CI/CD part, GitLab—as do Azure and AVVS DevOps—uses pipelines that 
arc? written in YAML and stored and version controlled with the code.

A simple pipeline on GitLab looks like the following:

figure 9./W." SrtJHiiff (li f Tab CTf'CD jriwbnr

As mentioned previously, GitLab pipelines are defined using YAML. By default, the 
pipeline is stored in the root folder of a project, and the name of the file is ♦ gitlab * 
yml.

Let us explain in detail what the preceding sample pipeline consists of.

• In Lines 1 to 8, we define the workflow rules that apply for ibis pipeline. 
Jn this example, the pipeline is only triggered if cither there was a merge 
request event discovered or a commit happened to the "main" branch of the 
repository. Any other scenario is ignored.

fiiud.lv
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• The pipeline can be split into several (reusable) files. In Lines 10 to 13, we can 
see how the content of other files is included in this pipeline Apparently, we 
have some templates called cloudflare.manual.setup.yirl and deploy- 
tc-eks .yml in a subfolder gitlab that we want to use in this example.

• On Lines 16 to 18, we show how one can define variables that can then be 
used in the remains of the file. Here, as ai,l example, we define a variable 
called FOO and assign it the value bar. GitLab has a whole list of predefined 
variables that all start with CI_, such as CI_COMMIT BRANCH used in Line 4. 
GitLdb is populating the values of those variables.

• In Line 20, we define what image the build agent of Git La b shall be using for 
all the subsequent steps. In this case, we use the XodeJS version 14 image 
since our application is a React JS application

* In L..nes 21 to 26, we define the stages that this pipeline consists of. J.n cur 
example, we have, e.g., a test, a version, a secrets, and a buLd stage.

• From Lines 29 to 43, we define a section ui_t€st. In this section, we define 
what shall happen in the stage test. The list of scripts that are run through 
by the build agent is shown or. Lines 33 to 40. It is what you typically do 
when initializing, building, linting, type checking, and testing your React JS 
application.

• From Lines 45 to 52, wc define a section bff_test. In our case, the React JS 
LT is interfacing with a backend for frontend (BFF) written in Node JS. The 
structure is very similar to the one of the ui_test section.

The author is using GitLab in his current product, a Saab solution for insurances. 
Gitl ah is very powerful, flexible, and easy to manage. It supports all the steps in 
the products Cl/CD requirements, such as building, linting, and testing the code, 
mainly consisting of Java Spring Boot micrcservices and React Sl’A applications, t he 
pipeline integrates with Nexus repositor}, Split.io for feature toggles, SonarQube for 
code quality checks, GitLab repositories, AWS EKS as the deployment target, AW5 
Secrets Manager to manage and store secrets, and many more services.

OK, you should notice that each offering has a similar approach on how to define a 
build pipeline. It is always a YAML file, bv default, located at the root of the project. 
A pipeline consists of a series of stages or steps, which in turn are made up of a series 
of commands. Once you have mastered one prov.der, it should be fairly trivial lor 
you to familiarize yourself with another one.

The list of SaaS offerings discussed preceding is by far not complete. We have only 
presented some of the most popular offerings. Others worth noticing are Circle Cl 
and Travis CI.

Willi this, we are at the end of this chapter. Let us have a look back on what wc have 
learned.
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Conclusion
In this chapter, we have explained what a continuous integration and continuous 
deployment or delivery (CI/CD) pipeline is. We then have built a simple pipeline 
using GitHub actions. Next we have used the veiv popular automation server 
Jenkins to implement a simple pipeline. Finally; we have discussed a few of the most 
popular SaaS offerings for DevOps in general and for CI/CD in particular.

Questions
To assess your progress, please try to answer the follow ing questions:

1. Name the steps required to have GitHub automatically build a Docker image 
from your code.

2 What are the steps required to have Jenkins build and test your code and, if 
successful, budd a Docker image?

3. There are many SaaS offerings available for you to choose to build your Cl/ 
CD pipelines. What are some criteria that can help you to do an informed 
selection of one offering for your own purposes?

Answers
Here are sample answers to the preceding questions.

1 The following stops arc needed:
a. Create a .github folder at the root of your project
b. Add a YAML file to the preceding folder containing the definition of 

a workflow
C. In the YAML File, define the name of the workflow, the event (or 

action) that triggers a work flow, and the jobs that are executed during 
the w'orkflow

d. tor each job, define the type of agent on which it is running and the 
list of steps that need to be executed du ring this step. A step can be a 
script or a predefi ned Gitl lub action. In our case, we need at least the 
following two steps:

i. Use a step with a GitHub action to check out the code 
(actions/checkout@v2)

ii. Use an additional step with a script that builds the Docker 
image from the code using the Docker Cl.I (e.g., docker 
image build -t ...)

e. Push the workflow to Gitl Tub. It -trill be executed automatically-
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2. Add a file called Jenkmsfile to the root of your project which contains the 
definition of the environment, the agent, the stages, and the steps per stage. 
I he agent needs to be defined such as that it is able to build, push, and deploy 
a Docker image. One can use ar existing Docker image or a customized one 
as the agents' runtime environment, lhen, one needs to define the stages of 
the pipeline, such as test, build image, push image, and deploy image. Each 
stage can consist of one-to-many steps in which we define what exactly has 
to happen. Each step is basically a script that the agent will execute. It can be 
a shell script or a Docker command to just name a few.

3. An (incomplete) list of criteria that should be used when selecting the SaaS 
offei ii’g for your DevOps, specifically CT/CD;

a. Cost
b. Does it provide all the features you need, such as building, pushing, 

and deploying Docker images
c. Does the DevOps offering integrate well with the other tools or 

offerings you are using in your software development lifecy cle?
d. Is the service scalable, and can it be extended with custom-built 

features?

Job Interview sample questions
Today is your first interview for the role as DevOps engineer, fhe job is offered by 
a mid-size company that is tipping its toes into DevOps. The job profile states that 
one of yrour new responsibilities would be to fully automate the company's Cd /CD 
pipelines. The interviewer faces you with the following questions:

1. Some of out developers do not see the reason why we have to fully automate 
our build process. They are happy to build the artifacts manually in their 
IDfcs and deploy them to production from there when the time is. ready for 
a new release. Can you. explain why it is so important to automate the build 
and release process?

2. We are pondering about the pros and cons of using a SaaS solution to build 
our CI/CD pipelines or to self-host and manage a build server such as 
Jenkins or TeamCity. Tell us your opinion. On what criteria do you base your 
judgment?

3. On the whiteboard (or the back of a napkin), draw the essential elements in 
a Cl/CD pipeline, concentiating on the Cl part.
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one of yrour new responsibilities would be to fully automate the company's Cd /CD 
pipelines. The interviewer faces you with the following questions:

1. Some of out developers do not see the reason why we have to fully automate 
our build process. They are happy to build the artifacts manually in their 
IDfcs and deploy them to production from there when the time is. ready for 
a new release. Can you. explain why it is so important to automate the build 
and release process?

2. We are pondering about the pros and cons of using a SaaS solution to build 
our CI/CD pipelines or to self-host and manage a build server such as 
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Answers
Sample answers to the interview questions:

1. Whenever humans are executing a series of complex tasks manually, then 
the chance of introducing an error is high. Specifically, under pressure, 
humans tend to be unreliable. It is thus important to automate every step 
of a DcvOps CT/CD pipeline and, with it, make it reliable, repeatable, and 
auditable. A new build and release should be possible by pushing the new 
feature to the code repository or alternatively with a simple click of a button. 
Developers are very expensive resources, and thus, should concentrate on 
implementing features that generate value for the company and net on 
performing repetitive and tedious tasks.

2. Cl/CD is something that every software project—independent of the sector 
of the industry —should use. 1'hus Cl/CD is not a differentiating factor for 
a company compared to its competitors. In that regard, the company should 
outsource the management of the DevOps platform. Only companies with 
very exotic requirements in the area of CI/CD that are not typically covered 
by hosted DevOpsofferings should consider self-host a CI/CD platform.

3. Wo have the following parts in the picture:
a. '1 he developer with their laptop pushing code to.
b. A source code repository such as GitHub, Git Lab or Bitbucket.
c. One (or several, depending on the requirement) reviewers thtit 

review a pull request of the developer against the main branch of the 
code repository.

d. An automation server—ideally a hosted one—that:
i. Checks cut code to an agent

ii Builds the code on the agent
iii. Lints and quality check the code
iv. Runs the automated tests against this code

Join our book’s Discord space
Join the book's Discord Workspace for Latest updates. Offers, lech happenings around the 
world. New Release and Sessions with the Authors:
https://discord.bpbonline.cojn

https://discord.bpbojiline.cojn
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Chaptfr 10
Orchestrating 

Containers

Introduction
In this chapter, we are going to introduce container orchestration in general ana 
Kubernetes in particular. Kubernetes is currently the clear leader in the container 
orchestration space. We will start with a high-level overview of the architecture 
of a Kubernetes cluster and then discuss the main objects used in Kubernetes to 
define and run containerized applications. Since many teams do not want to manage 
their own cluster, we provide a brief overview of the most popular fully managed 
Kubernetes offerings in the cloud. Finally, we will train the reader for a job interview 
where container orchestration-related questions will be asked.

In this chapter, we mainly use Docker Desktop with its integrated Kubernetes, the 
terminal, and VS Gode to author YA ML files.

Structure
In this chapter, we will discuss the following topics:

• Introducing container orchestration

• Understanding Kubernetes

• Leveraging managed Kubernetes offerings in the cloud
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• Discussing containers in the context of ser verless

Objectives
After reading through the chapter, the reader will be able to understand key concepts 
of a distributed application architecture and why Kubernetes is such an important 
piece of software in this context, as it alleviates many of the problems we developers 
are facing when dealing with highly distributed and mission-critical applications. 
The reader will be iamdiar with the key concepts of Kubernetes and will leverage 
this know-how to deploy their own containerized applications to Kubernetes, be it 
a self-hosted, simple Kubernetes cluster, or a more production like cluster provided 
by one of the fully managed Kubernetes offerings available today.

Let us start.

A Kubernetes cluster consists of a set of servers. So far, we have learned a lot about 
individual containers and how wc can build, ship, and use them. We have not really 
talked so much about putting our containerized applications into production yet. 
But the goal of every business application birlt out there is to eventually iur in 
production. What does that mean for us? We will address this question in detail in 
this section.

Distributed application architecture
Tn this section, we Lire going to discuss what we mean when we are talking about 
a distributed application architecture. Not everyone may be familiar with the 
underlying concepts. Thus, let us define the most important parts of it. Tn such an 
architecture, we will encounter the following elements:

• VM: Virtual machine; this corresponds to a virtual computer. We can run 
many VMs on a single physical computer (often called a server).

• Node: An individual server used to run applications. It can be either a 
physical or a virtual server. The former often is called a bare-metal server, 
and the latter a VVL Nodes can be anything from a Raspberry Pl to a super 
computer. Nodes can run in the cloud, in a company's own data-center, or 
even under vour desk.

• Cluster: A cluster is a group of nodes connected by a network. A cluster is 
used to run distributed applications.

♦ Network: Physical or software-defined paths between nodes over winch 
the latter and the programs that run on them communicate. The nodes of a 
cluster are connected to each other by one (cr several) network(s).
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• Port: This is a channel on which an application such as a Web server or TCP 
host, is listening for ineeiring requests.

• Service: Unfortunately, the word service is a very overloaded term, and 
without any further context, given it is not really dear what the meaning 
of service is. If we use the term service in the context of an application (we 
may then call it an application service), it normally means that it is a piece 
of software that offers a limited set of functionalities to other parts of the 
application. But be aware that in the remains of tins chapter, we will use 
service in other contexts too, where it wilt have a different meaning.

A distributed application architecture is the opposite of a monolithic application 
architecture. In the latter, the whole application consists of a single monolithic block 
that has always to be deployed and run as a single piece. Traditionally, businesses 
have written monolithic applications. The result of this was then deployed to a 
named server running somewhere in a data-center. All the code of this application, 
has been compiled into a single binary or a lew highly coupled binaries that needed 
to be collocated when running the application. It is important to note that the server 
011 which the application runs has a well-defined name or static IP address. Let us 
’llustrate this with a little diagram:

Database

Figure 10.1: Mcnetilhie appiloilion nrchifcc'Kre
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In the preceding graphic, we can identify a server named alpha with an IP address 
of 172.11.22.33 running an application called policy-admin, which is a monolith 
consisting of a main module and a few tightly coupled libraries.

Now, lot us look at this next graphic:

figure '10.2 Difsiribuled applicnlion nrchfleclttre

Tn the preceding graphic, we can see that we do not have a single server anymore. 
Instead, we ha ve a Jot of them. Also note that the servers do not have human-friendly 
names anymore, but instead, some unique identifiers that may be something like a 
universal unique identifier (ULIID), lhe policy-admin application also does not 
consist of a single monolithic bloc anymore but of a set of interacting yet loosely 
coupled services such as policy-adioin ui, policy - admin - b-Ff, policy­
management-service, party-service document-service, and soon. can also 
see that each of those services runs on multiple instances in this cluster of servers.
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If you are now confused and are wondering why we discuss this in a book about 
Docker, well, let ne say this, it is good that you asked. While all the topics we are 
discussing here apply to a world where containers did not (yet) exist, it is important 
to realize that the introduction of containers and, with it, of container orchestraiors 
has helped to address all the problems mentioned in a more efficient and straight 
forward manner. Most problems of a distributed application architecture that used to 
be ven7 hard to solve in a world without containers arc now quite simple to address, 
as you will see.

Patterns and best practices
A distributed application architecture offers many benefits compared to a monolithic 
application architecture, but it also has a few important drawbacks compared to the 
latter. The most important drawback is that the distributed application architecture 
is way more complex. lb address this complexity, the community and industry have 
developed a few best practices and patterns to tackle this beast. Let us discuss a few 
of them.

Loosely coupling components
The best way to address a complex subject has always been to divide it into smaller 
subproblems that are more manageable. As an example, it would be insanely complex 
to build a rocket, such as the SpaceX Starship, m one single step. It is much easier to 
build the rockt from simple parts that are then combined into the final result.

The same also applies to software development. It is much easier to develop a very 
complex application if we divide this application into smaller components that 
interoperate and make up the overall application. Now, it is much easier to develop 
these components individually if they are only loosely coupled to each other. What 
this means is that component .A makes no assumptions about the inner workings 
of, say, components B and C and is only interested in how it can communicate with 
those two components across a well-defined interface.

If each component has a well-defined and simple public interface through which 
communication with the other components in the system and the outside world 
happens, then this enables us to develop each component individually7 without 
.mplicit dependencies on other components. During the development process, other 
components in the system can easily be replaced by stubs or mocks to allow us to 
test our components.

Preferring stateless over stateful components
livery business application creates, modifies, and displays some form of data, this 
can be data about a customer, a product, and more. In IT, data is also called state.
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In that sense, an application produces and manages the state. A component of 
the overall application that creates or modifies1 persistent data is called a stateb.il 
component, lypical stateful components or services tire the classical databases (SQL 
or no SQL) or services that create and manage files.

Components that do not create or modify data are called stateless components.

Stateless components are very easy to deal with in a distributed application 
architecture. Those components can be easily scaled up or down, or they can be Lorn 
down and restarted on a different node of the cluster. This is all because they do not 
have any associated state which would have to be taken care of.

Stateful components are much harder to manage in a distributed system. The state 
has to be managed, and the more state we have or the more quicklv state changes 
happen, the harder it is to cope with failing components.

Considering that we recommend to design your systems in a way that most 
application services are stateless. Push the stateful components to the boundan’ of 
the system and limit their number. Try to use stateful services off the shelf, such as 
databases. Let us state it once again: managing stateful components is hard.

Using service discovery
When we build a system consisting of many individual parts that have to 
communicate with each other m some or the other way then we need a mechanism 
that allows the individual components in the system to find each other. Since the 
components are distributed in a cluster, this normally means that this mechanism 
needs to provide the calling component with the address cf the target component. 
This add ress will consist of the node on which the target component runs as well as 
the port on which it is listening. Normally, we identify nodes by an TP address. The 
port is just a number in a well-defined range.

In theory, each sendee could be configured with a list of addresses of all other 
components running in the system. This could, for example, happen by the use of a 
configuration file as shown in the example as follows:

stateb.il
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config

Figure 79.3: Carnptmettiff are hand awl

This may work well in the context of a monolithic application that runs on one 
or a handful of well-known and curated servers, but it miserably fails in highly 
distributed applications architecture with its many moving parts. To keep track 
of the ever-changing addresses of components quickly becomes a maintenance 
nightmare. Thus, we need some external mechanism or service that specializes in 
this. This externa] service discovery service does nothing else than keeping track of 
the whereabout of each service in the system. Often such a kind of service is called 
a domain name system (DNS). Docker, for example, provides such, a DNS service 
out of the box, and also Kubernetes offers a DNS sen- ice to facilitate communication 
between the individual components running in the system.

Routing calls between components
Routing is the mechanism of sending data packets from a source component to a 
target component. From the Open Systems Interconnection (OSI) model, we can 
deri ve different types or levels of routing. In out context, routing at Levels 2,3,4, and 
7 are important. Layer 2 routing connects two MAC addresses to each other whilst 
Layer 7 routing—also called application-level roiling—uses URLs such as blips:// 
example.com/icsm/policy-admin to route a request from a party to the appropriate 
target component in our system.

example.com/icsm/polky-admin
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Load balancing traffic
‘We need load balancing every time when a service called foo needs to communicate 
with a service called bar in a request-response pattern and where the service bar 
runs in more than one instance. This can be better illustrated with the following 
graphic

Figure 10.4: Requeiis of n-.:mce fro are load balanced io Ute service bar

As you can see previously, we have multiple instances bar-1, bar-2, ... bar-n 
of the service bar running. We want to make sure that each of these instances is 
receiving the same load, and thus, we need to somehow distribute the work load 
evenly among them. For this, wc use a load balancer. The load balancer knows how 
many instances of the service bar there are and whether they are healthy or not. The 
load balancer can use different algorithms to decide hew to route the traffic. One 
of the most popular and simple algorithms is the so-called round-robin method, 
where each c.hII is forwarded to the next instance in the set in a cyclic way. First 
instance, bar-1 is served, then bar = 2, then bar-3, and so on. After instance, n has 
been served, it is again lhe turn-on instance bar-1.

In the sample, we have illustrated the load balancer also facilitates high availability 
since a request from service foo will only be forwarded to a healthy Instance of the 
service bar. The load balancer periodically chocks the health of each instance of the 
service bar.

Programming defensively
In a highly distributed application architecture, we always need to be prepared for 
the worst. And thus, we have to implement code accordingly. We need to be very 
cautious and expect unexpected resultsand behavior all the time. Io tackle this, here 
are a few recommendations:
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• Retries: When there is even a slight possibility that an external service 
might become temporarily or permanently unavailable., then we should 
react accordingly. For this, we can use the following approach: each call to 
this external service should be repeated multiple times in case it fails. How 
many Innes it should be repeated needs to be discussed with the business 
and potentially the owner of the external service. But make sure you are not 
looping forever. Start with a reasonable maxim urn number of retries, say 10. 
Also, make sure not to repeat the call without an ever-increasing wait fnc 
between each call.

• Logging: For each important operation that your code performs, specifically 
when accessing external services over which you have no control, make sure 
to produce logging information. Though this logging information needs to 
be categorized, e.g., with log levels such as debug, info, warning, and error 
Collect all the log output produced centr ally where you can then easily filter 
and parse for relevant information. This information is crucial when you 
want to quickly pinpoint the root cause of unexpected behavior or even 
failure^ of the application mni iing in pnoduciion.

• Error handling: One rule is to always fail falit. If you discover an irregula rity, 
Such as missing vet required input data, vour code should fail immediately 
and not try to somehow continue (and hope for the best ...J. Do not forget to 
log crucial information in case of such a failure because it may help you and 
your colleagues to quickly pinpoint the root cause of the failure.

Guaranteeing redundancy
Business applications are often mission-critical. What ties means is that the 
application has to be available all the time, around the clock, seven days a week. No 
downtime is acceptable, and if there is downtime, it often results in reputational and 
financial damage. In an application that is highly distributed, there is a big chance 
that one or the other component of the application is failing. This can be a component 
of the application itself or a piece of the infrastructure it runs on. The question in 
such an architecture is never if it will fail but rather when it wi ll tail.

To avoid downtime in case of a component failing, each component in the system 
(hardware or software) has to be redundant. The easiest way of guaranteeing this 
is by running each component redundantly. Once again, we want to point out that 
this applies to software components equally that to hardware components, say, an 
edge router, a server on which a node runs, or a physical network cable. To avoid 
downtime, everything needs to be redundant.

Now that we have a rough understanding of what a distributed application 
architecture is and what its challenges are, we are ready to ask ourselves how
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the challenges mentioned are solved in g, world using containers. Let us start by 
discussing what a container orchestrator is.

What is an orchestrator?
Tn the -.ection about preceding distributed application architecture, we learned 
which patterns and best practices are commonly used to build, ship, and run a highly 
distributed and mission-critical application. If we containerize the components of our 
distributed application., we axe facing the same problems that the non-containerized 
version faces. Thus, we would really benefit if we had a tool of infrastructure that 
helped us with all those challenges mentioned, such as sendee discovery, load 
balancing, and scaling, to just name a few.

Such a piece of software exists and is commonly called an orchestration engine. The 
orchestration engine has similarity to a condi:ctor in an orchestra. Although every 
single artist in the orchestra knows very well how to play his or her instrument, they 
all need someone that coordinates their individual efforts, such as that the total of 
all instruments and voices results in that harmonious music that we love to listen 
to. Without a conductor, we would probably rather hear a cacophony of individual 
sounds.

Analogously the orchestration engine or short, the orchestrator has to execute very 
specific tasks to make sure ah containers in a cluster play with each other in harmony.

The responsibilities of an orchestrator
What are the tasks that the orchestrator has to execute to keep all containers at bay? 
Let us look at them in detail. The following list discusses the most important ones.

Reconciling the desired state
When using an orchestrator, you tell h, in a declarative way, how you want it to 
run a given application or application service. We learned what declarative versus 
imperative means in Chapter 7, Managing Complex Apps ivith Docker Compose. Part 
of this declarative way of describing the application service that we want to run 
includes elements such as which container image to use, how many instances of this 
service to run, which ports to open, and more. This declaration of the properties of 
cur application service is what we call the desired state.

So, when we now Lell lire orchestrator lor the first lime Ic create such a new 
application service based on the declaration, then the orchestrator makes sure to 
schedule as many containers in the cluster as requested. If the container image is not 
yet available on the target nodes of the cluster where the containers are supposed to 
run, then the scheduler makes sure that they are first downloaded from the image
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registry. Next, the containers are started with all the settings, such as networks to 
which to attach or ports to expose. The orchestra tor works as hard as i t can to exactly 
match the cluster state to the declaration.

Once our service is up and running as requested, that is, it is running in the desired 
state, then the orchestrator continues to monitor it. Each time the orchestrator 
discovers a discrepancy between the actual state of the service and its desired state, 
it again tries its best to reconcile the desired state.

What could such a discrepancy between the actual and desired states of an 
application service be? Well, let us say one of the replicas of the sendee, that is, 
one of the containers, crashes due to, say, a bug, then the orchestrator will discover 
that the actual state differs from the desired state in the number of replicas: there 
is one replica missing. The orchestra tor will immediately schedule a new instance 
to another duster node, which replaces the crashed instance. Another discrepancy 
could be that there are too many instances of the application service running if the 
sendee has been scaled down. In this case, the orchestrator will just randomly kill 
as many instances as needed in order to achieve parity between the actual and the 
desired numberof instances. Yet another discrepancy could be when the orchestrator 
discovers that there is an instance of the application service running a wrong (maybe 
old) version of the underlying container image. By now, you should get the picture, 
right?

Thus, instead of us actively monitoring our application's services that are running 
in the cluster and correcting any deviation from the desired state, we delegate this 
tedious task to the orchestrator. This works vers7 well, provided we use a declarative 
and not an imperative way of describing the desired state of our application services.

Replicating and global services
There are two qirte different types of services that we might want to run in a cluster 
that is managed by an orchestrator. lhey are replicated and global services. A 
replicated service is a service that is required to run in a specific number of instances, 
say 10. A global service, in turn, is a service that is required to have exactly one 
instance running on every single worker node of the cluster 1 have used the term 
worker node here. In a cluster that is managed by an orchestrator, we typically have 
two types of nodes, managers, and workers. A manager node is usually exclusively 
used by the orchestrator to manage the duster and does not run any other workload. 
Worker nodes, in turn, run the actual applications.

So, the orchestrator makes sure that, for a global service, art instance of it is running 
on even7 single worker node, no matter how many there are. We do not need to care 
about the number of instances, but only that on each node, it is guaranteed to run a 
single instance of the service.
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Enabling service discovery
When we describe ar. application service in a declarative way, we are never supposed 
to tell the orchestrator on which cluster nodes the different instances of the service 
have to run. We leave it up io the orchestrator to decide which nodes best fit this 
task.

It is, of course, technically possible to instruct the orchestrator to use very deterministic 
placement rules, but this would be an anti-pattern and is not recommended at all 
other than ;Th very special edge cases.

So, if we now assume that the orchestration engine has complete and free will as 
to where to place individual instances of the application service .and, further mo re, 
that instances can crash and be rescheduled by the orchestrator to different nodes, 
then we will realize that it is a futile task tor us to keep track of where the individual 
instances are running at any given time. Even better, we should not even try to know 
this because it is not important.

OK you might say, but what about if i have two services, A and B, and Service A 
nelies on Service B; should not any given instance of Service A know where it can 
find an instance of Service B?

Here, 1 have to say loudly and clearly—no, it should not. This kind of knowledge 
is not desirable in a highly distributed and scalable application Rather, we should 
rely or. the orchestrator to provide us with the information that we need in order to 
reach the other service instances that we depend on. It is a Lit like in the old days 
of telephony7 when we could not directly call our friends but had to call the phone 
company’s central office, where some operator would then route us to the correct 
destination. In our case, the orchestrator plays the role of the operator, routing a 
request coining horn an instance of Service A to an available instance of Service B. 
This whole process is called service discovery.

Providing routing services
We have learned so far that in a distributed application, we have many interacting 
services. When Service A interacts with Service B, it happens through the exchange 
of data packets. These data packets need to somehow be tunneled from Service A to 
Service B. Ihis process of funneling the data packets from a source to a destination 
is also called routing, Routing can happen on different levels. It is like in real life. 
Suppose you are working in a big company in one of their office buildings. Now, you 
have a document that needs to be forwarded to another employee of the company. 
The internal post service will pick up the document from your outbox and take it to 
the post office located in the same building. If the target person works in the same 
building, the document can then be directly forwarded to that person. If, on the 
other hand, the person works in another building of the same block, the document
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will be forwarded to the post office in that target building, from where it is then 
distributed to the receiver through the internal post service. Third, if the document- 
is targeted at an employee working in another branch of the company that is located 
in a different city or even country; then, the document is forwarded to an external 
postal service such as UPS, which will transport it to the target location, from where, 
once again, the internal post service takes over and delivers it to the recipient.

Similar things happen when routing data packets between application services 
that arc running in containers. The source and target containers can be located on 
the same cluster node, which corresponds to the situation where both employees 
work in the same building. The target container can be running on a diTerent 
cluster node, which corresponds to the situation where the two employees work 
in different buildings of the same block. Finally, the third situation is when a data 
packet comes from outside of the cluster and has to be routed to the target container 
that is running inside the cluster. All these situations, rmd more, have to be handled 
by the orchestrator.

Distributing work by load balancing
In a highly available distributed application, all components have to be redundant. 
That means that every application service has to be run in multiple instances so that 
if one instance fails, the service as a whole is still operational.

To make sure that all Instances of a service are actually doing work and are not just 
sitting around idle, you have to make sure thatthe requests for service are distributed 
equally to all the instances. This process of distributing the workload among service 
instances is

called load balancing. Various algorithms exist for how the workload can be 
distributed. Usually, a load balancer worksusing the so-called round-robin algorithm, 
which makes sure that the workload is distributed equally to the instances using a 
cyclic algorithm.

Once again, we expect the orchestrator to lake care oi the load-balancing requests 
from one service to another or from external sources Io internal services.

Dealing with fluctuating load by scaling
When running out containerized, distributed application in a duster that is 
managed by an orchestrator, we additionally want an easy way to handle expected 
or unexpected increases in workload. To handle an increased workload, we usually 
just schedule additional instances of a service that is experiencing this increased load. 
Load balancers will then automatically be configured to distribute the workload 
over more available target instances.
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Butin real-life scenarios, the workload varies over time. If we took a shopping site 
such as Amazon, it might have a high load during peak hours in the evening, when 
everyone is at home and shopping online; it may experience extreme loads during 
special days such as Black Friday; and it may experience very little traffic early in the 
morning. Thus, services need to not just be able to scale up but also to scale down, 
when the workload goes down.

We also expect orchestrators to distribute the instances of service in a meaningful 
way when scaling up or down. It would not bo wise to schedule all instances of 
the service on the same cluster node since if that node goes down, then the whole 
service goes down. The scheduler of the orchestrator, which is responsible for the 
placement of the containers, needs to also consider not placing all instances into the 
same rack of computers since if the power supply of the rack fails, again, the tvhole 
service is affected. Furthermore, service instances of critical services should even be 
distributed across data centers in order to avoid outages. All these decisions, and 
many more, are the responsibility of the orchestrator.

Please note that in the cloud, instead of computer racks, the term availability zones 
is often used.

Facilitating self-healing
These days, 01 dies tra tors are very sophisticated tind can do a lot for us to maintain a 
healthy system. Orchestra tors monitor all containers that are running in the cluster, 
and they automatically replace crashed or unresponsive containers with new 
instances. Orchestra tors monitor the health of cluster nodes and take a node out of 
the scheduler loop if it becomes unhealthy or is down. A workload that was located 
on those nodes is automatically rescheduled to different available nodes.

All these activities, where the orchestrator monitors the current state and 
automatically repairs the damage or reconciles the desired state, resulting in a so- 
called self-healmg system. We do not. in most cases, have to actively engage and 
lepaii the damage. The orchestrator will do this for us automatically.

I lowever, there are a few situations that the orchestrator cannot handle without cur 
help. Imagine a situation where we have a service instance running in a container. 
The container is up and runnmg and, from the outside, looks perfectly healthy. 
But the application running inside it is in an unhealthy state. The application did 
not crash, and i just is not able to work anymore as it was origins ly designed. 
How could the orchestrator possibly know about this without us giving it a hint? It 
cannot! Being in an unhealthy or invalid state means something completely different 
for each application service. In other words, the health status is service dependent. 
Oiply the authors of the service, or its operators, know what health means in the 
context of a service.
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Now, orchestra tors define seams or probes over which an application service can 
communicate to the orchestrator about what state it is in. Two fiindamenral types ot 
probes exist:

« The service can tell the nrchestrator whether it is healthy or not

s The service can tell the orchestra tor that it is ready or temporarily unavailable

How the service determines either of the preceding answers are totally up to the 
service. The orchestrator only defines how it is going to ask, for example, through 
an. HTTP GEl request, or what type of answers it is expecting, lor example, OK or 
NOTOK.

If our services implement logic in order to answer the preceding health or availability 
questions, then we have a truly self-healing system since the orchestrator can kill 
unhealthy service instances and replace them with new healthy ones, and it can take 
service instances that are temporarily unavailable out of the load balancer’s round 
robin.

Enabling zero-downtime deployments
These days, it gets harder and harder to justify a complete downtime for a 
mission-critical application that needs to be updated. Not only does that mean 
missed opportunities, but also it can also result in a damaged reputation for the 
company. Customers using the application are no longer prepared to accept such 
an inconvenience and will turn away quickly. Furthermore, our release cycles get 
shorter and shorter. Where, in the past, we would have one or two new releases per 
year, these days, a lot of companies update their applications multiple times a week 
or even multiple times per day.

The solution to that problem is to come up with a zero-downtime application update 
strategy. The orchestrator needs to be able to update individual application services 
batch-wise. This is also called rolling updates. At any given time, only one or a few 
of the total number of instances of a given service are taken down and replaced by 
the new version of the service. Ohly if the new instances are cperatunal and do 
not produce any unexpected errors or show any misbehavior will the next batch 
of instances be updated. Inis is repealed until all instances are replaced with their 
new version. If, for some reason, the update fails, then wo expect the orchestrator to 
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time., the new green version of the service is closely monitored, and if everything 
is fine, the old blue version can be decommissioned. If, on the other hand, the new 
green version does not work as expected, then it is only a matter of setting the router 
back to the old blue version Ln order to achieve a complete rollback.

In the case of a canary release, the muter is configured in such a way that it funnels a 
tiny percentage, say 1%, of the overall traffic through the new version of the service., 
whereas 99% of the traffic is still routed through the old version. the behavior of the 
now version is closely monitored and compared to the behavior of the old version. If 
every thing looks good, then the percentage of the traffic that is tunneled through the 
new sen ice is slightly increased. This process is repeated until 100% of the traffic is 
muted through the new service. 0 the new service has run for a while and everything 
looks good, then the old ser vice can be decommissioned.

Most orchestra tors support at least the rolling update type of zero downtime 
deployment out of the box. Blue-green deployments and canary releases are often 
quite easy to implement.

Providing affinity and location awareness
Sometimes, certain application services require the availability of dedicated hardware 
on the nodes on which they run. For example, I/C-bound services require cluster 
nodes with an attached high-performance solid-state drive (SSD), or some services 
that are used for machine learning or similar require an Arithmetic Processing Unit 
(APU).

Orchestrators allow us to define node affinities per application service. The 
orchestrator will their make sure that its scheduler only'1 schedules containers on 
cluster nudes that fulfill the required criteria.

Defining an affinity to a particular node should be avoided; this would introduce a 
single point of failure and thus compromise high availability. Always define a set of 
multiple cluster nodes as the target for an application ser vice.

Some orchestration engines also support what is called location awareness or geo 
awareness. What this means is that you. can. ask the orchestrator to equally distribute 
instances of service over a set ot different locations. You could, for example, define a 
data-center label with the possible west, center, and east values and apply the label 
to all of the cluster nodes with the value that corresponds to the geographical region 
in which the respective node is located. Then, you instruct the orchestrator to use 
this label for the geo awareness of a certain application service. In this case, if you 
request nine replicas ot the service, then the orchestrator would make sure that three 
instances are deployed to the nodes in each of the three data-centers, west, center 
and east.
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Goo awareness can even be defined hierarchically; for example, yon can have a d ata- 
center as the top-level discriminator, followed by the availability zone

Geo awareness, or location awareness, is used to decrease the probability of outages 
due to power supply failures or data-center outages. If the application -nstances 
are distributed across nodes, availability zones, or even data- centers, it is extremely 
unHkely that every tiling will go down at once. One region will always be available.

Security
Security is always in focus. Cybercrimnals are doing their evil work everywhere 
and all the time, No company is secure from them. Cybercnminals operate alone, 
in groups, or are even state-sponsored. North Korea or Iran have been known to be 
such state sponsors.

It is a nightmare for every CEO, CIO, or CTO to wake up one morning just to hear 
horn the news that iheii company has been hacked and personal identifiable 
information (P1I) of their customers or financial data or company secrets have been 
stolen.

To avoid such threats, we need to establish a secure software supply7 chain and 
enforce a multi-layer security system—also called security in depth.

Here ike some measures commonly taken to make a system more secure:

Secure communication and cryptographic node 
identity
First and foremost, we want to make sure that our duster, which is managed by the 
orcheslrator, is secure. Only trusted nodes can join the cluster. Each node that joins 
the cluster gets a cryptographic node identity, and all communication between the 
nodes must be encrypted. For this, nodes can use Mutual Transport Layer Security 
■MTLS). Tn order to authenticate nodes of the cluster with each other, certificates 
are used. These certificates are automatically rotated periodically or on request to 
protect die system in case a certificate is leaked.

The communicalion thal happens in a cluster can be separated into three types. You 
talk about communication planes—management, control, and data planes:

• The management plane is used by the cluster managers, for example, to 
schedule service instances, execute health checks, or create and modify any 
other resources in the cluster, such as data volumes, secrets, or networks.

• l'he control plane is used to exchange important state information between 
all nodes of the cluster. This k:nd of information is, for example, used to 
update the local IP tables on clusters, which are used for routing purposes.
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• The data plane is where the actual application services communicate with 
each other and exchange data.

Normally, orchestrators mainly care about securing the management and control 
plane. Securing the data plane is left to the user, although the orchestrator may 
facilitate this task.

Secure networks and network policies
When running application services, not every service needs to communicate with 
every other service In the cluster. Thus, we want the ability to sandbox services 
horn each other and only mu those services in the same networking sandbox that 
absolutely needs Io communicate with each other. All other services and all network 
traffic coming from outside of the cluster show Id have no possibility of accessing the 
sandboxed services.

There are at least two ways in which this network-ba sod sandboxing can happen. 
Either we can use a software-defined network (SDN) to group applicat.cn services, 
or we can have one flat network and use network policies to control who does and 
does not have access to a particular service or group of services.

Role base access control (RBAC)
One of the most important tasks (next to security) that an orchestrator must fulfil) in 
order to make it enterprise-ready is to provide role-based access to the cluster and 
its resources. RBAC defines how subjects, users, or groups of users of die system, 
organized into teams, and so on, can access and manipulate the system. It makes 
sure that unauthorized personnel cannot do any harm to the system, nor can they 
see any of the available resources in the system that they're not supposed to know 
of or see.

One way of implementing RBAC is through the definition of grants. A grant is 
an. association between a subject, a role, ard a resource collection. Here, a role is 
comprised of a set of access permissions to a resource. Such permissions can be to 
create, stop, remove, list, or view containers; to deploy a new application service; to 
list cluster nodes or view the details of a cluster node; and many more.

A resource collection is a group of logically related resources of the- cluster, such as 
application senices, secrets, data volumes, or containers.

Secrets
Tn our daily life, we have loads of secrets. Secrets are information that is not meant 
to be publicly known, such as the username and password combination that you use 
to access your online bank account or the code to your cell phone or your locker at 
the school or office.

applicat.cn
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When writing software, we often need to use secrets, too. For example, we need 
a rprh'ficate to authenticate our application service with the external service that 
we want to access, or we need a token to authenticate and authorize our service 
when accessing some other API. In the past, developers, for convenience, have just 
hardcoded chose values or put them in dear text in some external configuration 
files. There, this very’ sensitive information has been accessible to a broad audience, 
which, in reality, should never have had the opportunity to see those secrets.

Luckily, these days, orchestrators offer what is called secrets to deal with such 
sensitive information in a highly secure way. Secrets can be created by authorized 
or trusted personnel. The values of those secrets are then encrypted and stored in 
the highly available cluster state database. The secrets, since they are encrypted, are 
now secure at rest. Once a secret is requested by an authorized application service, 
the secret is only forwarded to the cluster nodes that actually run an instance of that 
particular*  service, and the secret value is never stored on the node but mounted into 
the container in a tmpfs RAM-based volume. Orly inside the respective container is 
the secret value available in clear text.

Wealready mentioned that the secrets are secure at rest. Once they arc requested by 
a service, the cluster manager, or master, decrypts the secret and sends it ever the 
wire to the target nodes. So, what about the secrets being secure in transit? Well, we 
learned earlier that the cluster nodes use MTLS for their communication, and so the 
secret, although transmitted in clear text, is still secure smee data packets will be 
encrypted by MI LS. 1’hus, secrets arc secure both at rest and in transit. Only services 
that arc authorized to use secrets will ever have access to those secret values.

Content trust
For added security, we want to make sure that only trusted images run in our 
production cluster. Some orchestrators allow us to configure a cluster so that t can 
only ever run signed images. Content trust and signing images arc all about making 
s.erre that the authors of the image are the ones that we expect them to be, namely, cur 
trusted developers or, oven better, our trusted Cl server. Furthermore, with content 
trust, we want to guarantee that the image that we get is fresh and is not an old and 
maybe vulnerable image. And finally, we want to make sure that the image cannot 
be compromised by malicious hackers in transit. The latter is often called a man-in- 
the-middle (MUM) attack.

By signing images at the source and validating the signature at the target, we can 
guarantee that the ’.mages that we want to run are not compromised.

Reverse uptime
I’he last point 1 want to discuss in the context of security is reverse uptime. What 
do we mean by that? Imagine that you have configured and secured a production
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cluster. On this cluster, you're running a few mission-critical applications of your 
company. Now, a hacker has managed ft> find a security hole in one of your software 
stacks and has gained root access to one of your cluster nodes. That alone is already 
bad enough, but even worse, this hacker could now mask their presence on this 
node they are root on the machine, after all, and then, use it as a base to attack other 
nodes in your cluster.

But what if we leverage the fact that containers are ephemeral and cluster nodes 
arc quickly provisioned, usually in a matter of minutes if fully automated? Wo just 
kill each cluster node after a certain uptime of, say, one day. lhe orchestrator is 
instructed to drain the node and then exclude it from the cluster. Once the node is 
out of the cluster, it is torn down and replaced by a freshly provisioned node.

That way, the hacker has lost their base, and the problem has been eliminated. This 
concept is not yet broadly available, though, but to me, it seems to be a huge step 
toward increased security, and, as far as f have discussed it with engineers who are 
working in tills area, it is not difficult to implement.

Facilitating introspection
So far, we have discussed a lot of tasks for which the orchestrator is responsible 
and that it can execute in a completely autonomous way. But there is also the need 
for human operators to be able to see and analyze what is currently running on 
the cluster and in what state or health lhe individual applications are. For all this, 
we need the possibility of introspection. The orchestrator needs to surface crucial 
information in a way that is easily consumable and understandable.

The orchestrator should collect system metrics from all the cluster nodes and make 
them accessible to the operators. Metrics include CPU, memory, disk usage, network 
bandwidth consumption, and more. The information should be easily available on a 
node-per-node basis, as well as in an aggregated form.

We also want the orchestrator to give us access to logs that are produced by service 
instances or containers. Even more, lire orchestrator should provide us with exec 
access to each and even’ container if we have the correct authorization to do so. With 
exec access to containers, wc can then debug misbehaving containers.

Tn highly distributed applications, where each request to the application goes 
through numerous services until it is completely handled, tracing requests is a really 
important task. Ideally, the orchestrator supports us in implementing a tracing 
strategy or gives us some good guidelines to follow.

Finally, human operators can best monitor a system when working with a graphical 
representation of all the collected metrics and logging and tracing information. Here., 
we are Speaking about dashboards. Every decent orchestrator should offer at least
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some basic dashboard with a graphical representation of the most critical system 
parameters.

However,, human operators are not the only ores concerned about introspection. 
We also need to be able to connect external systems with the orchestra tor in order 
to consume tins information. There needs to be an API available over which 
external systems can. access data such as cluster state, metrics, and logs and use this 
information to make automated decisions, such as creating pager or phone alerts, 
sending out e- malls, or triggering an alarm siren if some thresholds arc exceeded by 
ihc system.

Overview of popular orchestrators
Now that you have a good understanding of what an orchestra ti.tr is and what type 
of tasks it is commonly assigned let us have a quick look at what the most popular 
orchestrators are. Let us start with the elephant in the room, Kubernetes.

Kubernetes
Kubernetes was originally designed by Google and later donated to the Cloud 
Native Computing Foundation (CNCF). Kubei notes was modeled after Google's 
proprietary Borg system, which has been running containers on a supermassive 
scale for years. Kubernetes was Coogle's attempt to go back to the drawing board 
and completely start over and design a system that incorporates all the lessons that 
were learned with Borg.

Contrary to Borg, which is proprietary technology, Kubernetes was open sourced 
early on. lhis was a very' wise choice by Google since it attracted a huge number of 
contributors from outside of the company and, over only a couple of years, an oven 
more massive ecosystem evolved around Kubemetes. You can rightfully say that 
Kubernetes is the darling of the community in the container orchestration space. 
No other orchestrator has been able to produce so much hype and attract so many 
talented people who are wiling to contribute in a meaningful way to the success of 
rhe project as a contributor or an early adopters.

hr that regard, Kubemetes m the container orchestration space looks to me very much 
like what Linux has become in the server operating system space. Linux has become 
the de facto standard of server operating systems. All relevant companies, such as 
Microsoft, IBM, Amazon, Red Hat, and even Docker, have embraced Kubernetes.

And there is one thing that cannot be denied: Kubernetes was designed from the 
very7 beginning for massive scalab.hty. Alter all, it was designed with Google Borg 
in mind.
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One negative aspect that you could be voiced against Kubernetes is that it is still 
complex to set up and manage, at least at the time of writing. There is a significant 
hurdle to overcome tor newcomers. The first step is steep, but once you have worked 
with tills orchestrator for a while, it all makes sense The overall design is carefully 
thought through and executed very well.

In release 1.10 of Kubernetes, whose general availability (GA) was in March 2018, 
most of the initial shortcomings compared to other orchestrators, such as Docker 
Swarm, has been eliminated. For example, security and confidentiality arc now not 
only an afterthought but an integral part of the system.

New features are implemented at a tremendous speed. New releases are happening 
every three months or so, more precisely, about every 100 days. Most of the new 
features are demand-driven; that is, companies using Kubernetes to orchestrate 
their mission-critical applications can voice their needs. This makes Kubernetes 
enterprise-ready. It would be wrong to assume that this orchestrator is only for start­
ups and rot for risk-averse enterprises, fhe contrary is the case. On what do I base 
this claim? Well, my claim is justified by the fact that companies such as Microsoft, 
Docker, and Red 1 lat, whose clients are mostly big enterprises, have fully embraced 
Kubernetes and provide enterprise-grade support for it if it is used and integrated 
into their enterprise offerings.

Note that Kubernetes supports both Linux and Windows containers.

Docker Swarm
It is well known that Docker popularized and commoditized software containers. 
Docker did not invent containers but standardized them and made them broadly 
available, not least by offering the free image registry- Docker Hub. Initially, 
Docker focused mainly on the developer and the development life cycle. However, 
companies that shirted to use and love containers soon also wanted to use them not 
just during the development or testing of new applications but also to run those 
applications in production.

initially, Docker had nothing to offer in that space, so other companies jumped into 
that vacuum and offered help to the users. But it did not take long, and Docker 
recognized that there was a huge demand for a simple yet powerful orchestrator. 
Docker's first attempt was a product called Classic Swann. It was a standalone 
product that enabled users to create a cluster of Docker host machines that could 
be used to run and scale their containerized applications in a h ghly available and 
self-healing way.

The setup of a classic Docker swarm, though, was hard. A lot of complicated manual 
steps were involved. Customers loved the product but struggled with its complexity. 
So, Docker decided it could do better. It went back to the drawing board and came
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up with SwarmKit. SwarmKit was introduced atDockerCon 2016 in Seattle Lind was 
an integral part of the newest version of the Docker engine Yes, you got that right; 
SwarmKit was, and still is to this day, an integral part of the Docker engine. Ihus, it' 
you install a Docker host, yon automatically have SwarmKit available with it.

SwarmKit was desgnod with simplicity and security in mind. The mantra was and 
still is that it has to be almost trivial to set up a swarm and that the swarm has to 
be highly secure out of the box. Docker Swarm operates on the assumption of least 
privilege.

Installing a complete, highly available Decker swarm is literally as simple as starting 
with docker swarm init on the first node in the cluster, which becomes the so- 
called leader, and then docker swarm join < jcin-token> on all other nodes. 
<join-token> is generated by the leader during initialization. The whole process 
takes fewer than 5 minutes on a swarm with up to 10 nodes. If it is automated, it 
takes even less time.

As 1 already mentioned, security was top on the list of must-haves when Docker 
designed and developed SwarmKit. Containers provide security by relying- on

Linux kernel namespaces and egroups, as well as Linux syscall whitelisting 
(seccomp), and the support of Linux capabilities and the Linux security module 
(LSM). Now, on top of that, SwarmKit adds MILS and secrets that arc encrypted 
at rest and in transit. Furthermore, Swarm defines the so-called container network 
model (CNM), which allows for SDNs that provide sandboxing for application 
services that arc running on the swarm.

Similar to Kv.berr.etes, Docker SwarmKit supports both Linux and Windows 
containers.

Apache Mesos and Marathon
Apache Mesos is an open-source project and was originally designed to make a 
cluster of servers or nodes look like one single big server from the outside. Mesos is 
software that makes the management of computer dusters simple. Users of Mesos 
should not have to care about individual servers but just assume they have a gigantic 
pool of resources at their disposal, which corresponds to the aggregate of all the 
resources of all the nodes in the cluster.

Mesos, in IT terms, is already pretty old, at least compared to the other orchestrators. 
It was first publicly presented in 201)9, but at that lime, of course, it was not designed 
to run containers since Dorker did not even exist yet. Similar to what Docker does 
w itli container-,, Mesos uses Linux egroups to isolate resources such as CPU, memory, 
ot disk I/O for individual applications or services.
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Mesos is really the underlying infrastructure for other interesting services built on 
top of it. From the perspective of containers specifically, Marathon is important. 
Marathon is a container orchestrator that runs on top of Mesos, which is able to scale 
to thousands of nodes.

Marathon supports multiple container runtimes, such as Docker or its own Mesos 
containers. It supports not only stateless but also stateful application services, for 
example, databases such as PostgreSQL or MongoDB. Similar to Kubernetes and 
Docker SwarmKit, it supports many of the features that were described earlier in this 
chapter, such as high availability, health checks, service discover}7, load balancing, 
and location awareness, to name but a tew of the most important ones.

Although Mesos and, to a certain extent, Marathon are rather mature projects, their 
reach is relatively limited. It seems to be most popular in the area of big data, that is, 
to run d ata-crunching services such as Spark or Hadoop.

Amazon AWS ECS
Tfyou are looking for a simple orchestrator and have a! ready heavily bought into the 
AWS ecosystem, then Amazon's elastic container service (ECS) might be the right 
choice for you. It is important to point out one very important limitation of ECS: ii’ 
you buy into this container orchestrator, then you lock vourself into AWS. You will 
not be able to easily port an application that is running on ECS to another platform 
or cloud.

Amazon promotes its ECS service as a highly scalable, fasl container management 
sendee that makes it easy to run, stop, and manage Docker containers on a cluster. 
Next to running containers, ECS gives direct access to many other AWS services 
from the application services that luri inside the containers. This tight and seamless 
integration with many popular AWS services is what makes ECS compelling for 
users who are looking for an easy way to get their containerized applications up and 
running in a robust and highly scalable environment. Amazon also provides its own 
private image registry.

With AWS ECS, you can use Fargate to have it fully manage the underlying 
infrastructure, allowing you to concentrate exclusively on deploying containerized 
applications, and you do not have to care about how to create and manage a cluster 
or nodes. ECS supports both Linux and Windows containers.

Tn summary, ECS is simple to use, highly scalable, and well-integrated with other 
popular AWS services; but it is not as powerful as, say, Kubernetes or Docker 
SwarmKit, and it is only available on Amazon AWS.
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Microsoft Azure ACS
Similar to what we said about ECS, we can claim the same for Microsoft's Azure 
container service (ACS). 11 is a simple container orchestration service that makes 
sense it you are already heavily invested in the Azure ecosystem. 1 should say the 
same as 1 have pointed out for Amazon LC.’S: if you buy into ACS, then you lock 
yourself into the offerings of Microsoft It will not be easy to move your containerized 
applications from ACS to any other platform or cloud.

ACS is Microsoft's container service, which supports multiple orchestra tors such as 
Kubernetes, Docker Swarm, and Mesos DC/OS. With Kubemetes becoming more 
and more popular, the focus of Microsoft has clearly shifted Lo [hat orcheslralor. 
Microsoft has even rebranded its service and called it Azure Kubernetes Service 
iAKS) in order to put the focus on Kubernetes.

Understanding the architecture of 
Kubernetes
A Kubernetes cluster consists of a set of servers, these servers can be VMs or physical 
servers. The latter is also called bare metal, tach member of the cluster can have one 
of two roles. Lt is either a Kubemetes master or a (worker) node. The former is used 
to manage the cluster, whereas the latter will run an application workload. 1 have 
put the worker in parentheses since, in Kubernetes parlance, you only talk about a 
node when you are talking about a server that runs application workloads.

Tn a fluster, yon have a small and odd number of masters and as many worker nodes 
as needed. Small cluster’s might only have a few worker nodes, while more realistic 
clusters might have dozens or even hundreds of worker nodes. Technically, there 
is no limit to hew many worker nodes a cluster can have; in reality though, you 
might experience a significant slowdown in some management operal ons when 
dealing with thousands of nodes. AH members of the cluster need to be connected 
by a physical network, the so-called underlay network.

Kubernetes defines one flat network for the whole cluster. Kubernetes does not 
provide any networking implementation out of the box; instead, it relies on plugins 
from third parties. Kubernetes just defines the Container Network Interface (CNI) 
and leaves the implementation to others. 'Ihc CNI is pretty simple. It basically 
states that each pod running in the cluster must be able to reach any other pod 
also running in the cluster without any Network Address Translation (NAT) 
happening ;n-between. The same must be true between cluster nudes and pods; that 
is, applications or daemons running directly on a cluster node must be able to reach 
each pod in the cluster and vice versa.
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The following diagram illustrates the high-level architecture of a Kubernetes cluster:

I -igure 10.5: High-level architecture diagram of Kubernetes

In the previous diagram, we can see the following:

1. On the top, in the middle, wehave a cluster of eted nodes, eted is a distributed 
key-value store that, in a Kubernetes cluster, is used to store all the state of 
the cluster. The number of eted nodes has to be odd, as mandated by the Raft 
consensus protocol, which states which nodes are used to coordinate among 
themselves. When we talk about the Cluster State, we do not include data 
that is produced or consumed by applications running in the cluster; instead, 
we are talking about all the information on the topology of the cluster, what 
services are running, network settings, secrets used, and more. That said, 
this eted cluster is really mission-critical to the overall cluster, and thus, we 
should never run only a single eted server in a production environment or 
any environment that needs to be highly available.
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The Raft consensus protocol is a distributed algorithm that ensures the 
agreement of a set of state machines, replicating data across them. It is designed 
to be a highly available, fault-tolerant, and easy-to-understand alternative to 
Paxes, another popular consensus algorithm.

2. Then, we have a duster of Knbernetes master nodes, which also form a 
Consensus Group among themselves, similar lo the eted nodes. The number 
of master nodes also has to be odd. We can run a cluster with a single master, 
but we should never do that in a production or mission-critical system. 
There, we should always have at least three master nodes. Since the master 
nodes are used to manage the whole cluster, we are also talking about the 
management plane. Master nodes use the etcd duster as their hacking store. 
It is good practice to put a load balancer (LB) in front of master nodes with a 
well-known, Fully Qualified Domain Name (FQDN), such as hLLps://admin. 

. All tools that are used to manage the Kubemetes cluster 
should access it through tins LB rather than using the public IP address of 
one of the master nodes. This is shown on the left upper side of the preceding 
diagram.

example.com

3. Toward the bottom of the diagram, we have a cluster of worker nodes. The 
number of nodes can be as lew as one and does not have an upper limit. 
Knbernetes master and worker nodes communicate with each other. It is a 
bidirectional form of communication. All ingress traffic accessing applications 
running in the cluster should go through another load balancer. This is the 
application load balancer or reverse proxy. We never want external traffic to 
directly access any of the worker nodes.

Now that we have an idea about the high-level architecture of a Kubemetes cluster 
let us dive a bit more deeply and look at the Kubemetes master and worker nodes.

example.com
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Master and worker nodes
Kubemetes master nodes are used to manage a Kubemetes cluster. I he following is 
a nigh’1 eve! diagram of such a master:

Cluster 
Store

Controller

{ } API Server

A Linux

i zrf"'Vp tag? Infrastructure

Figure 10.6: Kubemetes muster

At the bottom of the preceding diagram, we have the infrastructure, which car. be 
a VM on-premise or in the cloud or a server (often called bare metal) on-premise or 
in the cloud. Currently, Kubemetes masters only run on Linux. The most popular 
Linux distributions, such as RHFL, CentOS, and Ubuntu, are supported. On this 
Linux machine, we have at least the following four Kubemetes services running:

• API server: This is the gateway to Kubemetes. All requests to list, create, 
modify, or delete any resources in the cluster must go through this service. 
It exposes a REST interface that tools such as kubectl use to manage the 
duster and applications in the cluster.

• Controller: The controller, or more precisely the controller manager, is a 
control loop that observes the state of the cluster through the API server and 
makes changes, attempting to move the current or effective state toward the 
desired state if they differ.

• Scheduler: The scheduler is a service that tries its best to schedule pods 
on worker nodes while considering Various boundary conditions, such as 
resource requirements, policies, qualit  of service requirements, and more.y-

• Cluster store: This is an instance of eted that is used to store all information 
about the state of the cluster.
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Weneed at least one master, but to achieve high availability, we need three or more 
master nodes. This is very similar to what we find as manager nodes of a Docker 
Swann. In this regard, a Kubernetes master is equivalent to a Swarm manager node.

Kubernetes masters never run application workloads. Their sole purpose is to 
manage the cluster. Kubernetes masters build a Raft consensus group.

1'he state of the Kubernetes cluster is stored in an etcd. If the Kubernetes cluster 
Is supposed Lo be highly available, then the etcd must also be configured in HA 
mode, which normally means that we have at least three etcd instances running on 
different nodes.

Now, let us lock at the nodes that will be running the actual workload of the cluster.

Cluster nodes axe the nodes with which Kubernetes schedule^application Workloads. 
They are the workhorses of the cluster. A Kubernetes cluster can have a few, dozens, 
hundreds, or even thousands of cluster nodes. Kubernetes has been built from the 
ground up for high scalability. Do not forget that Kubernetes was modeled with 
Google Borg in mind, which has been running tens of thousands of containers for 
years.

A worker node can run on a VM, bare metal, on-premise, or in the cloud. Originally, 
worker nodes could only be configured on Linux. 13 ul since version 1,10 of Kubernetes, 
worker nudes can also run on Windows Server 2010 or newer. It is perfectly fine to 
have a mixed cluster with Linux and Windows worker nodes.

Now that wehave a good understanding of the high-level architectu re of Kubernetes, 
it is time to learn about all the important Kubernetes objects that are used to define 
and manage an application that will run on Kubernetes. We will start with pods.

Pods
Contrary to what you are used to when working with Docker Desktop, you cannot 
run containers directly in a Kubernetes cluster. In a Kubernetes cluster, ycai rail only 
run pods. Pods in so far are the atomic units of deplovment in Kubernetes. A pod 
is an abstraction of one or many co-located containers that share the same kernel 
namespaces, such as the networker user namespace.
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Now that we have a good understanding of tire high-level architectu re or Kubernetes, 
it is time to learn about all the important Kubernetes objects that are used to define 
and manage an application that will run on Kubernetes. We will start with pods.

Pods
Contrary to what you are used to when working with Docker Desktop, you cannot 
run containers directly in a Kubernetes cluster. In a Kubernetes cluster, you can only 
run pods. Pods in so far are the atomic units of deplovment in Kubernetes. A pod 
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The fact that several containers can be co-located and thus share the same network 
namespace is a very powerful concept In the following picture/ you see two 
examples of a pod:

10,0.11.4:80 10.0,11.4:3000

Figure 10.7: Kubemetes poes

In the preceding diagram, von can see two pods called Pod 1 and Pod 2. The first 
pod contains two containers, whilst the second pod only contains a single container. 
Kubemetes assigns a unique IP address to each pod. In this case, Pod 1 is assigned 
IF address 10.0.11.4, and Pod 2 is assigned IF address 10,0.11.7. Both IP addresses are 
part of a private subnet managed by the Kubemetes network driver.

As stated previously, a pod can host one to many containers. All the containers in 
a single pod share the same Linux kernel namespaces, and specifically, they share 
the same network namespace. In the preceding diagram, vve have indicated this by 
the dashed box surrounding the containers. Next to the many advantages that this 
otters, we have to consider one point though. Each container needs to make sure it 
uses its own set of ports since duplicate ports are not allowed in a given network 
namespace. Ihus, in Pod 1, the main container uses port SO, whereas the supporting 
container uses port 3000. If both containers would want to use the same port, say 
port 80, then an exception would happen, and the pod would fail to start.

Requests from other pods or clustei nodes can use the pods' IP address combined 
with the corresponding port number to access the individual containers. To access 
the main container in Pod 1 as an example, you would have tome 10.0.11.4:80.

Another important consequence of multiple containers sharing the same network 
namespace is the way that they communicate with each other. In the following 
diagram, we illustrate once again a pod that contains two containers called main 
container and supporting container, respectively, the former listens on port 80 
while the latter listens on port 3000:
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Kubemetes assigns a unique IP address to each pod. In this case, Pod 1 is assigned 
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As stated previously, a pod can host one to many containers. All the containers in 
a single pod share the same Linux kernel namespaces, and specifically, they share 
the same network namespace. In the preceding diagram, we have indicated this by 
the dashed box surrounding the containers. Next to the many advantages that this 
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uses its own set of ports since duplicate ports are not allowed in a given network 
namespace Ihus, in Pod 1, the main container uses port SO, whereas the supporting 
container uses port 3000. If both containers would want to use the same port, say 
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Requests from other pods or clustei nodes can use the pods' IP address combined 
with the corresponding port number to access the individual containers. To access 
the main container m Pod 1 as an example, you would have to use 10.0.11*4:80.

Another important consequence of multiple containers snaring the same network 
namespace is the way that they communicate with each other. In the following 
diagram, we illustrate once again a pod that contains two containers called main 
container and supporting container, respectively, the former listens on port 80 
whole the latter listens on port 3000:
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Pod
main 

container

:S0

support ng 
container

:3000

> localhost <

Figure 10.8: Co ntoifit'll in a pod lOrnititirfictfiio^ viii localltosf

When the two containers want to communicate with each other they can do so 
through localhost, similar to when two processes are running on the same host 
(VM or bare metal server); they can communicate with each other via localhost. 
As an example, the code running inside the main container can reach the process 
running inside the supporting container through http://localhost:3000. This 
hets been depicted in the preceding graphic.

The pod life cycle
You have learned that a container has a life cycle. It can go through the phases of 
being initialized, inn and fina lly exit. When a container exits, it can do this gracefully, 
with an exit c ode of zero, or it can terminate with an error, which is equivalent to a 
non zero exit code.

Equivalently, a Kubernetes pod also has a life cycle. But since a pod can contain 
more than, one container, its life cycle is a bit more complex than the one of a single 
container. We have tried to illustrate this in the following graphic:

'ailed

I'iyirre 10.9: Life cycle of a Kul’eriiete# pod

http://localhost
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When the two containers want to communicate with each other they can do so 
through localhost, similar to when two processes are running on the same host 
(V\1 or bare metal server); they can communicate with each other via localhcst. 
As an example, the code Tunning inside the main container can reach the process 
running inside the supporting container through http://localhost:3000. This 
hets been depicted in the preceding graphic.

The pod life cycle
You have learned that a container has a life cycle. It can go through, the phases of 
being initialized, inr and finally exit. When a container exits, it can do this gracefully, 
with an exit c ode of zero, or it can terminate with an error, which is equivalent to a 
non zero exit code.

Equivalently, a Kubcmetes pod also has a life cycle. But since a pod can contain 
more than, one container, its life cycle is a bit more complex than the one of a single 
container. We have tried to illustrate this in the following graphic:

failed

t’igjfre ID.g; Life cycle of a Kul’eriiete# pod

http://localhost
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When a pod is created on a cluster node, it first entersinto the status pending. During 
this phase, all the containers nside the pod are starting up Once all containers of the 
pod are running, the pod switches to status running. But it is important to notice 
that the pod only ever enters into this status if all containers run successfully

If Kubemetes is request!] ig a pod to terminate, then it requests all its enclosed 
containers to terminate. Once all containers have been terminated with an exit code 
or zero, then the pod enters in its final status of succeeded.

What we have described so tar corresponds to the happy path.

But the reality is harsh, and often the happy path is not what we will observe. Let us, 
thus, dive into some scenarios that lead the pod to end in status failed.

1. During the startup of the pod, at least one container is not able to run and 
fails with a non-zero exist code. In this case, the pod transitions from the 
pending status into the failed status.

2. While the pod in :s :n status running suddenly, one of the contained 
containers crashes or exits with a non-zero exit code, then the pod transitions 
from status running to status failed.

3. Kubemetes requests the pod to terminate. During the shutdown phase, at 
least one of [he contained containers hangs (that is, does not respond in a 
timely manner) or exits with a non-zero exit code. Consequently the pod 
will transition from status running to status failed.

You may have noticed that the preceding illustration does not contain all possible 
states a pod can be in. We have purposefully only shown the most important ones to 
not overcomplicate things. If you are interested in the full list of all possible states, 
then have a lock at the following table:

State Description
Pending: The pod has been accepted by the Kubemetes system, but 

one or more of its containers have not yet started.
Running
Succeeded

All of the containers in the pod are running and ready.
All containers in the pud have terminated and been 
completed successfully.

failed One or more containers m the pud have terminated and 
failed.

Unknown The state of the pod is unknown, which can occur when 
there is a problem with the communication between the 
control plane and the node where the pod is running.
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Cr a shLoopB ackoff lhe pod is restarting continuously, likely due to a failure 
in one of its containers.

Completed lhe pod has been terminated, and all containers have been 
completed, but at least one container has a non-zexo exit 
status.

Unschedutable lhe pod cannot be scheduled to a node due to resource 
constraints or other reasons.

Terminating lhe pod is in the process of being terminated.
Tn hie 10.}: List of wssihlt' fitiltf’H

These statuses provide a way to inor.ilor the health and behavior ol pods in a 
Kubernetes cluster and to identify and resolve any issues that may arise.

Now that we have some high-level understanding of what a pod is and how it can 
behave, lot us get cur hands dirt}’ ar.d create and manipu late some pods.

Working with pods
When creating a pod in a Kubernetes cluster, we can use either an imperative or 
a declarative approach, Earlier in this book, we used the Docker CLL and more 
specifically, the docker container run command to Imperatively run containers, 
and we used the Docker Compose YAML file or manifest to declaratwely run one- 
to-many containers.

When dealing with Kubernetes, we can use the kubectl tool to imperatively run 
pods, and we can define so-called pod specifications in YAML to declaratively run a 
pod. In this chapter, we are going to concentr ate on the latter approach. Let us, thus, 
start by defining a simple pod specification:

I. Open a new terminal window, and navigate to the folder where you have 
your source code accompanying this book, e.g.:
cd ~/src

2. Create a new subfolder chl0, for this chapter
mkdir chl0

3. Copy the sample application derro-app from Chapter 9, Est-flbfisf’big tin 
Auionnaled Build Pipe/ine. into tins folder:
cp -rf ch09/demo-app ch010/
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CrashLoopBackoff The pod is restarting continuously, l.kely due to a failure 
in one of its containers.

Completed Ihe pod has been terminated, and all containers have been 
completed, but at least one container has a non-zero exit 
status.

Unschedutable Ihe pod cannot be scheduled to a node due to resource 
constraints or other reasons.

Terminating Ihe pod is in the process of being terminated.
Table iO.l: List of possib/e sfetfs
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Now that we have some high-level understanding of what a pod is and how it can 
behave, lot us get cur hands dirt}- and create and manipu late some pods.

Working with pods
When creating a pod in a Kubernetes cluster, we can use either an imperative or 
a declarative approach. Earlier in this book, we used the Docker CLI, and more 
specifically, the docker container run command to Imperatively run containers, 
and we used the Docker Compose YAML file or manifest to declarattvely run one- 
to-many containers.

When dealing with Kubernetes, we can use the kubectl tool to imperatively run 
pods, and we can define so-called pod specifications in YAML to declarattvely run a 
pod. In this chapter, we are going to concentrate on the latter approach. Let us, thus, 
start by defining a simple pod specification:

I. Open a new terminal window, and navigate to the folder where you have 
your source code accompanying tills book, e.g.: 
cd ~/src

2. Create a new subfolder chlO, for this chapter
mkdir chl0

3. Copy the sample application demo-app from Chapter 9, Establishing an 
Airitwwled Build Pipeline, into this folder:
cp -rf ch09/demo-app ch010/
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4. In the root of the demo-app, create a new folder called . kube. It will contain 
all our Kuhernetes-related specifications:

EXPLOflfcft •••

1EM0-APP C+ E+ Q fi>
> .dock®­

> .github 

> Jcube 

? vscode 

> api dotnet 

> api-dotnet-tests 

> api-;ava 

> jenkins 

> web

dockengnore 

.g'rtignore 

* docker-comp cseyml 

Jenkinsfile

Figure 10.10 .JcuileJtWer in the tk'tw application

5. Navigate to the demo-app folder and build the Docker image for the Web 
project:
docker image build -t <user-id>/web:chlS

Please make sure that you replace <user-id> with your own Docker user ID, 
In our case, we will use dockerf or jobseekers, resulting in the following:
docker image build -t docker‘forjobseekers/web:chl0 web

6. Optionally, and if not done so earlier, login to Docker hub:
docker login

and enter your credentials when asked

7. Push the image to the Docker hub:
docker image push <user-id>/web: chilO

Again, replace the <user-id> with your own Docker user ID.

8. Open the sample application in VS Code:
code chlB/demo-app
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9. To the . kube folder, add a file web-pod.yami with the following content:

! web-pod vaml "J X

.kube > ! web-pod.yaml ) SapiVersion
1 a^iiVersion: vl
2 kinc: Pod
3 metadata:
4 nam : web-pod
5 spec:
6 containers:

- name: web 
image: dackerforjobseekers/webichlB

6 ports:
10 - cortainerPrt: 3000

10.11.Ifoti sprcf/rcutfon for the Web cem fritter

• Line 1: Each specification in Kubemetes starts with the version 
information. Pods have been around for quite some time, and thus., 
the API version, is vl.

• Line 2: The second line specifies the kind of Kubemetes object 
or resource we want to define. Obviously, in this case, we want to 
specify a Pod.

• Line 3: Next follows a block containing metadata. At a bare 
minimum, we need to give the pod a name. 1 lere, we call it web-pod.

• Line 5: The next block that follows is the spec block, winch contains 
the specification of the pod. The most important part (and the only 
one in this simple sample) is a list of all containers that are part of 
this pod.

• Lines 7: We only have one container here, but multiple containers are 
possible. the name we choose for our container is web.

• Line 8: The container image is dockerforjobseckers/web:chl0. 
In your case, please replace dockerforjobseekers with your own 
Docker user ID.

• Lines 9-10: Finally, we define a list of port s the container is exposing.

10. Make sure that your Decker Desktop is running Kubemetes:
a. Open the Docker Desktop dashboard
b. Select the cogwheel in the header of the dashboard leading you to the 

Preferences screen
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c. On the Preferences screen, select the Kubernetes tab and make sure 

the Enable Kubernetes checkbox is checked:

f fX'/rr 10.12: Enabling Kutvrnefes tn Docker Desktop

d. Click the Apply & Restart button.

e. Wait until Kubernetes is installed and running. 1’hts may take a few 
minutes.

11. Back in your terminal window, use the kubectl tool to create and run the 
pod defined in the previous specification

kubectl create -f .kube/web-pod.yaml
the response should be the following:

pod/web-pod created

12. Immediately check if the pod is running:

kubectl get pods

which should $bpw a list of all running pods on you r cluster. Tn this case, the 
list should look like the following:

NAME READY STATUS RESTARTS AGE

web-pod 1/1 Running 0 2m28s
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d. Click the Apply & Restart button.
e. Wait until Kubernetes is installed and running. Ihts may take a few 

minutes.

11. Back in your terminal window, use the kubectl tool to create and run the 
pod defined in the previous specification
kubectl create -f .kube/web-pod.yaml
the response should be the following:
pod/web-pod created

12. Immediately check if the pod is running:
kubectl get pods

which should show a list of all running pods on you i cluster. Tn this case, the 
list should look like the following:

NAME READY STATUS RESTARTS AGE
web-pod 1/1 Running 0 2n28s
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The preceding output is explained in detail:

• NAME: shows the name ot our pod as we have defined on Line 4 ot 
the specification

• READY: shows the total number of containers in the pod and the 
number of containers that are ready. In our case, ive only have a 
single container, and apparently, it is up and running

• STATUS: the status of the pod. Since all containers are running, the 
status of the pod is running too

• AGE; shows the amount of time the pod has been up and running

13. Next, we want to describe the running pod to get some more valuable 
information:
kubectl describe pod/web-pod

The output is quite rich in information and should look, similar to the 
following:

Nairn: web-pori
Namespace: cefautt
Priority! e
Node: coE<er-desKtop/]92.lea.bi.4
Start Tiae: Sun, £-7 Mow 7021 13; 17:43 +0100
Labels: 
Anno tar 1 nn-c! <nntw>
status: Running
IP: 10.1.Q.6
IPS! 

ip: wa.e.e 
Containerc: 

web:
Container 10! dot ker!,Vd02114 f667df479cf7a4c0c64ctJ01a6ba8f7509531 f94alata9179315d 50290a 
Image: riotkerf orjobseekers/veb: chl8
Image ID: docker-puUable://dQCkerfor]oiiseeker5;web(gsha256:34S5fa425fe93a26cacce9e61l2&B £eaf84ilcbfl0899a6d5356tora9196246a778
Part; 3&W/TCP
Host Ports 0/TCP
State: Running

Started: 5unr 07 Nev 2071 13:17:44 *0100
Ready: True
Restart Coint: 0
Envircrtncm: «nenc*
Mounts: 

/var/runyse-trets/kube-netes. so Me twice account “rem kube^ap i-a tees s-9pc rl fro] 
Conditions: 

Type Status
Initialised True
tcady True
Container&Rpady True 
PodScheduled True

Volumes: 
kube-api-access -4pcrl:

Type: Projected (a volume that contains injected data Jrom multiple sources)
TokenEwplratianSec frnds: 3607 
fonflgMapMsme: iiuhfr-ronT-cj!. r rt
ConfigHapOfTional: <nll>
DowwardAPI; true

Qos Class: BestEftorr
Nude-Seletluis: «nonex
Tolu rations i rode-kvbernctec.io/nQt-ready-NoPvacute qpaEiict? lor 300?.

rode.kubernetes-loVunreachableiNoExecute oc>=Exists for 30fts 
Events: 

Type Rea sen Age From Message

Normal Scheculed Srlfh default-scheduler Successfully assigned defnuIt/web-pad todockei—desktop 
Normal Pulled S»17s kubelet Container image ’'dackcrf-arjotoseeknrs/wob!chlfl“ already present on Mthina
Normal Created 8rl7s kwbelet Created container web
Normal Started 8«17s kutelbt Started container web

Figure 10.13. Describing a ;?oa
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The preceding output i$ explained in detail:

• NAME: shows the name of our pod as we have defined on Line 4 ot 
the specification

• READY: shows the total number of containers in the pod and the 
number of containers that are ready. In our case, ive only have a 
single container, and apparently, it is up and running

• STATUS: the status of the pod. Since all containers are running, the 
status of the pod is running too

• AGE: shows the amount of time the pod has been up and running

13. Next, we want to describe the running pod to get some more valuable 
information:
kubectl describe pod/web-pod

The output is quite rich in information and should look, similar to the 
following'

NamF: weh-pnd
Naroespace: cefauU
Priority! 0
Node: coE<er-desKtop/]92.lea.bi.4
Start Tine; Sun. 1-7 Nov 2021 13:17:« +fll60
Labels! <none>
Anno tat 1 nr <! «nnn*!>
status: Running
IP: 10.1.0.6
IPS! 

IP: 16.1.0.6 
ContaLrcrfij 

web i
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The described command gives us a wealth of information about the pod. 
Particularly interesting is the series of everts that happened to ’this pod 
during its life cycle. Ihis list is shown at the bottom of the output. Take a 
moment to browse through this output and familiarize yourself with what 
is available.

14. Next, we want to use the kubectl exec command to run a process witiiiu 
the container running inside the pod. In our case, it will be a simple shell: 
kubectl exec -it web-pod -- /bin/basti
you wiL be seeing the following output:
rooti8>web-pod: /app#
indicating that you are indeed in a Bash shell running inside the Web 
container.

15. Try to run some commands inside this container, and when done, type exit 
to end the shell session. For example:
# list the contents of the /app folder
Is -al
# list all environment variables defined inside the container 
export
# leave the container 
exit

16. Back on the host in the terminal window, run the following command to 
output any logs generated by the container in the pod:
kubectl logs pc-d/web-pod
you should get the following:
Demo Web application listening at http://localhost:3000

17. We now want to access the web application service running inside the pod 
now. For this, we need to use the kubectl port-forward command:

a. Run the following command to forward the host port 8080 to the 
container port 3UUIJ of the Web container running in the web- pod pod: 
kubectl port-forward pod/web-poc! 8G80:3©00
Note: this command's blocking, and the output should be siinij.ar to 
the fallowing:
web-pod 8080:3000
Forwarding from 127.0.0.1:3080 -> 3000
Forwarding frotn [::1}:8080 -> 3000

http://localhost:3000
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b. Open a second terminal window or pane and use the curl command 
to ac cess the web application service:
curl localhost:8080

The answer should be the following:
<html><head><title>De!no Application</+itle></ 
head><boclyxhl>Derco Web application !</hl></bodyx/htmL>

Please note that in the first terminal window, each time you run the 
curl command, the following output is generated:
Handling connection for 8080

c. In the terminal window where the poit forwarder command runs, 
press CTRL-c to end the port forwarding.

18. Once you are done experimenting with the pod, you will want to terminate 
it. Use the delete command to do so:
kubectl delete pod web-pod

After a short moment, the following output is generated:
pod "web-pod’7 deleted

Double-check that the pod is indeed gone with the following:
kubectl get pods

1'he pod should have disappeared from the list, and the answer is:
Wo resources found in default namespace.

With that, we have familiarized ourselves with the most important aspects of a pod. 
Next, we will discuss RepLcaSets and Deployments

ReplicaSets and Deployments
A single pod in an environment with high availability requirements is insufficient. 
What if the pod crashes? What if we need to update the application running inside 
the pod but cannot afford any service interruption? These questions and more 
indicate that pods alone are not enough, and we need a higher-level concept that can 
manage multiple instances of the same pod. in Kubernetes, the RephcaSet is used to 
define and manage such a collection of identical pods that are running on different 
cluster nodes. Among other things, a ReplicaSet defines which container images 
are used by the containers running inside a pod and how many instances of the 
pod will run in the cluster. These properties arid many others are called the desired 
state.
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The ReplicaSet is responsible for reconciling the desired state at all times if the actual 
state ever deviates from i r. In the following image, we show a Kuhernetes ReplicaSet:

ReplicaSet rs-web

Pod
H pod-web

Wb'j

Pod
mm pud-web

WfeS

Poo
0 pod-web 

web

figure 10.14' Kuberneles KeplicaSei

In the preceding diagram, we can see a ReplicaSet called rs-web, which governs 
a number of pods. The pods are called pod-web. The ReplicaSet is responsible for 
making sure that, at anv given time, there is always the desired number of pods 
running. If one of the pods crashes for whatever reason, the ReplicaSet schedules 
a new pod on a node with free resources instead. If there are more pods them the 
desired number, then the ReplicaSet kills superfluous wds. With this, we can say 
that the ReplicaSet guarantees a self-healing and scalable set of pods. There is no 
limit to how many pods <a ReplicaSet can hold.

Working with a ReplicaSet
It is always helpful to do some hands on exercises to discover what the theory stated 
previously about ReplicaSets actually means. Thus, let us dive into it and define 
such an object for the web container we have been using for the preceding pod.

1. Let us start with the specification Add a new file called rs-web,yami to the 
. kube folder and give it this content:
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! rs web.yam u x

Kobe > ! rs-wobyaml > S apiVersion

1 api/ersion: apps/vl
2 kinu: ReplicaSet
3 metadata:
4 name: rs-web
5 spei :
6 selector:

matchLabels:
8 app: web
9 replicas: 3

10 template:
11 metadata:
12 labels:
13 app: web
14 spec:
15 containers:
1G - name: web
17 image: dockerforjobseekers/web:chl0
18 port;;*
19 - containerport: 3000

Figure 10:15: ReplicaSet specification for the Web container

a. Line 1: Once again, we have to define the version of the API we use

b. Line 2: 'I his time, the kind of object we are defining is a ReplicaSet

£. Lines 3-4: We define the metadata for the ReplicaSet. At a 
minimum, we need to define a name

d. Line 5: Thfe spec block specifies what the ReplicaSet is

e. Lines 6-8: We define a selector which determines the pods that will 
be part of the ReplicaSet. In this case, the pods need to have a label 
called app with a value of web to be part of the ReplicaSet.

f. Line 9: We define how many (identical) pods we want to have run at 
any given time

g. Lines 10-19: Tn the template section, we pretty much find the 
same information we had in the container specification. We have the 
metadata section and the container specification. Please make sure 
you compare this part of the specific ition with the pod specification 
in the file web-pod 4yaml.

2. Run the Repli caSet with the following:
kubectl create -f .kube/rs-web
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! rs web.yaml J X
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Figure IS. 15: ReplicaSet specification for the Web contcdner
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£. Lines 3-4: We define the metadata for the ReplicaSet. At a 
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be part of the Repli caSet. In this case, the pods need to have a label 
called app with a value of web to be part of the ReplicaSet.

f. Line 9: We define how many (identical) pods we want to have run at 
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metadata section and the container specification. Please make sure 
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2. Run the ReplicaSet with the following:
kubectl create -f .kube/rs-web
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The output should be: 
replicaset.apps/rs-web creared

3. Use kubectl to get the list of all objects running:
kubectl get all

The output should Look similar to the following:
NAME READY STATUS RESTARTS AGE
pod/rs-web-js4tf 1/1 Running e 2in43s
pcd/rs-web-jvng/ 1/1 Running 0 2m43s
pod/rs-webvgrxw 1/1 Running 0 2m43s

NAME TYPE CllKT’R-IP EXTERNAL IP PORKS) AGE
service/kubernetes Cluster!? 10.96.0.1 <none> 443/TCP 32m

NAME DESIRED CURRENT READY AGE
replicaset.apps/rs-w=b 3 3 3 2m43s

Figure tO.'lfi: Output of Jg^ecSI gi;l all for iJ RrpiiCTiSt’i

Ignore for a moment the object service/kubernetes as it is not related 
to the ReplicaSet we just created. We have one entry at the bottom of the 
preceding picture called replicaset. apps/rs-web. This is our ReplicaSet. 
In the column DESIRED, we see the number of desired instances of the pod 
that we want. In the column CURRENT, we see the number of instances 
effectively running at this very5 * 7 instant lhe ReplicaSet will try’ its best to 
keep the number in CURRENT equal to the one in DESIRED. The column 
READY shows us how many of the pods report status running. Finally, the 
column AGE tells us how long this ReplicaSet has been existing.

5. Open another terminal window and run the following command to kill one
of the pods:
kubectl delete pod/rs-web-js4tf

At the top of the preceding image, we see the list of pods that are runring 
as part of this ReplicaSet. Notice the names of the pods. Kubemetes 
automatically appends a unique alpha-numeric string to the name given to 
llie replicasel. An individual pod can then be identified by this name, e.g„ 
pod/rs-web-js4tf in our example.

4. Now, let us try to see if the ReplicaSet indeed will re-establish the number 
of instances if we kill a pod. For this, run the following command in the 
terminal window:
kubectl get pods -w

This will list the pods running on the cluster and refresh the output every’ 
few seconds
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make sure you replace the r*s~  web - j s4tf with the name of one of your own 
pods that are listed irt your first terminal window.

Observe what is happening. In the authors' case, the output looked like the 
following:

jPigifre 10.17: Kilfmg t? wvf of a replKasel

NAPE READY STATUS RESTARTS AGE
rs-web-1 s4tf 1/1 Running 2 16h
rs-web-j vng7 1/1 Running 0 16fi
rs-web-vgrxw 1/1 Running 0 16b
rs-web-j s4tf 171 Terminating s 16 ii
rs-web-kswk4 0/1 Pending 0S
rs-web-kswk4 0/1 Pending e 05
rs-web-kswk4 0/1 Containercreating 0 0S
rs-web-kswk4 1/1 Running 0 2s
rs-web-j s4tf 0/1 Terminating 0 ICh
rs-web-js4tf 0/1 Terminating 0 16h
rs-web-j s4tf 0/1 Terminating 0 16h

Pod rs-web-js4tf is being killed whilst immediately a new instance rs- 
web-k$wl<4 is cieated in its place. This proves that the ReplicaSet indeed 
makes sure that, at all times, we have the desired number of pods running.

6. We will also discover that event of creating a new pod when describing cur 
ReplicaSet with the following:
kubectl describe replicaset/rs-web

The output should look similar to the following:
Name: rs-web
Namespace: default
Selector: app=web
Labels: <none>
Annotations: <none>
Replicas: 3 current / 3 desired
Pods Status: 3 Running / 6 Waiting / 9 Succeeded / 0 Failed
Pod Template:

Labels: app-web
Containers:
web:

Image: doc ke r fo rj obs eeke rs/web:c h19
Port: 3990/TCP
Host Port: 0/TCP
Environment: <none>
Mounts: «=none>

Voumes: <ncnc.>
Events:

Type Reason Age From Message

Normal SuccessfulCreatc. 6mi5s repllcaset-controller Created pod: rs-web-kswkt 

figure 70.18: Dt:strr?'u:^ a
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Notice the list of events at the end of the preceding output. We have exactly one 
evert at this time. It is the event describing that the replicaset created the new 
pod rs=web-kswk4.

7. When done playing with the ReplicaSet please make sure to remove it from 
the cluster with the following command:
kubectl delete replicaset/rs-web
and double-check that all pods are removed with
kubectl get pods -w
It may take a moment until all pods are terminated and removed from the 
duster. Stop the preceding command by pressing CTRL-c.
Check that everything is clean with the following:
kubectl get all

Now that we have a good grasp of what a Kubernetes ReplicaSet is, let us move 
on to the Kubernetes Deployment, which it turns out is kind of an extension of the 
ReplicaSet.

Working with a Deployment
Kubernetes takes tne single-responsibility principle very7 seriously. All Kubernetes 
object^ are designed to do one thing and one thing only, and they are designed 
to do this one thing very well. In this regard, we have to understand Kubernetes 
ReplicaSets and Deployments. A ReplicaSet, as we have learned, is responsible 
for achieving and reconciling the desired state of an application service. This means 
that tire ReplicaSet manages a set of pods.

Deployment augments a ReplicaSet by providing rolling updates and rollback 
functionality on top of it. lhe following diagram show’s the relationship between a 
Deployment to a ReplicaSet

figure 10.19. Kftbtterftetes Deploy/neni
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In the preceding diagram, the ReplicaSet is defining and governing a set of identical 
pods The main characteristics of the ReplicaSet are that it is self-healing, scalable, 
and always does its best to reconcile the desired state. Kubernetes Deployment, 
in turn, adds rolling updates and rollback functionality to this. In this regard, a 
deployment is really a wrapper object to a ReplicaSet.

As we have stated before, the theory is good, but let us practice a bit to get a feeling 
for what a deployment really is.

1. lb the . kube folder, add a new file called deployment-web .yaml and add 
this content to it:

! deployment-web.yaml U X

.kube > ! deployment-web.yaml > E3 ap-version
1 apiVcrsio": apps/vl
2 kind: Deployment
3 metadata:
4 name: web-deployrnent
5 labels:

app: web
7 spec: 

replicas: 3 
selector:

1& matchLsDels:
11 app: web
12 template:
13 metadata:
14 labels:
15 app: web
1G spec:
17 containers:
18 - name: web
19 image: dockerforjobseekers/webichie

ports:
21 - containerport: 3068

Figure 10.20: The speci/icalimfyr a Kubemetes Deployment for service Wei’

Looking at the preceding specification, you may notice that it is very- similar 
or even identical to the specification of the ReplicaSet we discussed in the 
previous section. rlhis is not an accident, as the Deployment is basically an 
extension of the ReplicaSet.

a. Line 4: We define the name of the deployment as web -deployment

b. line 6: We associate a label named app with the value web with this 
deployment

c. Line 8: We specify that we want to run three instances of the pod 
containing the service web
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in turn, adds rolling updates and rollback functionality io this. In this regard, a 
deployment is really a wrapper object to a ReplicaSet.

As we have stated before, the theory is good, but let us practice a bit to get a feeling 
for what a deployment really is,

1. lb the . kube toldcr, add a new file called deployment -web .yaml and add 
this content to it:

! deployment-web.yaml U X

.kube > ! deployment-web.yaml > E3 ap'version
1 apiVcrsio": apps/vl
2 kind: Deployment
3 metadata:
4 name: web-deployrnent 

labels:
6 app: web
7 spec: 

replicas: 3 
selector:

Id matchLabels:
11 app: web
12 template:
13 metadata:
14 labels:
15 app: web
18 spec:
17 containers:
18 - name: web
19 image; dockerforjob$eeKers/web:chl0

ports:
21 - containerport: 3068

Figure 10.20: Die s^cifkilion for a Kubernetes Deployment for service Web

Looking at the preceding specification, you may notice that it is very- similar 
or ever, identical to the specification of the ReplicaSet we discussed in the 
previous section. This is not an accident, as the Deployment is basically an 
extension of the ReplicaSet.

a. Line 4: We define the name of the deployment as web -deployment

b. line 6: We associate a label named app with the value web with this 
deployment

c. Line 8: We specify that we want to run three instances of the pod 
containing the service web
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d. Lines 9 to 11: We specify the selector that defines which pods are included 
in this deployment. It is all pods that have a label with name app and 
value deb

e. Lines 12 to 21: We define the pods that will be part of this deployment

2 Make sure your Kubernetes cluster is clean by using [he kubectl get all 
command, Remove any leftover objects except of the default service/ 
kubernetes service.

3. Create the Deployment using the preceding specification with the following:
kubectl create -f .kube/deployment-web.yaml

4. Analyze what objects have been created with;
kubectl get all

You should see something similar to the following:
-» demo-app |it;(nain| x kubectl get all
NAME READY STATUS RESTARTS AGE
pod/«b-de□tcyment-656685fd4t-fxtd9 1/1 Running 0 10s
pod/web-deployment-656685td4t-psfnt 1/1 Running 0 10S
pod/web-depl _yment-656685fd4f-pz9rix 1/1 Running 0 10s

figure W.2T. Ail ((L'fccts crtmiei/ by the Kuberiietev Dejrtmfmcnt fur wruiie IVrb

NAME TYPE
service/kubernetes ClusterIP

CLUSTER-IP EXTERNAL-IP PORT(S) AGE 
5d23tl10.96.0.1 <none> 443/TCP

name: READ-' UP-TO-DATE AVAILABLE AGE
deployment.apps/web-deployment 3/3 3 3 les

NAME LESIRED CURRENT READY AGE
replicaset. apps/web-dep 656685f«i4t 3 3 3 10s

In the preceding output we can »ee that

a. Three pods have been created. Their names have the following 
general pattern:
<deployment-ra.’ne>-<."eplicaset-hash^- spod-hash >
where <replicaset-hash> is the hash given to the ReplicaSet 
object by Kubernetes; in our case, it has a value of 656685fd4f. 
<pod-hash>, in turn, is the hash given to each pod by Kubernetes. 
The first pod in the list has the hash fxtd9.

b. At the bottom of the preceding output, we see that a ReplicaSet 
object has been created. Its name is constructed according to this 
pattern:
cdeployment-name>-<replicaset-nash>
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c. Finally, a Deployment object with the name web-deployment has 
beer created

5. Next, we want to show how to enable a rolling Ctpgrade of the sendee web.

a. Open the web/views/index.pug file and change the message on 
Line 5 to something like
hl Demo Web application (version 2,9)1

b. Save the changes and create a new version of the image and push it 
to Docker Hub:
docker image build -t dockerforjobseekers/web;chl0-v2.0 web
docker push dockerforjobseekers/web:chl6-v2.0

Make sure to replace the dockerf or jobseekers user in the
preceding commands with your own Docker user.

c. Now use kubectl to replace the version of the image used by the 
deployment:
kubectl set image deployment.vl.apps/web-deployment \

web=dockerforjobseekers/web:ch!0-v2.0

Again, make sure to replace the dockerf or jobseekers user above 
with your own Docker user.

d. Use kubectl to observe how the pods get replaced w'th new 
versions:
kubectl get pod -w

And describe one of the new pods to verify that the new image has 
been used:

kubectl describe pod/web-deployment-797d96b856-6x81c

So far, so good; we have our service web deployed and managed by a Kubemetes 
Deployment object. But we cannot yet access the web application services running 
inside rhe peds from outside (without using the hack of a proxy)- We will show next 
what needs to be done tc make this possible.
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Services
The basic idea of a Service is to group a set of Pod endpoints into a single resource. 
What does that mean? The moment we start to work with applications consisting 
of more than one application service, we need service discovery. The following 
diagram illustrates this problem:

port 3000

poticy-managBrrwu- 
servce

paymenl- 
sevte

port 3100

Figure 10.22: Serviiv tUscovery

pan 3200 ■>------------------------

document­
service

In the preceding diagram, we have a Web U1 service that needs access to three other 
services, policy management, payments, and document service. The Web UI should 
never have to care about how and where to find those three services. In the code of 
the Web U I, we just want to use the name of the sen- ice we want to reach and its port 
number. A sample would be the following

URL http://policy-management:3000, which is used to access an instance of the 
policy management service.

Tn Kubernetes, the policy management service is represented by a ReplicaSet of 
pods. Due to the nature of highly distributed systems, we cannot assume that pods 
have stable endpoints. A pod can come and go in a bsinlc of an eye. But that is a 
problem if we need to access the corresponding application service from an internal 
or external client. If we cannot rely on pod endpoints being stable, what else can we 
do? This is where Kubernetes services come into play. They are meant to provide 
stable endpoints to ReplicaSets or Deployments, as follows:

http://policy-rnanagement:3000
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Figure 10.23: Kuberneles service providing 'Stable endpoint

Tn the preceding diagram, in the center, we can see such a Kubemetes Service. It 
provides a reliable cluster-wide IP address, also called a virtual IP (VIP), as well as a 
reliable Port that is unique in the whole cluster. Ihe pods that the Kubemetes service 
is proxying are determined by the Selector defined in the service specification. 
Selectors are always based on labels. Every Kubemetes object car. have zero to many 
labels assigned to it. In our case, the Selector is app=api; that is, all pods that have 
a label called app with a value of api are proxied.

There are different types of services in Kubemetes:

* ClusterlP: This type of service is the default, and it exposes the application 
service on a cluster-internal, that is, a private IP address. With this, the service 
is only reachable from within the cluster. Use this type if you do not want to 
publicly expose your application service.

• NodePort: This exposes the application service on each cluster node at a static 
port (called the <node-port>). A ClusterlP service, to which the NodePort 
service routes, is automatically created for you. With litis, one can reach the 
NodePort service from outside the cluster via <node ip>: <node port>

• LoadBalancer: 'Ihis exposes your application service to the public by using 
a load balancer service of the cloud provider where you run the service in 
Kubemetes. This is what you normally want to use when you run in the
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doud using one of the many offerings of hosted Kubemetes. We will discuss 
seine of those '.iter in this chapter.

• ExternalName: Maps the Service to the contents of the ex ternalName field 
(e.g. ) by returning a CNAME record with its value. No 
proxying of any kind is set up.

web.example.com

» Headless: There is one moie service type called as Headless. Use a headless 
service when you want a pod grouping but do not need a sfable IP address.

Now, let us get our hands dirty and play with such a Kubcrnetes service. As always, 
we arc going to use our web component as an example.

1, To the . kube folder, add a new file called service web.yaml and add this 
content to it:

! service-web yaml U X

.kube > ? sar.rice-web.yaml > 23 apiVersion 
1 apiVersion: vl
2 kind: Service
3 metadata:
4 namf: web-service
5 spec:
5 type: NodePort
7 selector:

app: web 
ports:

10 - protocol: TCP
11 port: 3850

Figure 10.24: /I Kutenietes siTpio? ftrr the Wei; mutpoireui

a. Line 4: We set the name of this Service object fb web-service.

b. Line 6: We define the type of Sendee object we are using. Since the 
web component has to be accessible from outside of the cluster: this 
cannot be a Service object of the type ClusterIP and must be either of 
the type NodePort or LoadBalancer. We discussed the various types 
of Kubemetes services in the previous sections, so we will not go into 
further detail about tills. In our sample, we are using a sendee of type 
NodePort.

c. Lines 7 and 8: We define the filter criteria for the pods that this service 
will be a stable endpoint for. In this case, iI is all the pods that have a label 
app with a value web.

d. Lines 9 to 11: We specify that we want to expose port 3000 for access 
through the TCP protocol. Kubernetes will map container port 3000

http://web.example.com


352 ■ Docker: Up und Running

doud using one of the many offerings of hosted Kubemetes. We will discuss 
seine of those '.iter in this chapter.

• ExternalName: Maps the Service to the contents of the ex ternalName field 
(e.g. web.example.com) by returning a CNAME record with its value. No 
proxying of any kind is set up.

» Headless: There is one moie service type called as Headless. Use a headless 
service when you want a pod grouping but do not need a sfable IP address.

Now, let us get our hands dirty and play with such a Kubcrnetes service. As always, 
we arc going to use our web component as an example.

1, To the . kube folder, add a new file called service web.yaml and add this 
content to it:

! service-web yaml U X

.kube > ? sar.rice-web.yaml > 23 apiVersion 
1 apiVersion: vl
2 kind: Service
3 metadata:
4 namf: web-service
5 spec:
5 type: NodePort
7 selector:

app: web 
ports:

10 - protocol: TCP
11 port: 3850

Figure 10.24: /I Kutenietes siTpio? ftrr the Wei; mutpoireui

a. Line 4: We set the name of this Service object fb web-service.

b. Line 6: We define the type of Sendee object we are using. Since the 
web component has to be accessible from outside of the cluster: this 
cannot be a Service object of the type ClusterIP and must be either of 
the type NodePort or LoadBalancer. We discussed the various types 
of Kubemetes services in the previous sections, so we will not go into 
further detail about tills. In our sample, we are using a sendee of type 
NodePort.

c. Lines 7 and 8: We define the filter criteria for the pods that this service 
will be a stable endpoint for. In this case, iI is all the pods that have a label 
app with a value web.

d. Lines 9 to 11: We specify that we want to expose port 3000 for access 
through the TCP protocol. Kubernetes will map container port 3000

http://web.example.com
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automatically to a free host port in the range of 30,000 to 32,768. Which 
port Kubernetes effectively chooses can he determined using the kubectl 
get service or kubectl describe command for the service after it has 
been created,

2. Before you proceed,, make sure that your cluster is dean using the kubectl 
get all command. Delete any leftover object except the default service/ 
kubernetes service.

3. Now, let us deploy the web service using the Deployment specification from 
the previous section:
kubectl create -f ,kube/deplcymert-web.yaml

Double-check that all is up and running with kubectl get all.

4. Use this command to create the Kubernetes service for web in the cluster:
kubectl create -f .kube/service-web.yaml

o. Make sure the service has been created successfully by using lire following 
command:
kubectl get service

The output should look similar to the following:
■» rtfiro-app git: (main) x kubectl get service
NAME TYPE CLUSTER-IP EXTERNAL-IP PORTIS) AGE
kubernetes ClusterIP 10.96.0.1 <none> 443/TCP 5d23h
web-service NodePort 10.108.23.73 <none> 3000:31675/TCP 3s

ligun /0.2S Oitf/ml i>fkubectl get service showing ihc Kuhetnclcc. servinrs

The first entry in the list is just the default service that must always be present, 
Mid the second item is the service we just created. Specifically, note the value 
in the PORI(S) column. In our case, it is 3000:31675/TCP. 1'his means that 
the container port 300(1 has been mapped to host port 31675 and is open for 
TCP-type traffic. Note, in your case, the host port may be a different number’ 
The number is automatically selected by Kubernetes and is dependent on 
vour speci fie environment.

6. Use curl to access the Web application:

curl localhost:31675

and you should see something like the following:

<htmlxbead><title>Dem Application/tit lex/headxbodyxhl>Demo
Web application! </hl></bodyx/html>%
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This is proof that we car. now indeed reach the web application service as the 
output is what our simple web application produces for the base URI..

Once again, make sure that you use the port number that the kubectl get 
service cammanc shows you on your system.

7. When done playing with the deployment and the Kubernetes service, make 
sure to remove all objects from the cluster before you continue.

In the next section, we will learn more about context-based routing and how 
Kubernetes alleviates this task.

Context-based routing
Often, we want to configure context-based routing for our Kubernetes cluster. 
Kubernetes offers us various ways to do this. Ihe preferred and most scalable way 
at this time is to use art IngressController. The following diagram tries to illustrate 
how this ingress controller works:

example.ccm./ieb

Client

IngressController

Ingress

Nginx

app=web

Name: web
IP: 52.14 0.17
Port. 31345

Service

Kube API Server

Selector: app=web

app .ven app-web

Host exampie.cori
Path: /web
Name web 
Pot 31345

Ingress

Dgure 10.26: Using m ingress controller for context-based routing

example.com
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In the preceding diagram, we can see how context-based (or Layer 7) routing works 
when using an TngressController, such as Nginx. Here, we have the deployment 
of an application service called web. All the pods of this application service have 
the following label: app=web. lhen, we have a Kubemetes service called, web that 
provides a stable endpoint to those pods. The service has a (virtual) IP of 52.14.0.17 
and exposes port 31345. I hat is, if a request comes to any node of the Kubemetes 
cluster for the name web and port 31345, then it is forwarded to this service. The 
service then load-balances the request to one of the pods.

So far, so good, but how is an ingress request from a client to the http[s]:// 
example.com/web URL routed to our web service? hirst, we have to define routing 
from a context-based request to a corresponding cservice name>/<port> request. 
This is done through an Ingress object:

I In the Ingress object, we define the Host and Path as the source and the 
(service) name and the port as the target.

2. When tills Ingress object is created by the Kubemetes API server, tiien 
a process that runs as a sidecar inside the TngressController picks this 
change-up.

3. The sidecar modifies the configuration file of lhe Nginx reverse proxy.

4. By adding the new route, Nginx is then asked to reload its configuration, and 
thus, will be able to correctly route any incoming requests to httpfs]:// 

.example.com/web

Tn the next section, we are going to compare a few hosted Kubernetes offerings in 
the cloud.

Leveraging managed Kubemetes offerings 
in the cloud
Managing your own Kubemetes cluster on-premise or in thecloud is hard. Although 
the situation has quite improved over time, and many helpful tools are available for 
a cluster admin, it is still a fact that Kubemetes is a complicated Iwast. Furthermore, 
the service that a Kubemetes cluster provides is not unique to our or youi business 
It is a commodity. Companies of all sizes and of all sectors of the industry leverage 
Kubemetes to orchestrate their mission-critical applications. Thus, hardly any 
project or product is special enough that it can £laim. self-managing a Kubemetes 
cluster provides a competitive advantage.

Thar said, we recommend to all but rhe most demanding or exotic projects or 
application^ oul there to leverage one of the existing hosted Kubemetes offerings 
that exist in the cloud. With this, you will outsource the hard tasks of installing.

example.com/web
ervi.ee
example.com/web
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in the cloud
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example.com/web
example.com/web
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running, upgrading, and monitoring the cluster to specialists that do nothing else 
than concentrate on these kinds of tasks. As a consequence, yon will be able to 
concentrate on what really provides business value or competitive advantage to 
your application. Kubernetes, for vote will just be a bunch of worker nodes to will ch 
you can deploy your containers with your application services. You can easily scale 
up and down the number of worker nodes on a need basis. Upgrading the cluster to 
the newest version of Kubcrnetcs is as simple as clicking a button. Monitoring your 
application will be easy as these hosted Kubernetes offerings arc usually deeply 
integrated with the .other services, logging, and monitoring the cloud provider offers.

Let us start by peeking intothehosted Kubemetes offering of AWS, lhebiggest cloud 
providei still out there.

Amazon AWS Elastic Kubernetes Service
Tn this section, we want to create a fully managed Kubernetes cluster on AWS EKS 
using Fargate. The process of creating a new' cluster is well described in the AWS 
documentation, and we will refer to the respective pages to not duplicate too much 
information. That said, let us start with the following:

Let us first have a few prerequisites out of our way:

1. Make sure you have access to an AWS account. Tf not, you can get a free one- 
year trial account here: https://aws.amazon.com/free

2, Login to your AV\S account.

3. Create a new access key and access key secret pair for your account that you 
will use to configure your aws CLI, such as that you can access your account 
from the command line.

a. Locate your profile on the top left of the screen, and in the dropdown, 
select Security credentials.

b. Select Access keys (access key ID and secret access key) and then 
click Create New Access Key:

https://aws.amazon.com/free
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7. Try accessing your account with a command like the following:

aws s3 Is

which should list all the S3 buckets defined for your account. Your list may 
bo empty. The important thing here is that the command succeeds

8. Finally, make sure you have kubectl installed:
kubectl --version

Now, we are ready to create the AWS EKS cluster:

1. Follow the step-by-step instructions at the following link to create your 
cluster:

https://docs. aws, amazon.com/eks/latest/usergu i de/getting-started- 
console.html (Getting started with Amazon EKS - AWS Management 
Console and AWS CLI)

a. When creating the VPC with public and private subnets using the 
aws Cl.I and the proposed template amazon-eks-vpc-private- 
subnets. yaml make sure you select the region nearest to you, such 
as eu-central-1.

b. When selecting a name for your cluster, use docker-for-job- 
seekers-cluster.

c. When asked which type of nodes to create select Fargate - Linux and 
continue the setup accordingly.

2. Once the cluster is ready, configure kubectl to access your new clusteT on 
AWS:
aws eks update-kubeconfig --name docker-for-job-seekers-cluster

The response should be similar to the following;
Added new context arn:aws:eks:eu-central-__ :cluster/docker-for-
job-seekers-cluster to /Users/<user-rame>/.kube/config

3. Double-check that kubectl is using the correct context—the one that was 
just created for the cluster or. AWS and added to your . kube/config file: 
kubectl config current-context

The answer should look similar to the following:
arn:aws:eks:eu-central-...:cluster/docker-for-job-seekers-ciuster

4. L'se kubectl to list all resources on your cluster:
kubectl get all

https://docs
amazon.com/eks/latest/usergu
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The answer at this time should be like the following:

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
AGE
service/kuber... ClusterlP 10.100.8.1 <none> 443/TCP
21m

5 Navigate to the chl0 folder of this chapter, and create a subfolder aws-oks: 
cd -/src/chlG && mkdir aws-eks && cd aws-eks

6. In this subfolder; create a file deploy-nginx.yaml with the following 
content:

1 deploy-nginx.yaml X

chlO > aws-eks > I deploy-nginx.yarr.l > E~ apiVarsion
1 apiv~rsion: apps/vl
2 kind: Deployment
3 metadata:
4 name: web-deployment
5 labels:
6 app: web
7 spec:
8 replicas: 3
9 selector:
18 matchLabels:
11 app: web
12 template: 

metadata:
14 labels:
15 app: web
16 spec:
17 containers:
18 - name: web
19 inage: nginx:latest
20 po rt s:
21 - ccntalnerPort: 80

figure 70.29: Dqrioyment specification for Ntfotx on >UVS FR"S

7. Use kubectl to deploy our deployment to the cluster: 
kubectl apply -f deploy-nginx.yaml

8. Observe the creation of the pods with the following: 

kubectl get pods -w
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And wait until they are ready:

■» .kubc? git; (main) a kubectl get pods -w
NAME READY STATUS RESTARTS AGE
».eD-deployment-656685fd4t-2jlpk 0/1 Pending 0 32s
wt‘b-deployment-656685fd4f-kb4zw 0/1 Pending 0 32s
*eb deployment-656585fd4*-n8zjj 0/1 Pending 0 32s

Figure lfi.30: Listing the pods of lite deployment In 4 TVS

Wait until their value in the READY column is 1/1.

9. |n the AWS console, navigate to your cluster, and in the Overview tab, observe 
dial three Fargale nodes were created.

a. Drill down to a node to sec the pod that has been deployed to it.

b. Drill further down to the pod and observe the list of events shown in 
its details view.

Congratulations, you have created a fully hosted Kubernetes cluster on AWS 
and created a first Deployment on it using kubectl. As you will, this is quite an 
achievement. It turns out that of all the discussed cloud providers, AWS req litres by 
tar the most steps to get a Kubernetes cluster up and running.

Before you leave, and to avoid unexpected cost, make sure you clean up all the 
resources that you have created during this exercise. For this, follow the .seteps in the 
section Delete yom cluster and nodesm the AWS documentation:

https://doc$.a ws.amazon.com/eks/la test/userguide/getting-sfarted-cnnsole.hitinl

Now that we have a rough understanding of what AWS EKS offers let us have a look 
at what the second-biggest cloud providers have m its portfolio.

Microsoft Azure Kubernetes Service
Microsoft is the second biggest cloud provider right after AWS with its Microsoft 
Azure. Let us see what Azure is offering regarding hosted Kubernetes. One would 
expect a first-class service given the fact that Microsoft has been known for always 
having a strong relationship with major businesses out there. Let us have a look.

1. Make sure yen have access to an Azure account. If not, you can get a free trial 
account here: https://azure.microsoftxom/en-us/free/

2. Login to your Azure account

3 1 ocate and navigate to the Azure Kubernetes Service (AKS).

4. Click Create and select Create a Kubernetes cluster.

https://docs.avvs.amazon.com/eks/latest/iiserguide/getting-started-console.hfml
https://azure.microsoft.com/en-us/free/
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3 1 ocate and navigate to the Azure Kubernetes Service (AKS).
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https://docs.aws.arnazon.com/eks/latest/userguide/getting-sfarted-cnnsole.hitiril
https://azure.microsoftxom/en-us/free/
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5. On the Create Kubernetes cluster view.

a. Enter/select yocr subscription

b. Leave the default suggested by Azure for the Resource group

c. Select Dev/Test as the Cluster preset configuration to save cost

d. Provide a Kubernetes cluster name. In our case, we select docker- 
for-job-seekers-cluster

e. Select the Region that is closest to you

f. Leave the Availability zones and Kubernetes version with their default 
values.

g. Set the Scale method to Autoscale and leave the default ’n the Node 
count range.

h. Review vour settings and click Review + create.

i. If ah looks good, click Create to create the cluster. This may take a 
moment. It is the right time to grab a cup of tea or coffee. When dene, 
you should see a screen similar to the following:

Hont 
microsuft.aks-. | Overview f
Repayment 

| P Searth tCmd+V] « 0 Delete Cine? fFi Redeploy (J lelresti

X Overvtew jej ... ,Q fl Invn yntH fperihart1 —* 

i?' inputs 

« outputs Q Your deployment is complete
■ Template Dcploymmt rwm microsolt iH 20211'201530. Start I m. 11/20/2021, S 3fi 02 PM

L I Subscription: Visual S’jjcfio Premium with MSDN Co Relation ID. 1901 7alQ-d?77-df1 c-S*Fd-Ha3hff«le

Resource group doc^-for-jobwek'jrs-tlkisLgr... 

■v' Deployment details (Download) 

zx Next step! 

Creete a Kubernetej deployment Recommended 

Integrate automatic dealoymentt within your cluster Recommended 

Canned to cl us!et Recommenced

rigtrte 10.31: Azuse Kubernetes cluster is ready

6. Click Go to resource to navigate to the detail screen of the cl list ci you. 
just created. Analyze what you see and make sure it corresponds to your 
expectations.
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Figure 19.31. Azure Kubernetes cluster is ready

6. Click Go to resource tc navigate to the detail screen of the cl list ci you. 
just created. Analyze what you see and make sure it corresponds to vein 
expectations.
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7. Select the Get started tab on the details view and dick Create a deployment.

8. On the next screen, called Add with YAML, click the link Deploy a quickstart 
application to get up and running.

9. Have a look at the YA MT. that is used for the quick start application and 
notice that it contains the specification for a Kubemetes Deployment and a 
Kubemetes Service, each for a backend and a frontend component labeled 
azure-vote-back and azure-vote-front respectively.

1(1. When done reviewing the YAML click Deploy to have this quick-start 
application deployed to your cluster. This will take a moment. Once the 
deployment is complete, you should see something similar to the following:

Home

Deploy a quickstart appl'cation

• Application details Q Review YAML O Deploy

©The application has been deployed
“he Aiure Vat.1 app cons.su of four Kuaemetes resources wbeh are created ms de al a new namespace. You can see them in the fflsl below 
as well as their deployment status You can dick on 'he name ol a deployed resource to view more details abou' that resource.

Requite Type Steins

• azure-vote Namespace Success

© azure-.■ote-back Deployment Success

© azure sote-back Service Success

© azurevotef'ont Deployment Success

© azure-vote-front Service Success

Next stops
Here are some actions you car take to luitlltr explore your new applicator, anc learn 
how *.o  create an application of you1' own

® View the application

View the deployed application by gdihj to the external IP address associated w th the 
Irantend service.

| View application. □' |

figure 10.32 Azure deployment succeeded

cons.su
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11. Click on the View application link shown previously. A new browser window 
will open, and the UT of the quick shirt voting application is shown:

Azure Voting App

J-igttte 10.33: /Isha* quick shir! vcli>ig applicittion

Congratulations, you have successfully deployed your first application on a 
hosted Kubernetes cluster on Microsoft Azure.

12. Go back to your Azure portal and navigate to your Kubernetes cluster. On 
the left side of the cluster details view, select Workloads to investigate what is 
running on your cluster. You should see the following:
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Please notice the two services, azure-vote-back and azure-vote-front.

13. Select cither of the two services and explore their details, such as the 
underlying YAML, the logs, the events, and more.
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14. Before you leave, and to avoid unexpected cost, make sure von clean up all 
the resources that you have created during this exercise. To do this, you may 
need to:

a, Navigate to the details view of your cluster and then select Delete.

b. Once the cluster has been deleted, navigate to Home. On the 
dashboard, you will find Hie Resource group created for the cluster 
listed under Recent resources. Select this group and then delete it.

OK, we have seen what the Azure AKS service can offer us in regard to hosted 
Kubcrnetes. It is now time to discuss the offering of the thud major player in the 
area, Google,

Google GCP
As we have discussed earlier in this book, Google was the company that invented 
Kubernetes. Kubcrnetes is based on Google's internal Borg engine and has been 
open-sourced a few years ago. Kubcrnetes is now under the control of the cloud 
native computing foundation CNCT.

Let its see what the mother of Kubernetes has to offer us on their Google Cloud 
Platform (GCP) in regard to hosted Kubernetes.

1. Make sure you have access to a Google cloud account. If not, you can get a 
free one-year trial account here: https://cloud.google.com/fiee

2. Login to your Google cloud account.

3. Locate the, and navigate to the dashboard, and from there, select Kubernetes 
Engine.

4. Select the Clusters tab and click on the CREATE PROJECT link.

5. Give the project a meaningful name. Tn our case, we cell it docker for Job 
Seekers and click CREATE. You may have to wait a few moments for the 
project to initialize.

6. Next, click or. E NABLE when asked to enable the Kubernetes Engine API. Once 
again, it may6 7 take a few moments until this step completes. Once completed,
you should see the following:

https://cloud.google.com/free
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Engine

Kubernetes clusters
Containers pacoge an application sp that it can easily be deployed to run in Its 
own t so! Med environment. Ccrtaine's are run on Kubernetes dusters. Learn more

CREATE DEPLOY CONTAIhER TAKE THE QLHCKSTART

Figure 10.35: Gongh’w reedy In rreaiea Ki/bernetf*  dueler

7 Click CREATE tc create a new Kubernetes cl ustcr. In the next dialog box, select 
(IKE Autopilot and click CONFIGURE.

8 Fnter a name for the cluster. In our case, we chose docker-for-job- 
seekers-cluster. Select the region that is closest to you. Leave the cluster 
as public. And then click CREATE. This operation will age in lake a lew 
moments. Il is a good time to grab a cup of tea or coffee. If all goes well, then 
the result should look similar tc the following:

t ovEntno^ •Kubernetes tng ne Kubernetes cutters ncareT Dceniw 0 rrmrsn

— Googie F atferm ? n«to< JUBSHKBI - & JuMmeies

Figure 10.36: Hosted Kubernetes cluster Ccxigle cloud

9 Click DEPLOY to deploy the first Docker image to your new cluster. In the 
dialog box, leave all the default settings. 1’his will deploy an Nginx container 
in three instances. Note that initially, the deployment will seem to tai!. Do
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not worry, tins is because your cluster does not have any nodes allocated yet. 
Bur the duster will auto-scale, and the deployment will eventually sir ceed.

GoagHe Cloud Platform S*  Dock*  tar joo smkars

WoUloads <3 refmsh □ deflci 1 delete <B OPERATIONS •

fttjrxaao*  arc de^aya&K' unlia al ctJm^jjliag ifim can re cacaud and iFnnatjed «i a

Figure10.37: First workltmi deployt'd to cluster

10. Select this workload and on the details, click select EXPOSE to make Nginx 
reachable from the internet. In the port mapping on the next screen, select 
8080 as Target port. Leave everything else as default. Optionally analyze the 
YAxML that GCF will use to expose Ngmx by clicking on VIEW YAML You will 
notice that it is a specification for a Kubernetes service of type LoadBalancer. 
When done, click EXPOSE.

11. Once the service has been deployed, you should find yourself forwarded to 
the details view of the service. There you will find an item External endpoints:
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( lick on the link, and you should see the welcome screen of Nginx. 
(.ongratulations, yon have just successfully created your first workload on a 
hosted Kubernetes cluster on GCR

12. Take your time to explore the workload you and the service you just defined. 
Maybe try to scale up ot down vour workload. Also, explore the (container) 
logs of the workload.

13. Before you leave, and to avoid unexpected cost, make sure you clean up all 
the resources that you have created during this exercise. To do this:

a.) Go back to the Clusters tab of the Kubernetes Engine and select your 
cluster. Then click DELETE.

b) Navigate io Home I Dashboard and navigate to the project settings of 
your project. Select SHUT DOWN.

By now, you should have a good understanding of what the three major cloud 
providers, Amazon AWS, Microsoft Azure, and Google, can provide you with 
their hosted Kubernetes service and how easy it is to get started with each of those 
services.

There are many more offerings out there that we have not mentioned in this book 
due io space limitations. Please inform vourselt before you decide on which offering 
to accept.

But even if you start with provider A and then it turns out that provider B would have 
an offering that better suits your’ needs, nothing (or very little) is lost. Kubernetes 
is Kubernetes, whether or not Amazon, Microsort, Google, or your other favorite 
company runs and manages it. You should be able to migrate an application fairly 
easily from one cloud to the other.

Discussing containers in the context of 
serverless
You may be hearing the statement that serverless offerings such as AVVS lambdas 
or Azure functions, serverless cloud databases, serverless and fully hosted Apache 
Kafka offerings, and so on will make containers obsolete. The reasoning is that one 
"only" needs to write a few scripts or functions in one of the supported languages, 
such as Node JS, and everything else is taken care of.

From the perspecti ve of the developer, it may well be that they do not see containers 
m action directly anymore. But trust me, containers are still there. The difference 
is that somebody else builds and runs the containers for us. lhe infrastructure 
necessary to run scrvcrlcss functions in the cloud often runs in containers and is
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deployed on Kubemetes. Whenever one of your serverless functions is triggered, 
say by an incomuig HTTP request, then the (fully managed) infrastrurnire may just 
spin up a new contaiiier instance inside a pod on Kubemetes and run your function 
inside this container, for you, all this does not really matter, I understand, since you 
are only interested in the tact that the function runs, that it runs fast, and has a low 
latency to start. But in the bigger picture, containers continue to play a major role in 
enabling this whole scrvcrless approach.

It is, in a way, quite similar to what wo see in regard to virtual machines (VMs). 
Har dly anyone that runs software in the cloud, still works directly with VMs. We all 
use fully managed services such as cloud databases, hosted Kubemetes, and inure. 
But i t is VMs that are to t:)is day, the bu .Id ing blocks that make tlle cloud possible in 
the first place.

Summarizing, containers are still and will be, in the foreseeable future, important 
building blocks that enable self-hosted or cloud-based applications.

Conclusion
In this chapter, we have learned what an orchestrator is and what its responsibilities 
are. We then dove deep into the innards of the currently most popular container 
orchesiralor Kubemetes. We started with an overview of lire architecture of 
Kubemetes and then discussed the most important parts of Kubemetes, starting 
with the pods, which are the atomic pieces of deployment and working ourselves 
through until the Kubemetes sendees, which route private and public access to the 
containerized applications we run in Kubemetes.

We then got a brief overview of the most popular hosted Kubemetes offerings in 
the cloud and ended the chapter by discussing the place of containers and container 
orchestrators such as Kubemetes in the context of the current serverless hype.

Questions
To assess your progress, please try to answer the following questions;

1 Explain in a few short sentences what the role of a Kubemetes master is.

? List the elements that need to be present or. each Kubemetes (worker) node

3. We cannot run individual containers in a Kubemetes cluster.
a. Yes
b. No

4. Explain the reason why the containers in a pod can use locafhost to 
communicate with each other.
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5. What is the purpose of the so-called pause container in a pod?

6. Bob tells you, "Our application consists of three Docker images: web, 
inven tory, and db. Since we can run multiple containers in a Kubemetes 
pod, we arc going to deploy all the services of our application in a single 
pod." List three to four reasons why this is a bad idea.

7. Explain m your own words why we need Kubemetes ReplicaSets.

8. Under which circumstances do we need Kubemetes Deployments?

9, List at least three types of Kubemetes services ar.d explain their purposes 
and their differences.

Answers
1. The Kubemetes master is responsible for managing the duster. All requests 

to create objects, reschedule pods, manage ReplicaSets, and more happen on 
the master. t he master does r.ot run the application workload in a production 
or production-like cluster.

2. On each worker node, we have the kubelet, the proxy, and the container 
runtime.

3. The answer is a. Yes. You cannot run standalone containers on a Kubemetes 
cluster. Pods tire the atomic units of deployment in such a cluster.

4. All containers running inside a pod share the same Linux kernel network 
namespace. Thus, all processes running inside those containers can 
communicate with each other through localhost in a simitar way to how 
processes or applications directly running on the host can communicate with 
each ether through iocalhost.

5. The pause container's sole role is to reserve the namespaces of the pod for 
containers that run in it.

6. Chis is a bad idea since all containers of a pod are co-located, which, means 
they run on the same cluster node. Also, if multiple containers run in the 
same pod, they can only be scaled up or down all at once. However, the 
different components of the application (that is, Web, inventory; and db) 
usually have very different requirements with regard to scalability' or 
resource consumption. The Web component might need to be scaled up and 
down depending on the traffic, and the db component, in turn, has special 
requirements regarding storage that the others do not have. If we do run 
every component in its own pod, we are much more flexible in this regard.
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7. We need a mechanism in. order to run multiple instances of a pod in a cluster 
and make sure that the at tual number of pods running always corresponds 
to the desired number, even when individual pods crash or disappear due to 
network partition or cluster node failures. The ReplicaSct is the mechanism 
that provides scalability and self-healing to any application service.

8. We need, deployment objects whenever we want to update an application service 
in a Kvbernetes cluster without causing downtime to the service. Deployment 
objects add rolling updates and rollback capabilities to RcplicaScts.

9 Kubernetes service objects are used Io make application services participate 
in servi ce d iscovery They provide a stable endpoint to a set ol pods (normally 
governed by a RepEcaSet or a deployment). Kube services are abstractions 
that define a logical set of pods and a policy regarding how to access them. 
There are four types of Kube services:

a. ClusterIP: Exposes the service on an IP address that's only accessible 
from inside the cluster; this is a virtual IP (VIP).

b. NodePorl: Publishes a port in the range 30,000-32,767 on every clusler 
node.

c. LoadBalancer: ThL type exposes the application service externally using 
a cloud provider's load balancer, such as ELB on AWS.

d. HxteriidlName: Used when you need to define a proxy for a cluster s 
externa, service, such as a database.

Job Interview sample questions
So, you finally got a chance for an onsite interview for a job as a sof tware developer. 
The pb is offered by a reputed financial institution. During the interview, you are 
confronted with the following questions:

1. Why do we need ar orchestrator such as Kuberiietc^? Can we not just manage 
a few containers in the duster manually or with the help of some scripts?

2. What are some container orchestration engines that you are aware of, and 
which one would you recommend?

3. Wo arc a bit confused about the difference between a Kubcrnctcs ReplicaSet 
and a Deployment. What is the difference?

Possible answers to interview questions
Here are some possible answers to the questions:

1. A mission-critical, highly available application that is implemented as a 
highly distributed system of interconnected application services that are
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just too complex to manually monitor, operate, and manage. Container 
orchestra tors help in this regard. They automate most of the typical tasks, 
such as reconciling a desired state or collecting and aggregating key metrics of 
the system. Humans cannot react quick enough to make such an application 
elastic or self healing. Software support is needed for this in the form of the 
mentioned container orchestra tors.

2. The winner in the space of container orchestration engines is Kubernetes, 
which is open sourced and owned by CNCE It was originally developed 
by Google. We also have Docker Swarm, which is proprietary and has been 
developed bv Docker. AWS offers a container sendee called EGS, which is 
also proprietary and tightly integrated into the AWS ecosystem. 1 inally, 
Microsoft offers AKS, which has the same pros and cons as AWS ECS.

Given that Kubernetes is by far dominating the space, I would go with it 
since there is, as a consequence, very much talent on the market that has 
working experience with it, and the ecosystem is huge. Furthermore, most 
questions that one has when working with Kubernetes have been answered 
on Sta c kO ve rf 1 ow.

3. A Kubernetes Deployment offers a few additional services on top of what 
a RcplicaSet offers. The latter guarantees the availability of a desired set of 
identical pods. The former also provides update and rollback services on top 
of that.

Join our book's Discord space
Join the book's Discord Workspace for Latest updates. Offers, Tech happenings around the 
world. New Release and Sessions with the Authors:

https://discord .bpbonlinc.com

https://d
bpbonlinc.com
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Chapter 11
Leveraging Docker 

Logs to Provide 
Insight into 
Your Apps

Introduction
Once your application is running in production, no outage is tolerated. To prevent 
costly outages or readily fix them if tney happen, you need insight into the inner 
woi kings of your app. In this chapter, we will discuss how to collect Docker and 
application logging information and use it to monitor your application, how to get 
notified in lhe event of a critical event, and how to quickly find the root cause in the 
event of a bug or an outage. Wg will be using Prometheus to collect logs and Grafana 
tc visualize key metrics.

We will be using VS Code and Docker Desktop with Kubernetes as our main tools 
iri this chapter.

Structure
In this chapter, we will discuss the following topics:

• Monitoring your platform
• Collecting container logs using Prometheus
• Monitoring application key metrics using Grafana
• Defining alerts
• Finding the root cause of an issue
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Objectives
After finishing this chapter, you will know why logging, monitoring, and alerting are 
so important for any mission -critical application that you are running in production. 
You. will be able to collect container logs centrally and use Prometheus to scrape the 
container metric of your application and also collect them In a central location. You 
will be able to display key metrics on dashboards id Grafana, which will make it 
simpler to you to monitor your applications. You will also know how you can define 
tolerance bands or limits that, when exceeded, will trigger alerts you defined. All 
this will help you to more easily find the root cause of a production issue shown by 
your application.

Let us start by defining what monitoring really means in the context of a distributed 
and mission-critical application such as a container*based  application running on 
Kubernetes in the cloud.

Monitoring your platform
if vou have a distributed and mission critical application running in production, 
you will want to understand the health of the platform. If you are not able to do that, 
you are flying blind, and that is a bad position to be in, to say the least. So, what can 
we do?

There are fundamentally two different angles of view that you can take at your 
application. The first one is observing or monitoring the whole application from a 
very teclmical perspective. This kind of monitoring includes observing the usage 
of CPU, memory storage, or network bandwidth by the diiferent components 
contributing to the overall system, lhe ether perspective we can take is a decidedly 
business-centric view. Businesses have different ideas about if the application is 
healthy or not. They are interested if customers are able to use the application if 
the response times are within the defined limits, and if the application is actually 
miaking money, that is, if products are sold or not if the application is an e-Cornmerce 
platform. Often we also call the former the non-functicnal view and the latter the 
functional view.

Next to the two viewing angles, technical or business oriented, wc can also distinguish 
different things we want lo monitor. First, let us talk about log entries.

Log entries
A log entry is nothing more than some status text annotated with some metadata, 
such as the exact date and time when the respective log entry has been created, the 
name of the application service whose code generated lhe log entry, or lhe name 
of the host on which the respective application service was running, when the log
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entry was produced. Log:entries have a few default log levels. following are the 
commonly used lexrels:

Table 11.1- Cemuitmly used Icrds

Level Description
Debug this is information that helps to debug an application. It is very 

technical information, and normally only developers familiar 
with the code can understand its meaning

Info This is—as the name points out—information about what is 
happening in the application. No action required

Warning This is a warning that indicates that something happened that 
could potentially be a problem but is not critical. It is like the 
warning light in a car telling you that your gasoline tank will 
soon be empty. You do not have to panic but should take care of 
it eventually

Error An error happened in the application. What just happened should 
not have happened. Often, a well-witten application can recover 
from such an error. Nevertheless, the SREs (system reliability 
engineers) should absolutely take note of it and try to solve the 
root cause of the error such as that it does not occur again

Fatal Something tenable happened. The application should fail fast in 
such a situation as these types of errors are not recoverable, lhe 
immediate reaction of the SREs is needed

If the developers use a logging library for their framework of choice, such as log4j 
for Java, then it is very easy to generate such log output, the application can then 
be configured to limit the output of only certain log levels. For example, during 
development, the developers want to see all log entries. But in prodnctieii, one 
would only ever want to see log entries that are at least a warning or higher. Why is 
that so? If you collect all the log entries for level debug and info, too, you may result 
with a vast amount of data. And if you use a commercial log aggregator such as 
Spltmk, the price varies with the throughput of data. Keep that in mind.

T og entries can contain any information and are often unstructured. They can help 
to quickly pinpoint the root cause of a production issue, should one arise. You see, 
generating log output is important. But be precise and avoid generic statements. The 
log entry should tell exactly what has happened and why.

Centrally collection logs
When working with containers and running them on Kubemetes, the task of 
remaining on top of all the information logged by the different containers running 
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in a cluster, the container runtime on each node of the cluster, and the cluster itself, 
is a major undertaken Applications running inside t ontainers in Kubernetes pods 
usually produce the log output into stdout or stderr, from where Kubernetes, by 
default, collects and stores them in files on the cluster node on which the pod runs. 
As we have learned, containers and pods are often ephemeral. They come and go. A 
pod can crash and automatically be relaunched by Kubernetes on a different node of 
the duster. Kubernetes cleans up the system automatically. When a pod crashes or is 
stopped and evicted, then its resources, including its logs, are freed from the system. 
This way, valuable information gets lost.

To remain in control in a distributed system consisting of many parts, it is super 
important to collect logs in real-time from all sources in a central place, where they 
Can then be aggregated and searched in an effective way. This way also, logs never 
get lost, even though pods may continue to crash or be evicted and renin on different 
cluster nodes.

Many commercials and also free solutions exist to solve this problem of collecting 
and centrally aggregating important logs.

Now, let us move on to metrics, which arc another important ingredient used to 
monitor a system.

Metrics
Contrary to log entries which can contain simple text, metrics are more specific and 
structured. The word metric, according to Merriam-Webs ter; means: ".. .quantiMivc 
study ss by automated methods of data processing...". Evidently, we are talking of 
measuring a quantity, such as the number of products bought over a given time 
period or the total number of payments made onto a given account, and so on. Flow 
do we get such metrics? It is some process that needs to do the measurement. Metrics 
can be more system-level, such as the amount of memory a service is using or the 
percentage of CPU that is used by ail processes running on a server. Metrics can also 
be more busmess focused, such as the ones mentioned previously, which were the 
number of products bought per time period or the number of deposits made into an 
account.

The former are called non-functional metrics, and the latter consequently are 
functional metrics. Non functional metrics are usually measured by some low-level 
utilities such as Node Exporter or cAdvisor. To collect functional metrics, developers 
have to instrument their code. Different types of measurements exist. The simplest 
one is a counter, which is steadily increased from zero onwards each time the thing 
we want to count occurs, that is, for example, each time a customer buys a product. 
Another measurement type is a gauge that can be compared to the gauges you well 
know from the dashboard of your car. The current speed of the car is displayed as a 
gauge. A gauge usually goes from a minimal value, say zero, to an upper value, say
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240 km /h, in the case of a car. As you accelerate or decelerate, the current value on 
the gauge changes. Similarly, gauges work when used to instrument an application. 
A typical usage scenario would be to measure the current number of users on cur 
application. In more generic terms, a gauge is a metric that, represents a single rnnnerical 
value that can arbitrarily go up and down.

The third type of measurement tjfpe is histograms. A histogram is sampling 
observations find counts than in configurable buckets. An example would be request 
response times grouped by time ranges. Each time a measurement is made, the 
counter of the bucket is increased, within which the measured time lies. Similarly, 
one could measure the sum or the orders made in the system and group them in 
value ranges.

The fourth and last type of metric is summaries. A summary is similar to a histogram, 
but ii calculates quantiles over a sliding time window.

Now if the developers instrument their code and define counters, gauges, histograms, 
and summaries, those values need to be collected by some process. Interestingly 
the very popular Prometheus middleware can do exactly this. Prometheus has 
become a de facto industry standard. It periodically and repeatedly scrapes defined 
metrics from registered endpoints. By convention services, which have some 
Prometheus-compatible metrics to expose, do this on the endpoint /metrics. For 
most development languages, libraries exist that export metrics in a Prometheus- 
compatible format on that default endpoint.

Once we have centrally collected all metrics of the application, we can query them 
from within Prometheus. The tool has a powerful query language that makes it 
ea&y to extract exactly the information we are looking for from a heap of values 
Prometheus even allows us to visualize the metrics, but the graphics capabilities are 
rather limited. We need better tooling for the graphical representation of metrics in 
the form of dashboards.

Dashboards
Dashboards are widely used to display a group of related metrics in a visually 
pleasing and meaningful way. I he intent of a dashboard is to present essential data 
in a way that the observer can quickly draw conclusions from what he or she sees. 
Raw numbers are hard to grasp for humans, specifically if there are vast amounts 
of numbers. We have a verv hard time to spot interesting patterns in a sequence of 
numbers. A graphical representation in the foim of a trend line is much easier to 
grasp for us observers. And this is the basic idea of why we need dashboards. Many 
tree and commercial tools exist that we can use to build interesting dashboards, ’the 
most papular free tools are Kibana and Grafana. Commercial tools arc Data Dog,
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New Relic, Sph-ink, and others. An interesting dashboard example is given in the 
following image:

Figure 11.1: Grtfaria duriJm'.rd for a cotHffWKr-basf:rf applicaiwri

Ln the previous image, we see a dashboard as defined in Grahiiia. It contains at least 
two types of metrics, counters, and gauges. Counters are represented as pure numbers, 
such as the number of CPU Cores. Gauges, on the other hand, are represented as a 
gauge such as the Memory Load or as trend lines such as the Container CPU Usage 
graph, which shows the value changing over time.

Alerts
If you do think that collecting logs and metrics and displaying the latter m nice 
dashboards is enough, then you will be disappointed. If we end with the dashboards, 
then some support personnel has to sit in front of a plethora of monitors all the time, 
21 * 7, 365 days a year, just in case something unforeseen happens. This is a boring 
task, to say the least. What if the person falls asleep? We need to change our strategy. 
Let us define alerts that are triggered when something exceptional happens, flow 
we are alerting can be different. It can be a text message or a call to your phone, a
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pager message if you are on duty, an e-mail, or even switching on an alarm siren and 
some flashing alarm lights. Tt totally depend son the use rase. Let us just say that the 
author has contributed to various applications that used all of the previous means 
to alert people.

Alerts are based on rules that use metrics as input values. What it means is simply 
that someone has to define the metrics that are important, and an alert is warranted 
if the metric exceeds a certain value, either repeatedly or during a predefined time 
range. As an example, tal<c CPU usage, lhe SRE wants to be notified when the CPL 
usage of a node of the Kubernetes cluster is above 95% for a duration of more than 
1 minute.

But who has to define the rules, you may ask? Tn the case of non-functional metrics, 
it is operations or, more specifically, theSREs that have to define what is noteworthy 
and in which case they want to be alerted even in the middle of the night. For 
functional metrics, it is the business that has to define the metrics and the tolerance 
bands or rules for those metrics that will trigger an alert.

Now that we have discussed alerts let lis concentrate on what comes next, the run 
bocks.

Run books
Imagine an alert is triggered. What is next? This is where run books come in. A 
run bock defines for each alert who has to be alerted, what this person has to de to 
address the underlying issue, and, in case the issue cannot be fixed, to whom the 
issue has to be escalated. Creating run books is a challenging task and should not be 
underestimated. But they are an essential too! fora company. An SRF can only do so 
much. Some production issues are so severe that the alert has to be escalated to the 
C-level management. Imagine, for example, the situation where you are operating 
an e-commerce application, and your Payment Service Provider (PSP) is down, 
and thus, no payments on your platform can be performed. This means that your 
application ust lost one of the essential must-haves. Basically, you cannot do any 
business any more until the issue is resolved; at least your CTO should know about 
this, don't you think?

Well, after having explained the theory behind monitori ng and alerting, it is time to 
break it down and do some simple examples. Let us begin by looking into how to 
centrally collect container logs.

Collecting container logs
As an example, let us show how to use SemaText (https://sematext.coin) to collect 
logs from a single-node Kubernetes duster. We are using Docker Desktop for this 
purpose. As mentioned earlier, there exist numerous ways how one can collect and

https://sernatext.com
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aggregate logs centrally- SemaText was chosen because of the ease of setup. But other 
options, such as the open-source F,1 K stack or various con; merci a I solutions, should 
also be considered.

1. Open the dashboard of Docker Desktop, then follow the following steps:
a. Go to the settings page (click the cogwheel icon in the upper right 

corner)
b. On the left side select the Kubernetes tab
c. Click the checkbox next to Enable Kubernetes

2 It may take a while until Kubernetes is ready to go as Docker Desktop has 
to download many Docker images containing Kubernetes components and 
then configure the cluster. Thus, be patient.

3. In the meantime, open a terminal and install 1 lelm. 11 you are on a Mac, you 
can use the command:
$ brew install Helrr

On Windows, use Chocolatey to de the same.

4. Use the command helm version to check that the installation went as 
planned.

5. Create a trial account on and log in to your new trial 
account.

https://sematext.com 

6 On the Getting started screen of Serna Text, click the button Start shipping 
logs.

7. When asked to select the environment, choose Kubernetes from the list of 
available options.

8. You will be asked to create an infra app. Gall it kube-demo.

9. Follow the instructions and select Helm 3 as the configuration method. This 
will ask you io execute the following commands:
helm repo add sematext https://cdn.sematext.com/helm-charts
helm repo update
helm install st-agent \

--set infraToken=<infra-token> \
--set region=<region> \
--namespace=sematext \
--create-namespace \
sematext/sematext-agent

https://sematext.com
https://cdn.sematext.com/helm-charts
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10. The previously mentioned three commands wilt (1) add a new helm repo 
from where repos ran be loaded, (2) update Helm with the new repo list, 
and (3) use Helm to download and run the SemaText agent, that will be used 
to collect logs and ship them, to your Semalext account. Please make sure to 
replace <infra-token> with the token provided to vou by SemaText and 
<region> with the region you did select when creating your trial account.

11. After a moment, you should see in SemaText that your cluster has been 
connected:

services
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Aijout Disowory «

A Discovuiv A^enl CrrulallaliQii

$ Sfilftci EnvirD-nmen' Z Agent Installation

SE-_ECTEy EKVIROMWFK-

w Kubernetes

infra App o 
knee-demo

Sennatext Agent Installation

Tr> start monitoring follnw lbs steps h«lnv».

Ftaqurenient: Kubernetes vl.13.3- or newer.

kuDectl Helm J Helm 2 SematR<i frperalcr

Dore

® 1 nost c running me 
Sgmatexi Agent and sending 
data id Infra App:

tube-dei no

Semalext Agent was hsiailod 
or the fjlowiig nosts
• docker-deskrap RUNNING

Figure 11.2: jkt>ber netes cluster <s export-trig logs to SemuTexl

12. Click on Done. To verify that indeed data is flowing to SemaText, we are new 
exploring the collected information and observing what SemaText is doing 
with it.
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12. Click on Done. To verify that indeed data is flowing to Serna lext, we are now 
exploring the collected information and obseiv ng what SemaText is doing 
with it.
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13. Select the Infrastructure tab on the left side of SemaText and then select 
Containers Overview. You should see something similar to the following 
image:

Hosts 5

q KutocriiclQS 3

Con lai no rs «

Tog Contfiin«ra 

* 
;s 
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Q 
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)■ 
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Cl ip Metrics

Upgrade Plan
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“ Default View T Filters □ Infra App Q Q Croups

As you can see in the previous .image, the data that is flowing from our 
single node Kubemetes cluster to SemaText is used to generate very helptul 
graphs, such as the host CPU utilization c£ the container memory usage over 
time. Please explore on your own the many views into the received data that 
SemaText offers.

14. So far, we have only collected infrastructure level information through the 
according logs. We did not collect any container logs. As ar. exercise, please 
try to configure your Semalext ttial account in a way that it also collects 
container logs. For this, you may also want to run one or several own pods, 
such as Nginx, and connect them with Senia Text.

Great, you have ’ust seen how important it is to collect log information from your 
infrastructure, from your containers, and from the applications centrally, and what 
insight into your system you can gain out of this information with little effort.

In the next section, wo are going to use Prometheus to scrape metrics from various 
container-related resources.
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Scraping container metrics using 
Prometheus
Applications running inside a container produce Ibggj These logs reside inside the 
container itself and, if not taken care of, will be lost once the container is gone. Thus, 
we need a mechanism to collect the logs from all the containers running in on our 
Docker host or, even better, from all containers running in our cluster, be it Kubcrnctcs, 
Docker Swarm, or any other container orchestrator-managed cluster But how can 
we collect the logs? There are different means to have log entries shipped to a central 
agent as they are generated. One such means is the use of c Advisor. cAd visor stands 
for container advisor and is an open-source tool for running performance analysis 
and collecting usage data from rhe containers. cAdvisor normally runs as a daemon 
process in the background, collecting, processing, and aggregating useful operational 
niormation. Alternatively, we could also use Fluentdlor the job.

cAdvisor is often used with Prometheus in the industry. We can then stream the 
data from cAdvisor into Prometheus, and then, plugin Gdfcfan to visually display 
the collected metrics on a series of dashboards. The high-level architecture of this 
approach will look like the following:

Ccntamcf X

PtgMrr 11.4: Container monitoring arc'/i tec turn

Monitoring Docker metrics with cAdvisor
To be able to monitor Docker container metrics with cAdvisor, proceed as follows:

1 Create a configuration hie tor Prometheus instructing it to scrape metrics 
from cAdvisor. Foi this:
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Monitoring Docker metrics with cAdvisor
To be able to monitor Docker container metrics with cAdvisor, proceed as follows:

1 Create a configuration file for Prometheus instructing it Io scrape metrics 
from cAdvisor. For this:
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a. Create a folder prometheus in your source folder for this chapter that 
is in .../src/chll

b. Tn this new folder, create a file called prometheus.yml and add the 
following content to it: 

scrape_ccnfigs: 

■ job_name: cadvisor

scrape_interval: 5s 
static_configs:
- targets: ['cadvisor:8080']

2 Create a file called docker-compose.yml in the same folder as the previous 
one and add the following content to it:

version: '3.2’
services:

prometheus;
image: prom/prometheus:latest 
CQntainer_naiTie: prometheus 
ports:
- 9690:9090 
command:
- - -config .file=/etc/prometheus/promettieus .yml 
volumes:
- . /prometheus: /ecc/prorrtctlieus/pr ometheus: ro 
depends_oii;
- cadvisor

cadvisor:
image: ger.io/cadvisor/cadvisor:vO.45.0 

container_name: cadvisor 

ports:
- 8080:8080

volumes:
- /:/rootfs:ro

- /var/run:/var/run:rw
- /sys:/sys:ro

- /var/lib/docker/:/var/lib/docker:ro
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dppf-nds_on:

- red’s

redis:
image: redis:latest
container_name: redis
ports:
- 6379:6379

The previous compose file instructs Docker to lun the following three 
services:

a. The prometheus service uses the local prometheus/proinetheus  
yml configuration file that is imported into the container via the 
volumes parameter.

*

b. The cadvisor service exposes port 8080, which is the default port 
for cAdvisor metrics, and relies on a variety of local volumes (/, / 
var/run, and so on). Note that we took an explicit version of the 
cadvisor image Iv0.45.0> because earlier versions refused to run 
on a Mac with the Ml processor.

c. The redis service is a standard Redis server. CAdvisor will gather 
Container metrics from this container automatically without any 
further configuration needed.

3. Run the application with the tollowing;
$ docker compose up -d

First, the three images needed are pulled down from the Docker hub by the 
previous command. This may take a moment. Finally in the output, you 
should see lhe following:
:: Network chll_default Created 0.0s

1: Container redis Started 0.9s

i: Container cadvisor Started 0.9s

:: Container prometheus Started 1.1s

4. Now you can also c heck on the logs with the following:
docker compose logs prometheus

In the output produced by lhe previous command, you should see something 
like the follow1 ng, confirming to you that Prometheus is up and running:
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prornetheus | ts=202z-09-04T09:31:59.390Z taller=main .go:897 
level-info msg='Server is ready to receive web requests."

5 Verify that the three services are running with the following: 
$ docker compose ps
NAME COMMAND SERVICE STATUS PORTS
cadvisor "/usr/bin/cadvisor cadvisor running (healthy)
prornetheus "/bin/prometheus --c„" prometheus running ...
redis ''docker-entrypcint .s..." redis running ...

You may have to wait a bit until the cadvisor service is switching from 
starting to healthy.

6. Open a new browser tab and navigate to the URL  to 
open a WEB LJ1 for cAd visor:

http://localhost:8080

Q tncalhosl flCB'tfrontainersi A? ,e rfl <3

cAdvisor
i

root

Docker Containers

Subcontainers
yOOO dhcpr/1

/OC! sysis

/002-Sj'SCtl

/Oj33< format

/OSife extend

Figure 11.5; cAdvisor Web III

7. To explore the container metrics in Prometheus, open another browser tab 
and navigate to http ://localllost :9090, emd you will find yourself in the 
Prometheus expression browser:

http://localhost:8080
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wfe first started without Grafana and only showed the flow of data up until 
Prometheus. New it is time to use Grafana to display the data visually.

Monitoring application key using Grafana
Now; let us add Grafana to the stack and show how to use it. To make the whole 
thing a bit more interesting, we are also adding Node Exporter to the picture. The 
Prometheus Node Exporter exposes a wide variety of hardware and kernel metrics.

1. Create a new file called docker-compose-grafana.yml as a sibling to the 
existing compose file and iidd the following code:

version: ‘3.2’
volumes:

prometheus_data: {}
grdfarid_ de La : {}

services:

pnometheus:
image: prom/pronevhcLS:latest

container name: prometheus
volumes:

- ./prometheus:/etc/prometheits
- prometheus_data:/prometheus

command:

- ’ - -config.file=/etc/proir,etheus/prometheu5 .yml ’
- ' - - storage. tsdb . pa t h=/pr amet liens ■*

- f“-web.console.libraries=/etc/prometheus/console_librariesJI
- ‘ --web. console. terrplates=/etc/promet heus/corsoles J

- '~-storage.tsdb.retention.time-200h '
- '--web.enable-lifecycle'

ports:
“ 9099:9090

nodeexporter:
image: prom/nodc-exporter:vl.3.1
container=name: nodeexporter
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volumes:

- /proc:/host/proc:ro

- /sys:/host/sys:ro 
- /:/rootfs:ro

command:
- '--path.procfs=/bost/proc ' 

' path.rootfs=/rootfs'
- '--path.sysfs^/host/sys1

- ' - -collector .filesystem, mount-points-exclude^/
(sys|proc|dev|host|etc)'$$|/)'

ports: 
- 9100:9100

cadvisor:
image: ger.io/cadvisor/cadviscr:V0.45.0 
container_name: cadvisor 
privileged: true 
devices:

- /dev/kmsg:/dev/kmsg 
volumes:

- /:/rootfs:ro
- /van/run:/var/run:ro
- /sys:/sys:rc
- /var71ib/docken:/vur/lib/docke":ro
# - /egroup:/egroup:ro ^doesn't work on MacOS only for Linux 

ports:
8080:8086

g’aFara:
image: grafana/grafara:9.0.5 
container name: grafana 
volumes:

- grafana_data:/var/lib/grafana
- ./grafana/p-'ovisioning/dashboards:/etc/grafana/provisioning/ 

dashboards

collector.fi
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- . /grafana/provisioning/datasoiircrs :/ctc/grafana/p^oviwinning/ 
datasources

ports:
- 3000:3000

2. We need to adjust the Prometheus configuration file so it has the following 
content. Note how we have new three scraping tasks compared tc before 
when we only had a single one. Prometheus is instructed to scrape metrics 
from IXode Exporter, cAd visor, and even from itself:

global:
scrape_interval: 15s
evaluaticn_int?rval: 15s

scrapp-Configs:
- jobname: 'nodeexporter'

scrape interval: 5s

static_conhgs:
- targets: ['rodeexporter:9196’]

- jobname: 'cadvisor'
scrapc_interval: 5s
static_configs:

- targets: [‘cadvisor:8080']

- job name: 'prometheus'
scrape_interval: 10s
static_configs:

- targets: [‘locaHncst:999£']

3 We now need to configure Graiana and tell it from where to source the data. 
We do this by the following:

a. Creating a folder grafana/provisioning as a sibling to the 
prometheus folder.

b. Inside the provisioning folder, we. create a folder datasources.

c. Inside the datasources folder, create a file datasource.yml with 
the following content:
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- . /grafana/pro vis ioning/datasourcrs : / etc/grafana/ provisioning/ 
datasources

ports:
- 3000:3600

2. Wo need to adjust the Prometheus configuration file so it has the following 
content. Note how we have now three scraping tasks compared to before 
when we only had a single one. Prometheus is instructed to scrape metrics 
from Node Exporter, cAdvisor, and even horn itself:

global:
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evaluation_int?rval: 15s

scrape_configs:
- job name: ' nocieexporter1

scrape_interval: 5s
static_conhgs:

- targets: [1 nodeexporter:9100’]

- jobname: 'cadvisor'
scrape_interval: 5s
static_configs:

- targets: [‘cadvisor:80&0']

- job name: 'prometheus'
scrape_interval: 10s
static_configs:

- targets: [‘locaHncst:999£']

3 We now need to configure Grafana and tell it from where to source the data. 
We do this by the following:

a. Creating a folder grafana/provisioning as a sibling to the 
prometheus folder.

b. Inside the provisioning folder, we create a folder datasources.

c. Inside the datasources folder, create a file datasource.yml with 
the following content:
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apiVersion: 1

datasources:
- name: Prometheus 

type: prometheus 
access: proxy 
orgid: 1 
url: http://prometheus:98S0 
basicAuttr -False 
isDefault: true 
editable: true

4 Next we need to define some pre-canned dashboards for Gratana, to make 
our lives a bit easier Otherwise, we would have Lo define them ourselves. 
We can do this by mapping json files containing the dashboard definition 
into the Grafana container. Since these JSON files are pretty long, please 
proceed as follows:

a. Inside the grafana/provisioning folder, create a folder 
dashboards.

b. Into tills folder, copy the four files found, as shown in. the following 
figure:

P main - prcmetheus-grafana-demo / grafana / provisioning / dashboards /

* gnschenker First commit

Pl dashboard.yml first commit

0 dock0r_roitalners[son first commit

f~1 docker_host.;'on first commit

0 monitcr_service«?.3t>n First commit

Figure 11.8: File? coniawmg predefine Grcfiana dashboards

5 With this, we should be ready- To run the stack with Grafana.

a. Shut down and clean-up the running stack with the following: 
$ docker compose down -v

http://prometheus:9090
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b. Run the new stack with the following:
5> docker compose -f docker-compose.yml up -d

6. We can open another browser tab and navigate to Grafana http:// 
localhost:3000. Login with username admin and password admin. When 
asked to change the password, just re-use the same password admin again, 
for simplicity.

7. In Grafana, select Dashboards and select one of the predefined dashboards:

6
> □□ Dashboards 

q on Manage dashboards aad folders

' □□ Browse •

@
Q Search dashboards by ninre

6
O = t= Sort (Default A-Z)

General

New Dashboard New Folder Import

Filter by starred Filter by tag

Docker Containers
T I G^nrrsi

Docker Host
Pl G/jierd

Monitor Services

Cl General

docker

aystem

pramatfww

figure 11.9: Selection ofGrafuna dfinliboards

8. You should see something similar to the following picture. As you can see, 
we arc getting metrics from the four services in our stack, cAdvisor, node 
exporter, Prometheus, and Grafana:
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Decker Containers 

li Gene's! 

Docker Host 
lynam 

r~t Genera

Monitor Services 
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Fl General
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I.civracing Docker Logs io Provide Insight into Your Apps 393

Figl.’tt’ 17.11): Con!airier dashbocrd in Grafana

Wonderful, we have shown how to collect metrics from our Docker host and the 
containers running on it via cAdvisor, node exporter, and Prometheus and used 
Graf ana to display key values in a nice graphical way that is pleasing to look at and 
informative at the same time. We have the most import ar, I information right at our 
fingertips.

Defining alerts
Just collecting and displaying metrics, be they infrastructure or business-relevant 
metrics, is not enough. We need to identify key metrics that really define the health 
of the system, and then define Service Level Objectives (SLOs) and Sendee Level 
Agreements (SLAs) for those metrics. We then define rules on bow often or bow 
long a measured metric can exceed the corresponding SLO or SLA. If such a r ule is 
violated, we trigger an alert.

lb get a feeling for this, let us define a couple of candidates for alerts. Ore sample is 
a business-relevant metric, and the other is a ncn-fur.cticnal, that is, a system-level 
metric. Can you tell which is which?
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• In an application offering life insurance, we could define the time it takes to 
calculate a quote tor a customer interested in a quote as a key metric. The 
SLA for this metric could then be that 99% of all requests for a quote need 
to be faster than 58 ms. The slowest request cannot take more than 1,1'00 ms. 
A rule for an alert could then be that if the SLA is violated more than three 
limes in one hour, an alert should be triggered.

• In a banking application, we identify the percentage of total CPU used as 
a metric. 1’hc service level objective (SIX)) could be that the percentage 
should not exceed 99%. the rule could be that if the CPU percentage exceeds 
99% for more than 50% of the time during an interval of 1 minute, an alert 
should be triggered.

Yes, correct, the former is a business metric, and the latter an infrastructure metric.

Alerts can then be routed to identified target persons such as system reliability 
engineers or developers by various means such as e-mail, text message, automated 
phone call, slack message, acoustic alarm, optical alarm, or more.

Once we have defined and wired such alarms, service personnel does not have to 
actively monitor the system anymore and can instead perform other tasks. They 
have the guarantee Lo be notified if something important or exceptional happens 
where they arc required to react.

Now let us discuss a hot topic, issues happening on a production system. We want 
to be able to pinpoint the issue's root cause quickly.

Finding the root cause of an issue
If you are responsible for an application running in production, there will come 
a time, and it is unavoidable, where you are faced with an issue. Issues are often 
hindering the production system to perform optimally, or in the worst case, it will 
cause the system to completely go out of order. In such a situation, we need to 
react swiftly and do everything possible to get the system up and running again as 
quickly as possible. But to be able to do so, we need to first identify the root cause of 
the problem. Since the application is running in production, we do nut have direct 
access to it. We cannot just log in to the servers on which the application is running 
and do local troubleshooting. For example, it is impossible lo inspect tne filesystem 
of the affected server or browse through log files that are stored on th? affected 
server. We need to find other ways how to pinpoint the mot cause.

When troubleshooting a problem, we are moving iii a multi-dimensional problem 
space. The dimensions of this space are the factors that can vary in the system, such 
as the servers on which the application is running. If we are running our application 
on a Kubemetes cluster, then we are typically talking about many servers to which 
parts of the application can be deployed and run. Other dimensions are ;
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• Category of issue: An issue can show up in one of the various categories. It 
can be a security issue, a performance issue, a resoun e problem such as Lack 
of RAM or disk space, a network issue, and more.

• Kind of issue: It is the issue caused by an infrastructure problem, an 
application runtime problem, 01 just by a plain old bug?

» Type of service: If our application is consisting of multiple different services, 
then the dimension is which of those services shows the problem.

* Time of issue: One of the most important dimensions of our problem space 
is ihe time axis. When exactly did the ssue happen?

• Container or pod: In a containerized application, we can identify the exact 
container or pod where the service ran that caused the problem

Io quickly pinpoint the root cause, we need to try hard to collapse as many 
dimensions of the problem space as possible. When we talk about collapsing, we 
really mean that we need to try to fix a single point or a small interval on a given 
axis. Collapsing the time dimensions, for example, can be achieved by identifying or 
pointing out the exact date and time when the issue was first observed. Identifying 
the server on which the problem was observed first means that we just collapsed 
another dimension, the server dimension.

Now assuming that wehaveprov isioned our system in a way that it centrally collects 
all the container and infrastructure logs. Father, we discussed how wp can do this. 
In this case, we can now use queries that limit the data returned with filters that 
correspond to the collapsed dimensions. For example, have a statement that only 
returns us logs From the server we have identified as the one where the problem was 
observed. Wc can add an additional filter that limits the time range of the log entries 
returned if we know the approximate time of the issue. We can add yet another filter 
that only returns logs from sendee A if this is the one, we have pinpointed as the 
origin of the problem.

Ihe more filters we can add to the query, the less items the query returns and the 
faster we can come to a conclusion. Now, we need to find auspicious patterns in the 
remaining data.

If there is still loo much log information left that we need to browse through, we can 
try to use the recorded metrics in the form of dashboards with trend lines as another 
way of guiding us to the problem spot.

Identifying the root cause of a production issue can be quite difficult, and it requires 
some experience and an investigative mind to come tc quick results. And here, tune 
is of the essence. It we are facing a production down issue, then every second counts, 
and we need to be very strategic in our approach.
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Conclusion
In this chapter, we have shown you how to scrape the logs of all the containers 
that are part of your application and collect them centrally. We have shown how to 
display key metrics extracted from those logs in Grafana, and finally, we have learned 
how to define alerts that are triggered when a key metric exceeds the predefined 
tolerance band or limits. All this we did to make it easier to localize the root cause of 
a production issue more quickly.

ob interview questions
You finally got an invitation to a job interview for the role as system reliability 
engineer (SRE) ata very well-established firm in a town close to you. The interviewer 
is asking you the following questions:

1 In our company, we are not yet collecting any metrics and monitoring them 
nor have we defined any alerts yet. Tell us, what are we missing out?

2 . (aven the situation that we run our mission-critical applications in the cloud 
and on a hosted Kubemetes duster, what would be your steps to establish 
monitoring and alerting? Describe the most important steps on a high lev el 
and order them meaningfully.

3 Finding an issue in production is quite challenging for our engineers. Icll us 
your strategy to quickly pinpoint the root cause of the issue.

4 . What are you doing after a sever production issue has been fixed and the 
system is up and running again?

Possible answers to the job interview questions
Here are possible answers to the previous questions:

1 Not collecting metrics from the application and not having any monitoring 
and alerting defined based on the collected metrics and logs is like flying 
blind. Nobody wants lo sit in a plane where the pilot is blindfolded. We are 
totally ignorant about what is really happening in»ide our application. We do 
not know and can only guess ii the application is healthy from a technical and 
from business perspective. If we monitor our system but do not define alerts, 
then we waste too much resources in keeping our system up and running 
and in a healthy state. SRHs need to permanently stare at the dashboards, 
although most of the time, nothing remarkable happens. It is better to have 
the system alert the SRFs when something noteworthy happens. Then, the 
SREs can do better things in the meantime instead of silting around.
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2 The most important thing is to ship all logs to a central location, be it log 
information from the cluster nodes, the Kubernetes cluster, the container 
runtime on each node and the logs from all resources running on Kubernetes, 
and finalL^ the application legs produced by applications running  
the containers in the pods. Next, we need to define key metrics (functional 
and non-functional) that we want to monitor and trigger alerts if the values 
of those key metrics exceed predefined values. We then display those KPIs 
on dashboards in a tool such as Kibana or Grafana. We define rules for 
each alert and wire the alert with a system such as PagerDuty, such as key 
stakeholders such as operations engineers, DevOps engineers, or developers 
get notified via Slack message, text message, phone call, or similar, and can 
take action. Wc can then also start instrumenting the code such as that it 
produces additional, mostly business relevant, that is, functional metrics. 
These metrics we Can then scrape with a tool such as Prometheus and use 
Grafana to display those functional metrics on dashboards in the form ot 
counters, gauges, and trends. Once again, we can select key functional metric 
and define rides that will trigger alerts if violated.

insj.de

3 Pinpointing the root cause of a production issue is challenging due to the 
fact that we are dealing with a multi-dimensional problem space, lhere are 
many factors that can contribute to the problem. Each of those factors we 
call a dimension. The time axis, for example, is a dimension. Ln a service- 
oriented architecture, the service is a dimension. On a cluster, the nodes are 
dimension, and so on. The goal is to reduce the problem space to a small 
number of dimensions. How can we do that? We need to try to fix a point 
on as many dimensions as possible, lhat is, we can, for example, pinpoint 
the exact time the issue happened. With this, the time dimension coEapses 
to a point, and with it, our problem space. Wc can locate the cluster node on 
which the problem happened, and another dimension collapses. Then we 
can identify the exact service where the problem happened, and so on. Once 
we have collapsed most dimensions, we can start narrowing the problem on 
the remaining dimensions until we are sure to get the root cause.

4 . It is crucial tn perform a post-mortem meering as soon as possible after the 
production issue has been fixed, lhe goal of the post-mortem meeting is to 
point out what .exactly went wrong without trying to blame somebody. We 
need to describe the steps we did to fix the problem. We need to take action 
to make sure the same issue cannot happen again. And finally, we need to 
make sure that, if we did some manual fixes during the production outage, 
those manual steps are automated and carefully tested. An example could be 
that we had to manually fix a problem with the database by e.g., adding a 
missing file to a table or adding a missing index that is needed to get scalable 
and fast query responses.

insj.de
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Questions
To assess your progress, please try to answer the following questions:

1. What typo of information would we typically find in a container log?

2. What is the role of Prometheus, and how does it work?

3. Why is it recommended to centrally collect the logs of all containers?

4. What is the purpose of a tool such as Crafana?

5. What do we need to define an alert for our application running in production?

6. What do we mean when we talk about a multi dimensional problem space 
when we are dealing with a prod net: on issue?

Answers
Here are the answers to the previously mentioned questions:

1 . In a container log, we find information of different levels and importance. 
Generally, we categorize the information into the following five levels.

a. Debug: This is information that helps to debug an application, it is 
very technical information, and normally, only developers familiar 
with the code can understand its meaning.

b. Info: This is—as the name points cut—information about what is 
happening in the application. No action is required.

c. Warning: 1 Iris is information that indicatcs that something happened 
that could potentially be a problem but is not critical. It is like the 
warning light in a car telling you that your gasoline tank will soon be 
empty. You do not have to panic but should take care of it eventually.

d. Error: An error happened in the application. What just happened 
should not have happened. Often, a well-written application can 
recover from such an error. .Nevertheless, the SREs should absolutely 
take note of it and try to solve the root cause of the error such as that 
it does not occur again.

e. Fatal: something terrible happened, lhe application should fail fast 
in such a situation as these types of errors are not recoverable. L'he 
immediate reaction oi the SREs is needed.

2 Prometheus is a tool that is used to collect logging information and metrics 
from different components of the system. These can be infrastructure-level 
components such as servers, V\1s, containers, and network infrastructure. It
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can also be application-level components such as a microservice instrumented 
by the developer such as that it produces logging information of defines 
applicationdev el metrics such as counter, gauges, and more. Prometheus is 
actively scraping the information from components it knows (or has been 
configured for). It aggregates all the information centrally, such as that it can 
be used, e.g., for monitoring with a tool such as Grafana or to define alerts 
that integrate with tools such as PagerDuty

3. We collect all container logs centrally because it makes finding the root cause 
of production issues sc much simpler 11 wc leave the logs of each container 
on the container host, then we would have to access every node of our 
cluster to find interesting information. This approach would not scale, and 
it is insecure since we would have to permit access to the cluster to people.

Also, if an attacker manages to compromise a node of a cluster and the 
container and other logs are only stored on the node, then the attacker could 
wipe out any traces he or she lett during the attack. If the logs permanently 
are forwarded to a central location, the attacker cannot wipe out their traces.

4. Grafana can be used to display interesting metrics extracted from logs in 
a nice graphical form. A picture often says more than a thousand words. 
If we, e.g., see a trend line on a dashboard, we can immediately spot any 
unexpected or unwanted deviations from the norm, or we can recognize 
patterns that we would not be able to spot it just staring at a iow of numbeis.

5 We should define elici ts in a system to avoid having lo actively monitor the 
application(s), which is error prone and boring to say the least. To be able to 
define a meaningful alert, wo need the following ingredients:

a. We need to define a metric that we want to measure, such as the 
memory consumption of a service or the number of policies sold 
per hour in an insurance application The former is a non-functional 
metric, and the latter is a functional metric. Business people care 
about functional metrics, and technical people, such as SRlis, care 
about non functional metrics.

b. We need to collect the metric over time in a central location.

c. We need to define tolerance bands inside which the measured metric 
can move. If the current value of the metric exceeds the tolerance 
band, then we have a potential situation where we may want to alert 
.somebody.

d. We need a system such as Prometheus, where we can define a rule 
for alerts and integrate it with a system such as PagerDuty, which 
can be used to contact a responsible person such as an SRh through a 
pager, SMS, phone call, e-mail, or other means.
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6. When dealing tvith a production incident, we need to pinpoint the root cause 
of rhe error as quickly as possible and dx it, so the production system can 
continue to urn flawlessly in the shortest amount of time possible. When 
pinpointing the root cause of the issue, we say that we move In a multi­
dimensional problem space. Every dimension of this space corresponds to 
one factor that is relevant to pinpoint the issue, lypical dimensions are.

a. Time; When did the issue happen

b. Location: Where did the issue happen (c.g., on which node of the 
Kubernetes cluster)

c. Service: Which service of the many did show the malfunction

d. Type: What is the type of the malfunction

Join our book's Discord space
Join the book's Discord Workspace for Latest updates. Offers, Tech happenings around the 
world. New Release and Sessions with the Authors:
https://di5cord.bpbonlinc.com

https://discord.bpbonlinc.com
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Chapter 12
Enabling Zero

Downtime 
Deployments

Introduction
Iii tinchapter, we will learn how to deploy, update, and scale applications into a 
Kubernetes duster using different strategies, such as rolling updates or blue-green 
deployments. We will also explain how zero downtime deployments are achieved 
to enable disrupt! on-free updates and rollbacks of mission-critical applications. To 
conclude this chapter, the reader is provided with more tips and hints on how to 
excel in a job interview tor a DevOps position and a discussion of the key learnings.

We will be using VS Code, Docker Desktop with Kubernetes, and AWS-hosted 
Kubernetes as our main tools in this chapter.

Structure
In this chapter, we will discuss the following topics:

• Establishing a sound versioning strategy

• Using rolling updates and rollbacks

• Enabling blue-green deployments

• Realizmg canary releases
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Objectives
After reading this chapter, the reader will be able to apply a well-documented and 
popular version strategy to their application or application services. The reader will 
aloo be able co roll out updated versions oi their application services that are not 
requiring any downtime of the application. Doing so, the reader will be able to choose 
between three rollout strategies, namely, rolling updates, blue-green deployments, 
and canary releases.

Let us start with the versioning strategy.

Establishing a sound versioning strategy
Tn any realistic application, whether or not it is a small Web shop or a highly 
distributed, mission-critical enterprise application, one needs to have a sound 
and well thought through strategy defining now one will manage updates of the 
functionality. Lit general, one can distinguish between three main categories of 
updates;

1. A new feature has been added to the application service

2. Some technical depth is removed from the service

3. A bug has been fixed

Although on the surface the preceding three categories look quite different, they 
all require that we ultimately have to deploy a new version of the application or 
application sendee into production.

Over time, many subsequent updates may be required. To keep track of the li pilates, 
one could introduce a version number, which is just a steadily increasing integer, 
starting from I and increasing bv 1 on each new release. If wre have several versions 
of the same service, we would automatically understand that the one version with 
the highest number is the most up-to-date version.

Alternatively, we could use a timestamp as a means of versioning our application 
service. The timestamp could be the combination of the date and time of the moment 
it is decided that the new version is ready to be released to production. Again, if we 
have several versions of the same sendee, then automa deafly, the one with the new 
most recent timestamp is the last available version.

This type of versiomng will work well for smaller applications developed bv a small 
group of developers. The moment our application grows and is composed of many 
’nteracting services, ard the number of developers also grows, resulting in many 
teams, we reed a more powerful way of versioning our services.
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In a scenario such as the one just described, we also want to make sure that each 
service has an independent release cycle. Team A, owning service 1 must be able to 
change their service more or less independently from team B, owning service 2. that 
said, it can well be that after some time, team A had built and released 20% more 
versions of their service than team B,

Luckily, there is a versioning system available to us all that has been well-adopted 
in the industry, lire system is called semantic versioning. 1'here is even a website 
(https://scmvcr.org) where the interested reader can find more details about the 
concept.

Tn a nutshell, semantic versioning tells us that each new version of a service should 
be tagged with a version number than consist of three parts MAJOR, MINOR, and 
PATCH, separated by a period. This is a version locking like this: MAJOR.MINOR. 
PATCH

Each of the three is an integer, starting with zero. Given this schema, one should 
increment

• MAJOR version when one makes incompatible changes to the APT of the 
service

• MINOR version when one adds functionality to the service in a backward­
compatible numner

• PATCI 1 version when one implements backward-compatible bug fixes

Now, I admit this is a bit abstract and not easy to understand. Let us try to elaborate 
on what the preceding means in practice.

If your team is tasked to fix a bug in the code of the service you own, and this fix does 
not add any new functionality to the service, nor does it change any of the public 
interfaces or contracts of your service, then you should only increase the PATCH 
version of the service, compared to the one that is the valid one. That is, if you run 
version 1.2.13 in production and have to fix such a bug, then the new version of the 
service, after the bug fix, should be 1.2.14.

Now imagine a situation. where your learn implements a new feature in lhe service, 
but no update on the public interfaces or contracts of the service is needed: then you 
should update the MINOR version. As an example, given that tine current version in 
production is 1.2.14, then your new version xvould have to be tagged with 1.3.0, 
Please note that the MINOR version has increased from 12 to 13, and at the same 
time, the PATCH version has been reset to zero.

Finally, assume that, once again, your team is tasked to implement yet another new 
feature. This time the team realizes that one of ihe public contracts or interfaces 
needs to be changed in a way that is breaking backwards compatibility In tins case, 
the team has to increase the MAJOR version. So, from say version 1.3.2, your team

https://scmvcr.org
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would now have to go to 2.0.0. Again note how we have increased the MAJOR 
version from 1 to 2, and at the same Hire, the MTNOR and PATCH versions ha ve 
been, reset to zero.

If now you asked yourself whv we are d scussing this version strategy at length, 
then this is based on the many vears of negative experience with many teams in 
many companies across all industries. A lot of unnecessary friction in the software 
development life cycle (SDLC) was present due to the fact that the companies and 
teams did not pay enough attention to establish, document, and enforce a versioning 
strategy such as semantic versioning. This led to misunderstandings, difficult and 
painful releases, and even resulted in production outages.

Thus remember, before you start dealing with an ever-growing number of application 
ot service updates, make sure you agree on a common versioning strategy. Honestly, 
there is no good reason why this should not he the strategy of using semantic 
versions. Also, make sure the versioning is automated and an integral part of your 
Cl/CD pipeline.

Next, we are going to discover how we can roll out a new version of a service without 
having a downtime in the system.

Using rolling updates and rollbacks
These days, our applications most often live in the cloud and are accessed by people 
from around the globe, 24 hours a day. If the application is mission-critical to the 
company, then it ;s not possible to just shut down the application or take it offline 
only to be able to deploy some new version of one or many services that make up 
the application.

Downtimes can negatively impact the reputation of the company behind the 
application. Downtimes can also be costly due to the fact that opportunities are 
missed while the application is not accessible, lake an e-shep as an example. While 
your application is down, potential customers cannot place orders, and thus the 
company misses out on revenue.

Thus, we need to come up with a deploymen I mechanism that allows us to release 
new versions of the application without requiring any downtime. We may7 even go 
so far as to not tolerate any degradation in the availability’- of the application.
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there is no good reason why this should not he the strategy of using semantic 
versions. Also, make sure the versioning is automated and an integral part of your 
Cl/CD pipeline.

Next, we are going to discover how we can roll out a new version of a service without 
having a downtime in the system.

Using rolling updates and rollbacks
These days, our applications most often live in the cloud and are accessed by people 
from around the globe, 24 hours a day. If the application is mission-critical to the 
company, then it ;s not possible to just shut down the application or take it offline 
only to be able to deploy some new version of one or many services that make up 
the application.

Downtimes can negatively impact the reputation of the company behind the 
application. Downtimes can also be costly due to the fact that opportunities are 
missed while the application is not accessible, lake an e-shep as an example. While 
your application is down, potential customers cannot place orders, and thus the 
company misses out on revenue.

Thus, we need to come up with a deploymen I mechanism that allows us to release 
new versions of the application without requiring any downtime. We may7 even go 
so far as to not tolerate any degradation in the availability’- of the application.
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Rolling updates and rollbacks are the default strategies that Kubernetes offers to 
enable a downtime-free deployment of a new version of an application service. How 
does this work in principle?

figure 12.1 Rolling updates tearing doion pod

In the preceding graphic, we can see ® application st r vice A running as a Kubernetes 
ReplicaSct. For high availability reasons, the ReplicaSct has at least a scaling factor 
of 3. thus, if one of the service instances fails, we have still two instances that are up 
and running and can serve the traffic. Tn cur case, application service A runs with a 
replication factor of ri.

As we know from Chapter 10, Orchestrating containers, Kubernetes Replicasets are 
used to guarantee, that we always have the number of service instances, or pods, 
available, that we declared in our Kubernetes YAML file that we used to create the 
ReplicaSet. If an instance fails, then Kubernetes automatically launches a new pod 
with a new service instance to reconcile.

I\ow, the second instance of application service A running n pod A2 requires access 
to application service B. Kubet notes automatically load balances this request and 
will direct it to one of the pods B1 to Bm of application service B.
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When wenow update application service B using the default rolling update strategy 
of Kubernetes, Kuhemetes will tear down the first of the pods, in this case, pod Bl. 
'temporarily this pod will not be available, but this is not a problem since we still 
have pods B2 until Bm up and running.

Figure 12.2: Reding uptime—rimiiirtg ura’ pod

Tn the preceding image, you see how Kubernetcs instantiated a pod 131 containing 
the new version of service B to replace the torn down pod.

Kubernetcs will repeal this process with pod B2, then pod B3, until it reaches pod 
Bm. After the last pod has been replaced, the rolling update is finished.

Note that in our example, Kubcmetes would first tear down a pod with the old 
version of application service B and then replace it with an instance of the new 
version of application service B. But the opposite is also possible. Kubernetes will 
first start a new instance ol application service B and add it to RepEcaSel. Only alter 
the new instance is up and running successfully, Kubernetes will now tear down 
one of the old instances of application service B. This process is repeated until all old 
instances are replaced by new instances of application service B.

Weshothd also notice that Kubernetcs provides us with many opportunities to fine­
tune the rolling update. For example, we can define how many pods shall be replaced 
at once in a rolling update. 1 his is useful if we have big Replicasets with dozens 
or hundreds of pods. One would not want to replace them one at a time, as this 
would take a long time. Please check the official and very detailed documentation of 
Kubernetcs for more insight.

Now let us do an example where*  we demonstrate a rolling update using Kubernetes 
Deployment resources. We can use our local single-node Kubernetes cluster for this 
example. There i$ r.o need for a multi-node cluster.
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example. There is r.o need for a multi-node cluster.
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1. Create a new hie called whoami deploynent .yaml and add the following 
content tn it:

apiVersion: apps/vl 
kind: Deployment 
metadata:

name: wheami deployment
spec: 

replicas: 3 
selector:

matchLabels: 
app: whoami

mlnReadySeconds: 10
strategy:

type: RollingUpdate
rollingUpdate:

maxUnavailable: 1
maxSurge: 1

template:
metadata:

labels:
app: who aril

spec: 
containers: 
- name: whoami

image: gnschenker/whoami:1.0 
ports: 
- containerport: 80

2. Use kubectl to create the deployment on your cluster:
kubectl apply -f whoami-deployment.yaml

The output should look like the follow ing;
deployment,apps/whoami-deployment created
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3. Now to show all resources that are created on the cluster by the preceding 
command use the following:
kubectl get all

and you should see an output similar to the following:

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE

NAME READY STATUS RESTARTS AGE
pod/whoami-deployment-64686f77b-5jhvf 1/1 Running 0 7s
pod/whoami-deployment-64686f77b-15clij 1/1 Running 0 7s
pod/whoami-deployment-64686f77b-x7v9r 1/1 Running 0 7s

service/kuberretes ClusterIP 10.96.0.1 <nune> 443/TCP 166d

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/uhoami-deployment 3/3 30 7s

NAME DESIRED CURRENT READY AGE
replicaset .app$/whoami-deployment-64686-F?7b 3 3 3 7s

Notice that we have a single deployment resource called whoami- 
deployirent on the cluster. The deployment also implicitly created a 
ReplicaSet and called it whoami-deployment-64686f77b. The hash code 
64686f77b was automatically created to uniquely' name the ReplicaSet in 
case there is more than one for this deployment. And there will be more, as 
we will see shortly. Finally, we have three pods called whoami-deployrrent- 
64686f77b=<code>, where <code> is one of 5jhvf, 15chj, and x7v9r in 
our case. In your case, the codes may be different. Once again, these codes 
are automatically assigned to the pod names by Kubernetes to keep these 
names umque.

Great, we have three pods running on our system. But we cannot yet reach 
the application running inside the containers. For this, we need to add a 
Kubernetes service.

4. Create a file whoami-service .yami with this content:

apiVersion: vl
kind: Service

metadata:
name: whoami-service

spec:
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3. Now to show all resources that are created on the cluster by the preceding 
command use the following: 
kubectl get all

and yon should see an output similar to the following:

NAME READY STATUS RESTARTS AGE
pod/whoaini-deployment-64686f77b-5jhvf 1/1 Running 0 7s
pod/whoami-deployment-64686f77b~ISchj 1/1 Running 9 7s
pod/whoami-deployment-64686f77b-x7v9r 1/1 Running 0 7s

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
service/kubernetes ClusLer-IP 10.96.0.1 <nuue> 443/TCP 166d

NAME READY UP-TG-DATE AVAILABLE AGE
deployment.apps/whoami-deployment 3/3 30 7s

NAME DESIRED CURRENT READY AGE
replicaset.apps/whoami-deployment-64686f77b 333 7s

Notice that we have a single deployment resource called whoami- 
de ploy merit on the cluster. The deployment also implicitly created a 
ReplicaSet and called it Ui!hoami-deployment-64686f77b. The hash code 
64686F77b was automatically created to uniquely name the ReplicaSet in 
case there is more than one for this deployment. And there will be more, as 
we will see shortly. Finally, we have tliree pods called whoami-deployment- 
64686f77b-<code>, where <code> is one of Sjhvf, ischj, and x7v9r in 
our case. In yoitr case, the codes may be different. Once again, these codes 
are automatically assigned to the pod names by Kubernetes to keep these 
names unique.

Great, we have three pods running on our system. But we cannot yet reach 
the application running inside the containers. For this, we need to add a 
Kubernetes service.

4. Create a file whoami-service .yami with this content:

apiVersion: vl
kind: Service

metadata:
name: whoami-service

spec:
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selector:
app: whoami 

type: Nodeport 
ports: 
- port: 80

protocol: TCP
targetPo^t: 80

5. Use the following command to list till services in the Kubernetes cluster: 
kubectl get services

arid you should see an output like this ore:

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE 
kubernetes ClusterIP 19.96.0.1 <none> 443/TCP 165d
whoami-service WodePort 10.97.45.108 <none> 80:32648/TCP 78s

As you can see, we have a new service called whoami-service or type 
NodePort. Also, note the PORKS) column. There you can see that Kubernetes 
automatically assigned node port 32648 to this service. This is the port over 
which wc can reach the service and the pods. Attention, in your case, the 
port number may differ since Kubernetes automatically assigns a free port.

6 We can now try to reach the whoami application using curl. Note that we do 
this in a loop with 10 iterations:
for i in {1..10}; do curl localhost:32648; echo '\n‘; done

and in our case, the output looks like this:
Hostname: whoami-deployment■64686f77b-x7v9rJ version: 1.0
Hostname: whoami-deployment-64686f77b-x7v9r., Version: 1.0
Hostname: whoami-depJoyment-64686f77b-x7v9r*j.  Version: 1.0
Hostname: whoami-deployment-64685f77b-x7v9r? Version: 1.0
Hostname: whoami-deployment-64686f77b-15chj? Version: 10
Hostname: whoami-deployment-64686f77b-x7v9r> Version: 1.0
Hostname: whoami - deployment-64686f 77b 5 jhvfj. Version: 1.0
Hostname: whoami-deployment-64686f77b-x7v9r> Version: 1.0

Please note that we have hit each of the three pods at least once. You can 
recognize this by their hostname in the output. Hie hostname of each pod,
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by default, corresponds to the name of the pod. The service is doing its job 
and load-h.ilancing the request^ to the available pods.

Great, our deployment is working as expected. Now it is time to try an update of the 
application. Currently, we are using version 1.0 of the app, as shown in the preceding 
output, but we want to upgrade to version 1.1.

1. Edit the file whoami-deployment .yaml and change the image from 
gnschenker/whoami:1.0 to gnschenker/whoami:l.i. Save the change.

2. Open a second terminal window and execute the following command: 
kubectl get rs -w

This will list all replica sets defined on the cluster and refresh the output 
periodically. Note that in the command, we used the valid shortcut rs instead 
of ReplicaSet. Initially, yen should only have one ReplicaSet present, and the 
output should look similar to the following:

NAME DESIRED CURRENT READY AGE

whoami-deployment-G4686f77b 3 3 3 72m

3. Naw, in your first terminal window, apply the change to the cluster using the 
following command:

kubectl apply -f whoami-deploymert.yaml

and observe the output in the second terminal window. After a short moment, 
you should see a second ReplicaSet appearing. This second ReplicaSet is the 
one governing the pods with the new version of the Docker image. "Your 
output should look similar to the following:

NAME DESIRED CURRENT READY AGE

whoani-deployment-64686-F77b 3 3 3 72m
whoami-deployiTient-654f97c6c9 1 0 0 0S
whoami-deployment-G4686f77b 2 3 3 79m
whoam.-deployment-664f97c6c9 2 0 0 Gs
whoani-deployment-64686f77b 2 3 3 79m
whoami-deployment-664f97c6c9 2 0 0 0S
whoani-deployment-6468Gf77b 2 2 2 79m
whoaiiii-deploynient-6c4f 97c6c9 2 1 0 0s
whoami-deployment-664f97c6c9 2 2 0 Gs
whoami-deployment-664f97c6c9 2 2 1 Is
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whoami-deployment-664f97c6c9 2 2 2 is
whoami-deployment-6G4f97c6c9 2 2 2 Ils
whoami-deployment-64686f77b 0 2 2 79m
whoami-deployment-664f97c6c9 3 % 2 Ils
whoami-deployment-64686f77b 0 2 2 79m
whoanii-deployment-664f97c6c9 3 2 2 Ils
whoami-deployment-64686f77b 0 e 0 79m
whoami-deployment-664f97c6c9 3 3 2 Ils
whoami-deployment-664f97c6c9 3 3 3 13s

In the preceding output, we can see that the new ReplicaSet is 
deployment =664f97c6c9. ()n the line where it first appears,

called whoami- 
we can see that

its desired state is 1, and both values, current and ready are still zero. In 
the next lure/ we see that the desired state of the old ReplicaSet has been 
reduced to 2 to compensate for the fact that we have a new pod from the new 
ReplicaSet, but the total number of pods should be 3.

If you follow along, line by line, you can see that this pattern continues. We 
add one pod more to the new ReplicaSet and remove one from the old one 
for compensation. The rolling update is done once the new ReplicaSet has 
the desized number of pods up and ready, and at the same time, tire old 
ReplicaSet has been reduced to zero pods.

Please note that the old ReplicaSet, once it has been drained, is not 
automatically deleted. This has a good reason Knbemetes allows us to 
execute a rollback in case something goes wrong. In this case, it will reuse 
tire old ReplicaSet.

4. We can get more information aboutthe previous rolling update if we describe 
the deployment resource as follows:
kubectl describs deploy wnoarni-deployment

The resulting output is pretty long and detailed. At this time, wc arc only 
interested in the hist part of the output, the list of events. It should look 
similar to the following:

Events:

Type Reason Age From Message

Normal ScalingReplicaSet 12m deployment-controller Scaled 
up replica set whoami-deployment-664-F97c6c9 to 1
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Normal ScalingReplicaSet 12m deployment-controller Scaled 
down replica set whoami-deployrnent-M686f77b to 2

Normal ScalingReplicaSet 12m deployment-controller Scaled
up replica set whoami-deployment-664f97c6c9 to 2

Normal ScalingReplicaSet 12m deployment-controller Scaled
down replica set whoami-deployment-64686f77b to 0

Normal ScalingReplicaSet 12m deployment-controller Scaled
up replica set wtioami-deployrnent-664f97c6c9 to 3

You can. see multiple scale-up and scale-down events in the preceding list 
as expected.

5. Wc can check on the rcpiicasets:
kubectl get rs
and should see the following:

NAME DESIRED CURRENT READY AGE
whoami-deployment-64686f77b 0 0 6 103m
whoami-deployment-664f97c6c9 3 3 3 24m

As expected, the old ReplicaSet is still lingering around but has 0 pods 
associated, whilst the new one has three pods up and running. Note the old 
Kepl.ic.aSet is sti’l tn lite system ana not automatically deleted by Kubenietes to make 
a to the previous state possible. Kubenietcs will hist execute the reverse
process as when updating.

6. We also can use kubectl to check the. status of the rollout of our new version 
by using the following command:
kubectl rollout status deploy whoami-deployment
and, if everything goes well, the output looks like the following: 
deployment "whoami-deployment" successfully rolled out

7. Finally, we describe the pods and make sure that they indeed represent 
the new version. To limit the output to the essential part, we can use this 
command:
kubectl describe pods | grep Image:
and indeed, we get the expected image fur all three pods:
Image: gnschenker/whoami:1.1
Image: gnschenker/whoami:1.1
Image: gnschenker/whoami:1.1
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Normal ScalingReplicaSet 12m deployment-controller Scaled
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kubectl describe pods | grep Image:
and indeed, we get the expected image for all three pods:
Image: gnschenker/whoami:1.1
Image: gnschenker/whoami:1.1
Image: gnschenker/whoami:1.1
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With that, we have shown how toperform a rolling update of Kubernetes deployment 
from one version to the next.

Next, we want to show how we can rollback an upgrade to the previous version in 
case something goes wrong.

1 We start by analyzing the history of our deployment resource: 
kubectl rollout history deploy whoami-deployment 

we should see something like the following: 
deployment.apps/whoami-deployment 
REVISION CHANGE-CAUSE 

1 <none>
2 <nono>

Evidently, we have two revisions so far: the initial deployment of version 1.0 
and the update to version 1.1.

2 . If we want a bit more detailed information about the last revision, we can use 
the following command:

kubectl rollout history deploy whoami-deployment --revision=2 

we have simply added the --revision=2 command line parameter. We will 
see the following;
deployment.apps/whoami-deployment with revision S2 
Pod Template: 

Labels: app=whoanii
pod-template-hash=664F97c6c9

Containers: 
whoami:

Image: gnschenker/whoami:l.l
Port: 80/rCP
Host Port: 0/TCP 
Environment: <none>
Mounts: <none>

Volumes: <none>
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Volumes: <none>
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3 Now using the following command, we can roll back to the previous revision: 
kubectl rollout undo deploy whoami-deployment
and we will find ourselves back to revision 1

4 . Please check it out by using the various commands that you have used 
previously to gather details about the status of the rollout, and so on. 1 or 
example, wc can use the following:
kubectl describe pods | grep Image:
and should get the following:
Image: gnschenker/whoami:1.0
Image: gnschenker/whoami:1.0
Image: gnschenker/whoami0

proving the fact that we tire back where we started.

lb clean-up the system before you continue, use the following commands:
$ kubectl delete sve whoami-service

$ kubectl delete deploy whoami-deploy

Wonderful, now you can rollout new versions of your applications running on 
Kubernetes with confidence. Since the rollout is a rolling upgrade, you will at no 
time face an outage of your system. Pods of the service are gradually replaced with 
their new version.

It is important to remember that during the rollout phase, part of the traffic is handled 
by pods running the old version of the software, and part of the traffic is already 
handled by pods with the new version at the same time. This is not a problem at all 
if the new version of your application service is backward compatible with the old 
one.

It is now time to get to know another important way how you can upgrade your 
application services. This alternative rollout.strategy is called blue-green deployment.

Enabling blue-green deployments
There are situations where a rolling update, as described in the previous section, 
is not enough. One would rather want lo have the current version of the service 
continue rurnung undisturbed in production while installing a new version in 
parallel. Once the new version has been deployed and tested, one can switch over 
the whole application traffic at once, from the old to the new version of the service. 
Ideally, this happens in a hilly automated way triggered by a simple click of a button 
ot similar.
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If something goes wrong, and it turns cut that the new version of the service shows 
unexpected and wrong behavior, one can easily switch back to the previous version 
at once. It is again just a click of a button or a turning of a switch that is needed.

Such a deployment is called a blue-green deployment. At times one also encounters 
the name red-black deployment for the same kind of deployment. This name is just 
a synonym for blue-green deployment.

Figure 12.3: Hine-green deployment

In the preceding image, we can see the following:

1. We have an application service A in production, which accesses an 
application service B. The latter is currently in version 1. This version 1 of 
application service B we call the blue deployment. We also see that version 
2 of application service 13 has been, deployed lo the production system. It is 
not wired to the other services yet, though. We call this version the green 
version Testers using manual or automated tests can internally access the 
green version and make sure it runs as expected.

2. After switching the routing from application service A to version 2 of 
application service B the green version the blue version is now unused 
and disconnected from the system. In case an unexpected bug is discovered 
in the greer. version of B, one can just switch back to the blue version.

Once the green version has been in production for a while arid working flawlessly, the 
blue version can be removed from the system. The next upgrade of the application 
service B will now take the place of blue, and the switch will be from green to blue 
this Lime.

If we want to perform a blue-green deployment of our whorujni container, then 
we can do so by using labels creatively. Remember, labels are used by Kubernetes 
services and other resources to determine which pods they serve.
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In the preceding image, we can see the following:

1. We have an application service A in production, which accesses an 
application service B. The latter is currently in version 1. This version 1 of 
application service B we call the blue deployment. We also see that version 
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services and other resources to determine which pods they serve.
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Before we start, let us describe how such a deployment works in principle:
1. Deploy version 1 of your application, e.g., the whoami application as blue. 

We can do this by adding a color label to the pod. lhe label will have the 
vaiue of blue.

2. Next, deploy lhe Kuberneles service for the application and define lhe (pod) 
selector such as that it contains the label color: blue

3. New create a new version, say version 1.1, of the application. But this time, 
assign a label color: green to the pod

4. Test the green version of the application and assert that it works as expected

5. Finally, switch the traffic from the blue version of the application to the green 
version by updating the Kubemetes service. You need to modify the selector, 
such as the color label now having a value of green. Once the service is 
updated, all traffic will automatically be routed to the new version of the 
application having a label of color: green

6. Run the new green version 1.1 for some Fme and observe it. If the new 
version works as expected, you can now decommission, that is, uninstall the 
old, blue version 1.0.

7. Create the next version of the application. This time it will have the label 
color: blue

8. Test it.

9. Switch the color label in the service from green to blue, and so on.

As you can see, it is a continuous switch from blue to green and back to blue as we 
progress with the versions of lhe application by for example, adding new features 
to it.

Let us now test this in practice with our simple whoami application.

1. Create a file whoami-deploy-blue.yaml containing the Kubernetes 
deployment. It has the following content:

apiVersion: apps/vl
kind; Deployment
metadata:

name: whoami-deploy-blue

spec.
replicas: 3
selector:

matchLabels:
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Before we start, lotus describe how such a deployment works in principle:
1. Deploy version 1 of your application, e.g., the whoaffli application as blue. 

We can do this by adding a color label to the pod. lhe label will have the 
value ol blue.

2. Next, deploy lhe Kuberneles service lor lhe application and define lhe (pod) 
selector such as that it contains the label color: blue

3. Now create a new version, say version 1.1, of the application. But this time, 
assign a label coltr: green to the pod

4. Test the green version of the application and assert that it woi ks as expected

5. Finally, switch the traffic from the blue version of the application to the given 
version by updating the Kubemetes service. You need to modify the selector, 
such as the color label new having a value of green. Once the service is 
updated, all traffic will automatically be routed to the new version of the 
application having a label of color: green

6. Run the new green version 1.1 for some time and observe it. If the new 
version works as expected, you can now decommission, that is, uninstall the 
old, blue version 1.0.

7. Create the next version of the application. This time it will have the label 
color: blue

8. Test it.
9. Sw itch the color label in the service from green to blue, and so on.

As you can see, it is a continuous switch from blue to green and back to blue as we 
progress with the versions of the application by, for example, adding new features 
to it.

Let us now test tins in practice with otrr sunpie whoami application.

I. Create a file whoami-deplay-blue.yarn! containing the Kubcrnetes 
deployment. It has the following content:

apiVersion: apps/vl
kind: Deployment
metadata:

name: whoami-deploy-blue
spec:

replicas: 3
selector:

matchLabels:
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app: whoami

color*:  blue

template:
metadata:

labels:
app: whoami
color: blue

spec:
containers:
- name: whoami

image: gnschenker/whoartii : 1.0
ports:
- containerPort: 80

Notice that the content is pretty much the same as in the previous example 
lltal we used io demonstrate rolling updates. There are two differences, 
though, ihe first is the definition of the color label in the selector for the 
deployment object and the metadata of the pod. The second is the removal 
of the update strategy that we had defined in the rolling update example. We 
do not really need a special -.trategy here, as we are not deploying in place 
but rather in the background.

2. Create a file whoami - sve - bg ♦ yami to define our Kubemetes service w i th the 
following content:

apiVersion: vl
kind: Service

metadata:

name: whoami-sve-bg

spec:
selector:

app: whoami
colon: blue

type: NodePort
ports:
- port: 80

protocol: TCP
targetPort: 80
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app- whoami
color: blue

template:
metadata:

labels:
app: whcami
color: blue

spec:
containers:
- name: whoamn

image: gnschenker/whoarni : 1.0 
ports:
- containerPort: 80

Notice that the content is pretty much the same as in the previous example 
that we used to demonstrate rolling lipdales, there are two differences, 
though. I he first is the definition of the color label in the selector for the 
deployment object and the metadata of the pod. 'Ihe second is the removal 
of the update strategy that we had defined in the rolling update exam pie. We 
do not really need a special -.trategy here, as we are not deploying in place 
but rather in the background.

2. Create a file whoami-svc -bg, yaml to define cur Kubernetes service with the 
following content:

apiVersion: vl
kind: Service

metadata:
name: whoami-svc-bg

spec:
selector:

app: whoami
colon: blue

type: NodePort
ports:
- port: 80

protocol: TCP
targetPort: 80
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It looks very familiar. The only difference in regards to the service we used 
to demonstrate the rolling update is the new name on line 4 and the addition 
of the label color: blue on Line 8.

3 Deploy the blue version of the application using the following:

$ kubectl create -f whoami-deploy-blue.yaml 
deployment.apps/whoami-deploy-blue created 
$ kubcctl create -f whoami-svc-bg.yaml 
service/whoami-svc-bg

4. List all sendees to discover to which port the service got assigned by 
Kubernetes
$ kubectl get service
you should see something like the following:

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
kubernetes ClusterIP 10.96.0.1 <none> 443/TCP 168d
whoani-sve-bg JJIodePort'. 10.107.124.94 <none> 86:3182G/TCP 20s

In our case, the port number is 31820. In your case, it may be a different 
number; thus, pay attention.

5. 'lest this application using curl:
$ curl localhost:31320
do not forget to replace the preceding port number with the one of your 
system. The response should be similar to the following:
Hostname: whoami-deploy-blue-7d57579d9c-kkb8jJ Version: 1.0

And indeed, we have access to version 1.0 of the application. You may 
want to execute the curl command a few more times to observe how the 
Kubernetes service load balances the request to the three different pods 
running the whoami application.

Now, we are ready to deploy the next version of the whoami application.

1 . Create a copy of the deployment file:
$ cp whoami deploy-blue.yaml whoartii-depluy-green.yaml

2 . Modify the content of the new file whoami-deploy-green.yaml and

a) Change the name ot the deployment to whoami-deploy-green (Line 4)
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It looks very familiar. The only difference in regards to the service we used 
to demonstrate the rolling update is the new name on line 4 and the addition 
of the label color: blue on Line 8.

3 Deploy the blue version of the application using the following:

$ kubectl create -f whoami-deploy-blue.yaml 
deployment.apps/whoami-deploy-blue created 
$ kubectl create -f whoami-svc-bg.yaml 
service/whoami-svc-bg

4 List all services to discover to which port the service got assigned by 
Kubernetes
$ kubectl get service
you should see something like the following:

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
kubernetes ClusterIP 10.96.0.1 cnones 443/TCP 168d

whoani-svc-bg NodePort 10.107.124.94 <none> 80:31820/TCP 20s

In our case, the port number is 31820. In your case, it may be a different 
number; thus, pay attention.

5 'lest this application using curl:
$ curl localhost:31820
do not forget to replace the preceding port number with the one of your 
system. The response should be similar to the following:
Hostname: whoami-deploy-blue-7d57579d9c-kkb8j; Version: 1.0

And indeed, we have access to version 1.0 of the application. You may 
wart to execute the curl command a few more times to observe how the 
Kubernetes service load balances the request to the three different pods 
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Now, we are ready to deploy the next version of the whoami application.

1. Create a copy of the deployment file:

$ cp whoami-deploy-blue.yairl whoami-deploy-green.yaml

2. Modify the content of the new file whoami-deploy-green.yaml and

a) Change the name of the deployment to whoami-deploy-green (Line 4)
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b) Change the value of the label color From blue to green (Lines 10 and 
15)

c) change the name of the Docker image to gnschenker/whoami :1.1 (Line 
19)

3 Now create the deployment for the green version with the following:
$ kubectl create -f whoami-dcploy-green.yaml

4. List all deployments
$ kubectl get deployments

you should see something like the following;
NAME READY UP-TO DATE AVAILABLE AGE

whoami-deploy-blue 3/3 3 3 21m
whoami-deploy-green 3/3 3 3 a

As you can see, we have now two deployments, each having 3 pods.

5. Let us list all pods then:

$ kubectl get pods

and you should get the following:

NAME READY STATUS RESTARTS
AGE

whoam-deploy-blue-7d57579d9c-dbssc 1/1 Running 0 22m

whoami-deploy-blue-7d57579d9c-dfrzx 1/1 Running 0 22m

whoartii-deploy-blue-7d57579d9c- kkb8j 1/1 Running 0 22m

whoami-deploy-green-5d8949d449-ljnj2 1/1 Running 0 86S

whoami-deploy-green-5d8949d449-pk8pf 1/1 Running 0 86s

whoami-deploy-green-5dE>949d449- sp94j 1/1 Running 0 86s

We have six pods up and running, three for each color, as you can see in the 
name of the pods.

6 We need to make sure, though, that the service still only serves the blue pods. 
We can do so by again, using our friend the curl command and executing it 
in a loop:

$ for i in {1..20}j do curl localhost:31820; echo '\n'5 done
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Note we have abbreviated the output of the preceding command for clarity. 
It should look like the following:

Hostname: whoami-dep]oy-b2ue-7d57579d9r-dbssc, Version: 1.0
Hostname: whoami-deploy-blue-7d57579d9c-kkb8jt Version: 1.0
Hostname: whoami-deploy-blue-7d57579d9c-dfrzx*  Version: 1.0

Hostname: whoami-deploy-blue-7d57579d9c-dfrzx, Version: 1.0
Hostname: whoami-deploy-blue-7ds7579d9c-dbssc> Version: l.e

Make sure that in the OLttput. vou only see blue pods!

7. Next, we want to define a helper service that makes it easy to test the green 
version of the application Thus, add a new file called vjhoami-svc-bg- 
test. yami and add the following content to it:

apiVersion: vl
kind: Service
metadata:

name: whoami-svc-bg-test
spec:

selector:
app: wnoami
color: green

type: NodePort
ports:
“ port: 80

protocol: TCP
targetport: 80

Note, the content is pretty much the same as in the other service. Just the 
value of the color label is now green - since we want to test the green 
deployment—and the service has a different name whoami -sve bg-test, 
containing the word test for clarity.

8. Create this temporary test service with:
$ kubectl create -f whoami-sve-bg-test.yami
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Note we have gibbreyTSrted the output of the preceding command for clarity. 
It should look like the following:

Hostname: whoami-deploy-b2ue-7d‘57579d9c-dbsscJ Version: l.e
Hostname: whoami-deploy-blue-7d57579d9c-kkb8jJ Version: 1.6
Hostname: whoami-deploy-blue-7d57579d9c-dfrzx*  Version: 1.0

Hostname: whoami-deploy-blue-7dS7579d9c-dfrzx, Version: 1.0
Hostname: whoami-deploy-blue-7d57579a9c-dbssc> Version: l.e
Make sure that in the output, you only see blue pods!

7. Next, we want to define a helper service that makes it easy to test the green 
version of the application Thus, add a new file called whoami-sve-bg- 
test. yaml and add the following content to it:

apiVersion: vl
kind. Service
metadata:

name: whoami sve-bg-test

spec:
selector:

app: whoami
color: green

type: NodpPort

ports:
“ port: 80

protocol: TCP
targetport: 80

Note, the content is pretty much the same as in the other service. Just the 
value of the color label is now &rcen - since we want to test the green 
deployment—and the service has a different name whoami -sve bg-test, 
coni awing the word test tor clarity.

8. Create this temporary test service with:
$ kubeetl create -f whoami-sve-bg-test.yaml
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9. List all services:
$ kubectl get service

you should see something along the line of:

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(5) AGE 
kubernetes ClusterIP 10.96.0.1 <none> 443/TCP 168d
whoami-svcbg Nodeport 10.102.114.211 <none> 80:31820/TCP 30m

whoami-svc-bg-test NodePort 10.104.122.227 <none> 80:31668/TCP 4s

We can easily see that we have now two services for the whoami application,, 
one mapped to port 31821) and the second one that we are going to use for 
testing to port 31668.

10. Tent the newly deployed green version of the application. FTere for simplicity; 
we just use the curl command once again:

$ for i in {1..10}; do curl localhost: 31668; echo '\ri‘; done

Make sure you replace the port in the preceding command with the value 
you get for your test service. I he output looks similarto the following:

Hostname: whoami-deploy-green-5d8949d449-sp94j, Version: 1.1

Hostname: whoami-deploy-gr,een-5d8949d449-ljnj2J, Version: 1.1

Hostname: whoami-deploy-green-5d8949d449-pk8pf, version: 1.1

And we make sure we only see green pods. This is indeed the case, and we 
can, thus, continue with confidence.

11. Now that we have tested the new green version of the application, we can 
finally modify our existing productive service. Open the file whoami-svc- 
bg .yaml and modify the value of the color label to green (Line 8)

12. Apply the change to the service using the following: 
$ kubectl apply -f whoami-sve-bg.yaml

Do not worry about the warning; all is good:
Warning: resource services/whoami-svc-bg is missing the kubectl. 
kubernetes.io/last-applied-configuration annotation which is 
required by kubectl apply, kubectl apply should only be used on
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Hostname: whoami-deploy-gr,een-5d8949d449-ljnj2J, Version: 1.1

Hostname: whoami-deploy-green-5d8949d449-pk8pf, version: 1.1

And we make sure we only see green pods. This is indeed the case, and we 
can, thus, continue with confidence.

11. Now that we have tested the new green version of the application, we can 
finally modify our existing productive service. Open the file whoami-svc- 
bg .yaml and modify the value of the color label to green (Line 8)

12. Apply the change to the service using the following: 
$ kubectl apply -f whoami-sve-bg.yaml

Do not worry about the warning; all is good:
Warning: resource services/whoami-svc-bg is missing the kubectl. 
kubernetes.io/last-applied-configuration annotation which is 
required by kubectl apply, kubectl apply should only be used on
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resources created declaratively by either kubectl create --save­
config or kubectl apply. The missing annotation will be patched 
automatically

service/whoami-svc-bg configured

13. Test this application using curl:
$ curl localhost:31820
and the response should be similar to this:
Hostname: whoami-deploy-green-bd8949d449-ljnj2> Version; 1.1
And indeed, we have now the green version put live.

Great, you have learned how to do a blue-green deployment on Kubernetes by 
leveraging labels. Before you continue, you may want to clean up your environment. 
Use the following commands to do so:
$ kubectl delete service whoami-svc bg
$ kubectl delete service whoami-svc-bg-test
$ kubectl delete deploy whoami-deploy-blue
$ kubectl delete deploy whoamideploy-green

Next, we want to explore a more sophisticated version of the blue-green deployment, 
also called canary release.

Realizing canary releases
Canary releases are used whenever we want to achieve a gradual and controlled 
switch over from one version of the application to the next one. You may now say 
that this sounds exactly like what we did when using the standard rolling updates 
with Kubernetes. And to a certain extent, you are right. But rolling updates are 
rather limited, in how you can control tire gradual switch over from the old to the 
new version of the application. Rolling updates happen in an automated way and 
we have limited influence in the process.

Canary releases, on the other hand, allow us to do a blue green deployment and 
then provide us all the means to first test the new version in isolation and afterwards 
define a custom process on how we want the switch over to happen. Often we first 
funnel a •.mall percentage of the traffic to the new version. The majority of the 
traffic continues to be routed through the old version. We observe the system, and if 
everything behaves as expected, we slowly increase the traffic that we funnel to the 
new version until we reach 101)%. Then we can decommission the old version.

Well, let us sec how we do this in practice. We first start by using all the Kubernetes 
concepts you already know, such as labels and deployments.
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switch over from one version of the application to the next one. You may now say 
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1. Copy the deployment file for blue, whoami-deploy-blue.yaml using the 
following command:
$ cp whoami-deploy-blue.yaml whoami-deploy blue-canary.yaml

2. Copy the deployment file for green, whoamideploygreen.yaml using the 
following command;
$ cp whoami-deploy-green.yaml whoami-deploy-green-canary.yaml

3. Copy the service for the blue-green deployment, whoami-svc-bg.vaml using 
the following command:
$ cp whoami-svc-bg.yaml whoami-svc-canary.yaml

4. Edit the file whoami-deploy-blue-canary.yaml as follows:

a) change the name of the deployment to whoami-deploy-blue-canary

b) set the number of repl cas to 5

5, Edit the file whoami-deploy-green-canary.yaml as follows:

a) change the name of the deployment to whoami-deploy-green-canary

b) set the number of replicas to 1

6. Edit the file whoami-svc-canary.yaml as follows:

a) change the name of the service to whoami-svc-canary

b) make sure the value of the label color is set to blue

7. Deploy the blue pods like the following:
$ kubectl create -f whoami-deploy-blue-canary.yaml

fhe output should be:
deployment.apps/whoami-deploy-blue-canary created

8. Deploy the service as follows:
$ kubectl create -f whoanu-svc-canary.yaml

Ihe output of the preceding command is as follows:
service/whoami-svc-canary created

9. List all services and write down the port number to which your service is 
mapped:
$ kubectl get service

in our case it locks like this:
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1. Copy the deployment file for blue, whoami-deploy-blue.yam] using the 
following command:
$ cp whoami-deploy-blue.yaml whoami-deploy blue-canary.yarn!

2. Copy the deployment file for green, whoami-deploygreen.yaml using the 
following command;
$ cp whoami-deploy-green.yaml whoami-deploy-green-canary.yaml

3. Copy the service tor the blue-green deployment, whoami-svc-bg.vaml using 
the following command:
$ cp whoami-$vc-bg.yaml whoami-svc-canary.yaml

4. Edit the file whoami-deploy-blue-canary.yaml as follows:

a) change the name of the deployment to whoami-deploy-blue-canary

b) set the number of repl cas to 5

5. Edit the file whoami-deploy-green-canary.yaml as follows:

a) change the name of the deployment to whoami-deploy-green-canary

b) set the number of replicas to 1

6. EdH the file whoami-svc-canary.yaml as follows:

a) change the name of the service to whoami-svc-canary

b) make sure the value of the label color is set to blue

7. Deploy the blue pods like the following:
$ kubectl create -f whoami-deploy-blue-canary.yaml

fhe output should be:
deployment.apps/whoami-deploy-blue-canary created

8. Deploy the service as follows:
$ kubectl create -f whoami-svc-canary.yaml

the output or the preceding command is as follows:
service/whoami-svc-canary created

9. List all services and write down the port number to which your service is 
mapped:
$ kubectl get service

in our case it locks like this:
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NAME TYPE CLUSTFR-7P EXTERNAL-TP PORT(S) AGE

kubernetes ClusterIP 10*96.0.1  <none> 443/TCP 169d

whoami-sve-canary NodePort 10.101.142.42 <none> 80:32250/TCP 2mls 
Apparently, our port number is 32250.

10. Test the application:
S for i in {1..20}; do curl localhost:32253; echo ’\n'; done

Make sure you replace the port in the preceding command with the one 
Kubernetes assigned to your service. Make sure you only see blue pods and 
that you see five different instances.

So fcii, so good. This is nothing new for us at this time. But now the interesting part 
comes. We want to run approximately 20% of the traffic through the new version of 
the whoami application. If all goes well, then we gradually will increase the traffic 
to green by scaling up the number of pods for green and, at the same time, scaling 
down the number of blue pods.

1. Deploy the green version of the pods:
$ kubectl create -f whoami-deploy-green-cariary.yami

This will deploy a single green pod due to the fact that we set the number of 
replicas in the file to one.

At this time, the green pod is not accessible through the service since the 
selector of the service only selects blue pods.

2. Edit tlre service whoami- svc- canary with this command:
$ kubectl edit sve whoami-sve-canary

and remove the label color by deleting Line 8. Save your changes. The 
changes will be applied immediately.

3. Test the application;
$ for i in {1..20}; do curl localhost:32250; echo '\n‘; done

Observe that now part of the traffic is tunneled through the green pod, as 
shown in the following snippet of our output:

Hostname: whoami-deploy-blue-canary-7d57579d9c-8454g, Version: 1.0
Hostname: whoami-deploy-green-canary-5d8949d449-tkbdbJ Version:
1.1
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NAME TYPE CLUSTFR-7P EXTERNAL-TP PORT(S) AGE

kubernetes ClusterIP 10*96.0.1  <none> 443/TCP 169d
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S for i in {1..20}; do curl localhost:32253; echo ’\n'; done

Make sure you replace the port in the preceding command with the one 
Kubernetes assigned to your service. Make sure you only see blue pods and 
that you see five different instances.

So fcii, so good. This is nothing new for us at this time. But now the interesting part 
comes. We want to run approximately 20% of the traffic through the new version of 
the whoami application. If all goes well, then we gradually will increase the traffic 
to green by scaling up the number of pods for green and, at the same time, scaling 
down the number of blue pods.

1. Deploy the green version of the pods:
$ kubectl create -f whoami-deploy-green-cariary.yami

This will deploy a single green pod due to the fact that we set the number of 
replicas in the file to one.

At this time, the green pod is not accessible through the service since the 
selector of the service only selects blue pods.

2. Edit tlre service whoami- svc- canary with this command:
$ kubectl edit sve whoami-sve-canary

and remove the label color by deleting Line 8. Save your changes. The 
changes will be applied immediately.

3. Test the application;
$ for i in {1..20}; do curl localhost:32250; echo '\n‘; done

Observe that now part of the traffic is tunneled through the green pod, as 
shown in the following snippet of our output:

Hostname: whoami-deploy-blue-canary-7d57579d9c-8454g, Version: 1.0
Hostname: whoami-deploy-green-canary-5d8949d449-tkbdbJ Version:
1.1
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Hostname: whoami-deploy-blue-canary-7d57579d9c-j67vj, Version: 1.0
Hostname: whoami-deploy-blue-canary-7d57579d9c-88nbcij Version: 1.0

4. Scale down the blue deployment using this imperative command:
$ kubectl scale deploy whoami-deploy-blue-canary --replicas=4

The output is:
deployment.apps/whoami-deploy-blue-canary scaled

5. List all deployments:
5 kubectl get deployment

and you should see the following:

NAME READY UP-TO-DATE AVAILABLE AGE
whoami-deploy blue-canary 4/4 4 4 28m
whoami-deploy-green-canary 1/1 1 1 11m

indicating that we have four blue pods and one green pod. that now makes 
20% cf the traffic flow through the green.

6. Next, we want to funnel even more traffic through the new version of the 
application. For this, we have to scale up the green pods and, at the same 
time, scale down the blue pods. Do this:
$ kubectl scale deploy whoami-deploy-grsen-canary --replicas=2
$ kubectl scale deploy whoani-deploy-blue-canary --replicas=3

and double check that the pods scale as expected with:
$ kubectl get deployment

7. Make sure approximately 40% of the traffic is tunneled to the green version 
and about 60% to the blue version:
$ for i in {1..20}; do curl lucalhost:32250; echo *\n';  done

8. Continue to scale up green and settle down blue until you reach zero pods 
for blue.

9. When you are done, clean up the system with the following commands:
$ kubectl delete svc/whoami-svc-canary
$ kubectl delete deploy whoami-deploy-blue-cana^y
$ kubectl delete deploy whuami-deploy-green-canary

OK, we have managed to create a canary7 release just with the standard tools of 
Kubernetes. But we can do better. We will show, as an example, how much benefit
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Hostname: whoami-deploy-blue-canary-7d57S79d9c-j67vjj Version: 1.0

Hostname: whoami-deploy blue-canary-7d57579d9c-88nbd, Version: i.G

4. Scale down the blue deployment using this imperative command:
S kubectl scale deploy whoami-deploy-blue-canary --replicas=4

The output is:
deployment.apps/whoami-deploy-blue-canary scaled

5. List all deployments:
$ kubectl get deployment

and you should see the following:

NAME READY UP TO DATE AVAILABLE AGE
whoami-deploy blue-canary 4/4 4 4 28m
whoami-deploy-green-canary 1/1 1 1 13m

indicating that we have four blue pods and one green pod. that now makes 
20% cf the traffic flow through the green.

6 Next, we want to funnel even more traffic through the new version of the 
application. For this, we have to scale up the green puds and, at the same 
time, scale down the blue pods. Do this:
$ kubectl scale deploy whoami-deploy-green-canary --replicas-2
$ kubectl scale deploy whoani-deploy-blue-canary --replicas=3

and double check that the pods scale as expected with:
$ kubectl get deployment

7 Make sure approximately 40% of the traffic is tunneled to the green version 
and about 60% to the blue version:
$ for i in {1..20}; do curl lucalhost:32250; echo ’\n‘; done

8. Continue to scale up green and scale down blue until you reach zero pods 
for blue.

9. When you are done, clean up the system with the following commands:
$ kubectl delete svc/whoami-svc-ranary
$ kubectl delete deploy whoami-deploy-blue-canary
$ kubectl delete deploy whuami-deploy-green-canary

OK, we have managed to create a canary release just with the standard tools ot 
Kubernetes. But we can do better. We will show, as an example, how much benefit
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we can achieve by using a service mesh such as Gloo. Let us have a look.

Canary releases with Gloo
In the previous example, we enabled canary releases just with the means provided 
by Kubemetes out of the box, namely, labels and deployments. This works but 
introduces a strong coupling between the amount of traffic funneled through a 
particular version of the application service and the scaling factor of the blue and 
green versions of the application service. In this section, we want to show how a 
canary release can be enabled more elegantly by using a sendee mesh such as Gloo. 
Let us start.

1. First, we install Gloo on our Kubemetes cluster. In the author's case, it is 
the Kubemetes cluster of Docker Desktop on a MacBook Air with the Ml 
processor

a. Download and install Gloo and add the binaries folder to the path 
with the following command;
$ curl -sL https://run.solo.io/gloc/install | sh
$ export PATH-$HCVE/.gloo/bir:$PATH

b. Make sure Gloo is Installed with the following:
$ glooctl version
You should see something like the following:
Client: {"version":"1.11.7"}
Server: version undefined, could not find any version of gloo 
running

c. With rhe following command, we instal l the gateway for our cluster 
$ glooctl install gateway
and after a moment or sc, you should see this output in your terminal:
Creating narespace gloo-system__ Done.
Starting Gloo installation...

Gloo was successfully installed!

d. Finally, we can double-check the installation, eg., with, the following: 
$ kubectl get pod -n gloo-system
and we should see the following:
NAME READY STATUS RESTARTS AGE

https://run.solo.io/gloo/install
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Tn the previous example, we enabled canary releases just with the means provided 
by Kubemetes out of the box, namely, labels and deployments. This works but 
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$ glooctl install gateway
and after a moment or so, you should see this output in your terminal:
Creating narespace gloo-system__ Done.
Starting Gloo installation...

Gloo was successfully installed!

d. Finally, we can double-check the installation, e.g., with the following:
5 kubectl get pod -n gloo-system
and we should see the following:
NA‘4E READY STATUS RESTARTS AGE
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discevery-667cb696cc-7ksdm 1/1 Running 0 32m

gateway 569c6c7f79-zh2f6 1/1 Running 0 32m

gateway-proxy-99c66dc8-fff6z 1/1 Running 0 32m
gloo86b4b8b498-ljxd8 1/1 Running 0 32m

We are now ready to install the application.

2. Create a new file called whoami-gloo-deploy.yaml with the following 
content:
apiVersion: vl 
kind: Service 
metadata: 

name: whoami
spec :

selector:

app: whoami 
type: NodePort 
ports: 
- port: 80

protocol: TCP 
targetPort: 80

apiVersion: apps/vl
kind Deployment

metadata:
name: whosm.i-blue

spec:
replicas: 1
selector:

matchLabels:
app: whoami
color: blue

template:
metadata:

labels:
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discovery-667cb696cc-7ksdm 1/1 Running 0 32m
gateway 569c6c7f79-zh2f6 1/1 Burning 0 32m
gateway-proxy-99c66dc8-fff6z 1/1 Running 0 32m
gloo-86b4b8b498-ljxd8 1/1 Running 0 32m

We are now ready to install the application.

2 Create a new file called whnami-gloo-deploy.yaml with the following 
content:
apiVersion: vl 
kind: Service 
metadata:

name: whoami
spec:

selector:

app: whoami 
type: NodePort 
ports: 
- port: 80

protocol: TCP 
targetPort: 80

apiVersior: apps/vl
kind: Deployment
metadata:

name: whoami-blue
spec:

replicas: 1
selector:

matchLabels:
app: whoami
color: blue

template:
metadata:

labels:
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app: whoami 

color: blue

spec:
containers:
- name: wboami

image: gnschenker/whoami:1.0

ports:
- containerport; 80

apiVcrsion: apps/vl
kind: Deployment

metadata:
name: whoami green

spec:
replicas: 1
selector:

matchLabels:
app: whoami
color: green

template:
metadata:

labels:

app: whoami
color: green

spec:
containers:
- name: whoami

image: gnschenker/whcami:l. 1
ports:
- containerPort: 80

Note that w c have added the manifests for the service and the deployments 
for version 1.0 and version 1.1 to the same file to simplify things g bit. The 
definitions are pretty much the same as the ones we used in the previous 
examples in this chapter. We "'only" adjusted the names of the service and
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app: whoami 

color: bice

spec:
containers:
- name: whoami

image: gnschonker/whoami:1.0 
ports:
- ccntainerPort: 80

apiVersion: apps/vl
kind Deployment
metadata:

name: whcami-green
spec:

replicas: 1
selector:

matchLabels:
app: whoami
color: green

template:
metadata:

labels:
app: whoami
color: green

spec:
containers:
- name: whoami

image: gnschenker/whcami:l.1 
ports:
- containerPort: 80

Note that we have added the manifests for the service and the deployments 
for version 1 0 and version 1.1 to the same file to simplify things a bit. The 
definitions are pretty much the same as the ones we used in the previous 
examples in tliis chapter. We "only" adjusted the names of the service and
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the deployments. Also, note how we separate individual manifest with three 
.dashes (—' This is the Kuhernetes standard

Also, note that wehave requested only a single replica for both deployments. 
We do this purposefully to show that the number of replicas is completely 
decoupled from the amount of traffic that we will send to blue or green. Stay 
tuned.

3. New create another file and call il whoami-gioo-upstream.yaml, and add 
the following content to >1;

apiVersion: gloo.solo.ic/vl 
kind. Upstream 
metadata: 

name: whoaml 
namespace: gloo-system 

spec:
kubc:

selector:
app: A'hoair.i 

serviceName: whoami 
servi eNamespace: default 
serviccFort: 80 
subset5pec: 

selectors:
- keys: 

- color

With this, we model the application as a Choo Upstream, which is Gtoo's 
abstraction fora traffic destination.

Explaining all the details about Gloo is beyond the scope of this book. If 
you want to know more about Gloo, we encourage you to read the external 
resources about it listed at the end of this chapter

4. Next, create a fife called whoami-gloo-virtual-service.yaml with the 
following content: 

apiVersion: gateway.sclo.io/vl 
kind; Vi^tualService 
metadata:
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name: whoami
namespace: gleo system

spec *
vlrtualHcst:

domains:

routes:
- matchers:

- headers:
- name: stag?

value: canary
prefix: /

routeActlon:
single:

upstream:
name: v-’hoami
namespace: gloo-system

subset:
values:

color: green
- matchers:

- prefix: /
routeAction:

single:
upstream:

name: whoami
namespace gloo-system

subset:
values:

color: blue

In the preceding manifest we define a route to the upstream in G.00 with 
a VirtualService. Note the routes part of this manifest. It contains 
two matchers entries. These are the filters that help you define to which 
destination the traffic shall be routed.
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name: whoami 
namespace: glco-system 

spec *
virtuElHcst: 

domains: 
_ " *

routes:
- matchers: 

“ headers:
- name: stage 

value: canary 
prefix: / 

routeActlon: 
single: 

upstream: 
name: v'hoami 
namespace, glco-system 

subset: 
values: 

color: green
- matchers:

- p refi x: / 
routeAction: 

single: 
upstream: 

name: whoami 
namespace: gloo-system 

subset:
values: 

color: blue

In the preceding manifest we define a route to the upstream in G.00 with 
a VirtualService. Note the routes part of this manifest It contains 
two matchers entries. These are the filters that help you define to which 
destination the traffic shall be routed.
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In the first matchers entry, we define that traffic that arrives with a header of 
stage: canary is matching this filter ard will be routed to the destination 
defined in the routeAction. In this case, it will be directed to the whoami 
upstream that has the label color: green defined. That is, the traffic will be 
funneled tc pods running the whoami application with version 1.1.

I'he second matchers entry applies to everything else and will be directed to 
the whoami upstream that has the label color: blue defined. That is, the 
traffic will bo funneled to pods running the whoami application with version 
1.0.

Attention: the order of the matchers entries matters. If you switch them in 
our example, all traffic will always be directed to the blue version.

5. It is now time to deploy the application. Use the following commands to do 
so:

a) Deploy the two versions of the whoami application:
$ kubectl apply -f whoani-gloo-deploy.yaml

resulting in the following output:
service/whoairi created
deployment.apps/whoami-blue created
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URL. We can do this with the following command-
$ glooctl proxy url

In our case, the output looks like the following:
http://localhost: 86

7 Let us now try to access the application. We can use the preceding URL:

http://localhost:89
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$ curl htip://localhost:80/

and should get an output similar to the following:
Hostname: whoami-blue-7d57S79d9c-bl4zn, Version: 1.3%
This indicates that we are indeed reaching the blue version of the application. 
Alternatively, instead of using the hardcoded preceding LRL, we can 
continue using glooctl proxy command and remain more generic:
$ curl $(glooctl proxy url)/
1'he output should be the same.

8. Repeat the preceding command a few times to make sure that you only ever 
reach the blue version of the application.

3 Now, let us add the header stage: canary, to cur request, which should be 
the criteria to route us to the green version of the application:
$ curl $(glooctl proxy url)/ -H "stage: canary"
And indeed, we should gel an answer like this;
Hostname: whoami-green-5d8949d449-7rcrwJ Version: 1.1%

With this, we have shown how one can deploy and test a staging version 
using Gloo. By the way, instead of only using a request header to access the 
staging version of the software, we could also use a more sophisticated filter. 
The commercial version of Choo, for example, would allow us to only route 
authenticated users to the staging version that has a well-defined claim in 
their JWT token.

10. Great, but now we want to slowly7 move over traffic from the blue version 
to the green version. For this, we can slightly modify the second matchers 
section in the uhoami-gloo-virtual-service .yami file. Please replace it 
with this code snippet:

- matchers:
- prefix: /

routeActicn:
mult'T:

destinations:
- destination:

upstream:
name: whoami
namespace: gloo-system

http://localhost:80/
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$ curl http://localhost:80/

and should, get an output similar to the following:
Hostname: whoami-blue-7d57579d9c-bl4zn, Version: 1.0%

This indicates that we are indeed reaching the blue version of the application. 
Alternatively, instead of using the hardcoded preceding LRL, we can 
continue using glooctl proxy command and remain more generic:
$ curl ifglooctl proxy url)/

The output should be the same.

8. Repeat the preceding command a few times to make sure that you only ever 
reach the blue version of the application

9 Now, let us add the header stage: canary, to our request, which should be 
the criteria to route us to the green version of the application:
$ curl $(glooctl proxy url)/ -H "stage: canary”
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using Gloo. By the way, instead of only using a request header to access the 
staging version of the software, w'e could also use a more sophisticated filter. 
The commercial version of Gloo, for example, would allow us to only route 
authenticated users to the staging version that has jt well-defined claim in 
their JWT token.

10. Great, but now we want to slowly move over traffic from the blue version 
to the green version. For this, we can slightly modify the second matchers 
section in the whoami-gloo-virtual-service.yaml file. Please replace it 
with this code snippet.

matchers:
- prefix: /

rcuteAction:
mult .:

destinations:

- destination:
upstream:

name: whoami
namespace: gloo-system

http://localhost:80/
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subset:

values:

color: blue
weight: 75
destination:

upstream:
name: whoami
namespace: gloo-system

subset:
values:

color: green
weight: 25

We have replaced the routeAction from single to multi. Now, we have two 
destinations instead of one, blue and green. We are using a weight to decide 
how much traffic goes to blue versus how much goes to green. In our case, 
we funnel 75% of the traffic to blue and the remaining 25% to green.

11. Apply the changes with the following command:
$ kubectl apply -f whoami-gloo-virtual-service-yaml
giving th] s output:
virtualservice.gateway*solo.io/whoami  configured

12. lest the result by running the following command multiple times:
$ curl ${glooctl proxy url)/
Make sure that you hit the blue version 3 times more often than the green 
version.

13. Optional: Change the weights to, say, 50 and 50 and applv the changes. 
Then trv to access the whoaini application and make sure both services are 
accessed with the same frequency.

14. When you arc done, clean up your cluster with the following commands:

$ kubectl delete service/whoami
$ kubectl delete deploy/whoam-blue
$ kubectl delete deploy/whoami-green
$ kubectl delete -f whoanii-gloo-L.pstream.yaml

virtualservi.ee
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$ kubectl delete -=F whoami-gloo-vir'tual-ser'vice.yaml

Tn this section, we showed yon how one can create a canary release, either bv using 
the native tools of Kuhemetc*;,  such as labels and deployments, or more elegantly, by 
using a service mesh, such as Gloo. Other well-known service meshes offer similar 
capabilities. Note that at the time of this writing, Istio, one o{ the most popular 
service mesh for Kubernetes, did not run on a Mac with an Ml processor. This is a 
documented bug.

Conclusion
Ln this chapter, we have recommended and discussed the use of a sound versioning 
strategy for your artefacts, such as applications and application services that you 
run in Kubernetes. The strategy most used in the IT industry is semantic versioning, 
which we recommend.

Next, we have introduced rolling updates, provided to you by Kubernetes as a 
default update strategy out of the box. In this strategy, when updating an application 
service from, say, version 1 to version 1.1, Kubernetes replaces one pod at a time 
with the new version, 'lhe application service remains available all the time if it 
is rumiing with a replication factor of 2 or higher. High availability- requirements 
anyways dictate that you run your application services with a replication factor of 
3 or higher.

Next, wo introduced blue green deployments, another strategy to update an 
application service. It is easy to achieve on Kubernetes by using labels. Wo have 
shown step by step how this works in this chapter.

Finally, we have presented two ways of how to enable canary releases on Kubernetes. 
Canary releases are a more sophisticated variant of rolling updates. Often canary 
releases are not just used to upgrade an application service, but canary releases are 
a popular marketing instrument, allowing to test new features with a small target 
group and slowly increasing lhe target group in a controlled way.

The first variant of the canary7 release implementation we presented just uses out- 
of-thc-box features of Kubernetes, such as labels. The second variant used a service 
mesh to enable the gradual switching from the old version of the application service 
to the new one. In our example, we used the Gloo service mesh. But many other 
service meshes Support canary releases too; for example, Istio is another very 
popular service mesh.

References
a Documentation to Gloo Mesh: https://www.solo.io/products/gloo-mesh/

https://www.solo.io/prodiicts/gloo-inesh/
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Questions
lb assess your progress, please try to answer the following questions:

1. Which Kubernetes object gives you the ability to execute rolling updates ot 
your applications and application services?

2. Explain what the following snippet from a Kubernetes deployment manifest 
means:
strategy:
type: RollingJpdate
rollingllpdate:
rraxUnava liable: 2

maxSurge: 2

3 How many Replicasets does Kubernetes use during a rolling update? And 
what is each of those Rcplicascts used for?

4, After Kubernetes has finished a rolling update, w'hat does it do with the 
ReplicaSet that did govern the pods running the old version of the application 
service?

Answers
Here are the ansivers to the preceding questions:

1 The Kubernetes Deployment object provides the ability to execute roiling 
updates of an application or an application service.

2. This is a snippet from die definition of a Kubernetes Deployment resource. 
It defines that Kubernetes should use the rolling update strategy to update 
the: service when requested. Furthermore, the snippet defines that the rolling 
update shall happen in batches of two pods at a time. maxSurge: 2 indicates 
that Kubernetes is allowed to add maximum two new pods containing the 
new version of the application service to the set of pods. maxUnavailable: 
2, on the other hand, indicates that Kubernetes shall tear down two pods at 
max, containing the old version of the application service at a time.

3. Kubernetes usestwroReplicaseis during a rolling update.The firstone is used 
to control the pods of the old version of the application service, whereas the 
second ReplicaSet is used to govern the set of pods running the new version 
of the application service.

4. t he ReplicaSet that did govern the set of pods containing the old version of 
the application set is not automatically deleted by Kubernetes and remains
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in the system. The number of pods it governs is zero, though. The reason 
why the RepliraSet is left there is to make it simple to rollback an update 
and return to the previous version of the application service with a simple 
command.

Job Interview sample questions
So, you finally got a chance tor an onsite interview for a job as a senior software 
developer, the job is offered by an established enterprise with a good name in the 
market. You are excited tc have been given a chance for this interview. During the 
interview, you are confronted with the following questions:

1. Why are rolling updates a good deployment strategy for a mission-critical 
line of business application?

2. You are tasked to deploy a new version of an application to Kubernetes. 
The upgrade process needs to be "zero downtime". In a few short sentences, 
explain what options you have and how you would do this.

3. Please tell us how you would realize a blue-green deployment on Kubernetes. 
Please list the main steps reeded to implement such a blue-green deployment 
for a simple application service. Avoid going into too much detail.

4. Why would we use canary releases as a deployment strategy? Does the 
rolling update strategy not cover everything a canary release is about?

Possible answers to interview questions
Here are possible answers Lo the preceding questions:

1. Amission critical application cannothaveany down time these days anymore. 
Thus we need a deployment strategy that guarantees vs zero downtime 
updates of our applications and/or application services. Rolling updates is 
a deployment strategy that does exactly that, allowing us to rollout a new 
version whilst the application as such rcmaiiis operational at all the time.

2. There arc various rollout strategies for new versions of application services 
that do not require to take down the whole platform or application. The three 
most popular versions of this are as follows:

a) Rolling updates
b) Blue-green deployments

c) Canary releases
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Rolling updates are the default strategy of Kubemetes. We can achieve 
this by using Kubernetes Deployment resources and configuring them 
accordingly

Blue-green deployments can easily be achieved in Kubernetes by using 
labels, e.g., color: blue versus color: green. The Kubernetes service 
that does proxy the incoming requests to the pods can then be instructed 
to select either the blue or the green pods with a simple update.

3. As mentioned in answer 2, a blue green deployment in Kabcrnctcs con be 
achieved as follows:
a) Use a Deployment object for each blue and green version of the 

application service
b) Provide a label color with the value blue and green, respectively, in the 

definition of Deployment
c) Define the Kubernetes service working as a proxy for the deployment. In 

the selector of the service, definition set one of the criteria to be the label 
color: blue, this means rhat the Kubernetes service wilt funnel all 
traffic to the old—that is blur1—version of the application service. When 
ready, modify the service and set the value of the color filter to green. 
The Kubernetes service will now funnel all traffic to the new, green 
version of the application service.

4. Rolling updates are controlled by Kubernetes and leave us limited space for 
external control. Canary releases are basically also rolling updates, but they 
give us more fine grained control over what shall happen during the update. 
Specifically, we can define our own criteria that determine how (he gradual 
switch over of the traffic from blue to green shall happen. We can develop 
a feedback loop that measures some KPIs over some time, and in case of 
success, we can turn the know a notch forward.

Join our book’s Discord space
Join the book's Discord Workspace for Latest updates, Offers, Tech happenings around the 
world, New Release and Sessions with the Authors:
hftps://d i scord .bpbonl i n c.cotn

https://d
ne.com
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Chapter 13
Securing 

Containers

Introduction
Containers are enablers of a secure software supply chain based on encapsulation 
(using Linux namespaces, and cgroups), secrets, content trust, and image 
vulnerability scanning.

In this chapter, we will introduce Kubernetes secrets as a means to configure services 
and protect sensitive data, the reader will learn how to provide trust in container 
images and, how to scan images to proactively identify and eliminate vulnerabilities 
that bad actors ccuid exploit. Next, we will discuss the use of software defined 
networks, port and protocol mapping, as well as ingress and egress rules to further 
firewall their precious applications. We will also provide a short list of Docker 
security best practices. Last but not least, the reader is presented a list of possible 
container security-related job interview questions and good responses to each of 
those questions.

We will be using Docker Desktop, Kubernetes, the terminal, and VS Code in this 
chapter, furthermore, we will use Docker Content Trust (OCT) io trust and Snyk to 
scan hnages.
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Structure
In th is chapter, we will discuss the following topics:

• Using Kubernetes secrets
• Trusting containers
« Scanning container images for vulnerabilities ar.d exposures
» Firewalling applications running in containers
• Discussing Docker security best practices

Objectives
After reading this chapter, you will be able to define and use secrets, such as 
passwords or API key secrets, with applications running in containers on Kubernetes. 
You will also be able lo trust the containers that you will be running in production 
and thus making man-in-the-middle type of attacks impossible, that try to alter an 
existing Docker image in transit. You will also learn bow you can further secure your 
applications by establishing software-defined networks and by mapping ports and 
protocols according to your need. Additionally, you will understand hew you can 
scan your Docker images for common exposure and vulnerabilities, in short called 
CVts. Finally, you will be able to create a list of at least tluee to four Docker security 
best practices.

Let us start with using secrets.

Using Kubernetes secrets
Modem applications often require access to protected resources such as databases, 
blob storage, or third-party APIs. In this case, the application needs to authenticate 
itself to the resource provider. If the resource provider is a database, then the 
application usually does this by using a connection string. This connection string 
may contain a secret, such as a password. We all know that it is an ant pattern 
to provide such a secret in clear text to the application, no matter if the secret is 
hardcoded in the source code of the application or if it is provided in clear text 
through a configuration file or an environment variable.

Ok, that said, what are we supposed to do instead? The answer is to use Kubernetes 
secrets.

Explaining Kubernetes secrets
When we want to use passwords, APT key secrets or certificates on Kubernetes, we 
want to make sure that this sensitive information can only ever be seen and accessed
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by the authorized or dedicated service. All the other services that are running on the 
same cluster should not be able to iccess these secrets.

This is why the folks around Kubemetes decided to introduce Kubemetes secrets. 
On Kubemetes, a secret is a key-value pair, where the key is a unique name for 
the secret, and the value contains the actual sensitive data. Kubemetes will store 
the secrets in etcd. Remember., etcd is a distributed key-value store that is used to 
nicunage all daia about the Kubemetes cluster.

Kubcrnctcs can be configured in a way that the secrets arc encrypted at rest £in etcd) 
and in transit, that is, when the secret is transmitted over the wire from a master 
node to the worker nodes where the pods run that consume the secret.

We have two ways to define a secret, declarabvely and imperatively.

Declaratively defining secrets
We can create a Kubemetes secret declaratively using a JSON or YAML file, the same 
way as we define any other obfect on Kubemetes. Here is a sample YAML file that 
can be used to define a secret called my-secret:
apiVersion; vl
kind: Secret
metadata:

name: my-sccret
type: Opaque
data :

username: am9obiSkP2JK
password: c0VjcnV9LXBhclN3MHJECg==

Let us decipher the values and describe what they are. tn the metadata block, we 
have the name of the secret, in this case, my-secret. Then, we have the data block, 
which contains the actual data of the secret, that is, the sensitive part. Tn our case, it is 
a short list ot key-value pairs where the value part looks as if it had been encrypted. 
But unfortunately, this is not the case. The values are just the base64-encoded values 
of the original values. It is easy to prove this by decoding those values using the 
base64 tool on your laptop:

$ echo "am9obi5kb2UK" | base64 --decode
john.doe
$ echo "c0VjcmV0LXBhclN3FIHJ=Cg==" | base64 --decode
sEcret-pasSw©rD
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(liven this, it is not recommended to use the declarative definition of secrets in 
production but rather rely on a more secure way, such as imperatively defining 
secrets. Before we do that, though, let us provide the complete recipe for how to 
create a secret on Kubemetcs using this declarative method:

1. Use a toed such as base64 to encode the values for the username and 
password:

$ echo "sue.hunter” [ base64
c3VlLmhlbnRlcgo=
$ echo "Top-Secret" I baseS4
VG9wLWlY311dAo=

2. Add the generated values to your YAML file. Call the file my-secret .yami: 

apiVersion: vl 
kind: Secret 
metadata:

name; my-secret
type Opaque
data:

username: c3VLLmhlbnRlcgo=
password: VG9>vLVNlY3]ldAo=

3 Create the secret using kubectl:

$ kubectl create -f my-secret.yaml 
secret/my-secret created

4. Describe the secret, also using kubectl. 

$ kubectl describe secret/my-secret 
Name: my secret
Namespace: default
Labels: <none>
Annotations: <none>

Type: Opaque

Data
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password: 11 bytes
username: 11 bytes

5. In the description of the secret, the values are hidden, and only their length 
is given. So, maybe the secrets are sale now? No, not really- We can easily 
decode this secret using the kdbectl get command (do not forgot the 
output parameter -o yami):
$ kubectl get sccret/my-secret -o yawl

J lere is the output;
apiVersion: vl
data:

password: VG9wLVMY3JldAo=
userra’ne: c3VlLmhlbnRlcg3=

kind: Secret
metadata;

c reat ionTimestamp: "2922-07-28108:53:37Z" 
name: my-sec ret
namespace: default 
resourceversion: ”116368"
uid: O90a0ca0-84a7-4618-al88-0711cl7d8729 

type: Opaque

Figure 13.1: Output of the kvbeci! gef cotiiitutud

6. Decode the values using base64, as described earlier.

7. Once you are done experimenting with the secret, you can delete itas follows.
$ kubectl delete secret/my-secret
secret "my-secret" deleted

Now let us have a look at how we can imperatively define a secret on Kubemetes.

Imperatively defining secrets
To imperatively define secrets, we can use our trusted kubectl command line tool 
This method is often used while experimenting with secrets and also by system 
admins to define secrets on a production cluster, This way, only the admin will have 
to know the sensitive data of the secret.

Let us see bow this works:

1. Create the values for the secrets you want to define, in tills case, once again 
username and password, and store them each in a file:
$ echo -n "john.doe" > ./username.txt
$ echo -n "cenFidentldl" > ./password.txt
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password: 11 bytes
username: 11 bytes

5 In the description of the secret the values are hidden, and omy their length 
is given. So, maybe the secrets are sale now? No, not really- We can easily 
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apiVersion:
data:
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k i । rtrr*  st.c ret"-
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Figure 13.1: Output of the kubectl get (.(Miutuiitil

6 Decode the values using base64, as described earlier.

7 Once you aredoneexperiinentrngwith the secret,you can delete itas follows:
$ kubcctl delete secret/my-secret
secret "my-secret” deleted

Now let us have a look at how we can imperatively define a secret on Kubernetes.

Imperatively defining secrets
To imperatively define secrets, we can use our trusted kubectl command line tool 
This method is often used while experiment mg with secrets and also by system 
admins to define secrets on a production cluster. This way, only the admin will have 
to know the sensitive data of the secret.

Let us see bow this works:

1. Create the values for the secrets you want to define, in this case, once again 
username and password, and store them each in a file:
$ echo -n "john.doe" > ./username.txt
$ echo -n "cenFidentldl" > ./password.txt
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2. Use kubectl to creates secret named my-other-secret using the values in 
the files:
$ kubectl create secret generic my-other-secret \

--from-file=ust*rname-./username.txt  \
--from-file=password=./password.txt

secret/my-other-secret created

Note the - -from-file parameter that allows you to add 1 to many key-value 
pairs to a secret, where the value is retrieved from a file.

3 If wc want to use literal values instead of files, then wc can use a slightly 
modified version of the command, using the parameter - -f rom-literal to 
define the key-value pairs:
$ kubectl create secret generic my-tfiird-secret \

--from-literal=username=sally.king \
--from-literal=password=1SillyPassw0rdl23'

secret/my-third-secret created

4. Use the following command to list all secrets defined in the cluster: 
$ kubectl get secrets
NAME TYPE DATA AGE
ny-other-secret opaque 2 6mls
my-third-secret Opaque 2 61s

5. Use the describe command to get the details of a secret, such as:

$ kubectl describe secrets/ny-otter-secret
Name: my-other-secret
Namespace: default
Labels: <none>
Annotations: <nnne>

Type: Opaque

Data

password: 12 bytes
username: 8 bytes
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2. Use kubectl to create a secret named my-other-secret using the values in 
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Data

password: 12 bytes
username: 8 bytes
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6. And use the get command to retrieve even the ba$e64 encoded values of the 
secret:

i kubectl get secrets/my-other-secret -o yaml
apiVersion: vl
data:

password; YzBuRmlkZW50MWFs
username: am9obi5kb2U=

kind: Secret
metadata:

creationTimestamp: "2022-08-28T16:04:12Z"
name: my-other-secret
namespace: default
resourceversion: ’285113"
uid: 67c885fl-2efl-4ff2-9e93-850Ma65b7307

type: Opaque

7. When done, delete your secrets with the following:

$ kubectl delete secrets/my-cther-secret

$ kubectl delete secrets/my-third-secret

And that is it about how to define secrets in a Kubernetes cluster. But let me add 
one word of caution, though. Earlier, we said that system administrators often 
use kubectl to define secrets in the production Kubernetes cluster. Although this 
is a somewhat safe method, it is by no means the recommended one. These days 
configuration management should be fully automated. And defining and managing 
secrets is part of configuration management. Keep that in mind.

Next, we are going io show how you can use those secrets with applications running 
inside a pod.

Using secrets in a pod
Now that we know how to imperatively and declaratively define secrets on a 
Kubernetes cluster, let us discuss how to actually get those secret values to the 
application running inside a container in a pod. Let us start by showing how we can 
map secrets to the container's filesystem.
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Mapping secrets to the filesystem
Let us say we want to create a Deployment object where the Web component uses 
cm secret, my-secret, that we introduced tn the preceding section. We can use the 
folio wing ccmnuuid to create the secret in the cluster:
$ kubectl apply -f my-secret,yaml

Tn the ../ch!3/whoami-deployment-secret .yaml file, we can find the definition 
of the Deployment object. We had to add the part starting from Line 23 to the 
original definition of the Deployment object from Chapter 22, Enabling zero downtime 
deployments.

! whoami-deployrrent-secret.yml > {} spec > {} tan 
1 apiVersion: apps/vl 
2 kind: Deployment 
3 metacata: 
4 name: ^lioami-deployment
5 spec: 
6 replicas: 3

selector:
8 matchLabels: 
9 app: whoani

18 template: 
11 metadata:
12 labels:
13 apo: whoami
14 spec:
IS containers:
16 - name: wiioami
17 image: gnschenker/whoamm.B
18 ports:
19 ~ containcrPort; 80
20 voluneMounts:
21 - name: secrets
22 mountpath: "/etc/secrets"
23 readonly: true

volumes: 
25 - name: secrets
26 secret:
27 I secretName: my-secret

Figure 13.2: Mounting t? secret with a volume mount

In Lines 24-27, we define a volume called secrets from our secret, my-secret. 
Then, we use this volume in the container, as described in Lines. 20-23. We mount 
the secrets in the container filesystem at /etc/secrets, and we mount the volume in 
read-only mode. 1'hus, the secret values will be available to the container as files 
in the chosen folder. The names of the files wiL correspond to the key names, and 
the content of the files will be the values of the corresponding keys. The values will 
be provided in unencrypted form to the application running inside the container.
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be provided in unencrypted form to the application running inside the container.
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In our case, since we have the username and password keys in secret, we will find 
two files, named username and password, in the/etc/secrets folder in the container's 
filesystem. The username file should contain the value john.doe, and the password file 
should contain the value Top-Secret. Lei us try this out:

1. Create the secret my-secrct with the following:

$ kubectl apply -t my-secret.yaml
secret/my-secret created

2. Create the deployment using the secret with the following:

$ kubectl apply -f whoami deployment-secret.yanl
deployment.apps/whoami-deployment created

3. List all the running pods:

$ kubectl get pods
NAME READY STATUS RESTARTS AGE
whoami-deployment-695f85cbd9-5rfdr 1/1 Rurning 0 4m52s
whoami-deployment-695f85cbd9-sh4kj 1/1 Running 0 4m52S
whoami-deployment-695f85cbd9-vck9v 1/1 Running 0 4m52s

4. Select one of the pods, in our case, the first one and use its name in the 
follow] ng command;

5. Run a Linux, shell inside the first container with the following:

$ kubectl exec -it whoami-deployment-695f85cbd9-5rfdr -- /bir./sh 
/app 4

6. List all files in the secrets folder:
$ Is -al /etc/secrets
total 0
Irwxrwxrwx 1 root root 15 Aug 27 10:05 password ->
..data/password
Irwxrwxrwx 1 root root 15 Aug 27 10:05 username ->
. .data/username

7 Uncover the content of the two files:
$ cat /etc/secrets/use^name 8& cat /etc/secrets/password
sue.hunter
Top-Secret
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As you can see previously, the files contain the expected values in clear form, 
ready to he used by the application running inside the container

8. To leave the shell ins> de the pod, hit CTRI.-d,

9 To clean irp the environment when done, use the following:
$ kubectl delete deployments/whoami-ceployment 
deployment.apps "whoami-deployment" deleted
$ k'jbectl delete secrets/my-secret

secret "my-secret" deleted

Now that we have seen how to map secrets as files into a pod, we will learn how to 
do the same using environment variables.

Secrets and environment variables
Let us say our whoami component from the previous chapter expects the username 
in the environment variable, WHOAMi_USERNAME, and the password in WHOAMi_ 
PASSWORD. If this is the case, we can modify our deployment YAML so that it looks 
as follows:

* wituarri-ceploymontyml > EJ apfversion 
1 ^piVersjoo; apps/vl 
2 kind: Deployment 
3 metadata: 
4 naee: whoami deployment
5 spec: 
6 replicas; 3
7 so. prior:

natch!aoels: 
9 app: wti&ani

Iff template: 
11 metfcdalk:
u jbels:
13 app: wnoami
14 spec:

containers: 
lb - name: wioami
17 image: qn rclrnkor/ufnoami: 1.0
IS ports:
19 - containerport: 89
20 Ienv;
21 - name:
22 value - roti:
23 secretKeyRef:
24 name: ny-secret
25 key: username
26 - name: WHGHI_P4SSU.CRr*
27 valor - ram:
23 secretKeyRef:

name: my-s’cret 
3B Key: password

rigrire 13.3: Secrets Ihmugh em’jrmimerjl variahtes
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As vou can see previously, the files contain the expected values in clear form, 
ready to be used by the application running inside the container

8. To leave the shell inside the pod, hit CTRI.-d.

9. 1c clean irp the environment when done, use the following:
$ kubectl delete deployments/whoami-ceploynent

deployment.apps "whoami-deployment’1 deleted

$ k'jbectl delete secrets/my-secret

secret "mv-secret" deleted

Now that we have seen how to map secrets as files into a pod, we will leam how to 
do the same using environment variables.

Secrets and environment variables
Let us say our whoami component from the previous chapter expects the user name 
in the environment variable, WHOAMI_USERNAME, and the password in WHOAMI_ 
PASSWORD. If this is the case, we can modify our deployment YAML so that it looks 
aS follows:

1 whoam-oBploynwrd.ynil > H apWersion
1 ^piVersjon; apps/vl
2 kind: DeploymanT
3 metadata:
4 naee: whaami-deplcyment
5 spec: 
6 replicas: 3
7 w’.ertor:

ra*ch! atels: 
? app: whoami

10 temp .ate:
11 me Lada la:
u atels.1
13 app: wnaarci
14 spec:
15 containers:
16 - name; whoami
17 image: gnsetenker/whoami:1.0
18 port i:
19 - contalneiFo'-t; 89
20 env;
21 - name: MKWfiljistSNA'lh
22 value"rom:
23 secretkeyRef:
2fl name: my-secret
25 key: username
26 - name: WHCJMIPlSSbCRL
27 Valuerrom:
23 stcretKeyRef:

name: my-secret
30 key; password

rigrire 13.3: Secrets Ihmugh em’jrmimerjl UAH/rblt*;
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In Lines 20-30, we define the two environment variables, WHOAMI_USERNAME and 
WHOAMIPASSWORD, and map the ajrresponding key-value pair of my-secret to 
them.

Wchavestored the previous s/dpr/ir a file called .../chlB/whoami-deployment-env- 
secret.yaml. Note that we do not need a volume anymore; instead, we directly 
map the individual keys of our my-secret into the corresponding environment 
variables that are valid inside the container, ’lhe following sequence of commands 
shows that the secret values arc indeed available inside the contcmrcr in the respective 
environment variables:

10. Create the secret my-secret with the following:
$ kubectl apply -f my-secret.yami 
secret/my-secret created

11. Create the deployment using the secret with the following:
$ kubectl apply -f whoami-deployment-env-secret.yainl 
deployment.apps/whoami-deployment created

12. List all the running pods:
S kubectl get pods
NAME READY STATUS 1RESTARTS AGE

whoami-deployment-57954b8859--Fbfw7 1/1 Running 0 4m52s
whoami-deployment-57954b8859-rk961 1/1 Running 0 4 m52s
whoami-deployment-57954b8859-xzvj2 1/1 Running 0 4m52s

13 Select one of the pods, in our case, the first one and use its name in the 
following command:

14. Run a Linux shell inside the first container with the following:
$ kubectl exec -it whoami-deploynient-57954b885£-fbfw7 -- /bin/sh
/app #

15. Use the echo command to display the content of the two environment 
variables WHOAMIJJSERNAME and WHOAMI_PASSWORD
/app 3 echo $WHOAMT_USERNAPE && echo $WHOAMTyPASSWaRD
sue.hunter
Top-Secret
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In Lines 20-30, we define the two environment variables, WHOAMI_USERNAME and 
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them.

Wchavestored the previous s/dpr/ir a file called .../chlB/whoami-deployment-env- 
secret.yaml. Note that we do not need a volume anymore; instead, we directly 
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variables that are valid inside the container, ’lhe following sequence of commands 
shows that the secret values arc indeed available inside the contcmrcr in the respective 
environment variables:

10. Create the secret my-secret with the following:
$ kubectl apply -f my-secret.yami 
secret/my-secret created

11. Create the deployment using the secret with the following:
$ kubectl apply -f whoami-deployment-env-secret.yainl 
deployment.apps/whoami-deployment created

12. List all the running pods:
S kubectl get pods
NAME READY STATUS 1RESTARTS AGE

whoami-deployment-57954b8859--Fbfw7 1/1 Running 0 4m52s
whoami-deployment-57954b8859-rk961 1/1 Running 0 4 m52s
whoami-deployment-57954b8859-xzvj2 1/1 Running 0 4m52s

13 Select one of the pods, in our case, the first one and use its name in the 
following command:

14. Run a Linux shell inside the first container with the following:
$ kubectl exec -it whoami-deploynient-57954b885£-fbfw7 -- /bin/sh
/app #

15. Use the echo command to display the content of the two environment 
variables WHOAMIJJSERNAME and WHOAMI_PASSWORD
/app 3 echo $WHOAMT_USERNAPE && echo $WHOAMTyPASSWaRD
sue.hunter
Top-Secret



450 Docker: Up und Running

16. As yon can see, the environment variables contain the expected values, and 
thus, your application running inside the container can use them.

17. Leave the shell by pressing Cl'KLd.

18. Clean up Kubernetes with the following:
» kubectl delete deployments/whoami-ceploynent 
deployment.apps "whoami-deployment" deleted 
$ kubectl delete secrets/my-secret 
secret "my-secret" deleted

Tn the next section, we are going to learn what we can do to trust containers.

Trusting containers
For additional security, we want to make sure that only trusted images run in out 
production duster. Some orchestrators allow us to configure a cluster so that it can 
only ever run signed images. Content trust and signing images are all about making 
sure that the authors of the image are the ones that we expect them to be, namely, 
our trusted developers or, even better, our trusted deployment server. Furthermore, 
with content trust, we want to guarantee that the image that we get is fresh and is 
not an old one and thus potentially a vulnerable image. And finally, we want to 
make sure that the image cannot be compromised by malicious hackers in transit. 
The latter is often called a man-in-the-middle (MfTVP, attack.

By signing images at the source and validating the signature at the target, we can 
guarantee that the images that we want to run are not compromised.

Container images can be signed by individuals and organizations and also often by 
an automation agent that is part of the fully automated C /(. D pipeline of a company. 
This agent is usually associated with a technical user defined in the system.

When working with containers, we can reiy on Docker Confent Trust (DCT) to do 
the heigyy lifting for us. lhe publisher cf a Docker image is normally the one that 
is signing it. As mentioned previously, this can be individuals, organizations, or 
automation tasks. Let us look at how a Docker image is usually defined. Its full name 
consists of the following parts:

<f’egistry-ur’l>/<organization>/<!'epository-name>: <tag>

When we use content trust with containers, we are digitally signing the last part of 
the previous, namely a tag. Thus, in a repository, we can have versions of the image 
that are digitally signed and others that are not.
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To work with DCT on a Docker host, we need to configure the environment variable 
DOCKER_CONTENT_TRLIST to 1, for example, like the following:

$ export r>OCKER_CONTENT_TRUST=l

From tins moment onr we Can only work with signed images. Any attempt to pull 
an unsigned Docker image from the registry or to run an unsigned image will result
n an error.

If somebody tries to temper with a signed image in transit, the Docker client will 
throw an error and abort the operation when we arc, for example, pulling a signed 
image from the image registry. This is exactly what we want.

The technical details on how this whole DCT works are relatively complicated and 
axe outside of the scope ot tlus book. I here is, though, ver)' good and complete 
documentation about DCT available in the Docker online documenta I ion. Please 
refer to this page for a start: https://docs.docker.com/engine/security/trust/.

Let us now proceed with the next security topic, vulnerabilities and exposures in 
Docker images, and how to detect and eliminate them.

Scanning container images for 
vulnerabilities
In this section, we are going to use Snvk to scan a Docker image tor vulnerabilities. 
Snyk should be included with your Docker Desktop installation. Check bv using the 
lol lowing command:
$ docker scan --version
Version; V0.17.0
Git commit: 061fe0a
Provider: Snyl< (1.827.0)

Note you do not have to be logged in to your Docker account to use Snyk, but in this 
case, you can only scan a limited number of times, li you are logged in, on the ether 
hand, you can do up to 200 scans per month for free. Anything beyond that number 
requires a paid account with Snyk.

Now, what are vulnerabilities, or more precisely CVEs, where CVE stands for 
Common Vulnerabilities and Exposures?

Common Vulnerabilities and Exposures is a database of publicly disclosed 
information security issues. Each entry' in that database has a number, arid that 
number uniquely' identifies one vulnerability' from the list. Specialists permanently 
curate this list and add new vulnerabilities or exposures as quickly as they arc 
discovered.

https://docs.docker.com/engine/security/trust/
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We can now use specialized software such as Snyk to scan the various layers of our 
Docker images and uncover software libraries that are known to include such (’VF.s 
If we discover that our image is vulnerable, then we can and should fix the problem 
by using a more recent version of the affected library. We then will have to rebuild 
the image.

But there we are not done. As mentioned pre\ iously, security specialists continue to 
discover new CVhs all the time. Jlius, a software library that used to be dean all of 
a sudden mav now be vulnerable due to a now exposed CVE.

This means that we need to make sure all our Docker images in use are scanned 
periodically and that we alert our security experts and our developers, such as that 
they can quickly address the problem and create a new version of the infected image.

Let us try to scan our whoami application that we were introducing in diopter 72, 
EnMing zero dov.mtime deployments and using in the previous sections of this chapter.

1 Make sure you have the whoami image in your local cache:
$ docker image pull gnschenker/whoami:1.0

2. Scan the image for vulnerabilities:
$ docker scan gnschenker/whoami:1.0
docker Scan relies upon access to Snyk, a third party provider, do 
you consent to proceed using Snyk? (y/N)
Answer with "y’' to the preceding question

3. Ihe result of the previous scan looks like this on the author's computer:
Testing gpsebenker/whoatu: 1.0..

* Medium severity vu Ircrability found in operssl/libc ryptgl. 1
Description: TnadnoLate Fnrryptinn Strength
Info: https: Z/snys. lo/vu ln/SNW-ALPINE315-CPfflSSL-2M18L®
introduced ttrf-ougn: openssl/llbcryptoi.1^1.I.In-re. apenssl/lltssll,igi.i,in-ra, apk-t3ols/apk-tools@2,U.7-r3, 

lihretls/libretl=@3.3.‘l--r3J ca-certdficates/ca-cert ificate£@2621122fl-rS, krb5-coni7krti5-c<)nf@i. 6-r2
From: Qpenssl/\ibrryptal.l@2.1.1n-rB
Fro«: openssL/libEE11.1@1.1, In—rft > opems l/tibcryptal. 1Q1.1.In-rfl
From: ack-to31s/a&k-toalsa2.12.7-r3 > opensst/libc"ypto1.131.1.In-rG
and 7 mare...
Fixed in: l.l.lq-re

M Critical severity velnerabi _fty found in zllb/zlih
D«friprinnt Out-of-houndt write
Info: https://snyk.in/xuln/SNYK-ALPINE315-2LIB-2976173
Introduced tiirouqii: zUb/zlibf?1.2.12-rfl, apk-to<ils/apk-tOQis@2.12.7-r3
From: zLlh/iLlB@L.2.12-r«
From: apk-t oats /a p-k- tool s@2 ,.12.7- r3 > xl ib/xtsbf!!. 2.12-r3
FixcJ In: L.J 12-rf

Package Manager: apk
Project namo: docker imageIgn&chcnkcr/wtaarii
Docker inaga: gnschenker/»4?oani:l.9
PUtform: Urux/ann64

lested JJ dependencies for known vulnerabilities, found 'A vulnerabilities.

For more- free scans that keep your inrsges secure, sign up to Snyk at https://doclcr.ly/3ePqVcp

Figure 7,3.4; Scanning ftm gnsdit'nkt^/a’fitMimi.LO DcwArr iinugi'

https://snyk.io/wuln/SNTK-ALPINE315-ZLIB-2976173
https://dockr.ly/3ePqVcp
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https://snyk.io/vu
https://dockr.ly/3ePqVcp
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As you can see, there were two vulnerabilities found in this version of the image, one 
of them of medium and one of critical severity. It is clear that we should address the 
critical vulnerability as soon as possible. Let us do this now.

1. First, we copy over the original whoami project, including the Docker file we 
used to build this image. You can find the copy in your.../src/chl 3/whoami 
folder

2. Open the Dockerfile and inspect il. We were using version 6.0-alpine for 
both the .NET SDK and the runtime. Let as sec if Microsoft has updated the 
vulnerabilities in this version already...

3 Navigate to your .../src/chl3/whoami folder

4. Build a new version of the Docker image with the following command:

$ docker image build -t gnschenker/wtoari:1.0.1 .

=> [runtime 2/3] WORKDIR /app 0.1s
-> [built! 2/5] WORKDIR /app 0.5s
=> [build 3/5] COPY . . 0.0s
=> [build 4/5J RUN dotnet restore 0.8s

=> [build 5/5] RUN dotnet publish -o /app/published-app 
2.0s

-> [runtime 3/3] COPY --from=build /app/published-app /app 
0.0S
=> exporting to image 0.0s
=> -> exporting layers 0.0s
=> => writing image sha256:0c92Gac77elc511dc63cza71b9ec3d482flefb- 

280219210f9S312065cc232b9b O.Qs
=> => naming to docker.io/gnschenker/whoami:1.0.1 S.0s

We omitted most of the output preceding for brevity.

5. Scan the new image:
$ dicker scan gnschenker/whoami:1.0.1
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6. This tine the output should look like the following:

Testing gnschenker/whoasni l.e.l...

Package manager; apk
Project natie; doc!ker-iinage|gnschenker/wrinami
Docker mage gnschenker/whoamizl.O.l
Platform: linux/am64

z Tested 23 dependencies for known vulnerabilities, no vulnerable paths found.

For more tree scans that keep your magus secure, sign up to Snyk at https://dockr.ly/3ePqVcp

Figure 13.5; Scanning the relnu/i a?/tMfrti Docker iiitsye

As you can see, this time, the image is free from any vulnerabilities. We should now 
instruct our DevOps to use this new version of the image. We can use a rolling update 
in production/ and it should be just fine, as the application itself did not change.

Firewalling apps running in containers
The best way to secure your applications from malicious attackers is to put them 
behind secure walls. This technique is also called firewalling an application. Ihe 
principle is the same as in real life. You want to keep out bad actors from your 
property by securing the entrance to it. You may have different levels of secuxi iy, such 
as door locks, security cameras, intrusion alerts, and more. Similarly, with software, 
we have a plethora of ways hew we can secure on r applications. The easiest one is to 
rot connect the application to any external systems, such as the internet. But often, 
this is not very helpful as, in this case, you are severely crippling the availability of 
the application. Thus, we need to look out for other means to protect our software.

Software-defined networks
if running containers directly on a Decker host or m a Docker swarm cluster, then we 
can use Software-Defined Networks (SDNs) to limit the reach of applications that 
arc runnixig inside these containers. Only applications that are running on the same 
SDN can communicate with each other. Thus, if you have an application consisting 
of three parts, the web component, the domain component containing the domain 
logic, and the database, then you can define, e g., two SDNs called front and back. 
If you nir the web and the domain container on the front network and the domain 
and the database container on the back network, then the web component can only 
communicate with the domain component but not with the database component. 
Only the domain component can talk to both the web and the database component 
since it is connected to both the front and I he back network, this makes it harder 
for attackers that succeeded to compromise the web component to attack your 
database and steal confidential information.

https://dockr.ly/3ePqVcp
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Port and protocol mappings
Mapping ports of an application running in a container to the outside world, that is, 
to the host computer on which the application is running, is to open an access gate to 
the application. This is potentially dangerous, and malicious actors can try to sneak 
in through these doors. Thus we should carefully limit the number of ports we open 
and monitor and protect them. If wc open a port, then wc can limit who can access 
this door by limiting the protocol that can be used when communicating through 
this port. Examples are TCP and UDP protocol access onlv or both.

Here is an example of how to run a Docker container—ir. tins case, an Nginx Web 
server and open a port:
$ docker container run --name web -d \

-p 8080:80
nginx:alpine

Tn the previous command, we are using the command line parameter -p (or - -port) 
to open the container port 80 and mapittothehostport8080. Note that the container 
port is the port on which the application running inside the container is listening. 
We can show the mappings defined for the web container by using this command:
$ docker container ports web

80/tcp -> 0.0.0.0:8080

The output shows us that indeed the container port 80 is mapped to the host 
(indicated by the (l.i).O.O IP address} port 8080. We also see that only the I CPprotoco] 
is allowed.

We can now try to access the Web server through host port 8080, as is easily proven 
by using the follow ing command:

S curl http://localhost:8080

The output of the preceding should be an JITML snippet representing the welcome 
page of Nginx.

Ingress and egress rules
A Kubcrnctcs cluster defines a single network. Each pod running on a cluster can 
thus reach any other pod running on the same cluster. But wait for a second, isn't 
this dangerous? What il pod A runs a compromised piece of software? A malicious 
attacker could now try to attack al] the other applications running on the cluster 
through pod A. We can avoid thator at least severely limit that possibility by defining 
ingrtss and egress rules for all our applications and application services running in 
the cluster.

http://localhost:8080
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The output shows us that indeed the container port 80 is mapped to the host 
(indicated by the (l.i).O.O IP address} port 8080. We also see that only the I CPprotoco] 
is allowed.

We can now try to access the Web server through host port 8080, as is easily proven 
by using the follow ing command:

S curl http://localhost:8080

The output of the preceding should be an JITML snippet representing the welcome 
page of Nginx.

Ingress and egress rules
A Kubcrnctcs cluster defines a single network. Each pod running on a cluster can 
thus reach any other pod running on the same cluster. But wait for a second, isn't 
this dangerous? What il pod A runs a compromised piece of software? A malicious 
attacker could now try to attack al] the other applications running on the cluster 
through pod A. We can avoid thator at least severely limit that possibility by defining 
ingrtss and egress rules for all our applications and application services running in 
the cluster.

http://localhost:8080
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The authors of the Calico Project write: From the point of view of a Kubernetes pod, 
ingress is incoming traffic to the pod, and egress is outgoing traffic from the pod. Tn 
Kubernetes network policy, you create ingress and egress allow rules independently 
(egress, ingress, or both).

You have just read that to define ingress or egress rules, we need to use policies or 
Kubernetes, We will now try to write suinefor our whoa mi service. Network policies 
apply to pods within a specific namespace Policies can include one or more ingress 
rules. To specify which pods in the namespace the network policy7 applies to, we 
need to use a pod selector. Within the ingress rule, we then use another pod ^elector 
to define which pods allow incoming traffic and the ports field to define on which 
ports this incoming traffic is allowed.

Let us define a policy for an ingress rule tor a fictitious API component represented 
in this example by an Xginx container. Here is the policy:

ch13 > J ingress-policy.yaml > 0 apiVersion

1 apiVersion: networking.k8s.io/vl
2 kind: NetworkPblicy
3 metadata:
4 name: my-ingress-policy
5 speci
6 podSelector:

matchLabels:
8 role: api
9 policyTypes;

10 - Ingress
11 ingress:
12 - from:
13 - podSelector:
14 matchLabels:
15 role: web
16 ports:
17 - protocol: TCP
18 port: 80

Figure 13.6: Kube metes iiettwk policy to restrict ingress ton pent

This policy; called my-ingress-policy, defines on Lines 6-8 to which pods it 
applies. In this case, it is valid for all pods in the namespace that have the label 
role=api. Tn Lines 9 to 10, we define what kind of policy this is. In our case, we 
define an ingress policy. Finally, in Lines 11 to 18, we define from where the ingress 
traffic can originate from. In our case, this is all pods in the namespace that have a 
label role=web and that access portHU and use the TCP protocol.

Unfortunately, we cannot lest this network policy easily on our Docker Desktop with 
Kubernetes, as the use of network policies is not enabled by default. Networkpolicy
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resources need a controller to be enabled that enforces the policies after they have 
been declared. One way to install the required functionality is by installing a 
Container Network Interface (CNI) such as Calico. But this is outside of the scope 
of this book.

Tn the next section, we will discuss some of the Docker security best practices as they 
have been recommended by Docker experts.

Docker security best practices
Here is a short list of some of the most important security best practices when 
dealing with Docker containers and images. This list is based on the lived experience 
of container experts such as the famous Docker captains (https://www.docker.cotn/ 
community/captains).

Check your images
Always scan any image that you intend to run in production for known Common 
Vulnerabilities and Exposures (CVEs). We have explained how to do so earlier in 
this chapter. We can use a tool such as Snyk, which is included in Docker Desktop, 
for this. There exist other tools that arc free or commercial.

Also, make sure to use content trust for images you intend to use in production.

Never run as privileged
You should strictly avoid to run any container in privileged mode. But as always, 
every7 rule has exceptions. Before you start working in privileged mode, make sure 
you u nderstand how it works. This mode should be exclusively used for very special 
scenarios and where it is unavoidable. But keep the usage at a strict minimum and 
have each usage reviewed by the security specialists in your company.

Why is the privileged mode so dangerous7 Well, it grants Decker container root 
capabilities to all devices on the host system. Running a container in privileged 
mode gives it the capabilities of its host machine.

If you art: an admin and want to check if any of your containers run in pi ivileged 
mode, then you can use the following command:

$ docker inspect --farmat='{{ .HostConfig.Privileged}} ’ <container-id>

Replace ccontaincr id> with the ID or name of the container you are looking at. If 
the answer to the preceding command is true, then the container is indeed running 
in privileged mode.

https://www.docker.com/


St’ciinng Cmifaifiers ■ 457

resources need a controller to be enabled that enforces the policies after they have 
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https://www.docker.com/
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Only allow read access to a root file system
Docker containers should be ephemeral and run mostly stateless. That is why you 
can limit h container's access to the root or host file system to be read only. Ihis way, 
the application running insjde a container can in no way modify the underlying 
filesystem.

Read-only filesystem on Kubernetes
Let us say we want to run Nginx on Kubemetes in read-only mode; then, you 
can use the following yaml file with the special securitycontext setting of 
readOnlyRootFilesystem set to true:

apiVersion: vl
kind. Ped
metadata.

name: web
labels:

name: wet
spec:

containers :■
- name: web

image: nglnx:alpine
securitycontext:

readOnlyRootFilesystem: true
ports:

- containerPort: 80

You can find the preceding y ami in file .../src/chl3/web-server-error.yaml. Run 
it and observe that it fails. Before you contmue, please remove the pod called web.

Tf we set the filesystem to read-only, then, to fix the preceding error, we have to add 
support for a temporary filesystem instead (also called tmpfs). Tn Kubernetes, we use 
ephemeral volumes to achieve this. Assuming we want to provide two independent 
ephemeral volumes /var/run and /var/caclie/nginx to the Web server Nginx, we 
can extend the yaml file like so:

apiVersion: vl
kind: Pod
metadata:
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name: weh 
labels: 

name: wet)
spec ■ 

containers:
- name: web

image: nginx:alpine
socurityContext:

readOnlyRootfilesystem: true 
ports:

- containerport: 80 
volumeMo lints:

- mountPath: /var/run 
name: tmpfs=91

- mcuntPath: /var/cache/nginx 
name: tmpfs-02 

volumes:
- name: tmpfs-61 

emptyDir: {} 
- name: tmnfs-02 

empiyDir: {}

Please note how we define ephemeral volumes at the bottom of the preceding code 
snippet.

Let us try to run this pod and make sure it works and the Web server can be accessed:

1. Create a new file web-server.yaml, and add the code preceding snippet to 
it

2. Create the Web server on Kubemetes with the following:

$ kubectl create -f web-server.yaml 

pod "web-server" crested

3. Show the logs of the Web server to prove all is fine:

$ kubectl logs web
/docker-entrypoint.sh: /docker-entrypoint.d/ is not empty, will
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name: wrh 
labels: 

name: web 
spec:

containers: 
- name: web 

image: nginx:alpine 
socurityContext:

readOnlyRootFilesystem: true 
ports:

- containerport: 80 
volumeMounts:

- mountPath: /var/run 
name: tmpfs-01

- mcuntPath: /var/cache/nginx 
name: tmpfs-02 

volumes:
- name: tmpfs-61 

emptyDir: {} 
- name: tmnfs-02 

emptyDir: {}

Please note how we define ephemeral volumes at the bottom of the preceding code 
snippet.

Let ns try to run this pod and make sure it works and the Web server can be accessed:

1. Create a new file web-server.yaml, and add the code preceding snippet to 
it

2. Create the Web server on Kubemetcs with the following:

$ kubectl create -f web-server.yaml 

pod "web-server" created

3. Show the logs of the Web server to prove all is fine:

$ kubectl logs web
/docker-entrypoint.sh: /docker-entrypoint.d/ is not empty, will



460 Docker: Up ujni Running

attempt to perform configuration
/doeker-entrypoint.sh: Looking for shell scripts in /docker­
entrypoint .d/

/docker entrypoint.sh: Launching /doeker-entrypoint.d/10-listen- 
on-ipvG-by-default.sh
10-listen-on-ipv6-by-default.sh: info: can not modify /etc/nginx/ 
conf.d/default.conf (read-only file system?)
/docker-entrypoint.sh: Launching /docker-entrypoint.d/20-envsubst- 
c>n-templates. sh
/doeker-entrypoint.sh: Launching /docker-entrypoint.d/30-turie-
worker-processes.sh

/dockcr-entrypoint.sh: Configuration complete; ready for start up 
2022/07/28 09:39:22 [notice] 1#1: using the "epo.U" event method 
2022/07/28 09:39:22 [notice] 1#1: nginx/1.21.1
2022/07/28 09:39:22 [notice] 1#1: built by gcc 10.3.1 20210424 
(Alpine 10.3.1_git20210424)
2022/07/28 09:39:22 [notice] 1#1: OS: Linux 5.10.104-liruxkit
2022/07/28 09:39:22 [notice] 1#1; getrlimit(RLIMIT_NOFILE):
1048576:1048576
2022/07/28 09:39:22 [notice] 1#1: start worker processes
2022/07/28 09:39:22 [notice] 1#1: start worker process 22
2022/07/2S 09:39:22 [notice] 1#1: start worker process 23
2022/07/28 09:39:22 [notice] 1#1: start worker process 24
2022/07/28 09:39:22 [notice] 1#1: start worker process 25

4 For ward the Web server's port to 8080, so we can access Nginx from the host:
S kubectl port-forward web 8080:80
Forwarding from 127.9.0 1:8080 -> 80
Forwarding from [::1]:8080 -> 8G

5 Open a new browser tab and navjgate to http: //localhost: 8080, and you 
should be greeted by the Nginx welcome message.

6. When done and before leaving

a. Stop the port forwarding by pressing CTRL-c in the terminal

b. Delete the Web-server pod:
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$ kubectl delete pod/web

"pod/web" deleted

Now, let us look at how we can do the same when running a plain Docker container.

Running a plain Docker container
If you want to run a Docker container on a Docker host directly, in read-only mode, 
then use this command:
$ docker run --redd-only -d nginx

Please note the --read-only parameter, which mounts the container's root file 
system in read-onlv mode.

Scan for vulnerabilities and secrets
Our containers are as sale as the software we are running inside them.

Scanning for vulnerabilities
To guarantee that our images are free of vulnerabilities, we need to perform a scan 
lor known vulnerabilities and exposures, lliese are commoiilv named Common 
Vulnerabilities and Exposures (CVEs). We can use many free or commercial tools 
to perform the ^canning.

fable 13.1: tools for scanning vulnerabilities

lype Name Remarks
free Clair

Free 1'rivy

Free Docker Bench for Security

Commercial Snyk OSS and free option available

Commercial Anchors? OSS and free option available

Commercial [Frog Xray
Commercial Qualys

Scanning for secrets
We should not forget to scan our images for accidentally included secrets. Again 
there exist free and commercial tools for this task. Let us just name two options:
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$ kubectl delete pod/web
"pod/web" deleted

Now, let us look at how we can do the same when running a plain Docker container.

Running a plain Docker container
If yon want to run a Docker container on a Docker host directly, in read-only inode, 
then use this command:
$ docker run --read-only -d nginx

Please note the --read-only parameter, which mounts the container's root file 
system in read-only mode.

Scan for vulnerabilities and secrets
Our containers are as sale as the software we are running inside them.

Scanning for vulnerabilities
To guarantee that our images are free of vulnerabilities, we need to perform a scan 
lor known vulnerabilities and exposures, lliese are commonly named Common 
Vulnerabilities and Exposures (CVEs). We can use many free or commercial tools 
to perform the scanning.

Ttib/c 13.1: tools fi.tr scanning rindnertihili:ies

lype Name Remarks
Free Clair
Free Trivy

tree Docker Bench for Security

Commercial Snyk OSS and free option available
Commercial Anchors OSS and free option available

Commercial J Frog Xray

Commercial Qualys

Scanning for secrets
We should not forget to scan our images for accidentally included secrets. Again 
there exist free and commercial tools for this task. Let us just name two options:
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Table 13.2: tools tor scartuM# secrets

Type Name Remarks
Commercial gg shield OSS and free option available
Free SccretScanner

The following two recommendations mainly apply when you run Docker containers 
outside of Kubernetes, say in a Docker swarm or a standalone Docker host.

Do not expose the Docker daemon socket
Never expose the UNIX socket on which Docker is listening to the application 
running in d container, except if you are very confident with what you are doing, The 
Docker socket is defined at /var/run/docker. sock. It is the primary entry point 
for the Docker API. Giving the application access to this API is equivalent to giving 
unrestricted root access to the container host. Thus, in general, avoid commands as 
the following:

$ docker ran ... -v /var/run/docker.sock://var/run/docker.sock ... <image>

Network namespace of the host
It is of utmost importance that you do not share the network namespace of the host, 
except in very specific circumstances. Docker includes the host network by default. 
Let us list all network types of a fresh Docker installation:

$ docker network Is

NETWORK ID NAME DRIVER SCOPE
f453376d3c2e bridge bridge local

77b3da317100 host host local

930S5f159974 none null local

As you can see, the second entry in the list corresponds Lo the mentioned host 
network. What kind of capabilities docs the host network provide?

The host network allows an application running nside the container to access the 
full network stack of the host system. The container does not get its own IP address 
assigned. Bv using this network type, we bypass the added security layer that Docker 
provides to our applications. Our application is directly exposed to any potentially 
malicious application running on the host. On the other hand, the containerized 
application itself, if it has been compromised, can also attack all other processes 
running on the host.
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Type Name Remarks
Commercial gg shield OSS and free option available
Free SccrctScanncr

The following two recommend a hans mainly apply when you run Docker containers 
outside of Kubcrnctcs, say in a Docker swarm or a standalone Docker host.

Do not expose the Docker daemon socket
Never expose the UNIX socket on which Docker is listening to the application 
running in a container, except if you are very confident with what you are doing, The 
Docker socket is defined at /var/run/docker.sock. It is the primary entry point 
for the Docker API. Giving the application access to this API is equivalent to giving 
unrestricted root access to the container host. Thus, in general, avoid commands as 
the following.

$ docker ran ... -v /var/run/docker.sock://var/run/docker.sock ... <image>

Network namespace of the host
It is of utmost importance that you do not share the network namespace of the host,, 
except in very specific circumstances. Docker includes the host network by default. 
Let us list all network types of a fre?>h Docker installation:

$ docker network Is

NETWORK ID NAME DRIVER SCOPE
f45B076d3c2e bridge bridge local

77b3da3171G0 host host local

930B5-F159974 none null local

As you can see, the second entry in lhe list corresponds lo the mentioned host 
network. What kind of capabilities does the host network provide?

The host network allows an application running inside the container to access the 
full network stack of the host system. The container does not get its own IP address 
assigned. By using this network type, we bypass the added security layer that Docker 
provides to our applications. Our application is directly exposed to any potentially 
malicious application running on the host. On the other hand, the containerized 
application itself, if it has been compromised, can also attack all other processes 
running on the host.
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Conclusion
Ln this chapter, we have shown you how to define secrets in a Kubemetes cluster and 
how to use those secrets in containers running as part of the pods of a deployment. 
We have shown two variants of how secrets can be mapped inside a container, the 
first using files and the second using environment variables. Next, we have learned 
how we can use content trust to further secure our container (image) delivery 
pipeline and eliminate possible inan-'n-the-middle attacks. Then, we investigated 
how we can scan our Docker images for known vulnerabilities and exposures, and 
we teamed how to fix a vulnerable Docker image. Next, we have learned how to 
firewall applications running m containers on our Kubemetes clusters. Last but 
not least, we proposed a shortlist of security best practices when working with 
containers.

Job interview questions
You have been invited to a job interview for a position as a senior software developer 
at this new start-up that is on everybody's mind. The area the company is working 
in is very prone to cyber-attacks, and thus, security know-how is a major deciding 
factor if a candidate is deemed fit for the job.

1. Explain how the use of containers can help us to more tightly secure our 
applications.

2. We are using a fully automated CI; CD pipeline to build, test, ship and run 
our applications. Our container orchestra tor is Kubemetes. Explain how 
you would setup secrets for an environment such as production using the 
pipeline. What steps are involved?

3. We have heard that Kubemetes uses a single network, and each pod running 
on this network can reach any other pod running in the same cluster and 
namespace. Is that not too dangerous? Could not a malicious application 
running inside a pod exploit the other pods? Or are there any ways to 
prevent that?

4. Imagine running an application on Kubemetes, and this application needs 
to access secrets such as username and password or certificates, and so on. 
What is the recommended way to provide the secrets to the application.

5 We have some legacy applications that we want to containerize for 
added security and faster release cycles. We do not want to change those 
applications as they are based on outdated technology in which we have 
no more expertise in our company, these applications have been running 
lor years now without any hiccups, lhese applications read application 
configuration and secret values through environment variables. What can we
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1 Explain how the use of containers can help us to more tightly secure our 
applications.

2. We are using a fully automated CI/CD pipeline to build, test, ship and run 
our applications. Our container orchestra tor is Kubemetes. Explain how 
you would setup secrets for an environment such as production using the 
pipeline. What steps are involved?

3. We have heard that Kubemetes u ses a single network, and each pod running 
on this network can reach any other pod running in the same cluster and 
namespace. Is that not too dangerous? Could not a malicious application 
running inside a pod exploit the other pods? Or are there any ways to 
prevent that?
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do to make those applications work inside a container and run as a service 
on K'uhernetes. Specifically; focus on dealing with secrets.

6. Explain to ns why we should use content trust for all Dockoi images we use 
in production?

Possible answers to the job interview questions
Here tire possible answers to the preceding questions:

1 . Containers provide different layers of added security; here, we list the most 
important ones:

a. Docker containers use the Linux namespaces and cgroups to tighten 
down the security and Emit access to resources

b. Containers or pods can be protected by network policies defining 
Ingress and egress rules

c. Port and protocol mapping helps us to belter limit and control who 
and how an application inside a container can be accessed

d. Content trust used with Docker images car. eliminate so-called man- 
in-the-middle attacks

e. Scanners can be used to discover common vulnerabilities and 
exposures in the various layers of the Docker images we use. "these 
scanners also help to remedy the threats by defining possible solutions

2 1 ,et us describe two possible approaches to the problem:

a. Secrets can be defined declaratively in the production environment 
by an authorized system administrator. The pods can then use those 
secrets by either mapping them to their internal filesystem or to local 
environment variables. Both ways will make the secrets available to 
the code running inside the containers in clear text. As long as we 
limit access to the production cluster and to the pods running on 
it to only authorized personnel and log all of their activities, then 
this approach is secure. It has one flaw, though, human error is still 
possible. Even the most professional system administrator makes 
errors.

b. An even better way that completely eliminates human error is the use 
of the pipeline to define the secrets in the production cluster. TIow 
could this possibly work? Usually, CI/CD services support role based 
access control- Thus we can define areas and tasks of the pipeline that 
can be only accessed by system administrators that own the secrets 
needed to access a secret store, such as Hashf Corp's KeyVauit or the
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AWS SecretManager. ! hose administrators can then provide to the 
pipeline task the A FT key and API key secret to access the KeyVanlt or 
SecretManager. The task can then read all necessary secrets from this 
secret store and use them to create or update the Kubcrnetes secrets 
in the target production cluster. 1 his way, everything is automated, a 
complete audit trail exists, and human error is avoided.

3. Fhe described situation can be mitigated by the use of network policies that 
can be applied to all deployments, services and/or pods running on the 
Kubernetes cluster. We can define policies that limit ingress and egress for 
each pod. It is, e.g.. possible to define that a pod A can only be reached from 
outside through a given port using a specified protocol such as UDP or TCP. 
We can even more limit INGRESS by defining the source from where the 
incoming traffic car, originate. This can be, e g., all pods that have a certain 
label with a defined value. Similar rules apply for EGRESS policies which 
define the limiting factors to the outgoing network traffic of a pod.

4. Secrets should be defined on the cluster on which the pods run. A Kubernetes 
secret consists of a single or a list of key-value pairs, where the key 
corresponds to the name of the secret value and the value contains the actual 
secret information. A secret defined on the Kubemetes cluster can be either 
mapped to environment variables defined inside the container of the pod or 
as hies mapped to the internal filesystem of the container. In both cases, the 
secret values containing the sensitive information, such as a password or an 
API key secret, arc available in clear text to the application running inside 
the container.

5. Any application, even very old ones, is usually able to use environment 
variables or read files from the local filesystem. The two prefeired ways of 
mapping Kubernetes secrets into a pod or container are exactly using either 
environment variables or files. Thus we can containerize legacy applications 
without a problem and leverage all the advantages, particularly in the 
security domain, that containers provide.

6. lhe use of content trust helps us to avoid so-called man-in-tbe-middle 
attacks (MITM). ! hose Ml IN attacks can happen when we ship a container 
image from a registry such as Docker Hub to our production duster. Some 
malicious actors can try to intercept our network call and tamper with the 
transferred data. We can avoid this scenario if we use content trust, with 
means that the originator of the image digitally and cryptographically signs 
the image. If a bad actor tries to modify even a single bit of the image during 
the transmission of the image to the target location, the signature will be 
invalid, and the recipient can immediately recognize this fact and refuse the 
image.
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Questions
To assess your progress, please try to answer the following questions:

1. Explain how to define the values of a Kubernetes secret. Are those values 
secure?

2. Name two ways how secrets can be used by pods running on Kubernetes.

3. Explain to an interested layperson what content trust for containers is?

4 What are CVEs?

5. How can we detect if our Docker images contain known vulnerabilities or 
exposures?

6. J low can 1 tighten down the network security of my Kubernetes cluster?

Answers
Here are the answers to the previous questions:

1 Both the key or name of the secret and the value have to be base64 encoded. 
And no, those values are not secure, as base64 encoding can be reversed.

2 Wc can use the following two methods to map secrets into a pod
a. Define a volume mount for the container that uses a well-defined 

secret as the backing volume. Well-defined meanmg, the secret must 
exist on the cluster. Note the secret key and value will be mapped 
as files mside the target [older in the container. Ihe file name 
corresponds to the key; and the content of the file will be the value 
in clear text.

b. Use environment variable mapping in the container specification and 
ruler to an existing secret in the cluster. Here key and value of a secret 
have to be mapped individually each to a different environment 
variable valid inside the container Note the values will be in clear 
text

3. Content trust means that the originator of the image signs the image using 
a cryptographic algorithm. The recipient of the imagq. trusts the originator 
and can verify the signature and thus assert that the image has not been 
tampered with and, indeed, corresponds to the original image bit by bit. This 
way so, called man-in- the-middle attacks can be prevented.

4. CVE stands for ‘"common vulnerabilities and exposures'". This is a public 
database of well-known security vulnerabilities and exposures. Each record 
hi the database has a unique number and a detailed description of what the
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threat is, which software library is affected by this OVE, the severity of the 
threat, and more.

5 There exists a number of utilities—cailed scanners—that we can use to scan 
the layers of ou r Docker images. The most popular one is Snyk, which is used 
by Docker Desktop. The scanner is parsing library by Itbrary of each layer 
and looks for matches compared to the CVE database. If found, then those 
matches are reported by the scanner, including the severity of the threat and 
possible remedies.

6. We can use namespaces and ingress and egress rules. I he latter two are 
policies that we apply to the different pods running in our network. Such a 
policy can, e.g., be that pod A only accepts incoming traffic on poi 18080 and 
only from pods that have a label L1.

Join our book's Discord space
Join the book's Discord Workspace for Latest updates, Offers, lech happenings around the 
world. New Release and Sessions with the Authors:
https://discord.bpbonline.coni

https://discord.bpbonline.com
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