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Preface


This book is about DevOps, which is the most widely used software engineering culture and practice that aims at software development and operation. This book is meticulously designed and developed in order to empower you with all the right and relevant information on DevOps.Therefore, if you want to implement the strategy of DevOps, you are in the right path.

Chapter 1 explains DevOps as culture and helps you understand its seven practices and habits. After studying this chapter, you should be able to embrace DevOps as culture and tools you need in DevOps journey. We will also introduce Azure DevOps services as a set of tools for implementing DevOps culture in your team.

Chapter 2 discusses how to get started with Azure DevOps services. We also discuss architecture and settings of Azure DevOps organization. We also explore pricing and cost details of Azure DevOps Services. We will explore how we can configure various settings in Azure DevOps organization such as integration with Azure Active Directory for single sign-on in the company.

Chapter 3 Having Azure DevOps organization configured, we further explore projects in this chapter. We will explore how teams work together in a project to manage their product life cycle by collaborating with each other. We will further discuss project-level settings that can be used for customizing services and permissions for different team members.

Chapter 4 Teams in a project need an Agile tool to collaborate and plan their deliverables. In this chapter, we will explore how to plan and collaborate using Azure Boards. We will explore various process template available in the Azure board and how to customize a template to meet your organization process needs.

Chapter 5 introduces one of the basic pillars of application life cycle, that is, version control system. In this chapter, we will discuss Azure Repos and how to use the git version control system to manage your application source code. We will also discuss how to effectively collaborate using branching strategy and pull request in Azure Repos.

Chapter 6 version control system helps you manage your source code, then Azure Pipelines helps you further to get early feedback for code changes being submitted to version control system. In this chapter, we explore build process and how to define a build and release pipeline in Azure pipelines to achieve CI & CD.

Chapter 7 introduces Azure Artifacts that helps you in managing dependencies. We explore how to publish a package to Azure Artifacts and further consume in a build pipeline as a dependency package.

Chapter 8 describes Azure Test Plans that helps you manage your manual testing process. We discuss how to create a test suite, test plans, and use it communicate bugs with developers. We explore how Azure Test Plan can effectively help your developers and testers communicate test execution and bug details .

Chapter 9 In this last chapter, we will explore Azure DevOps marketplace that helps you extend the functionalities of Azure DevOps using marketplace extensions. Any DevOps tool has to have a way to integrate with third-party tools ecosystem considering DevOps has a large and diverse tool ecosystem. Azure marketplace allows third party product organizations, individuals or inhouse teams to develop extensions and extend the Azure DevOps services functionalities.
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CHAPTER 1

Introduction to Azure DevOps


Introduction

DevOps as a culture, helps you bridge the gaps between different teams involved in the software development lifecycle. To help teams adopt this culture, having a good tooling strategy plays an important role. Azure DevOps Services provides different services or integration that supplements your tooling needs in the DevOps adoption journey.

Structure

In this chapter, we will cover the following topics:


	DevOps, its practices and habits

	Azure DevOps Services and how it helps you in DevOps adoption

	Who should learn DevOps and how to learn

	Azure DevOps Services components



Objectives

This chapter introduces DevOps as a culture and helps you understand its seven practices and habits. After studying this chapter, you should be able to embrace DevOps as a culture and the tools you need in the DevOps journey. You will be able to understand the various terms like continuous integration, continuous delivery, continuous deployment, infrastructure as code, etc. You will know how DevOps relates to everyone who get involved in a Software development life cycle, and how one can kick start the learning journey into DevOps. We will explore a few useful learning paths, certifications and other study materials. You will also explore the various services offered by Azure DevOps Services, and how they map with the common DevOps common practices.

DevOps, what is that?

DevOps has been a trending term in recent days for many good reasons, and different people have different perspective of DevOps about how to use it or why? For some people, its some set of tools that gets DevOps into the team, some people think it’s a set of technology that gives you DevOps, and for some people, it’s a dedicated team with a set of skills. While many are true in their respective implementation, to refer to the real meaning of DevOps, we may quote the definition of DevOps by Donavan Brown, DevOps program manager at Microsoft.

"DevOps is the union of people, process, and products to enable continuous delivery of value to our end users."


[image: ]

Figure 1.1: DevOps

The preceding figure 1.1 demonstrates DevOps in practice, when such collaborations happen between people working in different roles to achieve the overall goal supported by different tooling and processes.

Let’s expand the statement with some more words, which can help us understand this statement in more details.

The first keyword that I would like to emphasize is People – journey to DevOps culture starts with your people. The people, here, includes everyone that have some role in your application life cycle, whether its Developers, Infrastructure engineers, Managers, Product owners or even business. They build your product, service, or value that you deliver as a team, so a mindset, which emphasizes on people and the way they work, learn, or collaborate is a must have.

Process is the next word that has a significant role in your DevOps journey. Based on your people, you align the processes, so that they can deliver the values individually, as well as collaborate better to achieve the collective organizational goal. Its important to have your people considerations when you are working out on a process on which they will be working.

Once you understand your people and have a proposed plan for the process, you may need tools or Products that can help you align them together to deliver value. When this happens, you deliver the value again and again with more agility and feedback loops. That’s when you get into what we call DevOps culture.

DevOps is also said to be originated as a result of demands from agile development teams from IT Infrastructure and operations in terms of frequent release deployment and reliable production site with Live Site habit in practice. Over a period of years, agile has become a popular choice of process among software development teams. The main reason of its popularity is that it allows software development teams to achieve frequent release cadence. But this did not mean that the frequent release could be deployed as fast as they were being released by development teams.

The traditional IT operations teams were struggling with the demands of faster release cadence by agile software teams. IT operations was still stuck in old bureaucratic processes and mostly manual deployment with least automation in their work. IT operations was in the mindset of "don’t change if it’s running", however agile mindset focuses on "change frequently, fail fast, and redeploy".

These two mindsets were contradicting to each other, until IT operations team was introduced to the concepts of DevOps. DevOps brought them to a state, where they can complement agile processes and move the value from code to the production, as soon as it’s available from the release cadence of Agile software development teams. If at all any issue comes, operations should be equipped with mindsets and tooling that can help them to find the root cause of the issue, fix it as soon as possible, and even feed backlog with feature that may prevent issues in the future.

DevOps expects IT operations to run with a mindset of "you build it and you run it", which is being practiced in some organizations as Site Reliability Engineering (SRE). Also the collaboration gaps between development and IT operations resulted into unclear requirements of infrastructure for the application deployments or more lead time to fix issues in production. This is due to less knowledge about how application works or what it expects from running environments in terms of resources, configurations, networks, or security. DevOps advocates cross team collaboration to foster cross skilling as well as embrace them to work together to achieve a common organization goal.

Collaboration plays an important role in the DevOps journey and leads to a successful DevOps adoption in any organization. In a DevOps organization, people across different teams having different skill set, collaborate effectively to ensure a high-quality value deployed frequently. The following figure 1.2 demonstrates the flow of messages and information between teams , processes, and tools with effective collaboration:
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Figure 1.2: Collaboration

Here are the seven key DevOps practices:


[image: ]

Figure 1.3: DevOps seven key practices

Let’s explore the details of these seven key practices being shown in the preceding figure 1.3.


	Configuration Management: Configuration Management refers to maintaining systematic changes in the server environments and running your applications in a way that it maintains integrity over time. This helps in easy and quick deployment of application or update to existing application, easy recovery from any disaster or unwanted changes, and prevent snowflakes servers. Over a period of time, configuration of systems becomes unknown, either due to unknown manual changes or as part of patch installations. Its important to know the working configuration of the servers, as well as maintain it using practices, such as Configuration as Code.
Configuration as Code focuses on maintaining your infrastructure configuration in code, just as developers maintain application’s code. It gives you traceability of configuration changes, as well as allows you to spin up the resources with expected configuration on demand. There are tools like PowerShell DSC, Chef, Puppet or Ansible, and so on, which are used by many operations team to manage their configuration as code. Essentially these tools can accept configuration in some specific script or programming language format, such as JSON or YAML, and so on. These tools interpret the provided input script using some kind of configuration engine implemented within, and then communicate to the server to make the specified changes in the input script. Most of these configuration management tools use the concept like Desired State Configuration to frequently check the managed servers, and if the server is drifted from its desired state, then the desired configuration is applied again by the Configuration engine. As you can see in the following figure 1.4, configuration is being applied by configuration manager engine on target servers. Configuration Manager engine also keeps checking the state of managed target servers, and make sure the settings are applied again if a drift is reported.
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Figure 1.4: Configuration as Code


	Release Management: Scheduling build promotion to different environment, like QA, UAT, Staging or Production, must be managed properly, so that unsuccessful outcomes can be caught early before it hits the real user in production. Release Management ensures this – using proper strategy and tooling that makes sure proper notifications and automated testing environments or artifacts are ready to be consumed as soon as the latest changes in code passes the build. Release management makes sure the proper validation in terms of integration tests, load tests, or manual QA validation passes the build to promote to the next environment with proper tracing, including build versions, test results and approvals. The following figure 1.5 shows a typical release management process flow, where CI build packages are picked as soon as the latest version is available, and get deployed to different environment, either automatically or after a manual approval by Release Managers:

[image: ]

Figure 1.5: Release Management


	Continuous Integration (CI): CI ensures that as soon as new code is pushed by developers to the version control system, the build system will be triggered and will validate the build. Validation is done by running the automated test suite or any task that needs to be performed to create the artifacts which can be deployed further. CI fulfils two objectives, the first and the most important is that it provides continuous and prompt feedback to developer about the changes made. If build fails, developer will get notification, and it is expected to correct the code, so that it can pass the build process. The second most important aspect of having CI system is that it makes your artifacts available to be consumed by Release Management as soon as it is available after passing the build. The following figure 1.6 shows whenever the new code is pushed to git version control system, it goes through a series of steps to build, run tests, and publishe a new artifact, if all pass as expected. The new artifact generated by CI systems proceed to Release management as shown in the preceding figure 1.5.
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Figure 1.6: Continuous Integration


	Continuous Deployment: Continuous Deployment is a next step after CI is in place. CI ensures a continuous delivery, that is, your artifacts will be made available continuously (delivering value as new features in the latest artifacts), but it may not be deployed continuously. What we mean here as having artifacts continuously is one thing, but you may not want to automatically run the deploy steps for the latest build and may want to validate it first. It can be a manual push or another system that needs to be triggered to allow deployment. In such scenarios, we call it continuous delivery (not deployment). If your tool chain and deployment task validations are mature enough over period and calls the automatic triggers of deployment to different environments, such QA, Stage or Prod, then that is a continuous deployment pipeline as shown in the following figure 1.7.
In a continuous deployment pipeline, builds are deployed only if the defined tests in the pipeline are passed. There is no manual approval or push required anywhere in between. Ideally, pipelines start with a continuous delivery and deployment with a set of manual tests or approvals. Over a period and based on learnings from the environments, you keep putting more validation logic within pipeline, using some kind of automation, either using scripts or tooling and reduce dependency on manual tests, or approvals to reach the ultimate goal of continuous deployment.
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Figure 1.7: Continuous Deployment


	Infrastructure as Code: Most of the software have been built using one or many coding platforms like .NET, Java, Python, and so on. However, infrastructures were built mostly using manual processes with some imperative scripts. It generally had the number of steps listed in some documents and were mostly executed using GUI and manual in nature. The problem with this approach is that it is time consuming, prone to human errors, and difficult to automate. Another problem that arises due to such manual processes is that the IT Infrastructure team is not able to cope up with an Agile Software development team’s expectation. The software team working with an agile mindset are able to produce software bits frequently, but due to the slow and manual processes by Infrastructure teams, the latest software bits stay there without getting deployed to production. So even though Agile is helping to build software fast, the value created still does not get released equally fast. In conclusion, the value still not getting delivered as IT infrastructure is either not ready with processes, or it has tooling and platforms that support deployment scenarios, such as on demand deployment, scaling or live upgrades, that an agile software delivery demands. But with advancement of IT infrastructure and rise of cloud, it has become possible to code your infrastructure, using tools like ARM templates, PowerShell, Terraform, PowerShell DSC and many more, and target platforms to deploy frequently. Infrastructure as Code emphasizes on using such tools and brings similar values of automation for Infrastructure deployment. Infrastructure as Code also helps you to maintain the same configuration across environments like QA, Stage or Prod, as the same set of infrastructure script/template can be used to deploy the infrastructure in all the environments. The following figure 1.8 shows the flow of infrastructure as code practice. Infrastructure as Code practice recommends deploying IT infrastructure resources using code or scripting technologies such as ARM templates, Terraform, Ansible, Chef, PowerShell, Cloudformation templates and Pulumi etc.. The infrastructure code is is further committed to a version control system such as git that helps us review the infrastructure changes using code review processes and also helps in maintaining the version control of changes being implemented. After code review process and approvals version control system hosting the infrastructure code can be configured with CI and CD pipeline just like an application code development for a software.
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Figure 1.8: Infrastructure as Code


	Test Automation: Testing is one of the most important aspects of your application development lifecycle, and many times it is monotonous in nature, if not done with strategy. To understand more types of testing that may get involved in different phases of an application development life cycle, we can refer to Agile testing quadrants mentioned by Lisa Crispin, which can be found at her original post. The following figure 1.9 shows these testing quadrants:
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Figure 1.9: Agile Testing Quadrants

Sequence should not matter for quadrants shown in figure 1.9. They can be applied or adopted in any order. Most of the projects may start with Q2, which is pretty much running the cases which can have bringing up the requirements and prototype of the product. But it may also be possible to start a project, which has few priority tests that may belong to Q4. It may be required to run tests like performance and security validation due to criticality of applications. As you can see in the preceding quadrants, these four quadrants are divided based on either Technology facing or business facing, and whether they are useful for supporting the team or critique the product. They are further divided based on their implementation methodology, if they fall under automated testing frameworks, manual, or can be implemented by combining both.


	Application Performance Monitoring: Once Application is successfully deployed with continuous deployment, it is equally important to monitor it continuously to prevent any issues before it is reported by the consumer of the application. Application Monitoring also helps you to be compliant with Service Level Agreement (SLA) for application availability and usability by closely monitoring Service Level Objective (SLO) matrices and take actions before it hits the SLA. As shown in the following figure 1.10, Application Performance Monitoring can be instrumented to get the details of resource usage of application such as CPU, Memory, or disk, etc. This can further help us to take on-demand actions like scaling up or down based on application requirements in production. It also helps us in taking preventive actions by showing us logs and details of events happening in real time application. This is also a very useful way of knowing how your application is being used and if at all something can be done to make it better for user experience, either by simplifying the UI/navigation, or adding some useful features that may improve the overall experience of Users. Monitoring can also give real time execution logs of different pages or modules of application, that can further be analyzed to evaluate any code optimization need.
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Figure 1.10: Application Performance Monitoring

DevOps has seven key habits, as shown in the following figure 1.11. These habits can help you in bringing the previously discussed practices in your team culture:
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Figure 1.11: Key DevOps Habits

Let’s explore each of these habits, shown in figure 1.11, in details.


	Team Autonomy and Enterprise Alignment: Teams should have autonomy to take actions like start working on items from product backlog, but at the same time they should have alignment with release goals, so that autonomy does not deflect the release goals. Autonomy is important for a team to decide the feature prioritization, assigning sub tasks or technical debt and implementation within them. But at the same time they should have alignment with release goals, so that autonomy does not deflect the release goals.

	Rigorous Management of Technical Debt: Many a times, developers ignore some of the best practices due to restricted timelines that could have improved maintainability of the developed code. In the future, they may have to pay more time and efforts during update of that feature code, and that’s something referred to as Technical debts. It’s very much like financial debt, in a way where we do something to remediate immediate problems and will be paying back later. Just like financial debts, all technical debts are not bad till they are managed properly. Whenever making a choice between a shortcut to implement something or to follow best practices for better code maintainability, considering technical debt will be helpful. If the changes being made are impacting large code base or may need frequent changes in future, then it’s better to give priority to code with better maintainability in future. If it’s one of the isolated pieces that does not impact much of the other components and may not require frequent changes, then it may be better to get the needed change as soon as possible to deliver the value. Over a period, any application code can accumulate technical debts, irrespective of how better you planned during the initial phase; so it is also wise to dedicate efforts in reducing technical debts during active developments.

	Focus on Flow of Customer Value: While releasing new features and values to customer, it is also important to know how they are using it. How new features make a difference to consumer of our applications, how some of the features can be improved, so that it can improve better customer experience. This can be achieved either by some feedback mechanism within application or can be tracked by monitoring users’ activities and their response on different pages. For example, we may have introduced an online order option in an app, but do not see significant difference in placed orders as expected; when we closely monitor the users activities, we see that many users are leaving when they get to the payment option, and we figured out that they were looking for COD option, whereas the current options available on that page are only accepting credit cards payments.

	Hypothesis Driven Development: When a backlog item is listed, it is mostly based on some assumptions or imaginations. When we work in DevOps culture, we treat these backlog items as hypothesis, and do experiments against them. The experiments produce data from production, we collect data and results from the experiments, and then we either corroborate or diminish the hypothesis. Based on such outcome, a backlog item can be added to sprint backlog for taking it further for scheduling it in a sprint, and its priority is decided based on values that it can bring to the application.

	Evidence gathered in Production: The data for hypothesis experiments are collected from production. Usually we run the new (hypothesis) against the old (existing) and compare the results. If the new hypothesis is better than the old, then it may be considered as right.

	Otherwise, it is also possible that the new hypothesis does not bring any better value and it can be diminished. Evidences in support or against an idea is what makes the idea more than an imagination or assumptions.



	Live Site Culture: This implies that the site should always be active, that is, irrespective of outages, patch updates, or break fixes. The system should be architected in such a way that it is always available to its consumer. If there is any incident on a live site, then you need to fix it as soon as possible, drive a root cause analysis and schedule a long-term solution to prevent the issue or similar occurrence in the future. This ensures that your application is getting better and more robust for unforeseen incidents.

	Manage Infrastructure as Flexible Resource: To make possible the Live Site culture, Infrastructure should be considered as a flexible resource. With the rise of cloud and platforms like Kubernetes, it is possible to scale the infrastructure as the demands of applications varies. Also, with such platforms, we can design infrastructure using concepts like immutable infrastructure, infrastructure as code, configuration as code, and so on, so that Infrastructure components can be easily replicated, created, restored, or destroyed on demand.



When an organization follows the preceding discussed practices and habits, it leads to an infinity loop of continuous changes and continuous feedback. The following figure 1.12 represents the flow of processes and data in a DevOps team forming infinity:
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Figure 1.12: DevOps infinity loop

In the preceding screenshot, you can see multiple phases, and there is a generic flow that moves across these phases. Although, there is a sequence, continuous feedback and collaboration across phases among all the teams are always encouraged.

Usually it starts from Plan, where you define the objectives and values that you, as a team, will be developing and delivering over a period of time (usually referred to as sprint/release/iteration). For tracking and collaboration during Plan phase, people use many methodology frameworks like Agile, scrum, CMMI, and so on, to collaborate and track the planning. Agile is one of the most famous methodologies among them, and going forward, we may have most of the examples and terms from this methodology.

Code phase comes just after planning. In this phase, as the name suggests, developers work on code to build the planned features/values. The developers should get continuous feedback on the feature they are working on, and that’s what a build system ensures during Build phase. This is represented in figure 1.2.

Test phase ensures to give some of the feedbacks that the developer could not get during the build phase, like functional or UI testing. These testing can be manual or may be implemented as automated tests using appropriate tooling.

If the tests are passed, then it proceeds further towards Release. Release may involve putting something on a production server, or it may simply mean to put the latest software artifacts to some package repository, like Azure Artifacts, Jfrog Artifactory, or Docker Hub, and so on.

Once the latest release is available, it moves towards Deployment. It may be a manual push/effort to deploy, but by using appropriate tooling, it is possible to do Continuous Deployment.

A software lifecycle process is finished only with the deployment, but it has to be operated to maintain its environment. For example, Server operating system hosting the application is patched with the latest security hotfix, servers are not drifted from the desired state, expected resources like CPU, Memory, environment variables, and so on that are always available to application. Operations not only help in maintaining a running instance of application, it is also one of the best channels for getting issues/bugs/improvements feedback directly from production, which is closest to environment-to-consumer of your application. The feedback from operations tends to be most useful in terms of its impacts or visibility to users.

Someone said once, "Prevention is better than cure;" the same applies to software applications in today’s world. Monitoring helps you in that prevention for any unforeseen event that may get you in a 2 AM triage on call. Monitoring your SLO and SLA matrices can always help you to take an action before it is visible to consumer or widespread. Just like Operations, Monitoring can also give you so many useful feedback or improvement suggestions back to development, that can be planned and further be scheduled for upcoming sprint/release/iterations.

While we are discussing what DevOps is, it is also interesting to have a look at how DevOps is revolutionizing the software delivery process and the overall industry. A quick look at the State of DevOps report by Google makes it more clear how different industries are doing in terms of DevOps adoption and how they are getting benefitted from it.

DevOps? Why should I know it?

DevOps involves everyone, that’s what makes it as a culture, rather than the tools that you can buy and get into DevOps. Developers, Infrastructure engineers, Architects, or anyone who contributes in any role during application development lifecycle should be included in DevOps practices.

There are many adoption patterns in different organizations. When an organization adopts DevOps practices and habits, based on their adoption strategy, the journey changes for people being involved across different organizations. Some organizations tend to form a DevOps team all together with certain skillset around tooling that they use for following the DevOps practices that we have discussed so far. And some organizations do not really form a new team, rather they encourage the cross skilling within existing teams. To do that, they align or dedicate few folks within the team, who take care of DevOps needs in the team. Such folks work together with team members to cultivate the skills, such as use of version controls, write unit tests, align processes to improve the overall application development lifecycle.

Irrespective of the pattern that you follow to adopt DevOps, the fact about DevOps to be embraced as culture does not change, and everyone involved in product development or deployment, including operations, security, and monitoring, should be included in this culture of collaboration. The main objective of having DevOps culture is to have an effective collaboration among people and teams, and bring the practices of automation where it is possible. Starting from planning to code and then deployment, people should be aligned with the goal and should be appropriately provided opportunity to put their perspectives. For example, it’s important to have infrastructure team inputs when even the development stack is being discussed and choices are being made before coding phase starts. Development teams may select the best development platform in terms of its flexibility and features that it provides, which can help them in developing the product efficiently, but the selected platform stack complexity in terms of deployment, such as organizational security practices, allowed infrastructure components and feasibility of development platform for developers will still be best known by infrastructure teams. So, it’s essential to have their say as and when these discussions may happen, even if its the early part of planning, where traditionally, Infrastructure or operation team were neglected or were included later.

It is essential for both infrastructure engineer and developer to have the understanding of DevOps, though they will have their own focus area around their respective domain. For example, developers mostly work with writing codes to implement features that require programming skills, coding standards, or algorithms knowledge to develop features, but it is also important to know some of the tooling and infrastructure knowledge that helps them to be productive in a DevOps team. Apart from their programming knowledge to develop the features, which is their core role, it may be important to have knowledge around version control systems, some aspects of CI tools, and the ability to collaborate with infrastructure engineers and explain their needs to infrastructure teams. To do that, developers should be familiar with infrastructure or cloud services terms that help them in collaborating with infrastructure teams and explaining issues or requirements. As we have discussed earlier, developers are to have programming aspects as focus areas, but they are expected to be familiar with certain concepts and terms of other domain like IT infrastructure, so that they can collaborate with other teams effectively in cross functional work environment.

Just like that, infrastructure engineers have infrastructure deployment, infrastructure automation and infrastructure architecture as focus area, yet it is equally important for them to know the tooling and terms that developers use day-to-day, like Integrated Development Environment (IDE) such as Visual Studio, basic understanding of programming language being used for development of product, build tools (e.g., Azure Pipelines) and how it can be used to generate deployable artifacts from code, testing frameworks or tasks that are part of automated testing and the platform on which product gets deployed, whether it is cloud or on premises. They should also know how to effectively collaborate with other teams using tools like MS Team or Slack. Having some of the basic terms and concepts from development can help Infrastructure engineers to have an effective communication with development teams. Not only that, knowing practices and patterns from development domain can help infrastructure engineers in implementing DevOps practices such as Infrastructure as Code in their domain. So, its essentially extended hands from each other that makes collaboration effective and helps teams achieve together with fast cadence.

So far, we have mentioned two distinct teams, that is, Development and Infrastructure, that have significant role in developing and deploying the product in application life cycle, and the expectations from each is that they should have some skills and familiarity with other teams skills and technology, which helps them bridge the gaps during collaborations. While we have only specifically talked about two roles or teams, that is not it if you see the wide spectrum of teams who get involved in various phases of application development and deployment. There are other teams like InfoSec (Security), Architecture, Testing and Site Reliability Engineering (Operations), who have equally important roles in the product’s life cycle. What we have discussed about learning each other’s skill sets to bridge the gaps, that is valid for cross team collaboration with these teams as well. For example, DevOps advocates to shift security on the left side of application life cycle, so that the security items can be covered during CI and CD process itself instead of delaying it to happen on the right side. The following figure 1.13 shows this shift and this practice, commonly known as DevSecOps:
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Figure 1.13: DevSecOps

DevSecOps recommends involving InfoSec, just like you involve Infrastructure or Development team during design discussions, so that the Security teams can also bring their perspectives about the things which can be placed in early stage of development either in terms of secure code or some security validation in the CI/CD pipelines to avoid changes in the later stage of deployment. This again helps achieving the DevOps habit of "Team Autonomy and Enterprise Alignment" while working with multiple teams. The similar kind of cross skilling and collaboration bridge should be established among all the teams.

Who are affected by DevOps? The answer is that every individual who is involved in a product development, testing, deployment, or operations should know DevOps. DevOps helps them in working together in a better way and deliver fast and frequently, and maintain reliability. This includes developers, IT infrastructure engineers, architects, managers, or even product owners.

How to learn DevOps?

As we have mentioned repeatedly, DevOps is a culture, so learning DevOps is very similar to learning any culture in general. You learn DevOps culture by living in it, you pick certain practices that may look applicable to you, then you adopt it in the way you deliver your product. While adopting the practices, you may come across few tooling that can be helpful for adopting the practices. For example, if you are a part of the infrastructure team and may want to start with Infrastructure as Code, practice to deploy the infrastructure. To adopt this, you have to learn one of the Infrastructure as Code (IaC) tools like ARM template (a JSON based script), terraform, Ansible, and so on, to define your Azure resources. You will also need to learn version control system, like git, to help you host manage these IaC tools scripts/templates for versioning your infrastructure code, having reviews in collaborative development environment.. Managing Infrastructure code in version control system also enables you totake it further and integrate with some CI CD systems like Azure Pipelines. So, as you start adopting a practice, you will come across tooling that can help you in implementing it. You pick the tooling based on several factors like organizational alignment toward one set of tooling, your team members familiarity with one tool against another, or a value addition of a tool due to the kind of product/value you are going to get and use in your environment.

It essentially depends on what you do today and how you can apply certain practices we have discussed so far. Based on that, you may require to make your learning plan to learn certain specific tooling, such as Azure DevOps, Git, Jenkins etc., and technology such as containerization, cloud, Kubernetes, and so on. You can also refer to the DevOps hiring guide by Jason Hibbets at Redhat to see some of the common trends and skills you may need to get hired or hire a DevOps focused IT professional. You can download the hiring guide from Microsoft, which also has a certification for DevOps professional known as Exam AZ-400 Microsoft Azure DevOps Solutions. While this book may help you to prepare certain topics for Exam AZ-400 , you may need to refer to the certification outline to know all the other skills needed to pass this exam. You may find more details at https://docs.microsoft.com/en-us/learn/certifications/exams/az-400

Azure DevOps, what and why?

So far, we have discussed DevOps as a culture, its various practices and habits, but we have not yet explored much details on Azure DevOps Services in any of our discussion, which is the core theme of this book. So, let’s start exploring what Azure DevOps is and how it fits in all the concepts that we have discussed so far about DevOps. Many a times, a single question arises when you see DevOps in the name of "Azure DevOps" – is it something you buy to do DevOps? Is it the way to do DevOps in Azure Cloud only? The answer is yes and no, both partially.

First of all, let’s discuss the reason for No. The fact about DevOps as a culture always implies that any tool does not get you into DevOps just because you are using it or have it in your environment. If you are following our discussion on DevOps as a culture, then it must have been clear to you by now that DevOps is not just about tooling, whether its Azure DevOps or any other tool that commonly gets mentioned in DevOps ecosystem, like Jenkins, git, docker, etc. These tools only help you to get into the culture of DevOps and help you implement DevOps practices and habits mentioned earlier. But before tooling, it’s always the people and process that should drive your tooling selection. Azure DevOps is just another set of tools that makes your tooling selection easy.

Now, is it only for people using Azure as cloud platform? Azure DevOps Services as tools can help you in your DevOps journey if you are using Azure cloud as your platform, but it must be noted that it is not only limited to Azure cloud. You can literally use Azure DevOps Services without having to even buy or subscribe to Azure cloud, and you can deploy on other public clouds such as Google Cloud Platforms (GCP), Amazon Web Services (AWS) or even on premises solutions, including private clouds platforms such Azure Stack.

Since Azure DevOps Services (Azure DevOps Server is on premises) are managed hosted SaaS solutions and coming from Microsoft, it is hosted over Azure cloud for its compute and other resource needs. But that is not something you need to bother about ever as a consumer of Azure DevOps Services. Not only it is flexible enough with platforms, it is also flexible to integrate with many of the popular DevOps that helps you continue with either existing investments in other tooling or due to regulatory needs that left you using a tool/service for a specific need. Azure DevOps has a set of services that helps you in following some of the common DevOps practices and habits. These services work together, as well as are flexible enough to be used separately, or as combination of few. These services also offer nice integration with many of the famous tools and platforms in DevOps tooling ecosystem, such as Jenkins, Octopus, Sonar Cloud, and so on.

Azure DevOps Services can be consumed via two types of options, one as a managed hosted SaaS solution, commonly known as Azure DevOps Services, and second as on premises Azure DevOps Server. Previously, these were known as Visual Studio Team Services (VSTS) and Team Foundation Server (TFS).

Both Azure DevOps Services and Azure DevOps Server are similar in terms of functionality and interface, except a few things. If you are familiar with either one of them, then working with another is just the same with very few exceptions in respect to certain features or setting. As mentioned earlier, Azure DevOps Services are hosted SaaS solution, so you may not have control on all the aspects of this service, such as settings of server beyond your organizational settings or complete control on data of this service etc. These fewer considerations are mostly security concerns or network ingress/egress considerations etc. In such scenarios, you may go for Azure DevOps Server, an on premises solution which gets you same services hosted on a server in your data center and in your full control.

In the coming chapters, we will be taking examples from Azure DevOps services interface, and in most of the cases, it will be applicable to Azure DevOps Server as well.

Azure DevOps majorly solves five kinds of tooling needs by offering services focusing respective areas. The areas that Azure DevOps Services focuses on are planning and tracking tool, code repository service, continuous integration tool, continuous deployment tool, packaging repository service, and tests tracking service.
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Figure 1.14: Azure DevOps Services

As shown in the preceding figure 1.14, here are the names of Azure DevOps Services for the respective needs:


	Azure Boards

	Azure Repos

	Azure Pipelines

	Azure Test Plans

	Azure Artifacts



We will briefly cover an overview of each service here, but will cover each service in detail with examples in the respective service dedicated chapters.


	Azure Boards: One of the DevOps habits that we have discussed previously was "Team autonomy and enterprise alignment". To achieve this, you will need to have a process and tooling that can help you in effective collaboration within team, while maintaining their individual autonomy, and also give insight by tracking how these individual teams are doing in terms of alignment with overall goal. This is where teams follow one of the many industry-standard methodology, like Agile, Scrum etc., to design process under which teams effectively collaborate and are able to achieve the planned objectives collectively. This is where Azure Board can help you as a planning and tracking tool.
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Figure 1.15: Azure Board


	Azure Board is a planning and tracking tool for your team. It helps you plan the backlogs items, schedule sprint/release/iterations and track its progress. Azure Board has native support for Kanban, Scrum boards and it also helps you create customized dashboards. It has process template for methodology like Agile, Scrum, and CMMI that helps you pick the correct process for your team, and then helps you add work items based on selected process. Figure 1.15 shows different team members collaborating together and their work item being tracked with progress. Azure Board has recently added a Basic process type, which helps small teams or individual developers with less collaboration in terms of process. Azure Board also gives you flexibility to customize your own process, which may work for your team. We will explore Azure Board further in details with examples in Chapter 4.



	Azure Repos: While Azure Board helps you in planning and scheduling the process, developers also need collaboration on the code level. Not only collaboration, developers also need tooling and processes that can help them versioning their code, security aspects in terms of accessibility, and further integration with build systems to get instant feedbacks of changes. Version Control Systems like Git or Team Version Foundation Control (TVFS) help Developers in this type of collaboration on code level. Version Control System help developers to manage code while working together in a team, apply some processes applicable to manage code conflicts and security aspects. Version Control System also helps developers to integrate other practices such as Continuous Integration (CI).
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Figure 1.16: Azure Repos


	Azure Repos is one of the hosted version control system being offered as part of Azure DevOps Services, which gives developers option to select Git or TVFC as their code version control system and collaborate on code level. Azure Repos also offers many useful integrations with other Azure DevOps Services that makes end-to-end traceability from code changes, associated features and further CI and CD systems logs. We will explore Azure Repos features in details with examples in Chapter 5.



	Azure Pipelines: When a developer commits a code change, he always want to have quick feedback about how these changes are going to affect the overall application in terms of integration with other modules and systems. Continuous Integration (CI) practice helps you in achieving this kind of experience for developer, as well as build promotion for release. There are CI systems which integrate with Version Control Systems and can run a set of jobs as soon as new code is committed on the version control system. These jobs are mainly validation task like unit tests, dependency integration, and build steps. As soon as CI jobs are executed successfully, artifacts are generated. Artifacts are nothing but deployable bits which can be deployed without any further processing or change in terms of configuration changes. For example, a windows application CI pipeline may give you an .exe or .msi file as an artifact after a successful CI process. For a containerized application, docker image may be referred as an artifact. This entirely depends on what type of technology you are using to develop your application and what the target is, where they will be deployed. It can be thought of as a package that can be consumed to deploy directly to hosting environment without having to change it further.
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Figure 1.17: Azure Pipelines


	Azure Pipelines is one of such Continuous Integration systems that helps you configure jobs that can run as soon as new code is available with Version Control System. Including Azure Repos, Azure Pipelines integrates well with many of the other Version Control systems such as GitHub, GitHub Enterprise Server, Subversion, BitBucket cloud, or any other Git including on premises Git server. We will explore Azure Pipelines further in Chapter 6.



	Azure Artifacts: An application build or release (CI or CD) may depend on some other packages such as nuget or npm package. These packages can be a result of some other build system but may need to be consumed in another CI CD pipeline as a dependency to build. Also, once a CI system like Azure Pipelines generates an artifact or a package after successful build, it should be placed at some shared location from where it can be consumed to build another project or for deploying it to target locations like QA, Stage, or production. This shared location is commonly known as package repository or artifacts repository. A package repository retains various versions of an application generated by builds; this retention may vary based on policy set on packaging repository solution. The idea here is to share the package for deployment, where the next team has the flexibility to select whether they want to pick the latest package, or want to use an old version of the same application. These packages can be either dependent package for some other CI pipeline or it may be a deployment package that can be deployed to a server environment such as QA, Stage, or Prod.

[image: ]

Figure 1.18: Azure Artifacts


	Azure Artifacts is one such package repository system from Azure DevOps Services. It can help you in dependency management during build, as well as a storage solution for build promotion to release. Azure Artifacts currently supports five type of packages that includes Nuget, npm, Maven, Python or Universal package. We will explore the details of this service and how it gets used for dependency management and consumed in a CI or CD pipeline in Chapter 7.



	Azure Test Plans: Quality plays a vital role in any software development lifecycle and it’s important to have a proper strategy during various cycles to execute tests and deliver quality product. Many of the automated tests run during Build and release tasks, yet there may be some manual functional tests, User Acceptance Tests (UAT), Exploratory Tests, or Stakeholders feedbacks. For such kind of activities, a proper planning and tracking tool can only make sure that all the test cases/feedbacks are covered with applicable evidences in the forms of captures or comments. It is also important to attach these evidences along with any reported bugs so that developers can have all the information in a single pane of glass and a collaboration space with testers reporting those respective issues/bugs. This helps the developer to get all the required information easily so that a quick fix can be provided if the reported issues qualifies, get the regression testing done and fix the issue. In all these activities, collaboration and information flow play a very important role, and hence a proper tooling can really make this whole exercise efficient and interactive.
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Figure 1.19: Azure Test Plans


	Azure Test Plans is a service within Azure DevOps Services that helps you give such tooling for Test Management. It offers tracking test cases from the Kanban board. It has a rich UI to help testers and developers to attach appropriate evidences and information in a user-friendly format, such as recording test case run or attaching screenshot and many such feature to make them more productive. It also has some nice integration with Azure Board or other Azure DevOps Services that gives a better flow of information and traceability during different phases of application development life cycle. We will explore more about this service in Chapter 8.




All these individual services help you in implementing a particular aspect of DevOps practice in your DevOps journey. While Azure DevOps have a set of services for the majority of your famous DevOps needs, it may also be possible that all these services do not fulfill some of your specific needs in terms of feature in a particular service you are looking for or you may want to replace one of the services with an implementation using a third party/open source tooling due to either organizational or product needs. Azure DevOps does offer such kind of extensionality by giving you a large marketplace known as Extension Market Place.


[image: ]

Figure 1.20: Azure DevOps Market Place

Azure DevOps Extension market place has many extensions released by Microsoft, as well as third parties’ extensions which helps you extend the functionality of Azure DevOps services with other services or tools like Jenkins, Octopus Deploy, Jfrog Artifactory, Kubernetes and many more. You can also develop your own custom extension and use it within your organization instance or can publish to the public market place so that others can use it.

Azure DevOps Services work best when they are used together, but at the same time, the extensibility provided by Market place extensions and some of the other features, that we will be covering in upcoming chapters, makes it flexible enough to either use one of the services for certain specific DevOps practice that you may want to get started with or combine it with many of the other third party services to get you integrated with end-to-end flow while not depending upon Azure DevOps for everything. We will explore the Azure DevOps Services Market place extensions in Chapter 9.

When you log in to Azure DevOps Services after signup, you see an interface, which looks like the following figure 1.21:
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Figure 1.21: Azure DevOps Services dashboard

As discussed, you can see all the services’ names on the left side navigation pane. We will cover how to get to this page for the first time and will explore each service and their respective settings in details in the upcoming chapters. We will also explore the most common practices using examples.

Summary

In this chapter, we covered the aspects of DevOps as culture, and how it helps teams to deliver fast and reliable solutions. We explored DevOps common practices and habits that helps you transform your team. We explained why anyone involved in the application life cycle should know DevOps, and the skills or learning path that are available that can help you accelerate your DevOps learnings. We then briefly discussed Azure DevOps Services, what its major components are, and how they fit into a DevOps team’s tooling needs. We will take this journey further to explore the various services by Azure DevOps in respective service dedicated chapters and will demonstrate how individual services can be used in a team. We will also explore how some of these services integrate together to give end-to-end traceability of different aspects during application development lifecycle. We will signup for Azure DevOps services in our next chapter, create the first organization, and will explore various organization settings.

Questions


	What are the seven key DevOps practices?

	What are the seven key DevOps habits?

	What is DevSecOps?

	Name the five services offered by Azure DevOps Services.



Key terms


	CI: Continuous Integration

	CD: Continuous Delivery/Deployment

	Artifacts: A deployable package

	Pipeline: A series of task to be executed, mostly automated

	Environment: Application servers, Database servers or any resource being used for hosting the application.

	Ility Testing: Testing desired properties of system

	Technical Debts: Efforts you pay for maintaining an old code







CHAPTER 2

Azure DevOps Organization


Introduction

By the end of this chapter, you should be able to get started with Azure DevOps. You will be able to sign up for Azure DevOps Service and you will know steps to create organization in Azure DevOps. You will also explore free tier benefits and billing setup for paid resources in Azure DevOps. You will get familiar with organization settings such as Agent Pools, Deployment Pools, Process template, and so on, and explore how and when to change those settings as per your requirements.

Structure

In this chapter, we will cover the following topics:


	Azure DevOps organization

	Getting started with Azure DevOps

	Azure DevOps organization settings

	Pricing and billing in Azure DevOps

	Agent pools



Objectives

After studying this chapter, you should be able to understand:


	Signup Azure DevOps Service

	What is Azure DevOps organization

	How to create Azure DevOps organization

	Pricing and billing of Azure DevOps Services

	Customizing various Azure DevOps settings

	How to connect Azure Active Directory with Azure DevOps

	Various Services in Azure DevOps



What is Azure DevOps organization?

As we have said, Azure DevOps organization is the first thing you will need to create once you have signed up for this service. It can be thought of as the highest level of container that can have a collection of related projects based on company organizational units, departments, or products. For example, an organization can be created for an entire company or it may also be possible that each department, such as Analytics, IT Operations, Development, and so on, have their own organization and related projects within each organization.

When you start your journey with Azure DevOps, you may start with one organization. You can make use of projects to isolate different teams and maintain in a single organization. In later stages, you may want more isolation in terms of security controls on organization levels, and then you can create different organization as well. Each organization will have separate URLs and organization level settings.
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Figure 2.1: Azure DevOps Organization

As you can see in the preceding figure 2.1, there are three different organizations with their separate URLs. Organization A has three different projects, each having their own isolated set of Azure DevOps Services. Organization B has only one project and Organization C has two Projects. As we have discussed, you may start like organization B, but later may opt for adding more organizations, such as shown in A or C.

By default, when you create an organization, it comes with a set of services under free tier. But to start using any of the services, you must create a project that gives you a logical isolation for a collection of teams working together, and use Azure DevOps resources such as Azure Repos, Azure Pipelines etc. We will explore more about projects in Chapter 3. Let’s discuss some of the features that you get with free tier of Azure DevOps Organization:


	5 free users: In free tier, you can have a team of 5 people collaborating with basic license. These five users, having basic license, can access all individual services such as Azure Repos, Azure Pipelines, Azure Board, and Azure Artifacts. You can also buy more users’ license based on your team size. To buy anything that does not come with free tier, you must first setup your billing in Azure DevOps organization. With recent changes, it is possible to associate an Azure subscription to Azure DevOps organization to consolidate the billings at one place for both Azure and Azure DevOps. Though Azure subscription will be used for billing setup, you do not have to consume anything in Azure for using Azure DevOps if you do not need. We will explore billing setup in upcoming topics.

	Unlimited stakeholder users:  Stakeholders are users with free but limited access to features and settings in Azure DevOps. Stakeholders can add or modify work items, such user stories/tasks etc., or can manage build and release pipelines and view dashboards. You can refer to the following Table 2.1 to know the complete set of features and permission levels which are available to stakeholder.







	Service, application, or setting

	Private project

	Public project



	Dashboards

	Partial access

	Full access



	Wiki (Project wiki)

	Partial access

	Full access



	Wiki (Code wiki)

	No access

	Full access



	Azure Boards

	Partial access

	Full access



	Azure Repos

	No access

	Full access



	Azure Pipelines

	Full access

	Full access



	Azure Test Plans

	No access

	No access



	Azure Artifacts

	Full access

	Full access



	Notifications

	Full access

	Full access



	Semantic search

	Full access

	Full access



	Project settings

	Partial access

	Partial access



	Organization settings

	Partial access

	Partial access




Table 2.1: Stakeholder permissions




Many of the settings and terms here may not make sense to you right now, but in upcoming chapters, we will discuss all these terms and settings progressively, and then this table may look more familiar.


	Azure Pipelines: Azure Pipelines is a continuous integration tool as a managed service, which helps you run jobs (series of tasks) to build the package from code. Azure DevOps Pipelines need some compute resources, to which the jobs can be assigned, and the task defined are executed. These compute resources are known as build or release agents. Time taken to run these jobs on agent is known as Build minutes. Microsoft has preconfigured virtual machines known as hosted agents which you can use to run your build pipelines. These hosted agents have restriction with free tier, such as you can only use 1800 build minutes per month for a private project, and unlimited minutes for public projects. If you have already setup billing for your Azure DevOps organizations, then you can also buy additional build minutes based on your requirements.

	If you do not want to use Microsoft hosted agents for required compute in pipeline jobs, then you can host your agent either on-premises or in cloud as IaaS (Infrastructure as a Service) Virtual Machines. These agents are called self-hosted agents and jobs using these agents are called self-hosted jobs. Free tier comes with one self-hosted parallel job restriction, that is, you can have your own hosted agents, as many you want in an agent pool. But Azure Pipeline will allow only one job at a time to run with free tier billing. Self-hosted jobs do not have any restrictions on build minutes like 1800 minutes limit in case of hosted agents, but you can only have one job running at a time in free tier. If you need more than one job to run parallelly, then you will have to purchase parallel jobs according to your needs.



	Azure Board: You can use this service for Kanban board and work items tracking. This feature will be available to all the 5 basic users, any additional user license purchased, and unlimited stakeholder users in free tier.

	Azure Repos: It is a managed version control server, where you can host your code repository. This service is also free to use and will be available to all 5 users under free tiers and any additional user license purchased. Users can create private or public repositories as they need. We will further explore the repository types and other details of Azure Repos in Chapter 5.

	Azure Artifacts: As discussed in Chapter 1, Azure Artifacts are package hosting service and free tier comes with 2 GB of storage to store packages. This limit can also be extended by buying additional storage.



We will explore later in this chapter, how we can extend these limits that comes with free tier such as more parallel self-hosted jobs, more than 1800 build time on private project, and so on.

Signup Azure DevOps Services

You can sign-up for Azure DevOps with free tier using Microsoft Account or GitHub account. If you do not have a personal Microsoft Account, you may see instructions by clicking on the following link: https://support.microsoft.com/help/4026324/microsoft-account-how-to-create

Signup for Azure DevOps


	Visit https://azure.microsoft.com/en-us/services/devops/

	Click on Start free with GitHub or Sign up with GitHub, as shown in the following figure 2.2, if you want to use your existing GitHub account:
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Figure 2.2: Azure DevOps Signup


	Enter existing credentials based on your choice, if you have selected start free, then it will ask you to enter Microsoft Account credentials, as shown in the following figure 2.3:
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Figure 2.3: Azure DevOps login

It will ask for GitHub login screen, as shown in the following figure 2.4, if you have clicked the other option, Start with GitHub. It may further give you a prompt to authorize Microsoft corporation.
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Figure 2.4: GitHub loginClick on Continue, as shown in the following figure 2.5, to Get Started with Azure DevOps:
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Figure 2.5: Azure DevOps Subscribe


	After the successful signup, an organization is created automatically. You can sign into the organization using the following link: https://dev.azure.com/{yourorganization}. Replace "yourorganization" with your organization name. For example, in the following screenshot, Azure DevOps has created an organization ashishraj0618, automatically; hence the login URL for this organization will be https://dev.azure.com/ashishraj0618 as highlighted in the following figure 2.6:
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Figure 2.6: Azure DevOps Organization URL




You can create additional organization by clicking on New organization option, as shown in figure 2.6. Azure DevOps organization settings can be accessed by clicking on organization settings on the left side at the bottom of the page, Azure DevOps organization page.

Once you click on organization settings, it navigates to organization settings overview page under General section.

General section

Under General section, the first tab is Overview, from where you can update settings like organization Name, Time zone, and Description, as shown in the following figure 2.7:
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Figure 2.7: Organization Settings

This page also shows the Azure region, where the organization has been created. Azure regions are Azure cloud data center locations, which will host the data of your organization. This region is set to Azure subscription used for billing setup that we will explore later. If you need to change the region to some other location due to regulatory or network consideration, this page does not allow that. But you can use Azure DevOps Virtual Agent, as shown in the preceding figure 2.7, to change the region. You can access Azure DevOps Virtual Agent by opening the the following link: https://azuredevopsvirtualagent.azurewebsites.net/
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Figure 2.8: Azure DevOps Virtual Agent

Projects tab is the next tab after Overview. When we select Projects tab, we get a list of projects in organization. Projects are containers used for isolating the team’s resources in Azure DevOps Services. Each team or department in an organization can have their own project, and team members can access Azure DevOps resources as per their permissions, while being contained in their own project. For example, a user in project A may have access to project A’s resources, like its code repo, CI/CD pipeline definitions and so on, but the same user need not have access to project B resources. Refer to the previous figure 2.1 for project hierarchy in Azure DevOps organization. We will further explore the project in Chapter 3. On this Projects tab page, we can select any project and delete or create a new project, as shown in the following figure 2.9. We will be creating a project in the next chapter, and will explore further about projects.


[image: ]

Figure 2.9: Organization Projects

Next to Projects tab, we can click on Users tab and see list of users in organization, as shown in the following figure 2.10. You can add users from here, view users access level, and export users.
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Figure 2.10: Organization Users

When you add a user, the next screen, as shown in the following figure 2.11, prompts to select either of the three types of access levels with free tier:
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Figure 2.11: Users Access levels

Following are the different types of access levels:


	Basic: Provides access to most features.

	Visual Studio Subscriber: This access level should be assigned to existing Visual Studio subscriber; the system will automatically detect their subscription types such as Visual Studio Professional, Visual Studio Enterprise, Visual Studio Test Professional, or MSDN, and enable features accordingly.

	Stakeholder: Provide partial access, see Table 2.1 for permission details.



There is another access level, Basic + Test plans, which is available with Test Plans paid feature. You can add this access level to users having Visual Studio Test Professional subscription, MSDN or for whom you are paying Test Plans.

You can also view group rules, as shown in the following figure 2.12 or create group rules by switching to Group rules options:
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Figure 2.12: Group Rules

Azure DevOps helps you manage users’ licensing using Azure Active Directory groups and Azure DevOps groups. Azure DevOps resource’s access can be managed using groups and group rules to further automate the process of license management. Once a user is removed from the group, the license assigned to the group is freed and becomes available to be assigned to other users.

Group rules can be created to add user to projects or other specific groups like Reader, Contributor, or Administrator.

Billing tab is the next tab that helps you in setting up billing. As we have discussed previously, billing is the way you extend your free tier to use paid resources, such as consuming more than 1800 minutes of hosted agent build time on private projects, running more than one self-hosted job, and so on. You can also see the free tier limits, as shown in the following figure 2.13:
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Figure 2.13: Azure DevOps Billing

Once you click on Set up Billing, it shows the next window with a list of Azure Subscription log in account that has access to or option to add a new subscription.
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Figure 2.14: Azure DevOps Subscription

You may notice the error in the preceding figure 2.14 that stops me from using my current Azure subscription for billing, as Azure DevOps Service does not allow billing setup with an Azure subscription having spending limits, for example, subscription with credits from Visual Studio benefits. You may need to remove the spending limit to make subscription Pay as you Go, and then use it for Azure DevOps billing.

Once you associate an azure subscription for billing, input fields are enabled against CI/CD options, as shown in the following figure 2.15. You can then increase Microsoft-hosted CI/CD or self-hosted CI/CD as per project needs, save, and confirm purchase.
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Figure 2.15: Purchase CI/CD

Once billing is enabled on Azure DevOps organization, it also allows you to update other service usage, such as Azure Artifacts limit increased from 2GB, or start Azure Test Plan free trial, as shown in the following figure 2.16:
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Figure 2.16: Azure DevOps Billing

Next to Billing tab, there is Audit tab that helps you in accessing audit logs for the organization. It logs auditing events such as:


	Permission changes

	Deleted resources

	Branch policy changes

	Accessing the audit feature

	And many more
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Figure 2.17: Azure DevOps organization Auditing

This tab displays logs of resource access by users or extension in the organization. As you can see in the preceding figure 2.17, it is showing logs for my account, when it accessed audit log itself. These logs can help you in determining usage by users, as well as can be instrumental in troubleshooting issues or investigating unsolicited accesses. You can also export audit log as CSV or JSON file format by clicking on the export log option on this page.

After the Auditing tab, you can access Global notifications. It displays you all the default notifications, subscribers, and statistics. These notifications are sent to subscribers based on event subscriptions, such as Build start, code pull request, and so on. Figure 2.18 shows Global notifications tab with default subscriptions.

Whenever an important event such as build start or build success happens, you may want such events to be sent to a set of people or on a collaboration tool like MS Team. From this tab, such notification configurations can be viewed, as well as new subscriptions for a certain event notification can be created.
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Figure 2.18: Organization notifications.

Notifications page has the following sections:


	Default subscriptions: This displays all default notification subscriptions in the organization that comes out of the box.

	Subscribers: It shows the notifications subscription by a specific group, team, or individual.

	Statistics: Displays the most active subscription and top event initiators.

	Settings: Allows you to update settings, such as delivery preferences.



To view subscriptions to a user or group, you can navigate to subscription tab and enter the user or group name, as shown in the following figure 2.19:
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Figure 2.19: Notification Subscriptions

You can also create a new subscription for an event, by clicking on New Subscription option, as shown in the preceding figure 2.19. This will give you a new screen to select the event type, as shown in the following figure 2.20:
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Figure 2.20: Notification Event type

Select the event type and then click on Next. It will give you the screen to configure Description, Email, and Filter criteria and so on, as shown in the following figure 2.21.
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Figure 2.21: Notifications Subscription

Once you have configured the settings, create the event subscription by clicking on Finish. The subscription will send a notification to the user as and when the subscribed event will happen.

The Usage tab gives you details of resource usage in the organization. Azure DevOps is a SaaS platform and has multi-tenancy feature to reduce the cost and make it scalable. But this comes with one of the multi-tenancy problems, when a user is facing performance issues or outages when trying to access a shared resource, which is also being used by other users. Azure DevOps tackles this problem by setting resource usage limit to the individuals. When these limits are exceeded, user may face delay or block while sending subsequent requests.

Logs of such resource access by individuals can be seen from Usage tab in the following figure 2.22, and can be verified if a user request is being delayed due to such issues:
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Figure 2.22: Azure DevOps organization usage

Extensions tab displays a list of market place or custom extension installed in the organization. It also displays a list of requested or shared extension. Figure 2.23 shows the list of extension installed in azuredevopspro organization. Market place extension are a way to extend the Azure DevOps features or integrate with third party systems; we will explore market place extension in details in Chapter 9.
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Figure 2.23: Azure DevOps organization extension

Azure DevOps Services also integrate well with Azure Active Directory (Azure AD). Azure Active Directory is an identity and access management system, which helps employees log in and access resources as per the permission defined for their user accounts. Azure AD gives a central management system for Infrastructure Administrators to control resource’s access and permissions for users in company. Many companies use Azure Active Directory as identity management system in the company, and integration with Azure DevOps helps organization users to have single sign-on experience while accessing Azure DevOps.
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Figure 2.24: Azure DevOps Azure AD

After selecting Azure Active Directory tab, you will get an option to connect directory, as shown in the preceding figure 2.24. You must be an organization Project Collection Administrator or owner of the organization to connect Azure AD and existing member in Azure AD.
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Figure 2.25: Azure AD Connect directory

Once you click on Connect directory, it gives you list of directories available to you, select the directory and click on connect. The preceding figure 2.25 shows directory named AzureDevOpsPro that is available to connect for the logged in user account.

Security

Other third-party apps or services can authenticate with Azure DevOps Services using different methods like OAuth, SSH, or Personal Access Token (PAT). Though It also shows alternate credential options, but as per Microsoft notification on the same page suggest this feature being depreciated post March 2020. We suggest to not use this feature as it may disappear anytime soon fro the interface. Under Security section, Policies tab enables you to control these options, as shown in the following figure 2.26. By default, all these methods are enabled on Azure DevOps organization, but you can toggle the switch on Policies page to disable or enable one or many methods of authentication.

On the Policies page, you can also enable or disable public project on the organization. Public projects allow non-member users (those users who are not part of your Azure DevOps organization) to access certain resources in project with read-only access. We will explore more about public project in Chapter 3.

Many teams use GitHub as version control system for code repository. Azure DevOps has a great feature for such teams, using which you can invite users from GitHub to your organization and contribute. To make use of this, you will need to enable invite GitHub users on Policies page.
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Figure 2.26: Organization Policies

Next to Policies tab, Permissions tab allows you to manage user access to groups. In Azure DevOps, there are many inbuilt security groups having set of permissions. These groups can be used to scope permissions to users, or new groups can also be created with custom permission sets. You can see inbuilt security groups on Permissions page, as shown in the following figure 2.27:
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Figure 2.27: Organization Permissions

We will explore some of the built-in security groups in Chapter 3, when we create project and setup permissions to users.

Boards

Under Boards section, there is only one tab named Process, which gives details of process templates available in Azure DevOps organization.

Processes are building block of work item tracking system and supports Azure Board’s inheritance process model.
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Figure 2.28: Organization Process templates

Azure DevOps organization supports four processes by default; they are Basic, Agile (default), Scrum and CMMI. Under Process tab, you can see the process template of these processes, provided out of the box, as shown in the preceding figure 2.28. You can also create your own custom process template, inherited from one of the inbuilt templates and then customize it. To create your custom process, hover the mouse to one of the in-built process, and click on three dots; a new window will appear, which gives you the option to create an inherited process.
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Figure 2.29: Inherited Process

Once you have created an inherited process template, it appears as child process template of inbuilt template from where it was inherited.
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Figure 2.30: Editing inherited process template

Clicking the three dots in front of inherited process, gives you an additional option to edit the process and customize it as per your need, as shown in the preceding figure 2.30. These process templates are used to select the process while creating a project. We will further demonstrate the process selection during project creation activity in Chapter 3.

Pipelines

Under Pipelines section, the first tab is Agent pools. Agent pools are a group of agents, which are used for running the build or release task, defined in pipeline jobs. These agents are virtual machines or containers configured with build and release agent service, which helps these machines/containers to accept the build jobs from Azure Pipelines.
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Figure 2.31: Azure DevOps agent pools

Figure 2.31 shows a list of agent pools available in azuredevops organization. Azure DevOps Services offer free hosted agents in agent pool, named Azure Pipelines. These agents are Microsoft-managed virtual machines, freely available to you for running jobs with free tier restrictions, such as build minutes and parallel jobs. When you click on one of the agent pools, it navigates to the next page, where it displays jobs ran by agents in the pool, available agents, and security permissions, as shown in the following figure 2.32:
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Figure 2.32: Azure Pipelines agent pool jobs

Switching to Agents option on Agent pools page, gives details of agents in the agent pool, as shown in the following figure 2.33:
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Figure 2.33: Azure Pipelines Agents

You can also create your own agent pool, which may contain agents hosted by you either on premises or on a cloud platform like Microsoft Azure. To create your own agent pool, click on Add pool on Agent pools screen, as shown in the following figure 2.34:
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Figure 2.34: Add Pool

Next window will ask basic details, like name of the agent pool and descriptions, as shown in the following figure 2.35.
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Figure 2.35: Add agent pool description

Pipeline permissions options, shown in the preceding figure 2.35, enable you to control if the agent pool will be available to all the pipelines and projects. You can select these options if you need it available to all projects and pipelines in your organization, fill other details, and then click on create. Making agent pool available to all projects means that any project can use this agent pool to run the job defined in pipeline.
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Figure 2.36: New Agent Pool

The new agent pool is created, but we still need to add agents into this pool, so that when pipelines use this agent pool for running the jobs, machines available in the pool will pick the job and execute. To add agents into Agent pools, click on the agent pool in which you want to add your agent. In our case, we click on DemoAgentPool, as shown in the preceding figure 2.36.
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Figure 2.37: DemoAgentPool

It opens up the DemoAgentPool Settings page; click on New agent button on the top right side, as shown in the preceding figure 2.37:
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Figure 2.38: New agent instructions

It opens agent download and install instructions for various operating systems. Currently, Azure DevOps agent pool supports Windows, macOS or Linux Operating systems, where agent can be installed. Select the appropriate tab as per operating system, and follow the instructions to install the agent, as shown in the preceding figure 2.38. We will further see how these agents are used by Pipelines in Chapter 6.

Let’s continue to the next tab under Pipelines section, which is the Settings tab. Settings tab gives some of the permission related to controls on organization level, as shown in the following figure 2.39:
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Figure 2.39: Pipeline Settings

The first option is a switch that disables anonymous access to badge API. Badges are a way to show status of pipeline run, such as failed or passed. We will explain how badges are used, to show status of pipeline run during our Azure Pipeline discussion in Chapter 6.

The second switch is to limit the variable to be used during pipeline queue time. By default, this switch is also turned off, and there will be no limit on the variables during pipeline queue. Variables are used to dynamically provide values to running jobs defined by pipelines. We will see variables in action in Chapter 6.

Third switch lets you modify the scope of pipeline to the project level. By default, pipelines can use token on collection level; that is, pipelines can be accessed using collection level accesses on organization but using this option will scope pipelines to be accessed on project level only.

Next to Settings tab, there is Deployment pools tab. This is a group of machines used to target a deployment by release pipeline job.
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Figure 2.40: Deployment pools

Deployment pool is a way to group a set of target machines, where a software gets deployed after successful release job. For example, you have a package/software being built by a CI pipeline and then it gets deployed on a number of servers using release pipelines. Deployment pool helps you to create that set of servers as group, so that you can select that group as target in a release pipeline, instead of deploying on each server individually. To create a deployment pool, click on New option, as shown in the preceding figure 2.40:
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Figure 2.41: New Deployment pool

Figure 2.41 shows New deployment pool windows options. Enter a relevant name of deployment pool and select the project, which will use this pool to target the deployment; click on Create after that.

Currently, Azure DevOps supports Windows and Linux OS that can be configured as target machines in deployment pool, as shown in the following figure 2.42:
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Figure 2.42: Deployment pool target platforms

Once deployment pool is created, it shows you a script that can be run on target machines to be configured as target machine. You can opt for PAT (Personal Access Token) for authentication with Azure DevOps Services. When you run this script on target machine, it will authenticate with Azure DevOps organization, and that time you can either use your username and password or PAT. Though it is possible to use username and password, but PAT is recommended as a secure way of authenticating with Azure DevOps in such scenarios. We will explore PAT creation process in upcoming chapters.
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Figure 2.43: New Deployment pool

We will use this deployment target during our pipeline discussion in Chapter 6.

Parallel jobs tab gives details of parallel jobs available to organization. Pipelines use jobs to execute its task on build/release agents. With free tier, only one job at a time can be triggered on an agent. If you need parallel pipeline execution, then you may have to buy more parallel jobs. Parallel jobs display a number of parallel jobs available with free tier, and you can upgrade parallel jobs by clicking purchase parallel jobs option on this page, as shown in the following figure 2.44. When you click on Purchase option, it redirects you to billing setup.
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Figure 2.44: Parallel jobs

OAuth configurations is the next tab, which enables you to add OAuth configurations for service connections. The following figure 2.45 shows the OAuth Configuration page:
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Figure 2.45: OAuth configurations

After adding OAuth configuration for a third-party service, you can authenticate with those services from Azure DevOps. Service connections are used for connecting with third party systems, such GitHub Enterprise Server, Bitbucket Server, and so on. When you use third party systems, such GitHub Enterprise Server for code version control, then Azure DevOps will need to have a mechanism to authenticate with such services, as and when needed. Service Connections helps in such scenarios.

Artifacts

Under Artifacts section, the only tab available is Storage that gives details of storage being used by Artifacts in Azure DevOps Services.
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Figure 2.46: Artifacts Storage

The preceding figure 2.46 shows the size of storage currently being used by Azure DevOps organization for various purposes. There, storage space is being used by Azure DevOps during various actions, such as running builds, storing build artifacts, and storage being used by Artifacts service hosting packages etc. We have already discussed in billing section that free tier comes with 2GB of free storage, and if you need more than 2GB after having a look at this page, then you will have to purchase it after setting up billing.

Extensions

Under Extensions, we have the Banner tab. Banners are a way to display sitewide notifications. Project Collections Administrator can use banners to show important information as banner, instead of sending mass emails to all the users. Azure DevOps users will see any active banner crated by Administrators on top of the screen, when they login to Azure DevOps Services.
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Figure 2.47: Organization Banner

To create a banner, you can click on Add banner, as shown in the preceding figure 2.47. Fill in the message to be displayed, and click on save icon.
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Figure 2.48: Banner save

After saving the banner, a message will be displayed on the organization’s main page, as shown in the following figure 2.49:
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Figure 2.49: Banner in organization

The same banner will be displayed in all projects’ summary page, as shown in the following figure 2.50:
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Figure 2.50: Banner in demo project within organization

These are the various settings that help you customize Azure DevOps on the organizational level. The settings like Azure Active Directory, on premises agent pools or integration with third party services using service connection, extends functionality of Azure DevOps services with existing toolset, and make it much flexible.

Summary

In this chapter, we started the journey to Azure DevOps Service by signing up with free tier. We created our first organization in Azure DevOps and explored its hierarchy in Azure DevOps services. We explored various organization settings and how to change them as per our need. We explored how we can set up billing to purchase paid resources in Azure DevOps Services. We explored access levels, user management, and Azure Active directory integration with Azure DevOps. We explored Pipeline level components, like Agent Pools and deployment pools etc. We will continue to explore different Azure DevOps component in the upcoming chapters, and will revisit many settings mentioned in this chapter, as and when we use them.

In our next chapter, we will create our first project and will go through Project level settings, and how projects are used for isolating teams within the organization, based on the access and permissions they have.

Questions


	What are the two login options available with Azure DevOps?

	Project is the top most level of container in Azure DevOps Services; true or false?

	What types of Operating System are supported to be added in deployment pool?

	How much build minutes are available with free tier for running pipeline jobs on hosted agents?

	Which tab enables you to purchase additional resources other than free tier?

	What are the process templates that come out of the box with Azure DevOps?

	Banners are used for showing site wide notifications; true or false?



Key terms


	Build Agent: Virtual Machine or containers that run the pipeline jobs task.

	Hosted Agents: Free agents by Microsoft

	Process: Methodology followed by product teams to track work progress.

	Azure AD: Azure Active Directory

	On Premises Servers: Server hosted in company data centers.







CHAPTER 3

Azure DevOps Project


Introduction

So far, we have discussed about the Azure DevOps organization, which is a company or a department level container for Azure DevOps resources. In this chapter, we will explore Projects. An Azure DevOps organization can have multiple Projects, each representing an individual team with multiple team members working together to deliver a product. We will explore various project level settings and how some of the settings are inherited from organization. We will learn how to create a project and customize its various settings for different needs that a team may need for DevOps culture adoption.

Structure

In this chapter, we will discuss the following topics:


	What is project in Azure DevOps Services?

	Creating a project in Azure DevOps

	Project level settings

	Project’s members and roles

	Teams in Azure DevOps, area path, and iteration path



Objectives

After studying this unit, you should be able to create a project in Azure DevOps organization. You should be able to create teams and define access levels of team members in a project. You should also be able to assign area path and iteration path for each team that will help in grouping and tracking work items respectively.

What is project in Azure DevOps?

In our previous chapter, we explored how to sign up and create an organization in Azure DevOps Services. Just like organization in Azure DevOps is a container for either entire company or a department, similarly a project is a container for a team or collection of teams working together for an application. For example, a team of Product Managers, Architects, programmers, database developers, QA testers, Security Engineer, and Infrastructure engineers can work together on a product ABC to design, develop, and deploy. A project may contain all the related team members, each having proper access controls. This enables a team to work together on same tools and collaborate effectively during Application Life Cycle Management (ALM). Projects integrate well with Azure Board to give better traceability of work item’s progress.

After logging in to your Azure DevOps organization, you get the option to create a project by clicking on New Project, as shown in the following figure 3.1:
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Figure 3.1: Azure DevOps Organization

After clicking on New Project, a new window appears. It asks for Project name, Description, and Visibility. If you expand Advanced options, it asks a few more details, like Version control and Work item process, as shown in the following figure 3.2:
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Figure 3.2: Azure DevOps New Project

You can either select Public or Private as visibility of project. Private projects are not accessible by non-members of organization. If you set visibility as public, then project becomes partially available to non-members, for example, a non-member can read code repository in a public project.

Azure DevOps project gives two options for selecting version control, Git or TFVC. By default, an empty repository gets created when you create a project based on selection for Version control, as shown in the following figure 3.3:
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Figure 3.3: Version Control Options

You can also create additional version control repositories after creating a project. We will explore version control in details in Chapter 5 during Azure Repos discussion.

Next to Version control, it asks for Work item process template to be selected. It shows all the inbuilt, as well as custom process template available in organization.
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Figure 3.4: Project Work item process template

Other than in-built process templates, you can select custom process template available in the organization. Figure 3.4 shows MyAgile and ABCScrum, which are custom process template inherited from in-built process templates. After entering all the required information, you click on Create option to create the project. Once project is created, you cannot change the process template of project, though you can change visibility and other information from project settings.
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Figure 3.5: Project Summary

Once you click on Project Settings on Project Summary page, as shown in the preceding figure 3.5, it navigates to Project Settings. Let’s explore different sections and settings on Project Settings page.

General

When you open Project Settings, the first tab is General tab. Within General tab, there are multiple sections for different settings. Let's explore each of these sections and their respective settings.

Overview

General section is the first section on project settings and when you click on Project Settings, as shown in the preceding figure 3.5, it navigates to Overview page under General section.
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Figure 3.6: Project details

The first tab in General section is Overview. Overview page shows different sub section; lets discuss each one of them.

Project details

Project details, as shown in the preceding Figure 3.6, allows you to rename the project, change visibility, and display the process template that was selected during project creation. As discussed during project creation process, process template cannot be changed once project is created.

Project administrators

Next section on project overview page is Project administrators. This section shows a list of users having project administrator level permissions, as shown in the following figure 3.7:
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Figure 3.7: Project administrators

Azure DevOps Services

Azure DevOps services section shows options to disable services on the project. In some organizations, you may have investments in some existing toolset for certain requirements, and you may want to continue using the toolset with certain specific service from Azure DevOps. For example, you may have an existing version control system based on GitHub, BitBucket or any other version control; in that case, you may not need Azure Repos in that project. Another example can be a team using Jira, which is one of the third-party tool for tracking work items, and they do not need Azure Board, which serves the same purpose. The options shown in the following figure 3.8 allows you to disable certain services on project level in such situations. To disable a service, just toggle the switch from On to Off, given on the right side of each service.
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Figure 3.8: Azure DevOps services

At the bottom of this page, you can click on Delete button, as shown in figure 3.8, to delete the project.

Teams

Teams section contains a list of all teams, allow managing teams and creating new Teams.

Teams

A project can have multiple teams working together in building a product. When you create a project, a default team with project name gets created automatically, as shown in the following figure 3.9:
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Figure 3.9: Project teams

For small teams, it may be enough to have one team and start working, but as the scale of project grows, the project may need multiple teams working together. In that case, you will need to create additional teams for different set of people. You can then assign team administrator permission to one or more members within each team to perform some of the team specific administration tasks, such as adding a new team member, subscribing to area or iteration path or configuring Kanban board, and so on. We will explore area path and iteration path in details in upcoming discussions. To create additional team, click on New Team option, as shown in the following figure 3.10.
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Figure 3.10: New Team

On new team creation page, it asks team Name, Members, Administrators and area path.

Permissions

Permissions tab is the next tab to Teams. Under Permissions, there are two types of permissions that it allows you to control.

Groups

The first type of permission you can control is on Groups level. Group options shows all inbuilt Groups, Teams, custom Groups, as well as allows to create custom groups, as shown in the following figure 3.11:
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Figure 3.11: Permissions Group

Click on any of the group or team, as shown in the preceding figure 3.11, to see the group’s details, such as members and permissions. Group details page also allows you to modify group/team’s permissions, add members, parent group, settings such as group image, name, descriptions, and option to delete the group.
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Figure 3.12: Group details

Users

Users option shows list of users, as shown in the following figure 3.13, and allows you to modify their permissions.
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Figure 3.13: Users Permissions

To modify a user's permission, click on the username, as shown in the preceding figure 3.13. It opens another screen where it allows modifying users permissions and group membership, as shown in the following figure 3.14:
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Figure 3.14: Modify User permission

Though it is recommended to control user’s permission using groups, Permissions page also allows you to control permissions on individual users. This is handy in case of small projects with just 1-2 users, where they may not prefer group level permission control, which is helpful with large number of users in projects.

Notifications

In the previous chapter, we explored Global notifications during our discussion on Organization level settings. Like global notifications, projects also have notifications which are applied on project scope.
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Figure 3.15: Project notifications

Figure 3.15 shows all types of notifications that can be subscribed on project level. These notifications are similar to the Global notifications that we discussed in Chapter 1, which applies on organization level. Project level notifications have the same kind of subscription mechanism.

Service Hooks

Service Hooks enable you to integrate Azure DevOps with third party services. Service Hooks helps in sending notifications or taking some actions by some other third-party service, based on the events happened in Azure DevOps. To create a service hook, click Create subscription as shown in the following figure 3.16:
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Figure 3.16: Service hooks

Once you click on Service Hooks, it opens a new window, showing the list of many third-party services for which you can create a service hooks subscription. Figure 3.17 shows few of the many service names supported by Azure DevOps:
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Figure 3.17: Service hooks subscription

Select any one of the services, click on next and select the event for which you want to send notification from Azure DevOps, as shown in the following figure 3.18:
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Figure 3.18: Service hook events

After selecting the events type, click on Next. Depending on the service you have selected for sending notifications, it will ask some more information. Fill in the information and click on finish.

Some of the services, like Microsoft Teams, App Center, AppVeyor, and so on, support service hooks from their respective interface, so you may get a message, as shown in the following figure 3.19, for such services:
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Figure 3.19: Service hooks

One of the most useful external service is Microsoft Teams, which has Azure DevOps connector option that helps you connect to Azure DevOps services. By connecting MS Teams with Azure DevOps, you can get notifications for various events, such as build status, release status, work item changes etc., using service hooks.

Dashboards

Dashboards are a great way of visual representation of current state of progress. It helps in making informed decisions without getting into detailed data. Dashboards are easy to read, easily accessible, and can show real time information. We will explore how to create a simple dashboard in organization in the upcoming discussions. Dashboard page under project settings allows you to manage permission to create dashboards, edit dashboard, or delete dashboards by project members.


[image: ]

Figure 3.20: Project Dashboard access to users

Turn on the switch, as shown in the preceding figure 3.20, to allow project users create dashboard, edit dashboard, or delete dashboard. In Figure 3.20, we have allowed users to create dashboards, but they do not have permissions to edit or delete dashboards.

Boards

This section provides settings related to Azure Board service in the project. We will explore Azure Board service in details in the next chapter.

Project Configuration

From this section, you can manage iteration and area path for Azure Board service in the project. Iteration and area path are tracking tools used in agile process; we will explore more about these tools in the next chapter.

Iterations

Project configuration is the first tab under Boards section. Within Project configuration, you can manage Iterations and Areas.
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Figure 3.21: Project configuration

Iterations help teams who implement scrum or use sprint planning to group work items under time boxed intervals known as sprint. An iteration can be considered as a release having multiple sprints.
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Figure 3.22: Project Iterations

Figure 3.22 shows Release 1, Release 2, and Release 3 for BookApp project. Each release has four sprints. The new release/iterations can be created by clicking New. To create a sprint, as shown in figure 3.22, click on New Child. An iteration or sprint can be scheduled by selecting the iteration/sprint and clicking on set dates, as shown in the following figure 3.23. Number of release, sprints, and schedule can be entirely based on how your product deliverables are planned to get released.
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Figure 3.23: Iteration Schedule

After making changes to start dates and end dates of the release and sprints, the schedule looks like the following figure 3.24 as per our requirements:
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Figure 3.24: Iteration and sprint schedule

Areas

Similar to Iterations path that helps team to manage the time boxed work item progress, Areas path helps in grouping work items for multiple teams based on product, features, or business areas. When you create a team, it gives you the option to create area path and associate it with newly created team. You can click on Areas, adjacent to Iteration, to see all the teams and associated areas path, as shown in the following figure 3.25:
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Figure 3.25: Area Paths

You can also create new area path by selecting the main team area (BookApp), as shown in the preceding figure 3.25. It allows you to create child area path for subgrouping some of the work items within one team. To create a child area, select the area path for a team and then click on New Child. It shows new window to create a sub area path for the selected team, as shown in the following figure 3.26:
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Figure 3.26: Child area path

Child area path can be used to further divide a teamwork based on the functionality or technology being used within team to deliver a collective deliverable.

Team Configuration

When you navigate to team configuration, it gives you the option to select the team, for which you want to view or update the configuration, as shown in the following figure 3.27:
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Figure 3.27: Team configuration

General

In Team configuration, the first option you have is General, which allows you to set certain settings applied on selected team scope.

Backlogs

Backlogs option allows you to enable navigation level based on Epics, Features, and Stories. As you can see in the following figure 3.28, we have disabled Epics. In Azure Board, the backlog will not show the list of Epics for navigation. We will explore backlog navigation during our discussion on Azure Board in Chapter 4.
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Figure 3.28: Backlog navigation levels

Working Days

This option allows you to set the team’s working days in week. Based on these days, team capacity and burndown are determined. Team capacity and burndown charts are tooling, available to an Agile team for better planning and tracking of progress. In brief, burndown chart displays the remaining efforts for a given time.
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Figure 3.29: Team working days

Working with bugs

These options allow you to manage the bug appearance in Azure Board. The following figure 3.30 shows three options:
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Figure 3.30: Working with Bugs

Selecting the first option will make bugs appear on Kanban and backlog pages, and can be prioritized like features requests. The second option makes bugs appear along task, and can be seen on task board. Selecting the third option means bugs will not be managed on backlogs or boards at all. To see bugs, you will be using work item query, if third option is selected.

Iterations

This page allows you to create iterations, delete, or list iterations in the team. It also allows you to update default iteration or backlog iteration for the team.
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Figure 3.31: Team Iterations

Areas

Similar to iterations, areas page allows you to see the list of areas associated with team. You can also add additional area path to display on team backlog. You can set default area path of the team.
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Figure 3.32: Team areas

Templates

Templates page shows the list of work item templates. These templates can be used to pre-populate fields and their values, while creating an item based on work item. Templates can be created for work items supported by process selected for project; that is, agile, in our case, for BookApp project. You can create templates of each work item based on your needs.
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Figure 3.33: Work item templates

To create a template for work item, select the work item type for which you want to create template and then click on New template, as shown in the preceding figure 3.33. It opens the next window asking for template name, field, and respective value that you want to pre-populate, as shown in the following figure 3.34:
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Figure 3.34: Work item template

After entering the relevant information, click on Save to save the template. Once you have saved the template, new work items can be created based on this template, or template can be applied to existing work items. We will create a bug based on this template in our upcoming discussions.

GitHub connections

Even though GitHub is another tool and not part of Azure DevOps services, Azure DevOps integrates vey well with GitHub.. Using this page, you can connect your GitHub account. This helps in tracing changes on code level from Azure Board itself. GitHub integration with Azure DevOps makes it possible to get all the information under a single pane of glass and reduces switching from one tool to other.


[image: ]

Figure 3.35: GitHub connections

To connect to GitHub, click on Connect your GitHub account, as shown in the preceding figure 3.35. It takes you to GitHub login page. Enter your GitHub credentials and click on Sign In. It will ask you to authorize Azure Boards, as shown in the following figure 3.36:
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Figure 3.36: Azure Board GitHub authorize

Click on Authorize AzureBoard and it will redirect back to Azure DevOps project settings page, and will ask you to add your repository that you want to use with Azure Board from your GitHub account. Enter the name of repository and click on Save, as shown in the following figure 3.37:
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Figure 3.37: GitHub repository with Azure Board

After clicking on Save, it navigates to the screen, where it asks you to authorize Azure Board extension installed on selected GitHub repository, or all the repository, as shown in the following figure 3.38:
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Figure 3.38: Azure Board GitHub extension

After selecting the repository, click on Approve, Install & Authorize, as shown in the preceding figure 3.38. It installs the extensions and navigates back to Azure DevOps project settings page, and shows GitHub repository connected, as shown in the following figure 3.39:


[image: ]

Figure 3.39: Azure Board GitHub repository connected

We will make use of this GitHub connection in the upcoming chapters.

Repos

This section contains settings related to Azure Repos service in the project. Azure Repos is used for managing code version control for the project. We will explore more about Azure Repos in Chapter 5.

Repositories

This setting under Repos section shows a list of version control repositories in Azure Repos in the current project. It allows you to modify various repository settings and lets you manage the access permissions on repositories.


[image: ]

Figure 3.40: Project repositories

Security

This page allows you to set permissions on selected repository for in-built groups, teams, users, or custom groups. You can either search a user, group, or team in the search box, as shown in the preceding figure 3.40, or select an inbuilt group and modify permissions. There is an inheritance switch on top of the search box; if this is disabled, then the selected item’s (group, users, or team) permissions will retain the inherited permission.

Options

This page has one setting to allow gravatar images for users that are not members of organization. Gravatar images allow users to get identified on different sites when they do activities, like posting comment or committing code in case of git repositories.
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Figure 3.41: Repository options

Policies

These are repository level policies, which can help you in some important aspects of repositories governance. There is another set of policies that are applicable on repository branch level, which we will explore during Azure Repos discussion in Chapter 5.
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Figure 3.42: Repository policies

First switch, as shown in the preceding figure 3.42, helps you validate author commits based on wild card or specific email. This validation can help you in avoiding commits by unapproved author emails due to developer’s machine local git email configuration.

Second switch is about enforcing case sensitive code commits. Both, Windows and macOS, are case insensitive, but case preserving by default. Git was built originally for Linux kernel version control, which is case sensitive. While many of the issues related to case insensitiveness has been taken care of in Git for Windows, few oddities may cause issues sometimes. This second switch on policies page allows you to avoid such accidents.

Third switch, as shown in the preceding figure 3.42, helps you to avoid commits containing reserved names. Windows, macOS, or Linux, all have some reserved words, path limits, and various naming limitations, if a developer commits some code or file that may contain a reserved name or invalid path for other platform. Later on, if another developer tries to checkout that commit where the file name or path is invalid, then it may result in corrupted working directory. To avoid such situations, you can turn on this third switch.

You can also set a path limit by using the fourth switch on policies page. This can help you maintain a path limit for all your files and folders in the repository.

The fifth and the last switch on this page allows you to set a file size limit. This enables you to avoid big files pushed to code repository.

Cross-repo policies

When a developer makes changes and pushes the codes to repository, the changes should go through a review mechanism, so that unwanted changes can be caught early. Pull request is one such mechanism that helps in achieving it. We will discuss pull request in details during the discussion on Azure Repos in Chapter 5. You may have certain basic requirements that you want to apply on important branches pull request, such as master or release branch. Cross-repo policies allow you to set a pull request requirement on all the branches having certain patterns in project’s repositories.
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Figure 3.43: Cross repo policies

To protect branches in repository, click on Add branch protection, as shown in the preceding figure 3.43. We will add branch protection after initializing the repository during the discussion on Azure Repos in Chapter 5.

Pipelines

This section provides settings related to Azure Pipelines in project. Azure Pipelines allows you to setup CI/CD on your project. We will discuss about Azure Pipelines in details in Chapter 6.

Agent Pools

We have already discussed about agent pools in Chapter 2 during organization settings. In project settings, all agent pools with permission enabled on all pipelines will show up. It also shows any agent pool created for this project. To create an agent pool for project, click on Add pool, as shown in the following figure 3.44:
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Figure 3.44: Project agent pools

To create agent pool which is only available to certain pipeline of project, uncheck the selection under Pipeline permissions, as shown in the following figure 3.45:
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Figure 3.45: Project new agent pool

After creating the agent pool, click on agent pool to add agents. Refer to Chapter 2 for more details on adding agents into agent pool.

Parallel jobs

This setting is also like its corresponding name in organization settings, and shows parallel jobs available to the project scope. In case of private projects, you may need to click on purchase jobs option, as shown in the following figure 3.46. Please refer to Chapter 2 for more details on purchasing additional jobs and billing setup.

Settings

This option allows you to manage project settings, such as badge API or retention policy for various data generated during builds.

Retention policy

Retention policy is the first section on settings page, which allows you to control retention of pipeline runs and artifacts.
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Figure 3.46: Retention policy settings

The first option in retention policy allows you to define the number of days you want to retain artifacts and attachments generated by pipelines runs. These artifacts or attachments can be packages generated and published as part of pipeline run, test results, or any other files that gets generated during pipeline runs.

Second option will allow to set number of days the build runs history and logs will be maintained. As you can see the warning in the preceding figure 3.46, this policy will override the previous setting about artifacts and attachment retention.

Third option defines the pull request run retention. These pipeline runs are executed when a pull request is created. You may keep this number low, as normally you may need access to this run log, once pull request is approved and merged into target branches.

Fourth and the last option under retention policy is about retaining recent runs. This setting will also be applicable to protected branches or default source.

General

There are four switches in this section on Settings page. The first switch enables anonymous users to access status badge API for all pipelines in the project. Status badge is used to visually show the status of last pipeline run status. It can be used to show status in repo readme file or in wiki documents. We will explore status badge in Chapter 6 during Azure Pipelines discussion.

The second switch can be used to limit the number of variables on queue time on project level. A similar setting we have discussed in Chapter 2 for organization level.

Third switch is also one of the settings that is available on organization level. Here, it allows you to control the jobs in this project to this project level scope only.

Fourth switch is in preview as of now while writing this book. This switch allows you to publish metadata from pipeline runs. This metadata can be further used in evaluate artifact checks policy.

Test Management

Flaky test detection

Flaky tests are non-deterministic in nature and can lead to different outcomes for same code, configurations, or inputs. Flaky test detection option allows you to configure flaky tests in your pipelines.
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Figure 3.47: Project flaky test

You can select the detection type, either system detection or custom detection mechanism to get reporting in Azure Pipelines. System detection uses test rerun data, and detection is done by VSTest task. This page allows you to select specific pipeline or all pipelines in the project for detecting flaky tests.

You can also opt for including flaky test results in test pass percentage in pipeline runs. You can enable a setting, which lets users mark tests as flaky or unflaky.

Release retention

Most of the settings in this page are predefined and view only. You cannot change most of the settings on this page, except opting for retaining build or not. If you are using Azure DevOps Server, then you will be able to update settings as you need.
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Figure 3.48: Release retention

Service connections

Service connections are helpful in authentication with external services, such as Azure cloud, Bitbucket, Jenkins, SonarCloud, and many more. To create or see list of service for which you can create a service connection, click on Create service connection, as shown in the following figure 3.49:
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Figure 3.49: Service connections

Once you click on Create service connection, you get the next window showing tge list of external services; click on the service for which you may want to create service connection. For example, we will create a service connection to connect with Azure cloud that can be used to connect to resources in Azure cloud during pipeline execution. We have selected Azure Resource Manager to connect with Azure cloud, as shown in the following figure 3.50:
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Figure 3.50: Azure service connection

After clicking Next, it asks you to authenticate with Azure cloud. It gives three different options, as shown in the following figure 3.51:
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Figure 3.51: Service connection authentication method

Select the authentication method appropriately. We will continue with first option. It will show a list of Azure subscriptions based on logged in user permissions, as shown in the following figure 3.52. If you have selected service principal or managed identity, then it will show a list of Azure subscriptions available to them respectively.
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Figure 3.52: Service connection Azure subscriptions list

Select the appropriate subscription, give a name to service connection, opt to allow all pipelines to use this service connection to use it with multiple pipeline, and click on Save. We will demonstrate use of this service connection to connect during deployment discussion in Chapter 6.

XAML build services

This option still showed up in Azure DevOps Services UI at the time of writing this book, but this is being depreciated. Microsoft recommends migrating XAML based builds to new builds system.

Test

This page allows you to configure retention setting for automated tests that run outside pipelines.

Retention

In the following figure 3.53, it shows two settings that can be configured as per your need.

First option lets you manage the retention period for automated tests runs, results, and attachments.

The second option on this page is for manual tests runs, results, and attachments.
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Figure 3.53: Tests retention

So far, we have explored project settings. Let's click on the project name to go back to project Summary page, as shown in the following figure 3.54:
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Figure 3.54: Project Summary

During dashboard discussion, we already discussed that dashboards can help in knowing work item progress quickly and take decisive actions. Let’s explore dashboard section of this project and create a simple dashboard.

Click on Dashboards to access project dashboards. As you can see in the following figure 3.55, we do have Overview dashboard for each team in project. We can either select one of them and start editing the content, or we can create a new dashboard. We will proceed with creating a new dashboard, and then we will add some visual content.
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Figure 3.55: Dashboards

Click on New Dashboard to create dashboard. It opens the next window asking for Name of the dashboard, Description, Refresh option, and Dashboard Type, as shown in the following figure 3.56:
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Figure 3.56: New Dashboard

If you select Team Dashboard, then it will be only available to selected team members. We have selected Project Dashboard, so it will be accessible to everyone who is a member of this project. Click on Create after providing all the information to create the dashboard.

After creating dashboard, click on Dashboard under Overview on navigation menu to go back to dashboard list.
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Figure 3.57: All dashboards

Click on newly created dashboard, which is BookAppMain in this case. The dashboard has no content, so it will show you the page, as shown in the following figure 3.58:
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Figure 3.58: Empty Dashboard

Click on Add a widget and it will show you a list of widgets you can add to dashboard, as shown in figure 3.59. Select the widget that you want to add on dashboard, drag and drop, or click on add to add it to dashboard. In the following figure 3.59, we are adding a widget, which helps in listing work items assigned to logged in user. You can add the widget by dragging and dropping on dashboard area, or by selecting the widget and clicking on Add.
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Figure 3.59: Adding dashboard widget

Widgets have settings gear icon to customize its appearance and configure on the dashboard. After making all the changes to dashboard and widgets, click on Done Editing.

The newly created dashboard looks like as shown in the following figure 3.60:
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Figure 3.60: BookAppMain dashboard

We can also add a work item template link on dashboard to create the work item based on that template. We created work item template in Template section we will add that template link on dashboard. To add a template link on dashboard, we first have to get the link of template. To copy the template link, click on Project settings and select Team configuration under Boards section. Navigate to Templates page here, as shown in the following figure 3.61:
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Figure 3.61: Work item templates

Select the work item template and click on three dots in front of the template. And select copy link, as shown in the following figure 3.62:
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Figure 3.62: Work item template copy link

After copying the link, go back to dashboard and click on Edit.
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Figure 3.63: Edit dashboard

To add a link, we can use markdown widget. To add markdown widget to dashboard, search for markdown widget, as shown in the following figure 3.64 and add to dashboard:
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Figure 3.64: Markdown widget

After adding markdown widget, click on gear icon for widget settings and add markup with link to work item link, which was copied in the previous step, and click on Save.
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Figure 3.65: Work item template on dashboard

After saving the dashboard, we will have the report bug link, as shown in the following figure 3.66:
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Figure 3.66: Dashboard with work item template link

Clicking on Report page missing bug will take you to a new bug window with some of the fields and values pre-populated from template, as shown in the following figure 3.67:


[image: ]

Figure 3.67: New bug from template

We will explore various fields on this window further in Chapter 4 when we discuss work items and its various fields.

Projects can also have wiki pages for sharing documents among team members and other teams. To create wiki page of project, click on Wiki option on project navigation bar under Overview tab, as shown in the following figure 3.68:
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Figure 3.68: Project wiki

It navigates to create wiki window, as shown in the following figure 3.69. Click on Create project wiki.
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Figure 3.69: Create project wiki

A wiki will be created, and a page creation window will open, as shown in the following figure 3.70. You can add content to this page and click on Save.
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Figure 3.70: Wiki page

Summary

In this chapter, we created a project from scratch and explored various project level settings in details. We discussed how to make use of various settings, such as work item templates, dashboards or teams in project, etc. We also discussed various ways to control permissions on certain features using groups or teams. We even explored some of the governance options that Azure DevOps provides on project level for code repositories. We started our discussion on work item tracking tools like area path and iteration path.

Now, you should be able to create projects for your team and customize its settings depending on the needs of the team. You should be able to define governance for your teams by setting up permissions for team members. Now you can enable or disable Azure DevOps service on the project, based on your needs, and also you should be able to configure settings for services, such as Azure Boards, Azure Pipelines, or Azure Repos on project level. We will further explore these services in the upcoming chapters.

In the next chapter, we will continue our discussion on Azure Board. Azure Board is tracking and planning tool in Azure DevOps services. We will explore how Azure Board integrates well with some of the project and organization level settings that we have discussed so far in this chapter and previous chapters. We will learn how to start planning and tracking work progress for teams in project using Azure Boards.

Questions


	What are the differences between public project and project in Azure DevOps?

	Is it mandatory to use all the services of Azure DevOps service in a project?

	What are area path and iteration path?

	What are pipeline retention policies?



Key terms


	Work-items: Used for tracking issues, features, or feedback.

	Service hooks: One software system connects to another system using service hooks.

	Git commits: Code changes uploaded to git server







CHAPTER 4

Azure Boards


Introduction

When any team starts to work, they need a planning and tracking tool to measure various matrices, such as burndown chart, team velocity, and capacity etc. In this chapter, we will explore Azure Board, which is one of the services in Azure DevOps that helps you in planning and tracking of work items being worked upon by team members. We will explore various Agile tools like iterations or sprints, burndown charts etc.

We will start from planning an iteration with sprints in the BookApp project that we created in the previous chapter. We will create work items like epics, user stories, and tasks and will schedule these work items in sprints. You will be able to track these work items from Kanban boards or list in backlogs list. We will also explore queries to get the list of work items based on various criteria. At the end of this chapter, we will have a planned release with a set of work items scheduled in various sprints. We will also explore some of the useful integration of Azure Boards with other features, such as Dashboards.

Structure

In this chapter, we will discuss the following topics:


	What is Azure Boards?

	How planning starts for an agile team in Azure Boards?

	Using process templates

	Using a custom process template

	Creating Iteration, Epics, User stories and Task in Azure Boards

	Using Backlogs, Kanban boards, and other tools in Azure Boards



Objectives

After studying this chapter, you should be able to understand:


	How to do planning in Azure Boards

	How to do Agile planning in Azure Boards

	How to plan iterations, sprints, and manage team capacity

	How to customize your agile process template in Azure Boards



What is Azure Boards?

As we have discussed in previous chapters, Azure DevOps is a set of services for different types of tooling needs for DevOps adoption for a team. Azure Board is one of the services from Azure DevOps that helps the team in collaboration for work items planning, assignments, and tracking. When a set of people work in a collaborative way, it is very important to have a proper planning and tracking tool, so that correct ownership can be mapped to deliverables, as well as to efficiently track deliverables’ progress. Proper planning and tracking help in recognizing the team’s capacity and finding out process gaps during application development life cycle. Azure Boards help in tracking user stories, backlog items, features or reported bugs and helps us with some of the Agile tooling that helps in reducing process gaps and make team efficient. Work items can be tracked by adding them, based on the process used while creating project. In the previous chapter, during project creation process, we discussed the types of process available in Azure Board. We have used Agile as process for our project BookApp.

Agile in Azure Board

In Agile process, Epics are used to group large scope of work item, and they define a business requirement from an overall goal perspective. These large scoped requirements (Epics) can be further divided into list of features, which can be defining the a particular area of requirements. Each feature are further divided into user stories, that set the actual expectations from the development teams in terms of small incremental deliverables from them. Depending on user story complexity, user stories can be divided into multiple task assigned to single or multiple individuals. Figure 4.1 shows Epic on the top level from where features are further defined. Feature gets divided into a set of user stories. Once Epics/Features and user stories are created, user stories are further divided into tasks.

Usually, Epics are scheduled for iteration/release and user stories are scheduled in respective iteration’s sprints. Iterations and sprints are cadence, which teams use to schedule their work item deliverables. We will further explore iterations and sprints in the upcoming discussion.
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Figure 4.1: Agile Process

In the preceding figure 4.1, it shows bugs as configurable items, which is further assigned as task to team members. Teams members fix bugs during development cycle.

Work Items in Azure Boards

Azure Boards has support for multiple types of work items based on process selected for the project. These work items are useful in tracking the progress of work being done by team. We will explore how to create various work items in a project with Agile process. To create a work item, click on Work Items under Boards in the navigation bar, as shown in the following figure 4.2:
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Figure 4.2: Work Items

Once you are on work items page, you can create all supported work item, based on process of project. On this page, you can also see existing work items. To view or create a supported work item in project, select New Work Item, as shown in the following figure 4.3:
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Figure 4.3: New Work Item

Work Items in Azure DevOps are flexible, and even the process can be customized after inheriting it from one of the inbuilt process. Though figure 4.1 shows a generic hierarchy of Work Items, this hierarchy can also be modified, based on team. For example, we will create Epic and User Stories based on Epic itself instead of creating a Feature first.

To create an Epic, click on New Work Item and select Epic, as shown in the preceding figure 4.3.
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Figure 4.4: New Epic

Figure 4.4 shows a new Epic created. The Epic has been scheduled for Release 1, as you can see the Iteration field in figure 4.4. The Epic Area field is set to BookApp, that is, Project area. Effort field is used to capture the amount of efforts taken by team to accomplish this Epic. Effort can be collective user-story points or time unit in terms of hours. This depends on team preferences of work efforts calculation. Business Value field determines the business value of this work item as compared to other items of the same type, that is, other Epics. Time criticality field explains the time criticality of the Epic as compared to other Epics. Higher the value of time criticality, more critical it is. Under Classification, Value area can be either selected as Business or Architectural. Business is default and is selected for features that directly deliver customer value for business requirements. Architectural can be selected for technical features, which helps in delivering Business values. After selecting appropriate value, click on Save.

Now, we will create few user stories under this Epic. These user stories will be defined as deliverables for technical teams and collectively these user stories will deliver the complete Epic.

Click on New Work Item again and select User Story this time. Features or Epic can be defined using free flow text, but user story does have a common format. The most often-used format is "As a [persona], I [want to], [so that]".


	As a [persona] – persona is someone who will be using this feature.

	Want to – This explains the intent of persona, what they really want to achieve.

	So that – What is the output or overall end result that they are trying to achieve.



Here is a user story example while following the preceding format:

As a developer, I want to push my code to a Git repository, so that I can make pull request for code review.
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Figure 4.5: New User Story

Like Epic, user story page also lets you select Area and Iteration. For this story, we have selected the Area path BookApp\Developers, as it will be grouped for developers' team, and we have selected this item to be implemented in BookApp\Release 1\Sprint 1, as defined in the Iteration field in the preceding figure 4.5.

Since this user story is part of previous Epic, we can link this story to the Epic by clicking on Add link under Related Work, as shown in the following figure 4.6:
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Figure 4.6: Link Work Item

Clicking on Add link will give two options – add link for existing item, or create a new item. Since we already have the Epic created that we want to link with this user story, we will click on Existing item:
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Figure 4.7: Link Existing Item

After clicking on existing item, it asks to provide a link type. Azure DevOps supports multiple types of work item link, as shown in the preceding figure 4.7. We will select Parent, as we want to link an Epic that is parent for this user story. After selecting parent, it will ask you to search the work item that you want to link as parent. Select the Epic and click on OK, as shown in the following figure 4.8:
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Figure 4.8: Epic link

We can also create a linked user story from the Epic itself. We will create one more user story from Epic page.

Go back to work items, click on the Epic name to open Epic. On the Epic page, under Related Work, we can already see a child user story that we linked previously. To add another child user story, click on the Add link option and select New Item.
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Figure 4.9: New Child Item

Select Child as Link type and User Story as Work item type. Give a valid user story title and click on OK. It will open new page with User story with additional field to set, as shown in the following figure 4.10:
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Figure 4.10: Child User Story

For this story, the Area is same as selected in the previous story, but iteration has been set to BookApp\Release 1\Sprint 2, which means, this is scheduled to be implemented in Sprint 2 of Release 1. Work item page also allows you to relate the code changes by developer, which we will cover during our discussion on Azure Repo in Chapter 5.

Now, we will add a task on a user story, and then this task will be assigned to one of the team members for implementation.

Task can be added as a child item to a user story, just like we added child item for an Epic. Task can also be added from backlog page that we will discuss in the upcoming section.

To add a task from work items page, click on the user story for which you want to add task, click on Add link and select New Item, as shown in the following figure 4.11:
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Figure 4.11: New Item in user story

Select Child as link type and Task as Work item type, as shown in the following figure 4.12:
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Figure 4.12: New Task

Set the title and click on OK.
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Figure 4.13: New Task window

New Task window will open, set fields like efforts in terms of hours, Activity etc., depending upon task details, and click on save, as shown in the preceding figure 4.13.

Boards

Kanban board is interactive and a visual representation of work items status. It shows work items in the form of cards and allows you to add items, update, or review the work items progress.

How you use Kanban board for your team depends on team processes and flows. In general, these are the items that you should go through to set up a Kanban board.


	Configure

	Map workflow in swim lanes

	Set WIP items



	Update

	Track work in progress

	Reorder work items



	Monitor flow

	Cumulative flow





Configure

Click on Boards option after Work items, as shown in the following figure 4.14 to access Kanban board:
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Figure 4.14: Boards

When you click board, you can see each team has its own board that will show work items configured with respective team area path. Figure 4.15 shows a list of all boards available in our project that the logged in account has access to.


[image: ]

Figure 4.15: All boards

We will select Developers board to see the work items that we have configured previously.
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Figure 4.16: Developers board

Here, it shows the user stories and task with their state. It also gives an option to select navigation based on work item types (Stories, Features or Epic), as shown in the preceding figure 4.16. You can see it’s allowing Features and Stories, but not Epic. You can enable Epic for navigation levels from Team configuration by clicking on gears icon, as shown in the following figure 4.17:
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Figure 4.17: Team configuration

After clicking on Team configuration gear icon, go to Backlogs tab and select Epic option there, as shown in the following figure 4.18, and click on Save and close button.
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Figure 4.18: Backlogs navigation level

After enabling Epics option, now Epic is also available on Kanban board navigation, as shown in the following figure 4.19:
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Figure 4.19: Kanban with Epic navigation

Now, when we select Epic from navigation level, it will start showing Epic on the board for the team. Since our Epic is available in BookApp team area, we have changed the team configuration for BookApp team, and then opened the board for BookApp team, as shown in the following figure 4.20:
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Figure 4.20: Board Epic navigation

Now, we will go back to developers' team and continue configuring it. After opening Developer’s team Kanban board, open team configuration by clicking gears icon.

Workflow in Kanban board can be mapped using Swimlanes. Swimlanes are another way of visually categorizing work item on Kanban board along with their service level classes. Swimlanes allow you to add any other perspective or dimension needs that supports your tracking needs, such as priority, other team dependency, technical debts, or data driven requirements etc. For example, swimlanes can be created to categorize work items progress based on their priority, such as Expedite, Standard or On-hold.

To create Swimlanes, switch to Swimlanes tab in Team configuration window, as shown in the following figure 4.21:
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Figure 4.21: Team Swimlanes

We will create three Swimlanes, that are Expedite, Standard, and On-hold. Click on + Swimlanes, as shown in the preceding figure 4.21, and create Swimlanes, as shown in the following figure 4.22:
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Figure 4.22: New Swimlanes

Once we have created Swimlanes, the Kanban board will look like, as shown in the following figure 4.23:
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Figure 4.23: Board with Swimlanes

Another important aspect of configuring board is setting WIP (work in progress) limits for different columns. WIP limits numbers of work item in a column at a time, that is, amount of work your team can undertake at each state.

To set WIP limits for each work state (columns), click on gears icon to open Team configuration again. Switch to Columns tab under Board, as shown in the following figure 4.24:
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Figure 4.24: Board columns WIP

Select the column for which you want to set WIP limits, and update WIP limits field, as shown in the preceding figure 4.24. Select Save and close. Now, when we come back to board, each board will display the number of tasks in column/WIP limit adjacent to column, as shown in the following figure 4.25:
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Figure 4.25: Board with WIP

Update

To update any work item, you can click on the work item on the Kanban board, and it will open work item window, where you can update fields of work item.
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Figure 4.26: Work item status update

You can also drag and drop a work item in different columns to update the progress, as shown in the preceding figure 4.26.

Monitor flow

Monitoring flow of work items help you in tuning your processes. Cumulative flow diagram is available under analytics tab on Kanban board, as shown in the following figure 4.27.
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Figure 4.27: Cumulative flow diagram

Apart from all these tooling for an Agile team, Azure Board gives many options to customize your board, depending upon your team and process needs. For example, you can customize cards, add custom columns, define WIP, setting up definition of done for work items and many more, from the team configuration gears icon.

Backlogs

You can quickly plan the project by adding user stories and subsequent task from Backlogs page. Once the plan with user stories is ready, you can start your development activities. Since we have already added a couple of work items in previous steps, our backlog items are already populated, as shown in the following figure 4.28:
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Figure 4.28: Backlogs

Backlogs page allows you to filter items shown on this page by accessing filter option, as shown in the following figure 4.29:
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Figure 4.29: Backlogs filter

Filter option allows you to filter work items, based on work item type, assignment, state, tags, iteration, or area, as shown in the preceding figure 4.29.

You can also see current iteration/release or sprint from Planning side pane. If you do not see Planning pane, then you can turn it on by accessing view options, as shown in the following figure 4.30. Planning pane also allows you to add further iterations/releases or sprints.
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Figure 4.30: Backlogs view options

To add additional iteration/release or sprint, click on New Sprint on Planning side pane.
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Figure 4.31: New Sprint

Fill in the details of sprint, such as Name, Location, and dates (Start & End), as shown in the preceding figure 4.31, and click on Create.

We have removed other empty releases and created Release 2, as shown in the following figure 4.32:
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Figure 4.32: Backlog release

Backlogs page also has an option to switch to Board by clicking on View as Board, and Board has a similar option to switch back to Backlogs by clicking on View as Backlog.

Sprints

Sprint tool shows filtered backlog for the team, based on iteration path set for the teams. These tools are useful for scrum practices and help in scheduling and planning sprints. Scrum uses iteration path, also known as sprints to plan work for team for a specific time with regular cadence. Figure 4.33 shows the Sprint 1 backlog for the Developer team.


[image: ]

Figure 4.33: Sprint

Iteration path for the team can be viewed or updated from team configuration under Boards tab in Project Settings, as shown in the following figure 4.34:
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Figure 4.34: Team iteration

To add an iteration path for the team, click on + Select iteration and select the iteration, as shown in the following figure 4.35:
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Figure 4.35: Select sprint

The backlog items from added iteration will be visible on sprint page after that, as shown in the following figure 4.36:
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Figure 4.36: Team sprints

Sprint tool also allows you to set sprint capacity from Capacity tab, as shown in the following figure 4.37. You can add team members, team time off, and set capacity with time off for individual team member. Capacity of team and individual helps in planning and scheduling items accordingly. You can also assign activity to individual from here.
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Figure 4.37: Team capacity

Sprint allows to turn on work details on view option, as shown in the following figure 4.38, which enables you to see team capacity, as well as drag and drop work items to balance the team assignments.
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Figure 4.38: Sprint team capacity balance

Sprint tool also gives access to burndown chart of the team from Analytics tab. Burndown chart is another Agile tool that lets you know if your team is on track to complete the sprint plan. Figure 4.39 shows burndown chart for Developer's team.
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Figure 4.39: Burndown chart

Burndown chart from analytics view can also be added to dashboard, as shown in the following figure 4.40, which enables you to quickly access it.
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Figure 4.40: Burndown chart copy to dashboard

Once you click on copy to dashboard, it asks name of the dashboard to which you want to copy. We have selected Developer team dashboard to copy burndown chart. Figure 4.41 shows Developer's team dashboard with copied burndown chart:
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Figure 4.41: Burndown chart on dashboard

Sprint have Column Options that helps you in customizing taskboard. You can add columns, update, or delete existing columns using this option. Adding columns can help you add some of your team specific process tracking on sprint taskboard. For example, your team may have a dev testing process before moving a work item to resolved status, as shown in the following figure 4.42. You can add an additional column for such processes using Column Options.
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Figure 4.42: Sprint Column options

Fields of cards shown on taskboard can also be customized, based on fields value of work items. Figure 4.43 shows card with customized styling and fields.
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Figure 4.43: Taskboard card style

Card appearance customization can be done from team configuration settings by clicking on gears icon. Switch to Fields tab under team configuration as shown in the following figure 4.44, to customize the display of fields of work item's cards on sprint taskboard.
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Figure 4.44: Sprint taskboard card customization

You can also apply your custom style rule for appearance of cards. To create style rules, switch to Styles tab, as shown in the following figure 4.45:
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Figure 4.45: Sprint style rule

While creating style rule, you can set styling based on various field value conditions. After setting up style rule, click on save, and close. Now spring taskboard will show cards with rules applied, as shown in the following figure 4.46:
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Figure 4.46: Taskboard task with style rule

As you can see in figure 4.46, task with active state is showing style, as defined in the rule shown in the preceding figure 4.45.

Such styling rules and field options can help you in customizing sprint taskboard, based on various field values, and lets you quickly view status and details visually, without having to dig details of each work item.

Queries

Queries help you in listing user stories or other work items, based on field criteria in query. This list can be further reviewed with teams during daily scrum calls, triage work or to perform bulk work item updates. These queries can also be shared with teams to share the list of work items in the query.
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Figure 4.47: Queries

To create a new query, click on New query option, as shown in the preceding figure 4.47. It opens a query window, where you can provide the query field values, and then click on Run query. Running query will give results found, based on query field values, as shown in the following figure 4.48:
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Figure 4.48: Query result

These queries can be saved by clicking on Save query, as shown in the preceding figure 4.48, that can be accessed later. Saved query will help teams to get the result of query with real time data, without having to define the query conditions again. You can create different folders and save queries in those folders.
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Figure 4.49: Email query

Queries can also be shared as email, by clicking on Email query option, as shown in the following figure 4.50:
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Figure 4.50: Email query details

Clicking on Email query pops up the next window, as shown in the preceding figure 4.50, where you can select the Email id and Subject along with query results in email body.
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Figure 4.51: Triage query update

Query also allows you to bulk update items listed in a query result. In triage mode, many teams query work items, and update their details like assignments to teams or sprints, priority, link work items, etc. You can multi select items and open action menu to select the appropriate options to change details, as shown in the preceding figure 4.51. After changing details of items, you can click on save, to save the changes.

Summary

We have discussed work items hierarchy in Agile. We discussed different work item types available in Azure Boards. We went through creating some of them and scheduled work items in sprints and releases. We explored Kanban board in Azure Boards, and discussed some of the customizations that helps you in planning and tracking work. We also explored how to access Agile tools, like burndown chart and team velocity from Kanban board in Azure Boards. Moreover, we explored Sprint taskboards and how to customize the taskboard. Sprint tool also gives access to Agile tools, like Cumulative chart and Team capacity. We went through setting up team capacity and team members’ off time to plan better. In the end, we also explored Queries, and went through steps to create query, bulk update work items, and share query with email.

Questions


	What are the types of work items available in Azure Boards for an Agile project?

	What are Sprints?

	Azure Boards supports linking one work item with another work item; true or false?

	What is WIP?

	What is Cumulative flow?

	How to set up team capacity in Azure Boards?

	Cumulative flow can be copied to Team’s dashboard; true or false?



Key terms


	Agile: Methodology used for life cycle management of application development process

	Kanban: A workflow management system

	Sprints: A periodic cycle of development deliverables

	Release: A periodic cycle of software release







CHAPTER 5

Azure Repos


Introduction

In the previous chapter, we explored how Azure Boards help in planning and tracking the work items assigned to different teams in a project. Work items are a good way of tracking progress and effective collaborations from the process point of view, but once development gets started, version control is used to track development progress, as well as in collaborations on the code level. In this chapter, we will explore Azure Repos. Azure Repos in Azure DevOps services offer version control capabilities. We will explore how Azure Repos Git repositories can be used to enforce coding standards and processes in teams.

Structure

In this chapter, we will discuss the following topics:


	What is version control system and why use it?

	What is Azure Repos and different type of version control in Azure Repos?

	What is Git?

	Create a Git repo in Azure Repos

	Working with Git repo from the local machine

	Git branching strategy

	Git branching policies and other security options in Azure Repos

	Working with a Pull request in Azure Repos



Objectives

After studying this chapter, you should be able to understand:


	Version control and its advantages

	What is Git

	Git branching strategy

	How to implement branching strategy in Azure Repos Git

	Git repositories security and governance

	Pull request and work with a Pull request in Azure Repos Git



What is version control system and why use it?

After planning and work items assignments in tools, such as Azure Boards, Developers start their work on the code level, and then they need similar tooling to track code changes, as well as to collaborate during the development phase on the code level. The version control system can help developers in tracking code changes, as well as rolling back to any previous version if needed. The version control system can also be effective in helping code governance, such as controlling code read/write permissions, code reviews, or keeping bug fixes and feature developments organized. All these features also help in bringing in the culture, such as code review process among teams, and can further help in implementing Continuous Integration (CI) and Continuous Deployment (CD) practices. There are two types of version control systems based on their architecture – central version control and distributed version control systems.

In a central version control system, the code is hosted on a central server, and any developer who wants to make changes into code, needs to be connected to that server. Developers make changes locally on a working copy, and as soon as changes are committed by developers on the server, changes are available on the server, and everybody else can see those changes. Figure 5.1 shows a central version control system.
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Figure 5.1: Central Version Control

In a distributed version control system, the code is kept on a central server, but a copy of code, known as the clone, is kept on the local machine of each developer. This cloned copy is an exact copy of the repository on the server with all commit history and other details. Developers make changes in a working copy and commit these changes to the locally cloned repository. In the case of distributed version control, developers may not need to be connected to the central server while making changes and committing them to local clones. The developer will need to be connected to the server only once the changes are completed, and need to be pushed on the central server, so that the other team members can see those changes. Figure 5.2 shows a distributed version control system.
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Figure 5.2: Distributed Version Control

Azure Repos offers both types of the version control system that we will explore in the upcoming sections.

What is Azure Repos?

Azure Repos is a service which offers version control system capabilities in Azure DevOps services. When you create a project in Azure DevOps, it asks for selecting a version control system that you may want to use for code repositories. There are two types of version control systems offered by Azure Repos – Git and Team Foundation Version Control (TFVC).

TFVC

TFVC is central version control. In TFVC, developers do not have a complete copy of the repository on the local machine. Developers’ machine must be connected with the server while making changes, and they only have one version of each file as a working copy on the local machine. We are not covering TFVC details in this book. You may know more about TFVC from the following link: https://docs.microsoft.com/en-us/azure/devops/repos/tfvc/overview?view=azure-devops

Git

Git is one of the most famous version control systems these days. Git is becoming famous and the de facto version control system due to its flexibility and popularity among developers. Git also has big community support and a vast range of tooling support across different code editors. All major OS platforms do have support for the Git command-line tool.

Git is a distributed version control system that does have a central server, as well as a local copy of the repository with complete history and code on the developer’s machine. As discussed earlier, these local copies can be worked upon even if disconnected from the central server. Developers make changes in these local copies, known as working copy, stage these changes into a staging area, and then commit these changes to the local repository. Until committing changes to the copy of the repository, they need not be connected to the server. Once local changes are completed and committed to the local repository, these changes can be pushed to the server by connecting to the server. After syncing with server copy, these changes can be seen by anyone who has access to the server repository. Figure 5.3 shows the basic process flow while working with a git repository:
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Figure 5.3: Git process flow

Git repository can be created locally using git init command, then a remote server can be added using git remote command, and locally created repository can be pushed to a server using git push. A Git repository can also be created on a central server; they can be cloned using git clone command on the local computer for making file changes, and push back the changes using git push. The latter practice is more common, and we will be following the same in Azure Repos during our demonstration.

After cloning the repository from a server, a developer makes changes into files and then stages these files in staging area, using git add command. Once files with changes are staged, the Git commit command is used to commit these files to the local repository. When changes on the local repository are committed, then git push command is used to push these changes to the server repository. The git pull command is used to get the changes pushed by other developers on the server. Figure 5.3 demonstrates this process flow in brief.

Azure Repos also offers other features to make use of some of the best practices while working with the git repository. We will explore such features in the upcoming sections.

When you create a project in Azure DevOps, you will be prompted to select the version control for the default repository that gets created as part of project creation. As discussed, Azure Repos supports two types of the version control system, and it asks you to select one of them which are: Git or TFVC. We have already demonstrated this during Project creation in Chapter 3. We selected Git for our project BookApp. To view repositories in the project, you can click on Azure Repos, as shown in the following figure 5.4:
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Figure 5.4: Azure Repos

It lists the repository created as part of project creation, and also gives the option to create additional new repositories. Many projects may require different repositories for tracking different types of codes in terms of Application, Services, API, or Infrastructure code, while still working in the same project and being tracked in the same Azure Boards instance. Multiple repository option can be helpful in such teams. The new repositories can be of any type: Git or TFVC.

As you can see in the preceding figure 5.4, the BookApp Git repository has been created during project creation, but is not initialized yet and is empty. We will start working with this repository by cloning and updating some files.

Before you start working with the Git repository on the local computer, you may need to install some tools if your computer does not have them already. The first thing you will need on your laptop is Git. You can download and install Git from https://git-scm.com/downloads. Git comes with the Git bash command-line tool that can help you with interacting with Git for doing day-to-day tasks, as explained in the preceding figure 5.3. Another option to interact with Git repository is to use a code editor tool with Git task support. Visual Studio Code (VS Code) is one such open source and cross-platform editor from Microsoft. VS Code comes with some nice integration with Git, as well as Azure Repos that improves day-to-day developer's experience. VS Code also has an extension marketplace, which helps in extending VS Code functionality for so many other development tasks. We will be using VS Code for demonstrating all kinds of operations with Git in Azure Repos in this chapter. You can download and install the VS Code from the following link: https://code.visualstudio.com/download.

After installing Git and VS Code, let's move to working with the BookApp repository.

Click on Files under Repos option, as shown in the following figure 5.5, for different options that are being used, which you can initialize and clone the repository on the local machine, as shown in the following figure 5.5:
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Figure 5.5: Azure Repos Git initialization

The first option is the easiest option to clone the repository using a code editor tool like VS Code. By default, VS Code is selected as an editor, but by clicking on the adjacent arrow, you can get several different supported code editor tools list, as shown in the following figure 5.6, to launch the clone process:
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Figure 5.6: Git Clone with Code Editor

We will continue with VS Code selection and click on Clone in VS Code. The browser may ask you to open the VS Code, as shown in the following figure 5.7. Click on Open.
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Figure 5.7: VS Code open

After opening the VS Code, it will ask you to select the location on the computer, where you want to store the local copy of the repository, i.e., clone, as shown in the following figure 5.8. This is a location, where repository files will reside on the local computer file system.
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Figure 5.8: Repository clone location

Once you have selected the location, you may get a prompt to log into Azure DevOps, as shown in the following figure 5.9:
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Figure 5.9: Azure DevOps login

After a successful login, VS Code will clone the repository on the provided location on the file system. Since, we have not added any code, the directory of this repository will be empty, as shown in the following figure 5.10:
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Figure 5.10: Empty repository

Let’s open this folder in VS Code and create a file that we will commit to the local repository, and then we will push changes to the server repository.
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Figure 5.11: VS Code new file

To create a new file in the VS Code, click on the New File option, as shown in the preceding figure 5.11. We will create a Readme.md file. The .md file format is known as markdown files, and are useful in storing documentation and so on, within code repository.
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Figure 5.12: Readme file

After saving the Readme.md file, VS Code automatically detects the changes being made and is ready to be committed in the Source control tab, as shown in the preceding figure 5.12. To commit the changes, enter commit message and click on ✔ icon, as shown in figure 5.12 or hit on Ctrl + Enter on keyboard. This adds the file with changes to the staging area, as well as commits to the local repository. Alternatively, you can add files to the staging area using git add and commit to local repository using git commit commands.
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Figure 5.13: Git Commit

If this is your first Git operation on your computer, then it may prompt you to set up Git user and email in git-config. You can simply configure it from the Terminal window within VS Code, as shown in the following figure 5.14, or you may use the Git command-line tool:
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Figure 5.14: Git config first-time setup

If you do not see the terminal window, as shown in the preceding figure 5.14, then it can be opened from View | Terminal, as shown in the following figure 5.15:
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Figure 5.15: VS Code Terminal View

After committing the code to the local repository, you will need to push it to the server repository on the server, so that others can see the changes. VS Code shows repository status at the bottom, as shown in the preceding figure 5.15.
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Figure 5.16: VS Code Repository status

Since this is the first time that we have created a file in the repository’s branch, it is showing the option to publish the branch on the server, as shown in the preceding figure 5.16. Click on the icon to publish the changes. After clicking on publish, the changes are pushed to the server, and if we go back to Azure Repos BookApp repository, the Readme.md file should now be available there.
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Figure 5.17: Azure Repos first file

So far, we have demonstrated basic tasks, and their flow in the Git version system. Usually a team on the scale needs many other things with Git that can help them work together efficiently and collaborate securely. Some of the best practices that are recommended with any team are: branching strategy, code review process, and branch security. Azure Repos helps you in implementing these best practices with many of its features. Let’s explore these features.

Branches

In a team of more than one developer, it may be possible that multiple developers are working on the same set of files on their respective local repository. When they all push their changes, it may create merge conflicts. Merge conflicts happen when the same lines in a file are being modified by more than one developer, and while developers try to merge their changes, Git is unable to determine which developer’s change to retain and which one to ignore. To avoid such merge conflicts and isolate changes, Git provides a tool named Branch. A branch is a lightweight pointer to work in progress, and helps in managing this separation. Each developer can have an isolated branch and work on its changes, and after finishing changes, merge back to the main branch, such as a master.

The whole process of managing changes with branches can be complex at times. To solve this, a team usually comes up with a branching strategy considering the team’s process and work. GitFlow is one such branching strategy that was first published by Vincent Driessen. The post from Vincent Driessen on GitFlow can be found by clicking on the following link: https://nvie.com/posts/a-successful-git-branching-model/
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Figure 5.18: GitFlow

Figure 5.18 shows GitFlow design, which has two main branches: master and develop. The master branch contains the code that has been released, and develop branches act as an integration branch.
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Figure 5.19: Main branches

Each developer who wants to make changes into code, creates his branch from develop branch, and that branch is known as feature branch. The feature branch name is usually kept resembling the item being worked upon by the developer. Once a developer finishes his work, he/she merges back his/her feature branch back to the main branch, which is develop in this case.
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Figure 5.20: Feature to develop

Once all development activity is completed, that is, end of the sprint or release, then a release branch is created from develop branch with naming convention such as release-* where * may denote release number. Any prerelease bugfix branch is created from the release branch, and merged back to the release branch after bugfix validation. Once the release branch is ready with the real release, then the release branch is merged into the master branch, and a tag with release version on the master branch is created.

There is another type of branch, known as hotfix branch, to take care of any unplanned release as part of hotfixes in production. These hotfix branches are created from master, and after hotfix implementation, it is merged back to develop and master. After any hotfix implementation, a tag is created in the master branch, based on hotfix merge commit with the updated release number.
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Figure 5.21: Hotfix branch

To see all the branches of a Git repository in Azure Repos, click on Branches under Repos, as shown in the following figure 5.22:
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Figure 5.22: Git repository branches

As you can see, BookApp repository has only one master branch right now. To create additional branches, you can click on New branch option.
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Figure 5.23: Git new branch

After clicking on New branch, it opens a window, as shown in the preceding figure 5.23. In this window, you need to provide a branch name, branch to be created from, and work item to associate with. Associating branch with work items helps in tracing code changes for work item implementation. This helps in the end-to-end tracing of work items and the changes being done or vice versa. After clicking on Create, a branch is created and can be seen listed on the Branches page, as shown in the following figure 5.24:
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Figure 5.24: Git branch more options

Azure Repos also offers additional branch level settings, like branch policies and branch security. Branch policies can help you protect branches and implementing governance for code reviews, and other change management standards. Branch security helps you in controlling read or write access levels on branches. These settings can be accessed by clicking the ellipsis icon (three dots) in front of the respective branch, as shown in the preceding figure 5.24.

Branch policies

Branch policies page gives various options, as shown in the following figure 5.25, to enforce multiple levels of code review process validation. Figure 5.25 shows all the available options.
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Figure 5.25: Branch policies

The first option on the branch policies page allows you to set the number of minimum reviewers. For some branches, you may have one person as a reviewer, but it may be possible that for some branches, you may need a set of people as reviewer. The next setting allows you to mandate users to link work items with the pull requests. This enhances the traceability of code changes to the feature requested in backlogs work items. This again can be either turned off, set optional, or mandatory. The next option, under this setting, lets you mandate comments resolution before approval. During the review process, the reviewer may request some improvements. In some processes, you may not want to let the reviewer approve the pull request, unless all comments are marked resolved.


[image: ]

Figure 5.26: Merge types

Limit merge types setting enables you to set allowed merge types. Azure Repos Git has four merge type support, as shown in the preceding figure 5.26. Following is details of these merge types:

Basic merge, which is also known as no fast forward, in this merge commit history of source branch, is merged into target branch, and creates a commit in the target branch on successfully closing the pull request.

Squash merge is the next merge type that takes the tree which is produced in merge, and creates a single commit with repository content. The commits that made up the pull request are discarded.

Rebase and fast-forward will take each commit in the pull request and merge them on the master branch. In this type of merge, history is straight and linear, but each individual commit is also retained. Also, instead of just being rebased, a merge bubble shows the work in each pull request.

Rebase with merge commit is a mix of rebase and merge. In this type of merge, first the commits on the pull request are rebased on the top of the master branch. Then, those rebased pull requests are merged into the master branch. This can be one of the preferred choices for many teams, as individual commits are retained that can help in understanding how the work has evolved, and each pull request’s work can be seen.

Based on your team needs, you may either opt for one of the merge types that will be available during pull request creation. For now, we will proceed with selecting all the merge types.

The next setting is Build Validation, which enables you to run a build by pre-merging changes from the raised pull request. This enables you to have quick feedback about build status, if changes are merged in addition to visible code changes. This is useful when you have a build pipeline configured for target branch, and you can easily see the build status, if changes will be merged. Many times, changes may impact things that may not be visible from files, and these are the situations when this option can be highly effective for gaining confidence before approving the changes.

You can also read status from third-party services or your server, before approving the pull request for merge. This allows you to run custom logic validation outside of Azure DevOps, as part of the pull request process.

The last setting on this page automatically allows you to set certain reviewers for either all pull requests, or based on specific files changed. This feature is handy in situations where certain files contain code that must be reviewed, or approved by a certain team member or service owner, before merging into the main branch.

Branch security

Branch security allows you to control permissions on code, such as who can read or update. These permissions can be set on the user or group level, as shown in the following figure 5.27. This can be used to limit access to code for updates from non-dev teams, or can also be configured to restrict read access. Many a times, you may have team members in projects, such as infrastructure teams, testing teams, third party contractors, or stakeholders, who may not necessarily have access to code. This option can be used to restrict code access for such groups or individuals. You can search for users or groups and configure the repository access for respective users or groups, as shown in the following figure 5.27:
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Figure 5.27: Branch security

Azure Repos also allows you to see all the commits made on a branch. To view all commits on a branch, click on Commits under Repos, as shown in the following figure 5.28. On this page, branch name can be selected to view the commits made on that branch.
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Figure 5.28: Branch Commits

Similarly, Pushes option, under Repos, shows all push details on a branch, as shown in the following figure 5.29. Commits and Push options can help in looking into code change history. Meaningful commit messages and push messages can help track such historical logs, which is why it is always recommended to associate work items with commits and push with relevant messages.
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Figure 5.29: Branch Pushes

Pull Requests

We have talked about isolating code changes by making use of branches in a Git repository. When a developer made changes into feature branch and is ready to merge it with the main branch, such as develop, they should not be allowed to merge these changes directly to either of the main branch. It is recommended to have a code review process in place, before it gets merged into one of the main branches. These code reviews may include reviewing logic implemented, code styling, or other organization-specific standards, such variables or function naming conventions. It is recommended to have the right set of people and maintain a blameless culture in the code review process. The code reviewer should know what the code being reviewed does, and should be able to reply with comments promptly. Ideally, it is good to have a code review process with one of the senior team members as a mandatory reviewer, and optionally, any other team member, who should be familiar with the feature being implemented using the code change in the pull request. While having a senior team member is recommended to make sure things being changed are well audited before the merge, it is important to have a blameless culture when the senior team member provides improvement feedbacks. Azure Policies options, such as reviewers limit, default reviewer, and build validations, can help in implementing an effective code review process via pull requests.

To demonstrate the Pull request process in Azure Repos, let's create a feature branch. The changes done on the feature branch will be merged in to develop a branch using a Pull request process.

We will create a task under an existing user story for this demo, as shown in the following figure 5.30:
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Figure 5.30: Pull request task

After creating the work items for requested change, we may need to create a branch, commonly known as a feature branch, where all the code changes will be done to implement the requested things in the task.

Azure Board work items support linking these feature branches with work items for an end-to-end traceability. The feature branch can be created and associated with work items from Branches option, as discussed earlier, but also from the task window itself. We will create a branch from the task window now. To create a branch, first save the task, and then create a branch option that will be available under the Development section, as shown in the following figure 5.31:
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Figure 5.31: Create a new branch

Click on Create a branch, and it will open the next window asking Branch name, Branch based on, and Work item. Enter an appropriate Branch name, select Develop as Based on branch, and Work item should already have been selected, as shown in the following figure 5.32, as we have created this branch from the work item itself.
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Figure 5.32: Create branch details

After creating the branch, open VS Code. Switch to newly created branch in VS Code, by clicking on the current branch name in the bottom of the VS Code window, as shown in the following figure 5.33. Once you click on the current branch, it pops up all the available branches in the repository. Select the newly created feature branch from this list.
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Figure 5.33: VS Code branch switch

After switching to the feature branch, make changes into files and save. After saving the source, the control provider will automatically detect the changes and will be available for commit.
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Figure 5.34: Feature branch changes

Commit the changes with an appropriate commit message. After committing the changes to the local repository, sync changes to the server (Azure Repos), and go to Azure Repos to see the changes in feature branch demo-pull-request.
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Figure 5.35: Feature branch changes

As you can see in the preceding Figure 5.35, Azure Repos automatically detects changes in a feature branch and suggests for a Pull request. Azure Repos automatically detects changes into branches and can suggest the option to create a Pull request. Alternatively, you can create a pull request from the Pull Request option under Repos. To create a pull request, click on Create a pull request, as shown in the preceding figure 5.35.
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Figure 5.36: New Pull request

Figure 5.36 shows the new pull request window, where you can select the source branch, target branch, set pull request title, description, and other details, such as the reviewer. Since we have set a default reviewer for develop branch, we will keep it empty while creating a pull request, and that shall automatically be assigned to the default reviewer. Fill the appropriate details and create a pull request.
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Figure 5.37: New pull request

Figure 5.37 shows a newly created pull request, where the reviewer has automatically been assigned. The reviewer gets email notifications for the assigned pull request, and also they can view assigned pull requests for their approval in Pull request under Repos, as shown in the following figure 5.38:
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Figure 5.38: Pull requests

After clicking on the assigned pull request, it opens the pull request, where the reviewer can review the file changes, make comments or suggest improvements, and approve the pull request. The reviewer can make his review comments for specific code on changed lines by going into files and asking for improvements before approving the request. After entering the comments, reviewer needs to click on the arrow adjacent to Approve, and click on Wait for author to save the comments, as shown in the following figure 5.39:
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Figure 5.39: Pull request comments

Developers can see these comments on the pull request page, and can make changes as per feedback in comments. After making changes, the author (developer) can reply to comment and resolve it, as shown in the following figure 5.40:
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Figure 5.40: Pull request comment reply

Azure DevOps will send a notification email to the reviewer, once the author has replied to the comment. The reviewer can open the pull request from the link in email or open pull requests page under Repos, to review the comments and changes and approve the pull request, if suggestions are clarified. After approval, either approver or developer can merge the changes, by clicking on Complete, as shown in the following figure 5.41:
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Figure 5.41: Pull request approved

When you click on Complete, it prompts the merge window, asking merge commit message, description, merge type, and option to complete the work item associated with pull request, as shown in the following figure 5.42. The merge type options can depend on the options set in target branch policies.
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Figure 5.42: Pull request merge

Once the merge is completed and changes are merged into develop branch, the pull request window will also give you an option to delete the source branch, that is feature branch, as shown in the following figure 5.43. It is important to delete these feature branches, if they are no longer required in the recent future. Over a period, these types of branches grow in a repository and become unnecessary overhead. In general, you may want to retain the most recent bugfix branches, all release branches, in addition to main branches, such as master and develop. This may again depend on the team and processes that all agree upon.
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Figure 5.43: complete pull request

Once develop branch gets all the feature changes in the sprint/release, and is ready for release, then a release branch is created from develop branch. It is important to note that the develop branch should not be allowed any further development scheduled for the current release. However, teams can start working on future release cycle items by creating feature branches from the develop branch. Only a few prerelease bug fixes are allowed on the release branch from this time onwards. Once all prerelease testing is completed, the code from the release branch is merged back to develop and master branch, to keep them updated with the latest code to be released. When code from the release branch is merged into the master branch, it is marked with a release Tag.

Tags

Tags point to a specific commit in Git repository history. Unlike branches, tags do not change, and after creation, does not have a further history of commits. Tags are usually used for pointing to a released code on the main branch, such as a master. When a released branch is created, the same code is also merged into master, and a tag is created on the latest commit for future references.

Azure Repos supports both lightweight and annotated tags for the Git repository. Lightweight tags are a pointer to a commit, however, annotated tags can contain additional information, such as tag date, message, and tagger. To create a tag in the Azure DevOps portal, go to Tags under Repos, as shown in the following figure 5.44:
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Figure 5.44: Git tags

Before creating a tag for release-1.0, let's create a release-1.0 branch from develop branch, assuming development for this release cycle is finished. To create a branch, go back to Branches option under Repos. Click the New branch and create a branch release-1.0 based on develop branch, as shown in the following figure 5.45:
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Figure 5.45: Release branch

Teams can make a few changes for bug fixes in the release branch, but no further big release items are worked upon, once the release branch is created from develop for the current release cycle. After the prerelease testing and bugfix cycle, the release branch is merged into the master branch with release version tag, and merged back to develop branch as well. Changes from the release branch are merged back to develop branch, to make sure that the next development cycle starts with being up-to-date, including any bugfix added. In our case, let’s assume there is no further bugfix or code changes that need to be done on the release-1.0 branch, and it is ready to merge into the master branch. We will be using a pull request for merge into master branch, so that this process too can be reviewed and approved by an appropriate person. Branch policies and branch security can be used to make this review process according to the team and organizational processes. We have already demonstrated the review process set up to develop branches, and similar steps can be followed for other branches, such as a master. We will merge the release branch into master branch, after pull request approval, after which, we will create a tag release-1.0 on the latest commit in the master branch.

To create a pull request from release-1.0 to master, go to the Pull requests page and click on the New Pull request option, as shown in the following figure 5.46:
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Figure 5.46: Pull requests

Create a pull request from the release-1.0 branch to the master branch. After getting approvals from the relevant persons, merge it to master branch. Now release-1.0 , as well as the master branch, contains the latest code. The same process can be followed to merge back release-1.0 branch to develop a branch. In our case, we have not done any bugfix code changes, so code in develop branch and release-1.0 branches are already the same; hence we can skip this step. Before moving to any further development activity or any new branch, let's create a tag on the master branch for release-1.0.

To create a tag, click on Tags under Repos, as shown in the following figure 5.47, and click on New tag:
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Figure 5.47: Tags

After clicking on New tag, it will ask the tag Name, and branch Based on, based on which you want to create a tag and relevant description, as shown in the following figure 5.48. Fill in the details and click on Create.
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Figure 5.48: New tag

The newly created tag will be available in the tags list now, as shown in the following figure 5.49:
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Figure 5.49: Tags

Tags are created as a future reference to the release code. Tags can be used to create branches to implement certain hotfix for release code. You can create a new branch, based on tags by clicking on the ellipsis icon, as shown in the following figure 5.50:
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Figure 5.50: New branch from a tag

Once a branch is created from tag and code is implemented for hotfixes, the newly created branch should be merged into the master branch with a proper review process. A new tag with a new release number should be created on the master branch from the latest commit containing hotfix implementation. The hotfix branch should also be merged back into develop branch, to make sure the next major release will contain the hotfix as well.

Summary

In this chapter, we discussed why it is important to have a version control system in a team. We explored both types of version control systems, central version control, and distributed version control system. We discussed types of version control systems offered by Azure Repos. We discussed Git version control in Azure Repos and its various features. We created a Git repository in Azure Repos and explored its various features. We went through Git branches and the GitFlow branching strategy in detail. We also demonstrated how Azure Repos helps in the end-to-end traceability with Azure Board integration. We discussed what branch policies are and branch security in Azure Repos Git repository, and how they can help in setting up an effective code change management and code review process. We demonstrated code change, code review, and release process in brief. In the end, we explored how Git tags in Azure Repos can be used to manage code changes in production code and hotfixes.

In the next chapter, we will start discussing Azure Pipelines. The code changes, done on Azure Repos version control, are taken further by Azure Pipelines, CI/CD pipelines to build and deploy the application. We will explore in details, the CI/CD pipelines in the next chapter.

Questions


	What is a version control system?

	What are the two major categories of version control systems?

	Azure Repos do not have a Git version control system; true or false?

	What is a Git branch?

	What is a branching strategy?

	GitFlow recommends making changes to the master branch; true or false?

	What are branch policies and permissions?

	What is a pull request in Azure Repos?

	Manager and Director should be a reviewer for pull requests raised for develop branch; true or false?

	Tags are created on develop branch; true or false?



Key terms


	Code Repository: Local or remote location to host code

	Code Review: A process for code approval

	Version Control System: A system to track code changes

	Git: A distributed version control system

	Code Commit: Code changes added to the local or remote repository

	Code merge: Code changes added to the source or main branch

	Blameless culture: Feedback system without blaming anyone







CHAPTER 6

Azure Pipelines


Introduction

In the previous chapter, we discussed how developers make changes to the code and manage these changes within a team. In this chapter, we will discuss how you can adopt DevOps practices such as Continuous Integration (CI) and Continuous Deployment (CD) after code changes are merged into a code repository. We will discuss build and release processes. We will discuss Azure Pipelines in detail and learn about its different features that can help you design CI and CD for your applications.

Structure

In this chapter, we will discuss the following topics:


	What is a build?

	What is a release?

	What is Continuous Integration and Continuous Deployment?

	What is Azure Pipelines?

	Creating a build definition

	What are build jobs, tasks, build variables, Task groups, and other settings in build pipelines?

	Creating a release pipeline

	What are release jobs, tasks, and stages?

	Service endpoints and Azure DevOps extension marketplace

	Deploying to Azure from Azure DevOps pipelines



Objectives

After studying this chapter, you should be able to understand:


	How to build and release process work

	What is Azure Pipelines?

	How to create a build and release process in Azure Pipelines using the visual editor and pipeline as code in YML?

	How to deploy to the Azure Web App using a build and release process in Azure Pipelines?



What is a build?

Once the code development is completed and ready to be released or deployed, it must go through some tasks to make it deployable. This process of the task that executes after the code development and before release or deployment is known as the build process. The deployable pieces that come out of a build process are known as artifacts. The build process can be as simple as making some file system changes or creating a file system hierarchy of the application, or it can be as complex as that which involves adding package references, compiling code, running automated tests, performing security scan of code, modifying variables, or configurations, and publishing the artifacts to a shared package repository or from where they can be deployed to a server. This whole process can be executed in a build server using defined configurations scripts commonly known as build pipelines.
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Figure 6.1: Build

In the preceding Figure 6.1, code changes in a Git repository are submitted to build a definition to run a build instance and produce an artifact after a successful test run and build. In the upcoming sections, we will explore details of the build process and demonstrate how to set up a build definition in Azure Pipelines.

What is a release?

Once the code is converted into artifacts, it is available for deployment. But these artifacts may have some prerequisites on the target platform where this code will be hosted or deployed. These prerequisites can be as simple as copying the artifacts to some other location or can be as complex as that which may involve setting up a pre-prod environment for deployment validation, stakeholder approvals, spinning new server instances, changing server configurations, or making changes to databases before application deployment, and so on.
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Figure 6.2: Release

Figure 6.2 shows artifacts being used by Release tasks to deploy it to hosting environments. These hosting environments can be PaaS platforms such as Azure Web App, Kubernetes clusters, Virtual Machines, or can be a shared file server.

What is Continuous Integration (CI) and Continuous Deployment (CD)?

As soon as the new code is pushed on the source version control system, an automatic trigger, as shown in Figure 6.3, can start a build pipeline that is configured to run the build steps. This setup of an automatic build trigger is known as Continuous Integration (CI).
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Figure 6.3: Continuous Integration

The CI can be further extended as Continuous Deployment that enables trigger an automated release as soon as a new artifact is available after a successful build execution. In a release, teams may make use of stages to represent different deployment targets such as QA, UAT, or PROD as shown in the following Figure 6.4:


[image: ]

Figure 6.4: Continuous Deployment

When a team just gets started with build and release pipelines, it is recommended that you start with the basic build configured as Continuous Integration and Continuous Deployment restricted till pre-production environments. These pre-production environments can be Quality Assurance(QA), Staging or UAT (User Acceptance Test), and so on. A manual approval system is kept before the production environment. The manual approval check helps in avoiding unwanted changes deployed to the production automatically. Over a period, teams keep updating build and release definitions with more validation tasks from learnings of build success and failure results. As the build and release definitions get matured, teams gain the confidence of enabling Continuous Deployment on the production environment as well.

What is Azure Pipelines?

Azure Pipelines is one of the services in Azure DevOps that helps in setuping up build and release pipelines. Azure Pipelines offers many inbuilt build and release tasks that are packaged commands and scripts. These tasks help in abstracting details and can be easily used to run actions needed using inputs. It not only offers inbuilt tasks, other third-party or custom tasks but can also be used by installing them from the Azure DevOps extension marketplace. It also offers different features such as variables, variable groups, pipeline as code, and so on that help in setting up pipelines on a big scale and with great flexibility. We will explore all such features in the upcoming sections.

Before creating a build and release pipeline for an application, we must have an application code on the source code repository for which we can run the build and release pipeline from Azure Pipelines. Let’s create an ASP.NET Core-based web application for which we will create build and release pipelines in Azure Pipelines. Before starting the development on the code level, let’s go back to the work item for this work in an Azure Board under the Development tab and create a branch for this feature.
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Figure 6.5: Create website feature branch

We created a branch sample-website based on the develop branch and linked the work item with this branch as shown in the preceding Figure 6.5. Now, let’s check out this newly created branch on VS Code as shown in the following Figure 6.6 to start the development:
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Figure 6.6: VS Code sample-website branch

To create a sample ASP.NET core website from the template using the .NET Core CLI, enter dotnet new mvc as shown in the following Figure 6.7:
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Figure 6.7: ASP.NET Core mvc webapp

Run the debugger to test the web application in the local browser. This will open the sample web app in the default browser as shown in the following Figure 6.8:
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Figure 6.8: Running website locally

Now that we have a website that is working fine on the local environment, let's push these changes to the remote repository and create a pull request to merge with the develop branch.
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Figure 6.9: Website feature pull request

Figure 6.9 shows a pull request created from the sample-website branch to develop branch. After the pull request is approved and changes are merged with the develop branch, the website code will be available in the develop branch. Now, we will continue with creating a build and release pipeline for this branch for this website. The build pipeline will build the application and create an artifact that is a deployable package. The release pipeline will pick the build and deploy it to the target hosting platform. We will use the Azure Web App to host this application.

To view a list of pipelines or create a pipeline, click on Pipelines as shown in the following Figure 6.10:
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Figure 6.10: Pipelines

Since we have not created any pipeline yet, the list is empty. To create a pipeline, click on Create Pipeline as shown in the following Figure 6.11:
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Figure 6.11: Create Pipeline

The next page shows options to select the source code repository as shown in the preceding Figure 6.11. The pipeline will pick changes from the repository selected here and run the build and release pipeline. If you select the repository on this page and move to the next page, it will create a pipeline as code in the YML format. Pipeline as Code is one of the great features of Azure Pipelines which enables you to manage your pipelines as code just like your application or infrastructure code in the source control repository. There is another option that allows you to define pipelines using the visual editor instead of the YML code. Using the visual editor is a recommended option if you are working for the first time with build and release pipelines in Azure Pipelines. The visual editor has a graphical user interface and helps you easily get along with concepts in features of Azure Pipelines. After getting familiar with the concepts and features of Azure Pipelines, you can start making use of the Pipeline as code options. Having pipelines as code has its benefits such as you can track changes in pipelines by tracking them along with other codes in a version control system, and so on. For the time being, we will proceed with the visual editor option and we will explore pipeline as code and YML in the upcoming sections. Click on Use the classic editor as shown in the preceding Figure 6.11. It will open the visual editor options for selecting the source code repository as shown in the following Figure 6.12:
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Figure 6.12: Visual Classic Editor

As seen in the preceding Figure 6.12, in addition to Azure Repos Git or TFVC, you can also select GitHub, GitHub Enterprise, Subversion, Bitbucket, or any other Git version control system. We will continue with Azure Repos Git as our source control. You will need to provide the project name, repository name, and name of the source branch for running the build. We have selected the develop branch as the source branch, so when we run the build pipeline, the code from the develop branch will be picked. After selecting appropriate values, click on Continue.
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Figure 6.13: Build definition templates

The next page populates some of the most popular development stacks such as .NET Desktop, ASP.NET, Docker, and pipeline templates list as shown in the preceding Figure 6.13. Azure Pipelines allows you to create pipelines from scratch or pick an in-built template to quickly create a build definition. These templates are defined for some of the most useful built tasks for a platform and automatically add a respective set of tasks to build the definition. You can also select the empty job option to create pipelines from scratch. We will select the ASP.NET template to create a build definition for our repository.
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Figure 6.14: Build definition

After selecting the template, BookApp-ASP.NET-CI will be created with prepopulated tasks as shown in the following Figure 6.14:
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Figure 6.15: Pipeline structure

A pipeline has a structure as shown in the preceding Figure 6.15. A pipeline can be started using a Trigger, which can be either manual or an automatic trigger from the changes pushed to the linked source code repository. A Pipeline can contain one or more than one stage, and each stage can have one or more than one job. Each stage may represent an environment and jobs within the environment can be a set of tasks to be executed. Each job picks an agent from the agent pool defined on the pipeline level or on the job level to run the Tasks in each step. Tasks can be simple scripts, inbuilt tasks, or third-party tasks installed from the extension marketplace.

When we select the Pipeline BookApp-ASP.NET-CI as shown in the preceding Figure 6.14, it shows the option to rename the pipeline, select the agent pool, and mention agent specifications. As discussed, Agent Pool is logical group of machines known as agents on which the build tasks are executed. Here, we have selected Azure Pipelines which contains Microsoft hosted agents. Agent specification is used for selecting an agent with a specific configuration such as OS type, runtime, framework, and so on. We have selected vs2017-win2016, which means this pipeline will pick the agent having Visual Studio 2017 installed on Windows 2016 server OS from the Azure Pipelines agent pool. Few other parameters can be defined on the pipeline level such as the path to the solution file and artifacts name. These parameters are linked parameters. They can be changed in one place and can be used across jobs in the pipeline. In the visual editor, the build pipeline does not show stages but instead shows the next item which is Job.

After selecting Agent job 1 as shown in the following Figure 6.16, it allows you to modify job level settings such as Job name, Agent pool, and Demands:
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Figure 6.16: Jobs

By default, the job will pick the agent pool inherited from the Pipeline level as shown in the preceding Figure 6.16. But you can also select a different pool for each job. For example, you may have an agent pool of Linux machines that you may only want to use in a specific job containing tasks that can only be executed on the Linux machine.

Demands are ways of selecting an agent from the Agent pool based on certain conditions are met on the agent are met. For example, you may want to select an agent from the agent pool which must have some of the specific software installed or certain specific configurations must exist. You can add such requirements in the demands section.
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Figure 6.17: Job Execution Plan

The job also offers you to set Parallelism in the Execution plan as shown in the preceding Figure 6.17. You can set Parallelism to None, Multi-configuration, or Multi-agent. If None is selected, tasks defined in the job will run on a single agent. If Multi-configuration is selected, then each set of tasks will run on multiple configurations such as the browser or operating systems, and so on defined in the multiplier. Each configuration will run on a specific agent. The number of agents can be restricted to a number by specifying the maximum number of agents. In the case of Multi-agent, the same set of tasks run on multiple agents specified by a number of agents.
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Figure 6.18: Job additional options

Jobs also allow you to control when to run this job. It includes conditions such as any previous job success/failure or custom conditions as shown in the preceding Figure 6.18.

Since we have created our pipeline using an inbuilt template, it already has bare minimum tasks added to the job for the ASP.NET application build as shown in the following Figure 6.19:
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Figure 6.19: Build Task

The first task is to install NuGet on the build server using a specific version installer. NuGet is a package management system for .NET. If you have a third-party component or library that is being used in the application, then these libraries can be published as a NuGet package on NuGet feeds and can be later pulled from the package feed while building the application. The second task is to restore the NuGet packages being used in the project. The third task runs the msbuild tool to build the project. The fourth task runs unit tests in the project and publishes its test results. Automated testing is one of the most important aspects of the build process and Azure Pipelines provides great tools to run your unit tests as part of your build. For debugging purposes, the fifth task is to publish the symbols. The last task is to publish the generated artifacts to the Pipeline. This artifact is the result of msbuild and if unit tests pass, then the artifacts are published to the pipeline that will be used for the release process.

These tasks are pre-added from the template, but you can also add more tasks based on your needs. To add a task, you can select Agent job and click on the + sign to add a task as shown in the following Figure 6.20:
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Figure 6.20: Add task icon

After clicking on the + icon as shown in the preceding Figure 6.20, it opens the Task library as shown in the following Figure 6.21:
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Figure 6.21: Task library

Azure Pipelines has various inbuilt tasks that can be used in either the build process or release process. Though these tasks are categorized as build, utility, deploy, and so on, any task can be used during either the build definition or release definition. To use a task, select and click on add and this will be added to your build definition. Tasks can be dragged to align the order of tasks in a build definition. For example, let us add the Archive files task.
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Figure 6.22: Task added

As shown in the preceding Figure 6.22, the Archive task is added in the end. But if we want to put it before publish Artifacts, and then you need to drag and arrange the order of the task as shown in the following Figure 6.23:
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Figure 6.23: Drag and drop task

After dragging the task, now the Archive task is before the Publish Artifacts task as shown in the following Figure 6.24:
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Figure 6.24: Task moved

You can also disable or remove a task by right clicking on the task and selecting disable or remove as shown in the following Figure 6.25:
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Figure 6.25: Disable or remove task

After disabling the newly added Archive task, let’s go back to the task library by clicking on the add task icon:
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Figure 6.26: Marketplace extension tasks

As seen in the preceding Figure 6.26, we have selected the Marketplace tab in the task library. Marketplace extensions tasks are third-party or custom tasks published in the Azure DevOps Extension marketplace. These extension tasks allow you to integrate Azure pipelines with third-party services in pipelines. It also helps in implementing custom tasks in pipelines. To add a marketplace extension, you may need to install the extension from the Azure DevOps extension marketplace. We will explore more on the Azure marketplace extension in Chapter 9.

Many times, teams may use a set of few tasks in different pipelines frequently. For such situations, commonly used tasks can be combined as Task groups and can be reused in various pipelines without having to add these tasks individually. For example, we can combine the Use Nuget 5.5.1 task and Nuget restore task as one task group so that we can just add the task group and both the tasks will be added automatically. To create a task group from tasks, select all the tasks you want to add in the task group. You can select multiple tasks by selecting the task with the Ctrl key pressed on the keyboard.
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Figure 6.27: Task groups

After selecting all the tasks, right click and you can click on Create task group as shown in the preceding Figure 6.27:
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Figure 6.28: New Task group

After clicking on Create task group, the next window will open where you can define task group details. Then, click on Create as shown in the preceding Figure 6.28. Once you create the task group, both the tasks will be replaced by the single-task group as shown in the following Figure 6.29:
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Figure 6.29: Task group in pipeline

The task group also becomes available in Task groups as shown in the following Figure 6.30 and can be used in other pipelines:


[image: ]

Figure 6.30: Task group library

Once you have finished editing the pipelines by adding and configuring tasks, you can click on Save & Queue to save and run a build.
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Figure 6.31: Build save and run

The next page allows you to change some of the pipeline parameters for the current run such as Agent Pool, Agent Specification, Branch/tag, and so on as shown in the preceding Figure 6.31. Update values or leave the default value from the build definition and click on Save and run.
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Figure 6.32: Pipeline queue

The Build run page shows the agent job status as shown in the preceding Figure 6.32, and by clicking on Agent job, it gives the job’s task running details as shown in the following Figure 6.33:


[image: ]

Figure 6.33: Agent job details

Once the pipeline finishes successfully, it will show the status as completed as shown in the following Figure 6.34:
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Figure 6.34: Pipeline artifact

This pipeline has published one artifact. You can click on it as shown in the preceding Figure 6.34 to view the artifact:
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Figure 6.35: Artifacts

You can download individual files or complete artifacts. That is dropping them as a zipped folder by clicking on the download icon as shown in the following Figure 6.35. This artifact will be later provided to the release pipeline as an input to start the release process.

Let’s go back to the build pipelines list and click on Edit as shown in the following Figure 6.36 to explore more options in pipelines in the visual editor:
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Figure 6.36: Edit build pipeline in visual editor

On the pipeline definition page, navigate to the Variables tab as shown in the following Figure 6.37:
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Figure 6.37: Pipeline variables

Azure Pipelines allows you to define variables which can be used across pipelines without having to define the values in different tasks repeatedly. Azure Pipelines also has some of the most useful values as inbuilt variables. These inbuilt variables can be used in any of the pipeline tasks.
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Figure 6.38: Variable use in Pipeline

For example, we have used one of the inbuilt variable build.artifacts tagingdirectory in the Build solution task as shown in the preceding Figure 6.38. build.artifactstagingdirectory is used to refer to the staging directory where artifacts are copied while the build is running before pushing it to their destination. Azure Pipelines has many inbuilt variables that you can use as per your requirement while building a pipeline. You can get all the list of variables at https://docs.microsoft.com/en-us/azure/devops/pipelines/build/variables?view=azure-devops&tabs=classic.

You can add your pipeline variable by clicking on + Add as shown in the following Figure 6.39. You can also delete a variable by selecting the variable and clicking on the delete icon in front of it. Variables values can be updated by simply clicking on the value and entering the updated value as you may want:
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Figure 6.39: Add Pipeline Variable

Variables are scoped on the pipeline level, that is, they can be used with a different task in the same pipeline. Azure Pipelines also offers Variable groups that can be used across different pipelines. Variable groups are created and managed on the project level and can be linked on the pipeline level.
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Figure 6.40: Variable groups

To link an existing variable group, click on the Link variable group as shown in the preceding Figure 6.40. To manage or create variable groups, click on Manage variable groups. Right now, we do not have any variable groups created on the project level, so let’s click on Manage variable groups to create a variable group.
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Figure 6.41: Variable group

Click on + Variable group as shown in the preceding Figure 6.41 to create a variable group:
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Figure 6.42: New variable group

The next page asks for the variable group name and description as shown in the preceding Figure 6.42. It allows you to control this variable group to be made available to all the pipelines in the project, or you may want to restrict it for certain specific pipelines. Azure Pipelines variable groups can also fetch the variable’s value from the Azure Key Vault. Azure Key Vault is a PaaS service in the Azure cloud that can be used to store keys, certificates, passwords, and so on.

To add variables to the variable group, click on Add and provide variable names and values. You can also make a value secret by clicking on the lock icon in front of the variables. After providing all the information, click on Save to save the variable group.

The variable group access permission can be controlled by accessing the Security tab on the variable group page.
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Figure 6.43: Variable group security

After clicking on the Security tab, the security setting of variable group opens as shown in the preceding Figure 6.43. You can modify permissions based on your team needs so that these project-level global variables can be protected.

Let’s go back to the Pipeline definition and link this variable group to our pipeline. After clicking on the Link variable group, we will see a newly created variable group available as shown in the following Figure 6.44:


[image: ]

Figure 6.44: Link variable group

Select the variable group and click on Link. After linking the variable group, you can see variable names. Values will be visible for variables except for secure variables as shown in the following Figure 6.45. These variables and their respective values are read-only as they are managed on the pipeline level.
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Figure 6.45: Linked variable group

Now, let’s move to the Trigger tab which is next to the Variable tab. As shown in the preceding Figure 6.46, pipelines can be triggered either manually or they can be set up to be triggered automatically on a schedule or code changes in a branch in the source code repository:
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Figure 6.46: Pipeline Triggers

The first option in the Triggers tab is to enable continuous integration. After selecting this option, it further expands to provide more details as shown in the following Figure 6.47:
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Figure 6.47: Pipeline Continuous Integration

You can also batch all the changes and build them together. After selecting this option, if a build is running, then the system waits until the build is finished and then queues another build with changes that have not been built yet. This option allows you to reduce the number of builds if you have many people in the team updating the code frequently.

The branch filter in the continuous build allows you to select the branch changes that should trigger a build or the branch changes that should not. As shown in the preceding Figure 6.47, we have included the develop branch to trigger this build pipeline.

Path filters help to include or exclude files for which the build can be triggered. For example, we have excluded a file named devconfig.json to trigger the build. Any changes made to this file in the repository will not trigger the build pipeline irrespective of the branch.

Apart from triggering build on code changes submitted to version control system, you can also schedule a build by clicking on Add in front of scheduled as shown in the following Figure 6.48:
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Figure 6.48: Schedule Build

By adding a schedule, you can configure the schedule based on Days, Time, Time Zone, and branch filter. You can also select to only run the scheduled build if there have been any changes made in the source code. Scheduled builds can be used to configure to run builds such as nightly build which can run during the non-office hours while no developer is updating the code. These scheduled builds can ensure daily sanity check of code by ensuring builds’ success every day on the scheduled time by executing a long-running task that may be skipped in the normal build to save time. The last trigger option is based on another build completion. This trigger is no more recommended through the classic visual editor and that is the reason why this option is greyed out in the preceding Figure 6.48. This feature is supported through Pipeline as code in the YML file which we will explore in the upcoming sections.

Now, let’s switch to the Options tab which is next to Triggers. The Options tab allows you to set many other build settings like build number, work item link with a build, build time out, and build status badge, and so on.
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Figure 6.49: Pipeline Options

On the Options tab, you can provide the description of the pipeline as shown in the preceding Figure 6.49. You can also customize the build number format for the pipeline. Currently, it is set to the default value which is $(date:yyyyMMdd)$(rev:.r) which generates the build number as shown in the following Figure 6.50:
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Figure 6.50: Build Number

You can set this format using user-defined variables or inbuilt variables to include the project name to make it more meaningful such as including the project name, build definition name, and so on. We have changed the build number format to $(TeamProject)_$(Build.DefinitionName)_$(SourceBranchName)_$(Date: yyyyMMdd)$(Rev:.r):
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Figure 6.51: Build number format change

After making changes to a build, we can see that the build number appears as per the changes we have done in the build number format as shown in the following Figure 6.51:
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Figure 6.52: Build job authorization scope

In the Build job settings, you can set the pipeline authorization level as shown in the preceding Figure 6.52. When the pipeline authorization scope is Project collection, this pipeline can be available to multiple projects. This is ideal when you have multiple teams working in different projects and other project’s team members may need access to this pipeline. Another setting is the Project level which restricts the pipeline access to the current project only, and it is a good choice for teams working in isolation and other project’s team members cannot access this pipeline.

You can set the build job timeout and build job cancel timeout. If the build job time out setting is left empty, then it sets to infinite timeout. In few situations when builds are stuck due to deadlock conditions, the infinite timeout setting may lead to agent resources occupied infinitely unless manually cancelled. It is recommended that you set a timeout to avoid the agent resources being locked by a pipeline. You can also set build job demands here as highlighted in the preceding Figure 6.52.
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Figure 6.53: new build process

There are three types of actions that you can configure when a new build request is made as shown in the preceding Figure 6.53. You can either set it Enabled which will start the build as soon as the requested agent is available. If Paused is selected, the build will be queued but will not get started and if set to Disabled, then the build is not queued.
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Figure 6.54: Link work item with build

Azure Pipelines integrate well with Azure Boards work items. From the options page, you can enable the work item link with the build as shown in the preceding Figure 6.54. So far, we have seen linking work items with code changes by creating a feature branch from the work item. Once we merge the changes with the build branch, i.e., develop branch and if the associated build runs successfully, then the work item associated with code changes gets linked with the build as well. You can further apply the branch filter to link work items on a branch build or all branches. You can also enable creating work items on the failure of builds.
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Figure 6.55: Build status badge

Build status badges are the simplest way of showing the last build run status. You can copy the link as shown in the preceding Figure 6.55 and put it either in a markdown file or anywhere as an image URL. Let’s copy the Markdown link and put it in the readme file.
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Figure 6.56: Build status badge

As seen in the preceding Figure 6.56, the latest build status can easily be seen from the readme file itself without having to go in the build run status list in Azure Pipelines.
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Figure 6.57: Retention

The next tab is the Retention tab as shown in the following Figure 6.57. Though it is still showing up in the classic visual editor at the time of writing this book, this setting has been moved to Project settings that we have already discussed in Chapter 3. The History tab shows the pipeline change history as shown in the following Figure 6.58:
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Figure 6.58: Pipeline history

Clicking on the Summary button will open a new window to the pipeline run history. Adjacent to the Summary button, there is the Queue button as shown in the following Figure 6.59. Clicking on this button will queue a new build.
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Figure 6.59: Queue button

Clicking on the ellipses icon next to the Queue button will open a context menu for opening the security setting of Pipeline as shown in the following Figure 6.60:
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Figure 6.60: Pipeline Security

Click on Security to open the Permissions page for the pipeline as shown in the following Figure 6.61:
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Figure 6.61: Pipeline permissions

You can manage the pipeline’s permissions for users and groups from this window as shown in the preceding Figure 6.61.

Using all these settings, you can customize your pipelines as per your team needs and requirements. So far, we have created a build pipeline and successfully ran it to generate the artifacts. These artifacts are further used for the release process in Continuous Deployment. Let’s create a release pipeline using the classic visual editor.

To create a release pipeline, click on Releases as shown in the following Figure 6.62:
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Figure 6.62: Releases

To create a new release pipeline, click on New pipeline. Like build pipeline inbuilt templates, Azure Pipelines also offers various release pipeline inbuilt templates for some of the most common deployment scenarios as shown in the following Figure 6.63:
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Figure 6.63: Release pipeline templates

You can either pick one of the inbuilt templates or select the Empty job option. We will continue with selecting the Azure App Service deployment template to deploy the app artifacts on the Azure Web App service. After selecting the template, it opens the stage window as shown in the following Figure 6.64:
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Figure 6.64: Release pipeline new stage

Stages are a way to control your application deployment radius. Stages are also used to segregate different deployment environments such as QA, UAT, and PROD. You can have the QA stage first in your release pipeline and then after proper QA testing, the build can be promoted to the next environment such as UAT and subsequently, to PROD after UAT approvals. These approvals can be automated using various options available in Azure Pipelines or a manual approval gate. We will soon explore these options. We will create a two-stage deployment pipeline, QA, and PROD for demonstration purposes, but you can have this staging structure as per your release process and environments.
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Figure 6.65: Add new stage

We have called our first stage as QA. To create the next stage, you can click on + Add as shown in the preceding Figure 6.65. You can either create a new empty stage, or you can click on clone to copy all the tasks from this stage to a new stage. In most cases, your tasks in different stages can be the same with some configuration changes. In such situations, the Clone option helps you to create stages without having to add tasks again and again in each stage.
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Figure 6.66: Pipeline stages

As seen in the preceding Figure 6.66, we have two stages QA and PROD in our release pipeline where we will configure the release tasks. A release pipeline starts after getting artifacts as an input from the build pipeline. Click on + Add in front of Artifacts to add artifacts as shown in the following Figure 6.67:
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Figure 6.67: Add artifacts to release pipeline

The next window opens where you can select the project and build a pipeline in that project from where the release pipeline will get the artifacts. You can either select the current project or any other project in the same organization where the logged-in user has permissions. It also allows you to select the default version as shown in the following Figure 6.68:
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Figure 6.68: Release Pipeline artifacts default version

Source alias is a unique identifier for artifacts linked to a pipeline. This can be used later in tasks. Click on Add to add the artifacts after selecting all the settings.
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Figure 6.69: Artifacts added

After adding the artifacts, the artifact source can be seen on the Pipeline page as shown in the preceding Figure 6.69. If you click on the flash icon on the artifacts as shown in the preceding Figure 6.69, it opens the Continuous Deployment settings for the release pipeline:
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Figure 6.70: Continuous Deployment

Continuous Deployment allows you to run the release pipeline as soon as a new artifact is available. After enabling continuous deployment, it further gives the option to add a branch filter as shown in the following Figure 6.70:
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Figure 6.71: Enable continuous deployment

Branch filters in continuous deployment allow you to run continuous deployment based on a branch. You can also enable continuous deployment for pull requests on this page as shown in the following Figure 6.71:
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Figure 6.72: Release pipeline pull request trigger

Enabling the pull request trigger allows you to trigger a release when an artifact is available as part of a pull request. The option shown in the preceding Figure 6.72 enables you to deploy the pull request change before they are merged and validated. A similar kind of pull request validation can be done for a branch using branch policies. In the following Figure 6.73, we have set up a pull request build validation in the branch policy:
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Figure 6.73: Branch build policy

After enabling the build policy, each pull request will trigger a build as part of its workflow as shown in the following Figure 6.74:
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Figure 6.74: Pull request build

Once the build is passed successfully and the approver approves the request, this pull request can be merged to the develop branch.

Now, let’s come back to the release pipeline. We will keep the pull request trigger for release disabled for the time being as shown in the following Figure 6.75:
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Figure 6.75: Release pipeline trigger

Let’s close the continuous deployment trigger window and click on the job in the QA stage as shown in the following Figure 6.76:
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Figure 6.76: Stage job

As seen in the preceding Figure 6.76, there is only one task in the QA stage job. Like build pipeline jobs, release pipeline jobs too need an agent where they can run the task defined in the job. The build and release pipelines both support agent jobs as well as agentless jobs as shown in the following Figure 6.77. Agentless jobs can have few tasks which include invoking rest APIs, Azure ML Pipelines, and so on.
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Figure 6.77: Pipeline job types

In addition to these two types, the release pipeline also supports deployment group’s jobs as shown in the preceding Figure 6.77. Deployment groups are logical groups that may contain a list of target machines where you want to deploy your apps. The task mentioned in release pipelines gets executed on those machines directly. To see the list of deployment groups in your project, click on Deployment groups as shown in the following Figure 6.78:
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Figure 6.78: Deployment groups

Click on Add a deployment group to create a deployment group. Fill in the details and click on Create as shown in the following Figure 6.79:
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Figure 6.79: Create Deployment group

After clicking on Create, the deployment group gets created and a window will appear with instructions to add machines to this deployment group.
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Figure 6.80: Deployment group script

Both Windows and Linux machines can be added as deployment targets in deployment groups. Select the target OS type as shown in the preceding Figure 6.80, and it will show you the script for the respective platform. You can check the Use personal access token option to authenticate when running the script on the deployment target. While running the script, the target machines are supposed to authenticate with Azure DevOps, you can either use a traditional password or personal access tokens to authenticate. Personal access tokens are the simplest way of authentication and an alternative to a password. To create a personal access token, click on the user settings as shown in the following Figure 6.81:
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Figure 6.81: Personal access token

On the personal access token page, click on New Token and configure the scope for the personal access token as shown in the following Figure 6.82:
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Figure 6.82: New personal access token

You can define the scope of the personal access token as shown in the preceding Figure 6.82. Scopes can help you in achieving the least privileged permissions for the personal access token.

Let’s come back to the release pipeline QA stage and explore tasks there.
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Figure 6.83: Release Pipeline Task

Since we created this pipeline based on an inbuilt template for Azure Web App deployment, tasks to deploy on Azure were already added. We may need to select the Azure Subscription and other Azure resource details to configure this task as shown in the preceding Figure 6.83. To add or manage the existing Azure Subscription, you can click on Manage in front of Azure Subscription. It will open the Service connections page, which lists all the service connections added by you and gives you an option to create a new service connection.
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Figure 6.84: Service connections

We already added an Azure Subscription named BookAppADP2SC as shown in the preceding Figure 6.84. Let’s go back to the release pipeline and use this connection for the Azure Web deployment task.
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Figure 6.85: Web app deploy task

After selecting the Azure subscription and App service type, this task will list the existing resources in Azure matching the service type. We will first create the resource in the Azure subscription so that we can select that in this task.
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Figure 6.86: Create Azure Web App

As seen in the preceding Figure 6.86, we created an Azure Web App using the Azure portal, and now, the app will be visible in the Pipeline task. We will follow a simple pipeline for demonstration purpose, but a much better way to create resources in Azure is by using Infrastructure as Code in your pipeline itself. The Azure Resource Manager template, Ansible Playbooks, or Terraform templates can be used to deploy resources as a part of your deployment process by following the Infrastructure as Code principle.
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Figure 6.87: Azure Web app resource in task

As seen in the preceding Figure 6.87, the task is giving the existing Azure Web App name to select. We will select this web app to continue. In this task, you can also select deploy to slots. Slots in the Azure Web App allow you to follow a Blue-Green deployment pattern. In the blue-green deployment model, you can deploy to a blue environment first which is QA in our case and start testing. After validating the blue environment, i.e., QA, you simply swap the changes from a blue to a green environment (PROD) and green environment content to a blue environment. This allows you to retain the previous version in a blue environment and if needed, the environments can be swapped again to restore the previous version.

There are three other famous deployment patterns used in release management. They are Canary Release, Dark Launching, and Progressive Exposure Deployment.

In the Canary Release, the new version is only pushed to a small number of users. This reduces the impact of change considering small numbers of user’s access to new code which may have the probability of having bugs.

In Dark Launching, the production-ready code is made available to a subset of people before a full release. The Release feature named as a private preview or public preview before making it to GA are examples of Dark Launching.

In Progressive Exposure Deployment, the new feature is exposed to a small set of users that gets extended over time.

You can plan your release with any of the deployment pattern depending on your needs, or you may customize your deployment plan accordingly. Stages and environments (can be used in YML Pipeline as Code) can help to design such deployment patterns.

Let’s come back to the release pipeline and set up the release to the QA slot.
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Figure 6.88: Azure Web App slots

Now, we have configured the QA stage with the mandatory settings of the task as all the red warnings have disappeared in the preceding Figure 6.88. Let’s go back to the PROD stage in the release pipeline and configure that stage and task within it.
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Figure 6.89: PROD Stage

This stage too has a task to deploy to the Azure Web App. Here, we will remove the deploy task and add another task that can help us in swapping the slot from QA. As we are following the blue-green deployment pattern, we simply need to swap the qa slot with the production slot during the PROD stage. This will move the code deployed in the qa slot to the production slot and content from the production slot will move to the qa slot.

Click on the + icon of job to open the Task library, and you can search for a task. Search for the slot keyword which will show the Azure Web App manage task. Add the task in the pipeline by selecting Add.
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Figure 6.90: Swap slot

After adding the swap slot task, select Azure Subscription, Web App name, resource group, and source slot as shown in the preceding Figure 6.90. After entering all the information, click on save. After saving the pipeline, click on the Pipeline tab to go back to the pipeline view as shown in the following Figure 6.91:
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Figure 6.91: Pipeline view

Now, tasks of both the stages are configured. In the current release pipeline, the artifact triggers the QA stage, and if it is successful, it will continue to run the PROD stage. This is good if your build and QA release tasks are mature enough to detect any kind of bugs or errors that may occur after deployment. But in initial days or for complex infrastructure scenarios, it is recommended that you have an approval system between stages. In the Azure Pipelines, you can set the pre-deployment approval or post-deployment approval.

To set a pre-deployment approval for the QA stage, click on the approval icon before the QA stage as shown in the following Figure 6.92:
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Figure 6.92: Pre-deployment approval

There are three different types of triggers you can set for the pre-deployment approval as shown in the preceding Figure 6.92. Once the selected trigger occurs, you can define the type of the approval such as manual approval or approval gates as shown in the following Figure 6.93:
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Figure 6.93: Approval types

For manual approvals, you can enable the pre-deployment approvals switch that allows you to add users or groups that get emails for approval. You can also set the approval timeout period as shown in the following Figure 6.94:
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Figure 6.94: Pre-deployment approvers

Apart from manual approvals, Azure Pipelines also offers various types of approval gates that can be used to evaluate approval mechanisms from other systems such as REST API, Azure ML Pipelines, query work items, and so on as shown in the following Figure 6.95:
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Figure 6.95: Azure Pipelines approval gates

Similar approval systems can be placed before or after any stage. Let’s put a pre-deployment approval before the PROD stage so that a manual approval can be initiated before the changes are deployed to production. Click on the pre-deployment approval icon as shown in the following Figure 6.96:
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Figure 6.96: PROD Pre-deployment approval

As seen in the preceding Figure 6.96, this trigger is being configured to run after the QA stage. To add approvers, you can search for the user or group in the organization and then, select as shown in the following Figure 6.97:
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Figure 6.97: Stage pre-deployment approval

Close the pre-deployment condition after providing all the values as required.

Save the pipeline and then create a release by clicking on Create release. It immediately starts a release as shown in the following Figure 6.98:
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Figure 6.98: Release running

Before deployment on the qa slot, we can see the qa slot of our web app in Azure which shows the default page as shown in the following Figure 6.99, which will change after deployment to this slot by the QA stage in the release pipeline.
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Figure 6.99: Default Azure Web app page

Let’s go back to the release status in Azure Pipelines.
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Figure 6.100: Release Pipeline QA stage status

As seen in the preceding Figure 6.100, the QA stage deployment was successful, so our Azure web app qa slot URL will return the updated site now.
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Figure 6.101: Azure Web App QA slot deployed

As seen in the preceding Figure 6.101, the qa slot shows the updated web application. As we have set a pre-deployment approval before the PROD stage, we can see this in the preceding Figure 6.100 that the PROD stage deployment is pending for approval. The approval email has been sent to the configured user on email as shown in the following Figure 6.102:
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Figure 6.102: pre-deployment approval email

The approver can click on the View approval button in the email and directly navigate to the Azure Pipeline approval interface as shown in the following Figure 6.103:


[image: ]

Figure 6.103: PROD stage pre-deployment approval

The approver can click on the Approve or Reject button to approve or reject the deployment to the PROD stage and provide his comments as shown in the following Figure 6.104:
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Figure 6.104: Pre-deployment approval or rejection

Once approved, the deployment for the PROD stage will start and the qa slot content will be swapped with the production slot. Once the PROD stages get completed successfully, the qa slot will have the default Azure Web App page, that is, the production slot content previously and the production slot will be updated with the QA content, that is, Book App web app.
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Figure 6.105: Release-1 Success

As seen in the preceding Figure 6.105, both QA and PROD stages are completed successfully. Let’s go to the QA slot of our Azure Web and revisit the URL.
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Figure 6.106: Azure qa slot with old version from production

As seen in the preceding Figure 6.106, the QA slot returns the default website page now. Now, let’s visit the PROD stage URL.
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Figure 6.107: Azure Web App production slot with latest app

In the preceding Figure 6.107, the production URL returns the updated website now. And this is how the cycle can continue with a blue-green deployment pattern using Azure Web App slots and Azure Pipelines.

Let’s go back to the Release Pipeline definition and explore a few more settings.
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Figure 6.108: Release Pipeline Variables

As seen in the preceding Figure 6.108, the Release pipeline also offers you to use variables or variable groups like build pipelines. It also has a Retention tab which enables you to configure the retention of release in each stage of the pipelines as shown in the following Figure 6.109:
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Figure 6.109: Release retention

Releases can be retained for a maximum of 365 days. The options tab is next to the retention tab which allows you to format the release name as shown in the following Figure 6.110. This setting can be formatted using the same rules and syntax that we have already discussed for the build number format.
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Figure 6.110: Release Options General

The Options tab also allows you to integrate the release with other services from the integration tab as shown in the following Figure 6.111:
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Figure 6.111: Release integration

You can define the deployment status reporting to different services such as Azure Board, Jira, and so on, and you can enable the deployment badge like the build badge as shown in the preceding Figure 6.111. The History tab shows the history of changes done to the release pipeline.

Till now, we have explored how to create an end-to-end continuous integration and continuous deployment pipeline in Azure Pipelines using the Visual Editor. You can combine all the features we have discussed to create a more complex pipeline for any kind of application build or deployment to any target whether it is cloud such as Azure, AWS, or GCP, or on-premises servers.

The Visual Editor is easy to follow and create pipelines using a graphical user interface and is convenient for beginners. But the visual editor experience cannot scale for organizations with big teams with hundreds or thousands of pipelines needs for different products with the complex build and release processes. Build and release definitions in the graphical user interface limits the prospects of reusability and easy maintenance of pipelines. That’s where concepts like Pipeline as Code make sense. Pipeline as Code allows you to define build and release pipelines in code or script so that many of the principles that we apply to the application or infrastructure as code can be applied to pipelines as well. If pipelines are defined in codes, then they can be reused and can be maintained in version control systems. Having pipelines in codes also open many opportunities such as templatization, modular codes snippets, and many other common practices from the application code management.

Azure Pipelines supports pipeline as code in the YML or YAML format that is an acronym for "YAML Ain’t markup language".

YAML is a common file format that is used by many tools like Ansible, Terraform and Kubernetes, and so on to define configurations or scripts. Though all these tools use the same format, that is, YAML for defining their configuration, they have their interpretations of YAML. The script written for Ansible in the YAML format is not portable to be used with Terraform. But having this common format helps in the easy transition from one tool to another. YAML uses whitespace indentation for denoting the structure; however, tab characters are not allowed for indentation.

A pipeline can contain one or more stages. A pipeline may have a “Build app”, “Test app”, and “Deploy app stage”. In the Visual editor, we created a build pipeline and then, we created a release pipeline separately but when we use Pipeline as Code in a YAML file, then it is possible to create all these stages in a single YAML file. A pipeline hierarchy shows the structure of different components in the YAML file as follows:

Pipeline


	Stage A

	Job 1

	Step 1.1

	Step 1.2

	…



	Job 2

	Step 2.1

	Step 2.2

	…





	Stage B

	…





Let’s create a build and release using the YAML file now that will be equivalent to the build and release process that we created using the visual editor.

To create a new pipeline, go back to Pipelines and click on New pipeline as shown in the following Figure 6.112:


[image: ]

Figure 6.112: Pipelines

After clicking on New pipelines, it shows the next screen where you can select the repository as shown in the following Figure 6.113:
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Figure 6.113: New Pipeline

Last time, we selected the classic editor option. But now, let’s select the Azure Repos Git (YAML) option as shown in the preceding Figure 6.113:
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Figure 6.114: Select Repository

In the next window, you can select the project and repository from the selected project. We will continue with the current project and the BookApp Git repository as shown in the preceding Figure 6.114:


[image: ]

Figure 6.115: Configure Pipeline

After selecting the code repository, it further analyzes your source repository and provides you with two options as shown in the preceding Figure 6.115. The first option is to create a starter pipeline as the YAML file and the second option is to select an existing YAML pipeline file from the selected Git repository. It also has the Show more option. By clicking on it, it will expand this list and give the option to create YAML files based on inbuilt templates as shown in the following Figure 6.116:
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Figure 6.116: Pipeline templates

Let’s select the ASP.NET Core template from the inbuilt template list.
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Figure 6.117: ASP.NET Core Pipeline

The next page shows you a file named azure-pipelines.yml as shown in the preceding Figure 6.117. This file contains a pipeline created based on the selected inbuilt template. The template gives a minimal pipeline which does have a trigger set for the master branch. The pool will be the default pool and the agent being selected is the ubuntu-latest image. It does have a single variable named buildConfiguration and a single task for the dotnet build. It does not have any stages or jobs right now. Let’s create a stage named Build and a Job to build and run the tests within that stage.
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Figure 6.118: Pipeline as code with stages

The Azure Pipelines editor interface also gives a GUI option to add tasks by clicking on Show assistant as shown in the preceding Figure 6.118. Once you click on Show assistant, it will give you list of inbuilt tasks like what we have seen in the classic editor. Figure 6.119 shows task lists. The task selected and configured using the assistant will be added as the code in the YAML file.
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Figure 6.119: Task assistant

After adding all the tasks and after configuration, you can click on Save and run or click on Save.
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Figure 6.120: Save Pipeline as Code

After clicking on Save, it will save the YML file and commit to the repository where all your other code resides. It gives options as shown in the preceding Figure 6.120 to either directly commit to master or create a new branch to commit this code.
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Figure 6.121: Run pipeline as code

It is not recommended that you commit any code directly to master/develop or any main branch, so we will create a new branch for this change. After saving the changes to a separate branch, let's run this pipeline by clicking on Run as shown in the following Figure 6.121:


[image: ]

Figure 6.122: Pipeline as Code Build

As seen in the preceding Figure 6.122, the pipeline is configured to run the build stage only. Let us configure it and run the QA and PROD stages as well to create an end-to-end build and release pipeline in a single pipeline as code YAML file. Such a pipeline with multiple stages is often termed as a multistage pipeline.

Now, before creating a multistage pipeline, let’s explore Environments in Azure Pipelines.


[image: ]

Figure 6.123: Environments

Environments allow you to manage manual approvals in multistage pipelines. To create an environment, click on Create environment as shown in the following Figure 6.123:
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Figure 6.124: New Environment

Azure Pipelines currently supports the Kubernetes namespace out of the box to be added as the deployment target resource in the environment. Or you can select none and add resources later. We will select none in our case as we will deploy to the Azure Web App slot in the deployment job. We will use the environment to handle the approval process and between stages. As discussed, you can currently attach limited deployment targets (Kubernetes and Virtual Machines) with environments in Azure Pipelines. In our case, after approvals, the deployment target which is the Azure WebApp is configured in stages instead of the environment itself.
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Figure 6.125: Environment created

You can add Kubernetes or Virtual machines as environment resources as shown in the following Figure 6.125. We will leave it empty for now. Like qa, we will add a prod environment.
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Figure 6.126: Environment approval and checks

We will set up a manual approval for deployment on the prod environment. You can click on ellipses which is adjacent to Add resource to set up approvals and check for this environment as shown in the preceding Figure 6.126:
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Figure 6.127: Add check

You can add checks like Azure Functions, Rest API calls, or query Azure Monitor for certain alerts in addition to manual approvals as shown in the preceding Figure 6.127. We will continue with manual approval for now.
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Figure 6.128: Manual approval check

In Figure 6.128, add the approvers with instructions to be read by approvers before they approve. You can also set options where approvers can approve deployments executed by them. The timeout option will expire the approval request after configuring days which is set to 30 days in our case.

Now, let’s add the stage for deployment to the qa environment in the Pipeline. Figure 6.129 shows the pipeline code snippet for the QA stage:
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Figure 6.129: QA stage Pipeline as Code

When we run the pipeline after adding the QA stage, the pipeline will have two stages as shown in the following Figure 6.130:
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Figure 6.130: QA stage in multistage pipeline

You can see that the build stage is completed and it has successfully generated one artifact. To check the details of tests, click on the Tests tab as shown in the following Figure 6.131:
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Figure 6.131: Tests result

The deployment continued to the DeployQA stage and successfully deployed to the qa slot. Now, let’s add the code for deployment to the production environment in the Pipeline.


[image: ]

Figure 6.132: Prod environment stage

In Figure 6.132, we have used the Azure Web App slot swap task to swap the content from the qa slot to the production slot.

After updating the pipeline code, let's run the pipeline by merging it to the develop branch using a pull request. As we have configured a trigger on the develop branch, the pipeline will be triggered automatically as and when there will be a code change in the develop branch.
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Figure 6.133: Multistage pipeline run

In Figure 6.133, the Build and DeployQA stage ran successfully, but the DeployPROD stage is waiting for approval as the DeployPROD stage is configured with the prod environment for which we have configured manual approvals.
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Figure 6.134: Environment deployment approval

As seen in the preceding Figure 6.134, approvers can approve or reject with their comments. We will approve this deployment to the Production slot. After approval, the DeployPROD starts and gets deployed.
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Figure 6.135: DeployPROD Stage deployed

As shown in Figure 6.135, we have three stages Build, QA, and PROD. In our example, we are building as well as running unit tests in the same build stage, but you may have them in separate stages.

We have demonstrated some of the basic and most common patterns in our Pipelines. The Pipeline design and release process may highly depend on how your team works, builds, and deploys the product. But Azure Pipelines have many features like Pipeline as Code, Stages and Jobs, Environments and Variables, Rich inbuilt task library, and a vast range of third-party integrations via the Azure DevOps extension marketplace that helps you in customizing your build and release processes. It offers the Visual classic editor for small teams or beginners that easily helps you in getting familiar with concepts as well as getting the pipelines ready quickly. It also has the support for Pipeline as Code that helps you scale your DevOps team’s CI and CD to a large number of teams and products with all the good practices of application development practices for code version control, and so on.

Summary

In this chapter, we discussed what is build and release pipelines. We explored what is continuous integration (CI) and continuous deployment (CD). We introduced Azure Pipelines features and explained how to build a continuous integration and continuous deployment pipeline in Azure Pipelines. We created a build and release pipeline using the classic visual editor and explored concepts and features such as variables, triggers, and so on in Azure Pipelines. We deployed an ASP.NET Core Web application on the Azure Web App using the CI and CD pipelines we created. We also discussed how pipelines created by the visual editor are easy to use but not an ideal way of creating a large number of pipelines on the scale due to its limitations such as reusability, modularity, and so on. Then, we explored the Pipeline as Code concept and discussed how Azure Pipelines implements Pipeline as Code using YML files. We recreated the build and release pipeline in a single YML file using the multistage pipeline feature inj/9 Azure Pipelines. Then, we deployed the ASP.NET Core web app in the Azure Web App using the blue-green deployment pattern. We briefly discussed other deployment patterns as well. You need not deploy your release instead you may want to release it as a package to be consumed by other application teams as dependencies. These packages can be published on a package repository system such as Azure Artifacts as a part of your release process. In the next chapter, we will discuss Azure Artifacts and see how it helps you in package dependency management in your application lifecycle.

Questions


	What is a build?

	How is a build different from a release?

	How to enable continuous integration in Azure Pipelines?

	We can declare our variable in a pipeline in Azure Pipelines. State true or false.

	What are task groups?

	Pipeline as Code is not possible in Azure Pipelines. State true or false.

	What are the common deployment patterns?

	Which feature allows you to define the build and release pipeline in a single Pipeline as Code YML file?

	What are approval gates?

	Pipelines can be shared to be accessed by team members in other projects in the same organization. State true or false.



Key terms


	Build: Process to convert code into a deployable package.

	Artifacts: A deployable package which comes out of a build result.

	Release: Deploying artifacts.

	Pipelines: Sequential set of tasks for build or release.

	Nuget: .NET package management system.

	Azure Web App: A Platform as service in Azure for hosting web applications.

	Code merge: Code changes added to the source or main branch.







CHAPTER 7

Azure Artifacts


Introduction

The previous chapter introduced the concepts of Continuous Integrations (CI) and Continuous Deployment (CD) using Azure Pipelines. In this chapter we will explore how you can manage packages that are generated from CI systems or consume packages generated from one CI pipeline into another application CI system as a dependency package. We will explore how to publish and manage packages in Azure Artifacts. We will also explore how to consume packages published in Azure Artifacts.

Structure

In this chapter, we will discuss the following topics:


	What is package management?

	What is Azure Artifacts?

	When to use Azure Artifacts?

	How to create the Azure Artifacts feed?

	How to consume packages from the Azure Artifacts feed?



Objectives

After studying this chapter, you will be able to:


	Manage package management in the application lifecycle

	Create a package feed in Azure Artifacts

	Create a NuGet package and publish on the Azure Artifacts feed

	Use the Azure Artifacts feed in the CI pipeline



What is package management?

Many times, you may need to use either externally developed packages such as NuGet packages in .NET and NPM packages in Python-based applications or Maven for Java, and so on during application development. These packages may come from any outside organization via public package repositories, or you may have a private package repository in an organization that can be consumed by development teams to get the approved packages.

It may also be possible that you split different modules in your application as independent packages and use them together to build the application. It allows you to manage these module lifecycles in a much better way. Also, splitting modules into individual packages allows you to make them reusable. These modules may have some common functions that can be utilized by other teams by adding these packages from shared package feeds as reference.

What is Azure Artifacts?

These packages can be consumed by other teams by sharing them or by using a package management system. Some of the common public package management systems you may have heard are npmjs or Nuget.org. These package management systems are publicly hosted and may not be suitable for hosting packages in an enterprise environment. To host packages internally or to control the governance of packages in an enterprise, you may need a private package management system. Azure Artifacts is one such package management service in Azure DevOps that offers both public and private package hosting options. Azure Artifacts offers 2 GB of free storage that can be further increased as paid storage after setting up the billing in an Azure DevOps organization.

Packages in Azure Artifacts are stored in feeds. In the previous versions of Azure Artifacts, all feeds were organization-scoped containers that allowed you to group packages and control permissions at the organization level. Recently, at the time of writing the book, the features have been introduced to create feeds at the project level. All previously created organizational level feeds will remain organization-scoped. This is the reason why you can see two organization-scoped feeds listed in the following Figure 7.1:
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Figure 7.1: Azure Artifacts

You can select an existing feed and click on connect the feed to get the details of the feed you may use to connect to the feed. This option shows instructions that you may need to follow to connect with the feed. We will create a feed for this project and connect to that feed. Let's click on Create feed to create a new feed as shown in the following screenshot:
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Figure 7.2: New feed

The next window asks for the name of the feed and shows you the visibility and scope of the feed as shown in the preceding Figure 7.2. Since this project is made public, the feed being created too will be public. The scope of the feed is the current project.
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Figure 7.3: BookAppFeed

After clicking on Create, you can select the feed to view different options as shown in the preceding Figure 7.3. Click on Connect to feed to view instructions to connect to it.
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Figure 7.4: Connect to feed

There are multiple ways in which you can connect with the Azure Artifacts feed based on the package type. The preceding screenshot shows all the different package types that are supported by the Azure Artifacts feed. Azure Artifacts supports five types of packages such as NuGet, npm, Maven, Python, and Universel Package.

NuGet: NuGet is a package management system for .NET applications. You can package a .NET project as a NuGet package and host it on a NuGet server. In Azure Artifacts, a feed can be considered a package hosting server. Azure Artifacts supports individual NuGet package size up to 500 MB.

npm: npm is known as a node package management system. As the name suggests, it is used for packaging node-based applications. The Azure Artifacts feed can host npm packages. Azure Artifacts supports the npm package up to 500 MB per file.

Maven: Maven is a Java application packaging system. Not just Java, Maven can also be used for packaging applications written in languages such as C# or Ruby as well. The Maven package too can be up to 500 MB per file size in Azure Artifacts feeds.

Python: Azure Artifacts allow you to manage both pip and twine Python packages in the Azure Artifacts feed. 500 MB limit is also applicable for Python packages.

Universal: This package type may contain any other package format not listed above. This type is the recommended package format for a large binary content as Universal packages are tested up to 1 TB per file size in Azure Artifacts feeds.

To connect to any package type, click on the package type and it will show you instructions that you may need to follow to connect, publish, or download the package from the feed. For example, let's try to connect to the feed by selecting the Universal packages options as shown in the following Figure 7.5:
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Figure 7.5: Connect Universal Package

Based on the selected package type, the connect to feed option will list down the tools you may need for connecting to the feed. The instructions include how to authenticate to the feeds, download packages from the feed, or publish packages to the feeds.

Apart from publishing or downloading packages on the local machine, you can use tasks in Azure Pipelines to publish a package to the Azure Artifacts feed as part of your build or release pipelines. You can download a package from the feed to either restore the dependencies in your build process or deploy the package to the production environment.

If you have a dependent library being used in your solution, then it is recommended to publish it as a separate package and reference the package in your application to use it. This helps you in achieving separation of concerns and the package can be reused by other product teams. This enhances the code reusability and maintainability for that modular code.

Let's create a .NET library as a NuGet package, publish it on the Azure Artifacts feed, and use it in BookApp as a dependency.

Open a C# library project in Visual Studio as shown in the following Figure 7.6:
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Figure 7.6: Library Project

Right click on the project and open the project properties:
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Figure 7.7: Project properties

Select the Package tab in Project properties as shown in the preceding Figure 7.7. Provide the package unique identifier and other details:
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Figure 7.8: Pack package local

You can generate the package locally by right clicking on the project and selecting Pack as shown in the preceding Figure 7.8:
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Figure 7.9: Local NuGet package

After clicking on Pack, it builds the package and generates the NuGet package locally. As shown in the preceding Figure 7.9, it generates the .nupkg file that you can publish on the feed using the NuGet CLI. You should only publish it directly during the initial development or while working as Proof Of Concepts, but it is recommended to publish the package from a build and release the pipeline in the production environment.
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Figure 7.10: NuGet pack in pipeline

Figure 7.10 shows the NuGet pack command in the pipeline to generate the NuGet package of the project.
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Figure 7.11: NuGet push to feed

After building the NuGet package, we will use the push command to publish the package on the feed in the release stage as shown in the preceding Figure 7.11.

After publishing the package, the package will be available on the feed as shown in the following Figure 7.12:
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Figure 7.12: Package published on the feed

Once the NuGet packages are published on a feed, they can be consumed in a CI CD pipeline, Visual Studio, or they can be manually download by following instructions available on the Connect to feed page.

Let's add this package to the BookApp project from the NuGet package manager in Visual Studio. Before adding the package to the project, make sure you have added the feed source in the NuGet Package manager setting as shown in the following Figure 7.13:
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Figure 7.13: NuGet package source

After adding the Azure Artifacts feed, open the NuGet Package manager to install the package:
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Figure 7.14: NuGet Package Manager

Select the package source as All or the feed that is hosting the package. We will select BookAppFeed as the source as shown in the preceding Figure 7.14. The best practices are to select the internal source such as the Azure Artifacts feed instead of any public package source such as NuGet.org. Selecting an internal source will ensure that only allowed packages being added in the solution are downloaded from the internal feed or its upstream sources. These upstream sources are managed by teams who ensure the upstream feeds are configured by following the organizational policy as well as with proper permissions. Refer to the following screenshot:
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Figure 7.15: Install the NuGet package

After selecting the package source, it will show you the list of packages on the package source as shown in the preceding Figure 7.15. Select the project for which you want to install this package and click on Install. It may further ask you to confirm the installation as shown in the following Figure 7.16. Click on OK to confirm and install the package.
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Figure 7.16: Package install confirmation

After installing the package, the library can be used in BookApp. We will show how to consume feeds and packages in a CI CD pipeline in the upcoming sections.

The Azure Artifacts feed creation permission should not be given to all the members. You can control Azure Artifacts permissions for creation by accessing Azure Artifacts settings.
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Figure 7.17: Azure Artifacts settings

Azure Artifacts settings can be accessed from the gear icon as shown in the preceding Figure 7.17:
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Figure 7.18: Azure Artifacts settings details

Azure Artifacts settings allow you to control who can create the feed in the organization. You can either allow everyone in the organization to create the feeds or allow selected users or group members. Ideally, you should only allow a few members other than administrators in the organization to create a feed. You can search the members by entering the name as shown in the preceding Figure 7.18 and clicking on Save:
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Figure 7.19: Feed settings

Adjacent to Azure Artifacts settings, there is a gear icon as shown in preceding Figure 7.19. The Feed settings allow you to configure settings for the selected Azure Artifacts feed.


[image: ]

Figure 7.20: BookAppFeed settings

The Feed settings tab has three different tabs named Feed details, Permissions, and Views as shown in the preceding Figure 7.20. The Feed details tab allows you to update the name of the feed and description. You can also select an option as shown in the following screenshot to hide the deleted package:
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Figure 7.21: Feed sharing and retention

On the Feed details tab, you can set up sharing the badge of the latest package. Just like the build badge, this badge allows you to show the latest package details on pages like readme, and so on. You can go to the package and right click on it to get the package badge code as shown in the following Figure 7.22:
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Figure 7.22: Package badge

The Retention policy tab allows you to automatically delete old packages to optimize your artifacts storage usage. You can configure the maximum number of versions and days to retain the downloaded package as shown in the following Figure 7.23:
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Figure 7.23: Feed retention policy

The Permissions tab shows all the users and groups who have access to the feed. It also shows the user or group’s role in the feed as shown in the following Figure 7.24:
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Figure 7.24: Feed permissions

Either one role out of the four roles can be assigned to any user or group in the Azure Artifacts feed. These roles are Owner, Contributor, Collaborator, and Reader. Users or groups can also inherit a role. Except for the inherited roles, you can select a group or user and delete their role assignments. You can also click on Add users/groups to add any new user or group.










	
Permission


	
Reader


	
Collaborator


	
Contributor


	
Owner





	
List and restore/install packages


	
✓


	
✓


	
✓


	
✓





	
Save packages from upstream sources


	
	
✓


	
✓


	
✓





	
Push packages


	
	
	
✓


	
✓





	
Unlist/deprecate packages


	
	
	
✓


	
✓





	
Delete/unpublish package


	
	
	
	
✓





	
Edit feed permissions


	
	
	
	
✓






Table 7.1: Feed Permissions

The preceding table shows permissions to these four roles in the Azure Artifacts feed. It is recommended that you assign reader roles to developers so that they can only download allowed packages that are already available in the feed. A developer should not be allowed to directly download packages from upstream sources as these upstream sources may include public package sources. To download the allowed public packages to the feed, the collaborator role can be given to people who are authorized to download approved packages from public or internal upstream sources. Contributor access should only be provided to development teams or groups that may get involved in publishing new packages or updating them. The owner role includes the highest permission access and should be only given to a few people, probably from package administrator teams.

To add a permission for a user or group, click on Add users/groups:
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Figure 7.25: Add users or groups

After clicking on Add users/groups, the next window pops up as shown in the preceding Figure 7.25. Here, you can search a user or group in the organization and select the role you may want to assign. Click on Save to add the role assigned to the user/group:
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Figure 7.26: Azure Artifacts feed views

The next tab in the Azure Artifacts feeds settings is Views. Views are used to share a set of packages that are promoted after testing and validation. Azure Artifacts feeds come with three default views @local, @prerelease, and @release as shown in the preceding Figure 7.27. The @local view contains all packages published directly to the feed. When you do a NuGet push or npm push, the packages go to the @local feed. Packages can be further promoted to other views for sharing them with a set of users who will be able to consume the package from respective views. You can also delete these views and create your feed view but a feed must have the default view.
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Figure 7.27: Set default view

The local feed is set to the default view automatically for the first time. You can set a different view as the default view by selecting the view name and clicking on Set as default as shown in the preceding Figure 7.27.

When another feed uses your feed as an upstream source, then the default view is used to get the packages. Upstream sources are remote feeds such as nuget.org or npmjs or any other Azure Artifacts feed within your organization. Upstream sources allow feed consumers to install a package from a remote feed. The packages from remote feeds are saved to the feed.
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Figure 7.28: Upstream sources

To add an upstream source, click on Add upstream source as shown in the preceding Figure 7.29:
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Figure 7.29: Add upstream sources

You can add a public upstream source such as nuget.org, npmjs, or Maven Central, and so on. You can also add another Azure Artifacts feed in the organization as the source feed as shown in the preceding Figure 7.29.

When you select a public source, it populates all the supported public feed sources to select as shown in the following Figure 7.30:
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Figure 7.30: Public upstream source

Since npm and nuget.org are already added, it only shows other supported public feed source names. Click on Add to add a source.

When you select an Azure Artifacts feed option, it populates all the other feed names as shown in the following Figure 7.31:
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Figure 7.31: Azure Artifacts feed as an upstream source

It allows you to select the package type you want to allow to be downloaded for the upstream source as shown in the following Figure 7.32:
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Figure 7.32: Azure Artifacts feed upstream package type

You can also select the view of the feed that should be used for downloading the packages. Since the selected remote feed is an Azure Artifacts feed, it may be possible that feed A upstreams to feed B, feed B upstreams to feed C, and feed C upstreams to feed A. This may result into an infinite loop where a user asks for a package from feed A, then A asks B, B asks C, and C again asks A. Azure DevOps upstream sources prevent such situations by making use of views by returning the packages in the views configured. So, A will have access to packages from C which has already been saved in B views that are accessible to A. A will not have access to all packages in C directly.

To use a package published in the Azure Artifacts feed, you will need to add the feed as a package source in your package manager. We have already explained how to add the Azure Artifacts feed in the Visual Studio NuGet package manager during the Nuget package creation process.
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Figure 7.33: Package source

Figure 7.33 shows BookAppFeed configured in the Visual Studio NuGet package manager. After completing the local development, it is recommended that you do not publish packages on the Git repository. The best practice is to restore the packages from the feed during the build process in the build pipelines.
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Figure 7.34: Restore the NuGet package

Figure 7.34 shows the BookApp Dotnet application build pipeline where we are using the NuGet package task to restore packages being used in the project.

Azure Artifacts makes the package lifecycle management easy for you by hosting it securely in the Azure Artifacts feed. Integration with Azure Pipelines further easies the publishing and consumption of packages in the CI-CD pipeline.

Package management can help your team in achieving code reusability and practice modular application feature development. When features are isolated in separate libraries and can be shared as a package, it enhances the feature reusability across teams and organizations. It also helps you update the packages faster as the code base of individual packages becomes relatively small and structured. Teams can use the Azure Artifacts feed to share such packages within projects or organizations. Upstream sources in Azure Artifacts helps teams get public packages in their application. At the same time, it helps teams like InfoSec to regulate what kind of packages or public feeds can be consumed in the organization. Azure Artifacts integration with Azure Pipelines helps you incorporate package development and management using CI and CD principles.

Summary

In this chapter, we discussed package management in the application lifecycle management. We explored how to make modular features and packages that can help teams in the culture of reusable libraries. We introduced Azure Artifacts service as one of the package management servers which can be used to share packages among teams within projects or organizations. We explored different types of packages supported by the Azure Artifacts feed and how to connect to it using various tools such as Visual Studio. We discussed how to create a NuGet package and publish it to the Azure Artifacts feed. We also discussed how to consume these packages in Visual Studio on the local machine or in a CI CD pipeline. In the next chapter, we will explore Azure test plans that will help in improving collaboration between developers and testers in your team. We will explore how testers use test plans to tracks bugs and easily report them to developers with sufficient details.

Questions


	What is a package?

	What is the Azure Artifacts feed?

	What are the different packaging systems supported by the Azure Artifacts feed?

	What is the size limit of an individual Universal package in the Azure Artifacts feed?

	What is the storage limit of Azure Artifacts in the free tier?

	Artifacts feed packages can be published using the Azure Pipelines task. State true or false.



Key terms


	Package: An independent deployable unit that can be used in another application as a reference.

	Artifacts: A deployable package which comes out of the build result.

	Feeds: Package management repository in Azure Artifacts.

	Upstream sources: Remote feeds from where packages can be downloaded and saved in the Azure Artifacts feed.

	Nuget: .NET package management system.







CHAPTER 8

Azure Test Plans


Introduction

In the previous chapters, we discussed various settings that would help your developers to efficiently develop software using Azure Repos, Azure Pipelines, and Azure Artifacts feed. Now, we will explore how to collaborate with testers using Azure Test Plans. Azure Test plans offer a nice UI and integration with Azure Boards so that testers can easily raise bugs with enough details. Azure Test Plans helps your testers and developers to communicate on the same platform, discuss bugs, and fix them collaboratively. It also helps in getting feedback from stakeholders.

Structure

In this chapter, we will discuss the following topics:


	What is Azure Test Plans

	Azure Test Plans in an Agile team

	Creating test suites, test plans, and executing test plans

	Raising bugs and collaboration between developers and testers



Objectives

After studying this chapter, you should be able to understand:


	How to enable Azure Test Plans in Azure DevOps services?

	How to create Test suites and test plans?

	How to do manual testing using Azure Test Plans?

	How to capture details of test execution and raise bugs?

	How Azure Test Plans helps in collaboration between developers and testers?

	How to request feedback from stakeholders?



What is Azure Test Plans?

Testing is one of the major activities after development which ensures a quality product comes out of the release pipeline. Many of the automated tests like Unit and Integration tests are recommended to be included in CI and CD pipelines. Despite having rigorous automated testing in pipelines, teams rely on manual tests and feedback for evaluating the quality. These manual tests may involve UI/UX validations, functional testing, or feedback by stockholders.

Azure Test Plans in Azure DevOps is a service that can help your team for better collaboration during the testing phase. The Azure Test Plans service helps you in getting the quality product by offering various features for the testing phase of your application.

Manual testing

Azure Test Plans can help you execute various types of manual tests such as planned manual tests, User Acceptance Tests (UAT), exploratory testing, or stakeholders' feedback on the products. Refer to the following figure:
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Figure 8.1: Manual Testing

Planned manual testing

As shown in the preceding figure, planned manual testing is executed by test leads or testers in the QA team. The QA team can be aligned with the developers’ team itself or they can be part of a global QA team. In Agile oriented teams, it is recommended that you associate QA teams with developers so that they can work closely, and the first round of testing can be done early. This ensures early feedback to the developers and helps in fixing bugs.

User acceptance testing

User acceptance tests are done by testers in a user persona. It can be a dedicated testing team that tests features keeping end-user expectations in mind or a small set of actual users are identified as part of the UAT process. This ensures the features are working as expected in terms of functionality.

Exploratory testing

Exploratory tests are done to evaluate user experience in using the features and products being delivered. This is normally done by product owners, UI, and UX team members.

Stakeholder feedback testing

Stakeholder feedback tests are one of the most important aspects of evaluating how the features being delivered are helping end-users. It is essential to know how business owners and other stakeholders evaluate the impact of features being released and identify the improvement areas. You can create a stakeholder feedback request from a user story to track the stakeholders’ feedback on the delivered features as part of the user stories.

Creating a new test plan

Azure Test Plans integrates well with other Azure DevOps services such as Azure Boards. Testers can easily create bugs with all the required information such as test run details and provide them to developers. Bugs created by testers appear on Kanban boards and thus, allow a common platform for planning and tracking for both developers and testers.

Azure Test Plans does not come enabled with the free tier.
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Figure 8.2: Azure Test Plans

Figure 8.2 shows that a basic user under the free tier does not have access to create test plans. You can start your 30 days free trial from the Billing tab as shown in the following Figure 8.3:


[image: ]

Figure 8.3: Azure Test Plans free trial

For details on the Azure Test Plans pricing model in the Azure DevOps service, please refer to the Azure DevOps pricing model in Chapter 2.

Once you have either a paid plan or started a free trial of Azure Test Plans, you will be able to add Test Plans for the teams as shown in the following Figure 8.4:
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Figure 8.4: Azure Test Plans

In Azure Test Plans, you can create three types of artifacts for test management in your team. The highest-level artifact is the Test Plan. The Test Plan allows you to arrange test suites and test cases. Test Plans keep all the test suites, including test cases for a release or sprint. To create a test plan, click on the New Test Plan as shown in the following Figure 8.5:
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Figure 8.5: New Test Plan

The new test plan screen prompt will ask for the name of the test plan and area path where it will show its items such as Test Suites, Test Cases, and Iteration for which the test cases under this plan will be executed as scheduled. After selecting the appropriate values, click on Create.

Types of Test Suites

A test plan can have test suites, configurations, and test cases. The Test plan supports three types of test suites which are as follows:


	Static test suite- You can add any types of test in this type of test suite

	Requirements-based test suite - You can associate work items with test cases

	Query-based test suite - You can associate test cases with work items based on custom query result.



We will be creating each of the above types of test suites in upcoming sections.

Refer to the following Figure 8.6:
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Figure 8.6: Test Suite type

Configurations

Configurations in a test plan allow you to test your application for various environment configurations. Before creating a test plan, let’s create a set of configurations that testers will use for testing the application.

To add the configuration or list all the configuration and configuration variables, click on the configuration as shown in the following Figure 8.7:
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Figure 8.7: Configurations

As shown in the preceding Figure 8.7, we already have one configuration for Windows 10 with a Chrome browser and two configuration variables for the browser and operating system. Let’s create another configuration for Windows 10 with the Microsoft Edge browser:


[image: ]

Figure 8.8: New configuration

Creating a new configuration

To create a new configuration or a configuration variable, click on the + icon, as shown in the preceding Figure 8.8. It gives you an option to select either create a configuration or configuration variable.
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Figure 8.9: Windows + Edge configuration

Provide the name of the configuration and add the configuration variables. As shown in the preceding Figure 8.9, we have added two configuration variables to the operating system and browser. Click on Save after entering the relevant information.

You can create additional configuration variables for the additional configuration attribute you may need for running test cases. For example, you may need to validate a Java application against a set of Java versions installed on the machine. In such a case, you can create a configuration variable for Java versions and associate them with configurations.

Assigning configurations to a Test Plan

After creating the configurations, we come back to the Test plans screen and associate these configurations with the test plan we have created:
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Figure 8.10: Assign configuration

Click on the ellipsis icon, which is in front of the Test plan name, and it will show you the option to Assign configurations as shown in the preceding Figure 8.10. Click on Assign configurations to assign a configuration to all the test cases in this test plan.
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Figure 8.11: Assign a configuration to a test plan

It shows you all the configurations available. Checkmark the configurations which you may want to assign to the test suites and cases in this test plan. As shown in the preceding Figure 8.11, we have selected both the configurations to be assigned. Click on Save to assign the selected configurations.

Creating a static Test Suite

Now that we have assigned configurations to test plans, let's create a static test suite in our test plan. Static test suites can contain any types of tests and these tests can be executed with the assigned configuration. To add a static test suite, perform the following steps:


	Click on the ellipsis.

	Select New Suite.

	Select static suite.



Refer to the following Figure 8.12:
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Figure 8.12: New static suite

After creating a static test suite, it will give you the option to add test cases as shown in the following Figure 8.13:
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Figure 8.13: New test plan

Click on New Test Case and select existing test cases or add test cases using the grid. We will create a new test using the grid:
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Figure 8.14: Add test case in grid

Fill in the test case details such as the title, steps, assign to, and so on in the grid as shown in the preceding Figure 8.14 and click on the Save icon to save the test cases.

When you switch to the Execute tab as shown in the following Figure 8.15, you will see two test points that have been added based on this test for the respective configuration:
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Figure 8.15: Test Points

Running a Test

You can select the test configuration you may want to run and click on Run for the web application as shown in the following Figure 8.16:
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Figure 8.16: Run tests

After clicking on Run for the web application, it opens a test runner window where you can see the steps to follow, and you can mark pass or fail based on the outcome of performing the steps as shown in the following Figure 8.17:
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Figure 8.17: Test runner

For each test, you may have various steps that you may pass, fail, pause, block, or mark it not applicable. After executing the test case for one configuration, click on Next to open the test for another configuration that has been attached to it.
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Figure 8.18: Test runner test fail

As shown in the preceding Figure 8.18, we have marked the second test run as failed for Windows 10 + Edge configuration. On this screen, you can either save and close the test run or capture more information like adding a screenshot by clicking on the camera icon.

Installing Test and Feedback

When you click on the capture icon for the first time, it will ask you to install Test & Feedback browser extension as shown in the following Figure 8.19.
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Figure 8.19: Install Test & Feedback

Test & Feedback is a browser extension that helps you connect with the Azure DevOps organization and enables you to capture screenshots, edit, and attach them with test runs. Click on Install and it will open the chrome web store as shown in the following Figure 8.20:
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Figure 8.20: Chrome Test & Feedback

Add this extension to chrome and this extension will be available in your browser.
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Figure 8.21: Test & Feedback extension

You can access the extension from the browser using the lab icon as shown in the preceding Figure 8.21. To start using it with Azure DevOps, you need to connect it with your Azure DevOps organization. Click on the gear icon to access the setting of the Test & Feedback extension:
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Figure 8.22: Test & Feedback settings

Select the connected radio icon and provide the server URL for your Azure DevOps organization as shown in the preceding Figure 8.22 and click on Next:
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Figure 8.23: Test & Feedback team

Select the team as shown in preceding Figure 8.23 and click on Save. After configuring the Test & Feedback extension, you can click on the capture icon and click on Share as shown in the following Figure 8.24 to attach the screenshot with the test run:
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Figure 8.24: Capture screen

You can select the screen portion; do some marking using some tools like circles, and so on as shown in the following Figure 8.25:
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Figure 8.25: Edit capture

After editing the screenshot, click on Save to attach it with the test run as shown in the following Figure 8.26:
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Figure 8.26: Screenshot attached

Having a screenshot of evidence gathered during test execution can be helpful for further references.

Creating a Bug

Azure Test Plans also gives you the option to create a bug for reporting issues that were encountered while executing tests. To create a bug with test execution details, click on Create a bug on the test runner window:
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Figure 8.27: Create a bug

When you create a bug, it automatically captures the configuration details, system info, and so on in the bug as shown in the preceding Figure 8.27. When you click on attachments, you will be able to see all the screenshots attached by testers as evidences during the test run. It will also show details of actions that have been marked as failed as shown in the following Figure 8.28:
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Figure 8.28: Bug attachments

These options save a lot of time of a tester which includes environment details, failure messages, and adding other details that can help in bug fixing. A developer can easily investigate configuration details and open attachments to see the actual error messages. This information can help a developer in investigating bugs, reproduce, and fix the bugs. You need to simply fill in the values like Bug title, Assignment, and so on. Click on Save. Based on the area selected, the bugs will start appearing for the team Kanban board in Azure Board as shown in the following Figure 8.29:
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Figure 8.29: Bugs on Kanban board

This bug reporting workflow right from the testing suite to Azure Board not only makes developer and tester collaboration much better but also enables smooth tracking of reported bugs and their progress.

Requirement-Based Suite

Now, let’s add another type of test suite which is known as a requirement-based suite. In the requirement-based suite, you associate your test cases to work items as acceptance criteria:
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Figure 8.30: Requirement-based test suite

When you click on the Requirements-based test suite, you can search the work item with which test cases under this test suite gets attached as acceptance criteria. Select the work item and click on Create suites as shown in the preceding Figure 8.30:
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Figure 8.31: Requirement-based test suite

The new requirement-based test suites get created as shown in the preceding Figure 8.31. When you add test cases in this test suite, these cases will become acceptance criteria for work items that we associated with them while creating this test suite. Click on Add test case to add a test case.
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Figure 8.32: Add test case

Give a title to the test case and fill in relevant details, steps, and actions as shown in the preceding Figure 8.32. Click on Save and close. After saving the test cases, the test cases get attached to user stories as shown in the following Figure 8.33:
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Figure 8.33: Test cases with user stories

Query-Based Test Suite

Another type of test suite is query-based. When you click on the Create a query-based test suite, it opens a query editor where you can associate work items based on your query as shown in the following Figure 8.34:
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Figure 8.34: Query-based test suites

With the help of query-based test suites, you can group your test cases based on query criteria. For example, you may want to group all the test cases having priority 1 or other field criteria like area path, and so on.

The Test progress tab under Test Plans shows your progress report of test runs as shown in the following Figure 8.35:
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Figure 8.35: Test Progress

The test progress report can easily show you the status of manual testing with the pass and fail progress.

Sometimes, you may want to run test actions with multiple values such as to test a web page with two different username and password combination to test the login feature. Azure Test plans have the set of parameters to help you run tests with different data. You can repeat your test plans with different values using the parameter set. You can do this by attaching parameters to a test case. Let’s create a parameter set from Parameters under Test Plans:
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Figure 8.36: Parameter set

We have created one shared parameter set having two values such as the username and password with respective values as shown in the preceding Figure 8.36. You can attach this parameter set to test cases from the test case page or from here by turning on the Test cases pane:
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Figure 8.37: Test cases pane turn on

As soon as you turn on the test cases pane, it will open the test cases pane on the right-hand side and will show the test cases attached to this parameter set. You can add new test cases by clicking on the + icon as shown in the following Figure 8.37:
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Figure 8.38: Shared parameters in Test case

Figure 8.38 shows the parameter set values username and password attached to the test case. You can use the parameter name in actions and the test run will automatically populate values during the test case execution.
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Figure 8.39: Test case run with the parameter set

Figure 8.39 shows the test run that automatically populates the parameter values of the username and password to be used in action:
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Figure 8.40: Test Run

The Runs tab under Test Plans shows you a list of test runs as shown in the following Figure 8.40. You can click on a test run instance and investigate the details of the run.

The load test feature in Azure Test Plans is getting depreciated from Test plans at the time of writing this book so will not explore details of this feature. As recommended by Microsoft, you may explore Apache JMeter, Blazemeter, and so on for load testing needs in your application testing.

Apart from manual testing, Azure Test Plans also offers a nice feedback request mechanism to get feedback from stakeholders.
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Figure 8.41: Request feedback

Click on the ellipsis icon to request feedback on a work item as shown in the preceding Figure 8.41:
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Figure 8.42: Feedback form

After clicking on Request feedback, it opens the feedback request form as shown in the preceding Figure 8.42. You can search for users in your organization; provide a relevant subject, and instructions to be followed by stakeholders while giving feedback. Click on Send once you have filled in the relevant details.

You can view all the feedback requests or responses from the Queries view by running a query as shown in the following Figure 8.43:
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Figure 8.43: Query all feedback request

Feedback responses can be retrieved by changing the work item type to feedback response in the query as shown in the preceding Figure 8.43. When a stakeholder clicks on the link, which he/she must have received over an email for the feedback request, it opens the Azure DevOps feedback page. To provide the feedback, stakeholders will need to have the Test & Feedback extension installed in the browser:
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Figure 8.44: Feedback extension

After the Test & Feedback extension is installed, stakeholders can click on the icon as shown in the preceding Figure 8.44 and then, click on Provide feedback.

Conclusion

In this chapter, we discussed how the quality of a product can be evaluated using various types of manual testing approaches. We explored Azure Test Plans and its features that help in executing various types of manual tests for different test environment configurations. We explored Azure Test Plans, different types of Test suites, and how to add test cases for these different test suites. We created shared parameters in Azure Test Plans. We also explored how to use parameters to run actions for different values in a test case for running a test case with different values. We installed the Test & Feedback extension in the browser, and we explored how this extension can be used to capture screenshots, and so on during the test execution. We discussed how Azure Test Plans provides you a great mechanism to get feedback from stakeholders using feedback requests from work items. We also explored how you can view all the feedback requests or responses using Queries.

 In the next chapter, we will explore how you can make use of Azure DevOps marketplace for integrating Azure DevOps with other third-party services. We will explore some of the most useful extensions in Azure DevOps and see how to install them in your organization and use them.

Questions


	What are different types of manual testing approaches?

	What are Azure Test Plans?

	Azure Test Plans are free for basic users. State true or false.

	What are the different types of test suites supported in test plans?

	What are configurations in Azure Test Plans?

	What are parameters set in Azure Test Plans?

	The Test & Install extension is a Chrome browser extension. State true or false.

	What is feedback in Azure Test plans?

	Is it possible to create bugs with screenshots and other details from test runs?



Key terms


	Test Plans: High-level logical container for keeping test suites and test cases.

	Configurations: It is used to define various environment sets to be used during test cases run.

	Parameter set: Package management repository in Azure Artifacts.

	Feedback: Used to capture responses from stakeholders.

	Bugs: Used for reporting issues in functionality of a developed product.







CHAPTER 9

Extension Marketplace


Introduction

Till now, we have discussed various services and features of Azure DevOps that help you adopt different DevOps practices in your application lifecycle management. But many times, organizations may use other third-party solutions and may need integration with Azure DevOps or may want to implement a custom logic specific to their organization needs. In such cases, Marketplace extensions will help you in integrating Azure DevOps services with third-party services. We will learn how to use the Azure DevOps marketplace for installing public extensions published by different third-party services so that you can use those services along the Azure DevOps services in your Azure DevOps organization. We will explore how marketplace extension tasks can be used in CI-CD pipelines. We will also explore how to create your own Azure DevOps extension to extend Azure DevOps features specific to your organization needs, install them in your internal organizations, and publish them to the Azure DevOps marketplace for sharing outside your Azure DevOps organization.

Structure

In this chapter, we will discuss the following topics:


	What is Azure DevOps Extension Marketplace?

	Installing extensions from the Extension Marketplace

	Using Marketplace Extension tasks in CI CD pipelines

	Creating custom extensions and publishing them on the extension marketplace



Objectives

After studying this chapter, you should be able to understand:


	What is the Azure DevOps marketplace?

	What are extensions and how to install extensions from the Azure DevOps marketplace?

	How to use extension tasks in CI-CD pipelines?

	How to develop an Azure DevOps extension?

	How to install your custom developed extension in an internal organization?

	How to publish your custom developed extension to the Azure DevOps marketplace?



What is the Extension Marketplace?

Though Azure DevOps services cover a wide range of DevOps needs, but it may be possible that you may have to use a third-party service for your specific needs, or a particular service/product feature that suits your organization requirements as compared to equivalent services or features in Azure DevOps. We have already discussed service connection which is one way of integrating Azure DevOps with other services such as Microsoft Azure Cloud, GitHub or Jenkins, and so on. But many times, you may use certain third-party services that may not be even covered in the default list of service connection options. For example, your organization may use SonarCloud for scanning your code as part of a build which is a third-party service, or you may want to scan your application for any open source component using a service called WhiteSource Bolt. In such cases, Azure DevOps provides marketplace where any third-party vendor or individual may publish their extensions to extend the features of Azure DevOps with their products or services such SonarCloud or WhiteSource Bolt, and so on. Azure DevOps even allows you to develop your own extension which may help you to extend the Azure DevOps feature for a specific custom needs for your organization. You can share these custom developed extensions in the private mode to internal Azure DevOps organizations or can publish to the Azure DevOps marketplace to be shared publicly.

Installing the Extension from the Azure DevOps Marketplace

You can install an extension for SonarCloud from the Azure DevOps marketplace and start using it. Similarly, many third-party companies, individuals, and even Microsoft publish extensions that help to extend the Azure DevOps feature with a wider range of tools in the DevOps ecosystem.

To access Marketplace, click on the marketplace icon as shown in the following Figure 9.1 and click on the Browse marketplace.
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Figure 9.1: Browse marketplace

After clicking on the Browse marketplace, it will open the Azure DevOps marketplace as shown in the following Figure 9.2:
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Figure 9.2: Azure DevOps marketplace

Just like any other marketplace, you can see a list of featured extensions, and so on. You can also search for extensions using the search box as shown in the preceding Figure 9.2.

You can click on the extension name on the Azure DevOps marketplace to install it and to know more details of the extension.
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Figure 9.3: Extension page

On the extension page, you can view all the features and tasks offered by the extension. You can also view the publisher’s name and other details like the project web page, the publisher who has published the extension, and so on. For example, we have opened the WhiteSource Bolt extension that is published by WhiteSource as shown in the preceding Figure 9.3. This extension helps you scan framework versions in your code version. This extension can detect vulnerabilities and license types of open source packages being used. This can help you in detecting any vulnerable package or unapproved package type being used in an application by developers.

Extensions on the Azure DevOps marketplace can be published by individuals as well as third-party companies. Make sure you validate the publisher’s details before using extensions. To install the extension in your Azure DevOps organization, click on Get it free:
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Figure 9.4: Install Marketplace extension

It redirects you to the extension installation page where you can select the organization where you need to install the extension as shown in the preceding Figure 9.4. Alternatively, you can select the Download option to download the extension to install on the Azure DevOps server. This page also shows the permissions used by the extension. Validate the permissions required by this extension in the Azure DevOps organization. Select the organization and click on Install to start the installation of the extension in the selected organization.
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Figure 9.5: Extension installation successful

After the successful installation of the extension, it shows a successful page as shown in the preceding Figure 9.5. Now, when this extension is installed, we can go back to the organization and start using it.

Using Extension tasks in the CI CD Pipeline

After installing this extension, a tab is added under the Pipelines as shown in the following Figure 9.6. How the extension is visible and how it can be used is completely dependent on which service it integrates with. When installing extensions, make sure you go through the complete details of how to use the extension and the various features it offers.
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Figure 9.6: WhiteSource tab

Figure 9.6 shows the extension tab. Since this extension is not yet used in any of the application pipelines, it shows empty scanned details.
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Figure 9.7: WhiteSource task

This extension offers Azure Pipelines tasks that can be used in build or release pipelines. To add the task, you can search the task offered by this extension by searching its name in the task assistant as shown in the preceding Figure 9.7. Select the task and configure it to scan the directory.
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Figure 9.8: WhiteSource task configured

As shown in the preceding Figure 9.8, we have configured the task to scan the directory for all the packages being used in the solution. Click on Save the pipeline and run the pipeline to view the scanning results.
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Figure 9.9: WhiteSource scanning result

Once the WhiteSource task is added to build a pipeline of a solution that contains open source packages, the next pipeline run will execute the extension task added and will scan all the packages. The Pipeline run details will show you various details like vulnerabilities, licenses, and other details as shown in the preceding Figure 9.9. The same details can be seen from the WhiteSource tab under Pipelines.

We have demonstrated one of the extensions features and how to use it in Azure DevOps services. All other extensions can also be used similarly by installing them from the Azure DevOps marketplace. Tasks offered by various extensions may differ based on their usage and may differ the Azure DevOps service category they may target.

The Azure DevOps marketplace contains many custom extensions published by individuals or companies which can help you most of the time for integrating Azure DevOps with third-party services.

Sometimes, it may be possible that you need custom logic to be implemented that is not yet available either in Azure DevOps Services or any marketplace extensions. In such situations, you may need to develop your extensions. Azure DevOps has that option where you can develop your custom extension and then either use it within your organization, or you can publish it to the Azure DevOps marketplace publicly.

Creating your custom Azure DevOps marketplace extension

To be able to develop the Azure DevOps extension, you must be the owner of the organization (permissions to install extensions) and will need to have some tools available on your computer.

The first tool that you must have is the latest version of node.js installed on your computer. After installing node.js, open any shell window and run npm install -g tfx-cli. This will install an extension packaging tool (TFX) on your computer. This extension is used to package the extension.

After installing node and TFX on your computer, create or change to a directory on the computer where you want to create extension files. We created a directory named adp-demo-extension as shown in the following Figure 9.10:
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Figure 9.10: change directory

After switching to the directory, run npm init -y as shown in the following Figure 9.11. This will create an NPM package manifest. The package manifest file contains all the details of the extension such as libraries required by extension, name of the author, and so on. Figure 9.11 shows the package manifest file created:


[image: ]

Figure 9.11: Package manifest

Let’s install the Microsoft VSS Web extension SDK package and save it to your NPM package manifest by running npm install vss-web-extension-sdk –save as shown in the following Figure 9.12:
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Figure 9.12: Install Microsoft VSS Web extension SDK

After installing the extension, create a file named vss-extension.json in the root folder. The content of this file defines many properties of extension as shown in the preceding Figure 9.13:







	
Property


	
Description





	
manifestVersion


	
A number corresponding to the version of the manifest format (1).





	
id


	
The extension’s identifier. This is a string that must be unique among extensions from the same publisher. It must start with an alphabetic or numeric character and contain ‘A’ through ‘Z’, ‘a’ through ‘z’, ‘0’ through ‘9’, and ‘-‘ (hyphen).





	
version


	
A string specifying the version of an extension. It doesn’t need to be the same version as individual tasks in the extension. It should be in the format major.minor.patch, for example, 0.1.2 or 1.0.0.





	
name


	
A short, human-readable name of the extension. Limited to 200 characters.






Table 9.1: vss-extension.json properties

You may refer to samples released by Microsoft for different extension sample scripts at https://github.com/microsoft/vsts-extension-samples.

To define your extension execution logic, you need to create a PowerShell file in the extension folder. In our example, MSBuild.ps1 contains the logic and steps that will be executed by this task. We have provided a simple PowerShell script for demonstration purpose as follows:

param(

[string]$PrintName

)

Write-Verbose "Entering script MSBuild.ps1"

Write-Host "Entering ADPPlainTask1"

Write-Verbose "msbuildLocationMethod = $PrintName"

Write-Verbose "Leaving script MSBuild.ps1"

There are few more files that need to be created in the extension folder. These files are responsible for setting extension properties mentioned in the following Table 9.2:








	
File


	
Description


	
Notes





	
icon.png


	
The icon image file that will be used to identify your build task in the marketplace and wherever it’s used inside Azure DevOps.


	
It should have a 32*32 size, should only be named as “icon”, and located in the same subfolder where the task.json file is located.





	
task.json


	
This is the only required file and the most important one. This json file describes the UI input and which scripts to execute.


	
It is the main task file that should only be named as task.json. The whole UI (all information entry controls) is created there and it defines which script files should be launched.





	
MSBuild.ps1


	
This is a file that contains the PowerShell script that launches our task.


	
It contains all values that a user enters in the user-UI control, described in task.json. Further on, the values are processed and used in a PowerShell launch script.





	
ps_modules


	
This is a special folder that stores secondary modules for the task’s functioning.


	
Now, we’re using the VstsTaskSdk module that helps us get values from UI controls.






Table 9.2: File descriptions
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Figure 9.13: Visual Studio Extension JSON

As shown in the preceding Figure 9.13, you first need a publisher ID to set the publisher of the extension. The publisher ID can be obtained from the Azure DevOps marketplace. The categories property defines the services this extension belongs to. This property can accept any of the five service names in Azure DevOps such as Azure Repos, Azure Boards, Azure Pipelines, Azure Test Plans, and Azure Artifacts. We will create this extension for Azure Pipelines as shown in the preceding Figure 9.13. The files property allows you to set the folder containing files being used by this extension. You can refer to the Extension manifest reference link at https://docs.microsoft.com/en-us/azure/devops/extend/develop/manifest?view=azure-devops for details of all the fields in JSON.

Let’s create a publisher ID from the Azure DevOps marketplace. You can create a publisher ID by accessing this URL https://marketplace.visualstudio.com/manage/createpublisher:
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Figure 9.14: Create Publisher

Publisher ID as shown in the preceding Figure 9.14 can be used in the extension publisher setting. After setting the publisher ID, run the command tfx extension to create a package of the extension.
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Figure 9.15: Pack extension

After packing the extension, you will see that an extension with a vsix file gets created as shown in the preceding Figure 9.15. Once you have the extension package, go back to the Azure DevOps marketplace and click on New extension and select Azure DevOps as shown in the following Figure 9.16:


[image: ]

Figure 9.16: New Extension

After clicking on the Azure DevOps option, it opens a window to upload the extension file as shown in the following Figure 9.17:
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Figure 9.17: Upload extension

Select the file from the local computer and click on upload as shown in the following Figure 9.18:
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Figure 9.18: Finish upload

After uploading the extension, you can share the extensions you see in the extensions listed as private as shown in the preceding Figure 9.19.

Installing your custom developed extension to internal organizations

You can share a private extension with a selected set of organizations in Azure DevOps:
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Figure 9.19: Extension uploaded

To share the extension with the Azure DevOps organization, click on the ellipsis in front of Extension and click on Share as shown in the following Figure 9.20:
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Figure 9.20: Share extension

After clicking on the Share option, enter the name of the organization as shown in the following Figure 9.21:
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Figure 9.21: Share with organization

After sharing the extensions, click on the ellipsis icon to view the extension page on the Azure DevOps marketplace as shown in the following Figure 9.22:
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Figure 9.22: Extension list

The extension page in the preceding Figure 9.22 shows the option for any other publicly listed icon on the Azure DevOps marketplace. To install the extension, click on Get it free on the extension page. After clicking on Get started, you can select the organization to install the extension as shown in the following Figure 9.23:
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Figure 9.23: Install extension

After installing the extension, you can search for the task in the Pipeline task assistant as shown in the following Figure 9.24. Tasks can be added to pipelines just like any other built-in or marketplace extension.
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Figure 9.24: Extension task in Pipelines

You can keep the extension property public as false in the extension manifest JSON to share in the private mode with the only list of organizations.

Sharing your custom developed extension publicly on the Azure DevOps marketplace

You can also share the extension publicly on the Azure DevOps marketplace by setting the public property as true in the extension manifest JSON and publish it again.

The extension marketplace allows you to implement the custom features in Azure DevOps. This enables Azure DevOps to work with any toolchain in the DevOps ecosystem, and that is one of the major differentiators of this product. Many third-party services and product vendors are continuously adding extensions to integrate with Azure DevOps services, and hence, the Azure DevOps features are increasing day by day apart from the inbuilt feature updates released by Microsoft. Not only third-party vendors, but even Microsoft is also publishing many extensions in the Azure DevOps marketplace for some of the most popular tools and services. The private extension option allows you to create your custom logic as a feature in Azure DevOps while not exposing it publicly. This helps enterprise organizations in extending a SaaS platform like Azure DevOps with their custom needs but also having the private feature secured to their boundary at the same time.

Summary

In this chapter, we explored how you can integrate with other third-party services in Azure DevOps using marketplace extensions. We demonstrated how you can install an extension from the marketplace into the Azure DevOps organization and use it in Azure DevOps service. We discussed when you may need to create your extension in Azure DevOps for either extending Azure DevOps with some third-party tools or for implementing custom logic. We discussed the tools you need to create an extension on your computer. We demonstrated how to create an extension, share it privately with organizations, or publish it publicly on the Azure DevOps marketplace.

By now, you should be able to use various components of Azure DevOps services in your team to implement some of the most important and useful DevOps practices. We tried to cover all the major topics of DevOps using Azure DevOps services in this book. Having said that, we also want to reiterate our statement about DevOps culture and how it majorly depends on how your team works. So how you use a tool will be defined by that culture and people. The landscape of DevOps is evolving so fast and also the Azure DevOps services. We tried to cover the most important and foundational feature of Azure DevOps in this book. We may have missed something very important or may have done few mistakes while explaining some concepts. We request you to flood in our inbox with your improvement suggestions and feedback. We will try to incorporate the feedback in our upcoming book/blog or webinars.

Questions


	What is the Azure DevOps marketplace?

	What is an extension in the Azure DevOps marketplace?

	Marketplace extension can be downloaded from the Google Play store. State true or false.

	We can create our custom marketplace extension and share it within the organization. State true or false.

	What are the pre-requisite tools to develop marketplace extensions?

	Marketplace extension manifest is a YAML format file. State true or false.

	Marketplace extensions cannot be published by anyone else except Microsoft. State true or false.



Key terms


	Azure DevOps Marketplace: Marketplace is an online store like Google Play Store from where Azure DevOps extensions can be installed.

	Extensions: Software used to integrate with third-party services or implement custom logic in Azure DevOps.
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- stage: 'DeployQA’
dependson: 'Build’
displayName: 'DeployQA’
Jobs:

- deployment: 'DeployQA’
environment: 'qa’

steps:
- task: DownloadPipelineArtifact@2
inputs:
buildType: ‘current’
artifactName: ‘'drop'
targetPath: '$(System.ArtifactsDirectory)’
- task: AzureRmWebAppDeployment@4
displayName: ‘Deploy Azure App Service'
inputs:
| connectionType: *Azurerm
‘ azureSubscription: ‘BookAppADP2SC'
appType: 'webApp®
‘ WebAppName: *azdevopsbook®
I

deployToS1otOrASE: true

ResourceGroupName: 'bookapp-demo-rg"

SlotName: 'ga’

Package: '$(System.ArtifactsDirectory)/**/*.zip"





OEBPS/images/7.27.jpg
Azure Devops

BookApp

Overview

Boards

Repos

Pipelines

Test Plans

B4 DPDAEDRBO

Artifacts

@ rojctsetings

+  myfeed  Feed settings

Feed detalls Permissions  Views

Local @
© Prerclesse

Release

«

Upstreamsources - Addview & &dit [ Delete / Setas default view
Permisions
Feed users; People in azuredevopspro
Feed users

Feed users

[ol's

Detaut






OEBPS/images/Figure-2.25.jpg
Azure Active Directory Connection

Connect your organizaionto»dectry

You e signedinas

e
e Essuedescprpro com
Asue Active Directory
Selct

Annede0psto





OEBPS/images/6.128.jpg
Approvals

R
@i X +

Instrutions to approvers (optional)
[Production instance getting deployed. Please check before:

|approve
Advanced

@ Allow approvers to approve their own runs;

Control options

Timeout

o o=






OEBPS/images/7.26.jpg
>4 DPDAED B

Azure Devops

BookApp

Overview

Boards

Repos

Pipelines

Test Plans

Artifacts

Project settings

+  BookAppFeed > Feed settings

Feed detalls Permissions  Views

View
Llocal @
Prerclease

Release

«

+ Add view

Feed users; azuredevopsprol\Project Collection Vald Users
Feed users

Feed users

Detaut






OEBPS/images/Figure-2.24.jpg
€3 Aure Devops s u . P sean a “ @

Organization Settings. Azure Active Dirctory

suedeos (Connec your rganization o Azur Acive Diecor. Tis acion maps existing Aure DevOps users i s crgusztin o thel conesponding entities i Azure AD.No contnt o History il |
delted

Folowstps and s

Oveniew

®
& s
# e
® siling
B Auiing
= Globsinotfcatons

2 Ussge






OEBPS/images/4.5.jpg
Nork ftems |5 Backto Work ems

& ovenew B
o 883 As a developer | want to push my code to a Gt repository 5o that i can make pull request for code review

O 5 0comments BB oo 0>
© Workitems

™ ScckappDesciopers

ey a ‘BookApp\Release 1\Sprint 1 et
B sackioos

Description Planning Deplayment
o spins

st G reoston or s esting et epsitory crestd g et resion e ok s st i vt

G branches and branch polces a5 equire. Thisrepostory il be used by deveopers tohost 16 kit

cod. Creste 3 prject readme e f does not st elomant s o o Bt
e it tors em Lo e

@
—
= Acceptance Criteria 2 Medium i
® ronies =
‘Repository type should be Git Classification il
P o v e R

Atleast on pul request approral requied o merge. e s f o doomert

Readmermd le in epostonyroo oder. iz 8
tacs
Uk A pos commtpl

Related Work

Discussion P

© prjectsetings «






OEBPS/images/6.35.jpg
) Azure DevOps
8 o

B oo
B s

B reoos

o Poeioes

4 2 % b B

;]

@

Pipelines
Enironments
Releszes

Ubrary

Tosk groups
Deployment groups

WhiteSource Bolt

Project setings

«

< Artifacts

Published  Consumedt

~ Haop
D) Bookappdeploy-readment
D BookApp.deploy.cmd
D Bookhpp Parametersaml
D) Bookhpp SetParametersaami
D) BookApp-SourceManifestam

D sookappip

28

axe

158

e

s






OEBPS/images/8.24.jpg
TR —y— = - - ~- a o 2~ @

https://dev.azure.com/azuredevopspro/Bookap... T YPUrsTeen

ey o Feedback wants o share thecontents f your sceen. Choose whatyou'd ke to shre @Help
Test 102 sereen Application window Microsoft Edge tab _

open Edge browser on computer
© v Runforwebappication |

Outeom

©ne
© e

Parameters.

Configurations

o S

Runs

@

Project sttings «






OEBPS/images/Figure-2.8.jpg
Virtual Agent

Hello!
I'm Azure DevOps' Virtual Support Agent. I'm here to help! I can:

« Look up answers to your questions using a variety of resources,
such as the Azure DevOps documentation and Developer
Community.

« Provide general troubleshooting steps.

o Create a request to change the Azure region your Azure DevOps
instance is hosted in.

For other activities | can help you with, click the Chat Menu at the top
of the screen!

By using this service, you agree to the Microsoft Services
Agreement. Read the Microsoft Privacy Statement to learn about
Microsoft's commitment to privacy.

Quick actions

Change Organization Regior

A Type your message






OEBPS/images/4.49.jpg
©J Aaure Devops. auredievopsp AP Boar 2 s = 0 Fo ‘

. Sworktems
B sooiren + Queries © MyQueries [ Developer Team Work ltems 7 ottt
& omven fests tdtor Crars | D funauery o+ New 2 Remame [ETEE A G

e oumnoptons 8 337
B o 2 coumop
L ] 8 Page missing i book © email query 877 Page missing in book
et 83 Usrsloy B devloper | wenk o puh my code Lo Gitipostony o elian Dy CopyqueyURL @ ashihfsast.. 5 0comments @ ralow
B o N A 2
B M B oot oo maerdovo nd lsiin Gt 0 Slii
W oo a6 Task 8 Craate a ASPAET Core Website from VS tempiate ashishrajsivastava.. @ C S ® New & BookApp\Developers.
o sprs ! wier Bookdpp
— ot | 2 0 s
Repro teps
B s
o Pocines
G System nfo
Planning Deployment
e

B Projecsettings. « . o Sesboment s eporsng






OEBPS/images/6.34.jpg
) Azure DevOps
8 oerme

B v
[

B reos

o Posines

Pipelines
Envronments
Releases

Lbrary

4 2 3 B E

Task groups.

Deployment groups.

WhiteSource Bolt

@ |

Project setings

it

«

© #20200504.5 Merged PR 40: revert back framework

Demo-ASPNET-CI # Rets

Summary  Code Coverage  WhiteSource Eolt Buld Report

Manually run by @) Ashish Raj

© Bookapp £ Today at 1044 AM
¥ develop ¢ asa8de ©mrs

Warnings 1

No test sources found matching the given fitr *"\elease\astt L *\0b\™
0 Nt gthe g )

Jobs

View 12 changes

et started






OEBPS/images/8.23.jpg
€3 haureDevops

& ovenen
B soves
B revos
o Focines

A Testplans

& = B

8

Testplans
Progres eport
Parameters

Configurations.

Runs

Project settings

azuredevopspro / Bookhpp / Test Plans

4 € Release2TestPlan v

-

100% un, 50%
passed. View report

Test Suites =

v Release 2Test Plan 2)

3 Bookipp R2 Static Suite

«

& 0
Connection settings .
® Connected ) Standalone
Server URL Disconnect
hitpsy/dev azure.com/azuredevopsprol Q|

Select your team

Search,
BookApp Team
Developers
Infrasructure Engineers
Testers

b Demo

azuredevopspro/BookApp/Testers

Refresh

@Help

B Y

veb application
Gutcom
©np
©nk






OEBPS/images/Figure-2.7.jpg
©J Azure Devops ashishraj06

Overview
Organization Settings Overview
hishraj0618 Name
O Search Settings  ashishraj0618
General @D Use the new URL: httpsy//dev.azure.com/ashishraj0618/
Learn more about URLS
B Overview
& Projecs Privacy URL
A Users
Learn more about the Privacy URL
' Billing
Description
B Auditing Li
Addo

& Global notifications

W Usage
Time zone
€ Extensions
utc v
& Auure Active Directory
Region
Security
4 South India
B Policies Learn more about the Region

£ Permissions @ Changes made will affect all projects and members of the organizat

Boards

% Process

Organization owner






OEBPS/images/4.48.jpg
) Azure Devops
[ 2 +
Overview

Bowds
Wark tems
Bourts
Backogs

Sprnts

Repos
Ppeines

W4 Pidbuzoc AN

sats

@ Projectsttings «

Queries My Queries

Rests Edtor Cars b Runquery - New v B Svequery D Revertchanges ¢ Column opions

= [ —

% Wk tom pe
X O e V-

+ At o

87 sy @ regemissnginbook o mhgwn,
83 UserSiory 90.Asa dovloper want 1 push my code 0.3 i repsiony s thtcan.. A R

84 UsrSioy 8 Asa Bookreaderwant 10 ses st ofopc covrd i his bookona . shidhve

85 Tk 8 Cote s braches s, deeop snd s i it repo Ao

B Tk 5 Cleoea ASPART Core Webste fom VS tempiote [E—

i
 oskagpioeiops

Goned
o Gosea

2 Emaiquery

S workems

s






OEBPS/images/6.33.jpg
€3 AsreDevops

B s

e

Jobs in run #2020050...

NuGet restore »

e ttos:/docs.microroft confazure s aipelines tasks packagelut






OEBPS/images/8.22.jpg
) Azure Devops azuredevopspro / BookApp / Test Plans @ 0 a o~ @

€ Release2TestPlan v %1 i OHel
[« RE) a5 fease =l £ Connection settings — Dhielp
i
B ovenvew o e SO% ® Connected © Standalone » 7Y

P ok roput Use the full apture, create, and collaborate capabiltes for testing your

B soocs Test Suites = @ e el apps. Works wih Azue DevOps Serices and Team Foundation |y ier |

Server 201 orlater.Lear more
< Release2TestPlan @) ouor)
A reer Server URL
£ Bookapp R2 St e

@ pipeiines hitpsy/dev.azure com/azuredevopspro ©np
Preview: Nitps//devazure com/azuredevopsprol o nn

A Tetris Don ot DWOpe iganstkinSgmvg e

e

B progress report

O Parameters

& Configurations

& s

@ Projectsettings «






OEBPS/images/Figure-2.6.jpg
& C @ @& devazurecom onld=1:

B GCP % Bookmarks || DellEMC [lI WebAppDev [l Personal

ashishraj0618

azuredevopspro

New or






OEBPS/images/4.47.jpg
B4 PBavruzo &b @O0

‘Azure Devops

Bookpp

Ovenew

Bouds

Workitems

Borcs

sackoge

sprns

Queres

Repos

Ppelnes

Atacs

Prjectsttings

«

Queries

Fovortes A |+ Newauery £ Newloder T import Workems Fite by e

ome @ Ao R updted 32812020

B Folloned work ems © s R updated 3282020

- Shred Queries






OEBPS/images/6.32.jpg
) Azure Devops
B sdare
& oveniew

[ e

B s

o Pocines

s Pipelines
G

Releases

Lbrary

4 = 2 p

Task groups.

Deploymen groups

WhitSource Bolt

@ B

Projec sttings

s

«

(© #20200504.1 Merged PR 40: revert back framework

Summary  WhiteSource Bot Buid Report

Manually run by @) Ashish Raj

© Bookape Justnow -
¥ devlop ¢ asasdes 2

Jobs

© Agentjob1 Queved

Cancel

View 12 changes

2 Getstaned






OEBPS/images/8.21.jpg
& o @
I Azure Devops
B soomaer

& oveniew

B tons

B rers

o Ficines

A restpins

B Testplans®
D progressreport
% Parameters

L Configurations
i

Runs

i

@

Project settings

8 hitps:/devazure.com/azuredevopspro/BookApp/.

4 € Release2TestPlan v K
Test Suites = @ 8

 Release 2 Test lan (2)

Bookapp R2 Static Suite

«

Plans/executeZplanid=91

= @ @

* @ © B8 F ik
& o

The Bxploratory Tesingextension is now Test & eedbck. w

Test & Feedback

I Version: 101700

Quick demo

®

About

veb application

©nn
©

Feedback

Hovescmating o shrewith us? ke the exenion? You con e
Resch s 0 s






OEBPS/images/Figure-2.50.jpg
) Azure Devops

& o
® summry

BB Dashboards

Alycs views*

g wi
B s
B s
o rosies
A iron
B wises

=

© Helo Azure Devops Pro members!

u Demo

About this project

© Demo/READMEd

© tke 7z Project stats

Bourds

Lot Tdays v

x






OEBPS/images/4.46.jpg
R s

o rreios
A rearins
B s

@ Prjectsetings

«

O Developers v % &
Tkbowd Badkdog Copacty Analtcs |- NewWorktem 22 Column Options O sprint2 v person Al
2 Collpseal New Actve e Testng 25 Resoled

Py

Y|






OEBPS/images/6.31.jpg
Run pipeline
Selct parameters below and manually rn the pipeline

Save comment

‘Agent Specifcation”

_—
b v -]
e

Advanced options

e
3 variables defined. >

O tueommosrons o






OEBPS/images/8.20.jpg
~ chrome web store

Home > Extensions > Test& Feedback

Test & Feedback
ko

Offered by: Microsoft Corporation

Jd K ko 159 | Productivity | & 90,000+ users

Overview Reviews Support

e The Exploratory Testing extension is now Test & F...

Related

Watch later

Add to Chrome






OEBPS/images/Figure-2.5.jpg
0 Azure DevOps

g 2
Get started with Azure DevOps

Choosing Continue means that you agree to our Terms of
Service, Privacy Statement, and Code of Conduct.

| would like information, tips, and offers about Azure

DevOps and other Microsoft products and services. Privacy

Statement.






OEBPS/images/4.45.jpg
Settings

— Syles

s Sty rules make the ards with importan formation stand out When a worktem matches mre than one i, the st e s

o= |
+ sying e

General

s e Name

Werking days me I

Working with bugs

Sylng
Selectyour sy choices.

coscor | -

Theste A
Rl crteia
Your sty choices pply t il work s hat match i uses o your custom et
Feld perstor Value
priaity V. v
v . v acive






OEBPS/images/6.30.jpg
23 Phure Devops

[ £ e

& ovnien
B soas

B reeor

o Fpeines

s Pipelines
e
Releases

Lbrary

4 % 2 p

Task groups

Deployment groups

(]

‘WhiteSource Bolt

@

Project settings «

NuGet task group

Securiy

Ashish Raj

NuGet tak gr.

Oute mosfies






OEBPS/images/8.2.jpg
enss0ab4aodDEDRBC

Azure Devops

BookApp

Overview

Boards.

Repos

Pipelines

Test Plans.

Test plans*
Progress report
Runs

Load test

Project settings

«

A Pl » = 0 )

You are currentylogged n 5 3 user with basic acces leveland you a seeing this page 9 you do' hav any et plans and tst sufescreated fo the selectd team.

Welcome to Test hub

A central location where your team can coordinate al your manua test actvtis,track progress, and get cical insights. A a user with basic access level, here s

Create, run and track tests directly from the cards Use Test & Feedback to test web applications|
A baic s, you an ow ettt foryur s storis an et ight o your Ko b Lesm more.You can o capturefndings, crese s and colbbortewi
— e The Exploratory Testing extension
New « nave 15 heohed
P pr——— [ro——

Wosos o a D@ ®eb,gn
T asrai
& i ot

|~ P
a






OEBPS/images/Figure-2.49.jpg
) Azure Devops

o
[

Neworg

Hello Azure DevOps Po meber!

azuredevopspro

Projects My workitems My pullrequests

Demo

ABCInfraps

MyPartsUnlimited-delete

Mops-Python

x






OEBPS/images/6.3.jpg





OEBPS/images/8.19.jpg
5

& https://dev.azure.com/azurede

pspro/BookAp.

Install Pre-requisites

Before you can use the screenshot/screen
recording/action recording feature, you will need to.
install the Test & Feedback extension for Google
Chrome browser as a pre-equisite

[ ... [

Parameters
Configurations.

Project settings. «

taticsue

Release 2 Test Plan (ID: 912)

Define  Execute Chart

Test Points (2 items)
@
8 open Edge browser on computer

B open Edge browser on computer

@Help
B 2 Y

Run for web application
e nn
©nn






OEBPS/images/Figure-2.48.jpg
) Azure Devps

2 Ussge

@ prensions

& houre Actve Directory
Security

8 polces

& remissions

Boards

% process

Pipiines

& Agent pooks

Banner Settings

© O ello Azure Devps Pro memberst

2 edumore

8 Deiete il banners






OEBPS/images/8.18.jpg
8 hitps//devazure.com/azuredevopspro/BookAp.

Moosofttdge — 0O bokapp / TestPlans / Test plans P search

Plan . 7 i Release 2 Test Plan (ID: 912) @Help

aprev Test2of I Define Execute Chart » /Y
914: open Edge browser on computer o+ =
) Test Points (2 items) © - Runforwebapplication v
atic sute 9 Outcom
8 open Edge browser on computer ©nn
8 open Edge browser on computer ©np

Parameters
Configurations.

ime

L3
&
=
&

Projectsetings « d






OEBPS/images/Figure-2.47.jpg
€3 Azure Devops

B

usage
Exendons

Aaure Actve Direc

Security

8

poicies

pemissions

Boards

procss

Pipelnes

o
Setings
Depioyment pois
sl jobs

Onuth configuraions

Artfacts

a

Stoape

Extensions

Bannar

Banner Settings

o

No banners yet.

ade

8 et all bamnrs






OEBPS/images/Figure-2.46.jpg
€3 Azure Devops

2 Usge
G bremions

& Aaure Actve Direcory

Security
8 polces

B pemissions
Boards

Pipelines

>

Agentpoots

setings

Depieyment pois

Pastejbs

»

Ot conigurstons
Artacts

& souge

= Dreps
5 symbots

3 Ppeine Atocts

5 Ppeine Caching

5 Uniersal packages n Aare Arifacs feds
5 npm packages in A Artcts feods

5 Py packages i Azue At feeds
5 NuGet packages in Asue Aot feeds
3 ey packoges i e Arlocts e

5 Maven packages in Adure Arfacts feds

e Pipsinesusage

ooae

ooce

ooce

ooce

o00cs

oo0cs

oonee

oo0ce

ooce






OEBPS/images/4.7.jpg
Add link

You re ading  n rom.

°

0@ 552 v deeloper L vant to push my code 102 Git epoitoryso that ican ..
Updated 3 minues 30, ® New

ke
e
o om
o
o
apie
ot






OEBPS/images/4.6.jpg
) Azure Devops. redevopspro /B Boards | Workite
0 ooee  oklems |5 bk toWoskems
& oveniew e
& oo 883 As a developer | want to push my code to. Git repositry so that  can make pll request fo code review
Ly & vcommens BB oo 0 0 -
O Workitems.
R S— S
L wvier BookApp\Release T\Sprint 1 Dels LamchDurk
5 i = s IR
Spars ;
e Acceptance Crte A, Development
T Queries + Addin
Fepostor ype st e i A
R hodve e eanhes e mats v an s ek el e
[ et one sl o e o e Sl
Remeond o epasito ot o, i
o o
e
& pins Dislision shaimaliel et
s -
L] Related Work
+ -
& g rem
& newitm
@ Projectsettings «






OEBPS/images/6.38.jpg
od Build solution

JU VsTest - testAssemblies

/pDeployOnBuild=true /p:WebPublishMethod=Package
/pPackageAsSingleF
| /pPackagel

Platform  ©

rue

$(BuildPlatform)

e S RN






OEBPS/images/4.51.jpg
opuwaoc &0 @0

gD

Azure Devops.

BookApp

Oveniew

Bosrds

Workitems.
Bods
Backogs
spins

Queres

Repos

Pt

TestPians

Aot

Prject setings

«

Queries
Reste

+x
+x

+ Ao

g

-

a5

My Queries
Edtor Chars | D Runuery | New v [ Swequery] 9 reverchanaes 2 Cotumn opions
= 7 e
[ T—
& crngetpe.
o reld (& vombmnpgt. |
ke e v R e n
i Ve | - asigive >
X oolets
£ Unktosnewvork tem.
& Uikt rsting .
B copyasi
Bg 8 Pgemimnginbook ey ki
e W Creleawebsefor Asee DeOps Bk j— -
UserStory 81 devlopr | ot push my code 08 Gt rposory s tht . e Ak R oo
UserStory 883 Bosk reder a0 se I o fogic coveed i his ook .. v ashsvsrvstoa.. @ Acive
Tk Gestothee raches mastr, deselop andesein G ep e Achah R o Gered
Tk 8 G s ASPNETCor Vs fom VS template O

2 i cumry

Guorkitems

P






OEBPS/images/6.37.jpg
) Azure Devops A P ses
B sookare + Hello Azure DevOps Pro membersl!
B ovevien “ BookApp-ASP.NET-CI
B o Teks Varsbles Trggers Optons  Retention Mty = Summary D Quee
B v )
Pipelines Variable groups BuildConfiguration elesse
i redetined variabls 2 M—— -
& envrormens A '
P — e
ET— ) .
0 oy -
® Takgroues
T Deployment groups + Add
B WhiteSource Bolt

e ——

%






OEBPS/images/8.26.jpg
B https://dev.azure.com/azuredevopspro/BookAp...

< prev

914*: open Edge browser on computer






OEBPS/images/4.50.jpg
Send work items in email

®
@ smssmaoptaai X sevch s

subject

Note 071024 chanscers:

Seected Worktems.
7 pugemsirgin sy e Bosk

e
——————I

st s Bokesd s Sy e






OEBPS/images/6.36.jpg
ez2p 4 BDEDBOC

]

@

Azure DevOps

Bookapp

Overview

Bosrds

Repos

Pipeines
Pipeines
Envranments
Relesses

torary

Toskgroups
Deployment groups

WhiteSource Bolt

Projectsettings

o

«

@ Helo Azure DevOps Pro membersl!

< BookApp-ASPNET-CI

Runs Branches Anslytics

#20200504.4 Merged PR 43:add nunit

#20200504.3 Merged PR 41: added a nunittest

Iy trggerea for @)

#20200504.2 Merged PR 40: revert back framenwork

Iy iggered or @ ¥ e
202005041 Merged PR 40:revert back ramenork
Iy e or @ o © asence

amage

shege
s

3

snage
EY






OEBPS/images/8.25.jpg
open Edge browser on computer






OEBPS/images/Figure-2.9.jpg
23 Aauro Dvors

Organization Settings

o

Sesre setins

General

&

5

o

.o

Ovenew
Prjecs

Uses

silng

Audiing

Global nication:
Usage

Eensions

Saure At Diectory

aciaops

Recsot

Assharkepiace

Aoure Marketplce App

BascrocessDemo

rgr——

A8C St Dedicated Tesms:

Tris s A2S Market plce pacage repo

Aawe Marketpiace App Demo

Sasic pocess template demo

aspore

o5

1052019

waore

age

Agle

Agie

Agie

Basc

prvte






OEBPS/images/4.4.jpg
I Awure Devops
[
& ovnien
B o

B Workitems
B soats
2 saciogs
o spints

5 Qs
[

o ripeoes
& v
B s

© projectsetings

«

Work ltems |5 Back to Work kems

Create a website for Azure DevOps Book

-] & 0comments
. oNew & Bookapp
New Sookapeesse

This websie il showcase the book nformation nd il beused i demos

Discussion

371672020 1200 A

5782020 1200 A

Classification

kg9 s samon

Development

+ adaiek

Related Work

+ addsek -






OEBPS/images/6.25.jpg
B sooinee
& oien
[
A oo

o pieines
-

i
4
n
®

) Azure Devops

Pisines
Envianments
Releases

orary

Taskgroups
Deployment groups

WhitsSource Balt

Projec sttings «

BookApp-ASP.NET-CI

Tasks Varables Tiggers Options  Retention

Agentjob 1

@ Uetucetaan

NuGet restore

Build sol Disableselected task(s)

B Remove selected tasks)
Test Assemblies [y cio

sit)

)

Publish symbols§ + Crese sk grafy

Archive $(Build Binanesurrecto.

Publish Artfact

1=

History

9 viscard

& save & quee Summary

@ Link settings

Taskversion 2+ v

Display name *
Avchive S(Buid.BinaresDirectory)
Rootfalderorfle toarchive” @
S(Euid BnanesDirectony)
) Prepend root foider name to archive paths ©

Archive A

Archive type”

2

Archive fle tocreste @

B View AML






OEBPS/images/8.14.jpg
2824 DPDEDBBO

@ &

Azure Devops
Bookapp
Overview
Boards

Repos
Pielines

Test Plans

Test plans*
Progress report
Parameters
Configurations

Rune

Project settings

N S -
Test Suites

73 Bookapp R2 Satic Sute

«

Define Execute  Chart

o1 n Edge browser on comp






OEBPS/images/Figure-2.43.jpg
3 Azure Devops.

usage

& Aaure Actve D

Securiy

Pipeiines

Oauth configurasins

Aritacts
& songe

Extensions

Deploy

o

yment pools €8 DemoDeploymentPool

jon  comesponcing deployment o

0

Asciiops

secsoft

© BoicrocessDe

Deiops Aprto

& Devors

forMLALpps

& Giflowbemo

habpiplnedemo

serrorace 16N ([securss
{Security.

Toantity]: Getcurr
ncipal Mindowsdui1tIale] “Ade o R command
trator Posersnell prorpt}F(SPSvers fonTable PSVersion -1t (How
: i Senv
for(sint; 81
A1 Tostrings 4T (1
et Mebrequest ] Defoutthes
Object et vebcli

2();Ssecurityprotocol
yprotocolss

2.165.0.21p:15(30efsurtprony

{ShebCient. proxy- New-Gojact

et HebProny (SDeaulsbrony GatProry(80ri) O

SuebClient. DounlodrLe(SUri, Sopentzso) hdType

Thystan.10.Comprass on. ZipFA1e]: ExtractTobirectory(

S :\conFia.cxd --deploymantpeo] -deploysentpooiname. -Demeployment
Shent Seny COMPUTERIANE ——Fun ok “ohork —curd

et/ sy, azure. con/iurece  Renove-Tten Sagentiip;

T —






OEBPS/images/4.39.jpg
azuredevopspro / BookApp / Boards prints.

O, Developers v 7+ &

Taskboard  Backiog  Capacity  Analytics
Start Date End Date
3/30/2020 @ o 4102020

Average _,

P
0% bumdown

0

2

3730/

331200

4212020

B Remaiing — Totl Scope =~ Remaining Capacity — deal Trend

Backlogs / Work ltems

B 8 Tk

372020

Burndown on

Sum of Original Estimate

tem ot
estimated

12020

Advanced

) Show non-working days

Orginal Estimate 4 O

Rem

Totl Scope 4()

41072020

Reset






OEBPS/images/6.24.jpg
€3 Asure Devops

& ovnen
B sous
B repos

Pipelines

Pipslines
Envronments
Releases

Ubrary

4 = % b F

Task groups

Depioyment groups

WhiteSource Bolt

e @

Project setings &

B sooiare e

“ BookApp-ASP.NET-Cl
Tasks Varisbles Tiggers Options Retemton  Histry
Agentjob 1

Use NuGet 441

NuGet restore

Build solution

Test Assemblies

Cl -

Publish symbols path

Archive S(Build BinariesDirectory)

I» =

Publish Artifact

2 save & quese

9 Discard

Archive fles © @ Unksetings 85 View AL

Taskversion 2+ v

Display name *
Archive S(Buid BinaresDirectory)

Rootfoder orfie to archive* @
S(Buld BinsriesDiractory)

@ Prepend root folder name to archive paths

Archive A

Archive type ™

@ -

Archive i tocreste @






OEBPS/images/8.13.jpg
I e Devops

B sookaee +  TestSuites o]
& oveniew

0 s

B wers

o rieioes

A o

B Testplanst

v Release 2TestPlan

) Bookapp R2 Static Sute

Progress report
Parameters

Configurations.

IR |

@

Project setings «

Define.

Execute

Chart

T"‘vr’f-[-.) / M

Add existing test cases

Use! ddtestcaesusing i 89 testcases






OEBPS/images/Figure-2.42.jpg
€ AaureDevops

1 Usge
G baensons

& A Actve Direcory
Security

8 polcies

& pemisions

Boards

% proces

Pipeines

& Agent pools

@ Setings

Deployment poct
Pacleljobs

Ohuth congurations

Arifacts
& songe
Extonsions

Deployment pools * €2 DemoDeploymentPool

ot

Targets O Securty

N

DemoDeploymenteod!

Projects ithdependent deploymen groups
Demo o}

Provisin a cormesponding doplayment roup fo heseected projects:
Sy

ABCia0ps

Aacsott

AssvarkerPisce

Are Marketplace App.

BasicProcesDemo

oevops Apits

2RRBOOO

evOps for ML AL apps.

@

O5C Bieprine Workshop.

®

eshoponCortainers

k]

oo

Type oftrge 0 rgistr

Windows

[Security.principal Mindouspuiltinkole
SenviSystemdrivel ‘azagent")) {akdir Senv
Senvisystendrive\ azagert’; for($1-1; $1
(SdestFolier-"A 053 Tostring ) AF( T (

L indoarincipl]
) Tstnsote(

}1F(Spversiontable.piversion -1t (iew
3011 throw “The minimm v

ot (Test-poth

Slostrordersed Soesiroldursbrask; s Sagontzin

[Syaton.hat sabRaguest]: soutaultikbbrony
[hat Sorvicepoinivanager s sSacurityprots
ype): Tis2;

et Securitypr
[het ServiceFointhanager]: e

S netp:
Nt MebProxy(SDefaul throxy GetProxy(Suri)
ScbCTicnt Doanloadf 16 sy Sagentzin)
oL 10-Comprsion. ZipFate] ext
ent SenvSCONPUTERNAE - unssservice

rio:

ol

o0; 3113
ath (Saestrolder))) skcir
5520

urstyprotocelr-

urstyprotocol; Suebclient New-

font/2.165.0/vsts-sgent win-xea
Libypasced(sori)))

String, $Trve)

ritm Sogen






OEBPS/images/4.38.jpg
€ Asure DevOps.
[
& ovren
B somis
O Workitems
B oo
oot
spoms
Qurs
o
Posines

Testpans

W4 DPJdbw

Atscs

@ proct setings

+ O Developers v #

Toskbowd  Backog  Capacty Ansytcs

T —"
e st

Orians

«

+ NewWorktem 22 Columin Options

Acive

Resohed

Aspmzy donnmv [B Y 0 2
s
Wor . X

scros ¥ Stores

Wor -
e

vt i

PPl P e——

on =

Qorson

Worcby Avigned To -
[ pe———

otson






OEBPS/images/6.23.jpg
) Azure Devops

B soonrr
B o
C ey
2w
o Foines

-

16 2k

& B8

Pipeines
e
Relesses

orary

Tas groups
Deployment groups

WhiteSource Bolt

Project settings

«

“ BookApp-ASP.NET-CI
Taks Vatables Tiggers Optons  Retention
Agentjob 1

B U eesan
i

1q) i sotion

J& Tesssembies

5, Publsh symools path

History

B Sove & queue

+

g Publish Anifact

[ Avchive S@uid ginaresDirectoy)

) Discard = Summary

Archive files ® @ Linksettings

Taskversion 2 v

Display name
Archive S(Build BinaresDirectory)
Rootfolderor e to archive ™ @
S(uid BinariesDirectory)
@ Prepend root folder name to archive paths O

Archive A

Avchive

€]

Avchive il to create *

5 viewvamL

i






OEBPS/images/8.12.jpg
) Aaure Devops. BookAy t

B sooarp 4 TestSuites

G
& overven "
E & Nevsie

Boards,

Assign configuratons
& Egon

Repos
£ hsign testers to run ll tests:

=2
a
o Pocines o
a
=3

Test Plans

Test plans

Progress report

Define Execute Chart

£ stic site
£2 Requirement based site

£3 Query based suite






OEBPS/images/Figure-2.41.jpg
€3 Aaure Devops

el Depleymentpook New deployment pool
PTSp———— e
Sy
i sy O ——
s s
13 ABCInfraOps
T o ABCSoft
0 & Asissme
peines O @ Ane e ko
o BasicProcessDemo.
‘ 8 ome

o DevOps Api1a
Depioyment DevOps for ML 99

DSC:BhePrin- Workshap
% OAuth confguratns
eshoponContaines

Aniacts

@
@
@
e
e
e

Setiogs -
e
e
e
& e
e

Giffonemo






OEBPS/images/4.37.jpg
3 Azure Devops

+

B Wokitems
Bocs
Sackoge

spints

Quers
8 o

o rocines
A teirins
B s

@ Prjectsetings «

O, Developers © %

Tosbowrd Backog  Capacity A
@ ashishsiosavoyshooin Byl
Team daysof o

+ adguer Fswe 9 Unio

Thesedays o appy o the ol s

& spim2






OEBPS/images/6.22.jpg
€3 Azure Devops s e il
B seokare + & > BookApp-ASP.NET-CI
& overview Tosks Varsbls Tiggers Optons  Retnton Hstary | ) Swveliqueve v 9 Discard S Summary
B soves Agentjob 1 + 5
a SaEe Add tasks | O Refresh £5eia
e y Use NuGet 44.1
Plpsines Al Buld Utity Test Package Deploy Tool Marketplace
NuGe restore =
i Pipsine: =
b I Archive files
& Eniomments Build solution sl o 75
S Test Assemblies i epioupns i
W Library i = - "
Publis ls path PR
. ublish symbols pat
i) ssion Azure Blueprint
T Deployment groups Publish Artifact o n Azure Bloy
G o e E5) AasK ARM Template Checker
[ Archive s@dginariesDiecor) o AR ity
B projectsettings « — -






OEBPS/images/8.11.jpg
Assign configurations to test suite - Release 2 Test Plan

Search configurations by name or values.

Confguation same 1 Confguaton vales
Windows 10 + Chrome. Browser Chvome Operating SystemWindows 10
Windows 10 + Edge BrowserMicrosoft Edge Operating SystemWindows 10






OEBPS/images/Figure-2.40.jpg
€3 nsureoevors

»
@
S

usage Deployment pools |+ New

Exensons

Name
Asue Actv Direcory

% DevOps Aprit-mydepiymentary

Security

°
8

poces

Boards

Pipelines

Agentpoois
setings
Depioyment pocis
Paate jobs

oAt coniurations

Atacts

&

sionge

Eutensions

Projectrefeences

DevOps ApriS, iChug 1S






OEBPS/images/4.36.jpg
A tostrns
B s

 prjectsetings

+ O Developers v ¢

Taskboard

«

Badog Capacy

#

Anayis
£ 885 oot s

e e s e

+ NewWork Hem

2 Cotume Options

Resoveq O Fitrsy
O sprint
O spim2

NewSprint

Qspin1 v Arnenmiv =Y @

elopers Backlog

p otk tems o incld them

Sprint 2 (QERID) 00w - 00

n

+- New Sprin

ving x






OEBPS/images/6.21.jpg
) Azure Devops

& Overview
[
A reor

Pipelines

Pipelines
Environments
Releases

Lbrary

o
i
4
n
®

Task groups

Deployment groups.

«

& BookApp-ASP.NET-CI
&

Tasks Variables Taggers Options  Retention

Agentjob 1
@ U tuseta

@ Nusetrestore

1q) Budsoluion

BB Tt tssembies

o) Publish symbols path
1o cinied
g Publish Attt

Addtasks | O Refiesn

9 Discat
£ search
Al Buld Utity Test Package Deploy Tool

[§) Achive fies

{iiy AR oupus

i) Asign Azure Blueprine
g n e B

£ AzSK ARM Template Checker

Marketplace






OEBPS/images/8.10.jpg
) Amreomops

B soorare
& overview
B sours
B s
o Fiines
A Testpins

=3

Test plans
Progress report
Parameters
Configurations
Aune

Project settings

4+ € Relemse2TestPlan v

Future

Test Suites. a

~ Release 2 Test Pl

£3 NewSuite

Assign configurations

5 @

Asign tesers to un al tests

1

import test suites

«

Release 2 Test Plan (ID: 912)

Define

Execute Chart

A

Add a test case

@Help

8 » J Y






OEBPS/images/Figure-2.4.jpg
Sign in to GitHub
to continue to Microsoft-
Corporation

Username or email address

Password Forgot password?






OEBPS/images/6.20.jpg
&) Azure Devops
B oo +
B oin

B e

B reros

o ipeines

s Pipeines

B Envronmens
 Roesses

N toay

® Tagrouns

T Deploment roups

@ Projectsettings «

BookApp-ASP.NET-CI

Tasks Variables Tiggers Options Retention History | Save & queve

Agentjob 1

Use NuGet 44.1

NuGet restore

Test Assent

?
®
g Bidsouin
a

Publish symbols path

Publish Artifact

9 Discard = Summary

Agentjob ©

Display name *
Agentjob 1

Agent selection A

Agentpool @ | Mansge &

<inheri from pipeline>

Demands @

B ViewvAML

Remove.






OEBPS/images/8.1.jpg





OEBPS/images/Figure-2.39.jpg
€3 A Devops 5 "

2 vige Settings
G Bremions

& Aaure Actve Directory Genenl

Socurity Disblesnonymausaccess o bges O

@) timitvacales that can b st ¢ queve time O

2 e € timitjob authorzaton scope to uren projet ©

B pemissions
Boards

% process
Pipaiines

& Agentpoals

@ Seings

T Deployment poos

Paralejobs

& Onuth consiuaations
Artitacts
& sionge

Extensions






OEBPS/images/7.9.jpg
o File

J210/dx3 13NIBS.

x0qj00]

Loglib.csp

Edit

View Project Build Debug Team Test Analyze Tools Extensions
Se- M@ X | s,

Loggercs = X
-| % Loglib Logger

Window Search (Ctr+Q)

Help

~|® Logistring tex)

Output

“inamespace LogLib

&

Oreferences
public class Logger
{
Orefere
public void Log(string text)

T

Console.WriteLine(text);

¥

@ No issues found

Show output from:  Build

1

Build started: Project: Loglib, Configuration: Debug Any CPU -

1>L0gLib -> C:\Users\RAJAS\source\repos\BookAppLOg\LOgLib\bin\Debug\netstandard2.0\LogLib.d11
D>successfully created package 'C:\Users\RAJAS\source\repos\80okAppLog\LogLib\bin\Debug\LogLib. 1.0.0.nupke "

- Build: 1 succeeded, o failed, 0 up-to-date, o skipped






OEBPS/images/Figure-2.38.jpg
€3 A oevops

2 Ussge
G Eaensons
@ Aaure Actve Direcsry

Security
8 polices

& emissions
Bourds
% process

Pipelnes

>

Agentpools
Setings
Depioyment poos
Paalejobs

®

& Onuth contuations
Artitacts
& swonge

Extensions

ot the agent

st

System prerequisites
Configure your account
Confgureyour sccount by following the steps outined bz

Download the agent

== -

Create the agent

on, 2ipF 1o} ExtractTobirectory - SHOME\Donrlonde\vits

SEentouin X4 5.165.0.p%, “$PRO%)

Configure the agent Detsed nsructons =

Optionally run the agent interactively

T






OEBPS/images/Figure-2.37.jpg
) Azure Devops

2 Ussge

@ prensions

@ Aoure Actve Directory

Security

8 polces

& remissions

Boards

% process

Pipsines

A Agentpoas

@ Seting:

T Deployment poos
Pasiejobs

. OAuth comiuenions

Aritacts

O DemoAgentPool

Jobs Agems  Detas

. Setings

MaintenanceHistory

A

No jobs have run on this agent pool

Run  pipeline on this agen po 1 see e detals

. -2
- . |






OEBPS/images/4.44.jpg
Settings

Backogs
Viorking days

Virking wih bugs.

Felds

1 S et maionto o e s ettty .

Tk @ oug M Usersion

Core s
@ showid
@ Show Assigned Toas:

vt and ull ame detat)
St Remaiing Work
@ ShowTugs






OEBPS/images/4.43.jpg
Work item type e
886 Create a ASP.NET ***
Core Website from VS AssignedTo
template
' Ashish Raj 25
S Remaining Work
State ® Active
Stylerule highlights Priority 1 — -
Task with Priority=1 Additionalfields
FrontEnd

Tags






OEBPS/images/6.29.jpg
3 Azure Devops
[
& orenien
[

B v

oF Poeines

dls Pipelines.
G
—

tbrary

€ = % B

Task groups.

Deployment groups

WhiteSource Bot

@ @

Project sttings

«

BookApp-ASP.NET-CI

@ Taskgroup NuGettask group has been created

Tasks Varisbles Tiggers Options  Retention

Agentjob 1

Task group: NuGet task group restore.

Build sol

et fssermiies

VsTest - testAssemblies

<)
A
a

Publish symbols path

h.s

Publish Artfact

History

B saefiquese v 9 Discard = Summary

Taskversion 1.1 v

Display name *
Task group: NuGet task group restore
NuGetCommand® @
restore

NuGetversion *

551
Control Options v

Output Variables






OEBPS/images/4.42.jpg
3 Azure Devops wredevopspro | Bookkpp /B i £ = @
B oo + O Developers v # & Varch 30 - Apr

& owier Tokbowd Sackog Capacty Anaycs | -+ Neworktom (2 Cotam Optins Qsmzy ArsmAy S Y @ 2
iy + Cotopsest Nw Aave onvtenng et ot

ER Some

B eords e

= sackiogs [ E—

o spins -

Qs
B oos

o e
A v
B s

© Projec setings «






OEBPS/images/6.28.jpg
Asure Devops

Boskapp

Getsou

Agentjob.

]

&

ttask goup
Description

NuGet task group

Cregoy ©

Buid

Parameters

The following parameters and values re fom the configuration variables used inthe underlying
s

Name. Default value Description

NuGetCommand resore The command snd argume.

NuGetversion B

A version or vrsion range .






OEBPS/images/8.17.jpg
) R - TestPlons - Pesondl - MirsoftEdge. — 0 X
£ hitpsy/dev.azure.com/azuredevopspro/BookAp.
B8 Sseandcose | [ Gosebg ~ | @ 8 ox
Test o2+ et
914: open Edge browser on computer 10 -]

pa st
it
Pousetst

Block est

20000

Notapplcatie

Windows 10 + Come

Parameters

Configurations

Bime

L3
&
-
@

Project sttinge &

TestPlans / Test plans’

* Release 2 Test Plan (ID: 912)

Define Execute Chart

Test Points (2 items)
@ e

18 open Edge browser on computer

@ open Edge browseron computer

P searci

» /7Y

Run for web application
outcom
© e
© e






OEBPS/images/4.41.jpg
©J Asure Devps
B scorn
& ovrvie
ey

5 oo
e—
@ w

& cocs

B

o rocines

A v
B wies

+ [ Developers - Ovenview v 7 # | 7 ki () Refresn

e——— e
‘o 40 = s

N






OEBPS/images/6.27.jpg
) Azure Devops
[« L
& o
B s

B reros

Pipelines

Pipeines
Enironments
Relesses

torary

6 2 % B E

Tk groups

Deployment groups

WhiteSource Bolt

@ |

Project sttings

“ BookApp-ASP.NET-Cl

Tasks Varables Tiggers Options Retenton  History

Agentjob 1

‘OGN Use NuGet 55.1

@ Nusetrestore

QY ESEET | eskanduns
TU Sesthusemblies | B Removeselected tas)
a e b D Clone taskis)
A VsTest - testAssemblie
- Crate sk group
Y

Publish symbols path €

Publish Artfact

Summary

NuGet tool installer ©
Taskversion 1.+ v
Display name *

Use NuGet 5.1

Advanced v
Control Options v

Output Variables v

Queve

@ lnksettings @






OEBPS/images/8.16.jpg
€3 aredevops

Bookapp

Overview

Boards

Repos

Pipelines

Test Plans.

Test plans*

-]
=
a
€
a
&
2

Progress report

Parameters

S

Configurations.

3

@ projectsettings

o

&

4 Release 2 Test Plan

Test Suites @

v Release 2 Test Plan 2)

BookApp R2 Sttic Sue

. ! »
* Release 2 Test Plan (ID: 912)

Define  Execute Chart

=
Test Points (2 items)
@
@ open Edge browser on computer

B open Edge browser on computer

Run for web application |

©nn
e np






OEBPS/images/Figure-2.45.jpg
€3 A oevops

B Usige
e—

@ Aaure Actve Directory
Securlty

8 polces

8 remissions

Boards

Pipsines

A Agent oo

setings

Depieyment pocs
Paate jobs

& Onutn confgurations

OAuth configurations |+ Add O secury

Add OAuth configuration
Ohuthcient confurtions deine ucerying

Sttings tha re ruied 0 e sevce
connections i your prjecs

dd

figur

Leam mor about OAuthcent cnfigurtions -






OEBPS/images/4.40.jpg
€ haureoevors e 3 ()
B seoer O, Developers + 7+
& Oveniew Tkbowd tackog Capacly Anays Asmav]
B soors Burdown Trend ©

o ems

st e endome Sackogs /Vorkhems Bumdownon Avarced

Soards 302020 8w om0 0] [F tksboctog || sumottemaningWork v | O Shownon-woring cars

saciogs

sprins S

+ CopytoDushbonrd
anie 0% =0 ia®






OEBPS/images/6.26.jpg
=)

Azure Devops

[ .
& ovevien
W o

Repos

Pipelines
Environments
Releases

Library

Task groups.
Deployment groups

Project setings

«

Ll > BookApp-ASP.NET-CI

Tasks

Variables  Triggers  Options  Retention

Pipeline

Get sources.
P

Agentjob 1

Task group: NuGet task group restore

5q]) Bl scuton

e
a

BB Vo testhssembles

History.

» =
Summary D Queve
Addtasks | O peesy |2 Seh
Buld Uity Test Package Deploy

= sonaraube

g Fevioce Tokers

1IS Web App Deployment
Using WinRM

Marketplace






OEBPS/images/8.15.jpg
B4 PDAEDRBCO

LI

ES

Aaure DevOps

BookApp

Overview

Boards.

Repos

Pipelines

Test Plans

Test plans®
Progress report
Parameters

Confgurations

Project ettings

e

«

€ Release 2 Test Plan

Test Suites =

~ Release 2 Test Plan 2)

Bookpp R2 Static Ste

*

Release 2 Test Plan (ID: 912)

Define Execute Chart

Test Points (2 items)

© npogess 2

© npogess 2

En

a4

Windows 10 + Chvome

Windows 10+ Edge

B 2

Ashish Raj

Ashish Raj






OEBPS/images/Figure-2.44.jpg
€3 A oevops

B Usge

G premions

@ Aaure Actve Directory
Security

8 polces

8 pemissions
Boards

Pipelines

A Agent poos

® setings
Depioyment pocis

I postejobs

»

Ot coniurations
Aitacts
& songe

Eutensions

Micssofehosted © e

sothested © 2
A e
5
Mothoted © 0
sathorted © Unimited
a ey






